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Abstract. This paper considers the problem of building blind signatures in pairing-free groups. We
provide the first three-move blind signature which is provably one-more unforgeable, in the random-
oracle model, under the minimal assumption that the discrete logarithm (DL) problem is hard. Our
construction in fact achieves one-more strong unforgeability, and also supports partial blindness. Blind-
ness is statistical, also in the ROM. Our construction makes black-box use of the underlying group and
does not rely on non-black-box techniques. For most such constructions, three moves are necessary by
a recent result of Dietz, Kastner, and Tessaro (CRYPTO ’26).
We build on recent work by Chairattana-Apirom, Reichle, and Tessaro (CRYPTO ’26), which achieved
the same combination of round complexity and security guarantees, but under the stronger decisional
Diffie–Hellman (DDH) assumption. In particular, we follow the same paradigm of boosting the security
of a weakly secure scheme (namely, the Okamoto–Schnorr blind signature) to a fully secure one by
authenticating the initial nonce. We provide, however, a substantially different instantiation of this
paradigm that dispenses with the use of DDH and establishes security from DL alone.

‹ This work was done while the author was at ETH Zurich.

https://orcid.org/0009-0006-1990-1329
https://orcid.org/0000-0002-3498-5472
https://orcid.org/0000-0002-3751-8546


Table of Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2 Technical Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
3 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
4 Blindable Σ-protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5 Blind Signature from DL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

5.1 Straightline-extractable NIZK . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
5.2 Construction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
5.3 Correctness and Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

6 Correctness Proof of BSphf (Theorem 5.3) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
7 OMSUF Proof of BSphf (Theorem 5.4) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

7.1 Useful Lemmata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
7.2 Proof of Theorem 5.4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
7.3 Proof of Lemma 7.3 (Ruling out Relaxed SLE Witness) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
7.4 Proof of Lemma 7.4 (Ruling out H-Query Collision in Forgeries) . . . . . . . . . . . . . . . . . . . . . . . . . 38
7.5 Proof of Lemma 7.5 (Reducing to AOMPR from Nonce Collision) . . . . . . . . . . . . . . . . . . . . . . . 42
7.6 Proof of Lemma 7.6 (Extracting DL from Distinct Nonces) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
7.7 Proof of Lemma 7.11 (Introducing PHF Aborts) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

8 Blindness Proof of BSphf (Theorem 5.5) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
A AI Usage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
B Proof of Theorem 3.11 (p2, polyq-Programmability) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
C Proof of Lemma 3.21 (Three-Fork Rewinding) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61



1 Introduction

A blind signature lets a user authenticate a message without disclosing it to the signer, who holds the
signing key. Moreover, the resulting signature is unlinkable to the interaction in which it was issued. In-
troduced by Chaum [Cha82] in the context of electronic payments, blind signatures have become a funda-
mental tool for separating the issuance of an authorization from its subsequent use. Applications include
electronic cash [Cha82, CFN90, OO92], e-voting [FOO93], and anonymous authentication. For example,
they are widely adopted in industry [HIP`21, DGS`18, CDVW24, App, Goo] to implement anonymous
authentication tokens, and underlie several proposals for fraud-detection in privacy-preserving ad-click mea-
surement [PCM, HIJ`21, Tru].

Pairing-free blind signatures. It is natural to ask for blind signatures built from the same algebraic in-
gredients as ordinary signatures. In particular, practical signatures such as Schnorr [Sch90], EdDSA [BDL`12],
and ECDSA [Ame05] suggest that a prime-order pairing-free group (usually implemented by an elliptic curve)
and a hash function should suffice, and it is natural to implement blind signatures from the same structure. In
contrast to pairing-friendly curves, pairing-free curves are widely available in libraries and standards. This is
also an appealing theoretical target, as building solutions that solely rely on the simple one-way homomorphic
map helps toward post-quantum constructions. This was made evident by prior works adapting pairing-free
blind signature schemes into trapdoor-free lattice-based constructions [HKLN20] and constructions from
group actions [KLLQ23, HLM`25, HLPP26].

The main technical challenge here is not to blind the signing process, but rather to attain one-more
unforgeability (OMUF) [JLO97], which requires a malicious user not to be able to sign more messages than
the number of signing sessions it engages in, even when these sessions are concurrent and can be inter-
leaved arbitrarily. Indeed, the classical three-move blind Schnorr protocol [CP93] is vulnerable to concurrent
attacks based on the ROS problem [BLL`21], leaving it secure only for a limited number of concurrent
sessions [FPS20]. The same difficulty affects other protocols based on linear identification schemes, such as
Okamoto–Schnorr [Oka93].

A sequence of works [FPS20, KLX22, TZ22, CKM`23] developed compact three-move constructions
which are proved to achieve OMUF in the random-oracle model (ROM) [BR93] and the algebraic group
model (AGM) [FKL18]. The use of the AGM imposes a strong heuristic on these results, as it restricts the
validity of the proof to algebraic adversaries, i.e., adversaries that are required to explain every group element
they produce as a linear combination of input group elements. Therefore, understanding whether the AGM
is necessary to solve a particular task is important. It is known [DHH`21] that the ROM is necessary, even
only to achieve (non-blind) black-box pairing-free digital signatures, but no inherent barrier seems to force
adoption of the AGM.

Beyond the AGM. A series of recent works confirmed this by providing several AGM-free constructions
in the ROM. Chairattana-Apirom, Tessaro, and Zhu [CATZ24] gave several such constructions, including a
four-move construction proved to achieve OMUF under the computational Diffie-Hellman (CDH) assump-
tion. Subsequent works improved efficiency by relying on the decisional Diffie-Hellman (DDH) assump-
tion [KRW24, KR25], obtained tight security [BHKR25], and developed threshold blind signatures relying
on CDH [RR26]. Klooß, Lai, and Reichle [KLR26] then presented a four-move pairing-free blind signature
with full provable one-more unforgeability in the ROM under the minimal assumption of the hardness of the
discrete logarithm (DL) problem.

Unlike the state-of-the-art in the AGM, these constructions all require (at least) four moves. The gap
was recently closed by two concurrent works [CART26, Che26] giving three-move blind signatures proved
to achieve OMUF under DDH in the ROM. Dietz, Kastner, and Tessaro [DKT26] also recently proved that
three moves are necessary for a large class of blind signatures in the ROM making black-box use of the group,
and while a few works are not covered by this result, it still suggests an inherent barrier making it unlikely
to achieve round optimal (i.e., two-move) constructions. Table 1 summarizes the relevant constructions.

Therefore, the recent results leave two different ways to avoid idealized group assumptions: use four moves
and assume DL, or use three moves and assume DDH. We therefore ask whether the gap can be closed:
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Scheme Moves |σ| |transcript| Assumption OMSUF

Clause Schnorr [FPS20] 3 G ` Zp 2G ` 3Zp OMDL, mROS ✓

Abe [Abe01, KLX22] 3 2G ` 6Zp λ ` 3G ` 6Zp DL ✓

TZ [TZ22] 3 4Zp 2G ` 4Zp DL ✓

Snowblind [CKM`23] 3 G ` 2Zp 2G ` 4Zp DL ✓

CTZ-1: [CATZ24] 4 G ` 4Zp 5G ` 5Zp CT-OMCDH

CTZ-2: [CATZ24] 5 G ` 4Zp 5G ` 5Zp CT-OMCDH ✓:

CTZ-3 [CATZ24] 4 Llin Llin CDH

KRW [KRW24] 4 2G ` 5Zp Llin DDH

BHKR [BHKR25] 4 10G ` 29Zp 37G ` 40Zp DDH

KR-1 [KR25] 4 G ` 5Zp 10G ` 9Zp DDH

KR-2 [KR25] 5 G ` 6Zp 10G ` 9Zp DDH ✓

RR [RR26] 4 2G ` 8Zp Llin CDH

KLR [KLR26] 4 6Zp Llin DL

CRT-c [CART26] 3 15G ` 22Zp 17G ` 14Zp DDH ✓

CRT-s [CART26] 3 21G ` 35Zp 17G ` 14Zp DDH ✓

Chen [Che26] 3 21G ` 32Zp 27G ` 29Zp DDH

This work 3 Lalg ` Lsle Lalg DL ✓

Table 1. Pairing-free blind signatures with black-box use of the group. The upper block uses the ROM
and AGM; the lower block uses only the ROM. Costs are in bits. Denote G as the length of a group-element
encoding; Zp as the length of one scalar encoding; λ as the security parameter; Llin “ Θpλqpλ`G`Zpq, n “ rlog2 ps,
Lalg “ ΘpnqpG`Zpq, and Lsle as the length of the straightline-extractable proof. Asymptotic entries may hide different
constants. CRT-c and CRT-s denote the computationally and statistically blind variants of [CART26], respectively.
:: weaker OMSUF definition.

Can a three-move pairing-free blind signature provably achieve full concurrent security in the ROM
under the DL assumption alone?

The question of whether we can solely rely on DL is fundamental, as the assumption of hardness in recovering
x from X “ xG is minimal in group-based cryptography, and thus a three-move construction under DL would
be best possible.

Our contribution.We answer this question affirmatively. We give the first three-move pairing-free blind
signature for which OMUF is proved based solely on DL in the ROM, without assuming the AGM or the
GGM. The construction uses the underlying group in a black-box way. In particular, it does not invoke a
generic zero-knowledge proof for a circuit implementing elliptic-curve arithmetic.

We in fact prove the stronger notion of one-more strong unforgeability (OMSUF): even producing an
additional signature on an already signed message is forbidden, provided that it yields a new message–
signature pair. Our construction also supports partial blindness [AF96]. The signer and user can agree on
public information, such as an expiration date or a token class, while the remaining message stays hidden.
With our instantiation, (partial) blindness is statistical in the ROM and holds also against a signer that
chooses its public key maliciously.

Along the way, we also introduce novel blinding techniques applied to proofs for quadratic relations used
in our construction. We give a detailed technical overview of our construction in the next section.

Round complexity and other approaches. Three-move blind signatures are a natural target in light
of the lower bound of Dietz, Kastner, and Tessaro [DKT26], which rules out two-move constructions that can
be framed in a combination of Maurer’s generic-group model [Mau05] and the ROM, under restrictions on
oracle-query complexity and message length. In particular, the user and verifier make Oplog λq random-oracle
queries, and messages have length ωplog λq. We note that our scheme does not fit within this class, due to

4



the higher verification complexity, but the result is nonetheless an indication that three moves constitute a
substantial barrier.

If non-black-box techniques are allowed, two moves are possible. Fischlin’s generic construction [Fis06]
provides an early approach, and Ciampi, Della Monica, and Visconti [CDV26] obtain two-move GUC-secure
blind signatures from one-way functions in a global non-programmable random-oracle model. Kastner, Tes-
saro, and Zaverucha [KTZ26] give a more concrete pairing-free approach using zero-knowledge proofs about
a group-to-scalar conversion. Another line of work [FW24, DV26] asks for blind issuance of ordinary Schnorr
signatures, rather than a new signature format. These constructions, however, rely on heavy zero-knowledge
machinery. Our goal is a direct algebraic construction that achieves three moves and full concurrent security
from DL alone, with only black-box use of the group.

Paper outline. Section 2 gives the technical overview of our construction. Section 3 gives necessary pre-
liminaries. Section 4 presents the blindable Σ-protocols used in our blind signature construction, including
a detailed overview of our novel blinding techniques. Our main result is in Section 5. Formal security proofs
are given in Section 6 (Correctness), Section 7 (OMSUF) and Section 8 (Blindness). We also detail our use
of generative AI tools in Appendix A.

2 Technical Overview

Our work builds on recent works [CART26, Che26] that establish three-move blind signatures from DDH.
We give a brief and simplified recap below, focusing on the approach by [CART26]. Let G be a group of
prime order p with generators G and H Ð$ G. (We use additive notation.) Their blind signature builds
on the Okamoto-Schnorr blind signature BSos [PS00], where the signer with public key W “ Φospwq :“
w0G ` w1H runs the Okamoto-Schnorr identification scheme [Sch90, Oka93] with the user. The transcript

τos “ pAos “ Φosprq, cos, zos “ cosw ` rq is blinded into rτos “ p rAos,rcos, rzosq and compiled into a signature
via Fiat-Shamir [FS87] (i.e., rcos “ HpW,Aos,msgq for random oracle H) on the user-side. Note that the
signer-side of the protocol is a simple canonical Σ-protocol for linear relations, where blinding can be easily
added [KRW24]. The scheme BSos is OMUF-secure for limited concurrent signing sessions, and the prior
work augments the protocol to achieve full OMUF security.

In particular, underlying their approach is the following property of BSos: for an adversary with access
to an unbounded number of signing sessions for a public key W , it cannot output two (unblinded) valid
transcripts τos “ pAos, cos, zosq, τ

1
os “ pA1

os, c
1
os, z

1
osq that share the same Aos “ A1

os and distinct cos ‰ c1
os. This

property is satisfied assuming DL via (i) special-soundness of the underlying Σ-protocol allowing extraction
of w1 such that W “ Φospw

1q, and (ii) witness-indistinguishability argument showing that w1 differs from
the actual secret key w with high probability. This then allows extraction of the discrete logarithm of H
base G. We now briefly recap how the prior work augments their protocol to utilize this property.

‚ On the signer side: (a) The signer tags the nonce Aos via an algebraic MAC and sends the tag T to
the user. (b) It proves with an appropriate Σ-protocol that the tag T verifies on nonce Aos, denoting the
transcript of this proof as τmac.

‚ On the user side: (a) The user commits to the blinding factors rstos in a commitment Crnd, such that
rAos “ BlindNoncepAos; rstosq, where BlindNonce denotes the function to derive the blinded nonce. (b) It
also blinds and modifies the proof τmac into rτmac which testifies that T (also committed to in Crnd) is

valid for the nonce Aos derived from rAos by undoing blinding with rstos, and this proof is compiled via
Fiat-Shamir.

The final signature consists of the blinded Fiat-Shamir proofs rτos and rτmac, and the commitment Crnd. By
unforgeability of the MAC and soundness properties of rτmac, the user is forced to reuse an unblinded nonce
Aos in the signature. In this case, the property mentioned above ensures one-more unforgeability under the
DL assumption if the commitment Crnd is extractable.
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Reliance on DDH. The aforementioned protocol crucially relies on the DDH assumption, as discussed
in [CART26]. The first reason is that the commitment Crnd requires several properties (such as linear ho-
momorphism and extractability) simultaneously. 3 There is no suitable candidate from DL to the best of
our knowledge. Secondly, the algebraic MAC relies on DDH and similarly, no construction from DL alone
is known. (Existing works [DKPW12, CMZ14] show security under CDH or DDH, or relying on the GGM.)
Alternatively, we may rely on the techniques from [Che26] instead. However, this does not change the picture
as [Che26] relies on the blind signature from [BHKR25] which also relies on extractable, linearly-homomorphic
commitments. While a blind signature from DL is known [KLR26], their construction design relies on hashing
the signed message first which is incompatible with the aforementioned framework.

Our approach.We replace both ingredients that rely on DDH, namely the commitment scheme and the
MAC, with DL-based alternatives. First, we employ straightline-extractable non-interactive zero-knowledge
proofs (SLE NIZKs) that allow to extract the blinding factors rstos without rewinding, as required for the
WI-based argument of BSos. As before, if the nonce Aos is reused, we may conclude one-more unforgeability
under the DL assumption.

Secondly, we craft a suitable replacement for the MAC to enforce nonce reuse. Our construction relies
on programmable hash functions (PHFs) [Wat05, HK08]. These are keyed hash functions (with the key K)
that map messages x P t0, 1un to a group element HMG

K pxq. Also, given a trapdoor td, we may compute a
representation HMG

K pxq “ axG ` bxV for fixed G,V P G. We say that it is pm,nq-programmable if for an
adversarial choice of px1, . . . ,xmq and py1, . . . ,ynq, we have that

@j P rms : axj
“ 0 ^ @i P rns : ayi

‰ 0

with sufficient (i.e., at least inverse-polynomial) probability. The PHF from [Wat05, HK08] is known to
be p1, polyq-programmable. We leverage this property as follows. The signer proves with an OR-compiled
Σ-protocol Σphf that either (i) it knows the discrete logarithm of X “ xG or (ii)

Aos “
ÿ

iPrns

µip2
i´1qG , T “ ρV ` HMG

K pµq , µ P t0, 1un ,

HMG
K pµq “ aµG ` bµV with aµ ‰ 0 .

(1)

Here, µ is the bit-decomposition of the discrete logarithm r such that Aos “ rG with n “ rlog ps bits.
Let us ignore blindness for now. Then, the Fiat-Shamir-compiled transcript τphf “ pAphf , cphf , zphfq and the
randomized hash value T are included in the signature. Note that the signer employs the X branch in the
real protocol whereas the PHF branch is employed in the security analysis to enforce integrity properties on
Aos. As T is randomized with the additional factor ρ, the signer may simply issue a random group element
T Ð$ G in the real execution and simulate the PHF branch.

Showing one-more unforgeability. To prove OMUF, we must simulate the signing oracle and argue
that after only QS signing sessions, the adversary cannot provide QS ` 1 signatures on distinct messages.
4 First, we extract the unblinded nonces A

piq
os from the SLE proofs in A’s signatures. If some nonce A

piq
os is

reused, this case remains similar to the prior work [CART26], as we employ a similar WI-based argument
to argue that this cannot happen under the DL assumption. Else, there is a fresh nonce A˚

os “ r˚G which
has never appeared in the signing sessions. This case is where the proof deviates significantly from the prior
work.

In this second case, our approach is to simulate the signing protocol using the PHF branch of the OR-
compiled Σ-protocol and rewind to extract the DL x of X on the other branch. To be more precise, the idea
is to ensure that after setting up the PHF keys K with a trapdoor td:

3 While it is plausible that the argument in [CART26] works if Crnd is statistically binding (instead of extractable),
we do not know of an appropriate candidate scheme under DL, even under this relaxation.

4 We manage to prove one-more strong unforgeability for our blind signature, but postpone the discussion for
exposition.
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(i) For each signing session with nonce Aos “ rG with bit-decomposition µ of its exponent r, the component
aµ ‰ 0 is non-zero over Zp (computed using td and µ). This allows us to simulate signing using a witness
for the PHF branch of Σphf and not the DL x of X.

(ii) For the fresh nonce A˚
os “ r˚G and the bit-decomposition µ˚, the component aµ˚ “ 0 is zero (computed

using td and µ˚). Rewinding will allow us to extract from a Σphf -transcript either the DL x of X or a
witness satisfying Equation (1) containing aµ˚ ‰ 0. The latter case is a contradiction, so we may only
extract x of X.

To this end, we set up H “ hG with known DL h so that (i) we may compute the DL r of Aos “ rG during
the signing sessions and simulate, and (ii) using the extracted blinding factors rstos and h, we may compute
the discrete logarithm r˚ of A˚

os and accordingly µ˚. Then, our hope is to employ p1, polyq-programmability of
the PHF to generate an appropriate trapdoor td that ensures these two properties with sufficient probability.

However, there are two subtle issues with the above argument. First and more importantly, notice that
a discrete logarithm r˚ P Zp may have two possible decompositions of n bits, µ˚

0 and µ˚
1 such that r˚ “

ř

iPrns µ
˚
0,i2

i´1 “
ř

iPrns µ
˚
1,i2

i´1 pmod pq.5 The adversary may use one of these decompositions to derive
a valid Σphf transcript, so our rewinding extraction could extract an actual valid witness aµ˚ ‰ 0. Hence,
p1, polyq-programmability of the PHF does not suffice for the proof strategy above as it guarantees aµ˚ “ 0
for only one choice of µ˚. To deal with this issue, we prove that the PHF from [Wat05, HK08] is p2, polyq-
programmable. This ensures that for any two possible choices of bit-decompositions µ˚

0 ‰ µ˚
1 of r˚, we have

aµ˚ “ 0 with sufficient probability.
Secondly, the sketched contradiction is only computational as the DL of V allows to compute a valid

witness for any pair pAos, T q. For the second point, we show that it is possible to compute the DL of V
via rewinding if such a contradiction occurs. We refer to Section 5.3 for the more detailed proof sketch and
Section 7 for the formal OMUF proof.

We note that the signature scheme in [DH26, Section 4.1] also is based on proving non-zero evaluation
of the PHF with a Σ-protocol. However, our concrete instantiation of the associated Σ-protocol and the
security analysis differ considerably. First, their scheme relies on dual-mode commitments, which significantly
simplify the security analysis. More importantly, dual-mode commitments rely on DDH and there is no
known construction from DL. Second, their construction signs messages µ P t0, 1un, whereas we can view
our scheme as signing group elements A P G, which is vital for our application.6 In particular, our reliance
on p2, polyq-programmability is a consequence of signing group elements, while their analysis follows from
p1, polyq-programmability. Thirdly, we must ensure that the issuance protocol is blindable. This comes with
additional technical challenges, as we discuss next.

On blindness. To ensure blindness, the user commits to Aos, then blinds and adapts the Σphf transcript
τphf into a Fiat-Shamir compiled proof rτphf which shows that either the DL of X is known or Equation (1)
holds, except that the nonce Aos is committed. The non-zero argument is performed following the technique
in [KLR26] (as the technique is blinding-friendly). 7 To prove that µ is a bit-vector, we show µp1 ´ µq “ 0
following the technique in [YAZ`19, BLS19, CKLR21, CGKR22]. That is, we prove the quadratic constraint
by turning it into a degree-two polynomial identity that is checked at a random input. We note that the
resulting Σ-protocol is not canonical, as it proves a quadratic relation. Our novel blinding mechanism is
technically involved due to the cross-terms that arise in the polynomial identity when blinding; we refer
to Section 4 for details. In short, we make blinding work by switching to multiplicative blinding of the
challenge (as additive blinding appears to fail) and extending the statement with additional commitments to
µ, which facilitate the cancellation of the cross-terms. We believe that this may be of independent interest:
the technique plausibly generalizes to blinding arbitrary quadratic statements. Finally, the SLE NIZK proves

5 For instance, 0 P Zp has two decompositions, p0, . . . , 0q and pb1, . . . , bnq, where the latter is the bit-decomposition
of the integer p.

6 We note that our unforgeability argument relies on knowing the DL r of the signed message A “ rG as discussed
above.

7 The linear map for the non-zero argument depends on the term T which must also be blinded, which must be dealt
with. In contrast, the corresponding linear map in [KLR26] depends only on fixed generators. We refer to the main
body for details.
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that the committed nonce Aos indeed coincides with the nonce Aos derived by unblinding rAos to link both
components. We refer to Section 5.3 for a more detailed proof sketch of blindness.

Extensions.Our construction satisfies partial blindness and one-more strong unforgeability. In particular,
proving one-more strong unforgeability presents non-trivial challenges. We refer to Section 5 for our full
construction and more details on security proofs.

3 Preliminaries

Notation. Let rn,ms “ tn, n ` 1, . . . ,mu for any n,m P Z where n ď m and rns “ r1, ns for any n ě 1. We
use λ as the security parameter. We employ representatives r0, p ´ 1s for Zp. For some random variable V
with (finite) image Y, we denote the min-entropy by HminpV q :“ ´ logmaxPryPY rV “ ys.

Pairing-free groups and DL assumption. Let GGen be an algorithm that on input 1λ outputs a group
description G of Θpλq-bit prime-order p “ ppλq with generator G. We employ additive notation. Through-
out, we assume that algorithms implicitly obtain as input pG, p,Gq Ð$ GGenp1λq. Denote by dlogGX the
discrete logarithm x P Zp of X with basis G, where xG “ X, and write DL as a shorthand for discrete
logarithm. We extend the notation to vectors of group elements X “ pX1, . . . , Xnq in the natural manner.
For vectors x P Zn

p , H P Gn and y P Zp, we write xG “ px1G, . . . , xnGq, and yH “ pyH1, . . . , yHnq,
xH “ px1H1, . . . , xnHnq. Similarly, we also write x2 “ px2

1, . . . , x
2
nq.

We recall the DL and Rel-DL assumptions; the former tightly implies the latter. Let pG, p,Gq be as above.
We note that the assumptions depend on GGen employed to (implicitly) sample pG, p,Gq.

Definition 3.1 (DL Assumption). The discrete logarithm (DL) assumption holds if for any PPT adver-
sary A, it holds that for pG, p,Gq Ð$ GGenp1λq,

AdvdlGGenpA, λq :“ Prrx “ x1 | x Ð$ Zp, x
1 Ð ApG, xGqs “ neglpλq .

Definition 3.2 (Rel-DL Assumption). The hard DL relation (Rel-DL) assumption holds if for any PPT
adversary A, it holds that

Advrel-dlGGen,npA, λq :“ Pr

«

0 “ β0G `

n
ÿ

i“1

βiXi ^ β ‰ 0 | β Ð ApG,Xq

ff

“ neglpλq ,

where pG, p,Gq Ð$ GGenp1λq, X Ð$ Gn, and β “ pβiqiPr0,ns.

Lemma 3.3 (DL implies Rel-DL.). Let GGen be a group parameter generator outputting groups of prime-
order p “ ppλq and n “ npλq be a positive integer. For any adversary A against the rel-DL assumption
running in time tA “ tApλq, there exists an adversary B against DL assumption running in time tB « tA
such that Advrel-dlGGen,npA, λq ď AdvdlGGenpB, λq ` 1{p.

Proof. The proof follows the proof of [JT20, Lemma 3] almost verbatim except that we allow for a fixed
generator G to be within the linear relation checked at the end.

Consider the following adversary B against the DL assumption with input pG,Xq. Then, it samples
a, b Ð$ Zn

p , sets Y “ aG ` bX, and runs β Ð$ ApG,Y q. Then, B parses β “ pβiqiPr0,ns checks that
řn

i“1 βibi ‰ 0. If this doesn’t hold, abort. Otherwise, return ´
β0`

řn
i“1 βiai

řn
i“1 βibi

.

If A succeeds, we have that 0G “ β0G `
řn

i“1 βiYi “ pβ0 `
řn

i“1 βiaiqG ` p
řn

i“1 βibiqX. Then, if
řn

i“1 βibi ‰ 0, the output of B is exactly the discrete logarithm dlogGX.
Hence, we have that

Advrel-dlGGen,npA, λq ď AdvdlGGenpB, λq ` Pra,b,A

«

n
ÿ

i“1

βibi “ 0

ff

ď AdvdlGGenpB, λq `
1

p
.

The last inequality follows from Schwarz-Zippel lemma and the fact that A1s view is independent of b as Y
hides b. This is the same argument as in [JT20, Lemma 3]. [\
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Blind signatures. Now, we define blind signatures [Cha82] with security definitions from [JLO97]. We
consider 3-move schemes with partial blindness [AF96]. A partially blind signature BS is a tuple of PPT
algorithms pBS.Setup,BS.KeyGen, pBS.Sign1,BS.U1,BS.Sign2,BS.U2q,BS.Verq such that

BS.Setupp1λq Ñ pp: Given security parameter 1λ, outputs public parameters pp.
BS.KeyGenpppq Ñ psk, pkq: Given public parameters pp, outputs a secret key sk and public key pk.
BS.Sign1ppp, sk, infoq Ñ psmsg1, stSq: Given public parameters pp, a secret key sk and a common message

info, outputs a signer message smsg1 and signer state stS.
BS.U1ppp, pk, info,msg, smsg1q Ñ pumsg, stUq: Given public parameters pp, a public key pk, a common mes-

sage info, a message msg and a signer message smsg1, outputs a user message umsg and user state
stU.

BS.Sign2pumsg, stSq Ñ smsg2: Given public parameters pp, a secret key sk, a user message umsg and signer
state stS, outputs a signer message smsg2.

BS.U2psmsg2, stUq Ñ σ: Given signer message smsg2 and user state stU, outputs a signature σ.
BS.Verppp, pk, info,msg, σq Ñ b: Given public parameters pp, a public key pk, a common message info, a

message msg and a signature σ, deterministically outputs b P t0, 1u.

If clear by context, we leave the user and signer states implicit for conciseness. We define correctness, partial
blindness and one-more strong unforgeability below.

Definition 3.4 (Correctness). A partially blind signature BS is correct with error ε “ εpλq if for all
public parameters pp P BS.Setupp1λq, psk, pkq P BS.KeyGenpppq, messages msg and common messages info,
the following probability is at least 1 ´ ε

Pr

»

—

—

–

BS.Verppp, pk, info,msg, σq “ 1

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

psmsg1, stSq Ð$ BS.Sign1ppp, sk, infoq

pumsg, stUq Ð$ BS.U1ppp, pk, info,msg, smsg1q

smsg2 Ð$ BS.Sign2pumsg, stSq

σ Ð$ BS.U2psmsg2, stUq

fi

ffi

ffi

fl

.

One-more strong unforgeability ensures that it is hard to compute a fresh signature-message pair without
interacting with the signer.

Definition 3.5 (One-More (Strong) Unforgeability). A partially blind signature scheme BS is one-
more (strong) unforgeable if for any PPT A in the game OMUF (or OMSUF) as defined in Figure 1, the
following advantage is negligible:

Adv
omuf{omsuf
BS pA, λq :“ PrrpOMUF{OMSUFqABSpλq “ 1s .

The following lemma also allows us to assume that any OM(S)UF adversary finishes all signing ses-
sions. Note that similar assumption has been (implicitly) made in prior works on three-move blind sig-
natures [FPS20, TZ22]. We give a proof of the lemma in ??. Moreover, the lemma extends naturally for
adversaries in the ROM (with increased random oracle query count).

Lemma 3.6. Let A be an adversary against OMUF (resp. OMSUF) game of BS, running in time TA “

TApλq and making QS1 “ QS1pλq, QS2 “ QS2pλq to S1,S2, respectively. Then, there exists an adversary B
against OMUF (resp. OMSUF) game of BS, running in time TB « TA and making QS “ QS1

queries to both
S1,S2, such that

Advomuf
BS pA, λq ď Advomuf

BS pB, λq , Advomsuf
BS pA, λq ď Advomsuf

BS pB, λq .

Partial blindness ensures that the signer cannot link signing interactions to the issued signatures, even if the
signing key is malicious.

Definition 3.7 (Partial Blindness). We say that BS is partially blind if for any adversary A in the game
Blind as defined in Figure 2, the following advantage is negligible:

AdvblindBS pA, λq :“

ˇ

ˇ

ˇ

ˇ

PrrBlindABSpλq “ 1s ´
1

2

ˇ

ˇ

ˇ

ˇ

.
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Game OMUFA
BSpλq: OMSUFA

BSpλq:

1 : pp Ð$ BS.Setupp1
λ

q

2 : psk, pkq Ð$ BS.KeyGenpppq

3 : cnt Ð 0 ;S Ð H

4 : pinfo˚
, pmsgpiq

, σ
piq

qiPrℓsq Ð$ AS1,S2 ppp, pkq

5 : return pℓ ą QS,info˚ q ^

6 : p@i P rℓs : BS.Verppp, pk, info˚
,msgpiq

, σ
piq

q “ 1q

7 : ^ @i ‰ j P rℓs : msgpiq
‰ msgpjq

8 : ^ @i ‰ j P rℓs : pmsgpiq, σpiq
q ‰ pmsgpjq, σpjq

q

Oracle S1pinfoq:

1 : cnt Ð cnt ` 1 ; infocnt Ð info

2 : psmsg1,cnt, stcntq Ð$ BS.Sign1ppp, sk, infoq

3 : return smsg1,cnt

Oracle S2psid, umsgq

1 : if sid R rcnts _ sid P S then return K

2 : smsg2,sid Ð BS.Sign2pumsg, stsidq

3 : QS,infosid
Ð QS,infosid

` 1

4 : // Assume QS,infosid
initialized as 0

5 : S Ð S Y tsidu

6 : return smsg2,sid

Fig. 1. One-More (Strong) Unforgeability security game of BS. The dashed box indicates the winning condition of
the OMUF game, while the solid box indicates the winning condition of the OMSUF game.

Game BlindA
BSpλq:

1 : pp Ð BS.Setupp1
λ

q

2 : b Ð$ t0, 1u; b0 Ð b; b1 Ð 1 ´ b

3 : b
1

Ð AInit,U1,U2 pppq

4 : return b
1

“ b

Initppk1, info1,msg1
0,msg1

1q

1 : if sess0 “ K ^ sess1 “ K then

2 : sess0 Ð init; sess1 Ð init

3 : pk Ð pk1
; info Ð info1

4 : msg0 Ð msg1
0, msg1 Ð msg1

1

Oracle U1pi, smsgi,1q:

1 : if i R t0, 1u _ sessi ‰ init then return K

2 : sessi Ð open

3 : pumsgi, stU,iq Ð BS.U1ppp, pk, info,msgbi , smsgi,1q

4 : return umsgi

Oracle U2pi, smsgi,2q:

1 : if i R t0, 1u _ sessi ‰ open then return K

2 : sessi Ð completed

3 : σbi
Ð BS.U2psmsgi,2, stU,iq

4 : if sess0 “ sess1 “ completed then

5 : if σ0 “ K _ σ1 “ K then return pK, Kq

6 : return pσ0, σ1q

7 : return pi, completedq

Fig. 2. Blindness security game of BS.

Commitment. A commitment scheme C with message space C.M, key space C.K, commitment space C.C
and randomness space C.R is a tuple of PPT algorithms pC.Setup,C.Commitq such that

C.Setupp1λq Ñ ck: Given security parameter 1λ, outputs commitment key ck.
C.Commitpck,m; rq Ñ C: Given the commitment key ck, messagem P C.M and explicit randomness r P C.R,

it outputs a commitment c to m.

We do not define an explicit verification algorithm; instead, we verify whether a commitment C opens to
message m with randomness r via C “ C.Commitpck,m; rq. Below, we recall desirable security properties of
commitment schemes.

Definition 3.8 (Hiding). A commitment scheme C is (perfectly) hiding if for any adversary A, we have
that advantage AdvhideC pA, λq is zero, defined as

AdvhideC pA, λq “

ˇ

ˇ

ˇ

ˇ

Pr

„

b “ b1

ˇ

ˇ

ˇ

ˇ

ck Ð$ C.Setupp1λq, pm0,m1, stAq Ð Apppq,
b Ð$ t0, 1u, r Ð$ C.R, b1 Ð Apc, stAq

ȷ

´
1

2

ˇ

ˇ

ˇ

ˇ

,

where c Ð C.Commitpck,mb; rq.

Definition 3.9 ((Strong) Binding). A commitment scheme C is (computationally) binding if for any
PPT adversary A, we have

AdvbindC pA, λq :“ Pr

„

m0 ‰ m1 ^ c0 “ c1

ˇ

ˇ

ˇ

ˇ

ck Ð C.Setupp1λq,
pm0,m1, r0, r1q Ð Apckq

ȷ

“ neglpλq,
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where ci “ C.Commitpck,mi; riq for i P t0, 1u. We say that C is computationally “strongly” binding if the
winning condition above is pm0 ‰ m1 _ r0 ‰ r1q ^ c0 “ c1, and we denote the advantage with AdvsbindC pA, λq

instead. We say the scheme is perfectly (strongly) binding if the advantage term above is 0 for all potentially
inefficient adversaries A.

Instantiation. We employ Pedersen commitments Cped [Ped92] with message space Zn
p , defined as follows.

Cped.Setupp1λq Ñ ck: Given security parameter 1λ, samples elements V,G1, . . . , Gn Ð$ G, and outputs ck “

pG1, . . . , Gn, V q.
Cped.Commitpck,m; rq Ñ C: Given the commitment key ck, message m P Zn

p and randomness r P Zp, it
outputs a commitment C “ rV `

ř

iPrns miGi.

For convenience, we sometimes employ Pedersen commitments inline without the above abstraction. Pedersen
commitments Cped satisfy correctness, perfect hiding, and strong binding under the DL assumption.

Programmable Hash Functions. We recall that a group hash function PHF “ pPHF.Gen,PHF.Eval,
PHF.TrapGen,PHF.TrapEvalq for GGen with input space PHF.X “ t0, 1uℓ is a tuple of PPT algorithms
defined as follows.

PHF.Genp1λq Ñ K : Given the security parameter λ, outputs a hash key K.
PHF.EvalpK,Xq Ñ Y : Given key K and input X P PHF.X , deterministically outputs an evaluation Y .
PHF.TrapGenp1λ, G,Hq Ñ pK 1, tdq : Given the security parameter λ and generators G,H P G, outputs a

hash key K 1 and trapdoor td.
PHF.TrapEvalptd, Xq Ñ paX , bXq : Given trapdoor td and input X, deterministically outputs paX , bXq P

Z ˆ Zp.

We may refer to Y or aX as the PHF evaluation, if clear by context.

Definition 3.10 (Programmability). A group hash function PHF for GGen is pm,n, δq-programmable if
the following properties are satisfied.

Correctness. It holds that PHF.EvalpK 1, Xq “ aXG ` bXH for all H,G P G, pK 1, tdq Ð PHF.TrapGenp1λ,
G,Hq, X P PHF.X and paX , bXq Ð PHF.TrapEvalptd, Xq.

Well-distributed Keys. For all generators G,H P G, for all K Ð PHF.Genp1λq and for all pK 1, tdq Ð

PHF.TrapGenp1λ, G,Hq, the hash keys K and K 1 are identically distributed.
Well-distributed Logarithms. For all G, all generators G,H, for all K 1 in the range of pK 1, tdq Ð

PHF.TrapGenp1λ, G,Hq, for all X1, . . . , Xm, Z1, . . . , Zn P PHF.X such that Xi ‰ Zj for i, j P rms ˆ rns,
and for all corresponding paXi , bXiq Ð PHF.TrapEvalptd, Xiq and paZi , bZiq Ð PHF.TrapEvalptd, Ziq,

Prr@i P rms : aXi
“ 0 ^ @j P rns : aZj

‰ 0 mod ps ě δ ,

where the probability is over the trapdoor td, that is distributed according to the output distribution of
PHF.TrapGenp1λ, G,Hq, conditioned on K 1.

We write pm,nq-programmable for short, if δ “ 1.8

We are going to consider the standard multi-generator PHF implicitly introduced by Waters [Wat05],
with the trapdoor generation strategy by Hofheinz and Kiltz [HK08]. The input space is PHF.X “ t0, 1uℓ.

PHF.Genp1λq Ñ K: Given the security parameter 1λ, returns a uniformly sampled hash key K “ pH0, H1,
. . . , Hℓq Ð$ Gℓ`1.

PHF.EvalpK “ pH0, H1, . . . ,Hℓq,x “ px1, . . . , xℓqq Ñ HMG
K pxq: Given hash key K and input x, returns

HMG
K pxq “ H0 `

ℓ
ÿ

i“1

xiHi .

8 We sometimes also refer to this for inverse polynomial δ if clear from the context.
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PHF.TrapGenp1λ, G,Hq Ñ pK 1, tdq: On input 1λ and group elements G,H P G, picks ai,j Ð$ t´1, 0, 1u for

i P t0, 1, . . . ℓu and j P rJs, where J is to be chosen concretely as in the theorem below, ai “
řJ

j“1 ai,j for

i P rℓs and a0 “ ´1 `
řJ

j“1 a0,j , as well as b0, b1, . . . , bℓ Ð$ Zp. Then, it returns K
1 “ pH0, H1, . . . ,Hℓq,

where

H0 “ a0G ` b0H , Hi “ aiG ` biH for i P rℓs ,

as well as td “ pa, bq with a “ pa0, a1, . . . , aℓq and b “ pb0, b1, . . . , bℓq.

PHF.TrapEvalptd “ pa, bq,x “ px1, . . . , xℓqq: On input of trapdoor td and input x, returns ax “ a0`
řℓ

i“1 aixi

P Z and bx “ b0 `
řℓ

i“1 bixi P Zp.
9

In Appendix B, we prove the following theorem, which (to the best of our knowledge) is novel, as prior
results only established that the construction is a p1, q, δq-PHF and a p2, 1q-PHF.

Theorem 3.11. There are constants c and d, such that for any q, the above construction with J “
P

q2c
T

is

a p2, q, δq-PHF for δ “ d
q2pℓ`1q

, if pℓ ` 1qJ ` 1 ă p.

In addition, we introduce another setup algorithm PHF.NonZeroGen, with the same input-output spec-
ification as PHF.TrapGen, except that PHF.TrapEval will always output a non-zero value ax in the first
component, similar to the signature scheme in [DH26]. This property will be useful in our security analysis.

PHF.NonZeroGenp1λ, G,Hq Ñ pK 1, tdq: On input 1λ and group elements G,H P G, picks a “ p1, 0, . . . , 0q P

Zℓ`1
p and b “ pb0, . . . , bℓq Ð$ Zℓ`1

p . Then, it sets Hi Ð aiG ` biH for i P r0, ℓs. It outputs K 1 “

pH0, . . . ,Hℓq and td “ pa, bq.

Lemma 3.12. The PHF defined as above, except that PHF.TrapGen is replaced with PHF.NonZeroGen, is
p0, q, 1q-programmable for any q “ polypλq.

Proof. This is true, since it is always the case that a0 `
ř

iPrℓs µiai “ 1.

Σ-protocols. We establish Σ-protocol notation and security. Let R “ tpx,wqu be an NP-relation and
denote by LR “ tx | Dw s.t. px,wq P Ru the induced language. A parameterized Σ-protocol Σ for R
with challenge space Σ.C is a tuple of PPT algorithms pΣ.Init, Σ.Resp, Σ.Verq, where Σ.Resp and Σ.Ver are
deterministic, such that

Σ.Initpx,wq Ñ pA, stq: Given a statement-witness pair px,wq P R, outputs a first flow message (i.e., nonce)
A and a state st.

Σ.Resppst, cq Ñ z: Given a state st and a challenge c P Σ.C, outputs a third flow message (i.e., response) z.
Σ.Verpx, A, c, zq Ñ b: Given a statement x, a nonce A, challenge c P Σ.C, and a response z, outputs a bit

b P t0, 1u.

We refer to the tuple τ “ pA, c, zq as a transcript. We say that τ is valid for x if Verpx, A, c, zq outputs 1. We
may omit x if clear by context. We recall desired security notions for Σ-protocols below, following [KR25].

Definition 3.13 (Correctness). Let R be an NP-relation and Σ be a Σ-protocol for R with challenge
space Σ.C. We say Σ is correct, if for all px,wq P R, the following probability is 1:

Pr rΣ.Verpx, A, c, zq “ 1 | pA, stq Ð$ Σ.Initpx,wq; c Ð$ Σ.C; z Ð Σ.Resppst, cqs .

Definition 3.14 (Special Soundness). Let R be an NP-relation and Σ be an Σ-protocol for R. We call
Σ k-special sound, if there exists a deterministic polynomial-time extractor Σ.Ext that given statement x and
k valid transcripts tpA, ci, ziquiPrks with pairwise distinct tciuiPrks, outputs a witness w such that px,wq P R.

We say that Σ is k-special sound for relation pR if the extracted witness w satisfies px,wq P pR.

9 We parse a “ pa0, . . . , aℓq, b “ pb0, . . . , bℓq differently from prior algorithms.
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Definition 3.15 (High Min-Entropy). Let R be an NP-relation and Σ be an Σ-protocol for R. We say
that Σ has high min-entropy if for all px,wq P R, it holds for pA, stq Ð Σ.Initpx,wq that

2´HminpAq “ neglpλq.

We denote HminΣ :“ minxPLR
HminpAq.

Definition 3.16 (Relaxed Strong 2-Special Soundness). Let R be an NP-relation and Σ be an Σ-

protocol for R. We say that Σ is strong 2-special sound for NP-relation pR Ě R if there exists a deterministic
PT algorithm Ext such that given as input two valid transcripts τ “ pA, c, zq and τ 1 “ pA, c1, z1q for statement

x with τ ‰ τ 1, the extractor outputs a witness w Ð Extpx, τ, τ 1q such that px,wq P pR.

Definition 3.17 (SHVZK). Let R be an NP-relation and Σ be an Σ-protocol for R. We say that Σ
is perfect special honest-verifier zero-knowledge (SHVZK), if there exists a PPT zero-knowledge simulator
Σ.Sim such that for any px,wq P R and c P Σ.C that DReal “ DSHVZK for

DReal :“ tpx,w, pA, c, zqq | A Ð$ Σ.Initpx,wq; z Ð Σ.Resppst, cqu,

DSHVZK :“ tpx,w, pA, c, zqq | pA, zq Ð Σ.Simpx, cqu.

Definition 3.18 (Relaxed Unique Responses). Let Σ be a Σ-protocol for relation R. We say that Σ
has unique responses if for any statement x and pA, cq there exists at most one z such that pA, c, zq is valid for

x. We say that Σ has relaxed unique responses for relation rR if there exists a deterministic polynomial-time
extractor Σ.URExt that given statement x and two valid transcripts tpA, c, zbqubPt0,1u with z0 ‰ z1, outputs

a witness w such that px,wq P rR.

We further recall the notion of a blindable Σ-protocol from [BHKR25]. We generalize the notation to fit
our needs and follow [KR25] to generalize the security property.

Definition 3.19 (Blindable Σ-protocol). Let Σ “ pΣ.Init, Σ.Resp, Σ.Verq be a Σ-protocol for relation
R with challenge space Σ.C, and suppose Σ is SHVZK.

Let Σ.Rand “ pΣ.BlindNonce, Σ.BlindChal, Σ.BlindChal´1, Σ.BlindRespq be a set of PPT randomization
algorithms such that

Σ.BlindNoncepx, Aq Ñ p rA, rstq: Given a statement x and nonce A, outputs a blinded nonce rA and a state rst.
Σ.BlindChalpc, rstq Ñ rc: Given a challenge c P Σ.C and a state rst, deterministically outputs a blinded challenge

rc.
Σ.BlindChal´1

prc, rstq Ñ c: Given a blinded challenge rc P Σ.C and a state rst, deterministically outputs a
challenge c.

Σ.BlindResppz, c, rstq Ñ rz: Given a response z, a challenge c, and a state rst, deterministically outputs a blinded
response rz.

We say Σ is (strongly) Σ.Rand-blindable if

1. for all p rA, rstq Ð$ Σ.BlindNoncepx, Aq, the function BlindChal´1
p¨, rstq is the inverse of BlindChalp¨, rstq and

2. for all x P LR (resp. all x) and all valid transcripts τ “ pA, c, zq, the distributions DSHVZK and DRand are
identical, where

DSHVZK :“ tpx, p rA,rc, rzqq | rc Ð$ Σ.C; p rA, rzq Ð$ Σ.Simpx,rcqu ,

DRand :“

$

’

&

’

%

px, p rA,rc, rzqq

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

p rA, rstq Ð$ Σ.BlindNoncepx, Aq

rc Ð$ Σ.BlindChalpc, rstq

rz Ð$ Σ.BlindResppz, c, rstq

,

/

.

/

-

.

We also recall the notion of a translatable Σ-protocol [BHKR25] which allows to modify a transcript
τ “ pA, c, zq for statement x into a transcript τ 1 “ pA1, c1, z1q for a modified statement x1. We simplify the
notion and remove the requirement on the distribution of τ 1, as this is taken care of by blindability.
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Algorithm ForkA3 pinpq:

1 : Pick random coins ρA ;h Ð$ CQ

2 : pI, auxq Ð Apinp,h; ρAq

3 : if I “ K then return K

4 : h
1
rI:Qs Ð$ CQ´I`1

;h
1

“ hr1:I´1s}h
1
rI:Qs

5 : pI
1
, aux1

q Ð Apinp,h1
; ρAq

6 : h
2
rI:Qs Ð$ CQ´I`1

;h
2

“ hr1:I´1s}h
2
rI:Qs

7 : pI
2
, aux2

q Ð Apinp,h2
; ρAq

8 : if
∣∣tI, I1

, I
2

u
∣∣ ‰ 1 _

∣∣thI , h
1
I , h

2
Iu

∣∣ ă 3 then

9 : return K

10 : return p1, paux, aux1
, aux2

qq

Fig. 3. Forking algorithm

Definition 3.20 (Translatable Σ-protocol). Let Σ “ pΣ.Init, Σ.Resp, Σ.Verq be a Σ-protocol for relation
R with challenge space Σ.C.

Let Σ.RTrans be a set and let Σ.Trans “ pΣ.TransStmt, Σ.TransNonce, Σ.TransRespq be polynomial-time
algorithms such that

Σ.TransStmtpx, rq Ñ x
1: Given a statement x and coins r P Σ.RTrans, outputs a transformed statement x1.

Σ.TransNoncepx, A, rq Ñ A1: Given a statement x, a nonce A and coins r P Σ.RTrans, outputs a nonce A1.
Σ.TransResppx, A, c, z, rq Ñ z1: Given a statement x, a nonce A, a challenge c, a response z and coins

r P Σ.RTrans, outputs a response z1.

We say that Σ is (strongly) Σ.Trans-translatable if for all r P Σ.RTrans, all x P LR (resp. all x) and all
valid transcripts τ “ pA, c, zq for x, the transcript pA1, c, z1q is valid for x1 “ Σ.TransStmtpx, rq, where
A1 “ Σ.TransNoncepx, A, rq and z1 “ Σ.TransResppx, A, c, z, rq.

Forking lemma.The forking lemma allows to argue about the adversary’s behavior upon rewinding [BN06].
We require a variant which allows to rewind twice. Our variant is, e.g., implied by [CART26, Lemma 2.19],
we give the proof in Appendix C for completeness.

Lemma 3.21 (3-Fork Rewinding). Fix an integer Q ě 1 and a set C of size |C| ě 2. Let A be a
randomized algorithm that on input inp,h P CQ returns a pair pI P rQs Y tKu, auxq. Let IG be a randomized
algorithm for sampling inp. Let acc :“ PrrI ‰ K|inp Ð$ IG; h Ð$ CQ; pI, auxq Ð$ Apx, h1, . . . , hqqs. Let

frk3 “ Prrb “ 1 : inp Ð$ IG; pb, aux, aux1, aux2q Ð$ ForkA3 pinpqs where ForkA3 is defined in Figure 3. Then,

frk3 ě
acc

2

ˆ

acc

4Q
´

1

|C|

˙2

´
1

|C|
, or alternatively, acc ď

3

d

32Q2 ¨

ˆ

frk `
1

|C|

˙

`
4Q

|C|
.

Non-Interactive Proof Systems.A non-interactive proof system Π for relationR using a random oracle
H is a pair Π “ pΠ.Prove,Π.Verq of PPT algorithms with access to a random oracle, where

Π.ProveHpx,wq Ñ π: Given statement x and witness w, generates a proof π.
Π.VerHpx, πq Ñ b: Given x and a proof π, outputs b P t0, 1u.

We define correctness, zero knowledge and straightline extractability (SLE), following [KRW24]. We refer
to a proof system that satisfies these properties as an SLE-NIZK.

Definition 3.22 (Correctness). Let Π “ pΠ.Prove, Π.Verq be a non-interactive proof system for a relation
R. It has correctness error ε “ εpλq if for all px,wq P R, it holds that

Pr
“

π Ð Π.ProveHpx,wq : Π.VerHpx, πq “ 1
‰

ě 1 ´ ε,

where the probability is over the choice of H and the randomness of Π.Prove, Π.Ver. We say that Π is correct
if ε “ neglpλq.
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Definition 3.23 (Zero-Knowledge). Let Π “ pΠ.Prove, Π.Verq be a non-interactive proof system for a
relation R. We say that Π is zero-knowledge, if there exists a PPT simulator Sim such that for all PPT
adversaries A the following advantage is negligible:

AdvzkΠ,SimpA, λq :“
ˇ

ˇPr
“

b “ 1 | b Ð AH,OProvep1λq
‰

´ Pr
“

b “ 1 | b Ð AH,OSimp1λq
‰
ˇ

ˇ ,

where A has (black-box) access to the random oracle H and to an oracle OProve or OSim, which are as follows:

‚ OProvepx,wq: Return K if px,wq R R. Else, output π Ð Π.ProveHpx,wq.
‚ OSimpx,wq: Return K if px,wq R R. Else, output π Ð SimH

pxq.

Furthermore, the simulator Sim is allowed to program the random oracle H on any fresh input to H, i.e. if
Hpmq has not been queried before, then Sim is free to choose Hpmq, else, programming fails.

We define (relaxed) straightline extractability, where it is possible to extract a witness for a relaxed

relation pR Ě R in a straightline manner. We refer to pR as the knowledge relation.

Definition 3.24 (Relaxed Straightline Extractability). Let Π “ pΠ.Prove,Π.Verq be a non-interactive

proof system for a relation R and let pR Ě R be a relation. We say that Π is straightline extractable (SLE)

for pR, if there exists a PPT extractor Ext such that for any A the following advantage is negligible:

Advsle
Π,Ext, pR

pA, λq :“
ˇ

ˇPr
“

b “ 1 | b Ð AH,OVerp1λq
‰

´ Pr
“

b “ 1 | b Ð AH,OExtp1λq
‰
ˇ

ˇ ,

where A has access to the random oracle H and to an oracle OVer or OExt, which are as follows:

‚ OVerpx, πq: Return Π.VerHpx, πq.

‚ OExtpx, πq: If Π.VerHpx, πq “ 0, return 0. Otherwise, if px,wq R pR for w Ð ExtpQ,x, πq, return 0. Else,
return 1. Here, Q denotes the set of A’s H queries.

4 Blindable Σ-protocols

We present the Σ-protocols that we employ to construct our blind signature.

Okamoto-Schnorr Σ-protocol. Denote by Σos the Σ-protocol underlying the Okamoto-Schnorr iden-
tification scheme [Sch90, Oka93]. The underlying relation, parameterized by paros “ pG,Hq is given by the
linear map Φ

paros
os via

Ros :“ tpxos,wosq | W “ Φparos
os pwosq :“ w0G ` w1Hu, (2)

where xos “ pG,H,W q and wos “ pw0, w1q. We may write Φos for short if paros is clear by context. For
completeness, we provide an explicit description of Σos in Figure 4 including blinding operations.

Discrete Logarithm Σ-protocol.Denote by Σdl the canonical Σ-protocol for proving knowledge of the
discrete logarithm of a group element X P G [Sch90]. The underlying relation, parameterized by pardl “ G,
is given by the linear map Φ

pardl
dl via

Rdl :“ tpxdl,wdlq | X “ Φ
pardl
dl pwdlq :“ xGu, (3)

where xdl “ pG,Xq and wdl “ x. We may write Φdl for short if pardl is clear by context. Note that we employ
challenge space Cdl “ Zˆ

p instead of Zp and we blind as in [TZ22]. 10 For completeness, we provide an explicit
description of Σdl in Figure 5 including blinding operations.

10 Looking ahead, this is because Σphf is OR-compiled with Σdl following [CDS94], and Σphf requires multiplica-
tive blinding with challenges over Zˆ

p . For OR-proof compatibility, we need Σdl to have a consistent choice (cf.
Lemma 4.4).
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Algorithm Σos.Initpxos,wosq:

1 : parse xos “ pG,H,W q,wos “ w

2 : r Ð$ Z2
p

3 : Aos :“ Φosprq

4 : stos :“ pw, rq

5 : return pAos, stosq

Algorithm Σos.Resppstos, cosq:

1 : assert cos P Cos

2 : parse stos “ pw, rq

3 : return zos :“ cos ¨ w ` r

Algorithm Σos.Verpxos, Aos, cos, zosq:

1 : parse xos “ pG,H,W q

2 : assert Aos ` cosW “ Φospzosq

3 : return 1

Algorithm Σos.BlindNoncepxos, Aosq:

1 : parse xos “ pG,H,W q

2 : α Ð$ Z2
p ; γ Ð$ Zp

3 : rAos :“ Aos ` Φospαq ´ γW

4 : rstos :“ pα, γq

5 : return p rAos, rstosq

Algorithm Σos.BlindChalpcos, rstosq:

1 : parse rstos “ pα, γq

2 : return rcos :“ cos ` γ

Algorithm Σos.BlindChal
´1

prcos, rstosq:

1 : parse rstos “ pα, γq

2 : return cos :“ rcos ´ γ

Algorithm Σos.BlindResppzos, cos, rstosq:

1 : parse rstos “ pα, γq

2 : return rzos :“ zos ` α

Fig. 4. The Σ-protocol for relation Ros with challenge space Cos “ Zp. We may write rAos “

Σos.BlindNoncepxos, Aos; rstosq with explicit randomness rstos “ pα, γq.

Algorithm Σdl.Initpxdl,wdlq:

1 : parse xdl “ pG,Xq,wdl “ x

2 : r Ð$ Zp

3 : Adl :“ Φdlprq

4 : stdl :“ px, rq

5 : return pAdl, stdlq

Algorithm Σdl.Resppstdl, cdlq:

1 : assert cdl P C
2 : parse stdl “ px, rq

3 : return zdl :“ cdl ¨ x ` r

Algorithm Σdl.Verpxdl, Adl, cdl, zdlq:

1 : assert Adl ` cdlX “ Φdlpzdlq

2 : return 1

Algorithm Σdl.BlindNoncepxdl, Adlq:

1 : parse xdl “ pG,Xq

2 : α Ð$ Zp ; γ Ð$ Zˆ
p

3 : rAdl :“ γ ¨ Adl ` Φdlpαq

4 : rstdl :“ pα, γq

5 : return p rAdl, rstdlq

Algorithm Σdl.BlindChalpcdl, rstdlq:

1 : parse rstdl “ pα, γq

2 : return rcdl :“ cdl ¨ γ

Algorithm Σdl.BlindChal
´1

prcdl, rstdlq:

1 : parse rstdl “ pα, γq

2 : return cdl :“ rcdl{γ

Algorithm Σdl.BlindResppzdl, cdl, rstdlq:

1 : parse rstdl “ pα, γq

2 : return rzdl :“ γzdl ` α

Fig. 5. The Σ-protocol for Rdl with challenge space Cdl “ Zˆ
p .

Σ-protocol for non-zero PHF evaluation. Let n “ rlog2 ps. Let hpp “ pG,V,U “ pU0, . . . , Unqq P

Gn`3 with V ‰ 0. Denote

xphf “ phpp, C$, A$, T$, e$q P Gn`6 ˆ Zˆ
p ,

wphf “ pα, β, ν, ρ, r$,µq P Z5
p ˆ t0, 1un .

(4)

We define the relation induced by Φ
hpp,T$

phf by

Rphf :“

$

’

’

’

&

’

’

’

%

pxphf ,wphfq

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

»

—

—

–

C$

A$

T$ ´ U0

e$G

fi

ffi

ffi

fl

T

“ Φ
hpp,T$

phf pwphfq :“

»

—

—

–

νG ` r$V
νV `

ř

iPrns µip2
i´1Gq

ρV `
ř

iPrns µiUi

αT$ ` βV

fi

ffi

ffi

fl

T
,

/

/

/

.

/

/

/

-

(5)
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We may write Φ
T$

phf as a shorthand for Φ
hpp,T$

phf if clear by context. This relation allows to enforce integrity
properties on the group element A “ A$ ´ νV , which is blinded with an additive term νV , if the exponent
µ “

ř

iPrns µi2
i´1 mod p of A is known. 11 Looking ahead, A will correspond to the nonce Aos from the

Okamoto-Schnorr Σ-protocol in the security analysis of our blind signature. Let us explain the purpose of
each row:

Commitment to blinding term for A. The element C$ is a Pedersen commitment to the blinding ran-
domness ν for A$.

Blinded Okamoto-Schnorr nonce. The element A$ corresponds to the value A, blinded additively by
the term νV (i.e., A$ “ A ` νV ), where µ “ pµ1, . . . , µnq is some bit-decomposition of the exponent
µ “

ř

iPrns µi2
i´1 mod p of A.

Blinded PHF evaluation. The element T$ is the evaluation HMG
U pµq of the PHF with key U on µ, but

blinded with ρV .
Non-zero PHF evaluation. The element e$G corresponds to the non-zero proof of the PHF trapdoor

evaluation, i.e., e ‰ 0 mod p, where e is computed via PHF.TrapEval. Note that the G component in T$

contains the PHF evaluation e and non-zero evaluation is ensured by e$ ‰ 0. If e ‰ 0, the honest PHF
evaluation yields a valid witness (assuming the trapdoor is known).

The Σ-protocol. We define the Σ-protocol Σphf for Rphf in Figure 6. We discuss the design below. The
Σ-protocol proves the linear constraints from the map Φphf with the usual generalization of Schnorr’s Σ-
protocol to linear relations (e.g., [Mau15]), with challenge space Cphf :“ Zˆ

p . Note that the full relation is
non-linear due to the requirement that µ P t0, 1un. The latter is proven by showing that for all i P rns, we
have that µipµi ´ 1q “ 0. To do so, we follow the technique in, e.g., [YAZ`19, BLS19, CKLR21, CGKR22],
which we recap briefly below. Let zµ “ cµ ` r be the canonical Σ-protocol response to prove knowledge of
µ with randomness r P Zn

p and challenge c. We interpret

fpcq :“ zµpzµ ´ c ¨ 1q “ µpµ ´ 1qc2 ` f1c ` f0

as a vector of n polynomials with variable c, where f1 “ rp2µ ´ 1q and f0 “ r2. Note that by design,
the leading coefficient of fi is 0 if and only if µipµi ´ 1q “ 0. Thus, fi is a polynomial of degree at most
1 if and only if µi P t0, 1u. To convince the verifier of this claim, the prover commits (via Pedersen) to
the non-zero coefficients f1 and f0 of fpXq “ µpµ ´ 1qX2 ` f1X ` f0 in D1 “ Cped.Commitpf1; t1q

and D0 “ Cped.Commitpf0; t0q, respectively. Here, t0, t1 P Zn
p are the commitment randomness. These

commitments are also sent in the first flow of the Σ-protocol. Upon reception of the challenge, the prover
then reveals t “ c ¨ t1 ` t0 which allows the verifier to check that

c ¨ D1 ` D0 “ Cped.Commitpfpcq; tq .

Note that the left-hand-side is the evaluation of the degree 1 polynomial f1X ` f0 on input c and the
above check establishes equality with fpcq. Thus, the degree-two polynomial f agrees with a degree-one
polynomial on input c. Since the commitments D1,D0 were established before seeing the challenge c, the
leading coefficient µpµ´1q of f is zero with high probability under Schwarz-Zippel. It follows that µi P t0, 1u.
Note that the formal argument establishes 3-special soundness for a relaxed relation (either binding of
commitment is broken or µipµi ´ 1q “ 0 as desired).

Blinding the transcript. We note that blinding the proof for µ P t0, 1un is less straightforward due to its non-
linear nature. Let us give some intuition for the complications that arise. Following the blinding procedure
in [TZ22], the challenge c and response zµ associated to the bit-decomposition µ are blinded via

rc “ c ¨ γ ; rzµ “ γzµ ` β ,

11 To be more precise, without knowing the PHF trapdoor behind hpp, it is hard to compute a valid transcript for
Σphf ; it may help to think of a Fiat-Shamir compiled proof for relation Rphf as a signature on A (though this view
is not entirely accurate).
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where β Ð$ Zn
p randomizes the response and γ Ð$ Zˆ

p randomizes the challenge. A simple computation yields

that the associated blinded polynomial rfprcq in verification may be expressed as

rfprcq “ rzµprzµ ´ rc ¨ 1q “ γ2fpcq ` 2γzµβ ´ rcβ ` β2 .

For blinding to succeed, we must therefore compute commitments rD0, rD1 and opening rt such that the
following holds.

‚ The commitments rD0, rD1 are computable given the first flow Aphf of the to-be-blinded transcript. The

opening rt may be computed given the full transcript τphf “ pAphf , c, zphfq.

‚ We have rc rD1 ` rD0 “ Cped.Commitprfprcq;rtq.

‚ The values rD0, rD1 and rt are well-distributed.

The latter point is easy to achieve by randomizing the commitments and adjusting the opening accordingly.
Finding the appropriate commitments and openings in the first place turns out to be challenging. Observe
that we may use the fact that we have appropriate commitments D0,D1 in τphf to express fpcq. (Thanks
to homomorphic properties of Cped, we may also adjust the commitments for the factor γ2.) Also, the terms

rcβ and β2 are easy to deal with by accounting for β in rD1 (which is later multiplied by rc in verification)

and β2 in rD0.
Unfortunately, the response zµ is not known yet when setting up the blinded commitments rD0, rD1.

Without further modification, it seems that blinding fails. Before we proceed, let us remark that if we were
to employ additive blinding for the challenge (i.e., set rc “ c`γ) as is more common in the literature, then the
above term would contain even more cross-terms. 12 To summarize, we must find Cped commitments D1

1,D
1
0

given Aphf , in such a way that we may open rcD1
1 ` D1

0 to γzµ after seeing the challenge c and response
zphf . Then, the above observations together with homomorphic properties of Cped yield the desired blinding
algorithms.

Our core insight is that we may extend the proven relation Φ
T$

phf with additional components to enable
the computation of appropriate commitments D1

1,D
1
0. For this, let us inspect Cped. As we use the generators

G,V , commitments have the form xG ` yV with message x P Zp and randomness y P Zp. To aid handling

the cross-term zµ, we let the prover instead prove the following modified relation induced by pΦ
T$

phf defined as
follows. Let

pxphf “ pCµ,xphfq P G2n`6 ˆ Zˆ
p , pwphf “ prµ,wphfq P Zn`5

p ˆ t0, 1un .

Let X “ Φ
T$

phfpwphfq “ pC$, A$, T$ ´ U0, e$Gq and let

`

Cµ, X
˘

“ pΦ
hpp,T$

phf p pwphfq :“
´

µG ` rµV, Φ
T$

phfpwphfq

¯

. (6)

In short, the commitments Cµ and their respective Σ-protocol nonces Aµ then allow to compute D1
1 and

D1
0, respectively, as desired. To see this, observe that Cµ and Aµ are now part of Aphf . Further, we have by

verification that
cCµ ` Aµ “ zµG ` zrV ,

where zr is the response associated to rµ. Multiplying the above by γ and using that rc “ γc, we find that
D1

1 “ Cµ and D1
0 “ γAµ suffice. Indeed, we have

rcD1
1 ` D1

0 “ γpcCµq ` γAµ “ γzµG ` γzrV

which constitutes a commitment to γzµ with opening t1 “ γzr, as desired. We refer to Figure 6 for the
formal description.

12 Notably, we employ multiplicative blinding as we did not manage to account for some of the arising cross-terms
when blinding the challenge additively.
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Translating the statement. Let xphf “ pG,V,U , C$, A$, T$, e$q and Σ.RTrans “ Z3
p ˆZˆ

p . For our application,
it is important that the statement xphf may be randomized into the blinded statement rxphf as follows.

Denote coinsphf “ pν1, r1
$, ρ

1, e1q P Σ.RTrans. The algorithm TransStmt receives pxphf , coinsphfq as input and

outputs rxphf “ pG,V,U , rC$, rA$, rT$, re$q, where

rC$ “ C$ ` ν1G ` r1
$V , rA$ “ A$ ` ν1V ,

rT$ “ T$ ` ρ1V , re$ “ e$ ¨ e1 .
(7)

The above allows to randomize the non-persistent components of the statement xphf by sampling coinsphf
at random. 13 Our Σ-protocol Σphf allows to randomize the statement as above, while ensuring that an
associated transcript τphf “ pAphf , cphf , zphfq remains valid (following the notion of translatability, cf. Defini-
tion 3.20). The mechanism is described in Figure 7.

Let us give some intuition. First, observe that the underlying witnesses ν in τphf is additively randomized
into rν “ ν ` ν1. Thus, the original Σphf response zν “ cphf ¨ ν ` rν associated to ν may be shifted via

z1
ν “ cphf ¨ rν ` rν “ zν ` cphfν

1 .

The same mechanism works for r$ and ρ.
Since e$ is randomized multiplicatively, the mechanism differs. Here, we employ the blinding mechanism

for the non-zero proof of [KLR26]. That is, the associated nonce and responses are multiplied by e1. To see
why this works, denote by Ae “ rαT$ ` rβV the nonce in τphf associated to the relation e$G “ αT$ ` βV .
Similarly, denote by zα “ cphf ¨ α ` rα and zβ “ cphf ¨ β ` rβ the responses associated to witnesses α and β,
respectively. Observe that

re$G “ e1 ¨ pe$Gq “ e1 ¨ pαT$ ` βV q “ pe1 ¨ αqT$ ` pe1 ¨ βqV .

That is, the underlying witnesses pα, βq are multiplied by e1 when e$ is randomized into re$. Thus, we multiply
the responses zα and zβ with e1 to adjust the underlying witness. In turn, this also multiplies the randomness
rα and rβ , for which we must account in the nonce by setting A1

e “ e1Ae.

Note that a subtle issue remains. Observe that the linear map Φ
T$

phf depends on T$. When randomizing T$

into rT$, the underlying map also changes to Φ
ĂT$

phf . Fortunately, it suffices to adjust for the change by setting

z1
β “ e1pzβ ´ ρ1zαq .

This is shown in the formal analysis in Equation (10). Finally, we remark that these mechanisms work if τphf
is valid, independent of whether τphf was computed honestly (as implicitly assumed in the discussion above).

Security properties of the Σ-protocols. Below, we prove the desired properties of the above Σ-
protocols.

Lemma 4.1. The Σ-protocol Σdl is correct, SHVZK, 2-special sound, and has unique responses. Further, it
is strongly Σdl.Rand-blindable with Σdl.Rand as given in Figure 5.

Proof. This is almost the canonical Σ-protocol and randomization procedure for Rdl; the only exception is
multiplicative blinding for the challenge. So the statement follows from [CART26, Lemma 2.17] as before,
except for blindability. The latter is easy to verify.

We define rRos “ tpx,wq | ϕospwq “ 0 ^ w ‰ 0u for the relaxed unique responses property of Σos.

13 Looking ahead, the group elements G, V are part of the public parameters and U is determined by the common
message info. Therefore, these elements need not be randomized in our blind signature. In contrast, the elements
pC$, A$, T$, e$q are specific to each signing session and must be randomized by the user, together with the τphf
transcript issued by the signer.
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Algorithm Σphf .Initpxphf ,wphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q

2 : parse wphf “ pα, β, ν, ρ, r$,µq

3 : rµ Ð$ Zn
p ; Cµ :“ µG ` rµV

4 : w :“ prµ, α, β, ν, ρ, r$,µq P Z5`2n
p

5 : s Ð$ Z5`2n
p ; A :“ Φ̂

T$
phf psq

6 : t0, t1 Ð$ Zn
p ; r :“ psn`5`1, . . . , sn`5`nq

7 : f1 :“ rp2µ ´ 1q ; f0 :“ r
2

8 : D1 :“ f1G ` t1V ; D0 :“ f0G ` t0V

9 : stphf :“ pw, s, t0, t1q

10 : return pAphf :“ pA,Cµ,D0,D1q, stphfq

Algorithm Σphf .Resppstphf , cphfq:

1 : assert cphf P Cphf

2 : parse stphf “ pw, s, t0, t1q

3 : z :“ cphf ¨ w ` s

4 : t :“ cphf ¨ t1 ` t0

5 : return zphf :“ pz, tq

Algorithm Σphf .Verpxphf , Aphf , cphf , zphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q

2 : parse Aphf “ pA,Cµ,D0,D1q, zphf “ pz, tq

3 : Y :“ pCµ, C$, A$, T$ ´ U0, e$Gq

4 : assert e$ ‰ 0 // explicit check for clarity

5 : assert A ` cphfY “ pΦ
T$
phf pzq

// response corresponding to µ

6 : zµ :“ pzn`5`1, . . . , zn`5`nq

7 : f :“ zµpzµ ´ cphf ¨ 1q

8 : assert cphfD1 ` D0 “ fG ` tV

9 : return 1

Algorithm Σphf .BlindNoncepxphf , Aphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q

2 : parse Aphf “ pA,Cµ,D0,D1q

3 : α Ð$ Z5`2n
p ; γ Ð$ Zˆ

p ; τ0, τ1,ρµ Ð$ Zn
p

4 : rA :“ γA ` pΦ
T$
phf pαq

// randomness corresponding to µ

5 : β :“ pαn`5`1, . . . , αn`5`nq

// parts in nonce A corresponding to Cµ

6 : Aµ :“ pA1, . . . , Anq

7 : ĂD1 :“ γD1 ` 2βCµ ´ βG ` τ1V

8 : ĂD0 :“ γ
2
D0 ` 2γβAµ ` β

2
G ` τ0V

9 : rCµ :“ Cµ ` ρµV

10 : rAphf :“ p rA, rCµ, rD0, rD1q

11 : rstphf :“ pα, γ,ρµ, τ0, τ1q

12 : return p rAphf , rstphfq

Algorithm Σphf .BlindChalpcphf , rstphfq:

1 : parse rstphf “ pα, γ,ρµ, τ0, τ1q

2 : return rcphf :“ cphf ¨ γ

Algorithm Σphf .BlindChal
´1

prcphf , rstphfq:

1 : parse rstphf “ pα, γ,ρµ, τ0, τ1q

2 : return cphf :“ rcphf{γ

Algorithm Σphf .BlindResppzphf , cphf , rstphfq:

1 : parse zphf “ pz, tq P Z5`2n
p ˆ Zn

p

2 : parse rstphf “ pα, γ,ρµ, τ0, τ1q

3 : rcphf :“ Σphf .BlindChalpcphf , rstphfq

4 : zr :“ pz1, . . . , znq // response corr. to rµ

5 : rt :“ γ
2
t ` 2γβzr ` rcτ1 ` τ0

6 : rz :“ γz ` α ` rcphf ¨ pρµ, 0q

7 : return rzphf :“ prz,rtq

Fig. 6. Description of the Σ-protocol Σphf for relationRphf with challenge space C “ Zˆ
p . Also describes randomization

algorithms Σphf .Rand “ pΣphf .BlindNonce, Σphf .BlindChal, Σphf .BlindChal
´1, Σphf .BlindRespq. Above, we have xphf P

Gn`6
ˆ Zˆ

p and wphf P Z5
p ˆ t0, 1u

n.

Lemma 4.2. The Σ-protocol Σos is correct, SHVZK, 2-special sound, and has relaxed unique responses for
rRos. Further, it is strongly Σos.Rand-blindable with Σos.Rand as given in Figure 4.

Proof. This is the canonical Σ-protocol and randomization procedure for Ros, so the statement follows, e.g.,
from [CART26, Lemma 2.17].

We define rRphf “ tpx,wq | Φ
T$

phfpwq “ 0 ^ w ‰ 0u Y tpx “ pG,V q,wq | wG “ V u for the relaxed

unique responses property of Σphf . Furthermore, we define the knowledge relation pRphf “ tpx,wq | px,wq P

Rphfu Y tpx,wq | wG “ V u for 3-special soundness of Σphf . The following lemma establishes the properties
of Σphf required for our blind signature construction.

Lemma 4.3. The Σ-protocol Σphf is correct, SHVZK, 3-special sound for pRphf , and has relaxed unique

responses for rRphf . Further, it is strongly Σphf .Rand-blindable with Σphf .Rand as given in Figure 6. Finally,
it is strongly Σphf .Trans-translatable with Σphf .Trans as given in Figure 7.

Proof. We show each claim below.
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Algorithm Σphf .TransStmtpxphf , coinsphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q ; coinsphf “ pν
1
, r

1
$, ρ

1
, e

1
q

2 : C
1
$ :“ C$ ` ν

1
G ` r

1
$V ; A

1
$ :“ A$ ` ν

1
V

3 : T
1
$ :“ T$ ` ρ

1
V ; e

1
$ :“ e$ ¨ e

1

4 : return x
1
phf :“ pG, V,U , C

1
$, A

1
$, T

1
$, e

1
$q

Algorithm Σphf .TransNoncepxphf , Aphf , coinsphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q ; coinsphf “ pν
1
, r

1
$, ρ

1
, e

1
q

2 : parse Aphf “ pA,Cµ,D0,D1q

3 : A
1
n`4 :“ e

1
¨ An`4 // corresponds to nonce of non-zero PHF evaluation

4 : A
1
:“ pA1, . . . , An`3, A

1
n`4q

5 : return A
1
phf :“ pA

1
,Cµ,D0,D1q

Algorithm Σphf .TransResppxphf , Aphf , cphf , zphf , coinsphfq:

1 : parse xphf “ pG, V,U , C$, A$, T$, e$q ; coinsphf “ pν
1
, r

1
$, ρ

1
, e

1
q

2 : parse zphf “ pz, tq

3 : parse pz1, . . . , znq “ zrµ ; pzn`5`1, . . . , zn`5`nq “ zµ

4 : parse pzn`1, . . . , zn`5q “ pzα, zβ , zν , zρ, zr$ q

// adapt response for pα, βq (i.e., non-zero PHF evaluation)

5 : z
1
α :“ e

1
¨ zα ; z

1
β :“ e

1
¨ pzβ ´ ρ

1
zαq

// adapt response for ν, ρ and r$

6 : z
1
ν :“ zν ` cphf ¨ ν

1
; z

1
ρ :“ zρ ` cphf ¨ ρ

1
; z

1
r$

:“ zr$ ` cphf ¨ r
1
$

7 : z :“ pzrµ , z
1
α, z

1
β , z

1
ν , z

1
ρ, z

1
r$

, zµq

8 : return z
1
phf :“ pz

1
, tq

Fig. 7. Translation algorithms Σphf .Trans “ pΣphf .TransStmt, Σphf .TransNonce, Σphf .TransRespq for Σphf given in Fig-
ure 6.

Correctness. We have e$ ‰ 0 by definition of Rphf . Let us show that the other assertions in verification (cf.

Lines 5 and 8) pass. By linearity of pΦ
T$

phf , we have

A ` cphfY “ pΦ
T$

phfpsq ` cphf ¨ pΦ
T$

phfpwq “ pΦ
T$

phfps ` cphfwq “ pΦ
T$

phfpzq .

Further, we have

f “ zµpzµ ´ cphf ¨ 1q

“ pcphf ¨ µ ` rqpcphf ¨ µ ` r ´ cphf ¨ 1q

“ c2phfpµ
2 ´ µq ` cphfp2µr ´ rq ` r2

As µ2 ´ µ “ 0 due to µ P t0, 1un, it follows that

cphfD1 ` D0 “ fG ` tV

by construction of D0,D1 and t.

SHVZK. On input xphf and cphf , the simulator samples zphf “ pz, tq Ð$ Z5`2n
p ˆZn

p and Cµ,D1 Ð$ Gn. Let

Y “ pCµ, C$, A$, T$´U0, e$Gq as in verification. The simulator setsA “ pΦ
T$

phfpzq´cphfY andD0 “ fG`tV ´

cphfD1, where f is computed as in verification from z. Then, it returns the nonce Aphf “ pA,Cµ,D0,D1q

and response zphf . It is easy to see that the distribution is identical to an honestly computed transcript for
statement x and challenge cphf .
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3-Special Soundness. Given three valid transcripts pAphf , cphf , zphfq, pAphf , c
1
phf , z

1
phfq and pAphf , c

˚
phf , z

˚
phfq for

xphf “ pG,V,U , C$, A$, T$, e$q with pairwise distinct challenges, the extractor proceeds as follows. Let w1 “

pz´z1q{pcphf ´c1
phfq andw˚ “ pz´z˚q{pcphf ´c˚

phfq. Due to Line 5 in verification, it holds that pΦT$pw1q “ Y “

pΦT$pw˚q. Denote by µ1,µ˚, zµ, z
1
µ, z

˚
µ the last n components of w1,w˚, z,z1, z˚, respectively. If µ1 ‰ µ˚,

then the extractor can compute the DL of V by definition of pΦT$ (cf. Equation (6)), so the extractor succeeds.
Otherwise, we have xphf P Lphf if µ P t0, 1un. The latter follows by Line 8 in verification (unless the DL of
V can be computed). To see this, denote β “ zµ ´ cphfµ, β

1 “ z1
µ ´ c1

phfµ and β˚ “ z˚
µ ´ c˚

phfµ. We have
β “ β1, since

β1 “ z1
µ ´ c1

phfµ “ z1
µ ´ zµ ` zµ ´ c1

phfµ

“ µpc1
phf ´ cphfq ` zµ ´ c1

phfµ “ zµ ´ cphfµ “ β ,

and a similar calculation shows β “ β˚. Due to Line 8, we have

cphfD1 ` D0 “ fG ` tV , where f “ zµpzµ ´ cphf ¨ 1q,

c1
phfD1 ` D0 “ f 1G ` t1V , where f 1 “ z1

µpz1
µ ´ c1

phf ¨ 1q,

c˚
phfD1 ` D0 “ f˚G ` t˚V , where f˚ “ z˚

µpz˚
µ ´ c˚

phf ¨ 1q,

and thus

D1 “ pf ´ f 1q{pcphf ´ c1
phfqG ` pt ´ t1q{pcphf ´ c1

phfqV ,

D1 “ pf ´ f˚q{pcphf ´ c˚
phfqG ` pt ´ t˚q{pcphf ´ c˚

phfqV .

Thus, we have pf ´ f 1q{pcphf ´ c1
phfq “ pf ´ f˚q{pcphf ´ c˚

phfq, else the above yields the DL of V (which
the extractor outputs if so). Note that since β “ β1 “ β˚, we can write f “ F pcphfq, f

1 “ F pc1
phfq, and

f˚ “ F pc˚
phfq, where F pXq “ φ2X

2 ` φ1X ` φ0, where φ2 “ µpµ ´ 1q, φ1 “ 2µβ ´ β and φ0 “ β2. 14 We
obtain

pf ´ f 1q{pcphf ´ c1
phfq “ pcphf ` c1

phfqφ2 ` φ1 ,

pf ´ f˚q{pcphf ´ c˚
phfq “ pcphf ` c˚

phfqφ2 ` φ1

ùñ pcphf ` c1
phfqφ2 “ pcphf ` c˚

phfqφ2

ùñ pc1
phf ´ c˚

phfqφ2 “ 0

ùñ φ2 “ 0 .

In particular, we have µpµ ´ 1q “ 0 which means µ P t0, 1un as desired.

Relaxed-Unique Responses. Given nonce Aphf “ pA,Cµ,D0,D1q, challenge c P Zˆ
p and responses zphf,0 “

pz0, t0q, zphf,1 “ pz1, t1q such that pAphf , cphf , zphf,bq is valid for b P t0, 1u and zphf,0 ‰ zphf,1, we can compute

the DL v of V if t0 ‰ t1 as f0G ` t0V “ f1G ` t1V . Else, if z0 ‰ z1, we obtain pΦ
T$

phfpz0 ´ z1q “ 0. Parse

zb “ ppzb, z
1
bq with pzb P Zn

p and z1
b P Z5`n

p . If pz0 ‰ pz1, then we can compute the DL v of V , similar to above.

Else, we have Φ
T$

phfpz
1
0 ´ z1

1q “ 0. The above considerations yield an extractor.

Blindability. Observe that Σphf .BlindChal
´1

p¨, rstq is the inverse of Σphf .BlindChalp¨, rstq. Next, let pAphf , cphf ,
zphfq be a valid transcript for xphf “ pG,V,U , C$, A$, T$, e$q, where Aphf “ pA,Cµ,D0,D1q and zphf “ pz, tq.

First, we show that the blinded transcript p rAphf ,rcphf , rzphfq remains valid, following the notation in Figure 6.

14 This follows as in the derivation of f in correctness.
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Let rY “ p rCµ, C$, A$, T$ ´ U0, e$Gq. We show that the assertion in Line 5 passes; we have

rA ` rcphf rY “ γA ` pΦ
T$

phfpαq ` pγ ¨ cphfqY ` rcphfpρµV,0q

“ γ pΦ
T$

phfpzq ` pΦ
T$

phfpαq ` rcphf ¨ pΦ
T$

phfpρµ,0q

“ pΦ
T$

phfpγz ` α ` rcphf ¨ pρµ,0qq

“ pΦ
T$

phfprzq .

Next, we show that rcphf rD1` rD0 “ rfG`rtV (cf. Line 8), where rf “ rzµprzµ´rcphf ¨1q. Note that rzµ “ γzµ`β.
We have

rf “ pγzµ ` βqpγzµ ` β ´ γcphf1q

“ γ2zµpzµ ´ cphf1q ` 2γzµβ ´ γcphfβ ` β2

“ γ2f ` 2γzµβ ´ rcphfβ ` β2 .

As it holds that cphfD1 ` D0 “ fG ` tV and rcphf “ cphf ¨ γ, we obtain

rfG ` rtV “ rcphf ¨ γD1 ` γ2D0 ´ γ2tV ` p2γzµβ ´ rcphfβ ` β2qG ` rtV . (8)

At this point, the extension of Φphf to pΦT$ is crucial: the response zµ is not yet known when rD0 and rD1

are setup in BlindNonce; we must express this term via values known in BlindNonce already.15 Due to the
extension, we have

cphfCµ ` Aµ “ zµG ` zrV ,

where zµ “ pzn`6, . . . , z2n`5q and zr “ pz1, . . . , znq. Therefore, we obtain

rcphf ¨ 2βCµ ` γ2βAµ “ γ ¨ 2βpcphfCµ ` Aµq “ γ ¨ 2βpzµG ` zrV q ,

Plugging this into Equation (8), we obtain

rfG ` rtV “ rcphf ¨ pγD1 ´ βG ` 2βCµq `

γ2D0 ` prt ´ γ2tqV ` β2G ` γ2βAµ ´ γ2βzrV

“ rcphf ¨ p rD1 ´ τ 1V q `

rD0 ´ τ 0V ` prt ´ γ2tqV ´ 2γβzrV

Since t̃ “ γ2t` 2γβzr ` rcτ 1 ` τ 0, the assertion in Line 8 passes. Finally, observe that the blinded challenge
rcphf is uniform over Zˆ

p (randomized by γ Ð$ Zˆ
p ), the response zphf “ prz,rtq is uniform over Z5`2n

p ˆ Zn
p

(randomized by pα, τ 0)),D1 is uniform over Gn (randomized by τ 1), and Cµ is random over Gn (randomized
by ρµ). The remaining values are determined by verification. This is exactly the simulated distribution which
concludes the proof.

Translatability. Let pAphf , cphf , zphfq be a valid transcript for xphf “ pG,V,U , C$, A$, T$, e$q, where Aphf “

pA,Cµ,D0,D1q and zphf “ pz, tq. We show that the translated transcript pA1
phf , cphf , z

1
phfq still verifies for the

translated statement rxphf “ Σphf .TransStmtpxphf , coinsphfq with coinsphf “ pν1, r1
$, ρ

1, e1q P Z3
p ˆ Zˆ

p . Denote

rxphf “ pG,V,U , rC$, rA$, rT$, re$q and

A1
phf “ pA1,Cµ,D0,D1q ,

z1
phf “ pz1, tq ,

z1 “ pzrµ , z
1
α, z

1
β , z

1
ν , z

1
ρ, z

1
r$
, zµq ,

15 Note that the evaluator of BlindNonce does not have access to the witness. Therefore, we cannot simply recompute
the response zr at this point.
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as in Figure 7. Observe that the values zµ, cphf ,D0,D1, t remain unchanged. As f is computed from zµ and

cphf , we have cphfD1 ` D0 “ fG ` tV as pAphf , cphf , zphfq is valid. Let Y 1 “ pCµ, rC$, rA$, rT$ ´ U0, re$Gq with
rC$ “ C$ ` ν1G ` r1

$V , rA$ “ A$ ` ν1V , rT$ “ T$ ` ρ1V and re$ “ e$ ¨ e1. By verification and e ‰ 0, we have
re$ ‰ 0. Further, we have

A1 ` cphfY
1 “

»

—

—

—

—

–

pA1, . . . , AnqT

An`1

An`2

An`3

e1An`4

fi

ffi

ffi

ffi

ffi

fl

T

` cphf

¨

˚

˚

˚

˚

˚

˝

»

—

—

—

—

–

CT
µ

C$

A$

T$ ´ U0

e1 ¨ e$ ¨ G

fi

ffi

ffi

ffi

ffi

fl

T

`

»

—

—

—

—

–

0T

ν1G ` r1
$V

ν1V
ρ1V
0

fi

ffi

ffi

ffi

ffi

fl

T
˛

‹

‹

‹

‹

‹

‚

. (9)

Note that since T$ is adapted, the linear map Φ
T$

phf in verification also changes to Φ
rT$

phf . Let us first inspect
the last component, since only this component is affected by this change. Using that pAphf , cphf , zphfq is valid,
we obtain the desired

e1pAn`4 ` cphf ¨ e$Gq “ e1pzα ¨ T$ ` zβ ¨ V q

“ e1 ¨ zα ¨ pT$ ` ρ1V ´ ρ1V q ` e1 ¨ zβ ¨ V

“ e1zα rT$ ´ e1 ¨ zα ¨ ρ1V ` e1 ¨ zβ ¨ V

“ z1
α

rT$ ` z1
βV .

(10)

Let us inspect the remaining components in Equation (9). For this, denote by sΦphf the map pΦ
rT$

phf restricted

to all but the last component. Note that sΦphf does not depend on rT$. We have

»

—

—

–

pA1, . . . , AnqT

An`1

An`2

An`3

fi

ffi

ffi

fl

T

` cphf

¨

˚

˚

˚

˝

»

—

—

–

CT
µ

C$

A$

T$ ´ U0

fi

ffi

ffi

fl

T

`

»

—

—

–

0T

ν1G ` r1
$V

ν1V
ρ1V

fi

ffi

ffi

fl

T
˛

‹

‹

‹

‚

“ sΦphfpzq ` cphf ¨ p0, ν1G ` r1
$V, ν

1V, ρ1V q

“ sΦphfpzq ` cphf ¨ sΦphfp0, 0, 0, ν
1, ρ1, r1

$,0q

“ sΦphfpz
1q ,

where the last equation follows by linearity of sΦphf and construction of z1. Altogether, we obtain

A1 ` cphfY
1 “ pΦ

rT$

phfpz
1q . [\

Finally, we need the following lemma to compile Σdl and Σphf into an OR-proof. It follows by construction
(due to multiplicative blinding of Σdl and Σphf) and we omit the proof.

Lemma 4.4 (Σdl and Σphf compatibility). Let c, cdl, cphf P Zˆ
p such that c “ cdl ¨ cphf . For all rstdl and

rstphf in the range of (the second component of) Σdl.BlindNonce and Σphf .BlindNonce, respectively, we have

Σdl.BlindChalpΣphf .BlindChalpc, rstphfq, rstdlq “ rcdl ¨ rcphf ,

where rcdl “ Σdl.BlindChalpcdl, rstdlq and rcphf “ BlindChalphfpcphf , rstphfq.

5 Blind Signature from DL

We present our blind signature BSphf and prove its security under the DL assumption. First, let us define
the NIZK Πsle which allows to prove knowledge of the blinding factors for Σos.
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Algorithm Σsle.Initpxsle,wsleq:

1 : parse xsle “ pckped,xos, C$, Crnd, rA$, rAosq

2 : parse wsle “ pν, r$,α, γ, rrndq

3 : w :“ wsle ; r Ð$ Z6
p

4 : Asle :“ Φsleprq

5 : stsle :“ pw, rq

6 : return pAsle, stsleq

Algorithm Σsle.Resppstsle, csleq:

1 : assert csle P Csle

2 : parse stsle “ pw, rq

3 : return zsle :“ csle ¨ w ` r

Algorithm Σsle.Verpxsle, Asle, csle, zsleq:

1 : parse xsle “ pckped,xos, C$, Crnd, rA$, rAosq

2 : T :“ pC$, Crnd, rAos ´ rA$q

3 : assert Asle ` csle ¨ T “ Φslepzsleq

4 : return 1

Fig. 8. The Σ-protocol for relation Rsle with challenge space Csle “ Zp.

5.1 Straightline-extractable NIZK

Let ckped “ pG1, G2, G3, V q P G4 and xos “ pG,H,W q P G3. Further, let pC$, Crnd, rA$, rAosq P G4. We require
a straightline-extractable SLE NIZK Πsle for relation Rsle defined as

Rsle :“

#

pxsle,wsleq

ˇ

ˇ

ˇ

ˇ

ˇ

C$ “ νG ` r$V ^ Crnd “ Cped.Commitpckped, rst; rrndq

rA$ “ Aos ` νV ^ rAos “ Σos.BlindNoncepxos, Aos; rstq

+

, (11)

where xsle “ pckped,xos, C$, Crnd, rA$, rAosq, wsle “ pν, r$, rst “ pα, γq, rrndq P Z6
p.

Looking ahead, we will instantiate the scheme Πsle with a Σ-protocol compiled via the randomized Fischlin
transform [Fis05, Ks22, KRW24]. The NIZK Πsle is correct, zero-knowledge, and straightline extractable for

relation pRsle “ Rsle Y Rzero, where the latter is defined according to Φsle (defined in Equation (13)) as:

Rzero :“ tpxsle,wsleq | Φslepwsleq “ 0 ^ wsle ‰ 0u . (12)

Instantiation. First, let us define the linear map Φslepp
sle parameterized by slepp “ pckped “ pG1, G2, G3, V q,

xos “ pG,H,W qq as

pC$, Crnd, rAos ´ rA$q “ Φslepp
sle pwsleq :“

»

–

νG ` r$V
rrndV ` α1G1 ` α2G2 ` γG3

α1G ` α2H ´ γW ´ νV

fi

fl

T

, (13)

where wsle “ pν, r$, rst “ pα, γq, rrndq P Z6
p. If clear by context, we may omit slepp and write Φsle for short.

The Σ-protocol Σsle for Rsle is given in Figure 8. Note that it is a canonical Σ-protocol for the linear map
Φsle.

Lemma 5.1. The Σ-protocol Σsle for relation Rsle is correct, SHVZK, 2-special sound, has high min-entropy,
and has relaxed strong 2-special soundness for pRsle.

Proof. Note that if pxsle,wsleq P Rsle (cf. Equation (11)), then

α1G ` α2H ´ γW ´ νV “ ´pAos ` νV q ` Aos ` Φparos
os pαq ´ γW

“ ´ rA$ ` Σos.BlindNoncepxos, Aos; rstq

“ rAos ´ rA$ .

Thus, Φslepwsleq “ pC$, Crnd, rAos ´ rA$q by construction. Similarly, if Φslepwsleq “ pC$, Crnd, rAos ´ rA$q, then let

Aos “ rA$ ´ νV . We have

Σos.BlindNoncepxos, Aos; rstq “ rA$ ´ νV ` α1G ` α2H ´ γW “ rAos ,
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and therefore pxsle,wsleq P Rsle. As Σsle is the canonical Σ-protocol for Φsle, the correctness, SHVZK, 2-special
soundness properties follow, e.g., from [CART26, Lemma 2.17].

Let us show strong 2-special soundness. Assume we are given two valid Σsle transcripts τsle “ pAsle, csle, zsleq
and τ 1

sle “ pA1
sle, c

1
sle, z

1
sleq such that Asle “ A1

sle and τsle ‰ τ 1
sle. If csle ‰ c1

sle, then we can extract a witness wsle

such that pxsle,wsleq P Rsle via the 2-special soundness extractor. Else, we have csle “ c1
sle and zsle ‰ z1

sle and
we obtain by the verification equation of Σsle that

Φslepzsleq “ Φslepz
1
sleq ùñ Φslepzsle ´ z1

sleq “ 0 .

Since zsle ´ z1
sle is non-zero, the difference zsle ´ z1

sle is a witness for Rzero. The above considerations yield the
desired extractor. [\

We instantiate Πsle via the randomized Fischlin transform [Fis05, Ks22] applied to the Σ-protocol Σsle.
We recall some additional preliminaries. For some Σ-protocol Σ, denote by RFischk,b,r,trΣs the randomized
Fischlin variant given in [KRW24, Appendix C], parameterized by k P R and b, r, t P N. We recall the
following lemma, which summarizes [KRW24, Lemmas 3, 4, 5].

Lemma 5.2. Let Σ be a Σ-protocol for relation R with challenge space C that is correct, SHVZK, has high
min-entropy and relaxed strong 2-special soundness for relation pR Ě R. Let k ą 0, and b, r, t P N. Suppose
t ď k and N “ 2k “ |C| ě 24. Let Π “ RFischHk,b,r,trΣs be the randomized Fischlin transformation applied to

Σ with random oracle H : t0, 1u˚ Ñ t0, 1ub. Then:

‚ The NIZK Π is correct with error at most ε ď r ¨ e´2t´b

and an honest prover runs in time polyp2tq.
‚ There exists an extractor Ext such that for any (potentially unbounded) adversary A on relaxed straightline

extractability for relation pR inducing at most Q queries to H,

Advsle
Π,Ext, pR

pA, λq ď Q ¨ 2´r¨b .

In particular, if Q “ polypλq and 2´r¨b “ neglpλq, then Advsle
Π, pR

pA, λq “ neglpλq.

‚ There exists a simulator Sim such that for any adversary A which makes at most QH and QP queries
to H and OProve, respectively, we have

AdvzkΠ,SimpA, λq ď pQH ` QP q ¨ QP ¨ 2´HminpΣq ` 3 ¨ QP ¨ r ¨ 2´pk´bq{2 .

Proof. Correctness and SLE follow as in [Ks22]. Zero-knowledge follows as in [KRW24, Appendix C]. We
note that [KRW24] omits a formal definition of its zero-knowledge property. We briefly explain why their
proof implies our definition. In each call to the oracle OSim with px,wq P R, the simulator programs
Hpx,A, i, ci, ziq :“ 0b for i P rrs, where pAi, ci, ziq are simulated via the SHVZK property of Σ. This makes
it possible to generate simulated proofs π̃ that follow (exactly) the distribution of honestly-generated proofs
π, but biases the distribution of H outputs towards 0b. To conclude, the authors analyze (i) the probabil-
ity that the reprogramming is noticeable and (ii) the statistical distance between a random oracle and its
programmed variant.

For (i), by the min-entropy property of Σ, any input of the form s “ px,A, ¨q is queried with probability
at most 2´HminpΣq. A union bound over (1) all hash queries and all prior OProve queries, and (2) all queries to
OProve yields that programming is noticeable with probability at most pQH ` QP q ¨ QP ¨ 2´HminpΣq.

For (ii), the authors show that the statistical distance between a random oracle H1 : C Ñ t0, 1ub and its
programmed variant H1rx ÞÑ 0bs on input x “ px,A, i, ci, ziq for a random ci Ð$ C is at most 3 ¨ 2´pk´bq{2.
Here, H1rx ÞÑ 0bs denotes the random oracle obtained by reprogramming H1 at input x with output 0b. Again,
a union bound over all repetitions r and all calls to OSim yields that the distance is at most 3¨QP ¨r ¨2´pk´bq{2.

The bounds from (i) and (ii) together imply the desired result. [\

We set Πsle “ RFischk,b,r,trΣsles with a choice of parameters pk, b, r, tq that satisfies the requirements in
Lemma 5.2. The desired properties follow from Lemmas 5.1 and 5.2.
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Algorithm BSphf .Setupp1λq:

1 : G1, G2, G3, H Ð$ G ; V Ð$ Gzt0u

2 : n :“ rlog2 ps

3 : ckped :“ pG1, G2, G3, V q

4 : pp Ð pn,G,H, ckped, V q

5 : return pp

Algorithm BSphf .KeyGenpppq:

1 : w “ pw0, w1q Ð$ Z2
p

2 : W Ð w0G ` w1H

3 : x Ð$ Zp ; X Ð xG

4 : pk Ð pW,Xq ; sk Ð pw, x, pkq

5 : return psk, pkq

Algorithm BSphf .Sign1ppp, sk, infoq:

1 : U :“ Hpbpinfoq

2 : xos “ pG,H,W q ; wos “ w

3 : pAos, stosq Ð$ Σos.Initpxos,wosq

4 : xdl “ pG,Xq ; wdl “ x

5 : pAdl, stdlq Ð$ Σdl.Initpxdl,wdlq

6 : T$ Ð$ G ; e$ Ð$ Zˆ
p ; cphf Ð Zˆ

p

7 : xphf “ pG, V,U , 0, Aos, T$, e$q

8 : pAphf , zphfq Ð$ Σphf .Simpxphf , cphfq

9 : return smsg1 “ pAos, Adl, Aphf , T$, e$q

Algorithm BSphf .Sign2pumsg “ pcos, corqq:

1 : assert cor ‰ 0

2 : cdl Ð cor{cphf

3 : zos Ð Σos.Resppstos, cosq

4 : zdl Ð Σdl.Resppstdl, cdlq

5 : return smsg2 “ pcphf , zos, zphf , zdlq

Algorithm BSphf .Verppp, pk, info,msg, σq

1 : parse σ “ pC$, rA$, rT$, re$, Crnd, πsle, p rAxxx, rcxxx, rzxxxqxxxPtos,dl,phfuq

2 : U :“ Hpbpinfoq ;xos “ pG,H,W q,xdl “ pG,Xq,xphf “ pG, V,U , C$, rA$, rT$, re$q

3 : xsle :“ pckped,xos, C$, Crnd, rA$, rAosq

4 : assert Σxxx.Verpxxxx, rAxxx, rcxxx, rzxxxq “ 1 for all xxx P tos, phf, dlu

5 : assert prcos, rcdl ¨ rcphfq “ Hpxos,xdl,xphf , rAos, rAdl, rAphf ,xsle, πsle,msgq

6 : assert rcdl ‰ 0 ^ rcphf ‰ 0

7 : assert Πsle.Ver
Hsle pxsle, πsleq “ 1

8 : return 1

Fig. 9. Setup, key generation, verification, and signer-side algorithms of the three-move blind signature scheme
BSphf “ BSphfrGGen,Πsle,H,Hpb,Hsles. Hpb : t0, 1u

˚
Ñ Gn`1 generates parameters for PHF; H : t0, 1u

˚
Ñ Zp ˆ Zˆ

p

generates challenges for Fiat-Shamir; Hsle is used in Πsle. Recall that pG, p,Gq Ð$ GGenp1λq is an implicit input for all
algorithms. We omitted the state for BSphf .Sign2, assuming that it can access values from the prior round.

5.2 Construction

We give our three-move blind signature construction BSphf “ BSphfrGGen,Πsle,H,Hpb,Hsles in Figures 9
and 10. The construction depends on the group generator GGen, the NIZK proof Πsle described in the prior
section, and hash functions H,Hpb, and Hsle which will be modeled as random oracles in our security proofs.

Setup. The public parameters pp consist of n “ rlog2 ps, generators G and V , a random group element H
and parameters ckped “ pG1, G2, G3, V q for Cped.

Key Generation.The secret key sk in our construction consists of the Okamoto-Schnorr witness w for the
statement W “ w0G ` w1H and a discrete logarithm x of the group element X “ xG. The public key pk
contains W and X.

Signing.The goal of the signing protocol is for the signer to issue a signature σ to the user which consists
of the following terms.

‚ The values pC$, rA$, rT$, re$q which determine the Σphf statement rxphf “ pG,V,U , C$, rA$, rT$, re$q, where

U “ Hpbpinfoq is derived from the common message info. Here, pC$ “ νG ` r$V, rA$ “ Aos ` νV q

functions as a commitment to the unblinded nonce Aos and pT$, re$q P G ˆ Zˆ
p .

‚ Σ-protocol transcripts rτxxx “ p rAxxx,rcxxx, rzxxxq for Σxxx, compiled with Fiat-Shamir for xxx P tos, dl, phfu.
The associated statements are xdl “ pG,Xq, xos “ pG,H,W q, both determined by pk, and rxphf as
described above. Notably, Σdl and Σphf are OR-compiled following [CDS94].
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Algorithm BSphf .U1ppp, pk, info,msg, smsg1 “ pAos, Adl, Aphf , T$, e$qq:

1 : assert e$ ‰ 0

2 : xos “ pG,H,W q ; rstos Ð$ Z3
p

3 : rrnd Ð$ Zp ; Crnd “ Cped.Commitpckped, rstos; rrndq

4 : rAos :“ Σos.BlindNoncepxos, Aos; rstosq

5 : xdl “ pG,Xq

6 : p rAdl, rstdlq Ð Σdl.BlindNoncepxdl, Adlq

7 : U :“ Hpbpinfoq ; xphf “ pG, V,U , 0, Aos, T$, e$q

8 : ν, r$, ρ Ð$ Zp ; e
1

Ð Zˆ
p ; coinsphf :“ pν, r$, ρ, e

1
q

9 : rxphf “ Σphf .TransStmtpxphf , coinsphfq

10 : parse rxphf “ pG, V,U , C$, rA$, rT$, re$q

11 : A
1
phf :“ Σphf .TransNoncepxphf , Aphf , coinsphfq

12 : p rAphf , rstphfq Ð Σphf .BlindNonceprxphf , A
1
phfq

// link blinded nonce rAos and p rA$, C$q via SLE NIZK Πsle

13 : xsle “ pckped,xos, C$, Crnd, rA$, rAosq ; wsle “ pν, r$, rstos, rrndq

14 : πsle Ð Πsle.Prove
Hsle pxsle,wsleq

15 : prcos, rcorq Ð Hpxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq

16 : cos Ð Σos.BlindChal
´1

prcos, rstosq

17 : c
1

Ð Σdl.BlindChal
´1

prcor, rstdlq ; cor Ð Σphf .BlindChal
´1

pc
1
, rstphfq

18 : return pcos, corq

Algorithm BSphf .U2psmsg2 “ pcphf , zos, zphf , zdlqq:

1 : assert cphf ‰ 0 ^ cor ‰ 0

2 : cdl :“ cor{cphf

3 : for xxx P tos, dlu do

4 : assert Σxxx.Verpxxxx, Axxx, cxxx, zxxxq “ 1

5 : rcxxx :“ Σxxx.BlindChalpcxxx, rstxxxq

6 : rzxxx :“ Σxxx.BlindResppzxxx, cxxx, rstxxxq

7 : assert Σphf .Verpxphf , Aphf , cphf , zphfq “ 1

8 : rcphf :“ Σphf .BlindChalpcphf , rstphfq

9 : z
1
phf :“ Σphf .TransResppxphf , Aphf , cphf , zphf , coinsphfq

10 : rzphf :“ Σphf .BlindResppz
1
phf , cphf , rstphfq

11 : rτxxx :“ p rAxxx, rcxxx, rzxxxq for xxx P tos, dl, phfu

12 : return σ “ pC$, rA$, rT$, re$, Crnd, πsle, rτos, rτdl, rτphfq

Fig. 10. User-side algorithms of the blind signature scheme BSphf “ BSphfrGGen,Πsle,H,Hpb,Hsles. Hpb : t0, 1u
˚

Ñ

Gn`1 generates parameters for PHF; H : t0, 1u
˚

Ñ Zp ˆ Zˆ
p generates challenges for Fiat-Shamir; Hsle is used in Πsle.

We omitted the state for BSphf .U2, assuming that it can access values from the prior round.
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‚ Commitment Crnd to the Okamoto-Schnorr blinding factors rstos and a Πsle proof πsle computed by the
user. The proof πsle links the nonce Aos committed in pC$, rA$q with the nonce derived by unblinding rAos

with rstos.

The signing protocol proceeds in three moves.

First move (S Ñ U). First, the signer initializes the Σos protocol to obtain the nonce Aos. Then, it ran-
domly samples pT$, e$q Ð$ GˆZˆ

p and computes the nonces Aphf and Adl for the OR-proof between Σphf

(being simulated, with the statement xphf “ pG,V,U , 0, Aos, T$, e$q dependent on Aos) and Σdl (gen-
erated using the witness x). We note that although the signer does not “sign” the nonce Aos directly,
this OR-proof will still bind the nonce Aos to the signature as outlined in Section 2. The signer sends
smsg1 “ pAos, Adl, Aphf , T$, e$q to the user.

Second move (U Ñ S). Upon reception of smsg1, the user blinds the nonce Aos into rAos. Next, it reran-
domizes the statement xphf for Σphf into rxphf following Equation (7). Then, the user adapts the nonce

Aphf for rxphf via the translation algorithm Σphf and blinds it into rAphf . It also blinds the nonce Adl into
rAdl and computes πsle as described above. The statements, blinded nonces and the proof πsle are then
hashed along with the message to produce prcos,rcorq which are blinded into pcos, corq and sent to the signer.

Third move (S Ñ U). Given pcos, corq, the signer computes the responses zos, zphf , zdl for Σos, Σphf , Σdl,
where cdl and cphf are chosen to satisfy cor “ cdl ¨ cphf . Then, the signer sends smsg2 “ pcphf , zos, zphf , zdlq
to the user.

Signature Derivation. To derive the signature σ as above, the user translates the response zphf for con-
sistency with rxphf and then blinds all transcripts τxxx for xxx P tos, dl, phfu.

Verification.Verification checks that (i) the transcripts for all three Σ-protocols are valid, (ii) the proof
πsle verifies, (iii) the challenges rcdl and rcphf are non-zero, and (iv) rcos and rcphf ¨ rcdl are derived from H.

Efficiency.The signature size of our scheme can be reduced by omitting some of the nonces in the Σos, Σdl

and Σphf transcripts. We detail the counted elements below according to the constructions given in Figures 4
to 6.

Σos transcript. The transcript contains 1G and 3Zp elements. In the signature, only the 3Zp elements need
to be included as the nonce can be derived from these values.

Σdl transcript. The transcript contains 1G and 2Zp elements. In the signature, only the 2Zp elements need
to be included as the nonce can be derived from these values.

Σphf transcript. The transcript contains p4n`4qG (n`4 forA, n forCµ, and 2n forD0,D1) and p3n`6qZp

elements (2n ` 5 for z, n for t, 1 for cphf). The signature can omit A,D0 since they can be recomputed
from the rest as seen in Σphf .Ver, resulting in 2nG ` p3n ` 6qZp elements in the signature.

Additionally, the signer sends T$ and e$ during the protocol adding in 1G ` 1Zp. The user also supplies the

blinded nonce rA$, the commitments C$ and Crnd, and the straightline-extractable proof πsle in the signature.
The combined communication and signature size are as follows:

Signer communication. The first move consists of p4n ` 7qG ` 1Zp elements. The third move consists of
p3n ` 9qZp elements. In total, p4n ` 7qG ` p3n ` 10qZp elements.

User communication. The user communicates only 2Zp elements.
Signature size. The signature consists of p2n ` 4qG ` p3n ` 12qZp ` |πsle| elements. We note that the size

of πsle depends on the parameters set in Lemma 5.2; in particular, |πsle| “ r ¨ |τsle| where r is the parallel
repetition parameter and |τsle| “ 7Zp is the transcript size for the underlying Σ-protocol. Note also that
in Σsle, Asle can be recovered from csle and zsle, meaning each transcript only needs to contain pcsle, zsleq,
resulting in the claimed size.

For λ “ 128 and rlog ps “ 256, an example parameter set is r “ 8 and b “ 16 (aiming towards 128-bit
security according to Lemma 5.2 and ignoring some of the losses). Therefore, the communication is «58KB
and the signature size is «43KB.
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5.3 Correctness and Security

The following theorems establish the following properties for BSphf : (1) the correctness guarantee in the
random oracle model, proved in Section 6, (2) one-more strong unforgeability in the random oracle model,
proved in Section 7, and (3) blindness in the random oracle model, proved in Section 8. We give proof
sketches below and refer to the full proofs in the corresponding sections.

Theorem 5.3 (Correctness). Let GGen be a group parameters generator outputting groups of prime order
p “ ppλq, Πsle be a NIZK proof as described in Section 5.1 with completeness error ε “ εpλq, H,Hpb,Hsle be
hash functions modeled as random oracles, and BSphf “ BSphfrGGen,Πsle,H,Hpb,Hsles. Then, BSphf is correct
with error ε.

Theorem 5.4 (OMSUF). Let GGen, p,Πsle,H,Hpb,Hsle, and BSphf be as in Theorem 5.3, and Ext be the
extractor for the SLE property of Πsle. Then, for any adversary A running in time TA “ TApλq in the one-
more strong unforgeability game of BSphf inducing at most QS queries to signing oracle S1 and QH‹

queries
to H‹ P tH,Hpb,Hsleu, respectively, there exist adversaries Bsle and Bdl such that

Advomsuf
BSphf

pA, λq ď Advsle
Πsle,Ext, pRsle

pBsle, λq ` 6AdvdlGGenpBdl, λq `
1 ` Q2

H

p

` pQpb{δ ` 1q ¨

˜

3

d

32Q2
H ¨

ˆ

AdvdlGGenpBdl, λq `
1

p ´ 1

˙

`
4QH ` 1

p ´ 1

¸

,

where Bsle runs in time roughly TA, Bdl runs in time roughly 3TA, and δ “ d
Q2

Spn`1q
with d as defined in

Theorem 3.11 and n “ rlog2 ps.

Proof (sketch). The proof is rather involved. We give a brief overview here; we refer to Section 7 for
details. Below, we assume that only info˚ signing queries are made for simplicity. 16 First, we let the game

extract a witness w
piq
sle from π

piq
sle from every signature that A provides. 17 While Πsle is SLE for relation

pRsle “ Rsle Y Rzero, we may assume that px
piq
sle ,w

piq
sle q P Rsle, as finding a witness for Rzero is hard under the

Rel-DL assumption. The witness w
piq
sle “ pνpiq, r

piq
$ ,α

piq
os , γ

piq
os , r

piq
rndq determines the unblinded nonce

Apiq
os :“ rA

piq
$ ´ νpiqV

associated to each signature. Further, we ensure that all the H queries associated to the signatures are
distinct. 18 Roughly, this is justified by the relaxed unique responses property of the Σ-protocols. However,
note that the argument requires care. For instance, if there are two signatures that differ only in the Σphf

responses, we may extract a witness w ‰ 0 such that Φ
T$

phfpwq “ 0 by the relaxed unique responses property
of Σphf . However, it is not computationally hard to find such w since T$ is under the control of the adversary.
19 However, if this case occurs we can extract a representation T$ from the Σphf proof in the forgeries for
which such a representation is hard to find (by setting up U via PHF.NonZeroGen). The other cases are
simpler to analyze and may be argued by special soundness or relaxed unique responses of Σos.

Given the above changes, we distinguish two cases.

Case NonceColl. There are two identical nonces A
pi0q
os “ A

pi1q
os . In this case, we may compute two valid

transcripts τ
pi0q
os “ pA

pi0q
os , c

pi0q
os , z

pi0q
os q and τ

pi1q
os “ pA

pi1q
os , c

pi1q
os , z

pi1q
os q with shared nonce from the Σos

16 To generalize the argument to partial blindness, we may setup U “ Hpbpinfoq for info ‰ info˚ via PHF.NonZeroGen
which allows simulation as required in the argument sketched below.

17 Technically, the extraction happens at the time the H query associated to the ith signature is made. This ensures
that the blinding factors are determined before H’s output is sampled.

18 Note that this step is required for strong unforgeability, as the challenges or responses of the Σ-protocols may
differ. For conventional OMUF, this is already satisfied since the messages are distinct.

19 For instance, T$ “ ´βV and α “ 1, then w “ pα, β, 0, 0, 0,0q satisfies 0 “ Φ
T$
phfpwq.
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transcripts provided in the signatures and the associated blinding factors extracted from the Πsle proofs.

Since the blinding factors are determined before the associated hash query is made, we have c
pi0q
os ‰

c
pi1q
os with sufficient probability. This allows us to extract a witness wos for Ros and under witness
indistinguishability of Σos, we have wos ‰ w which allows to compute the DL of H. This argument is
similar to [CART26, Lemma 6.2], except that we require no rewinding and instead reduce to algebraic
one-more preimage resistance [TZ23, Theorem 1] of Φos.

Case NonceDist. In this case, there is a fresh nonce A
pi˚

q
os extracted from A’s signatures that never appeared

in the signing queries (since ℓ ą QS). This allows for the following simulation strategy:
‚ We set up H with known DL, which allows to compute the discrete logarithms rj of nonces Aos,j “

rjG sampled in signing sessions and r˚ of the nonce A
pi˚

q
os “ r˚G.

‚ We set up U “ Hpbpinfo˚
q via PHF.TrapGen.

‚ Denote by µj the bit-decomposition of rj P r0, p ´ 1s. We ensure that PHF.TrapEval evaluates on
input µj to a non-zero value aj ‰ 0 mod p in the first component. Note that for r˚, there may be two
possible bit-decompositions µ˚

0 and µ˚
1 of n bits for r˚ P Zp. For both, we ensure that PHF.TrapEval

evaluates on input µ˚
b to a zero in the first component. This may be argued via Theorem 3.11.

‚ The game issues the Σphf transcripts with an honest witness, which may be computed due to aj ‰

0 mod p. It simulates the Σdl transcripts.
At the end, the adversary provides a Σphf proof (or-compiled with Σdl) in rσpi˚

q that proves that the

PHF evaluates a bit-decomposition of the exponent of A
pi˚

q
os to a non-zero value. By rewinding, either we

extract the DL of X or a witness contradicting the fact that both possible bit-decompositions of A
pi˚

q
os

evaluate to zero, as ensured above. This contradiction is computational (more precisely, this allows us
to extract the DL of V ). As neither the DL of X nor V is required for simulation, this concludes the
proof. [\

Theorem 5.5 (Blindness). Let GGen, p,Πsle,H,Hpb,Hsle, and BSphf be as in Theorem 5.3. Also, let Sim be
the simulator for the zero-knowledge property for Πsle. Then, for any adversary A in the blindness game of
BSphf inducing at most QH‹

queries to H‹ P tH,Hpb,Hsleu, respectively, there exists an adversary Bzk inducing
at most QHsle

queries to Hsle such that

AdvblindBSphf
pA, λq ď AdvzkΠsle,SimpBzk, λq `

2QH ` 4

p
.

Proof (sketch). The blindness proof in Section 8 roughly follows these steps.

1. First, we make several game hops to a game, where instead of first computing Hp¨q and applying the
blinding operations, the game samples the challenges pcos, corq that the user-side outputs uniformly at
random and reprograms H accordingly. This is possible due to the inputs to random oracle H having
high min-entropy.

2. Then, simulate the NIZK proof πsle in the signature with the simulator Sim. Also, via perfect hiding of
Cped, the commitment Crnd does not reveal any information about the blinding factors.

3. Next, we rely on the blindability properties of Σos, Σdl and Σphf along with translatability of Σphf to
argue that the blinded transcripts of these Σ-protocols are indistinguishable from simulated transcripts.
At this point, every part of the signature is independent of the signing sessions, except for the translated
statement rxphf .

4. Finally, we observe that the tuple pC$, rA$, rT$, re$q in the translated statement rxphf for Σphf is uniformly
random in G3 ˆ Zˆ

p . This means that the signatures are simply independent of the signing sessions,
concluding the proof. [\

6 Correctness Proof of BSphf (Theorem 5.3)

Recall that pp “ pn,G,H, ckped, V q, sk “ pw, x, pkq and pk “ pW,Xq. We denote by σ the final signature
obtained from running the signing protocol honestly for message µ P t0, 1u˚ and common message info.
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Recall that σ is of the form

σ “ pC$, rA$, rT$, re$, Crnd, πsle, p rAxxx,rcxxx, rzxxxqxxxPtos,dl,phfuq .

For the correctness proof, we want to show that

‚ rcdl ‰ 0 and rcphf ‰ 0

‚ prcos,rcdl ¨ rcphfq “ Hpxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq for the statements xos,xdl, rxphf ,xsle parsed as
in BSphf .Ver algorithm in Figure 9.

‚ Each of the blinded transcripts p rAxxx,rcxxx, rzxxxq for xxx P tos, dl, phfu is valid for the corresponding
statement.

‚ The straightline-extractable proof πsle is valid with ε error.

We now show the above in this order.

Non-zero challenges.Recall that the challenges rcdl,rcphf are computed as rcphf “ Σphf .BlindChalpcphf , rstphfq
and rcdl “ Σdl.BlindChalpcdl, rstdlq. First, cphf P Zˆ

p by how it is sampled in BSphf .Sign1. Then, we see that
cdl “ cor{cphf and cphf ‰ 0, so we only have to show that cor ‰ 0. This follows from the fact that cor “

Σphf .BlindChal
´1

pΣdl.BlindChal
´1

prcor, rstdlq, rstphfq, rcor ‰ 0, and by Σdl.Rand- and Σphf .Rand- blindability, we
have that cor ‰ 0.

Combined challenge is the hash.This follows from how rcos is defined as the hash, and Lemma 4.4.

Valid blinded Σos transcript.The signer sets xos “ pG,H,W q and wos “ w where W “ w0G ` w1H “

Φ
paros
os pwosq, so pxos,wosq P Ros. Also, the transcript from the signer side pAos, cos, zosq is computed as (1)

pAos, stosq Ð$ Σos.Initpxos,wosq in BSphf .Sign1, (2) cos picked by the user, and (3) zos Ð Σos.Resppstos, cosq.
Hence, by perfect correctness of Σos, this passes the validity check by the user-side. Then, recall that in
BSphf .U, the blinded transcript rτos :“ p rAos,rcos, rzosq is derived via Σos.Rand, so by Σos.Rand-blindability of
Σos (Lemma 4.2), we have that rτos is a valid Σos-transcript for xos.

Valid blinded Σdl transcript. The signer sets xdl “ pG,Xq and wdl “ x where X “ xG “ Φ
pardl
dl pwdlq,

so pxdl,wdlq P Rdl. Also, the transcript from the signer side pAdl, cdl, zdlq is computed as (1) pAdl, stdlq Ð$

Σdl.Initpxdl,wdlq in BSphf .Sign1, (2) cdl picked by the user, and (3) zdl Ð Σdl.Resppstdl, cdlq. Hence, by perfect
correctness of Σdl, this passes the validity check by the user-side. Then, recall that in BSphf .U, the blinded

transcript rτdl :“ p rAdl,rcdl, rzdlq is derived via Σdl.Rand, so by Σdl.Rand-blindability of Σdl (Lemma 4.1), we
have that rτdl is a valid Σdl-transcript for xdl.

Valid blinded Σphf transcript. In addition to arguing that the signer-side transcript is valid, we have
to show that the translation preserves validity of the transcripts with respect to the new statement. First,
we argue that the signer-side transcript pAphf , cphf , zphfq is a valid transcript for xphf . Recall that xphf “

pG,V,U , 0, Aos, T$, e$q with U :“ Hpbpinfoq, and the transcript is computed by (1) sampling cphf Ð$ Zˆ
p and

(2) pAphf , zphfq Ð$ Σphf .Simpxphf , cphfq. Here, by perfect SHVZK and perfect correctness of Σphf , we have that
pAphf , cphf , zphfq is always a valid transcript for xphf .

Next, we show that the translated transcript pA1
phf , cphf , z

1
phfq is valid for the translated statement rxphf “

Σphf .TransStmtpxphf , coinsphfq where coinsphf :“ pν, r$, ρ, e
1q Ð$ Z3

p ˆZˆ
p . Recall that in BSphf .U, the user com-

putes A1
phf :“ Σphf .TransNoncepxphf , Aphf , coinsphfq and z1

phf :“ Σphf .TransResppxphf , Aphf , cphf , zphf , coinsphfq.
By Σphf .Trans-translatability of Σphf , proved in Lemma 4.3, we have that pA1

phf , cphf , z
1
phfq is a valid transcript

for rxphf .

Finally, by Σphf .Rand-blindability, also proved in Lemma 4.3, we have that the blinded transcript rτphf :“

p rAphf ,rcphf , rzphfq derived via Σphf .Rand, is always a valid transcript for the translated statement rxphf .
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Valid πsle proofs.Recall that within BSphf .U1, the translated statement rxphf is of the form rxphf “ pG,V,U ,

C$, rA$, rT$, re$q. Also, xsle “ pckped,xos, C$, Crnd, rA$, rAosq and wsle “ pν, r$, rstos, rrndq where

C$ “ νG ` r$V

rA$ “ Aos ` νV

Crnd “ Cped.Commitpckped, rst; rrndq

rAos “ Σos.BlindNoncepxos, Aos; rstq .

The first two equalities follow from how Σphf .TransStmt is defined. The above equations imply that pxsle,wsleq

P Rsle. Hence, by correctness of Πsle, we have that the proof πsle is a valid proof for xsle, except with probability
ε. [\

7 OMSUF Proof of BSphf (Theorem 5.4)

7.1 Useful Lemmata

Before we proceed with the proof, we introduce some useful lemmata. The first lemma aids in switching
branches of the OR-proof.

Lemma 7.1 (Witness Indistinguishability of Non-zero Proof). Let X “ xG P G. Let hpp “

pG,V,U “ pU0, . . . , Unqq P Gn`3, where Ui “ aiG`biV for pa, bq P Zn`1 ˆZn`1
p with V ‰ 0. Let µ P t0, 1un

such that e ‰ 0 mod p, where e “ a0 `
ř

iPrns µiai or equivalently pe, fq “ PHF.TrapEvalppa, bq,µq. Let

A “
ř

iPrns µip2
i´1Gq P G. Let xdl “ pG,Xq. Then, for any stateful adversary A, we have

Prrb Ð ExpDLA
xdl,hpp,A,xpλqs “ Prrb Ð ExpPHFA

xdl,hpp,A,µ,a,bpλqs ,

where the experiments ExpDL and ExpPHF are formally defined in Figure 11.

Proof. Denote C$ “ 0 P G and ν “ r$ “ 0 P Zp. In ExpPHF, we have

C$ “ νG ` r$V ; A “ νG `
ÿ

iPrns

µip2
i´1Gq ; T$ “ ρV ` U0 `

ÿ

iPrns

µiUi

and since Ui “ aiG ` biV , we also have

e$G “ pα ¨ eqG “ α ¨
`

a0 `
ÿ

iPrns

µiai
˘

G ´ βV ` βV

“ α ¨
`

a0 `
ÿ

iPrns

µiaiG
˘

` α ¨
`

ρ ` b0 `
ÿ

iPrns

µibi
˘

V ` βV

“ α ¨
`

ρV ` U0 `
ÿ

iPrns

µiUi

˘

` βV

“ αT$ ` βV .

Further, observe that e$ ‰ 0 in ExpPHF since e ‰ 0 mod p. Therefore, we have pxphf ,wphfq P Rphf . On
the other hand, we trivially have in ExpDL that pxdl, xq P Rdl. Also, observe that the values T$ and e$ are
distributed identically in both games. Therefore, the statement follows from SHVZK of Σphf and Σdl.

The second lemma states that we can recompute the discrete logarithm of the nonce Aos given a valid
blinded transcript p rAos,rcos, rzosq and its blinding factors.
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Experiment ExpDLA
xdl,hpp,A,xpλq:

1 : pAdl, stdlq Ð$ Σdl.Initpxdl,wdlq

2 : T$ Ð$ G ; e$ Ð$ Zˆ
p ; cphf Ð Zˆ

p

3 : xphf :“ pG, V,U , 0, A, T$, e$q

4 : pAphf , zphfq Ð$ Σphf .Simpxphf , cphfq

5 : cor Ð Apxdl, hpp, A,Adl, Aphf , T$, e$q

6 : assert cor ‰ 0

7 : cdl Ð cor{cphf

8 : zdl Ð Σdl.Resppstdl, cdlq

9 : b Ð Apcphf , zphf , zdlq

10 : return b

Experiment ExpPHFA
xdl,hpp,A,µ,a,bpλq:

1 : e :“ a0 `
ÿ

iPrns

µiai ; f :“ b0 `
ÿ

iPrns

µibi

2 : α Ð$ Zˆ
p ; ρ Ð$ Zp ; β :“ ´α ¨ pρ ` fq

3 : e$ :“ α ¨ e mod p ; T$ :“ ρV ` U0 `
ÿ

iPrns

µiUi

4 : wphf :“ pα, β, 0, ρ, 0,µq

5 : xphf :“ pG, V,U , 0, A, T$, e$q

6 : pAphf , stphfq Ð$ Σphf .Initpxphf ,wphfq

7 : cdl Ð$ Zˆ
p

8 : pAdl, zdlq Ð$ Σdl.Simpxdl, cdlq

9 : cor Ð Apxdl, hpp, A,Adl, Aphf , T$, e$q

10 : assert cor ‰ 0

11 : cphf Ð cor{cdl

12 : zphf Ð Σphf .Resppstphf , cphfq

13 : b Ð Apcphf , zphf , zdlq

14 : return b

Fig. 11. The experiments ExpDL and ExpPHF from Lemma 7.1.

Lemma 7.2. Let Aos P G. Let rτos “ p rAos,rcos, rzosq be a valid transcript for xos “ pG,H,W “ w0G ` w1Hq.

Assume we are given rst “ pα, γq such that rAos “ Σos.BlindNoncepxos, Aos; rstq. There is an efficient PT
algorithm that given the above as input, can recompute pcos, zosq such that pAos, cos, zosq is a valid transcript
for xos. Furthermore, if it is further given the witness w “ pw0, w1q and the discrete logarithm h of H, then
it can compute r such that Aos “ rG.

Proof. Observe that

Σos.Verpxos, rAos,rcos, rzosq “ 1 ðñ rAos ` rcosW “ Φparos
os przosq .

Furthermore, letting cos “ rcos ´ γ and zos “ rzos ´ α, we have that

rAos “ Σos.BlindNoncepxos, Aos; rst “ pα, γqq

“ Aos ` Φparos
os pαosq ´ γ ¨ W

Aos “ rAos ´ Φparos
os pαq ` γ ¨ W

“ Φparos
os przq ´ rcos ¨ W ´ Φparos

os pαosq ` γ ¨ W

“ Φparos
os przos ´ αq ´ prcos ´ γq ¨ W

“ Φparos
os pzosq ´ cos ¨ W

ùñ Σos.Verpxos, Aos, cos, zosq “ 1 .

The second equality follows from opening how Σos.BlindNonce is implemented. The third equality follows

from changing sides of the equations. The fourth equality follows from rτos “ p rA
piq
os ,rc

piq
os , rzpiq

os q being a valid Σos

transcript for the statement xos. The fifth equality follows from linearity of Φ
paros
os . The last equality follows

from how cos and zos are defined. The final implication is due to the definition of Σos.Ver. Thus, we have
proved the first part of the lemma.

Then, given that W “ w0G ` w1H and H “ hG, we obtain

Aos “ Φparos
os pzosq ´ cos ¨ W

ùñ Aos “ pzos,0 ´ cosw0qG ` pzos,1 ´ cosw1qH

ùñ Aos “ pzos,0 ´ cosw0 ` hpzos,1 ´ cosw1qqG . [\

34



7.2 Proof of Theorem 5.4

Let A be an adversary on the OMSUF game of BSphf , running in time TA, inducing at most QS , QH, Qpb

queries to oracles S1, H and Hpb, respectively. (Note that we count both A’s direct random oracle queries and
the queries made by the game during simulation.) Denote by QS,info the number of S1 queries with common
message info. Note that QS “

ř

info QS,info. Without loss of generality, we may assume that QS ą 0 (as A
may query info ‰ info˚ arbitrarily often). We may assume that A finishes all sessions, i.e., it also makes QS

calls to S2, due to [CART26, Lemma 2.5]. Also, we assume that all H and Hpb queries that A makes are
distinct for simplicity. 20

Let us establish some notation. We index all values being sent in the j-th signing session (i.e., with session
identifier sid “ j) with subscript j. At the end of the game, the adversary outputs ℓ message-signature pairs
tmsgpiq, rσpiquiPrℓs for common message info˚. We assume that ℓ “ QS,info˚ ` 1 for simplicity. Also, we assume
that the message-signature pairs verify correctly for info˚. Let U “ Hpbpinfo˚

q. We parse

rσpiq “ pC
piq
$ , rA

piq
$ , rT

piq
$ , re

piq
$ , C

piq
rnd, π

piq
sle , rτ piq

os , rτ
piq
dl , rτ

piq
phfq ,

where rτ
piq
xxx “ p rA

piq
xxx,rc

piq
xxx, rz

piq
xxxq for xxx P tos, dl, phfu. We further parse

hqrypiq
“ pxos,xdl, rx

piq
phf ,

rApiq
os ,

rA
piq
dl ,

rA
piq
phf ,x

piq
sle , π

piq
sle ,msgpiqq ,

xos “ pG,H,W q , xdl “ pG,Xq ,

x
piq
phf “ pG,V,U , C

piq
$ , rA

piq
$ , rT

piq
$ , re

piq
$ q , x

piq
sle “ pckped,xos, C

piq
$ , rA

piq
$ , C

piq
rnd,

rApiq
os q .

We consider the following sequence of games, where PrrGA ñ 1s denotes the probability of A winning in
game G.

Game G0 (Original OMSUF Game): This game samples the public key pk “ pW,Xq and secret key
sk “ pw, x, pkq as in the scheme, simulates the random oracles H and Hpb via lazy sampling, and runs the
signing oracles honestly (cf. Definition 3.5). The adversary A wins if all forgeries pmsgpiq, σpiqqiPrℓs verify

for common message info˚ and the pairs pmsgpiq, σpiqq are pairwise distinct. (Recall that we assume that
ℓ “ QS,info˚ ` 1.) We have

Advomsuf
BSphf

pA, λq “ PrrGA
0 ñ 1s .

Game G1 (Extract wsle from πsle): Denote by Ext an extractor for Πsle (cf. definition 3.24). On the jth H
query hqryj , the game extracts a witness wj from the proof πsle,j from hqryj if the proof is valid and hqryj
follows the format in BSphf .Ver. Also, we introduce additional abort conditions. In more detail, on the jth H
query of the form

hqryj “ pxos,j ,xdl,j , rxphf,j , rAos,j , rAdl,j , rAphf,j ,xsle,j , πsle,j ,msgjq ,

the game runs b “ Πsle.Ver
H

pxsle,j , πsle,jq. If b “ 1, the game extracts a witness wsle,j Ð ExtpQHsle
,xsle,j , πsle,jq

from πsle,j , where QHsle
denotes the hash queries to Hsle. The game aborts if pxsle,j ,wsle,jq R pRsle. Furthermore,

when A outputs its signatures for info˚ and all signatures verify, the game recovers the hash query index
jpiq P rQHs which is associated to the ith forgery, i.e., such that hqryjpiq “ hqrypiq. Note that since we assume

that all H queries are distinct and we count the game’s queries towards QH, the index jpiq is well-defined.
We parse

w
piq
sle “ pνpiq, r

piq
$ ,αpiq

os , γ
piq
os , r

piq
rndq

and let
Apiq

os :“ rA
piq
$ ´ νpiqV .

The game further aborts if px
piq
sle ,w

piq
sle q R Rsle. The following statement relates the advantage of A in G0 and

G1; we refer to Section 7.3 for the formal proof.

20 As we count the game’s queries towards Qpb, we also assume that A queries Hpbpinfoq before making a query to S1

with common message info for convenience.
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Lemma 7.3. There are adversaries Bsle and Bdl with running time roughly that of A such that∣∣PrrGA
0 ñ 1s ´ PrrGA

1 ñ 1s
∣∣ ď Advsle

Πsle,Ext, pRsle
pBsle, λq ` AdvdlGGenpBdl, λq `

1

p
.

Game G2 (No signature with same H query): After A outputs its signatures, the game aborts if all
signatures verify and there exist distinct indices i0, i1 P rℓs such that their corresponding H query is identical.

That is, the game aborts if hqrypi0q
“ hqrypi1q. Denote by SameQuery the event that an abort occurs in G2

but not in G1. We have
PrrGA

1 ñ 1s ď PrrGA
2 ñ 1s ` PrrSameQuerys .

The following lemma bounds PrrSameQuerys; the proof is given in Section 7.4.

Lemma 7.4. There is an adversary Bdl with running time roughly that of A such that

PrGA
1

rSameQuerys ď 3 ¨ AdvdlGGenpBdl, λq `
4QH ` 1

p ´ 1

`
3

d

32Q2
H ¨

ˆ

AdvdlGGenpBdl, λq `
1

p ´ 1

˙

.

Case Distinction.We now consider the following events.

‚ NonceColl: The adversary A wins in G2 and there exists distinct i0, i1 P rℓs such that A
pi0q
os “ A

pi1q
os .

‚ NonceDist: The adversary A wins in G2 and for all distinct i0, i1 P rℓs we have A
pi0q
os ‰ A

pi1q
os .

Note that these events are efficiently checkable and disjoint. Also, NonceColl_NonceDist is equivalent to
A winning in G2, therefore

PrrGA
2 ñ 1s “ PrGA

2
rNonceColls ` PrGA

2
rNonceDists .

Lemmas 7.5 and 7.6 bound the probability that NonceColl and NonceDist occur, respectively. We give
proof sketches below and refer to Sections 7.5 and 7.6 for details. Combining the bounds above with the
lemmata below, we conclude the theorem. [\

Lemma 7.5. There exists an adversary Bdl with running time roughly that of A such that

PrGA
2

rNonceColls ď 2 AdvdlGGenpBdl, λq `
Q2

H

p
.

Proof (sketch). This case is similar to the argument in [CART26, Lemma 6.2], except that our proof does
not require rewinding due to the reliance on Πsle. Here, there is a collision in the Okamoto-Schnorr nonces

A
pi0q
os “ A

pi1q
os . Since the blinding factors are extracted from πsle, we may compute two valid transcripts τ

pi0q
os

and τ
pi1q
os for xos with identical nonce according to Lemma 7.2 from rτ

pi0q
os and rτ

pi1q
os , respectively. Observe

that the challenges rc
pi0q
os and rc

pi1q
os of rτ

pi0q
os and rτ

pi1q
os , respectively, are distinct w.h.p. since the H queries

hqrypi0q
‰ hqrypi1q in the signatures are different. Furthermore, the blinding factors are determined before

rc
pi0q
os and rc

pi1q
os are sampled in H. This implies that τ

pi0q
os and τ

pi1q
os have distinct challenges w.h.p. and we may

compute a witness wos for xos. By witness indistinguishability, we have wos ‰ w, where w is the game’s
witness for Σos, which allows to compute the DL of H. We formalize the argument using algebraic one-more
preimage resistance for ϕos (cf. Figure 12) to simulate signing, while A’s signatures yield the additional
preimage required to break the game.

Lemma 7.6. Let δ “ d
Q2

Spn`1q
with d as defined in Theorem 3.11. There is an adversary Bdl with running

time roughly that of A such that

PrGA
2

rNonceDists ď
Qpb

δ
¨

˜

3

d

32Q2
H ¨

ˆ

AdvdlGGenpBdl, λq `
1

p ´ 1

˙

`
4QH

p ´ 1

¸

.
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Proof (sketch). In this case, there is a fresh nonce A
pi˚

q
os extracted from A’s signatures that never appeared

in the signing queries. Here, we rely on Lemma 7.1 and Theorem 3.11 to simulate signing while enforcing

that the PHF evaluates the exponent of A
pi˚

q
os to zero. Since the adversary provides a Σphf proof (or-compiled

with Σdl) in rσpi˚
q that proves that the PHF evaluates to a non-zero value, either we may compute the DL

of X or we get a contradiction. Note that the contradiction is only computational (more precisely, in this
case we may extract the DL of V ). As neither the DL of X nor V is required for simulation, this yields the
desired reduction.

7.3 Proof of Lemma 7.3 (Ruling out Relaxed SLE Witness)

We consider the following intermediate game G0.1 between G0 and G1.
Game G0.1 (Extract arbitrary wsle from πsle): This game is identical to G1, except that the last abort

condition px
piq
sle ,w

piq
sle q R Rsle is omitted. That is, on the jth H query of the form

hqryj “ pxos,j ,xdl,j , rxphf,j , rAos,j , rAdl,j , rAphf,j ,xsle,j , πsle,j ,msgjq ,

the game runs b “ Πsle.Ver
H

pxsle,j , πsle,jq, and if b “ 1, the game extracts a witness wsle,j Ð ExtpQHsle
,xsle,j ,

πsle,jq from πsle,j , where QHsle
denotes the hash queries to Hsle. The game aborts if pxsle,j ,wsle,jq R pRsle.

We construct a reduction Bsle to straightline extractability of Πsle for relation pRsle that bounds the abort
probability. The reduction Bsle simulates the game to A as in G0, except for the following changes:

‚ It simulates the random oracle queries to Hsle via the random oracle of its own game.
‚ On the jth H query hqryj of the above form, the reduction employs its verification oracle O (which is
either equal to OVer or OExt) to verify the proofs πsle,j . That is, it sets bj Ð Opxsle,j , πsle,jq. If bj ‰

Πsle.Ver
H
slepxsle,j , πsle,jq, the game outputs 0.

After the interaction with A and the verification of A’s signatures, the game outputs 1 if A wins (and
bj “ Πsle.Ver

H
slepxsle,j , πsle,jq for all j P rQHs), else 0.

Observe that if O “ OVer, then Bsle outputs 1 if and only if A wins G0. Else, if O “ OExt, the reduction
outputs 1 if and only if A wins G0 and does not trigger the newly introduced abort condition in G0.1. Thus,
we have that ∣∣PrrGA

0 ñ 1s ´ PrrGA
0.1 ñ 1s

∣∣ ď Advsle
Πsle,Ext, pRsle

pBsle, λq .

Let us now relate the advantages of A in G0.1 and G1. Below, we follow the notation introduced in G1.

Note that G1 is identical to G0.1, except that G1 aborts if px
piq
sle ,w

piq
sle q R Rsle for some i P rℓs and all of A’s

signatures verify. Since pRsle “ Rsle Y Rzero, it suffices to bound the probability that px
piq
sle ,w

piq
sle q P Rzero in

G0.1. Let i
˚ P rℓs denote the smallest index such that px

pi˚
q

sle ,w
pi˚

q

sle q P Rzero. Recall that w
pi˚

q

sle “ pνpi˚
q, r

pi˚
q

$ ,

α
pi˚

q
os , γ

pi˚
q

os , r
pi˚

q

rnd q. Furthermore, by definition of Rzero (cf. Equation (12)), we have that w
pi˚

q

sle ‰ 0 and

0 “ νpi˚
qG ` r

pi˚
q

$ V ,

0 “ r
pi˚

q

rnd V ` α
pi˚

q

1 G1 ` α
pi˚

q

2 G2 ` γpi˚
q

os G3 .

Observe that G0.1 samples the group elements V,G1, G2, G3 at random, conditioned on V ‰ 0. Note that if
V “ 0, it is straightforward to compute a non-trivial Rel-DL solution (any non-zero coefficient of V suffices).
Therefore, there is a reduction Brel-dl to the Rel-DL assumption such that∣∣PrrGA

0.1 ñ 1s ´ PrrGA
1 ñ 1s

∣∣ ď Advrel-dlGGen,4pBrel-dl, λq .

Collecting the bounds and applying Lemma 3.3 yields the desired bound.
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7.4 Proof of Lemma 7.4 (Ruling out H-Query Collision in Forgeries)

We need to bound PrrSameQuerys. Denote by pi0, i1q P rℓs2 the lexicographically smallest pair such that

hqrypi0q
“ hqrypi1q. By definition, we have

hqrypi0q
“ pxos,xdl, rx

pi0q

phf ,
rApi0q
os , rA

pi0q

dl , rA
pi0q

phf ,x
pi0q

sle , π
pi0q

sle ,msgpi0qq ,

hqrypi1q
“ pxos,xdl, rx

pi1q

phf ,
rApi1q
os , rA

pi1q

dl , rA
pi1q

phf ,x
pi1q

sle , π
pi1q

sle ,msgpi1qq .

Let us define the following events:

‚ SameChal: The event SameQuery occurs and rc
pi0q

dl “ rc
pi1q

dl .

‚ DistChal: The event SameQuery occurs and rc
pi0q

dl ‰ rc
pi1q

dl .

Note that the events are disjoint and SameChal _ DistChal is equivalent to SameQuery. Thus, we have

PrrSameQuerys “ PrrSameChals ` PrrDistChals .

Bounding SameChal.To bound the probability that SameChal occurs, we introduce some intermediate games
GX.i.
Game GX.0 (G1 with winning condition as SameChal): This game is identical to G1 except that A
wins if and only if SameChal occurs. We have

PrrSameChals “ PrrGA
X.0 ñ 1s .

Game GX.1 (Abort if Σos transcripts distinct): When A outputs its signatures, the game aborts if

rτ
pi0q
os ‰ rτ

pi1q
os .

We give a reduction Bdl to the DL problem to upper bound the probability of an abort. On input pG, Y q,
Bdl simulates GX.0 to A, setting H “ Y . When A outputs its forgeries, the reduction invokes the relaxed

unique responses extractor Σos.URExt on input of statement pG,H,W q and transcripts rτ
pi0q
os and rτ

pi1q
os . If it

obtains a witness py0, y1q P Z2
p such that y0G ` y1H “ 0 and py0, y1q ‰ 0, then the reduction Bdl outputs

y “ ´y0{y1mod p. Note that p rA
pi0q
os ,rc

pi0q
os q “ p rA

pi0q
os ,rc

pi1q
os q since hqrypi0q

“ hqrypi1q (recall that the Σos challenge

is determined by the H evaluation). Therefore, we have rz
pi0q
os ‰ rz

pi1q
os if an abort occurs. By the relaxed unique

response property for relation rRos we obtain∣∣PrrGA
X.0 ñ 1s ´ PrrGA

X.1 ñ 1s
∣∣ “ AdvdlGGenpBdl, λq .

Remark 7.7. If A is successful in GX.1, we have p rA
pi0q

phf ,rc
pi0q

phf q “ p rA
pi1q

phf ,rc
pi1q

phf q but rz
pi0q

phf ‰ rz
pi1q

phf .

Proof. Recall that hqrypiq
“ pxos,xdl, rx

piq
phf ,

rA
piq
os , rA

piq
dl ,

rA
piq
phf ,x

piq
sle , π

piq
sle ,msgpiqq and since SameQuery occurs, we

have hqrypi0q
“ hqrypi1q. As SameChal occurs, we have rc

pi0q

dl “ rc
pi1q

dl . By unique responses of Σdl, it must hold

that rτ
pi0q

dl “ rτ
pi1q

dl . Further, we also have rc
pi0q

phf “ rc
pi1q

phf since

rc
pi0q

dl ¨ rc
pi0q

phf “ Hphqrypi0q
q “ Hphqrypi1q

q “ rc
pi1q

dl ¨ rc
pi1q

phf .

Therefore, if A is successful in GX.1, it must hold that rz
pi0q

phf ‰ rz
pi1q

phf as the i0th and i1th signatures are
distinct.

Game GX.2 (Set up H “ hG with known discrete logarithm): The game samples h Ð$ Zp and sets
H “ hG instead of sampling H Ð$ G. We have

PrrGA
X.1 ñ 1s “ PrrGA

X.2 ñ 1s .
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Game GX.3 (Abort if non-trivial DL relation found): When A outputs its signatures, the game runs
Σphf ’s unique responses extractor

w Ð Σphf .URExt
`

rx
pi0q

phf , rτ pi0q, rτ pi1q
˘

on input of statement rx
pi0q

phf “ rx
pi1q

phf and transcripts rτ pi0q, rτ pi1q. The game obtains w and aborts if wG “ V
or if w “ pα, β, ν, ρ, r$,µq with pν, ρ, r$,µq ‰ 0.

By Remark 7.7 and since Σphf has relaxed unique responses for relation rRphf , we have prx
pi0q

phf ,wq P rRphf .

By definition of rRphf , we have that Φ
rT

pi0q

$

phf pwq “ 0 and w ‰ 0 or otherwise, we obtain wG “ V . We give a
reduction Brel-dl to the Rel-DL assumption to upper bound the abort probability. The reduction obtains as
input G and N :“ n ¨ Qpb ` 1 group elements Y P GN . It simulates the game GX.2 to A, except for the
following modifications:

‚ It sets V “ Y1 in the public parameters pp during setup. (If V “ 0, it outputs β “ p1,0q as its non-trivial
Rel-DL solution.)

‚ On the jth query to Hpb, it sets U “ pU0, Y1`pj´1q¨n`1, . . . , Y1`j¨nq for random U0 Ð$ G.

Clearly, the simulation is perfect (except if V “ 0 which is handled explicitly). If the abort event introduced

in GX.3 occurs, we have that wG “ V or Φ
rT

pi0q

$

phf pwq “ 0. Furthermore, by definition of Φ
rT

pi0q

$

phf , we have that

0 “

»

—

—

–

νG ` r$V
νV `

ř

iPrns µip2
i´1Gq

ρV `
ř

iPrns µiUi

α rT
pi0q

$ ` βV

fi

ffi

ffi

fl

T

By the abort conditions, we have wG “ V or pν, ρ, r$,µq ‰ 0. In any case, adversary Brel-dl may compute a
non-zero β such that β0G `

ř

iPrNs βiYi “ 0. We therefore obtain∣∣PrrGA
X.2 ñ 1s ´ PrrGA

X.3 ñ 1s
∣∣ ď Advrel-dlGGen,N pBrel-dl, λq .

Remark 7.8. If A is successful in GX.3, it must hold that w “ pα, β, ν, ρ, r$,µq with pα, βq ‰ 0 and αT
pi0q

$ `

βV “ 0.

Proof. This is a consequence of the above discussions. In particular, the abort event introduced in GX.3

excludes that wG “ V . Thus, we have that Φ
rT

pi0q

$

phf pwq “ 0 since Σphf has relaxed unique responses for rRphf .
Note that w “ pα, β, ν, ρ, r$,µq ‰ 0. We further exclude that pν, ρ, r$,µq ‰ 0. Therefore, it must hold that
pα, βq ‰ 0.

Note that since T
pi0q

$ is adversarially-chosen, the representation pα, βq does not yet constitute a solution

for a hard DL relation. We therefore aim to find a more controlled representation of T
pi0q

$ by rewinding. Since
we may also extract a DL of X due to the OR-proof structure, we must first simulate Σdl while ensuring

that the to-be-extracted representation of T
pi0q

$ remains useful.

Game GX.4 (Set up U to prepare Σphf simulation): The game sets up the outputs U in Hpb via
PHF.NonZeroGen. That is, on every Hpb query info, the game samples pU , tdinfoq Ð$ PHF.NonZeroGenp1λ, G, V q

with tdinfo “ painfo, binfoq. The game keeps track of the trapdoors tdinfo for every input info. Note that in GX.3,
the Hpb outputs U are distributed at random which is exactly the distribution of K Ð PHF.Genp1λq. By the
well-distributed keys property (cf. Lemma 3.12), we have that

PrrGA
X.3 ñ 1s “ PrrGA

X.4 ñ 1s .
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Game GX.5 (Simulate Σdl and compute Σphf honestly): The game computes all nonces as Aos,j Ð$

Σos.Initpxos,wosq directly after sampling its secret key. Then, it employs the nonce Aos,j in the jth signing
session. Also, it parses Aos,j “ rj,0G ` rj,1H and sets

rj :“ rj,0 ` h ¨ rj,1 P Zp ,

where H “ hG. It decomposes rj “
ř

iPrns µj,i2
i´1 in binary, where µj,i P t0, 1u, and denotes µj “

pµj,1, . . . , µj,nq. Furthermore, in the jth signing session for j P rQSs, the game computes the values pT$,j , e$,jq

and the Σdl and Σphf transcripts pAdl,j , cdl,j , zdl,jq and pAphf,j , cphf,j , zphf,jq as in ExpPHF (cf. Figure 11).
Observe that by construction, we have Aos,j “

ř

iPrns µj,ip2
i´1Gq. Also, due to the changes in GX.4 and

by the well-distributed logarithms property (cf. Lemma 3.12), we have ej “ a0 `
ř

iPrns µj,iainfo,i ‰ 0.
Therefore, the conditions for Lemma 7.1 are satisfied and since in GX.4, the jth signing session is

distributed as in ExpDL, we have
PrrGA

X.4 ñ 1s “ PrrGA
X.5 ñ 1s .

We are now ready to reduce A winning in GX.5 to the Rel-DL assumption. For this, observe that

if we obtain a representation T
pi0q

$ “ ρ˚V ` U0 `
ř

iPrns µ
˚
i Ui with µ˚ P t0, 1un, then we have rT

pi0q

$ “

eG` pf ` ρ˚qV , where e ‰ 0 and pe, fq “ PHF.TrapEvalptdinfo˚ ,µ˚q. By Remark 7.8, we also have pα, βq ‰ 0

with α rT
pi0q

$ ` βV “ 0. Thus, αe ‰ 0 and we obtain

αpeG ` pf ` ρ˚qV q ` βV “ 0 ,

and therefore v “ ´ αe
β`αpf`ρ˚q

is the DL of V . Below, we describe how to derive the desired representation

of T
pi0q

$ (or compute the DL of V directly) via rewinding.

Reduction to DL.As described above, we exhibit an adversary Bdl on the DL assumption with advantage
roughly that ofA inGX.5 (albeit a polynomial loss due to rewinding). First, we describe a wrapperWSameQuery

that simulates GX.5 to A, taking as input a DL challenge G,Y and challenge vector c “ pc1, . . . , cQH
q P

pZˆ
p qQH .

Wrapper WSameQueryppG, Y q, cq: On inputG, Y P G and c “ pc1, . . . , cQH
q P pZˆ

p qQH , the wrapperWSameQuery

simulates GX.5 to A as above, except for the following changes:
‚ The wrapper sets par :“ pn,G,H, ckped, V q, where V :“ Y ; the other values are sampled as in GX.5.
‚ The wrapper sets X :“ Y ` x1G and sk “ pw,K, pkq, where x1 Ð$ Zp.
‚ On the ith query to H, the wrapper outputs prcos,i, ciq for rcos,i Ð$ Zp.

If A does not succeed, according to the winning conditions in GX.5, the wrapper outputs pK,Kq. Else,
denote by I P rQHs the index of the hash query

hqrypi0q
“ pxos,xdl, rx

pi0q

phf ,
rApi0q
os , rA

pi0q

dl , rA
pi0q

phf ,x
pi0q

sle , π
pi0q

sle ,msgpi0qq

associated to the i0th message-signature pair pmsgpi0q, rσpi0qq. Further, let

aux :“ phqrypi0q,xdl, rx
pi0q

phf , rσpi0q, tdinfo˚ , α, βq ,

where pα, βq is defined as in GX.3. The wrapper outputs pI, auxq.

Note that WSameQuery simulates GX.5 perfectly in the view of A, and we obtain

acc “ PrrI ‰ K | pI, auxq Ð$ WSameQuerypG, Y, cqs “ PrrGA
X.5 ñ 1s . (14)

The reduction Bdl proceeds as follows. Given challenge G, Y from the DL game, it outputs y :“ 0 if Y “ 0.

Otherwise, it runs pb, paux, aux1, aux2qq Ð$ Fork
WSameQuery

3 pG, Y q. If b “ 1, aux “ phqry,xdl, rxphf , rσ, td, α, βq,
aux1 “ phqry1,xdl, rxphf , rσ1, td1, α1, β1q, and aux2 “ phqry2,xdl, rxphf , rσ2, td2, α2, β2q. Further, Bdl parses

rσ “ pC$, rA$, rT$, re$, Crnd, πsle, rτos, rτdl, rτphfq ,

rσ1 “ pC$, rA$, rT$, re$, Crnd, πsle, rτ 1
os, rτ 1

dl, rτ 1
phfq ,

rσ2 “ pC$, rA$, rT$, re$, Crnd, πsle, rτ2
os, rτ2

dl, rτ2
phfq .
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Let xdl “ pG,Xq and xphf “ pG,V,U , C$, rA$, rT$, re$q. Next, Bdl parses rτphf “ pAphf , cphf , zphfq, rτ 1
phf “

pAphf , c
1
phf , z

1
phfq, rτ2

phf “ pAphf , c
2
phf , z

2
phfq, and similarly rτdl “ pAdl, cdl, zdlq, rτ 1

dl “ pAdl, c
1
dl, z

1
dlq, and rτ2

dl “

pAdl, c
2
dl, z

2
dlq. Furthermore, parse pcos, cq “ Hphqryq with c “ cphf ¨ cdl, pc1

os, c
1q “ Hphqry1

q with c1 “ c1
phf ¨ c1

dl,

and pc2
os, c

2q “ Hphqry2
q with c2 “ c2

phf ¨c2
dl in the first, second, and third run of WSameQuery, respectively. Note

that if b “ 1, then parsing as above succeeds and we have |tc, c1, c2u| “ 3 by the properties of the forking
algorithm Fork3 (cf. Figure 3). Therefore, we have two cases:

Same DL challenges: Assume we have cdl “ c1
dl “ c2

dl, then cphf , c
1
phf and c2

phf are pairwise distinct. In this
case, the reduction Bdl employs the 3-special soundness extractor of Σphf to extract a witness wphf such

that pxphf ,wphfq P pRphf “ tpx,wq | px,wq P Rphfu Y tpx “ pG,V q,wq | wG “ V u. If wphfG “ V , then
the reduction outputs y :“ wphf . Else, it parses wphf “ pα˚, β˚, ν˚, ρ˚, r˚

$ ,µ
˚q. By definition of Rphf (cf.

Equation (5)), we have that rT$ “ ρ˚V ` U0 `
ř

iPrns µiUi. Since pU , tdq P PHF.NonZeroGenp1λ, G, V q

and µ˚ P t0, 1un, we have rT$ “ eG ` pf ` ρ˚qV with e ‰ 0 and pe, fq “ PHF.TrapEvalptd,µ˚q (cf.

Lemma 3.12). By Remark 7.8, we also have pα, βq ‰ 0 with α rT$ ` βV “ 0. The reduction outputs
y :“ ´ αe

β`αpf`ρ˚q
. Since the above yields αpeG ` pf ` ρ˚qV q ` βV “ 0 with αe ‰ 0, we have yG “ Y .

Distinct DL challenges: If otherwise |tcdl, c1
dl, c

2
dlu| ě 2, then Bdl employs the 2-special soundness extractor

of Σdl to extract a witness x for pG,Xq from the corresponding Σdl transcripts. Since X “ Y ` x1G, the
reduction outputs y :“ x ´ x1.

By the above discussion, the output of y Ð$ BdlpG, Y q satisfies yG “ Y if b “ 1. Thus, we have

Prrb “ 1s ď AdvdlGGenpBdl, λq .

Also, by the forking lemma (cf. Lemma 3.21) we have that

acc ď
3

d

32Q2
H ¨

ˆ

Prrb “ 1s `
1

p ´ 1

˙

`
4QH

p ´ 1
.

Together with Equation (14) and the above, this yields

PrrGA
X.5 ñ 1s ď

3

d

32Q2
H ¨

ˆ

AdvdlGGenpBdl, λq `
1

p ´ 1

˙

`
4QH

p ´ 1
.

Bounding DistChal.To bound the probability that DistChal occurs, we introduce some intermediate games
GY.i.
Game GY.0 (G1 with winning condition as DistChal): This game is identical to G1 except that A wins
if and only if DistChal occurs. We have

PrrDistChals “ PrrGA
Y.0 ñ 1s .

Game GY.1 (Setup H “ hG with known discrete logarithm): The game samples h Ð$ Zp and sets
H “ hG instead of sampling H Ð$ G. We have

PrrGA
Y.0 ñ 1s “ PrrGA

Y.1 ñ 1s .

Game GY.2 (Setup U to prepare Σphf simulation): The game sets up the outputs U in Hpb via
PHF.NonZeroGen. That is, on every Hpb query info, the game samples pU , tdinfoq Ð$ PHF.NonZeroGenp1λ, G, V q

with tdinfo “ painfo, binfoq. The game keeps track of the trapdoors tdinfo for every input info. Note that in GY.1,
the Hpb outputs U are distributed at random which is exactly the distribution of K Ð PHF.Genp1λq. By the
well-distributed keys property (cf. Lemma 3.12), we have that

PrrGA
Y.1 ñ 1s “ PrrGA

Y.2 ñ 1s .
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Game GY.3 (Simulate Σdl and compute Σphf honestly): The game computes all nonces as Aos,j Ð$

Σos.Initpxos,wosq directly after sampling its secret key. Then, it employs the nonce Aos,j in the jth signing
session. Also, it parses Aos,j “ rj,0G ` rj,1H and sets

rj :“ rj,0 ` h ¨ rj,1 P Zp ,

where H “ hG. It decomposes rj “
ř

iPrns µj,i2
i´1 in binary, where µj,i P t0, 1u, and denotes µj “

pµj,1, . . . , µj,nq. Furthermore, in the jth signing session for j P rQSs, the game computes the values pT$,j , e$,jq

and the Σdl and Σphf transcripts pAdl,j , cdl,j , zdl,jq and pAphf,j , cphf,j , zphf,jq as in ExpPHF (cf. Figure 11).
Observe that by construction, we have Aos,j “

ř

iPrns µj,ip2
i´1Gq. Also, due to the changes in GY.2 and

by the well-distributed logarithms property (cf. Lemma 3.12), we have ej “ ainfo,0 `
ř

iPrns µj,iainfo,i ‰ 0.
Therefore, the conditions for Lemma 7.1 are satisfied and since in GY.2, the jth signing session is dis-

tributed as in ExpDL, we have
PrrGA

Y.2 ñ 1s “ PrrGA
Y.3 ñ 1s .

We are now ready to give a reduction Bdl to upper bound the advantage of A in GY.3 as the game never
makes use of the DL x of X except when sampling X during setup. The reduction Bdl obtains a DL challenge
Y and sets pk “ pW,Xq, where W “ w0G ` w1H is sampled as in GY.3 and X “ Y . It then sends pk to
A and simulates the random oracles H, Hpb and the signing oracles as in GY.3. Finally, when A outputs its
signatures and if event DistChal occurs, the reduction runs the 2-special soundness extractor Σdl.Ext on input

the Σdl transcripts from the i0th and i1th signature. That is, it sets wdl Ð Σdl.ExtpX, τ
pi0q

dl , τ
pi1q

dl q. Finally,
Bdl outputs wdl.

As the event DistChal occurs, we have rcpi0q ‰ rcpi1q. Therefore, by 2-special soundness of Σdl, we have
wdlG “ X. Since X “ Y , we have

PrrGA
Y.3 ñ 1s ď AdvdlGGenpBdl, λq .

7.5 Proof of Lemma 7.5 (Reducing to AOMPR from Nonce Collision)

We consider an adversary A as in Section 7 on G2, except that the winning condition is changed to NonceColl
occurring. Let i0 ă i1 denote the lexicographically smallest pair of integers pi0, i1q that satisfy the conditions

of NonceColl, i.e., with A
pi0q
os “ A

pi1q
os . We stick to the same notations as in Section 7 and consider the following

sequence of games GA.k for k P r0, 2s. Then, we will show that the probability that A wins in GA.2 is bounded
by the probability that some reduction B wins in the DL game.
Game GA.0 (G2 with winning condition as NonceColl): This game is identical to G2 except that the
adversary now only wins if NonceColl occurs at the end of the game. We can see that

PrGA
2

rNonceColls “ PrrGA
A.0 ñ 1s .

Game GA.1 (Abort if “extracted unblinded challenges” are equal): This game introduces an abort
at the end of the game if for the two forgeries i0 and i1 and the extracted witnesses

w
pi0q

sle “ pνpi0q, r
pi0q

$ ,αpi0q
os , γpi0q

os , r
pi0q

rnd q ,w
pi1q

sle “ pνpi1q, r
pi1q

$ ,αpi1q
os , γpi1q

os , r
pi1q

rnd q ,

we have that
rcpi0q
os ´ γpi0q

os “ rcpi1q
os ´ γpi1q

os .

Intuitively, this bad event implies that the unblinded challenges (according to Σos.BlindChal) for these forg-
eries are identical. This would make our final reduction fail to extract the underlying DL. Also, we note that
the winning condition of A in this game is efficiently checkable, since we can extract the underlying blinding
factors via the straightline extractor of Πsle.

We will now argue the advantage change of A from GA.0. First, recall that in G1, the game runs the
extractor for Πsle on all H queries made by A such that the proof πsle as part of the query can be verified.
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Game AOMPRA
GGen,Φos

pλq:

1 : pG, p, Gq Ð$ GGenp1
λ

q ;H Ð$ G
2 : cid Ð 0 ; Q Ð 0

3 : paros Ð pG, p, G,Hq

4 : pyiqiPrcids Ð$ AChal,PI
pparosq

5 : if Q ě cid then return 0

6 : return @i P rcids : Φ
paros
os pxiq “ Φ

paros
os pyiq

Oracle Chalpq :

1 : cid Ð cid ` 1

2 : xcid Ð$ Z2
p

3 : return Φ
paros
os pxcidq

Oracle PIpa P Z2
p, pbi P ZpqiPrcidsq :

1 : Q Ð Q ` 1

2 : return a `
řcid

i“1 bixi

Fig. 12. Algebraic One-More Preimage Resistance game for Φ
paros
os .

Thus, for each query hqry containing a statement xsle and πsle, the game can extract a witness wsle such that
pxsle,wsleq P Rsle.

Then, observe that the probability that the introduced abort occurs is bounded by the probability of the
event Bad defined as: there exist two distinct H queries, denoted hqry and hqry1, of the form

hqry “ pxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq ,

hqry1
“ px1

os,x
1
dl, rx

1
phf ,

rA1
os,

rA1
dl,

rA1
phf ,x

1
sle, π

1
sle,msg1q ,

such that (a) both πsle and π1
sle pass the verification, (b) for the outputs prcos,rcorq Ð Hphqryq and prc1

os,rc1
orq Ð

Hphqry1
q, and the extracted wsle “ pν, r$,α, γos, rrndq and w1

sle “ pν1, r1
$,α

1, γ1
os, r

1
rndq are such that

rcos ´ γos “ rc1
os ´ γ1

os .

This upper bound follows because the corresponding H queries for the forgeries are also of this type and that
the H queries corresponding to the i0-th and i1-th forgeries are distinct due to the change in G2, ruling out
the SameQuery bad event.

We can then bound PrrBads via the union bound over all pairs of H queries and for each of those pairs,
we have that the probability of the event occurring is at most 1{p. To see this, assume hqry was made
before hqry1 and observe that at the time of the query hqry1, rcos, γos and γ1

os are already determined since the
extractor is deterministic. Hence, with the randomness of sampling rc1

os that satisfies the equation, we have
that this event only occurs with probability 1{p. Finally, via the union bound,

PrrGA
A.0 ñ 1s ď PrrGA

A.1 ñ 1s ` PrrBads ď PrrGA
A.1 ñ 1s `

Q2
H

p
.

Bounding advantage of A in GA.1.We will bound the advantage of A via a reduction to an intermediate
assumption, named Algebraic One-More Preimage Resistance (AOMPR), introduced in [TZ23]. We first recall
the AOMPR assumption with respect to the linear map Φ

paros
os . The AOMPR game is defined in Figure 12

and its corresponding advantage for any adversary A is defined as

Advaompr
GGen,Φos

pA, λq :“ PrrAOMPRA
GGen,Φos

pA, λqs .

The following theorem showed that for the linear map Φ
paros
os , the AOMPR assumption is secure assuming

the DL assumption on GGen. Hence, we only need to show a reduction B to AOMPR instead of a direct
reduction to DL.

Theorem 7.9 ([TZ23, Theorem 1] adapted for Φ
paros
os ). Let GGen be a group generator outputting

groups of prime-order p “ ppλq. For any adversary A in AOMPR game, running in time TA “ TApλq and
making at most Q “ Qpλq queries to Chal, there exists an adversary B running in time TB « TA such that
Advaompr

GGen,Φos
pA, λq ď 2 ¨ AdvdlGGenpB, λq.

Now, to complete the proof, we will rely on the following lemma.
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Lemma 7.10. There exists an adversary B in the AOMPR game, running in time roughly that of A, making
QS1 ` 1 and QS1 queries to the oracles Chal,PI, respectively, such that PrrGA

A.1 ñ 1s ď Advaompr
GGen,Φos

pB, λq.

We prove the above lemma below. However, note that combining Theorem 7.9 and Lemma 7.10, concludes
the proof as there exists an adversary B such that

PrrGA
A.1 ñ 1s ď 2 ¨ AdvdlGGenpB, λq .[\

Proof (of Lemma 7.10). Now, we give the adversary B playing the AOMPR game and running A which
takes as input pG, p,G,Hq, has access to the oracles Chal,PI, and does the following:

Setting up pp and pk. Run the BSphf .Setupp1λq except that pG, p,G,Hq are taken from B’s input. Run
BSphf .KeyGenpppq to generate psk, pkq except that w is not sampled and W Ð$ Chalpq is generated via
querying Chal instead.

Answering oracle queries. For each of the oracles S1,S2,H,Hpb,Hsle, B simulates them as follows:
‚ Random oracles Hpb,Hsle: Simulate via lazy sampling and also keep track of the queries QHsle

of
Hsle queries for the use of the extractor.

‚ Random oracle H. On the query hqry that can be parsed to the format

hqry “ pxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq ,

check if Πsle.Ver
H
slepxsle, πsleq “ 1. If so, run the extractor w

phqryq

sle :“ ExtpQHsle
,xsle, πsleq. Otherwise, do

nothing. Then, perform lazy sampling for the output of this hash query as normal.
‚ First signing oracle S1. Increment the session counter cnt. Keep track of infocnt. Run BSphf .Sign1
as in Figure 9 except for the lines (2,3), where B instead makes a query Aos,cnt Ð$ Chalpq instead.
Also, keep track of the state generated from the algorithm except for the state of Σos. Note that
other operations can still be done since B sets up the rest of the public and secret keys (not including
W ) honestly.

‚ Second signing oracle S2. On query psid P rcnts, umsgsid “ pcos,sid, cor,sidqq and if sid has not been
queried to S2 before, run BSphf .Sign2 as in Figure 9 to compute the responses except for Line 3.
To compute zos, B makes a query zos,sid Ð PIp0, pβiqiPr0,cntsq where β0 “ cos,sid and βi “ 0 for all
i P rcnts except for βsid “ 1. Return pcphf , zos,sid, zphf , zdlq.

Breaking AOMPR using the forgeries. After the adversary outputs the forgeries tmsgpiq, rσpiquiPrℓs, B
checks first that A wins in GA.1, i.e., (1) NonceColl occurs and (2) the abort introduced in GA.1 does
not occur. Then, B does the following step-by-step to extract the preimages for pW,Aos,1, . . . , Aos,cntq:

(a) Preimage of W . First, we will use the fact that A
pi0q
os “ A

pi1q
os and that rc

pi0q
os ´ γ

pi0q
os ‰ rc

pi1q
os ´ γ

pi1q
os

(due to the abort introduced in GA.1). For i P ti0, i1u, let c
piq
os :“ rc

piq
os ´ γ

piq
os and z

piq
os :“ rzpiq

os ´ α
piq
os .

Then, compute

w “
z

pi0q
os ´ z

pi1q
os

c
pi0q
os ´ c

pi1q
os

.

(b) Preimage of Aos,sid where sid is closed. For sid P rcnts that was queried to S2, using the extracted
w from the above, compute ros,sid :“ zos,sid ´ cos,sid ¨ w.

(c) Preimage of Aos,sid where sid is not closed. For sid P rcnts that was not queried to S2, compute
ros,sid Ð PIp0,esid`1q where ei P Zcnt`1

p is an all-zero vector except for the i-th position.
Then, return pw, ros,1, . . . , ros,cntq.

We will see that the view of A is exactly identical to its view in GA.1. First, all the public parameters, the
public keys except for W , and the oracles except for S1,S2 are simulated identically to GA.1. For W , it is
still generated in the same way as Chal simply samples x0 Ð$ Z2

p and returns Φ
paros
os pxq. Similarly, the nonces

Aos,i computed in S1 have the same distribution with an underlying randomness xi. Finally, the responses
zos,i are also computed as xi ` cos ¨ x0. Therefore, the view of A remains identical to its view in GA.1.

Now, we argue that if A succeeds in GA.1, B also succeeds in the AOMPR game. First, we can see that the
PI query count of B is always less than the number of Chal queries as it makes one extra query to generate
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W . Now, we will argue the correctness for each extraction. For preimages of type (c), they are guaranteed to
be preimages of Aos,sid due to how PI is defined. For preimage of type (b), if w is a preimage of W , then by
how PI is defined zos,sid is a preimage of Aos,sid ` cos,sidW , meaning the extracted ros,sid “ zos,sid ´ cos,sidw
is a preimage of Aos,sid.

Finally, for (a) preimage w of W , recall that since the extracted witnesses w
pi0q

sle and w
pi1q

sle are valid wit-

nesses for the relationRsle in Equation (11), we know that for i P ti0, i1u withw
piq
sle “ pνpiq, r

piq
$ ,α

piq
os , γ

piq
os , r

piq
rndq:

rApiq
os “ Σos.BlindNoncepxos, A

piq
os ; rst

piq
“ pαpiq

os , γ
piq
os qq .

Then, via Lemma 7.2, we can efficiently compute pc
piq
os , z

piq
os q from rτ

piq
os and pα

piq
os , γ

piq
os q, such that pA

piq
os , c

piq
os , z

piq
os q

is a valid transcript for xos “ pG,H,W q.

Then, because A
pi0q
os “ A

pi1q
os and pA

piq
os , c

piq
os , z

piq
os q for i P ti0, i1u are valid transcripts for xos, we have that

Φparos
os pzpi0q

os q ´ cpi0q
os ¨ W “ Φparos

os pzpi1q
os q ´ cpi1q

os ¨ W

Φparos
os pzpi0q

os ´ zpi1q
os q “ pcpi0q

os ´ cpi1q
os q ¨ W

W “ Φparos
os

˜

z
pi0q
os ´ z

pi1q
os

c
pi0q
os ´ c

pi1q
os

¸

“ Φparos
os pwq .

This proves that w is a preimage of W . Therefore, B wins in AOMPR game if A wins in GA.1, and we can
conclude that

PrrGA
A.1 ñ 1s ď Advaompr

GGen,Φos
pB, λq .[\

7.6 Proof of Lemma 7.6 (Extracting DL from Distinct Nonces)

We consider an adversary A as in Section 7 on G2, except that the winning condition is changed to NonceDist
occurring. Denote by Jinfo˚ the indices of signing sessions whose common message is info˚. Note that by
assumption, we have |Jinfo˚ | “ ℓ ´ 1. Let i˚ denote the lexicographically smallest index i˚ P rℓs such that

Api˚
q

os R tpAos,jq | j P Jinfo˚ u .

That is, the nonce A
pi˚

q
os is distinct from all the nonces Aos,j sampled by the game in the signing oracles

when the common message is info˚. Note that A
pi˚

q
os is well-defined by the pigeon-hole principle.

Game GB.0 (G2 with winning condition NonceDist): This game is identical to G2 except that the
winning condition is now that NonceDist occurs. We have that

PrGA
2

rNonceDists “ PrrGA
B.0 ñ 1s .

Game GB.1 (Setup H “ hG with known discrete logarithm): The game samples h Ð$ Zp and sets
H “ hG instead of sampling H Ð$ G. We have

PrrGA
B.0 ñ 1s “ PrrGA

B.1 ñ 1s .

Game GB.2 (Guess Hpb query of info˚): Now, the game samples an index i˚
pb Ð$ rQpbs at random at the

beginning of the game. Further, when A outputs its signatures at the end, the game aborts if info˚
‰ infoi˚

pb
,

where infoi˚
pb

is the input to the i˚
pbth Hpb query. Note that such a query must exist since also the game’s

queries are counted towards Qpb. Since the game’s simulation is independent of i˚
pb, we obtain

PrrGA
B.1 ñ 1s ď Qpb ¨ PrrGA

B.2 ñ 1s .

Note that the game learns info˚ at the latest in the first call to S1 with common message info˚. In the
following, we refer to such sessions as sessions with info˚.
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Game GB.3 (Setup U to prepare Σphf simulation): The game sets up the values U when simulating
Hpb depending on whether the input is equal to info˚. For input info “ info˚, it samples U via PHF.TrapGen.
For input info ‰ info˚, it samples U with PHF.NonZeroGen instead. This setup enables the game to compute
a valid Σphf witness in all signing sessions (with sufficient probability). In more detail, for every Hpb query
with fresh input info, the game proceeds as follows.

Case info “ info˚: It samples pU , tdinfo˚ q Ð$ PHF.TrapGenp1λ, G, V q with tdinfo˚ “ painfo˚ , binfo˚ q and out-
putsU . For TrapGen, set the parameters ℓ “ n (here, ℓ denotes the input length in the TrapGen definition),
q “ QS (assuming that QS ě 1), and J “ rq2cs.

Case info ‰ info˚: It samples pU , tdinfoq Ð$ PHF.NonZeroGenp1λ, G, V q with tdinfo “ painfo, binfoq and outputs
U .

Furthermore, the game stores tdinfo “ painfo, binfoq for later (in both cases).
Under the well-distributed keys property of PHF with both setups (cf. Theorem 3.11 and Lemma 3.12),

we have
PrrGA

B.2 ñ 1s “ PrrGA
B.3 ñ 1s .

Game GB.4 (Abort if event BadEval occurs): The game samples the nonces Aos,j for Σos sampled in
oracle S1 at the beginning of the game and introduces additional abort events. That is, the game samples
Aos,j Ð$ Σos.Initpxos,wosq directly after sampling its secret key. It employs the nonce Aos,j in the jth signing
session. Also, it parses Aos,j “ rj,0G ` rj,1H and sets

rj :“ rj,0 ` h ¨ rj,1 P Zp ,

where H “ hG and decomposes rj “
ř

iPrns µj,i2
i´1 in binary, where µj,i P t0, 1u. Note that we use represen-

tatives µ P r0, p ´ 1s, therefore this is possible by definition of n “ rlog ps. We denote µj “ pµj,1, . . . , µj,nq.
The game aborts in the jth invocation of S1 if aj “ 0 mod p for paj , bjq Ð PHF.TrapEvalptdinfo,µjq, where
info is the corresponding common message.

When A outputs its signatures, the game computes the DL rpi˚
q of A

pi˚
q

os “ rpi˚
qG via the DL h of H, the

Σos transcript p rA
pi˚

q
os ,rc

pi˚
q

os , rz
pi˚

q
os q and the blinding factors pαpi˚

q, γ
pi˚

q
os q extracted from π

pi˚
q

sle as in Lemma 7.2.

Note that rpi˚
q P Zp has at most two possible bit decompositions with n bits modulo p. To be precise, the

representative rpi˚
q P r0, p ´ 1s has bit decomposition rpi˚

q “
ř

iPrns µ
˚
0,i2

i´1 and if rpi˚
q ` p ă 2n, then

also rpi˚
q ` p “

ř

iPrns µ
˚
1,i2

i´1. Note that since 2p ą 2rlog ps “ 2n, these are all possible bit decompositions

µ P t0, 1un such that rpi˚
q “

ř

iPrns µi2
i´1 mod p. Denote µ˚

0 “ pµ0,1, . . . , µ0,nq and µ˚
1 “ pµ1,1, . . . , µ1,nq

(if the second decomposition exists). The game aborts if a˚
0 ‰ 0 for pa˚

0 , b
˚
0 q Ð PHF.TrapEvalptdinfo˚ ,µ˚

0 q. If
the second decomposition exists, the game also aborts if a˚

1 ‰ 0 for pa˚
1 , b

˚
1 q Ð PHF.TrapEvalptdinfo˚ ,µ˚

1 q.
Denote by BadEval the event that the aborts introduced in GB.4 occur. The following lemma then bounds

the success probability ofA inGB.4. Intuitively, the proof follows from p0, QS, 1q-PHF property (Lemma 3.12)
and p2, QS, δq-PHF property (Theorem 3.11) of PHF, and we give the formal proof in Section 7.7.

Lemma 7.11. Let δ “ d
Q2

Spn`1q
and p ą pn ` 1qrQ2

Scs ` 1 with c, d as defined in Theorem 3.11. Then

PrrGA
B.3 ñ 1s ď 1{δ ¨ PrrGA

B.4 ñ 1s .

Remark 7.12. Let rpi˚
qG “ A

pi˚
q

os and rjG “ Aos,j for j P rQSs be as above. If A wins and BadEval does not
occur, then the following properties hold.

‚ We have aj ‰ 0 mod p in the jth signing session with common message info, where we denote paj , bjq “

PHF.TrapEvalptdinfo,µjq and rj “
ř

iPrns µj,i2
i´1. Note that this holds for any session with arbitrary

common message info.
‚ We have a˚

0 “ 0, where pa˚
0 , b

˚
0 q “ PHF.TrapEvalptdinfo˚ ,µ˚

0 q and rpi˚
q “

ř

iPrns µ
˚
0,i2

i´1.

‚ If rpi˚
q `p ă 2n, then also a˚

1 “ 0 for pa˚
1 , b

˚
1 q “ PHF.TrapEvalptdinfo˚ ,µ˚

1 q and rpi˚
q `p “

ř

iPrns µ
˚
1,i2

i´1.
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Game GB.5 (Simulate Σdl and compute Σphf honestly): The game simulates the values pT$,j , e$,jq and
the Σdl and Σphf transcripts pAdl,j , cdl,j , zdl,jq and pAphf,j , cphf,j , zphf,jq in the jth signing session for j P rQSs

as in ExpPHF using an appropriate witness for Σphf .
Note that by Remark 7.12, the conditions for Lemma 7.1 are met and since in GB.4, the jth signing

session is distributed as in ExpDL, we have

PrrGA
B.4 ñ 1s “ PrrGA

B.5 ñ 1s .

Note that as a consequence, the game never makes use of the DL x of X. Below, we show how to use
an adversary on GB.5 to break the DL assumption. The intuition is that a successful adversary A on GB.5

must provide a proof for non-zero evaluation of the PHF (in the exponent) in the form of a Σphf transcript

rτ
pi˚

q

phf “ p rA
pi˚

q

phf ,rc
pi˚

q

phf , rz
pi˚

q

phf q, while the abort event BadEval ensures that the PHF evaluation of the adversary’s
forgery must evaluate to zero. Note that this is only computationally guaranteed under the DL assumption,
as we formalize below.

Reduction to DL.We show that a successful adversary on GB.5 can be used to break the DL assumption
via a forking argument. First, let us define a wrapper WNonceDist that simulates the game GB.5 to A, taking
as input a DL challenge pG,Y q and challenges c.

Wrapper WNonceDistppG, Y q, cq: On input G,Y P G and c “ pc1, . . . , cQH
q P pZˆ

p qQH , the wrapper WNonceDist

simulates GB.5 to A as above, except for the following changes:
‚ The wrapper sets par :“ pn,G,H, ckped, V q, where V :“ Y , ckped “ pG1, G2, G3, V q and n “ rlog2 ps.
Note that H “ hG with h Ð$ Zp.

‚ The wrapper sets pk “ pW “ w0G ` w1H,Xq with X :“ Y ` x1G, and sk “ pw “ pw0, w1q,K, pkq.
Here, x1 Ð$ Zp.

‚ On the ith query to H, the wrapper outputs prcos,i, ciq for rcos,i Ð$ Zp.
If A does not succeed, according to the winning conditions in GB.5, the wrapper outputs pK,Kq. Else,
denote by I P rQHs the index of the hash query

hqrypi˚
q

“ pxos,xdl, rx
pi˚

q

phf , rApi˚
q

os , rA
pi˚

q

dl , rA
pi˚

q

phf ,x
pi˚

q

sle , π
pi˚

q

sle ,msgpi˚
qq

associated to the i˚th message-signature pair pmsgpi˚
q, rσpi˚

qq. Further, let

aux :“ pxdl, rx
pi˚

q

phf , rσpi˚
q, tdinfo˚ , Api˚

q
os , rpi˚

q, νpi˚
q, r

pi˚
q

$ q .

The wrapper outputs pI, auxq.

Note that the wrapper simulates GB.5 perfectly in the view of A. Therefore, we have

acc :“ PrrI ‰ K | pI, auxq Ð$ WA
NonceDistppG, Y q, cqs “ PrrGA

B.5 ñ 1s ,

where Y Ð$ G and c Ð$ pZˆ
p qQH .

Remark 7.13. Also, we note that the wrapper introduces additional running time due to the simulation of
the PHF using the trapdoor generated keys. This also affects the following reduction’s running time. In
particular, running TrapEval takes time linear in J “ OpnQ2

Sq. For simplicity, we ignore this overhead in the
running time calculation in the theorem statement as it is polynomial in QS which is upper bounded by TA.

The reduction Bdl proceeds as follows. Given challenge pG, Y q, it outputs y :“ 0 if Y “ 0. Else, it runs

pb, paux, aux1, aux2qq Ð$ ForkWNonceDist
3 pG, Y q .

If b “ 1, then Bdl parses aux “ pxdl, rxphf , rσ, td, Aos, r, ν, r$q, aux “ pxdl, rxphf , rσ1, td1, Aos, r, ν, r$q, and aux2 “

pxdl, rxphf , rσ2, td2, Aos, r, ν, r$q. Further, Bdl parses

rσ “ pC$, rA$, rT$, re$, Crnd, πsle, rτos, rτdl, rτphfq ,

rσ1 “ pC$, rA$, rT$, re$, Crnd, πsle, rτ 1
os, rτ 1

dl, rτ 1
phfq ,

rσ2 “ pC$, rA$, rT$, re$, Crnd, πsle, rτ2
os, rτ2

dl, rτ2
phfq .
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Let xdl “ pG,Xq and xphf “ pG,V,U , C$, rA$, rT$, re$q. Next, Bdl parses rτphf “ pAphf , cphf , zphfq, rτ 1
phf “

pAphf , c
1
phf , z

1
phfq, rτ2

phf “ pAphf , c
2
phf , z

2
phfq, and similarly rτdl “ pAdl, cdl, zdlq, rτ 1

dl “ pAdl, c
1
dl, z

1
dlq, rτ2

dl “ pAdl, c
2
dl, z

2
dlq.

Note that by the properties of the forking algorithm Fork3, the parsing steps succeed if b “ 1.

If |tcdl, c1
dl, c

2
dlu| ě 2, then Bdl employs the 2-special soundness extractor of Σdl to extract a witness x for

pG,Xq from the corresponding Σdl transcripts. The reduction Bdl outputs y :“ x ´ x1 which constitutes a
DL response since X “ Y ` x1G.

Else, it must hold that cphf , c
1
phf and c2

phf are pairwise distinct.
21 Thus, in this case Bdl invokes the 3-special

soundness extractor of Σphf on input prxphf , rτphf , rτ 1
phf , rτ2

phfq to extract a witness wphf such that pxphf ,wphfq P

tpx,wq | px,wq P Rphfu Y tpx “ pG,V q,wq | wG “ V u. If wphfG “ V , then the reduction outputs y :“ wphf .

Else, it parses wphf “ pα̃, β̃, ν̃, ρ̃, r̃$, µ̃q. We have by definition of Rphf that

»

—

—

–

C$

rA$

rT$ ´ U0

e$G

fi

ffi

ffi

fl

T

“ Φ
rT$

phfpwphfq “

»

—

—

–

ν̃G ` r̃$V
ν̃V `

ř

iPrns µ̃ip2
i´1Gq

ρ̃V `
ř

iPrns µ̃iUi

α̃ rT$ ` β̃V

fi

ffi

ffi

fl

T

Note that rG “ Aos “ rA$ ´ νV and C$ “ νG ` r$V by definition of GB.5. If ν̃ ‰ ν or r̃$ ‰ r$, then Bdl

outputs y :“ pν ´ ν̃q{pr̃$ ´ r$q. Here, we have yG “ Y as desired since νG ` r$V “ C$ “ ν̃G ` r̃$V .

Else, the reduction parses td “ pa, bq. By definition of Aos “ A$ ´ νV in GB.5 and since A$ “ ν̃V `
ř

iPrns µ̃ip2
i´1Gq with ν̃ “ ν, we have Aos “

ř

iPrns µ̃ip2
i´1Gq “ rG. Therefore, µ̃ forms a bit-decomposition

with n bits of r modulo p. Note that by Remark 7.12, both possible bit-decompositions µ1 with n bits of
r modulo p evaluate to zero via the PHF, since BadEval does not occur. That is, we have a˚ “ 0 with
pa˚, b˚q Ð PHF.TrapEvalptd, µ̃q. Thus, we have

rT$ “ ρ̃V ` U0 `
ÿ

iPrns

µ̃iUi

“ ρ̃V ` a˚G ` b˚V

“ pρ̃ ` b˚qV .

At the same time, we have

e$G “ α̃ rT$ ` β̃V,

where e$ ‰ 0. Together, this allows to compute the DL of V since

e$G “ α̃ rT$ ` β̃V “ pα̃pρ̃ ` b˚q ` β̃qV ùñ
α̃pρ̃ ` b˚q ` β̃

e$
V “ G

Finally, the reduction outputs y :“ e${pα̃pρ̃ ` b˚q ` β̃q.

By the above discussion, the output of y Ð$ BdlpG, Y q satisfies yG “ Y if b “ 1. By the forking lemma
(cf. Lemma 3.21), we obtain

PrrGA
B.5 ñ 1s ď

3

d

32Q2
H ¨

ˆ

AdvdlGGenpBdl, λq `
1

p ´ 1

˙

`
4QH

p ´ 1
.

Formally, this may be shown as in the rewinding-based argument in the proof of Lemma 7.4, where PrrGA
X.5 ñ

1s is upper bounded; we omit details. The statement follows by collecting the above bounds. [\

21 Formally, this can be shown as in the rewinding-based argument in the proof of Lemma 7.4, where PrrGA
X.5 ñ 1s

is upper bounded.
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7.7 Proof of Lemma 7.11 (Introducing PHF Aborts)

We will prove this lemma via the following sequence of games GB.3.0, . . . ,GB.3.4 where GB.3.0 is equivalent
to GB.3 and GB.3.4 is equivalent to GB.4. Note that the bound on p is to ensure that we may apply
Theorem 3.11; it ensures that no wrap-around over Zp occurs when evaluating PHF.TrapEval.

Game GB.3.1 (Introduce bad flag for info ‰ info˚ at the end of the game): In this game, the game
introduces a boolean flag bad initialized to bad Ð 0. At the end of the game when A outputs its forgeries, the
game checks for signing sessions j R Jinfo˚ if aj “ 0 computed via paj , bjq Ð PHF.TrapEvalptdinfo,µjq, where
info is the corresponding common message of the session j. If so, set a flag bad “ 1. Otherwise, do nothing.
Then, the game also changes the winning condition of A to be such that it wins in GB.3 and bad “ 0.

We note that due to p0, QS, 1q-PHF property proved in Lemma 3.12, regardless of any choices of µj and

U generated via PHF.NonZeroGenp1λ, G, V q, this check will not be triggered. Hence, we have that

PrrGA
B.3.1 ñ 1s “ PrrGA

B.3 ñ 1 ^ bad “ 0s “ PrrGA
B.3 ñ 1s .

Game GB.3.2 (Introduce bad1 flag for info “ info˚ at the end of the game): In this game, the game
introduces a boolean flag bad1 initialized to bad1

Ð 0. At the end of the game when A outputs its forgeries,
the game checks for two conditions:

‚ For signing sessions j P Jinfo˚ , check if aj “ 0 computed via paj , bjq Ð PHF.TrapEvalptdinfo˚ ,µjq. If so,

set a flag bad1
“ 1. Otherwise, do nothing.

‚ For the i˚-th forgery, the game computes two bit-decomposition representatives µ˚
0 ,µ

˚
1 as in GB.4 and

checks whether there exists a bit b P t0, 1u such that a˚
b ‰ 0 mod p, with a˚

b computed as pa˚
b , b

˚
b q Ð

PHF.TrapEvalptdinfo˚ ,µ˚
b q. If so, set bad1

“ 1.

Then, the game also changes the winning condition of A to be such that it wins in GB.3.1 and bad1
“

0 mod p. Note that the event bad1
“ 0 is equivalent to the event that for all j P Jinfo˚ , aj ‰ 0 and for both

b P t0, 1u, a˚
b “ 0.

Then, we have that

PrrGA
B.3.2 ñ 1s

“ PrrGA
B.3.1 ñ 1 ^ bad1

“ 0s

“ PrrGA
B.3.1 ñ 1 ^ p@j P Jinfo˚ : aj ‰ 0 mod pq ^ p@b P t0, 1u : a˚

b “ 0qs .

We will now use p2, QS, δq-PHF (proved in Theorem 3.11) to now show that this probability is at least
δ ¨ PrrGA

B.3.1 ñ 1s. Note that A’s view within this game is independent of the trapdoor tdinfo˚ . Hence,
we can consider tdinfo˚ being sampled at the end conditioning on the value U being sampled. For sim-
plicity, we let ρ denote the random coins sampled in the game that are independent of the generation of
pU , tdinfo˚ q Ð$ PHF.TrapGenp1λ, G, V q. Then, fixing the PHF key U “ pU sampled for Hpbpinfo˚

q and the
random coins ρ “ pρ, we have that the choices of µj for j P Jinfo˚ and µ˚

b for b P t0, 1u are fixed, since these
only depend on U and the rest of the randomness. Then, p2, QS, δq-PHF implies the following bound. For

any pU , pρ, we have

Pr

«

GA
B.3.1 ñ 1 ^ @j P Jinfo˚ : aj ‰ 0 mod p

^ @b P t0, 1u : a˚
b “ 0

ˇ

ˇ

ˇ

ˇ

ˇ

U “ pU ^ ρ “ pρ

ff

“ PrrGA
B.3.1 ñ 1 | U “ pU ^ ρ “ pρs

¨ Prrp@j P Jinfo˚ : aj ‰ 0 mod pq ^ p@b P t0, 1u : a˚
b “ 0q | U “ pU ^ ρ “ pρs

ě δ ¨ PrrGA
B.3.1 ñ 1 | U “ pU ^ ρ “ pρs

The first equality is due to the probability being only dependent on the trapdoor td, which is independent
of the view of A. The second inequality follows from p2, QS, δq-PHF property (substituting in Theorem 3.11
q “ QS being the number of queries and ℓ “ n being the input length).
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Then, via the law of total probability (summing over the choices of U and ρ), we obtain

PrrGA
B.3.2 ñ 1s ě δ ¨ PrrGA

B.3.1 ñ 1s .

Game GB.3.3 (Move the setting of bad and bad1 flags earlier): In this game, the game moves the
setting of the flags bad and bad1 to be the same as in GB.4. Note that the game does not introduce the abort
yet at this point, so the view of the adversary remains identical to GB.3.2. Hence,

PrrGA
B.3.3 ñ 1s “ PrrGA

B.3.2 ñ 1s .

Finally, we observe that GB.3.3 and GB.3.4 “ GB.4 only differ when bad “ 1 or bad1
“ 1 is being set in

GB.3.3, which corresponds to the aborts in GB.4. Then, since the winning events for both games consider
only the case that bad “ 0 and bad1

“ 0, we have that

PrrGA
B.4 ñ 1s “ PrrGA

B.3.4 ñ 1s “ PrrGA
B.3.3 ñ 1s .

Combining all the inequalities concludes the proof. [\

8 Blindness Proof of BSphf (Theorem 5.5)

Let A be an adversary in the blindness game of BSphf that makes at most QH and Qpb queries to H and
Hpb, respectively. Note that A can be unbounded in its running time. Let us consider the following sequence
of games where we denote PrrGA ñ 1s as the probability (as a function of λ, omitted) of the game G
outputting 1 while running A.
Game G0 (Original blindness game): This game is identical to the original blindness game, i.e., the
game runs pp Ð$ BSphf .Setupp1λq, samples b Ð$ t0, 1u, and interacts with A on input pp while answering the
oracles Init,U1,U2 honestly. When A outputs b1, the game outputs 1 iff b1 “ b. By definition, we have that

AdvblindBSphf
pA, λq :“

ˇ

ˇ

ˇ

ˇ

PrrGA
0 ñ 1s ´

1

2

ˇ

ˇ

ˇ

ˇ

.

Game G1 (Abort if H was queried before A gets pσ0, σ1q): In this game, we introduce an addi-
tional abort into both signing sessions if the following occurs. Before the H-query (which is of the form

pxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq) in Line 15 in BSphf .U1 is to be queried, the game checks if this
particular query has been made beforehand. If so, the game aborts. Moreover, if before pσ0, σ1q are returned
to A one of these two queries was made by A, the game also aborts.

To argue the advantage change, observe first that Crnd which is kept hidden until pσ0, σ1q is uniformly
random in G due to how it is computed as Crnd “ Cped.Commitckpedprstos; rrndq with rrnd Ð$ Zp. Then, the
probability that a prior query to H contains Crnd is only 1{p. Therefore, via a union bound over all H queries
(QH by A and 2 by the game during U1) and over two signings sessions, we have that

|PrrGA
0 ñ 1s ´ PrrGA

1 ñ 1s| ď
2QH ` 4

p
.

Game G2 (Program H with random prcos,rcorq): Instead of computing prcos,rcorq in each signing session via
a query to H, this game first samples prcos,rcorq Ð$ Zp ˆ Zˆ

p and programs

Hpxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq :“ prcos,rcorq ,

for each session.
Due to the abort introduced inG1 and that prcos,rcorq still have the same distribution, this game is perfectly

indistinguishable from G1, i.e.,
PrrGA

1 ñ 1s “ PrrGA
2 ñ 1s .
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Game G3 (Sample challenges pcos, corq in the protocol uniformly): In this game, instead of sampling
prcos,rcorq and computing the challenges pcos, corq returned in U1 as

prcos,rcorq Ð$ Zp ˆ Zˆ
p

cos “ Σos.BlindChal
´1

prcos, rstosq ,

cor “ Σphf .BlindChal
´1

pΣdl.BlindChal
´1

prcor, rstdlq, rstphfq “ rcor ¨ γ´1
dl ¨ γ´1

phf ,

the game now does the following:

pcos, corq Ð$ Zp ˆ Zˆ
p

rcos “ Σos.BlindChalpcos, rstosq ,

rcor “ Σdl.BlindChalpΣphf .BlindChalpcor, rstphfq, rstdlq “ cor ¨ γdl ¨ γphf . (15)

We note that this does not change the view of A due to the Σos.Rand, Σdl.Rand, and Σphf .Rand–blindability
of Σos, Σdl, and Σphf , respectively. This is because the property guarantees that the BlindChal algorithms are
invertible (and hence are bijections). Hence, this change is simply reversing the sampling of prcos,rcorq. Thus,

PrrGA
2 ñ 1s “ PrrGA

3 ñ 1s .

Note that from this point onward, the simulation of the user sessions except for the final signatures does not
depend on the messages msg0,msg1 picked by the adversary. In particular, this is because all the aborts (both
in BSphf .U1 and BSphf .U2) only depend on the transcript at hand which only consists of public information
known to A (the challenges cos and cor are uniformly random). Therefore, in the following games, we assume
that the transcripts generated for both sessions via the interaction with A are always valid, i.e., they pass
the checks performed in BSphf .U2. Otherwise, the game will return pK,Kq. Note here that this implies that
cphf , cdl, e$ ‰ 0 due to the non-zero checks in BSphf .U1 (Line 1) and BSphf .U2 (Line 1).
Game G4 (Delay all computation to before pσ0, σ1q are determined): This game now delays all user-
side computation for both signing sessions, except for the check that e$ ‰ 0, to the oracle U2. In particular,
the two oracles now perform the following procedures: (We omitted session numbering for readability.)

Oracle U1. Check that the input pinfo,msg, smsg1q is of the right format and that e$ ‰ 0. If the checks
pass, return pcos, corq Ð$ Zp ˆ Zˆ

p .
Oracle U2. On input smsg2 and the input from the prior round pinfo,msg, smsg1q, run the simulation

algorithm SimBS in Figure 13.

We note that from this point onwards, we will only modify the simulation algorithm in Figure 13 with the
denoted changes attributed to the games. (The final simulation algorithm SimBS1 is given in the same figure.)

Also, this change is only syntactic since the output of U1 is independent of everything else by the change
in G3. Therefore,

PrrGA
3 ñ 1s “ PrrGA

4 ñ 1s .

Game G5 (Simulate πsle): In this game, at the end of the second call to U2 when running SimBS, we
compute the NIZK proof πsle via πsle Ð$ Πsle.Sim

Hslepxsleq where xsle is computed as in game G4. This change
is depicted in Line 24 of SimBS and Line 23 of SimBS1.

We bound the advantage change from G4 via a reduction Bzk that simulates the blindness game as in
G4 and runs A as a subroutine. Here, Bzk would set up pp Ð$ BSphf .Setupp1λq, samples b Ð$ t0, 1u, interacts
with A on input pp while answering the oracles Init,U1,U2 honestly, forwards A’s queries to the random
oracle Hsle to its own game, and simulates H and Hpb to A via lazy sampling. However, the only difference
from game G4 is that when computing the proof πsle, Bzk makes a query πsle Ð$ Opxsle,wsleq to its own oracle
(which could be OProve or OSim). Then, Bzk outputs 1 if the guess from A b1 “ b and 0 otherwise. The query
complexities of Bzk and A are the same, and it is then easy to see that

|PrrGA
4 ñ 1s ´ PrrGA

5 ñ 1s| ď AdvzkΠsle,SimpBzk, λq .
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Alg. SimBSpinfo,msg, smsg1, pcos, corq, smsg2q : // G4

1 : parse smsg1 “ pAos, Adl, Aphf , T$, e$q

2 : parse smsg2 “ pcphf , zos, zphf , zdlq

3 : xos “ pG,H,W q ; xdl “ pG,Xq

4 : xphf “ pG, V,U , 0, Aos, T$, e$q

5 : cdl :“ cor{cphf

6 : rstos Ð$ Z3
p ; rrnd Ð$ Zp

7 : Crnd :“ Cped.Commitckped prstos; rrndq // to G6

8 : rAos :“ Σos.BlindNoncepxos, Aos; rstosq // to G7

9 : rcos :“ Σos.BlindChalpcos, rstosq // to G7

10 : rzos :“ Σos.BlindResppzos, cos, rstosq // to G7

11 : p rAdl, rstdlq Ð Σdl.BlindNoncepxdl, Adlq // to G8

12 : rcdl :“ Σdl.BlindChalpcdl, rstdlq // to G8

13 : rzdl :“ Σdl.BlindResppzdl, cdl, rstdlq // to G8

14 : ν, r$, ρ Ð$ Zp ; e
1

Ð$ Zˆ
p ; coinsphf :“ pν, r$, ρ, e

1
q

15 : rxphf :“ Σphf .TransStmtpxphf , coinsphfq // to G10

16 : parse rxphf “ pG, V,U , C$, rA$, rT$, re$q

17 : A
1
phf :“ Σphf .TransNoncepxphf , Aphf , coinsphfq

18 : p rAphf , rstphfq :“ Σphf .BlindNonceprxphf , A
1
phfq // to G9

19 : z
1
phf :“ Σphf .TransResppxphf , Aphf , cphf , zphf , coinsphfq

20 : rcphf :“ Σphf .BlindChalpcphf , rstphfq // to G9

21 : rzphf :“ Σphf .BlindResppz
1
phf , cphf , rstphfq // to G9

22 : xsle “ pckped,xos, C$, Crnd, rA$, rAosq

23 : wsle “ pν, r$, rstos, rrndq

24 : πsle Ð$ Πsle.Prove
Hsle pxsle,wsleq // to G4

25 : rcor :“ Σdl.BlindChalpΣphf .BlindChalpcor, rstphfq, rstdlq // to G5

26 : rτxxx :“ p rAxxx, rcxxx, rzxxxq for xxx P tos, dl, phfu

27 : Hpxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq :“ prcos, rcorq

28 : return σ “ pC$, rA$, rT$, re$, Crnd, πsle, rτos, rτdl, rτphfq

Alg. SimBS1
pinfo,msg, smsg1, pcos, corq, smsg2q : // G11

1 : parse smsg1 “ pAos, Adl, Aphf , T$, e$q

2 : parse smsg2 “ pcphf , zos, zphf , zdlq

3 : xos “ pG,H,W q ; xdl “ pG,Xq

4 : xphf “ pG, V,U , 0, Aos, T$, e$q

5 : cdl :“ cor{cphf

6 : rrnd Ð$ Zp

7 : Crnd :“ Cped.Commitckped pp0, 0, 0q; rrndq // since G7

8 : rcos Ð$ Zp // since G8

9 : p rAos, rzosq :“ Σos.Simpxos, rcosq // since G8

10 :

11 : rcdl Ð$ Zˆ
p // since G9

12 : p rAdl, rzdlq Ð$ Σdl.Simpxdl, rcdlq // since G9

13 :

14 :

15 : C$, rA$, rT$ Ð$ G ; re$ Ð$ Zˆ
p

16 : rxphf :“ pG, V,U , C$, rA$, rT$, re$q // G11

17 : rcphf Ð$ Zˆ
p // since G10

18 : p rAphf , rzphfq Ð$ Σphf .Simprxphf , rcphfq // since G10

19 :

20 :

21 :

22 : xsle “ pckped,xos, C$, Crnd, rA$, rAosq

23 : πsle Ð$ Πsle.Sim
Hsle pxsleq // since G5

24 :

25 : rcor :“ rcphf ¨ rcdl // since G6

26 : rτxxx :“ p rAxxx, rcxxx, rzxxxq for xxx P tos, dl, phfu

27 : Hpxos,xdl, rxphf , rAos, rAdl, rAphf ,xsle, πsle,msgq :“ prcos, rcorq

28 : return σ “ pC$, rA$, rT$, re$, Crnd, πsle, rτos, rτdl, rτphfq

Fig. 13. Simulation algorithm of U2 starting from G4 to G11. We assume that the assertions made in BSphf .U2 have
already been checked before running this algorithm. We denote the two versions (G4 and G11) and detail the game
transition with comments.
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Game G6 (Set rcor “ rcphf ¨ rcdl): In this game, we change how rcor is computed from Equation (15) to

rcor “ rcphf ¨ rcdl . (16)

This change is depicted in Line 25 of SimBS and SimBS1 in Figure 13.
Note that this does not change the view of A because from Equation (15) and how cor, cdl, cphf ‰ 0 (due

to the sessions being non-aborting) are defined (cor “ cdl ¨ cphf), we have that Equation (16) is satisfied via
Lemma 4.4. Therefore,

PrrGA
5 ñ 1s “ PrrGA

6 ñ 1s .

Game G7 (Sample Crnd as commitment of p0, 0, 0q): This game now computes the commitment Crnd

as Crnd :“ Cped.Commitckpedpp0, 0, 0q; rrndq for rrnd Ð$ Zp instead of committing to the blinding randomness
rstos Ð$ Z3

p. This change is depicted in Line 7 of both SimBS and SimBS1 in Figure 13.
This does not change the view of A due to the perfect hiding property of Cped. Therefore,

PrrGA
6 ñ 1s “ PrrGA

7 ñ 1s .

Game G8 (Simulate Σos transcripts): In this game, we simulate the transcript rτos “ p rAos,rcos, rzosq as

follows: (a) Sample rcos Ð$ Zp, (b) Simulate p rAos, rzosq Ð$ Σos.Simpxos,rcosq. This change is depicted in Line 9
of SimBS1 removing the pseudocode from Lines 8 to 10 of SimBS in Figure 13.

Due to the strong Σos.Rand-blindability of Σos (proved in Lemma 4.2) and the fact that the transcript
pAos, cos, zosq is valid (via the validity check in BSphf .U2), we have that the transcript still has the same
distribution as in the prior game. Thus,

PrrGA
7 ñ 1s “ PrrGA

8 ñ 1s .

Game G9 (Simulate Σdl transcripts): In this game, we simulate the transcript rτdl “ p rAdl,rcdl, rzdlq as

follows: (a) Sample rcdl Ð$ Zˆ
p , (b) Simulate p rAdl, rzdlq Ð$ Σdl.Simpxdl,rcdlq. This change is depicted in Line 12

of SimBS1 removing the pseudocode from Lines 11 to 13 of SimBS in Figure 13.
Due to the strong Σdl.Rand-blindability of Σdl (proved in Lemma 4.1) and the fact that the transcript

pAdl, cdl, zdlq is valid (via the validity check in BSphf .U2), we have that the transcript still has the same
distribution as in the prior game. Thus,

PrrGA
8 ñ 1s “ PrrGA

9 ñ 1s .

Game G10 (Simulate Σphf transcripts): In this game, we simulate the transcript rτphf “ p rAphf ,rcphf , rzphfq

as follows: (a) Sample rcphf Ð$ Zˆ
p , (b) Simulate p rAphf , rzphfq Ð$ Σphf .Simprxphf ,rcphfq. Note that the simulator

is run on the translated statement. This change is depicted in Line 18 of SimBS1 removing the pseudocode
from Lines 17 to 21 of SimBS in Figure 13.

To argue that this change is indistinguishable, we will rely on the strong Σphf .Trans-translatability and
the strong Σphf .Rand-blindability, proved in Lemma 4.3. First, due to the strong Σphf .Trans-translatability
and the fact that the transcript pAphf , cphf , zphfq is valid for the statement xphf (w.r.t Σphf .Ver), we have that
the translated transcript pA1

phf , cphf , z
1
phfq (translated via the coins coinsphf) is also valid for the translated

statement rxphf (w.r.t. Σphf .Ver). Next, due to the Σphf .Rand-blindability of Σphf , we have that the simulated
transcript using the translated statement rxphf still has the same distribution as in the blinded transcript.
Thus,

PrrGA
9 ñ 1s “ PrrGA

10 ñ 1s .

At this point, none of the Σ-protocol transcripts directly rely on the Σ-protocol transcript from A, except
for the translated statement rxphf .

Game G11 (Sample pC$, rA$, rT$, re$q uniformly): This game now samples C$, rA$, rT$ Ð$ G and re$ Ð$ Zˆ
p

uniformly at random from their corresponding domains. This change is depicted in Line 15 of both SimBS
and SimBS1 in Figure 13. Note that this change is possible since we do not rely on the coins for translating
the transcripts anymore due to the change in G10.
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To argue the indistinguishability from the prior game, we observe first how the algorithm Σphf .TransStmt
is defined. On input xphf “ pG,V,U , 0G, Aos, T$, e$q as in G10 and coins coinsphf “ pν, r$, ρ, e

1q Ð$ Z3
p ˆ Zˆ

p ,

the algorithm maps xphf ÞÑ rxphf “ pG,V,U , C$, rA$, rT$, re$q where

C$ “ νG ` r$V ,

rA$ “ Aos ` νV ,

rT$ “ T$ ` ρV ,

re$ “ e1 ¨ e$ .

Since V ‰ 0G by how it is sampled and fixing the statement xphf , one can easily give a bijection mapping the

tuple pC$, rA$, rT$, re$q to the randomness pν, r$, ρ, e
1q. Hence, pC$, rA$, rT$, re$q is uniformly random in G3 ˆZˆ

p .
Therefore, we have that

PrrGA
10 ñ 1s “ PrrGA

11 ñ 1s .

Advantage of A in G11. Finally, we observe that the view of A in G11 does not depend on bit b as the
simulation of the signatures does not rely at all on the signing transcript. Hence,

PrrGA
11 ñ 1s “

1

2
.

The theorem then follows from combining all the advantage bounds. [\
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the impossibility of purely algebraic signatures. In Kobbi Nissim and Brent Waters, editors, TCC 2021,
Part III, volume 13044 of LNCS, pages 317–349. Springer, Cham, November 2021.

DKPW12. Yevgeniy Dodis, Eike Kiltz, Krzysztof Pietrzak, and Daniel Wichs. Message authentication, revisited. In
David Pointcheval and Thomas Johansson, editors, EUROCRYPT 2012, volume 7237 of LNCS, pages
355–374. Springer, Berlin, Heidelberg, April 2012.

DKT26. Marian Dietz, Julia Kastner, and Stefano Tessaro. On the impossibility of round-optimal pairing-free
blind signatures in the ROM. In Nadia Heninger and Mike Rosulek, editors, Advances in Cryptology –
CRYPTO 2026, volume 16806, pages 490–521. Springer, August 2026.

DV26. Pierpaolo Della Monica and Ivan Visconti. Improved concurrent-secure blind Schnorr signatures. In
Advances in Cryptology – CRYPTO 2026, volume 16806 of Lecture Notes in Computer Science, pages
457–489. Springer, 2026.

Fis05. Marc Fischlin. Communication-efficient non-interactive proofs of knowledge with online extractors. In
Victor Shoup, editor, CRYPTO 2005, volume 3621 of LNCS, pages 152–168. Springer, Berlin, Heidelberg,
August 2005.

55



Fis06. Marc Fischlin. Round-optimal composable blind signatures in the common reference string model. In
Cynthia Dwork, editor, CRYPTO 2006, volume 4117 of LNCS, pages 60–77. Springer, Berlin, Heidelberg,
August 2006.

FKL18. Georg Fuchsbauer, Eike Kiltz, and Julian Loss. The algebraic group model and its applications. In Hovav
Shacham and Alexandra Boldyreva, editors, CRYPTO 2018, Part II, volume 10992 of LNCS, pages 33–62.
Springer, Cham, August 2018.

FOO93. Atsushi Fujioka, Tatsuaki Okamoto, and Kazuo Ohta. A practical secret voting scheme for large scale
elections. In Jennifer Seberry and Yuliang Zheng, editors, AUSCRYPT’92, volume 718 of LNCS, pages
244–251. Springer, Berlin, Heidelberg, December 1993.

FPS20. Georg Fuchsbauer, Antoine Plouviez, and Yannick Seurin. Blind Schnorr signatures and signed ElGamal
encryption in the algebraic group model. In Anne Canteaut and Yuval Ishai, editors, EUROCRYPT 2020,
Part II, volume 12106 of LNCS, pages 63–95. Springer, Cham, May 2020.

FS87. Amos Fiat and Adi Shamir. How to prove yourself: Practical solutions to identification and signature
problems. In Andrew M. Odlyzko, editor, CRYPTO’86, volume 263 of LNCS, pages 186–194. Springer,
Berlin, Heidelberg, August 1987.

FW24. Georg Fuchsbauer and Mathias Wolf. Concurrently secure blind Schnorr signatures. In Marc Joye and
Gregor Leander, editors, EUROCRYPT 2024, Part II, volume 14652 of LNCS, pages 124–160. Springer,
Cham, May 2024.

Goo. VPN by Google One, explained. https://one.google.com/about/vpn/howitworks.
HIJ`21. Sharon Huang, Subodh Iyengar, Sundar Jeyaraman, Shiv Kushwah, Chen-Kuei Lee, Zutian Luo, Payman

Mohassel, Ananth Raghunathan, Shaahid Shaikh, Yen-Chieh Sung, and Albert Zhang. DIT: De-Identified
Authenticated Telemetry at Scale. Technical report, April 2021.

HIP`21. Scott Hendrickson, Jana Iyengar, Tommy Pauly, Steven Valdez, and Christopher A. Wood. Private
Access Tokens. Internet-Draft draft-private-access-tokens-01, Internet Engineering Task Force, October
2021. Work in Progress.

HK08. Dennis Hofheinz and Eike Kiltz. Programmable hash functions and their applications. In David Wagner,
editor, CRYPTO 2008, volume 5157 of LNCS, pages 21–38. Springer, Berlin, Heidelberg, August 2008.

HK11. Dennis Hofheinz and Eike Kiltz. Programmable hash functions and their applications. Cryptology ePrint
Archive, Report 2011/270, 2011.

HKLN20. Eduard Hauck, Eike Kiltz, Julian Loss, and Ngoc Khanh Nguyen. Lattice-based blind signatures, revisited.
In Daniele Micciancio and Thomas Ristenpart, editors, CRYPTO 2020, Part II, volume 12171 of LNCS,
pages 500–529. Springer, Cham, August 2020.

HLM`25. Lucjan Hanzlik, Yi-Fu Lai, Marzio Mula, Eugenio Paracucchi, Daniel Slamanig, and Gang Tang. Tanuki:
New frameworks for (concurrently secure) blind signatures from post-quantum group actions. In Goichiro
Hanaoka and Bo-Yin Yang, editors, ASIACRYPT 2025, Part IV, volume 16248 of LNCS, pages 35–69.
Springer, Singapore, December 2025.

HLPP26. Lucjan Hanzlik, Yi-Fu Lai, Eugenio Paracucchi, and Edoardo Persichetti. Post-quantum blind signature
from standard group action assumptions and more. In Joan Daemen and Emmanuel Thomé, editors,
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A AI Usage

Except as described below, all results, proofs, constructions, and technical ideas in this paper were developed
entirely by the human authors and were not generated using AI tools.

The sole exception is Theorem 3.11, which does not appear to follow from the statements proved in
prior work. We initially identified a possible proof strategy and used GPT-5.6 Sol to check whether this
approach could be made rigorous. In doing so, the model produced a substantially cleaner proof, using only
the probabilistic and combinatorial tools already present in the analysis of Hofheinz and Kiltz [HK08]. We
subsequently verified the argument in full and take responsibility for its correctness.

We emphasize that Theorem 3.11 is not the core conceptual and technical contribution on which the blind-
signature construction rests: the protocol design and its security analysis are independent of the novelty of
this particular PHF bound. If Theorem 3.11 were instead treated as a known auxiliary lemma, or replaced
by an equivalent suitable programmability statement, the main contribution of the paper would remain
unchanged.

We additionally used GPT-6 Astra as a manuscript-reviewing and editing tool. In particular, it was
used to inspect drafts for minor presentation issues and small technical inconsistencies, several of which we
corrected after independent verification, and to assist with polishing and improving the exposition. It was
not used to generate any other theorem, proof, construction, attack, or cryptographic argument appearing
in the paper.

B Proof of Theorem 3.11 (p2, polyq-Programmability)

We note that in this section, we stick to using capital letters to denote bit-vectors, e.g., X “ px1, . . . , xℓq. This
is to make the notation consistent with prior works on PHFs. Now, we let aij Ð$ t´1, 0, 1u for i “ 0, . . . , ℓ

and j “ 1, . . . , J . Let ai “
řJ

j“1 aij , and define

aX “ ´1 ` a0 `

ℓ
ÿ

i“1

xiai P Z .

We need to prove that for all fixed choices of the key K 1 and X,Y, Z1, . . . , Zq P t0, 1uℓ such that Zj R tX,Y u

for all j P rqs, we have
PrraX “ 0 ^ aY “ 0 ^ @j P rqs : aZj

‰ 0s ě δ .

Note that this statement holds conditioned on the choice of the key K 1, because the key K 1 is statistically
independent from the aij ’s. Observe that aZj

‰ 0 over the integers implies aZj
‰ 0 mod p if pℓ` 1qJ ` 1 ă p

by construction.

Random walk background.Let pξiqiě1 be independent random variables, each uniform in t´1, 0, 1u. For
any T Ď N, define W pT q “

ř

iPT ξi. We also define pnptq “ Pr rW prnsq “ ts. We need the following lemma,
which collects a few facts from Theorem 18 in [HK11].

Lemma B.1. There exists a constant Λ ą 0, as well as λc ą 0 for every c ą 0, such that for every t P Z
and n P N,

pnptq ď
Λ

?
n
,

and if additionally |t| ď c
?
n (for |t| ď n),

pnptq ě
λc
?
n
.

Furthermore, for t ě 0, pnpt ` 1q ď pnptq, and pnptq “ pnp´tq.

We need the following lemma, which strengthens Lemma 19 from [HK11]. We use λ “ λ1 in the following.
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Lemma B.2. Let R Ĺ S Ď N such that |R| ě J and |SzR| ě J . Then, for any t P Z with |t| ď
a

|S|,

max
uPZ

Pr rW pRq “ u | W pSq “ ts ď

?
2Λ2

λ
?
J

.

Proof. Let r “ |R| and s “ |SzR|. Then, because the ξi’s are independent,

Pr rW pRq “ u | W pSq “ ts “
prpuq ¨ pspt ´ uq

pr`sptq

ď
Λ2

λ

c

1

r
`

1

s
ď

Λ2

λ

c

2

J
,

where we repeatedly used Lemma B.1. [\

Core lemma.The rest of the proof relies on the following core lemma.

Lemma B.3. For every X,Y P t0, 1uℓ, there exists an event BalX,Y Ď taX “ aY “ 0u such that:

1. Pr rBalX,Y s ě c0
pℓ`1qJ .

2. for every Z R tX,Y u,

Pr raZ “ 0 | BalX,Y s ď
C0
?
J

.

Here, in particular, c0 “ mintλ, 2λ2, 2λ3u and C0 “ max
!

Λ,
?
2Λ2

λ , Λ3

λ3

)

.

We can now first see how this concludes the proof of the theorem. Note that for any X,Y and Z1, . . . , Zq

with Zi R tX,Y u for all i P rqs, we have

Pr raX “ aY “ 0 ^ p@i P rqs : aZi
‰ 0qs ě Pr rBalX,Y ^ p@i P rqs : aZi

‰ 0qs .

Furthermore, with Bal “ BalX,Y ,

Pr rBal ^ p@i P rqs : aZi
‰ 0qs “ Pr rBals ¨ Pr r@i P rqs : aZi

‰ 0 | Bals

ě
c0

pℓ ` 1qJ
¨ p1 ´ Pr rDi P rqs : aZi

“ 0q | Balsq

ě
c0

pℓ ` 1qJ

˜

1 ´

q
ÿ

i“1

Pr raZi
“ 0 | Bals

¸

ě
c0

pℓ ` 1qJ

ˆ

1 ´
qC0
?
J

˙

ě
c0

2pℓ ` 1qJ
,

if we set J “ q2
P

4C2
0

T

, then the theorem follows with c “ r4C2
0 s and d “ c0

2p4C2
0`1q

.

Proof (Lemma B.3). For convenience, we identify the integers between 1 and µ :“ pℓ`1qJ with the universe
U “ t0, 1, . . . , ℓu ˆ rJs, and we partition this into blocks Bi “ tiu ˆ rJs. For X “ px1, . . . , xℓq P t0, 1uℓ also
let

SX “ B0 Y
ď

i:xi“1

Bi .

Then, W pSXq “ aX ` 1, and thus aX “ 0 is equivalent to W pSXq “ 1.

We now consider three different cases.
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Case 1: X “ Y . Here we define BalX,Y “ tW pSXq “ 1u. Then, by Lemma B.1,

Pr rBalX,X s “ p|SX |p1q ě
λ

a

|SX |
ě

λ
a

pℓ ` 1qJ
ě

c0
pℓ ` 1qJ

.

Now, fix Z ‰ X. If SZzSX ‰ H, then SX leaves at least J values in SZ unset. And thus

Pr rW pSZq “ 1 | BalX,Y s ď max
u

p|SZzSX |puq ď p|SZzSX |p0q ď
Λ

?
J

ď
C0
?
J

.

The first inequality follows from considering the probability that W pSZzSXq “ 1 ´ W pSZ X SXq.

Otherwise, SZ Ĺ SX . In this case, we have that |SZ | ě J and |SXzSZ | ě J , and thus by Lemma B.2
with R “ SZ and S “ SX ,

Pr rW pSZq “ 1 | BalX,Y s “ Pr rW pSZq “ 1 | W pSXq “ 1s ď

?
2Λ2

λ
?
J

ď
C0
?
J

.

Case 2: X ‰ Y and SX Ĺ SY . Define A “ SX and B “ SY zSX , and define C “ UzSY . Also, |A| ě J and
|B| ě J . Then, we have BalX,Y “ tW pAq “ 1,W pBq “ 0u, and, by Lemma B.1 and independence,

Pr rBalX,Y s “ p|A|p1q ¨ p|B|p0q ě
λ2

a

|A| ¨ |B|
ě

2λ2

|A| ` |B|
ě

c0
pℓ ` 1qJ

.

Now, for any Z, we define AZ “ SZ XA, BZ “ SZ XB, and CZ “ SZ XC. We have four cases: (2.1) CZ ‰ H

(2.2) CZ “ H, H Ĺ BZ Ĺ B (2.3) CZ “ H, BZ P tH, Bu, H Ĺ AZ Ĺ A, and (2.4) CZ “ H, BZ P tH, Bu,
AZ P tH, Au.

For Case 2.1, we can use Lemma B.1 and the fact that |CZ | ě J to upper bound

Pr rW pSZq “ 1 | Bal, pξiqiRCs

ď Pr rW pCZq “ 1 ´ W pAZq ´ W pBZq | Bal, pξiqiRCs ď
Λ

a

|CZ |
ď

C0
?
J

,

where Bal “ BalX,Y , and we conditioned on all values pξiqiRC . The statement without the conditioning then
follows by averaging.

For Case 2.2, we observe that, after fixing all pξiqiRB ,

Pr rW pSZq “ 1 | Bal, pξiqiRBs ď Pr rW pBZq “ 1 ´ W pAZq | Bal, pξiqiRBs .

and then invoke Lemma B.2 only based on B and W pBq “ 0, thus upper bounding this as

Pr rW pSZq “ 1 | Bal, pξiqiRBs ď

?
2Λ2

λ
?
J

ď
C0
?
J

,

where we have used that |BzBZ | ě J and |BZ | ě J by our assumption that BZ is strictly between H and
B. The full statement follows by averaging over the pξiqiRB .

Case 2.3 is very similar to Case 2.2, and yields the same upper bound.

Now, we finally observe that Case 2.4 cannot occur. This is because we cannot have AZ “ H, since A “ SX ,
and some terms are necessarily shared. Therefore, either SZ “ SX , in which case X “ Z, or SZ “ SY , in
which case Y “ Z.
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Case 3: SX Ę SY and SY Ę SX . We let A “ SXzSY , B “ SY zSX and C “ SX X SY . Let m “

mint|A|, |B|, |C|u, Tm “ t0, 1, . . . , t
?
muu (|Tm| “ t

?
mu ` 1), and define

BalX,Y “
ď

τPTm

tW pAq “ W pBq “ τ, W pCq “ 1 ´ τu .

Note that BalX,Y implies W pSXq “ W pSY q “ 1. Furthermore, τ P Tm implies that |τ | ď
?
m and |1 ´ τ | ď

?
m, and thus, by Lemma B.1, we have

Pr rBalX,Y s “
ÿ

τPTm

p|A|pτqp|B|pτqp|C|p1 ´ τq

ě |Tm| λ3

a

|A||B||C|
ě

?
mλ3

a

|A||B||C|
.

Note that because m “ mint|A|, |B|, |C|u, and for any two distinct r, s P t|A|, |B|, |C|u, we have
?
rs ď

r`s
2 ď

pℓ`1qJ
2 , we immediately get

Pr rBalX,Y s ě
2λ3

pℓ ` 1qJ
ě

c0
pℓ ` 1qJ

.

We now introduce Z R tX,Y u. With D “ UzpA Y B Y Cq, we denote AZ “ SZ X A, BZ “ SZ X B,
CZ “ SZ X C, and DZ “ SZ X D.

The case DZ ‰ H leads to a bound of Pr rW pSZq “ 1 | BalX,Y s ď Λ?
|DZ |

ď C0?
J
similar to Case 2.1 above via

Lemma B.1. Hence, let us assume that DZ “ H. Here, similar to Cases 2.2 and 2.3 we can use Lemma B.2
to prove a bound for the case where there exists R P tA,B,Cu such that H Ĺ pSZ X Rq Ĺ R, and get

Pr rW pSZq “ 1 | BalX,Y s ď
?
2Λ2

λ
?
J

ď C0?
J
.

Therefore, we are left in the situation where DZ “ H, AZ P tH, Au, BZ P tH, Bu, and CZ P tH, Cu.
Note that CZ “ C, since SX , SY , and SZ all contain B0. It can also not be that SZ “ A Y C “ SX and
SZ “ B Y C “ SY . Therefore, SZ is either C or A Y B Y C. Conditioned on BalX,Y , we know that for some
τ P Tm, we have W pCq “ 1 ´ τ and W pAq “ W pBq “ τ ; this means that W pSZq P t1 ´ τ, 1 ` τu. For
W pSZq “ 1 to additionally happen, we need thus τ “ 0. However, by Lemma B.1,

Pr rW pAq “ W pBq “ 0,W pCq “ 1 | BalX,Y s “
p|A|p0qp|B|p0qp|C|p1q

Pr rBalX,Y s

ď
Λ3

a

|A||B||C|
¨

a

|A||B||C|
?
mλ3

ď
C0

?
m

,

and the claim follows because m ě J . [\

C Proof of Lemma 3.21 (Three-Fork Rewinding)

The proof simply follows from the two-index forking lemma of [CART26, Lemma 2.19, ePrint version] and
ruling out an additional collision event that h1

I “ h2
I .

For completeness, we recall their forking algorithm Fork1 and their lemma below, with the algorithm
A1pinp,h1; ρA1 q outputting two indices pI0, I1q that are not necessarily distinct. The forking algorithm also
forks on two indices, once for each.
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Algorithm Fork1A1
pinpq:

1 : Pick random coins ρA1 ;h Ð$ CQ

2 : ppI0, I1q, pauxIk qkPt0,1uq Ð A1
pinp,h; ρA1 q

3 : if pI0, I1q “ K then return K

4 : h
1
rI0:Qs Ð$ CQ´I0`1

;h
1

“ hr1:I0´1s}h
1
rI0:Qs

5 : ppI
1
0, I

1
1q, paux1

I1
k

qkPt0,1uq Ð A1
pinp,h1

; ρA1 q

6 : h
2
rI1:Qs Ð$ CQ´I1`1

;h
2

“ hr1:I1´1s}h
2
rI1:Qs

7 : ppI
2
0 , I

2
1 q, paux2

I2
k

qkPt0,1uq Ð A1
pinp,h2

; ρA1 q

8 : if I0 R tI
1
0, I

1
1u _ I1 R tI

2
0 , I

2
1 u _

9 : hI0
“ h

1
I0

_ hI1
“ h

2
I1

then return K

10 : return p1, pauxIk qkPt0,1u, paux1
I0

, aux2
I1

qq

Lemma C.1 ([CART26, Lemma 2.19]). Fix Q ě 1, C, and IG as in Lemma 3.21. Let A1 be a randomized
algorithm that on input inp,h P CQ returns a pair pI “ pI0, I1q P rQs2 Y tKu, pauxIkqkPt0,1uq. Let acc1 also be

defined as the probability that A1 outputs I ‰ K. Let frk1
“ Prrb “ 1 : inp Ð$ IG; pb, aux, aux1q Ð$ Fork1A1

pinpqs

where Fork1A1

is defined above. Then,

frk1
ě

acc1

2

ˆ

acc1

4Q
´

1

|C|

˙2

, or alternatively, acc1 ď
3

b

32Q2 ¨ frk1
`

4Q

|C|
.

One can use the above lemma to prove our results by constructing a wrapper adversary A1 with the
syntax pI0, I1, auxq Ð A1pinp,h; ρA1 q that does the following:

‚ Run pI, auxq Ð Apinp,h; ρA1 q

‚ Return pI, I, auxq

Observe that acc “ acc1.
Then, we have that

frk3 “ Prrb “ 1 : inp Ð$ IG; pb, aux, aux1, aux2q Ð$ ForkA3 pinpqs

“ Prrb1 “ 1 ^ h1
I0 ‰ h2

I1 : inp Ð$ IG; pb1, aux, aux1, aux2q Ð$ Fork1A
pinpqs

ě Prrb1 “ 1 : inp Ð$ IG; pb1, aux, aux1, aux2q Ð$ Fork1A
pinpqs

´ Prrh1
I0 “ h2

I1 : inp Ð$ IG; pb1, aux, aux1, aux2q Ð$ Fork1A
pinpqs

ě frk1
´

1

|C|

ě
acc1

2

ˆ

acc1

4Q
´

1

|C|

˙2

´
1

|C|
.

Here, h1,h2 are defined within Fork1. The second equality follows from the fact that A1 outputs the same
indices I0 “ I1 which is the output of A. The third inequality follows from PrrAzBs ě PrrAs ´ PrrBs for
any events A,B. The fourth inequality follows from the definition of frk1 and a simple bound on the collision
probability for the uniform distribution on C. The last inequality follows from the above lemma. [\
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