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Abstract. This paper considers the problem of building blind signatures in pairing-free groups. We
provide the first three-move blind signature which is provably one-more unforgeable, in the random-
oracle model, under the minimal assumption that the discrete logarithm (DL) problem is hard. Our
construction in fact achieves one-more strong unforgeability, and also supports partial blindness. Blind-
ness is statistical, also in the ROM. Our construction makes black-box use of the underlying group and
does not rely on non-black-box techniques. For most such constructions, three moves are necessary by
a recent result of Dietz, Kastner, and Tessaro (CRYPTO ’26).

We build on recent work by Chairattana-Apirom, Reichle, and Tessaro (CRYPTO ’26), which achieved
the same combination of round complexity and security guarantees, but under the stronger decisional
Diffie-Hellman (DDH) assumption. In particular, we follow the same paradigm of boosting the security
of a weakly secure scheme (namely, the Okamoto—Schnorr blind signature) to a fully secure one by
authenticating the initial nonce. We provide, however, a substantially different instantiation of this
paradigm that dispenses with the use of DDH and establishes security from DL alone.
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1 Introduction

A blind signature lets a user authenticate a message without disclosing it to the signer, who holds the
signing key. Moreover, the resulting signature is unlinkable to the interaction in which it was issued. In-
troduced by Chaum [Cha82] in the context of electronic payments, blind signatures have become a funda-
mental tool for separating the issuance of an authorization from its subsequent use. Applications include
electronic cash [Cha82, CFN90, 0092], e-voting [FO093], and anonymous authentication. For example,
they are widely adopted in industry [HIP*21, DGS*18, CDVW24, App, Goo| to implement anonymous
authentication tokens, and underlie several proposals for fraud-detection in privacy-preserving ad-click mea-
surement [PCM, HIJ*21, Tru].

PAIRING-FREE BLIND SIGNATURES. It is natural to ask for blind signatures built from the same algebraic in-
gredients as ordinary signatures. In particular, practical signatures such as Schnorr [Sch90], EdADSA [BDL*12],
and ECDSA [Ame05] suggest that a prime-order pairing-free group (usually implemented by an elliptic curve)
and a hash function should suffice, and it is natural to implement blind signatures from the same structure. In
contrast to pairing-friendly curves, pairing-free curves are widely available in libraries and standards. This is
also an appealing theoretical target, as building solutions that solely rely on the simple one-way homomorphic
map helps toward post-quantum constructions. This was made evident by prior works adapting pairing-free
blind signature schemes into trapdoor-free lattice-based constructions [HKLN20] and constructions from
group actions [KLLQ23, HLM*25, HLPP26].

The main technical challenge here is not to blind the signing process, but rather to attain one-more
unforgeability (OMUF) [JLO97], which requires a malicious user not to be able to sign more messages than
the number of signing sessions it engages in, even when these sessions are concurrent and can be inter-
leaved arbitrarily. Indeed, the classical three-move blind Schnorr protocol [CP93] is vulnerable to concurrent
attacks based on the ROS problem [BLL*21], leaving it secure only for a limited number of concurrent
sessions [FPS20]. The same difficulty affects other protocols based on linear identification schemes, such as
Okamoto—Schnorr [Oka93].

A sequence of works [FPS20, KLX22, TZ22, CKM*23] developed compact three-move constructions
which are proved to achieve OMUF in the random-oracle model (ROM) [BR93] and the algebraic group
model (AGM) [FKL18]. The use of the AGM imposes a strong heuristic on these results, as it restricts the
validity of the proof to algebraic adversaries, i.e., adversaries that are required to explain every group element
they produce as a linear combination of input group elements. Therefore, understanding whether the AGM
is necessary to solve a particular task is important. It is known [DHH"21] that the ROM is necessary, even
only to achieve (non-blind) black-box pairing-free digital signatures, but no inherent barrier seems to force
adoption of the AGM.

BEYOND THE AGM. A series of recent works confirmed this by providing several AGM-free constructions
in the ROM. Chairattana-Apirom, Tessaro, and Zhu [CATZ24] gave several such constructions, including a
four-move construction proved to achieve OMUF under the computational Diffie-Hellman (CDH) assump-
tion. Subsequent works improved efficiency by relying on the decisional Diffie-Hellman (DDH) assump-
tion [KRW24, KR25], obtained tight security [BHKR25], and developed threshold blind signatures relying
on CDH [RR26]. Kloo8}, Lai, and Reichle [KLR26] then presented a four-move pairing-free blind signature
with full provable one-more unforgeability in the ROM under the minimal assumption of the hardness of the
discrete logarithm (DL) problem.

Unlike the state-of-the-art in the AGM, these constructions all require (at least) four moves. The gap
was recently closed by two concurrent works [CART26, Che26] giving three-move blind signatures proved
to achieve OMUF under DDH in the ROM. Dietz, Kastner, and Tessaro [DKT26] also recently proved that
three moves are necessary for a large class of blind signatures in the ROM making black-box use of the group,
and while a few works are not covered by this result, it still suggests an inherent barrier making it unlikely
to achieve round optimal (i.e., two-move) constructions. Table 1 summarizes the relevant constructions.

Therefore, the recent results leave two different ways to avoid idealized group assumptions: use four moves
and assume DL, or use three moves and assume DDH. We therefore ask whether the gap can be closed:



Scheme Moves lo| |transcript| Assumption OMSUF

Clause Schnorr [FPS20] 3 G+ Zyp 2G +3Z, OMDL, mROS v
Abe [Abe01, KLX22] 3 2G+6Z, A\+3G+6Z, DL v
TZ [T722] 3 1Z, 9G + 4Z, DL v
Snowblind [CKM*23] 3 G +2Z, 2G + 47, DL v
CTZ-1' [CATZ24] 4 G+4Z, 5G+5Z, CT-OMCDH
CTZ-2" [CATZ24) 5 G + 4Zy 5G +5Z, CT-OMCDH '
CTZ-3 [CATZ24] 4 Lyin Liin CDH

KRW [KRW24] 4 92G+5Z, Liin DDH

BHKR [BHKR25] 4 10G + 29Z, 37G + 40Z, DDH

KR-1 [KR25] 4 G+5Z, 10G+9Z, DDH

KR-2 [KR25] 5  G+6Z, 10G+ 97, DDH v
RR [RR26] 4 2G + 8Zyp Liin CDH

KLR [KLR26] 4 6Z, Lim DL

CRT-c [CART26] 315G + 222, 17G + 147, DDH v
CRT-s [CART26] 3 21G+35Z, 17G + 14Z, DDH v
Chen [Che26] 321G +32Z, 27G +29Z, DDH

This work 3 Lag + Lgie Lag DL v

Table 1. Pairing-free blind signatures with black-box use of the group. The upper block uses the ROM
and AGM; the lower block uses only the ROM. Costs are in bits. Denote G as the length of a group-element
encoding; Z, as the length of one scalar encoding; A as the security parameter; Li, = O(A)(A+ G+ Z,), n = [log, pl,
Lag = O(n)(G+Zp), and Lge as the length of the straightline-extractable proof. Asymptotic entries may hide different
constants. CRT-c and CRT-s denote the computationally and statistically blind variants of [CART26], respectively.
t: weaker OMSUF definition.

Can a three-move pairing-free blind signature provably achieve full concurrent security in the ROM
under the DL assumption alone?

The question of whether we can solely rely on DL is fundamental, as the assumption of hardness in recovering
z from X = xG is minimal in group-based cryptography, and thus a three-move construction under DL would
be best possible.

OUR CONTRIBUTION. We answer this question affirmatively. We give the first three-move pairing-free blind
signature for which OMUF is proved based solely on DL in the ROM, without assuming the AGM or the
GGM. The construction uses the underlying group in a black-box way. In particular, it does not invoke a
generic zero-knowledge proof for a circuit implementing elliptic-curve arithmetic.

We in fact prove the stronger notion of one-more strong unforgeability (OMSUF): even producing an
additional signature on an already signed message is forbidden, provided that it yields a new message—
signature pair. Our construction also supports partial blindness [AF96]. The signer and user can agree on
public information, such as an expiration date or a token class, while the remaining message stays hidden.
With our instantiation, (partial) blindness is statistical in the ROM and holds also against a signer that
chooses its public key maliciously.

Along the way, we also introduce novel blinding techniques applied to proofs for quadratic relations used
in our construction. We give a detailed technical overview of our construction in the next section.

ROUND COMPLEXITY AND OTHER APPROACHES. Three-move blind signatures are a natural target in light
of the lower bound of Dietz, Kastner, and Tessaro [DKT26], which rules out two-move constructions that can
be framed in a combination of Maurer’s generic-group model [Mau05] and the ROM, under restrictions on
oracle-query complexity and message length. In particular, the user and verifier make O(log A) random-oracle
queries, and messages have length w(log ). We note that our scheme does not fit within this class, due to




the higher verification complexity, but the result is nonetheless an indication that three moves constitute a
substantial barrier.

If non-black-box techniques are allowed, two moves are possible. Fischlin’s generic construction [Fis06]
provides an early approach, and Ciampi, Della Monica, and Visconti [CDV26] obtain two-move GUC-secure
blind signatures from one-way functions in a global non-programmable random-oracle model. Kastner, Tes-
saro, and Zaverucha [KTZ26] give a more concrete pairing-free approach using zero-knowledge proofs about
a group-to-scalar conversion. Another line of work [FW24, DV26] asks for blind issuance of ordinary Schnorr
signatures, rather than a new signature format. These constructions, however, rely on heavy zero-knowledge
machinery. Our goal is a direct algebraic construction that achieves three moves and full concurrent security
from DL alone, with only black-box use of the group.

PAPER OUTLINE. Section 2 gives the technical overview of our construction. Section 3 gives necessary pre-
liminaries. Section 4 presents the blindable X-protocols used in our blind signature construction, including
a detailed overview of our novel blinding techniques. Our main result is in Section 5. Formal security proofs
are given in Section 6 (Correctness), Section 7 (OMSUF) and Section 8 (Blindness). We also detail our use
of generative Al tools in Appendix A.

2 Technical Overview

Our work builds on recent works [CART26, Che26] that establish three-move blind signatures from DDH.
We give a brief and simplified recap below, focusing on the approach by [CART26]. Let G be a group of
prime order p with generators G and H «sG. (We use additive notation.) Their blind signature builds
on the Okamoto-Schnorr blind signature BSes [PS00], where the signer with public key W = @u(w) :=
woG + w1 H runs the Okamoto-Schnorr identification scheme [Sch90, Oka93] with the user. The transcript
Tos = (Aos = Pos(T), Coss Zos = Cosw + 1) is blinded into Tos = (/TOS,EOS,EOS) and compiled into a signature
via Fiat-Shamir [FS87] (i.e., Cos = H(W, Aos, msg) for random oracle H) on the user-side. Note that the
signer-side of the protocol is a simple canonical X-protocol for linear relations, where blinding can be easily
added [KRW24]. The scheme BS,s is OMUF-secure for limited concurrent signing sessions, and the prior
work augments the protocol to achieve full OMUF security.

In particular, underlying their approach is the following property of BSys: for an adversary with access
to an unbounded number of signing sessions for a public key W, it cannot output two (unblinded) valid
transcripts Tos = (Aos, Coss Zos), Tas = (ALe, Che, 2b<) that share the same A, = AL, and distinct cos # ). This
property is satisfied assuming DL via (i) special-soundness of the underlying X-protocol allowing extraction
of w’ such that W = @s(w’), and (ii) witness-indistinguishability argument showing that w’ differs from
the actual secret key w with high probability. This then allows extraction of the discrete logarithm of H
base G. We now briefly recap how the prior work augments their protocol to utilize this property.

. On the signer side: (a) The signer tags the nonce Ay via an algebraic MAC and sends the tag T to
the user. (b) It proves with an appropriate X-protocol that the tag T verifies on nonce Ao, denoting the
transcript of this proof as Tmac.

. On the user side: (a) The user commits to the blinding factors Stos in a commitment Cing, such that
Aos = BlindNonce(Ays; Stos), where BlindNonce denotes the function to derive the blinded nonce. (b) It
also blinds and modifies the proof 7Tmac into Tmac which testifies that 7' (also committed to in Cing) is
valid for the nonce Ay derived from Eos by undoing blinding with stes, and this proof is compiled via
Fiat-Shamir.

The final signature consists of the blinded Fiat-Shamir proofs Tos and Tmac, and the commitment C,,q. By
unforgeability of the MAC and soundness properties of Tac, the user is forced to reuse an unblinded nonce
Ao in the signature. In this case, the property mentioned above ensures one-more unforgeability under the
DL assumption if the commitment C\,q is extractable.



RELIANCE ON DDH. The aforementioned protocol crucially relies on the DDH assumption, as discussed
in [CART26]. The first reason is that the commitment Cy,q requires several properties (such as linear ho-
momorphism and extractability) simultaneously. 3 There is no suitable candidate from DL to the best of
our knowledge. Secondly, the algebraic MAC relies on DDH and similarly, no construction from DL alone
is known. (Existing works [DKPW12, CMZ14] show security under CDH or DDH, or relying on the GGM.)
Alternatively, we may rely on the techniques from [Che26] instead. However, this does not change the picture
as [Che26] relies on the blind signature from [BHKR25] which also relies on extractable, linearly-homomorphic
commitments. While a blind signature from DL is known [KLR26], their construction design relies on hashing
the signed message first which is incompatible with the aforementioned framework.

OUR APPROACH. We replace both ingredients that rely on DDH, namely the commitment scheme and the
MAC, with DL-based alternatives. First, we employ straightline-extractable non-interactive zero-knowledge
proofs (SLE NIZKs) that allow to extract the blinding factors stos without rewinding, as required for the
Wl-based argument of BSys. As before, if the nonce Ay is reused, we may conclude one-more unforgeability
under the DL assumption.

Secondly, we craft a suitable replacement for the MAC to enforce nonce reuse. Our construction relies
on programmable hash functions (PHFs) [Wat05, HK08]. These are keyed hash functions (with the key K)
that map messages x € {0,1}" to a group element H%G(w). Also, given a trapdoor td, we may compute a
representation H} % (z) = a,G + b,V for fixed G,V € G. We say that it is (m, n)-programmable if for an
adversarial choice of (x1,...,x,,) and (y1,...,y,), we have that

Vie[m]:az, =0 A Vie[n]:ay, #0

with sufficient (i.e., at least inverse-polynomial) probability. The PHF from [Wat05, HKO08] is known to
be (1, poly)-programmable. We leverage this property as follows. The signer proves with an OR-compiled
X-protocol Xyne that either (i) it knows the discrete logarithm of X = G or (ii)

Ao = 3 m(27NG . T=pV + HYO () e 0.1},
i€[n] (1)
HES (1) = auG + bV with ay, # 0 .

Here, p is the bit-decomposition of the discrete logarithm r such that Ae,s = rG with n = [logp] bits.
Let us ignore blindness for now. Then, the Fiat-Shamir-compiled transcript Ton = (Apnf, Cphf; Zphf) and the
randomized hash value T are included in the signature. Note that the signer employs the X branch in the
real protocol whereas the PHF branch is employed in the security analysis to enforce integrity properties on
Aos. As T is randomized with the additional factor p, the signer may simply issue a random group element
T «<s G in the real execution and simulate the PHF branch.

SHOWING ONE-MORE UNFORGEABILITY. To prove OMUF, we must simulate the signing oracle and argue
that after only Qg signing sessions, the adversary cannot provide Qg + 1 signatures on distinct messages.

4 First, we extract the unblinded nonces Ag? from the SLE proofs in A’s signatures. If some nonce Ag? is
reused, this case remains similar to the prior work [CART26], as we employ a similar WI-based argument
to argue that this cannot happen under the DL assumption. Else, there is a fresh nonce A¥ = r*G which
has never appeared in the signing sessions. This case is where the proof deviates significantly from the prior
work.

In this second case, our approach is to simulate the signing protocol using the PHF branch of the OR-
compiled X-protocol and rewind to extract the DL = of X on the other branch. To be more precise, the idea
is to ensure that after setting up the PHF keys K with a trapdoor td:

3 While it is plausible that the argument in [CART26] works if Crng is statistically binding (instead of extractable),
we do not know of an appropriate candidate scheme under DL, even under this relaxation.

4 We manage to prove one-more strong unforgeability for our blind signature, but postpone the discussion for
exposition.



(i) For each signing session with nonce Ay = rG with bit-decomposition p of its exponent r, the component
ay # 0 is non-zero over Z, (computed using td and p). This allows us to simulate signing using a witness
for the PHF branch of X,ns and not the DL x of X.

(ii) For the fresh nonce A% = 7*G and the bit-decomposition p*, the component a,,+ = 0 is zero (computed
using td and p*). Rewinding will allow us to extract from a Xpne-transcript either the DL x of X or a
witness satisfying Equation (1) containing a,x # 0. The latter case is a contradiction, so we may only
extract x of X.

To this end, we set up H = hG with known DL h so that (i) we may compute the DL r of Ay = rG during
the signing sessions and simulate, and (ii) using the extracted blinding factors stes and h, we may compute
the discrete logarithm r* of A% and accordingly p*. Then, our hope is to employ (1, poly)-programmability of
the PHF to generate an appropriate trapdoor td that ensures these two properties with sufficient probability.

However, there are two subtle issues with the above argument. First and more importantly, notice that
a discrete logarithm r* € Z, may have two possible decompositions of n bits, pu§ and pf such that r* =
Dt K621 = Zicpmy #1427 (mod p).° The adversary may use one of these decompositions to derive
a valid X,ps transcript, so our rewinding extraction could extract an actual valid witness a,+ # 0. Hence,
(1, poly)-programmability of the PHF does not suffice for the proof strategy above as it guarantees a,+ = 0
for only one choice of p*. To deal with this issue, we prove that the PHF from [Wat05, HKO08] is (2, poly)-
programmable. This ensures that for any two possible choices of bit-decompositions pf # p3 of r*, we have
ay+ = 0 with sufficient probability.

Secondly, the sketched contradiction is only computational as the DL of V allows to compute a valid
witness for any pair (Aes, ). For the second point, we show that it is possible to compute the DL of V
via rewinding if such a contradiction occurs. We refer to Section 5.3 for the more detailed proof sketch and
Section 7 for the formal OMUF proof.

We note that the signature scheme in [DH26, Section 4.1] also is based on proving non-zero evaluation
of the PHF with a X-protocol. However, our concrete instantiation of the associated X-protocol and the
security analysis differ considerably. First, their scheme relies on dual-mode commitments, which significantly
simplify the security analysis. More importantly, dual-mode commitments rely on DDH and there is no
known construction from DL. Second, their construction signs messages p € {0,1}", whereas we can view
our scheme as signing group elements A € G, which is vital for our application.® In particular, our reliance
on (2, poly)-programmability is a consequence of signing group elements, while their analysis follows from
(1, poly)-programmability. Thirdly, we must ensure that the issuance protocol is blindable. This comes with
additional technical challenges, as we discuss next.

ON BLINDNESS. To ensure blindness, the user commits to Ao, then blinds and adapts the Yph¢ transcript
Tohf into a Fiat-Shamir compiled proof Tone which shows that either the DL of X is known or Equation (1)
holds, except that the nonce Ay is committed. The non-zero argument is performed following the technique
in [KLR26] (as the technique is blinding-friendly). ” To prove that p is a bit-vector, we show u(1 — p) =0
following the technique in [YAZT19, BLS19, CKLR21, CGKR22]. That is, we prove the quadratic constraint
by turning it into a degree-two polynomial identity that is checked at a random input. We note that the
resulting X-protocol is not canonical, as it proves a quadratic relation. Our novel blinding mechanism is
technically involved due to the cross-terms that arise in the polynomial identity when blinding; we refer
to Section 4 for details. In short, we make blinding work by switching to multiplicative blinding of the
challenge (as additive blinding appears to fail) and extending the statement with additional commitments to
w, which facilitate the cancellation of the cross-terms. We believe that this may be of independent interest:
the technique plausibly generalizes to blinding arbitrary quadratic statements. Finally, the SLE NIZK proves

® For instance, 0 € Z, has two decompositions, (0,...,0) and (b1, ...,b,), where the latter is the bit-decomposition
of the integer p.

5 We note that our unforgeability argument relies on knowing the DL r of the signed message A = rG as discussed
above.

7 The linear map for the non-zero argument depends on the term T which must also be blinded, which must be dealt
with. In contrast, the corresponding linear map in [KLR26] depends only on fixed generators. We refer to the main
body for details.



that the committed nonce Ay indeed coincides with the nonce Ays derived by unblinding ﬁos to link both
components. We refer to Section 5.3 for a more detailed proof sketch of blindness.

EXTENSIONS. Our construction satisfies partial blindness and one-more strong unforgeability. In particular,
proving one-more strong unforgeability presents non-trivial challenges. We refer to Section 5 for our full
construction and more details on security proofs.

3 Preliminaries

NOTATION. Let [n,m] = {n,n + 1,...,m} for any n,m € Z where n < m and [n] = [1,n] for any n > 1. We
use A as the security parameter. We employ representatives [0, p — 1] for Z,. For some random variable V'
with (finite) image ), we denote the min-entropy by Hmin(V') := —log max Prycy[V = y].

PAIRING-FREE GROUPS AND DL ASSUMPTION. Let GGen be an algorithm that on input 1* outputs a group
description G of ©(\)-bit prime-order p = p(\) with generator G. We employ additive notation. Through-
out, we assume that algorithms implicitly obtain as input (G, p,G) <—s GGen(1*). Denote by dlog X the
discrete logarithm = € Z, of X with basis G, where G = X, and write DL as a shorthand for discrete

logarithm. We extend the notation to vectors of group elements X = (Xy,...,X,) in the natural manner.
For vectors x € Zy, H € G" and y € Z,, we write zG = (2.1G,...,r,G), and yH = (yHi,...,yH,),
xH = (v1Hy,...,2,H,). Similarly, we also write ? = (2%,...,22).

We recall the DL and Rel-DL assumptions; the former tightly implies the latter. Let (G, p, G) be as above.
We note that the assumptions depend on GGen employed to (implicitly) sample (G, p, G).

Definition 3.1 (DL Assumption). The discrete logarithm (DL) assumption holds if for any PPT adver-
sary A, it holds that for (G, p,G) «s GGen(1?*),

AdvEe. (A N) = Prlz = o' | £ s Z, 2" — A(G,zG)] = negl()) .

Definition 3.2 (Rel-DL Assumption). The hard DL relation (Rel-DL) assumption holds if for any PPT
adversary A, it holds that

AdVEE (A N) = Pr [0=B0G + Y. BiX; A B#0|B — AG,X) | = negl(\) ,

i=1
where (G, p,G) «<s GGen(1*), X «sG", and B = (B;)ic[0,n]-

Lemma 3.3 (DL implies Rel-DL.). Let GGen be a group parameter generator outputting groups of prime-
order p = p(\) and n = n(X\) be a positive integer. For any adversary A against the rel-DL assumption
running in time t4 = t4(\), there exists an adversary B against DL assumption running in time tg ~ t4
such that Adviges (A, A) < Advicen (B, A) + 1/p.

Proof. The proof follows the proof of [JT20, Lemma 3] almost verbatim except that we allow for a fixed
generator G to be within the linear relation checked at the end.

Consider the following adversary B against the DL assumption with input (G, X). Then, it samples
a,bsZy, sets Y = aG + bX, and runs B «s A(G,Y). Then, B parses 3 = (f;)ie[o,n] checks that

p’
Sy Bib; # 0. If this doesn’t hold, abort. Otherwise, return fﬁ(’gnzi?fa
7, Bib;
If A succeeds, we have that Og = BoG + X, BiY: = (Bo + 2y Biai)G + (31—, Bibi)X. Then, if
Z?Zl Bib; # 0, the output of B is exactly the discrete logarithm dlog, X .
Hence, we have that

AdVrGeCl;_e‘?Il,n(A? )‘) < AchCj;lGen(Ba )‘> + Pra,b,A [Z ﬁzbz = 01
i=1

1
< Advc (B, A) + 5

The last inequality follows from Schwarz-Zippel lemma and the fact that A’s view is independent of b as Y
hides b. This is the same argument as in [JT20, Lemma 3]. =



BLIND SIGNATURES. Now, we define blind signatures [Cha82] with security definitions from [JLO97]. We
consider 3-move schemes with partial blindness [AF96]. A partially blind signature BS is a tuple of PPT
algorithms (BS.Setup, BS.KeyGen, (BS.Sign,, BS.U;, BS.Sign,, BS.Us), BS.Ver) such that

BS.Setup(lA) — pp: Given security parameter 1%, outputs public parameters pp.

BS.KeyGen(pp) — (sk, pk): Given public parameters pp, outputs a secret key sk and public key pk.

BS.Sign, (pp, sk, info) — (smsg;,sts): Given public parameters pp, a secret key sk and a common message
info, outputs a signer message smsg; and signer state sts.

BS.U1 (pp, pk, info, msg, smsg;) — (umsg, sty): Given public parameters pp, a public key pk, a common mes-
sage info, a message msg and a signer message smsg;, outputs a user message umsg and user state
sty.

BS.Sign, (umsg, sts) — smsg,: Given public parameters pp, a secret key sk, a user message umsg and signer
state sts, outputs a signer message smsgs.

BS.U3(smsg,, sty) — o: Given signer message smsg, and user state sty, outputs a signature o.

BS.Ver(pp, pk, info, msg, o) — b: Given public parameters pp, a public key pk, a common message info, a
message msg and a signature o, deterministically outputs b € {0, 1}.

If clear by context, we leave the user and signer states implicit for conciseness. We define correctness, partial
blindness and one-more strong unforgeability below.

Definition 3.4 (Correctness). A partially blind signature BS is correct with error e = e(\) if for all
public parameters pp € BS.Setup(1?), (sk, pk) € BS.KeyGen(pp), messages msg and common messages info,
the following probability is at least 1 — €

(smsgy, sts) «s BS.Sign, (pp, sk, info)

(umsg, sty) <s BS.U1(pp, pk, info, msg, smsg; )
smsg, <—s BS.Sign, (umsg, sts)

o «—s BS.Us(smsg,, sty)

Pr | BS.Ver(pp, pk, info,msg, o) = 1

One-more strong unforgeability ensures that it is hard to compute a fresh signature-message pair without
interacting with the signer.

Definition 3.5 (One-More (Strong) Unforgeability). A partially blind signature scheme BS is one-
more (strong) unforgeable if for any PPT A in the game OMUF (or OMSUF) as defined in Figure 1, the
following advantage is negligible:

Advaat/omsut 4 ) .= Pr[(OMUF/OMSUF)gs(\) = 1] .

The following lemma also allows us to assume that any OM(S)UF adversary finishes all signing ses-
sions. Note that similar assumption has been (implicitly) made in prior works on three-move blind sig-
natures [FPS20, TZ22]. We give a proof of the lemma in ??. Moreover, the lemma extends naturally for
adversaries in the ROM (with increased random oracle query count).

Lemma 3.6. Let A be an adversary against OMUF (resp. OMSUF) game of BS, running in time Ty =
TA(N) and making Qs, = Qs,(N\),Qs, = Qs,(\) to S1,Sa, respectively. Then, there exists an adversary B
against OMUF (resp. OMSUF) game of BS, running in time T ~ T4 and making Qs = Qs, queries to both
S1,Ss, such that

AdVEE (A, \) < Advge™ (B, ) , AdVEE™ (A, A) < AdvgE™™ (B, )) .
Partial blindness ensures that the signer cannot link signing interactions to the issued signatures, even if the
signing key is malicious.

Definition 3.7 (Partial Blindness). We say that BS is partially blind if for any adversary A in the game
Blind as defined in Figure 2, the following advantage is negligible:
1

AREY (A, X) = |Pr[Blindgs (V) = 1] — 5



T i 2 .
Game | OMUFZg(N): ! OMSUFgg(N): Oracle Sq (info):
1: pp<s$ BS.Setup(lA) 1: cnt <« cnt+ 1 ;infoc < info
2: (sk, pk) <3 BS.KeyGen(pp) 2 (smsgy cnr, Stene) <3 BS.Sign, (pp, sk, info)
3: et~ 058 3: return smsg; .,
4: (info¥*, (msg'?, U(i))ie[l]) 5 45152 (pp_ pk) Oracle S (sid, umsg)
5: return (£ > Qg %) A 1: if sid ¢ [ent] v sid € S then return L
6: (Vi € [£] : BS.Ver(pp, pk, info™ msg(i), U(i)) =1) 2: smsgy iq < BS.Sign, (umsg, stsia)
et 5T G 3t Qsiintoy, Sinfosiq + 1
7. LA #£je[0]: msg® # msg) i Qs,infozq < Qsinfogiq T
koo - - 4: // Assume Qs,infoy;, initialized as 0
8: ‘ AVi#je[l]: (msg®, o) = (msgl?), o)) 5: S« Su{sid}
6: return smsg, g

Fig. 1. One-More (Strong) Unforgeability security game of BS. The dashed box indicates the winning condition of
the OMUF game, while the solid box indicates the winning condition of the OMSUF game.

Game Blindgs()): Oracle Uy (7, smsg; ;):

1 pp «— BSASetup(l)‘) 1: if i ¢ {0,1} v sess; # init then return L

2: bes${0,1}; bp«—b; by < 1—b 2: sess; « open

3. b o AMtULU2 (pp) 3: (umsg,;,sty,;) < BS.Ui(pp, pk, info, msg, smsg; ;)
4 return b’ = b 4: return umsg;

Init(pk’, info’, msgy,, msg)) Oracle Uz (i, smsg; 5 ):

if ¢ ¢ {0,1} v sess; # open then return L

1: if sessp = L A sess; = | then

2 sessg «— init; sess; «— init sess; «— completed

3: pk «— pk’; info « info b; < BS.Ua(smsg; 5, st,i)

4 msg, «— msg(), msg, « msg'1
if 0o = L v o1 = L then return (L, 1)

1:
2:
3:
4 : if sessy = sess; = completed then
5:
6: return (oo, 01)

7:

return (¢, completed)

Fig. 2. Blindness security game of BS.

COMMITMENT. A commitment scheme C with message space C.M, key space C.K, commitment space C.C
and randomness space C.R is a tuple of PPT algorithms (C.Setup, C.Commit) such that

C.Setup(1*) — ck: Given security parameter 1%, outputs commitment key ck.
C.Commit(ck, m;r) — C: Given the commitment key ck, message m € C.M and explicit randomness r € C.R,
it outputs a commitment ¢ to m.

We do not define an explicit verification algorithm; instead, we verify whether a commitment C' opens to
message m with randomness r via C' = C.Commit(ck, m;r). Below, we recall desirable security properties of
commitment schemes.

Definition 3.8 (Hiding). A commitment scheme C is (perfectly) hiding if for any adversary A, we have
that advantage Adv¥®(A, \) is zero, defined as

Pr[bzb’

where ¢ <+ C.Commit(ck, my; 7).

Adviide(A, \) =

)

ck «s C.Setup(1*), (mq,my,sta) « A(pp),] 1

bs{0,1}, 7<sCR, b «— Alc,sty) 2

Definition 3.9 ((Strong) Binding). A commitment scheme C is (computationally) binding if for any
PPT adversary A, we have

ck « C.Setup(1?*),

Adv2™ (A, \) := Pr [mo # My Acy=Cy (Mo, . 70,71) < A(ck)] = negl(\),
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where ¢; = C.Commit(ck, m;;r;) for i € {0,1}. We say that C is computationally “strongly” binding if the
winning condition above is (mg # m1 v 1o # 1) A ¢o = c1, and we denote the advantage with Adv%bind (A, N)
instead. We say the scheme is perfectly (strongly) binding if the advantage term above is 0 for all potentially
inefficient adversaries A.

Instantiation. We employ Pedersen commitments Cpeq [Ped92] with message space Z,, defined as follows.

Cped-Setup(1*) — ck: Given security parameter 1*, samples elements V, Gy, ..., G, <s G, and outputs ck =
(Gi,...,Gn, V).

Cped-Commit(ck, m;7) — C: Given the commitment key ck, message m € Z; and randomness r € Z,, it
outputs a commitment C = rV + Zie[n] m;G;.

For convenience, we sometimes employ Pedersen commitments inline without the above abstraction. Pedersen
commitments Cpeq satisfy correctness, perfect hiding, and strong binding under the DL assumption.
PROGRAMMABLE HASH FUNCTIONS. We recall that a group hash function PHF = (PHF.Gen, PHF.Eval,
PHF.TrapGen, PHF.TrapEval) for GGen with input space PHF.X = {0,1} is a tuple of PPT algorithms
defined as follows.

PHF.Gen(1*) — K : Given the security parameter A, outputs a hash key K.

PHF.Eval(K, X) — Y : Given key K and input X € PHF.X', deterministically outputs an evaluation Y.

PHF.TrapGen(1*,G, H) — (K’,td) : Given the security parameter A and generators G, H € G, outputs a
hash key K’ and trapdoor td.

PHF.TrapEval(td, X) — (ax,bx) : Given trapdoor td and input X, deterministically outputs (ax,bx) €
L X L.

We may refer to Y or ax as the PHF evaluation, if clear by context.

Definition 3.10 (Programmability). A group hash function PHF for GGen is (m,n,d)-programmable if
the following properties are satisfied.

Correctness. [t holds that PHF.Eval(K', X) = axG + bx H for all H,G € G, (K',td) « PHF.TrapGen(1*,
G,H), X € PHF.X and (ax,bx) < PHF.TrapEval(td, X).

Well-distributed Keys. For all generators G, H € G, for all K < PHF.Gen(1*) and for all (K’ td) «
PHF.TrapGen(1*, G, H), the hash keys K and K’ are identically distributed.

Well-distributed Logarithms. For all G, all generators G, H, for all K' in the range of (K’ ;td) «
PHF.TrapGen(1*, G, H), for all X1,..., X, Z1,...,Zn € PHF.X such that X; # Z; fori,j € [m] x [n],
and for all corresponding (ax,,bx,) < PHF.TrapEval(td, X;) and (az,,bz,) < PHF.TrapEval(td, Z;),

Pr[Vie [m]:ax, =0 A Vje[n]:az, #0mod p] =6,

where the probability is over the trapdoor td, that is distributed according to the output distribution of
PHF.TrapGen(1*, G, H), conditioned on K'.

We write (m, n)-programmable for short, if § = 1.8

We are going to consider the standard multi-generator PHF implicitly introduced by Waters [Wat05],
with the trapdoor generation strategy by Hofheinz and Kiltz [HK08]. The input space is PHF.X = {0, 1}*.

PHF.Gen(1*) — K: Given the security parameter 1*, returns a uniformly sampled hash key K = (Hy, H,
ooy Hy) < GHHL,
PHF.Eval(K = (Ho, Hy,...,Hy),x = (21,...,2¢)) — H¥C(x): Given hash key K and input x, returns

0
H%G(il?) = Hy + Z v H; .
=1

8 We sometimes also refer to this for inverse polynomial ¢ if clear from the context.
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PHF.TrapGen(1*, G, H) — (K’,td): On input 1* and group elements G, H € G, picks a; j <s {—1,0,1} for
i€{0,1,...¢} and j € [J], where J is to be chosen concretely as in the theorem below, a; = Z;‘]=1 a; ; for
i€[f] and ag = —1 + Z;Ll ap,j, as well as by, by, ... by «<s Z,. Then, it returns K’ = (Ho, Ha,. .., Hy),
where

Hy=a0G+boH , H; = 0;G + b;H fOI‘Z'E[f],

as well as td = (a,b) with a = (ag,a1,...,a¢) and b = (by, b1, ..., be).
PHF.TrapEval(td = (a,b),x = (z1,...,z¢)): Oninput of trapdoor td and input x, returns a, = a0+Zf:1 a;T;
€Z and by = by + Yb_, biw; € Z,,.0

In Appendix B, we prove the following theorem, which (to the best of our knowledge) is novel, as prior
results only established that the construction is a (1, ¢, d)-PHF and a (2,1)-PHF.

Theorem 3.11. There are constants ¢ and d, such that for any q, the above construction with J = [qZC] 18
a (2,q,0)-PHF for § = oy, if (C+1)J +1<p.

In addition, we introduce another setup algorithm PHF.NonZeroGen, with the same input-output spec-
ification as PHF.TrapGen, except that PHF.TrapEval will always output a non-zero value a, in the first
component, similar to the signature scheme in [DH26]. This property will be useful in our security analysis.

PHF.NonZeroGen(1*,G, H) — (K’,td): On input 1* and group elements G, H € G, picks a = (1,0,...,0) €
Z5t and b = (bo,...,bg) «<sZ5T. Then, it sets H; < a;,G + b;H for i € [0,£]. It outputs K’ =
(Ho,...,H;) and td = (a, b).

Lemma 3.12. The PHF defined as above, except that PHF. TrapGen is replaced with PHF.NonZeroGen, is
(0, g, 1)-programmable for any q = poly(}).

Proof. This is true, since it is always the case that ag + Ziem wia; = 1.

Y-PROTOCOLS. We establish X-protocol notation and security. Let /8 = {(x,w)} be an NP-relation and
denote by £ = {x | Iw s.t. (x,w) € R} the induced language. A parameterized X-protocol X for R
with challenge space X.C is a tuple of PPT algorithms (X.Init, X.Resp, X.Ver), where X .Resp and X.Ver are
deterministic, such that

X.nit(x,w) — (A,st): Given a statement-witness pair (x, w) € R, outputs a first flow message (i.e., nonce)
A and a state st.

XY Resp(st,c) — z: Given a state st and a challenge ¢ € X.C, outputs a third flow message (i.e., response) z.

Y Ver(x, A, c,z) — b: Given a statement x, a nonce A, challenge ¢ € ¥.C, and a response z, outputs a bit
be{0,1}.

We refer to the tuple 7 = (A4, ¢, z) as a transcript. We say that 7 is valid for x if Ver(x, 4, ¢, z) outputs 1. We
may omit x if clear by context. We recall desired security notions for X-protocols below, following [KR25].

Definition 3.13 (Correctness). Let R be an NP-relation and X be a X-protocol for R with challenge
space X.C. We say X is correct, if for all (x,w) € R, the following probability is 1:

Pr{X.Ver(x, A,c,z) = 1| (A,st) «s X.nit(x,w); ¢ <s X.C; z < X.Resp(st,c)].

Definition 3.14 (Special Soundness). Let R be an NP-relation and X be an X-protocol for R. We call
X k-special sound, if there exists a deterministic polynomial-time extractor X.Ext that given statement x and
k walid transcripts {(A, ci, z;) }ier] with pairwise distinct {c;}iemr), outputs a witness w such that (x, w) € R.

We say that X is k-special sound for relation R if the extracted witness w satisfies (x,w) € R.

9 We parse a = (ao, . ..,ar),b = (bo,...,be) differently from prior algorithms.
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Definition 3.15 (High Min-Entropy). Let R be an NP-relation and X be an X-protocol for R. We say
that X has high min-entropy if for all (x,w) € R, it holds for (A, st) — X.Init(x,w) that

27 Hmin(4) — negl(\).
We denote Hyin X := mingee, Hmin(A).

Definition 3.16 (Relaxed Strong 2-Special Soundness). Let R be an NP-relation and X be an X-
protocol for R. We say that X' is strong 2-special sound for NP-relation RON if there exists a deterministic
PT algorithm Ext such that given as input two valid transcripts T = (A, ¢, z) and 7' = (A, ', 2’) for statement
x with T # 7', the extractor outputs a witness w «— Ext(x, 7,7’) such that (x,w) € R.

Definition 3.17 (SHVZK). Let R be an NP-relation and X be an X-protocol for R. We say that X
is perfect special honest-verifier zero-knowledge (SHVZK), if there exists a PPT zero-knowledge simulator
X.Sim such that for any (x,w) € R and ¢ € X.C that Drea = Dspvzk for

DReal := {(x,w, (4,¢,2)) | A<«s X.Init(x,w); z < X.Resp(st, ¢)},
Dsuvzk = {(x,w, (4,¢,2)) | (4, 2) « X.Sim(x, ¢)}.

Definition 3.18 (Relaxed Unique Responses). Let X be a X-protocol for relation R. We say that ¥
has unique responses if for any statement x and (A, c) there exists at most one z such that (A, c, z) is valid for
x. We say that X has relazed unique responses for relation R if there exists a deterministic polynomial-time
extractor ¥.URExt that given statement x and two valid transcripts {(A, ¢, zp)}pefo,1} with 2o # 21, outputs

a witness w such that (x,w) € R.

We further recall the notion of a blindable X-protocol from [BHKR25]. We generalize the notation to fit
our needs and follow [KR25] to generalize the security property.

Definition 3.19 (Blindable Y-protocol). Let X = (X.Init, ¥ .Resp, X.Ver) be a X-protocol for relation
R with challenge space X..C, and suppose X is SHVZK.

Let Y .Rand = (E.BIindNonce,Z.BIindChaI,Z.BIindChaI_l,E.BIindResp) be a set of PPT randomization
algorithms such that

Y .BlindNonce(x, A) — (A, st): Given a statement x and nonce A, outputs a blinded nonce A and a state st.

XY .BlindChal(c,st) — ¢ Given a challenge ¢ € X.C and a state st, deterministically outputs a blinded challenge
c.

Y BlindChal™*(¢,st) — ¢: Given a blinded challenge ¢ € X.C and a state st, deterministically outputs a
challenge c.

X .BlindResp(z, ¢, st) — Z: Given a response z, a challenge ¢, and a state st, deterministically outputs a blinded
response z.

We say X is (strongly) X.Rand-blindable if

1. for all (A,st) «s X.BlindNonce(x, A), the function BlindChal™(-,st) is the inverse of BlindChal(-,st) and
2. for allx € £y (resp. all x) and all valid transcripts T = (A, ¢, z), the distributions Dspyzk and Drang are
identical, where

Dshvzk = {(x, (4,2,2)) | ¢ s £.C; (A,2) —s 2.Sim(x, )},
(A,st) «s X.BlindNonce(x, A)
DRand = { (x, (4,¢,2)) & s X .BlindChal(c, st)
% «<—s X .BlindResp(z, c, st)

We also recall the notion of a translatable X-protocol [BHKR25] which allows to modify a transcript
7 = (A,c,z) for statement x into a transcript 7/ = (A4’, ¢, 2’) for a modified statement x’. We simplify the
notion and remove the requirement on the distribution of 7/, as this is taken care of by blindability.
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Algorithm ForkB‘A (inp):

1: Pick random coins pa ; h <$ c?
(I,aux) « A(inp, hi p.a)
if I = 1 then return L

hirg «<$CY iR = kg alhirg
(I',aux’) — A(inp, h'; p.4)

Wy -9 €2 SR = By by g
(I",aux") < A(inp, h"; p.a)

if |{I,I',1"}| #1 v |{h1,h},h]}| <3 then

© 00 N O ok W N

return L

—
[}

return (1, (aux, aux’, aux”))

Fig. 3. Forking algorithm

Definition 3.20 (Translatable Y-protocol). Let X = (X.Init, X .Resp, X .Ver) be a X-protocol for relation
R with challenge space X.C.

Let X Rans be a set and let X.Trans = (X.TransStmt, X.TransNonce, X.TransResp) be polynomial-time
algorithms such that

Y. TransStmt(x,r) — x’: Given a statement x and coins r € X . Rians, outputs a transformed statement x’.

XY TransNonce(x, A,r) — A’ Given a statement x, a nonce A and coins r € X Rans, outputs a nonce A’.

XY TransResp(x, A, ¢, z,1) — 2't Given a statement x, a nonce A, a challenge ¢, a response z and coins
7 € X.Rvans, outputs a response z'.

We say that X is (strongly) X .Trans-translatable if for all v € X Rans, all x € Loz (resp. all x) and all
valid transcripts 7 = (A,¢,2) for x, the transcript (A',c,z') is valid for x' = X .TransStmt(x,r), where
A’ = X TransNonce(x, A,r) and 2z’ = Y. TransResp(x, 4, ¢, z,7).

FORKING LEMMA. The forking lemma allows to argue about the adversary’s behavior upon rewinding [BN0G].
We require a variant which allows to rewind twice. Our variant is, e.g., implied by [CART26, Lemma 2.19],
we give the proof in Appendix C for completeness.

Lemma 3.21 (3-Fork Rewinding). Fiz an integer Q = 1 and a set C of size |C| = 2. Let A be a
randomized algorithm that on input inp, h € C? returns a pair (I € [Q] U {L},aux). Let IG be a randomized
algorithm for sampling inp. Let acc := Pr[I # Ll|inp<«=sIG; h<«<sC?9; (I,aux)«<sA(z,h1,...,hy)]. Let
frks = Pr[b =1 : inp «s IG; (b, aux, aux’, aux”) «s Forké‘t(inp)] where Fork§4 is defined in Figure 3. Then,

frks > 2€ (acc L )2 1 or alternatively, acc < {/32Q32 (frk + ! ) + 1Q
3 = 75 A A 1A b ) ~ : T T
2 \4Q [C] IC| IC| IC|

NON-INTERACTIVE PROOF SYSTEMS. A non-interactive proof system II for relation SR using a random oracle
H is a pair IT = (II.Prove, I1.Ver) of PPT algorithms with access to a random oracle, where

I1.Prove" (x,w) — m: Given statement x and witness w, generates a proof .
IT.Ver" (x, ) — b: Given x and a proof 7, outputs b € {0,1}.

We define correctness, zero knowledge and straightline extractability (SLE), following [KRW24]. We refer
to a proof system that satisfies these properties as an SLE-NIZK.

Definition 3.22 (Correctness). Let IT = (II.Prove, IT1.Ver) be a non-interactive proof system for a relation
R. It has correctness error € = () if for all (x,w) € R, it holds that

Prim« II.Prove (x, w) : IT.Ver(x,7) = 1]=1-¢,
where the probability is over the choice of H and the randomness of I1.Prove, Il.Ver. We say that I is correct
if € = negl(X).
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Definition 3.23 (Zero-Knowledge). Let II = (II.Prove, I1.Ver) be a non-interactive proof system for a
relation R. We say that II is zero-knowledge, if there exists a PPT simulator Sim such that for all PPT
adversaries A the following advantage is negligible:

AdV?Y(,Sim(Aa )\) = |Pr [b -1 | b AH,Oprove(lk)] — Pr [b =1 | b — _AH,Osxm(lk)]‘ ,
where A has (black-box) access to the random oracle H and to an oracle Opyove 07 Osim, which are as follows:

¢ Obrove(x, w): Return L if (x,w) ¢ R. Else, output m «— II.Prove™(x, w).
o Osim(x, w): Return L if (x,w) ¢ R. Else, output m « SimH(x).

Furthermore, the simulator Sim is allowed to program the random oracle H on any fresh input to H, i.e. if
H(m) has not been queried before, then Sim is free to choose H(m), else, programming fails.

We define (relaxed) straightline extractability, where it is possible to extract a witness for a relaxed
relation R 2 R in a straightline manner. We refer to R as the knowledge relation.

Definition 3.24 (Relaxed Straightline Extractability). Let IT = (II.Prove, I1.Ver) be a non-interactive
proof system for a relation R and let R 2 R be a relation. We say that I is straightline extractable (SLE)
for R, if there exists a PPT extractor Ext such that for any A the following advantage is negligible:

Advj";’Ext’%(A, A) = ‘Pr [b=1]b— AHO(1M)] —Prib=1]b« AH’OEX‘(I’\)“ ,

where A has access to the random oracle H and to an oracle Over or Ogyx, which are as follows:

« Over(x,7): Return IT.Ver™ (x, 7).
o Opee(x,m): If IIVer" (xx, 1) = 0, return 0. Otherwise, if (x,w) ¢ R for w « Ext(Q,x, ), return 0. Else,
return 1. Here, Q denotes the set of A’s H queries.

4 Blindable X-protocols

We present the Y-protocols that we employ to construct our blind signature.

OKAMOTO-SCHNORR Y-PROTOCOL. Denote by Yo the X-protocol underlying the Okamoto-Schnorr iden-
tification scheme [Sch90, Oka93|. The underlying relation, parameterized by par., = (G, H) is given by the
linear map PP via

Ros := {(os, Wos) | W = D" (Wos) := woG + wiH}, (2)

where xos = (G, H,W) and wes = (wg,w1). We may write $os for short if par, is clear by context. For
completeness, we provide an explicit description of Yy in Figure 4 including blinding operations.

DISCRETE LOGARITHM Y-PROTOCOL. Denote by Xy the canonical X-protocol for proving knowledge of the
discrete logarithm of a group element X € G [Sch90]. The underlying relation, parameterized by pary = G,
is given by the linear map @5 via

D%d| = {(Xd|,Wd|) | X = @zlard' (Wd|) = LUG}, (3)

where xq1 = (G, X) and wq = . We may write @y for short if pary is clear by context. Note that we employ
challenge space Cqi = Z,; instead of Z;, and we blind as in [TZ22]. 1% For completeness, we provide an explicit
description of Xy in Figure 5 including blinding operations.

19 Tooking ahead, this is because T is OR-compiled with Xy following [CDS94], and X requires multiplica-
tive blinding with challenges over Z, . For OR-proof compatibility, we need Xy to have a consistent choice (cf.
Lemma 4.4).
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Fig. 4.

The

Algorithm Xos.Init(Xoes, Wos):

Algorithm Xo.BlindNonce(xos, Aos):

1: parse xos = (G, H, W), wes = w
r 38 Zi
Aogs := Dos(1)

stos 1= (w, r)

T W N

return (A, stos)

Algorithm Xos.Resp(stos, Cos):

1: assert cos € Cos

2: parse stos = (w, 7)

3: return 2z, 1= Cos W + T
Algorithm Xo.Ver(Xos, Aos, Cos, Zos):
1: parse xos = (G, H, W)

2: assert Ay + cosW = Pos(20s)

3: returnl

parse xo = (G, H, W)
o «—$ Zi 3y <S8 Zy

Aos 1= Aos + ‘Pos(a) - W

N N

SNtOS = (aa 7)
5: return (Aos, Stos)

Algorithm Xus.BlindChal(cos, Stos):

1: parse sts = (, )
2: return Cos i= Cos + ¥
Algorithm Xos.BlindChal ™! (s, Stos):

1: parse st = (a,7)
2: return o := Cos — 7Y

Algorithm Xys.BlindResp(2os, Cos Stos):

1: parse stos = (a,7)

2: return Zy = 205 + @

Yos-BlindNonce(xos, Aos; s~tos) with explicit randomness Stos = (e, 7).

2-PROTOCOL FOR NON-ZERO PHF EVALUATION. Let n = [log, p]. Let hpp = (G,V,U = (Uy,...

Algorithm Xy .Init(xd| , Wdl )2

Algorithm Ed|.B|indNonce(xd|, Ad|):

parse xq = (G, X), wq = ©
r«$ Zp
Ad = @CH(’I’)

stq 1= (z, 1)

Ut W N =

return (Agq, stq)

Algorithm Xy. Resp(std| 5 Cdl )Z

1: assert cq €C

2: parse sty = (z,7)

3: return zg :=cq -+ 7
Algorithm Ed|.Ver(xd|, Adl, Cdiy Zd|)t
1: assert Ag + caX = Pqi(2q)

2: returnl

1: parse xq = (G, X)

o <S8 Zy 3 'y<—$Z;

2
3: Ag =7 - Ay + Da()
4: sty = (a,7)

5

return (Ay, sty)

Algorithm Xy.BlindChal(cq, sta)):

1: parse stg = (a,7)
2: return &y := cq - Y
Algorithm Xg.BlindChal = (&g, sta):

1: parse stg = (a,7)
2: return cqg = Cqi/y

Algorithm Z‘d|.B|indResp(zd|, Cdls &m):

1: parse sty = (a,7)

2: return Zy := vyzq + «

Fig. 5. The X-protocol for R4 with challenge space Cqi = Z

G™*3 with V # 0. Denote

X
D -

Xphf = (hpp,0$,A$,T$,6$) € Gn+6 X Z; )
Wphf = (avﬁvl/apar&p’) € ZZ X {O?l}n .

We define the relation induced by sﬁzﬁ? s by

%phf =

C$ VG + T$V )

Ag hen |V B i (2716)
(Xphf, Wphf) To—U| = Dot (Wphf) 1= oV + Zie[n] Ui

esG aly + 1%
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X-protocol for relation fPRos with challenge space Cos = Zp. We may write Ao =

,Un)) €

(4)
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We may write @Z;ff as a shorthand for @hE? T5 if clear by context. This relation allows to enforce integrity

properties on the group element A = Ag — vV, which is blinded with an additive term vV, if the exponent
1= Y 14;271 mod p of A is known. !! Looking ahead, A will correspond to the nonce Ao from the
Okamoto-Schnorr Y-protocol in the security analysis of our blind signature. Let us explain the purpose of
each row:

Commitment to blinding term for A. The element Cy is a Pedersen commitment to the blinding ran-
domness v for Ag.

Blinded Okamoto-Schnorr nonce. The element Ag corresponds to the value A, blinded additively by
the term vV (ie., Ag = A+ vV), where p = (u1,..., t,) is some bit-decomposition of the exponent
= Zie[n] 128~ mod p of A.

Blinded PHF evaluation. The element T is the evaluation HY“(u) of the PHF with key U on p, but
blinded with pV.

Non-zero PHF evaluation. The element egG corresponds to the non-zero proof of the PHF trapdoor
evaluation, i.e., e # 0 mod p, where e is computed via PHF.TrapEval. Note that the G component in Ty
contains the PHF evaluation e and non-zero evaluation is ensured by eg # 0. If e # 0, the honest PHF
evaluation yields a valid witness (assuming the trapdoor is known).

The X-protocol. We define the X-protocol Xphs for Rpns in Figure 6. We discuss the design below. The
X -protocol proves the linear constraints from the map @pn¢ with the usual generalization of Schnorr’s -
protocol to linear relations (e.g., [Maul5]), with challenge space Cpns := Z,;. Note that the full relation is
non-linear due to the requirement that p € {0,1}™. The latter is proven by showing that for all ¢ € [n], we
have that p;(pu; —1) = 0. To do so, we follow the technique in, e.g., [YAZ119, BLS19, CKLR21, CGKR22],
which we recap briefly below. Let z,, = cpt + r be the canonical Y-protocol response to prove knowledge of
p with randomness r € Z; and challenge c¢. We interpret

F(e) ::zu(zu_c'l):N(N_1)62+.flc+f0

as a vector of n polynomials with variable ¢, where f; = r(2u — 1) and fo = r2. Note that by design,
the leading coefficient of f; is 0 if and only if p;(u; — 1) = 0. Thus, f; is a polynomial of degree at most
1 if and only if u; € {0,1}. To convince the verifier of this claim, the prover commits (via Pedersen) to
the non-zero coefficients f1 and fo of f(X) = pu(p — 1)X? + f1X + fo in Dy = Cpeq.Commit(f1;1)
and Dy = Cpeq.Commit(fo;to), respectively. Here, tg,t1 € Z,, are the commitment randomness. These
commitments are also sent in the first flow of the Y-protocol. Upon reception of the challenge, the prover
then reveals t = ¢ - t; + ty which allows the verifier to check that

¢- Dy + Dy = Cheq.Commit(f(c);t) .

Note that the left-hand-side is the evaluation of the degree 1 polynomial f1X + fy on input ¢ and the
above check establishes equality with f(c). Thus, the degree-two polynomial f agrees with a degree-one
polynomial on input ¢. Since the commitments D1, Dy were established before seeing the challenge ¢, the
leading coeflicient p(p—1) of f is zero with high probability under Schwarz-Zippel. It follows that p; € {0, 1}.
Note that the formal argument establishes 3-special soundness for a relaxed relation (either binding of
commitment is broken or p;(u; — 1) = 0 as desired).

Blinding the transcript. We note that blinding the proof for g € {0,1}" is less straightforward due to its non-
linear nature. Let us give some intuition for the complications that arise. Following the blinding procedure
in [TZ22], the challenge ¢ and response z,, associated to the bit-decomposition p are blinded via

C=c-v; 3u:7zu+57

' To be more precise, without knowing the PHF trapdoor behind hpp, it is hard to compute a valid transcript for
Yonf; it may help to think of a Fiat-Shamir compiled proof for relation Rpne as a signature on A (though this view
is not entirely accurate).
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where 3 «s Z; randomizes the response and y «—s Z; randomizes the challenge. A simple computation yields

that the associated blinded polynomial }'(a in verification may be expressed as

~

F@) =243, =2 1) = 2 f(c) + 2y2,8 — B + B° .

For blinding to succeed, we must therefore compute commitments bo,bl and opening t such that the
following holds.

« The commitments IN)O, 1~)1 are computable given the first flow Apn¢ of the to-be-blinded transcript. The
opening t may be computed given the full transcript Tpn = (Aphf, €, Zphf)-

. We have €Dy + Do = Cpeq.Commit(f(2); 7).

. The values EO, bl and % are well-distributed.

The latter point is easy to achieve by randomizing the commitments and adjusting the opening accordingly.
Finding the appropriate commitments and openings in the first place turns out to be challenging. Observe
that we may use the fact that we have appropriate commitments Dy, D1 in Tpns to express f(c). (Thanks
to homomorphic properties of Cpeq, Wwe may also adjust the commitments for the factor 42.) Also, the terms
¢B and (3?2 are easy to deal with by accounting for 3 in D, (which is later multiplied by ¢ in verification)
and B2 in D,. o

Unfortunately, the response z, is not known yet when setting up the blinded commitments Dy, D;.
Without further modification, it seems that blinding fails. Before we proceed, let us remark that if we were
to employ additive blinding for the challenge (i.e., set ¢ = ¢++) as is more common in the literature, then the
above term would contain even more cross-terms. '* To summarize, we must find Cpeq commitments D7, D,
given App, in such a way that we may open ¢D + Dy to vz, after seeing the challenge ¢ and response
Zphf- Then, the above observations together with homomorphic properties of C,eq yield the desired blinding
algorithms.

Our core insight is that we may extend the proven relation @ﬁf with additional components to enable
the computation of appropriate commitments D7, Dj,. For this, let us inspect Cpeq. As we use the generators
G,V, commitments have the form xG + yV with message = € Z, and randomness y € Z,. To aid handling
the cross-term z,, we let the prover instead prove the following modified relation induced by Qggﬁf defined as
follows. Let

Rphf = (CusXphf) € G*"FO X ZX | Wphe = (1, Wpne) € Zp ™ x {0,1}" .
Let X = @Zﬁf(wphf) = (Cs, Ag, Tg — Uy, €$G) and let
“hpp, T / ~
(Cpr X) = BEPTS (i) 1= (;LG +r,V, qspT,ff(wphf)) . (6)

In short, the commitments C,, and their respective X-protocol nonces A, then allow to compute D} and
0, respectively, as desired. To see this, observe that C, and A, are now part of Ayps. Further, we have by
verification that
cC,+A,=2,G+2,V,

where z, is the response associated to r,. Multiplying the above by v and using that ¢ = ¢, we find that
" = C, and Dj = vA,, suffice. Indeed, we have

¢D| + Dj = ~v(cC ) + vA, = v2,G + vz, V

which constitutes a commitment to vz, with opening ¢ = ~vz,, as desired. We refer to Figure 6 for the
formal description.

12 Notably, we employ multiplicative blinding as we did not manage to account for some of the arising cross-terms
when blinding the challenge additively.
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Translating the statement. Let xpn = (G, V, U, Cs, Ag, Ts, e5) and X . Ryrans = Zg x Z, . For our application,
it is important that the statement xph may be randomized into the blinded statement Xphs as follows.
Denote coinspne = (', 7g, 0/, €') € L. Rrans. The algorithm TransStmt receives (xphf, coinsppe) as input and

outputs XN{phf = (G, V, U, ég;, 12113;, T$, gg;), where

C~'$:C$+V/G+T§;V, Z$:A$+V/V,
T$:T$—|—plv, g$:€$-€/.

(7)
The above allows to randomize the non-persistent components of the statement xphs by sampling coinsphs
at random. '* Our X-protocol 2one allows to randomize the statement as above, while ensuring that an
associated transcript Tone = (Aphf, Cphf, Zphf) remains valid (following the notion of translatability, cf. Defini-
tion 3.20). The mechanism is described in Figure 7.

Let us give some intuition. First, observe that the underlying witnesses v in T,uf is additively randomized
into ¥ = v + v/. Thus, the original X,n response z, = cppf - ¥ + 7, associated to v may be shifted via

/ ~ /
2y = Cphf "V + Ty = 2y + CphflV .

The same mechanism works for rg and p.

Since eg is randomized multiplicatively, the mechanism differs. Here, we employ the blinding mechanism
for the non-zero proof of [KLR26]. That is, the associated nonce and responses are multiplied by €’. To see
why this works, denote by A. = roTg + rgV the nonce in 7ph¢ associated to the relation egG = aTs + BV.
Similarly, denote by zq = cpnf - & + 7 and zg = cphf - f + g the responses associated to witnesses o and g,
respectively. Observe that

esG=¢€-(esG) =€ (aTs+BV) = (- a)Ts + (¢ - B)V .

That is, the underlying witnesses («, ) are multiplied by e’ when eg is randomized into €g. Thus, we multiply
the responses z, and z3 with ¢’ to adjust the underlying witness. In turn, this also multiplies the randomness
rq and rg, for which we must account in the nonce by setting A, = €' A,.

Note that a subtle issue remains. Observe that the linear map @Zﬁ} depends on Tg. When randomizing T

into f$, the underlying map also changes to @Zﬁf. Fortunately, it suffices to adjust for the change by setting

zp =€ (23 — p'za) -
This is shown in the formal analysis in Equation (10). Finally, we remark that these mechanisms work if 7,
is valid, independent of whether Tph was computed honestly (as implicitly assumed in the discussion above).

SECURITY PROPERTIES OF THE Y-PROTOCOLS. Below, we prove the desired properties of the above X-
protocols.

Lemma 4.1. The X -protocol Xy is correct, SHVZK, 2-special sound, and has unique responses. Further, it
is strongly Xq.Rand-blindable with Xy .Rand as given in Figure 5.

Proof. This is almost the canonical Y-protocol and randomization procedure for Ry; the only exception is
multiplicative blinding for the challenge. So the statement follows from [CART26, Lemma 2.17] as before,
except for blindability. The latter is easy to verify.

We define Ros = {(x, w) | pos(w) =0 A w 5 0} for the relaxed unique responses property of Y.

13 Looking ahead, the group elements G,V are part of the public parameters and U is determined by the common
message info. Therefore, these elements need not be randomized in our blind signature. In contrast, the elements
(Cs, A, Ty, eg) are specific to each signing session and must be randomized by the user, together with the Tphe
transcript issued by the signer.
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Algorithm Epthnit(Xphf, thf): Algorithm Ephf.BlindNonce(xphf, Aphf):

1: parse xpr = (G, V,U, Cg, Ag, T, eg) 1: parse xphf = (G, V,U, Cg, Ag, Ty, eg)
2 parse Wyns = (o, 8, v, p,Tg, 1) 2: parse Apys = (A,C, Do, D)
3: ru$Ly; Cui=pGr,V 3: a«SZYTN v ST 1o, 71, pu S 7y
. 5+2n N T
4 w = ("'u;a;ﬁaV,P;T&lJ-)EZp 4 A:=7A+¢ph5§(a)
n AT, .
5: s<$ Zz+2 ;A= Q§ph§ (s) // randomness corresponding to p
6: to,t1 <—$Z: ;P = (SV,L+5+1, ey S,L+5+.,L) 5: B:= (an+5+17 .- <7an+5+n)
ts i A E ding t
Ti fiimr@u—1); foim o2 . f{‘par s 11411 nonceA corresponding to C,
8: Dp:=f1G+t;1V; Dg:= foG + toV : N*"_( 1,05 An)
9: Stpnf 1= (w,s,to,tl) 7: Dj:= 7D1+2ﬁcu7,66+7'lv
10 : return (A := (A, C,, Do, D1), stpns) 8: Do:=~2Do+ 298A, + B°G + TV
Algorithm Xyp¢.Resp(stpnf, Cphf): 9: éu =C, +p.V
assert cpns € Cpnf 10:  Aps := (A, C,, Do, D1)
parse stone = (w, 8, to, t1) 11: Sty := (Q Y, Pys T0, T1)

12: return (ANth, Stonf)

ti=cop-t1 +1 -
phfn L RO Algorithm Zps.BlindChal(con, Stonf):

1

2

3: zi=cCpufrw+ 8

4

5: return zyys := (z,t)

1: parse sty = (0,7, Py, 7o, 1)
2: return Cphf 1= Cphf - Y

Algorithm Zphe.BlindChal ™! (Zppf, Stone):

Algorithm Xone.Ver(Xphf, Aphf, Cphf» Zphf):

1: parse xphs = (G, V,U, Cs, Ag, T, eg)

2 parse Auye = (A,Cu, Do, D1), zphs = (2, t)
3: Y :=(C,,Cs, Ag, Ts — Up, egG)

4: assert eg #0 / explicit check for clarity

1: parse &phf = (o, 7, Pu, 7o, T1)
2: return cphf 1= Cphf/Y

Algorithm Xypu¢.BlindResp(2phf , Cphf, &phf):

. _3Ts —
5: assert A+ cpfY = @phf(z) 1: parse zpy = (2,t) € Z;+2n % Z;
// response corresponding to p 2: parse Sty = (@, 7, Pp, T0, T1)
6: 2ui= (ngsit, e Znasin) 3¢ Cphi = Zpnr.BlindChal(conf, Stohs)
7o fi=zu(E oo 1) 4: zp:=(z1,...,2n) / response corr. to r,
8: assert cphyD1 + Do = fG +tV - 5 N
9: return 1 5 f'= Tt 27[3?7' + T+ To
6: Z:=vz+ o+ - (pu,0)
7: return Zys = (%,1)

Fig. 6. Description of the X-protocol Ly for relation Rppe with challenge space C = Z,, . Also describes randomization
algorithms Ypne.Rand = (Xons.BlindNonce, Xohe.BlindChal, Z’phf.BIindChaI_l, Yonf-BlindResp). Above, we have xpn €
G x Z) and wpns € Z) x {0,1}™.

Lemma 4.2. The X-protocol Yos is correct, SHVZK, 2-special sound, and has relazed unique responses for
Ros- Further, it is strongly Yos.Rand-blindable with Xos.Rand as given in Figure 4.

Proof. This is the canonical X-protocol and randomization procedure for Ros, so the statement follows, e.g.,
from [CART26, Lemma 2.17].

We define R = {(x,w) | O 5(w) = 0 A w # 0} U {(x = (G,V),w) | wG = V} for the relaxed

unique responses property of Xyne. Furthermore, we define the knowledge relation S)A%phf ={(x,w) | (x,w) €
Rpne} U {(x, w) | wG = V} for 3-special soundness of Xyne. The following lemma establishes the properties
of Xphe required for our blind signature construction.

Lemma 4.3. The X-protocol Xyns is correct, SHVZK, 3-special sound for S)A%phf, and has relaxed unique

responses for i)N%phf. Further, it is strongly Xone.Rand-blindable with Xone.Rand as given in Figure 6. Finally,
it 1s strongly Xone. Trans-translatable with Xone. Trans as given in Figure 7.

Proof. We show each claim below.

20



Algorithm Xpne. TransStmt(scpne, coinsphe):

1: parse xphr = (G, V,U, Cy, Ag, Tg, eg) ; coinsphs = (V’,ré,p,,e/)
2: Cg:=C4+V'G+rgV; Ag:=Ag+ V'V

3: Té:=T$+p/V;e/$:=e$-e/

4: return X;hf = (G,V,U,Cé,A{s,Té,efs)

Algorithm Xyne. TransNonce(Xphf, Aphf, COINSphf):

parse xpnf = (G, V, U, Cg, Ag, T, eg) ; coinsphs = (1/,rf$7p/,e')

parse Ay = (A,C,, Dy, D1)

A'T,’+4 = - Asn4a /| corresponds to nonce of non-zero PHF evaluation
A= (A1, Angs, AL )

return A;hf = (A’,C,, Dy, D)

TU o W N =

Algorithm Xpne. TransResp(Xphf, Aphf, Cphf, Zphf s COINSphe ):

1: parse xphs = (G, V,U, Cg, Ag, T, eg) ; coinsphs = (u/,rfs,p/,e')

2 parse zph = (z,t)
3: parse (Zl’ cee 7271.) = Zry s (Zn+5+1, ey Zn+5+n) =Zu
4 parse (Zn41,...,2n+5) :(zng,zy,z,,,zT$)

/| adapt response for («, ) (i.e., non-zero PHF evaluation)

5: z;::e/~za;zg::e/»(zg—p/za)

/| adapt response for v, p and rg
! ’ ! / ’
6 : Zyi:Z,,+Cphf'V;ZPZZZerCphf'p;ZT

’
s 1= Arg + Cphf - T'g

7. = ( ’ ’ ror )
22 = (e Zas g0 Bus g Frg s B

8: return z;hf = (2,t)

Fig. 7. Translation algorithms Xphe. Trans = (Xpne. TransStmt, Xone. TransNonce, Xpne. TransResp) for Ypne given in Fig-
ure 6.

Correctness. We have eg # 0 by definition of Rpns. Let us show that the other assertions in verification (cf.
Lines 5 and 8) pass. By linearity of @Zﬁf, we have

A+ confY = @Fﬁff(s) + Cphf - @Zﬁf(w) = @ﬁf(s + Cphfw) = @Zﬁf(z) .
Further, we have

f= Z,u(zu — Cphf - 1)
= (cphf - b+ 7)(Cphf - 4 + T — Cpns - 1)

Cone (7 — ) + Cone(2pr — 1) + 72

As p? — p =0 due to p € {0,1}", it follows that
Cpth1 + Dy = fG +tV

by construction of Dy, Dy and t.

SHVZK. On input xpns and cphf, the simulator samples zpnt = (z,t) < Zg”” x Zr and C,, Dy < G". Let
Y = (C,,,Cs, Ag, Ts—Uy, egG) as in verification. The simulator sets A = 5Z§f(z)—cpth and Dg = fG+tV —
cphf D1, where f is computed as in verification from z. Then, it returns the nonce Apnr = (A, C,, Do, D1)
and response zphf. It is easy to see that the distribution is identical to an honestly computed transcript for
statement x and challenge cphs.
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3-Special Soundness. Given three valid transcripts (Aphf, Cohf, Zphf ), (Aphf,C:)hf,Z[/)hf) and (Aphf,c;"hf,z;‘hf) for
xphf = (G, V, U, Cy, Ag, Tg, eg) with pairwise distinct challenges, the extractor proceeds as follows. Let w' =
(2—2")/(conf—cppe) and w* = (zfz*)/(cphffcﬁhf). Due to Line 5 in verification, it holds that #75 (w') =Y =

@T$( *). Denote by p', pu*, 2, 2, 2} the last n components of w’, w*, z, 2’, ¥, respectively. If p' # p*,

IL’
then the extractor can compute the DL of V' by definition of 75 (cf. Equation (6)), so the extractor succeeds.
Otherwise, we have xphf € Lone if o € {0,1}". The latter follows by Line 8 in verification (unless the DL of
V' can be computed). To see this, denote 8 = 2z, — cpnip, B' = 2, — cppepp and B* = 27 — c;“hfu. We have

m
B3 =3, since

/ / / !/ /
B =2, — Contt = 2, — Zp + 2y — Conelb

/ /
= H(Cphf — Cphf) + 25 — ContHb = Zp — Conft = 3,

and a similar calculation shows 3 = 8*. Due to Line 8, we have

cohfD1 + Doy = fG +tV where f = z,,(z, — cpns - 1),
coneD1+ Do = f'G+ 'V, where f' = 2/,(2), — chpe - 1),
cone D1+ Do = f*G +t*V where f* = 27 (2 — chpe - 1),
and thus
D, =(f-f )/ (Conf — C;)hf)G +(t - t/)/(cphf - C::hf)‘/ )
Dy = (f = £%)/(cont — cone) G + (& — %) /(cpnt — o)V -

Thus, we have (f — f')/(cpnt — cppe) = (f — F*)/(cont — ) else the above yields the DL of V' (which
the extractor outputs if so). Note that since 8 = B8’ = B*, we can write f = F(cpne), f' = F(c;hf), and
J* = F(cjy), where F(X) = P2 X2 + 1 X + g, where , = p(p—1), ¢, =2uB — B and @, = 8% 4 We
obtain

(f — f’)/(cphf — Cone) = (Cphf + Cone) P2 + 1

(F = F7)/(cont — Chne) = (Cpht + Cpne) P + 1
= (Cphf + Cpne)P2 = (Coht + Cone) P2

= (Conr — Cane)P2 = 0

= p=0.

In particular, we have p(p — 1) = 0 which means p € {0,1}" as desired.

Relaved-Unique Responses. Given nonce Aphs = (A, C),, Do, D1), challenge ¢ € Z) and responses zpps,o =
(z0,t0), Zpnf,1 = (21, 1) such that (Aphs, Cpnf, Zpnf,p) is valid for b € {0, 1} and 2zpnf,0 ;é thf 1, we can compute

the DL v of V if ¢y # t1 as foG + toV = f1G + t1V. Else, if zg # z1, we obtain o hf(zo z1) = 0. Parse
zp = (2, 2;) with 2, € Z;L and 2z} € fo” If 5 # z1, then we can compute the DL v of V, similar to above.

Else, we have @Z,ff(zg — 2z}) = 0. The above considerations yield an extractor.

Blindability. Observe that thf.BIindChal_l(-,&) is the inverse of Ephf.BIindCha|(~,s~t). Next, let (Aphf, Cphf,
Zpnf) be a valid transcript for xpne = (G, V,U, Cs, Ag, Ts, eg), where Appe = (A, C, Do, D1) and zpne = (2, t).
First, we show that the blinded transcript (Aphf, Cphf, Zphf) remains valid, following the notation in Figure 6.

14 This follows as in the derivation of f in correctness.
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Let Y = (éw Cs, Ag, Ts — Uy, esG). We show that the assertion in Line 5 passes; we have

A+ 2 Y =y A+ P (@) + (7 cond)Y + Cpni(p,V, 0)
— Y Page(2) + Dage(00) + Eon - P (P, 0)
= épTﬁf('yz + & + Cons - (pp, 0))
= 95pTrff(z) ‘
Next, we show that Ephfbl +Dy = }'G +1V (cf. Line 8), where } = Z,(2,,—Cons-1). Note that Z,, = vz, + 0.
We have
F=(rzu+B) vz + B —veonr)
=V 2,(zu — conil) + 272, 8 — Vet B + B
=7 f +2v2,8 — EniB + B2 .

As it holds that cpneD1 + Do = fG + tV and Cons = cphf - 7y, We obtain
FG+1V = Cpp - YD1 + 72Dy — YtV + (2728 — ConiB + 82)G + 1V . (8)

At this point, the extension of ®yns to @Ts is crucial: the response z, is not yet known when ﬁo and 51
are setup in BlindNonce; we must express this term via values known in BlindNonce already.'® Due to the
extension, we have

CthCH + A# = Z#G +z.V,

where 2, = (2n+6, .., 22n45) and 2, = (z1,...,2,). Therefore, we obtain
Conf - 28C,, + 72BA,, = v -2B(coniCp + Ay,) = v - 28(2,G + 2, V),
Plugging this into Equation (8), we obtain

FG+1V = Zue - (vD1 — BG +28C,) +
v:Dy + (t — )V + B°G + 7284, — 1282,V
— Zone - (D1 —T1V) +
Do — 1oV + (t — ¥*t)V — 2782,V

Since t = vt + 2vBz, + &1 + To, the assertion in Line 8 passes. Finally, observe that the blinded challenge

Conf is uniform over Z)X (randomized by « < Z)), the response zpns = (Z,t) is uniform over Z)**" x Z7

randomized by (a, 7)), D is uniform over G™ (randomized by 71), and C, is random over G™ (randomized
“w

by pu). The remaining values are determined by verification. This is exactly the simulated distribution which

concludes the proof.

Translatability. Let (Apnf, Cph, Zphf) be a valid transcript for xpne = (G,V, U, Cs, Ag, Ty, eg), where Aphs =
(A,C,, Do, Dy) and zphf = (2,t). We show that the translated transcript (Aj¢, conf, 2ppe) still verifies for the
translated statement Xpns = Zpns. TransStmt(scpns, coinsphe) with coinspns = (v/,7g, o', €) € Zz x Z, . Denote

§{phf = (G7‘/7U7’C\;$ag$>f$7g$) and
:th = (AlvcmDO’Dl) ’

z:)hf = (Z/,t) )

!/

! / / / !
2 = (zm,za,zﬁ,zl,,zp,zm,zu) ,

15 Note that the evaluator of BlindNonce does not have access to the witness. Therefore, we cannot simply recompute
the response z, at this point.
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as in Figure 7. Observe that the values z,,, cphf, Do, D1,t remain unchanged. As f is computed from z, and
Cphf, W€ have Cpth1 + Dy =fG+tV as (Aphf, Cphf, thf) is valid. Let Y’/ = (Clﬂ 6’$,A$,f$ — U07g$G) with
Cs = Cs + VG + sV, Ag = A+ V'V, Ty = Ts + p'V and & = eg - ¢/. By verification and e # 0, we have
€g # 0. Further, we have

(Ar,.. ., AT ct 1 om 1"
Anit Cy VG +rgV
A+ CpthI = Apio + Cpnf Ag + V'V . (9)
An+3 T$ - UO ,OIV
e Apia e-eg-G 0

Note that since Ty is adapted, the linear map épTﬁf in verification also changes to @Tﬁf. Let us first inspect
the last component, since only this component is affected by this change. Using that (Aphs, Cphf, Zphf) is valid,
we obtain the desired
€' (Apya + cpnt - esG) = €' (20 - Ts + 25 V)
=€ 20 Ts+pV—=pV)+e 25V
_ . T / ’ / (10)
=ez g —€  zo-pV+e-z5-V
— 2/ Ts + 25V .
Let us inspect the remaining components in Equation (9). For this, denote by 51_5phf the map Q?gEf restricted

to all but the last component. Note that 51:>phf does not depend on f$. We have

(A1, ..., A)T]T ct 1" o 1"
Ania Cy VG +rgV
Apso + Conf Ag A%

Apys Ts — Uy %

= Dpn(2) + cpnr - (0,V/G + 1§V, V'V, p'V)
5phf(2) + Cphf * 5phf(oa 07 07 Vl7 pl7 T{$7 0)
= gpth(z/) )

where the last equation follows by linearity of ®pp¢ and construction of z’. Altogether, we obtain
A+ Cpth/ = égﬁf(z/) . O

Finally, we need the following lemma to compile Xy and Yphs into an OR-proof. It follows by construction
(due to multiplicative blinding of Xy and Xph¢) and we omit the proof.

Lemma 4.4 (Xy and X,ns compatibility). Let ¢, cqi, Conf € Z, such that ¢ = cqi - cpns. For all sty and
sthhf in the range of (the second component of ) Xg.BlindNonce and Xyne.BlindNonce, respectively, we have

Ed|.BIindChaI(thf.BIindChaI(c, S~tphf),5~td|) = 5d| . Ephf s
where Ed| = Ed|.B|indCha|(cd|, SNtd|) and Ephf = B“ndchalphf(cphf,g{:phf).
5 Blind Signature from DL

We present our blind signature BSyns and prove its security under the DL assumption. First, let us define
the NIZK Tl which allows to prove knowledge of the blinding factors for Y.
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Algorithm Xge.Init(xsle, Wele): Algorithm Xg..Resp(stge, Csle):

1: parse xge = (kped; Xos, O, Crna, Ag, Ay) 1: assert cge € Ce

2: parse Wge = (V,Tg, &, Y, T'rnd) 2: parse stge = (w, )

3: W= Wye; TS ZJb; S retun Fe T G W

4: Age := DPge(r) Algorithm Yge.Ver (xsie; Asle, Csle, Zsle )

5: stye = (w,) 1: parse xye = (ckped, s, Cs, Crnds A, Aos)
6: return (Age,Stse)

T := (Cs, Crna, Aos — Ag)
assert Age + Csie - T' = Peje(Zsle)

=W N

return 1

Fig.8. The X-protocol for relation M. with challenge space Cse = Zyp.

5.1 Straightline-extractable NIZK

Let ckpe = (G1, Ga, G, V) € G* and xos = (G, H, W) € G3. Further, let (Cg, Crnd, As, Aos) € G, We require
a straightline-extractable SLE NIZK [ for relation PRg defined as

(11)

~

E)%sle = (Xslea Wsle) ~ ) ~
Ag = Aos +VV A Ay = Xos.BlindNonce(xos, Aos; St)

Cs=vG+rgV. A Cug = Cped.Commit(ckped,&;r,nd) }
b

where xge = (Ckpeda Xos) C$7 Crnd, IZ$7 205)7 Wsle = (V, s, st = (Oé, ’7)» rrnd) € Zg
Looking ahead, we will instantiate the scheme Iy with a Y-protocol compiled via the randomized Fischlin
transform [Fis05, Ks22, KRW24]. The NIZK Tl is correct, zero-knowledge, and straightline extractable for

relation f)A%ge = Rele U Ryero, Where the latter is defined according to Pge (defined in Equation (13)) as:

NRzero = {(Xslmwsle) ‘ dssle(wsle) =0 A Wye # 0} . (12)
Instantiation. First, let us define the linear map @::zpp parameterized by slepp = (ckped = (G1,G2,G35,V),
Xos = (G, H,W)) as
o VG + 15V i
(Cg, Crnds Aos — A$) = qv)z::pp(wsle) = | rmdV + @1G1 + aaG2 + vG3 ) (13)
a1G+ asH —yW — vV

where wge = (v,7g,5t = (@, ), 7md) € Zg. If clear by context, we may omit slepp and write @ for short.
The Y-protocol Y for Rge is given in Figure 8. Note that it is a canonical X-protocol for the linear map
¢5Ie~

Lemma 5.1. The X-protocol Xge for relation Rse is correct, SHVZK, 2-special sound, has high min-entropy,
and has relazed strong 2-special soundness for Rgle.

Proof. Note that if (xge, Wsle) € Rgle (cf. Equation (11)), then

a1G + agH — AW — vV = —(Ags + VV) + Ags + PR (o) — /W
— —Ag + Yo.BlindNonce(xos, Aos; St)
— Ao — As .

Thus, Pge(wele) = (Cg, Crnd, Ay — A$) by construction. Similarly, if @ge(wge) = (Cs, Cind, Ay — ﬁgg), then let
Aos = Ag — V. We have

Yos-BlindNonce(xos, Aos; St) = Ag — vV + a1G + agH — YW = Ay ,
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and therefore (Xge, Wele) € Ryle- As Xy is the canonical X-protocol for Py, the correctness, SHVZK, 2-special
soundness properties follow, e.g., from [CART26, Lemma 2.17].

Let us show strong 2-special soundness. Assume we are given two valid Xge transcripts 7ge = (Asle, Csle, Zsle)
and 7., = (AL, Cles 24e) such that Age = AL, and 7ge # 7). If cgle # ¢, then we can extract a witness wele
such that (xge, Wie) € Rsle via the 2-special soundness extractor. Else, we have cge = ¢}, and zge # 2., and

we obtain by the verification equation of X that
dssle(zsle) = qssle(Z;e) Eand (I)sle(zsle - Z;|e) =0.

Since zge — z;|e is non-zero, the difference zge — zé,e is a witness for Ryero. The above considerations yield the
desired extractor. O

We instantiate Nge via the randomized Fischlin transform [Fis05, Ks22] applied to the X-protocol Y.
We recall some additional preliminaries. For some X-protocol X, denote by RFischg - ;[X] the randomized
Fischlin variant given in [KRW24, Appendix C], parameterized by k € R and b,r,t € N. We recall the
following lemma, which summarizes [KRW24, Lemmas 3, 4, 5].

Lemma 5.2. Let X be a X-protocol for relation R with challenge space C that is correct, SHVZK, has high
min-entropy and relazed strong 2-special soundness for relation R 2 R. Let k > 0, and b,r,t € N. Suppose
t<kand N=2F=|C|>2% Let Il = RFischzybmt[Z] be the randomized Fischlin transformation applied to
X with random oracle H : {0,1}* — {0,1}*. Then:

. The NIZK IT is correct with error at most e <r-e~2 " and an honest prover runs in time poly(2?).
« There exists an extractor Ext such that for any (potentially unbounded) adversary A on relaxzed straightline

extractability for relation R inducing at most QQ queries to H,
| —rb
Advg};’Extﬁ(A, A)<Q-27"Y.
In particular, if Q = poly()\) and 27" = negl()\), then Adv#%(.A, A) = negl(\).
« There exists a simulator Sim such that for any adversary A which makes at most Qg and Qp queries
to H and Opyove, respectively, we have

AdVE sim(AN) < (Qu + Qp) - Qp - 27Mm() 13 Qp - - 27702

Proof. Correctness and SLE follow as in [Ks22]. Zero-knowledge follows as in [KRW24, Appendix C]. We
note that [KRW24] omits a formal definition of its zero-knowledge property. We briefly explain why their
proof implies our definition. In each call to the oracle Os;, with (x,w) € PR, the simulator programs
H(x, A,i,c;,2) := 0° for i € [r], where (A;,c;, 2;) are simulated via the SHVZK property of X. This makes
it possible to generate simulated proofs 7 that follow (exactly) the distribution of honestly-generated proofs
7, but biases the distribution of H outputs towards 0°. To conclude, the authors analyze (i) the probabil-
ity that the reprogramming is noticeable and (ii) the statistical distance between a random oracle and its
programmed variant.

For (i), by the min-entropy property of X, any input of the form s = (x, A, -) is queried with probability
at most 2~Hmn(*) " A union bound over (1) all hash queries and all prior Opyeye queries, and (2) all queries to
Oprove yields that programming is noticeable with probability at most (Qz + Qp) - Qp - 2 Hmin(¥),

For (ii), the authors show that the statistical distance between a random oracle H': C — {0,1}® and its
programmed variant H'[z — 0°] on input = = (x, A,4,¢;, ;) for a random ¢; «<s C is at most 3 - 2 (F=0)/2,
Here, H'[x + 0°] denotes the random oracle obtained by reprogramming H’ at input « with output 0°. Again,
a union bound over all repetitions r and all calls to Os;,, yields that the distance is at most 3-Qp-r- 2= (k=b)/2,

The bounds from (i) and (ii) together imply the desired result. =

We set Mge = RFischy p [ Zee] with a choice of parameters (k,b,r,t) that satisfies the requirements in
Lemma 5.2. The desired properties follow from Lemmas 5.1 and 5.2.
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Algorithm BSppe.Setup(1*): Algorithm BSph¢.Signy (pp, sk, info):
1: G1,G2,G3,H <3G ; V «s3G\{0} 1: U := Hy(info)
2: n:=[log, p| 2: Xos = (G, H,W); Wos = w
3: ckped := (G1,G2,G3,V) 31 (Aos,Stos) <3 Zos.Init(Xos, Wos)
4: pp«—(n,G, H,ckped, V) 4: xq=(G,X); wag =1z
5: return pp 5: (Ad,sta) <38 Zq.Init(xq, war)
Algorithm BSyh¢.KeyGen(pp): 6: Tg<«3G; eg S Z; 5 Cphf <= Z:
1: w= (wo,w1) <—$Zi 7: xphf = (G,V,U,0, Ao, Tg, eg)
2: W« woG+w H 8 (Aphf, Zphf) <5 Zphr-Sim(xphf, Cphf)
3: x«8Zp; X « G 9: return smsg; = (Ao, Adi, Aphf, s, €3)
4: pk— (W, X); sk« (w,z,pk) Algorithm BSphs.Sign, (umsg = (Cos, Cor)):
5: return (sk, pk) 1: assert co # 0

2 Cdl < Cor/Cphf

31 Zos «— Yos.Resp(stos, Cos)

4:  zgq < Xg.Resp(stal, cq)

5: return smsgy = (Cpnf, Zos, Zphf, Zdi)

Algorithm BSyn¢.Ver(pp, pk, info, msg, o)

1: parse o = (Cy, Ag, Ts, €5, Crnd, Tsles (Ars Soos Zrox oo {os,di,pht} )

U := Hpp(info) ;x5 = (G, H, W), xa = (G, X), xpnt = (G, V, U, Cs, Ag, Ts, &g)
Xoe 1= (Ckped Xos, C; Crnd, Ag, Aos)

assert Y. Ver(Xuxx, Axx)m Cuxxs Zxxx) = 1 for all xxx € {os, phf, dl}

assert (Cos, Ci * Cphf) = H(Xos, Xdi, Xphf, As, Ag, gphf-,xslea Tl , MSE)

assert Cq # 0 A Cpops # 0

assert |'|5|e.VerHSIe (sle, Tsle) = 1

0w N oot W N

return 1

Fig. 9. Setup, key generation, verification, and signer-side algorithms of the three-move blind signature scheme
BSpht = BSphe[GGen, Mae, H, Hpb, Hete]. Hpp @ {0,1}* — G™ T generates parameters for PHF; H : {0,1}* — Z, x Z)
generates challenges for Fiat-Shamir; Hgp is used in Mge. Recall that (G, p, G) «s GGen(1%) is an implicit input for all
algorithms. We omitted the state for BSyns.Sign,, assuming that it can access values from the prior round.

5.2 Construction

We give our three-move blind signature construction BSpne = BSphe[GGen, Mg, H, Hpp, Hele] in Figures 9
and 10. The construction depends on the group generator GGen, the NIZK proof [Ny described in the prior
section, and hash functions H, Hpp, and Hge which will be modeled as random oracles in our security proofs.

SETUP. The public parameters pp consist of n = [log, p|, generators G and V', a random group element H
and parameters ckped = (G1, G2, G3, V) for Cheq.

KEY GENERATION. The secret key sk in our construction consists of the Okamoto-Schnorr witness w for the
statement W = woG + w1 H and a discrete logarithm x of the group element X = xG. The public key pk
contains W and X.

SIGNING. The goal of the signing protocol is for the signer to issue a signature o to the user which consists
of the following terms.

. The values (C’$,A$,f$,€$) which determine the Xou¢ statement Xpne = (G,V, U,C$,g$,7~’$,5$), where
U = Hyp(info) is derived from the common message info. Here, (Cs = vG + rgV, Ag = Aos + VV)
functions as a commitment to the unblinded nonce Aos and (T, e5) € G x Z,; .

~

« X-protocol transcripts Tx = (Axxxs Coxxs 2xxx) 10T Zxux, compiled with Fiat-Shamir for xxx € {os, dl, phf}.
The associated statements are xq = (G, X), xos = (G, H,W), both determined by pk, and Xyn as
described above. Notably, Xy and X are OR-compiled following [CDS94].
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Algorithm BSphe.Us (pp, pk; info, msg, smsgy = (Aos, Adi, Apnf, T3, €s)):

1: assert eg #0

21 Xos = (G, H,W) ; stos <375

3: Tmd <$Zp; Crg = Cped-Commit(ckped, Stos; Trnd)
4 : ﬁos 1= Yos.BlindNonce(xos, Aos; §t°5)

5: xq = (G, X)

6: (Aqg,sty) « Zg.BlindNonce(xa, Aa)

7: U :=Hp(info) ; xph = (G, V,U, 0, Ass, Ts, e3)
8: v,rg,pSZy; e HZ; ; coinspns := (v, 7g, p, e)
9:  Xpnr = Xphe- TransStmt(scpns, Coinsphf)

10 : parse Xphf = (G, V,U,C$,A$,T$,E$)

11 : A;hf 1= Xph. TransNonce (Xphf, Aphf, COINSphf )
121 (Apns, Stohr) < Zphr-BlindNonce(Fphe, Apye)

// link blinded nonce ﬁos and (A$, Cg) via SLE NIZK Mg.
13 e = (Ckpeds Xos; Cs, Crnd, Ag, As) 5 Wele = (V, g, Stos, Trmd)
14 mye < Mye.Prove™e (xge, we)
151 (Cos, Cor) < H(Xos, Xd1, Xphf, Aos, Adh Aphfy Xele, Tsle; MSE)
16 :  Cos < Xos.BlindChal ™" (Zos, Stos)
17: ¢« Zg.BlindChal ™" (Zor, Stat) 5 Cor < Spns-BlindChal ™' (¢, stone)
18 : return (cos, Cor)

Algorithm BSpns.U2(smsgy = (Cphfs Zoss Zphfs Zdl)):

1: assert cone #0 A cor #0

2 Cdl i= Cor/Cphf

3: for xxx € {os,dl} do

4 : assert Y. Ver(Xux, Axos Cooy Zxx) = 1

51 Box i= e BIindChal (G, Stoo)

6: Zoox = Droox-BlindResp (20005 Coaxs Strocx)

7: assert Yynr.Ver(xph, Aphf, Cphfs Zphf) = 1

8: Cphf = Ephf.Blindchal(Cphf,&phf)

9: z;hf 1= Xphe. TransResp (Xphf, Aphf, Cphf, Zphf s COINSphe )
10: Zpwr = Z‘th.BIindResp(z:)hf7 Cth,&phf)
11 Tox 1= (AXXX, Cyxxs 2xxx) for xxx € {os, dl, phf}

12: return o = (Cg, Ag, Ts, €s, Crnd; Tsles Tos, Tdl, Tphf)

Fig. 10. User-side algorithms of the blind signature scheme BSpn = BSphi[GGen, Mge, H, Hpp, Heie]- Hpb = {0, 1}* —
G™*! generates parameters for PHF; H : {0,1}* — Z,, x Z, generates challenges for Fiat-Shamir; Hge is used in Mge.
We omitted the state for BSphs.Uz, assuming that it can access values from the prior round.
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« Commitment Cyng to the Okamoto-Schnorr blinding factors stes and a Mge proof mge computed by the
user. The proof 7. links the nonce Ay committed in (Cg, A$) with the nonce derived by unblinding AOS
with stes.

The signing protocol proceeds in three moves.

First move (S — U). First, the signer initializes the Yo protocol to obtain the nonce Ags. Then, it ran-
domly samples (Tg, eg) <s G x Z,, and computes the nonces Apps and Agi for the OR-proof between Xy
(being simulated, with the statement xphe = (G, V,U,0, Aos, Ts, eg) dependent on Aos) and Xy (gen-
erated using the witness ). We note that although the signer does not “sign” the nonce Ay directly,
this OR-proof will still bind the nonce Ays to the signature as outlined in Section 2. The signer sends
smsg; = (Aos, Adi, Aphs, T, €5) to the user.

Second move (U — S). Upon reception of smsg;, the user blinds the nonce Ay into /Tos. Next, it reran-
domizes the statement xpns for Xphs into Xpne following Equation (7). Then, the user adapts the nonce
Aphf for Xpne via the translation algorithm Ypne and blinds it into gphf. It also blinds the nonce Ay into
g(“ and computes mge as described above. The statements, blinded nonces and the proof mge are then
hashed along with the message to produce (Cos, Cor) Which are blinded into (ces, cor) and sent to the signer.

Third move (S — U). Given (cqs, Cor), the signer computes the responses zos, Zphf, Zdi for Zos, Xpnf, Xai,
where ¢q and cphs are chosen to satisfy cor = cqi - Cphf. Then, the signer sends smsgy, = (Cphf, Zos; Zphf; Zdi)
to the user.

Signature Derivation. To derive the signature o as above, the user translates the response zyns for con-
sistency with Xpns and then blinds all transcripts Tuxx for xxx € {os, dl, phf}.

VERIFICATION. Verification checks that (i) the transcripts for all three X-protocols are valid, (ii) the proof
Tele verifies, (iil) the challenges €y and Cons are non-zero, and (iv) Cos and Cphf - Cai are derived from H.

EFFICIENCY. The signature size of our scheme can be reduced by omitting some of the nonces in the Xy, Xy
and Xpone transcripts. We detail the counted elements below according to the constructions given in Figures 4
to 6.

Yos transcript. The transcript contains 1G and 3Z, elements. In the signature, only the 3Z, elements need
to be included as the nonce can be derived from these values.

Ya transcript. The transcript contains 1G and 27, elements. In the signature, only the 2Z,, elements need
to be included as the nonce can be derived from these values.

Yonf transcript. The transcript contains (4n+4)G (n+4 for A, n for C,, and 2n for Dy, D) and (3n+6)Z,
elements (2n + 5 for z, n for ¢, 1 for cpnr). The signature can omit A, Dy since they can be recomputed
from the rest as seen in Xyn¢.Ver, resulting in 2nG + (3n + 6)Z, elements in the signature.

Additionally, the signer sends Tg and eg during the protocol adding in 1G + 1Z,,. The user also supplies the

blinded nonce Z$, the commitments Cg and C'nq, and the straightline-extractable proof ¢ in the signature.
The combined communication and signature size are as follows:

Signer communication. The first move consists of (4n + 7)G + 1Z,, elements. The third move consists of
(3n + 9)Z, elements. In total, (4n + 7)G + (3n + 10)Z,, elements.

User communication. The user communicates only 27Z, elements.

Signature size. The signature consists of (2n + 4)G + (3n + 12)Z,, + |7ge| elements. We note that the size
of mge depends on the parameters set in Lemma 5.2; in particular, |mge| = 7 - |75e| where r is the parallel
repetition parameter and |7ge| = 7Z, is the transcript size for the underlying X-protocol. Note also that
in Xye, Age can be recovered from cge and zge, meaning each transcript only needs to contain (cge, Zsle ),
resulting in the claimed size.

For A = 128 and [logp] = 256, an example parameter set is r = 8 and b = 16 (aiming towards 128-bit
security according to Lemma 5.2 and ignoring some of the losses). Therefore, the communication is ~58KB
and the signature size is ~43KB.
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5.3 Correctness and Security

The following theorems establish the following properties for BSyne: (1) the correctness guarantee in the
random oracle model, proved in Section 6, (2) one-more strong unforgeability in the random oracle model,
proved in Section 7, and (3) blindness in the random oracle model, proved in Section 8. We give proof
sketches below and refer to the full proofs in the corresponding sections.

Theorem 5.3 (Correctness). Let GGen be a group parameters generator outputting groups of prime order
p = p(A), MNge be a NIZK proof as described in Section 5.1 with completeness error € = €(A), H, Hpb, Hsie be
hash functions modeled as random oracles, and BSpns = BSpne[GGen, Mge, H, Hpp, Hele]. Then, BSphe is correct
with error €.

Theorem 5.4 (OMSUF). Let GGen,p,Nge, H, Hpb, Hsle, and BSphe be as in Theorem 5.8, and Ext be the
extractor for the SLE property of Nge. Then, for any adversary A running in time T = TA(\) in the one-
more strong unforgeability game of BSphe inducing at most Qg queries to signing oracle S1 and Qu, queries
to H, € {H,Hpb, Haie}, respectively, there exist adversaries Bse and Bqy such that

1 2
AR (A, N) < Advee L (Boie, ) + 6AdvEGen (Bai; V) + *TQH

+<Qpb/5+1>~(i/?»z@%{-(Advg'Gen(Bd.,An ! >+4QH+1>,

p—1 p—1

where Bge runs in time roughly T 4, Bq Tuns in time roughly 3T4, and § = with d as defined in

d
Q% (n+1)
Theorem 3.11 and n = [log, p].

Proof (sketch). The proof is rather involved. We give a brief overview here; we refer to Section 7 for
details. Below, we assume that only info™ signing queries are made for simplicity. ¢ First, we let the game

® @ from every signature that A provides. '” While Mg is SLE for relation

sle sle
Rsle = Rsle U Rzero, We may assume that (xgre) , WS(Q ) € Rqe, as finding a witness for Raero is hard under the
Rel-DL assumption. The witness \ws(fe) = (u(i), rél),ag?,%(,é), rr(:z) determines the unblinded nonce

extract a witness w,,. from =

A = AD iy

associated to each signature. Further, we ensure that all the H queries associated to the signatures are
distinct. '® Roughly, this is justified by the relaxed unique responses property of the X-protocols. However,
note that the argument requires care. For instance, if there are two signatures that differ only in the Xy
responses, we may extract a witness w # 0 such that @Zﬁf(w) = 0 by the relaxed unique responses property
of Xons. However, it is not computationally hard to find such w since Ty is under the control of the adversary.
19 However, if this case occurs we can extract a representation Tg from the 2ohe proof in the forgeries for
which such a representation is hard to find (by setting up U via PHF.NonZeroGen). The other cases are
simpler to analyze and may be argued by special soundness or relaxed unique responses of Y.
Given the above changes, we distinguish two cases.

Case NonceColl. There are two 'identlical nonces A((,io) = A((,il)i In tlhis case, we may compute two valid
transcripts o) _ (Aé?),cg?),zé;o)) and 7V = (Aé?),cg?),zé?)) with shared nonce from the X

16 To generalize the argument to partial blindness, we may setup U = Hpp(info) for info # info* via PHF.NonZeroGen
which allows simulation as required in the argument sketched below.

17 Technically, the extraction happens at the time the H query associated to the ith signature is made. This ensures
that the blinding factors are determined before H’s output is sampled.

'8 Note that this step is required for strong unforgeability, as the challenges or responses of the X-protocols may
differ. For conventional OMUF, this is already satisfied since the messages are distinct.

9 For instance, Ts = —8V and « = 1, then w = (o, 3,0,0, 0, 0) satisfies 0 = @:ff(w).
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transcripts provided in the signatures and the associated blinding factors extracted from the [l proofs.
Since the blinding factors are determined before the associated hash query is made, we have c(()i”) #*
c((,?) with sufficient probability. This allows us to extract a witness wos for PRos and under witness
indistinguishability of Yo, we have wos # w which allows to compute the DL of H. This argument is
similar to [CART26, Lemma 6.2], except that we require no rewinding and instead reduce to algebraic

one-more preimage resistance [TZ23, Theorem 1] of Pqs.

ik
Case NonceDist. In this case, there is a fresh nonce Ac(fs ) extracted from A’s signatures that never appeared
in the signing queries (since £ > Qg). This allows for the following simulation strategy:
. We set up H with known DL, which allows to compute the discrete logarithms ; of nonces Aqs ; =

r;G sampled in signing sessions and r* of the nonce Agi*) =r*QG.

« We set up U = Hpp(info™) via PHF. TrapGen.

« Denote by p; the bit-decomposition of 7; € [0,p — 1]. We ensure that PHF.TrapEval evaluates on
input p; to a non-zero value a; # 0 mod p in the first component. Note that for 7*, there may be two
possible bit-decompositions pf and pf of n bits for r* € Z,,. For both, we ensure that PHF.TrapEval
evaluates on input p;* to a zero in the first component. This may be argued via Theorem 3.11.

« The game issues the Yph¢ transcripts with an honest witness, which may be computed due to a; #
0 mod p. It simulates the Xy transcripts.

At the end, the adversary provides a Xyns proof (or-compiled with Xg) in &) that proves that the

Pk
PHF evaluates a bit-decomposition of the exponent of A((fs ) to a non-zero value. By rewinding, either we

Pk
extract the DL of X or a witness contradicting the fact that both possible bit-decompositions of Ac(fs )
evaluate to zero, as ensured above. This contradiction is computational (more precisely, this allows us
to extract the DL of V). As neither the DL of X nor V is required for simulation, this concludes the
proof. O

Theorem 5.5 (Blindness). Let GGen,p, Mg, H, Hpp, Hgje, and BSphe be as in Theorem 5.5. Also, let Sim be
the simulator for the zero-knowledge property for MNge. Then, for any adversary A in the blindness game of
BSphs inducing at most Qu, queries to Hy € {H, Hpp, Hye}, respectively, there exists an adversary By inducing
at most Qu,. queries to Hge such that

sle
2Qy + 4

AVES), (A A) < AV sim (Bt A) + ==

Proof (sketch). The blindness proof in Section 8 roughly follows these steps.

1. First, we make several game hops to a game, where instead of first computing H(-) and applying the
blinding operations, the game samples the challenges (cos, Cor) that the user-side outputs uniformly at
random and reprograms H accordingly. This is possible due to the inputs to random oracle H having
high min-entropy.

2. Then, simulate the NIZK proof g in the signature with the simulator Sim. Also, via perfect hiding of
Cped, the commitment C\ng does not reveal any information about the blinding factors.

3. Next, we rely on the blindability properties of X, Xq and Xyn¢ along with translatability of X,ne to
argue that the blinded transcripts of these X-protocols are indistinguishable from simulated transcripts.
At this point, every part of the signature is independent of the signing sessions, except for the translated
statement Xpht.

4. Finally, we observe that the tuple (Cs, /Tg, T$, €s) in the translated statement Xpns for Xpps is uniformly
random in G? x Z, . This means that the signatures are simply independent of the signing sessions,
concluding the proof. |

6 Correctness Proof of BS,y¢ (Theorem 5.3)

Recall that pp = (n,G, H, ckped, V), sk = (w, z, pk) and pk = (W, X). We denote by o the final signature
obtained from running the signing protocol honestly for message u € {0,1}* and common message info.
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Recall that o is of the form
0= (C$, A$7 T$7 €$» Canda Tsles (Axxxa Exxxv gxxx)xxxe{os,dl,phf}) .

For the correctness proof, we want to show that

o Cq1 # 0 and Ephf #0

. (Eosa Cdl '5phf) = H(xom Xdl, §Iiphfa Aos, Adl, Aphfv Xsles Tsles mSg) for the statements xos, X, gKJphfv Xgle parsed as
in BSpht.Ver algorithm in Figure 9.

~

. Each of the blinded transcripts (Axxx, G, 2xxx) for xxx € {os,dl, phf} is valid for the corresponding
statement.

. The straightline-extractable proof 7y is valid with ¢ error.

We now show the above in this order.

NON-ZERO CHALLENGES. Recall that the challenges ¢y, Cone are computed as Cpn = Zphe.BlindChal(cpht, gtphf)
and Cq = Ed|.B|indCha|(cd|7s~td|). First, conf € Z; by how it is sampled in BSphe.Signl. Then, we see that
Cdl = Cor/Cphf and cpns # 0, so we only have to show that ¢, # 0. This follows from the fact that cor =
Sont-BlindChal ™ (Zy.BlindChal ™! (4, Stal), Stonf ), Cor # 0, and by Xg.Rand- and X,r.Rand- blindability, we
have that co # 0.

COMBINED CHALLENGE IS THE HASH. This follows from how Cs is defined as the hash, and Lemma 4.4.

VALID BLINDED Y, TRANSCRIPT. The signer sets x5 = (G, H,W) and wes = w where W = woG + w1 H =
Dbe * (Wos), SO (Xos, Wos) € MRos. Also, the transcript from the signer side (Ao, Cos, 20s) is computed as (1)
(Aos; Stos) <8 Zos.INit(Xos, Wos) In BSphe.Signl, (2) cos picked by the user, and (3) zos < Xos.Resp(stos, Cos)-
Hence, by perfect correctness of Yy, this passes the validity check by the user-side. Then, recall that in
BSphe.U, the blinded transcript Tos := (Aos, Coss 20s) 15 derived via Xos.Rand, so by Yos.Rand-blindability of
Yos (Lemma 4.2), we have that 7, is a valid Yos-transcript for xes.

VALID BLINDED Yy TRANSCRIPT. The signer sets xq = (G, X) and wai = « where X = 2G = &5 (wq),
S0 (xdi, wgi) € Rqi. Also, the transcript from the signer side (Ag, cqi, za1) is computed as (1) (Agy, Sta)) <
XgiInit(xqi, war) in BSphe.Signl, (2) cqi picked by the user, and (3) zq < Xqi.Resp(stq), cai). Hence, by perfect
correctness of Yy, this passes the validity check by the user-side. Then, recall that in BSyne.U, the blinded

transcript 7y := (Ad|,5d|,5d|) is derived via Xy.Rand, so by Xgy.Rand-blindability of Xy (Lemma 4.1), we
have that 7y is a valid Xg-transcript for xg.

VALID BLINDED XYph¢ TRANSCRIPT. In addition to arguing that the signer-side transcript is valid, we have
to show that the translation preserves validity of the transcripts with respect to the new statement. First,
we argue that the signer-side transcript (Apnf, Cphf, Zphf) 1S a valid transcript for xphe. Recall that xpne =
(G,V,U,0, Aos, T, eg) with U := Hpp(info), and the transcript is computed by (1) sampling cphf <—s Z,; and
(2) (Aphf; Zphf) <=8 Zphe.Sim(Xphf, cpns). Here, by perfect SHVZK and perfect correctness of Xpne, we have that
(Aphf; Cphf; Zphf) is always a valid transcript for xpns.

Next, we show that the translated transcript (Apye, Cpnf, 2ppe) is valid for the translated statement Xphe =
Yont- TransStmt(Xphf, coinsphs) where coinspns := (v, 7g, p, €’) < Zf; x Z, . Recall that in BSphe.U, the user com-
putes A;hf := Xpnf. TransNonce(xphs, Aphf, COiNSphs) and z")hf = Xphf. TransResp(xphf, Aphf, Cphf s Zphf, COINSph ).
By Yphe. Trans-translatability of Xphf, proved in Lemma 4.3, we have that (A, cpnf, 2pp¢) is a valid transcript
for Xpht.

Finally, by X,ne.Rand-blindability, also proved in Lemma 4.3, we have that the blinded transcript Tons :=
(Ephf, Cphf; Zphf) derived via Xphe.Rand, is always a valid transcript for the translated statement Xppy.
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VALID 7ge PROOFS. Recall that within BSpps.Uy, the translated statement Xpnf is of the form Xpne = (G, V, U,
C$7 A$7 T$a g‘35) AISO, Xsle = (Ckpeda Xos) C$7 Crnda A$7 Aos) and Wsle = (1/7 g, é\{:057 rrnd) where

Cs =vG +rgV
Ag = Aos + UV
Cing = Cped.Commit(ckped, gjt; de)
Ay = Yos-BlindNonce (s, Aos; st) .
The first two equalities follow from how X,ps. TransStmt is defined. The above equations imply that (Xge, Wele)

€ Rqle- Hence, by correctness of I, we have that the proof 7 is a valid proof for xge, except with probability
€. ]

7 OMSUF Proof of BS,us (Theorem 5.4)

7.1 Useful Lemmata

Before we proceed with the proof, we introduce some useful lemmata. The first lemma aids in switching
branches of the OR-proof.

Lemma 7.1 (Witness Indistinguishability of Non-zero Proof). Let X = a2G € G. Let hpp =
(G, V,U = (Uo,...,Uy)) € G"*"?, where U; = a;G+b;V for (a,b) € Z"T' x Zn+ with V # 0. Let p € {0,1}"
such that e # 0 mod p, where e = ag + X ;cp,) piai or equivalently (e, f) = PHF.TrapEval((a,b), ). Let
A=3iem wi(2171G) € G. Let xq = (G, X). Then, for any stateful adversary A, we have

Pr[b < ExpDLL, 1op 4.0 (\)] = Pr[b < ExpPHFZ 0 4 as(V)]

where the experiments ExpDL and ExpPHF are formally defined in Figure 11.

Proof. Denote Cg = 0€ G and v = rg = 0 € Z,,. In ExpPHF, we have

Cs = vG + gV ; A=vG+ ) w(27'G); Ts=pV +Up+ > wil;

i€[n] i€[n]
and since U; = a;G + b;V, we also have

esG = (a-e)G=a- (a0+ Z ,uiai)G—ﬂV+ﬁV
i€[n]

—a-(a0+ Y. miaG) +a-(p+bo+ Y pibi)V+ BV

ie[n) ie[n]
= Q- (pV-‘on-i- Z ,uiUi)—i—ﬁV
i€[n]

=alg+ SV .

Further, observe that eg # 0 in ExpPHF since e # 0 mod p. Therefore, we have (Xphf, Wph) € Rpnr. On
the other hand, we trivially have in ExpDL that (xqi,x) € 4. Also, observe that the values Ty and eg are
distributed identically in both games. Therefore, the statement follows from SHVZK of Yphe and Xy.

The second lemma states that we can recompute the discrete logarithm of the nonce Ay given a valid

~

blinded transcript (Aos, Cos, 20s) and its blinding factors.
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Experiment EXpDLgl,hpp,A,z()‘): Experiment EXPPHF;KA[“.hpp,A,u,a,b()\):
1: (Ad|,std|) «—$ Ed|.|nit(xd|,wd|) 1: e:=ap+ Z pia; 5 fi=1bo + Z wibi

ie[n] i€[n]

2: T$<—$G;e$<—$Z;;cth<—Z; .

3: xpi= (G, V,U,0,A,Ts,eg) 20 a«SZY; peSZy; Bi=—a (p+f)

42 (Aphfs Zphf) < Zphe.Sim (Xpnf , Cohr) 3: egi=a-emodp; Tsi=pV +Uo+ Y, il
5: cor « A(xa, hpp, A, Adi, Aphi, Ts, e3) ie[n]

6: assert cor #0 4: wpn := (@, 3,0,p,0, )

T:  cdl — Cor/Cpnf 5: xpn = (G, V,U,0, A, Tg,eg)

8 : zg < Xg.Resp(sta, cq) 6 (Aphf, Stphf) <=8 Zphf.Init(Xpns, Wphe)

9: b A(Cphf, Zphf 5 Zdl) T: cq <$ Z:
10: return b 8: (A, za) <8 Xq.Sim(xq, ca)

9:  cor — A(xd, hpp, A, Adgl, Aphe, T, €5)

10: assert cor # 0

11:  cphs < Cor/cal

120 zphe < Done-Resp(stont, Conf)
13 : b« A(Cphf, Zphf, ZdI)

14: returnb

Fig. 11. The experiments ExpDL and ExpPHF from Lemma 7.1.

~

Lemma 7.2. Let Aos € G. Let Tos = (Aos, Cosy 20s) be a valid transcript for xos = (G, H,W = woG + w1 H).
Assume we are given st = (o,v) such that Ay = Yos-BlindNonce(xos, Aos; st). There is an efficient PT
algorithm that given the above as input, can recompute (Cos, Zos) Such that (Aos, Coss Zos) S a valid transcript
for xos. Furthermore, if it is further given the witness w = (wp,wy) and the discrete logarithm h of H, then
it can compute r such that A.s = rG.

Proof. Observe that

~ ~

Eos~ver(X05a AOSa 5057 gos) =1 < Aos + EosVV = 455:“’5(305) .
Furthermore, letting cos = Cos — v and zes = Zos — @, we have that

Aos = Yos-BlindNonce(xs, Aos; st = (a, 7))
= Aos + D (0tos) — v - W
Ags = Ags — B () +v- W
= B (2) — B W — B () 47 W
= B (s — ) — (s =) - W
= PPos(20) — Cos - W
= Yos.Ver(Xos, Aos, Cos, Zos) = 1 .

The second equality follows from opening how Y,¢.BlindNonce is implemented. The third equality follows

from changing sides of the equations. The fourth equality follows from 7,5 = (ﬁé?, a(,?, Eg?) being a valid Xy

transcript for the statement xos. The fifth equality follows from linearity of @5 =. The last equality follows
from how cos and z,s are defined. The final implication is due to the definition of X,s.Ver. Thus, we have
proved the first part of the lemma.

Then, given that W = woG + wy H and H = hG, we obtain

Aos = ¢52r°5 (zos) — Cos * w
= Ay = (Zos,O - Cost)G + (Zos,l - Coswl)H

— A, = (Zos,O — CosWo + h<zos,1 - Cosw1)>G . ]
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7.2 Proof of Theorem 5.4

Let A be an adversary on the OMSUF game of BSph¢, running in time T4, inducing at most Qg, Qu, Qpb
queries to oracles Sq, H and Hpy, respectively. (Note that we count both A’s direct random oracle queries and
the queries made by the game during simulation.) Denote by Qg info the number of S; queries with common
message info. Note that Qg = .« Qs,info- Without loss of generality, we may assume that Qg > 0 (as A
may query info # info® arbitrarily often). We may assume that A finishes all sessions, i.e., it also makes Qg
calls to Sy, due to [CART26, Lemma 2.5]. Also, we assume that all H and Hp, queries that A makes are
distinct for simplicity. 2°

Let us establish some notation. We index all values being sent in the j-th signing session (i.e., with session
identifier sid = j) with subscript j. At the end of the game, the adversary outputs ¢ message-signature pairs
{msg(®), 5(i)}ie[g] for common message info*. We assume that ¢ = Qg infox + 1 for simplicity. Also, we assume
that the message-signature pairs verify correctly for info*. Let U = Hpp(info*). We parse

(C(t) A(Z) T(?) ~(z) C(Z) (1) ~(i) ~(i) ~(l))

md? Tsle » Tos™» Tl »

where %S;))( = (Af(Q(7 Ef<x)>(, zxxx) for xxx € {os, dl, phf}. We further parse

hqry(i) = (XOS7XdI7 phf7 A(()Zs 7Ad|)7Athf7 ® ( ) mSg( ))

sle7 sIe’
:(GHW) Xd|:(G,X),
x4y = (G VU, 0" AP TP &), x) = (ckpeds Xos, CF), AL, O, AD)

We consider the following sequence of games, where Pr[G* = 1] denotes the probability of A winning in
game G.

Game G (Original OMSUF Game): This game samples the public key pk = (W, X) and secret key
sk = (w, z, pk) as in the scheme, simulates the random oracles H and Hp, via lazy sampling, and runs the
signing oracles honestly (cf. Definition 3.5). The adversary A wins if all forgeries (msg(®, o (i))ie[e] verify
for common message info* and the pairs (msg(?, ¢(") are pairwise distinct. (Recall that we assume that
{ = Qg infox + 1.) We have

Advges™ (A, \) = Pr[Gg' = 1] .

Game G; (Extract wge from 7ge): Denote by Ext an extractor for Mg (cf. definition 3.24). On the jth H
query hqry;, the game extracts a witness w; from the proof e, ; from hqry; if the proof is valid and hqry;
follows the format in BSyne.Ver. Also, we introduce additional abort conditions. In more detail, on the jth H
query of the form N N N

hary; = (Xos,j> Xdi,j» Xphf j> Aos,j» Adl.js Aphf.j» Xsle,j> Tsle,j> MSE;)

the game runs b = Mge.Ver' (Xsle,j; Tsle,j)- If b = 1, the game extracts a witness Wele,j < Ext(Qn,., Xsle,j, Tsle,j)
from 7ge ;, where Qn,, denotes the hash queries to Hge. The game aborts if (xge,j, Wele, ;) ¢ Q?isb. Furthermore,
when A outputs its signatures for info* and all signatures verify, the game recovers the hash query index
§@ e [Qn] which is associated to the ith forgery, i.e., such that hary ;i) = hqry(l). Note that since we assume
that all H queries are distinct and we count the game’s queries towards Qu, the index 7 is well-defined.

We parse
w'® =(y(i), () ald ~ @) (z))

QAos’s Vos > T'rnd
and let )
AD = A Oy

The game further aborts if (x £|e) Wy e) ¢ Rqle- The following statement relates the advantage of A in Gy and

G1; we refer to Section 7.3 for the formal proof.

20 As we count the game’s queries towards Qpp, we also assume that A queries Hpp(info) before making a query to Sy
with common message info for convenience.

35



Lemma 7.3. There are adversaries Bge and By with running time roughly that of A such that

1
Pr[G7t = 1] — Pr[G{* = 1]| < Adv¥® (Bsie, \) + Adv&e. (Bai, A) + — .
p

sles Ext,Mgle

Game G; (No signature with same H query): After A outputs its signatures, the game aborts if all
signatures verify and there exist distinct indices ig, 41 € [€] such that their corresponding H query is identical.
That is, the game aborts if hqry(io) = hqry(il). Denote by SameQuery the event that an abort occurs in Go
but not in G;. We have

Pr[Gf = 1] < Pr[G#' = 1] + Pr[SameQuery] .

The following lemma bounds Pr[SameQuery]; the proof is given in Section 7.4.

Lemma 7.4. There is an adversary By with running time roughly that of A such that

4QH+1
p—1

1
+ </32Q12—I . <AdVdG|Gen (Bdh A) + p_1> .

CASE DISTINCTION. We now consider the following events.

Prga[SameQuery] < 3- Advcen (Bai, \) +

« NonceColl: The adversary A wins in Go and there exists distinct ig, i1 € [£] such that Agi") = Ac(,?).
« NonceDist: The adversary A wins in Gz and for all distinct g, ¢; € [¢] we have Ag?) # A((fs )
Note that these events are efficiently checkable and disjoint. Also, NonceColl v NonceDist is equivalent to
A winning in Go, therefore

PriG# = 1] = Prga[NonceColl] + Prga[NonceDist] .

Lemmas 7.5 and 7.6 bound the probability that NonceColl and NonceDist occur, respectively. We give
proof sketches below and refer to Sections 7.5 and 7.6 for details. Combining the bounds above with the
lemmata below, we conclude the theorem. O

Lemma 7.5. There exists an adversary Bq with running time roughly that of A such that

2
Prea [NonceColl] < 2 Advcé'Gen(IS’(ﬂ7 A) + % .

Proof (sketch). This case is similar to the argument in [CART26, Lemma 6.2], except that our proof does
not require rewinding due to the reliance on [lge. Here, there is a collision in the Okamoto-Schnorr nonces

A((,iso) = Ag?). Since the blinding factors are extracted from 7ge, we may compute two valid transcripts Tééo)

and Tésil) for x,¢ with identical nonce according to Lemma 7.2 from %éé“) and %(21)

, respectively. Observe
that the challenges Eﬁio) and aﬁ?) of 7”'(550) and 7”155“), respectively, are distinct w.h.p. since the H queries
hqry(io) # hqry(“) in the signatures are different. Furthermore, the blinding factors are determined before
Egi") and Eﬁ,?) are sampled in H. This implies that Téﬁ") and Tésil) have distinct challenges w.h.p. and we may
compute a witness wys for xqs. By witness indistinguishability, we have wes # w, where w is the game’s
witness for Xos, which allows to compute the DL of H. We formalize the argument using algebraic one-more
preimage resistance for ¢os (cf. Figure 12) to simulate signing, while A’s signatures yield the additional

preimage required to break the game.

Lemma 7.6. Let 6 = m with d as defined in Theorem 3.11. There is an adversary By with running
S

time roughly that of A such that

1 4
Prga[NonceDist] < % : <</32Q% : (AchCl-;lGen(Bdly)‘) + p—l) | AQu > .

p—1
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Proof (sketch). In this case, there is a fresh nonce A( *) extracted from A’s signatures that never appeared
in the signing queries. Here, we rely on Lemma 7.1 and Theorem 3.11 to simulate signing while enforcing
that the PHF evaluates the exponent of Ac(,i*) to zero. Since the adversary provides a Xpns proof (or-compiled
with Xy) in 5@ that proves that the PHF evaluates to a non-zero value, either we may compute the DL
of X or we get a contradiction. Note that the contradiction is only computational (more precisely, in this
case we may extract the DL of V). As neither the DL of X nor V is required for simulation, this yields the
desired reduction.

7.3 Proof of Lemma 7.3 (Ruling out Relaxed SLE Witness)

We consider the following intermediate game G 1 between Gy and G1.
Game Gg 1 (Extract arbitrary wge from mge): This game is identical to G, except that the last abort

condition (x(i) Sle) ¢ Rqle is omitted. That is, on the jth H query of the form

sle ?
hqr}’j = (Xos,j,xdl,jvxphf,jaAos,j,Adl,jaAphf,jaXsle,jaﬂsle,j; msgj) )

the game runs b = I'Is|e.VerH(xs|e_,j, Tele,j), and if b = 1, the game extracts a witness Wqe ; < Ext(Qn,,, Xqle ;,

Tele,j) from mge j, where Qp,, denotes the hash queries to Hge. The game aborts if (xgie j, Wsle ;) & Rsle-

sle

We construct a reduction Bge to straightline extractability of I for relation §{s|e that bounds the abort
probability. The reduction Bg simulates the game to A as in G, except for the following changes:

« It simulates the random oracle queries to Hge via the random oracle of its own game.

« On the jth H query hqry; of the above form, the reduction employs its verification oracle O (which is
either equal to Over or Ogy) to verify the proofs mge ;. That is, it sets b «— O(xXgle j, Tsle,;). If b; #
l"|5|e.Ver::e(x5|e,j, Tele,j ), the game outputs 0.

After the interaction with A and the verification of A’s signatures, the game outputs 1 if A wins (and
b; = Nge.Vert (xqe.;, mae ;) for all j € [Qu]), else 0.

Observe that if O = Oy, then By outputs 1 if and only if A wins Gg. Else, if O = Ogy, the reduction
outputs 1 if and only if A wins Gg and does not trigger the newly introduced abort condition in Gg ;. Thus,
we have that

Pr{Gg! = 1] = Pr[Ggly = 1]| < AdvVY L (Bae, M) -

Let us now relate the advantages of A in Gg.; and G1. Below, we follow the notation introduced in Gj.

Note that Gy is identical to Gg.1, except that G aborts if (nge), sle) ¢ Rqe for some i € [¢] and all of A’s
50, W50) € Faero

Go.1. Let i* € [£] denote the smallest index such that (x o ), ille )) € NRyero- Recall that W(l ) (u(i*), réi*),

ac(,zs*), ’yc(,é*), r(rzld )). Furthermore, by definition of MR,ero (cf. Equation (12)), we have that w(™) # 0 and

sle

signatures verify. Since E)A%ge = Rge U Ryero, it suffices to bound the probability that (x

0=20¢q + (i*)V )

O—rr(nd)V+0¢(Z )G1+oz Gg—i—’yos leA
Observe that Gg.; samples the group elements V, G1, G2, G3 at random, conditioned on V # 0. Note that if
V =0, it is straightforward to compute a non-trivial Rel-DL solution (any non-zero coefficient of V' suffices).
Therefore, there is a reduction B,e-q1 to the Rel-DL assumption such that

IPr[Ggly = 1] — Pr[G{' = 1]| < AdvEES 4 (Brer-di, ) -

Collecting the bounds and applying Lemma 3.3 yields the desired bound.
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7.4 Proof of Lemma 7.4 (Ruling out H-Query Collision in Forgeries)

We need to bound Pr[SameQuery]. Denote by (ig,i1) € []* the lexicographically smallest pair such that
hary'®) = hqry(™). By definition, we have

,g;of)’x(m) 7.‘.(io) msg(io)),

sle 7 "sle >
(i1) flgl)’g(il) () (i) msg(il)).

os phf > “sle 7 'sle

hqry(i(’) - (XOS7XdI7§§iOf);IZ(iO) ﬁfi?O)

os )
~

hqry(il) = (XOS,thi[(ilf),A

Let us define the following events:

. SameChal: The event SameQuery occurs and Eﬁfo) = Eﬁfl).

. DistChal: The event SameQuery occurs and Eﬁfo) # ngl).

Note that the events are disjoint and SameChal v DistChal is equivalent to SameQuery. Thus, we have
Pr[SameQuery] = Pr[SameChal] 4+ Pr[DistChal] .

BouNDING SameChal. To bound the probability that SameChal occurs, we introduce some intermediate games
Gx..

Game Gxo (G; with winning condition as SameChal): This game is identical to G; except that A
wins if and only if SameChal occurs. We have

Pr[SameChal] = Pr[G% o = 1] .

Game Gy (Abort if Yo transcripts distinct): When A outputs its signatures, the game aborts if
~(io) _, ~(i1)
Tos = 7 Tos -

We give a reduction By to the DL problem to upper bound the probability of an abort. On input (G,Y),
Byq simulates Gx o to A, setting H = Y. When A outputs its forgeries, the reduction invokes the relaxed
unique responses extractor Yos.URExt on input of statement (G, H, W) and transcripts Fo(_fO) and ?o(él). If it
obtains a witness (yo,y1) € Zf, such that yoG + y1H = 0 and (yo,y1) # 0, then the reduction By outputs

y = —yo/y1mod p. Note that (ZéiO), Ef;io)) = (ﬁc(,io), Eﬁ?)) since hqry("®) = hqry(") (recall that the Yog challenge

) (i1)

is determined by the H evaluation). Therefore, we have 3020 #* 30? if an abort occurs. By the relaxed unique

response property for relation 5%05 we obtain
Pr[Go = 1] - Pr[G3 1 = 1]] = Advgen(Bai, A) -

Remark 7.7. If A is successful in Gx 1, we have (ﬁ&of),éﬁ})) = (ﬁ&lf), Eglhlf)) but E(f&)

i1)
phf 7 f

Zonf -

Proof. Recall that hqry? = (xos,xdh?&gﬁpgg?,Egﬂﬁ&)ﬁxgg,ﬂig, msg(")) and since SameQuery occurs, we

have hqry(if’) = hqry(il). As SameChal occurs, we have Eﬁfo) = Eﬁfl). By unique responses of Xy, it must hold

that Fé,i o) 7~_§|i1). Further, we also have Eﬁi"f) = Effh}) since

2 28 = Hihary)) = H(hqry™)) = ) 20 .

Therefore, if A is successful in Gx 1, it must hold that Eg:}) # ngff) as the ipth and i;th signatures are

distinct.

Game Gy (Set up H = hG with known discrete logarithm): The game samples h «<s Z,, and sets
H = hG instead of sampling H <s G. We have

Pr[G“;}'1 =1] = Pr[G’;}.2 =1].
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Game Gy 3 (Abort if non-trivial DL relation found): When A outputs its signatures, the game runs
2bhf’s unique responses extractor

W «— Ephf.UREXt(SEEj?f)7 7~'(i0), 7~'(i1))

on input of statement i&"f) = %éilf) and transcripts 7)), 7(1) The game obtains w and aborts if wG = V
or if w = (a, 8,v, p,7g, ) with (v, p,rg, u) # 0.

By Remark 7.7 and since Xyne has relaxed unique responses for relation S)N“{phf, we have ()'E&Of), w) € Sﬁphf.

~ 7 (ig)

By definition of $Rynf, we have that QSPT,ff (w) = 0 and w # 0 or otherwise, we obtain wG = V. We give a
reduction Bye-q; to the Rel-DL assumption to upper bound the abort probability. The reduction obtains as
input G and N := n - Qp, + 1 group elements Y € GV. It simulates the game G .o to A, except for the
following modifications:

. It sets V' = Y7 in the public parameters pp during setup. (If V' = 0, it outputs 8 = (1,0) as its non-trivial
Rel-DL solution.)
« On the jth query to Hpp, it sets U = (Uo, Y14 (j—1)n+1s- -+ Y14j.n) for random Up < G.

Clearly, the simulation is perfect (except if V' = 0 which is handled explicitly). If the abort event introduced
F(ig) F(i0)
in Gx .3 occurs, we have that wG =V or {I’F)T,ff (w) = 0. Furthermore, by definition of @Zﬁf , we have that

vG +rgV T
vV + Zze[n] /Li<2i_1G)
pV + Zie[n] .UZUZ
aﬁgi[’) + BV

By the abort conditions, we have wG =V or (v, p,rg, ) # 0. In any case, adversary Byel-di Iay compute a
non-zero 3 such that 8yG + ZiE[N] BiY; = 0. We therefore obtain

PG 2 > 1] - PG > 1] < AN (B )

Remark 7.8. If A is successful in Gx 3, it must hold that w = («, 8, v, p, g, p) with («a, 5) # 0 and aTéi") +
BV =0.

Proof. This is a consequence of the above discussions. In particular, the abort event introduced in Gx 3
,1‘4(770) . . ~

excludes that wG = V. Thus, we have that Q’plff (w) = 0 since Zph¢ has relaxed unique responses for Rpps.

Note that w = («, 8, v, p, g, ) # 0. We further exclude that (v, p,rg, ) # 0. Therefore, it must hold that

(. B) # 0.

Note that since Téio) is adversarially-chosen, the representation («, 3) does not yet constitute a solution

for a hard DL relation. We therefore aim to find a more controlled representation of Téi") by rewinding. Since
we may also extract a DL of X due to the OR-proof structure, we must first simulate Xy while ensuring
)

that the to-be-extracted representation of Téio remains useful.

Game Gx4 (Set up U to prepare X, simulation): The game sets up the outputs U in Hgp, via
PHF.NonZeroGen. That is, on every Hpp, query info, the game samples (U, tdinfo) < PHF.NonZeroGen(1*, G, V)
with tdinfo = (@info, binfo). The game keeps track of the trapdoors tdins for every input info. Note that in Gx 3,
the Hyp outputs U are distributed at random which is exactly the distribution of K « PHF.Gen(1*). By the
well-distributed keys property (cf. Lemma 3.12), we have that

Pr[G}%3 =1] = Pr[G’;}.4 =1].
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Game Gx; (Simulate Yy and compute Xy honestly): The game computes all nonces as Ags j <8
Pos-Init(xos, Wos) directly after sampling its secret key. Then, it employs the nonce Aos,j in the jth signing
session. Also, it parses Aos j = 7j,0G + ;1 H and sets

T I:Tj’0+h‘7'j71€Zp,

where H = hG. It decomposes r; = Zie[n] 17:2°"" in binary, where pj;; € {0,1}, and denotes p; =
(#4415 -+, Hj,n). Furthermore, in the jth signing session for j € [@Qs], the game computes the values (T ;, e ;)
and the Xq and Xpn transcripts (Aqij, Cdi,j, 2di,j) and (Aphf,j, Cphf,j» Zphf,;) as in ExpPHF (cf. Figure 11).

Observe that by construction, we have Ags ; = Zie[n] 14, (2°71G). Also, due to the changes in Gx 4 and
by the well-distributed logarithms property (cf. Lemma 3.12), we have e; = ag + Zie[n] 1,iGinfoi 7 0.

Therefore, the conditions for Lemma 7.1 are satisfied and since in Gx.4, the jth signing session is
distributed as in ExpDL, we have

PrG%, = 1] = Pr[G% 5 = 1] .

We are now ready to reduce A winning in Gx 5 to the Rel-DL assumption. For this, observe that
if we obtain a representation Tséig) = p*V + Uy + Zie[n] w¥U; with p* € {0,1}", then we have Tﬂgi") =
eG+ (f +p*)V, where e # 0 and (e, f) = PHF.TrapEval(tdi s, #*). By Remark 7.8, we also have («a, 8) # 0
with aﬁém) + BV = 0. Thus, ae # 0 and we obtain

aleG+ (f+p")V)+ 8V =0,

and therefore v = is the DL of V. Below, we describe how to derive the desired representation

} )
of Tsé“)) (or compute the DL of V directly) via rewinding.

REDUCTION TO DL. As described above, we exhibit an adversary By on the DL assumption with advantage
roughly that of A in Gx 5 (albeit a polynomial loss due to rewinding). First, we describe a wrapper WsameQuery

that simulates Gx.5 to A, taking as input a DL challenge G,Y and challenge vector ¢ = (c1,...,¢cqy) €
(2;)".

Wrapper WsameQuery (G, Y'), ¢): Oninput G,Y € Gand ¢ = (c1,...,cq,) € (Z) )@, the wrapper WsameQuery
simulates G x5 to A as above, except for the following changes:
. The wrapper sets par := (n, G, H, ckped, V), where V :=Y’; the other values are sampled as in Gx 5.
« The wrapper sets X :=Y + 2'G and sk = (w, L, pk), where 2’ «s Z,,.
. On the ith query to H, the wrapper outputs (Cos,i, ¢;) for Cos; «s Zy,.
If A does not succeed, according to the winning conditions in G 5, the wrapper outputs (L, L). Else,
denote by I € [@Qu] the index of the hash query

) = s 20 A0, 2 ) 50,0 )
associated to the igth message-signature pair (msg(io), 5“0)). Further, let
aux = (hqry(io),xdhi&(}),5(10),tdinfo*,a,ﬁ) ,
where (a, ) is defined as in G x 3. The wrapper outputs (I, aux).
Note that Wsamequery simulates G x5 perfectly in the view of A, and we obtain
acc = Pr[I # L | (I,aux) < Wsamequery (G, Y, ¢)] = Pr[G% 5 = 1] . (14)

The reduction By proceeds as follows. Given challenge G, Y from the DL game, it outputs y := 0if Y = 0.
Otherwise, it runs (b, (aux,aux’, aux”)) «s ForkgvsameQ”e'y(G,Y). If b = 1, aux = (hqry,xq, Xphf, 7, td, a, ),
aux’ = (hqry’, a1, Xpnf, 07, td’, o, '), and aux” = (hqry”, xqi, Xpnf, 0", td", ”, 8”). Further, By parses

o= (C$7A$7T$7e$7Crnd77rsle>7~—os>7—dl77—phf) )
~/ T T~ ~ o~
g = (C$7A$7T$7e$7Crnd77r5|ev7—osv7—d|77—phf) )

~/ O A AN AN
g = (C$7A$7T$7e$7Crnd,”slevTosdelanhf) .
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Let xg = (G,X) and xpns = (G,V,U,Cs, Ag, Ts, ). Next, By parses Tops — (Aphf, Cohfs Zphf) s Tope =
(Aphfs Cons Zpht)s Tohe = (Aphfs Congs 2ppe)s and similarly 7o = (Aai, cai, 2a1), g = (Adi, ey, 2g), and Ty =
(Agi, ¢y, 24). Furthermore, parse (cos,¢) = H(hqry) with ¢ = cpnf - cai, (chs, ¢’) = H(hqry') with ¢/ = Conf * Cais
and (cZ,c") = H(hqry”) with ¢ = c’p’hf -} in the first, second, and third run of WsameQuery, respectively. Note
that if b = 1, then parsing as above succeeds and we have [{c, ¢, ¢”}| = 3 by the properties of the forking
algorithm Forks (cf. Figure 3). Therefore, we have two cases:

Same DL challenges: Assume we have cq = cj = g, then cpnf, ¢ and ¢y are pairwise distinct. In this
case, the reduction By employs the 3-special soundness extractor of Yyus to extract a witness wyne such
that (Xphf, Wphe) € S)A%phf ={(x,w) | (x,w) € Rpne} U {(x = (G, V), w) | wG = V}. If woneG = V, then
the reduction outputs y := wphs. Else, it parses wpne = (o, 8%, 0%, p*,r&, p*). By definition of Rype (cf.
Equation (5)), we have that Ty = p*V + Uy + 2ie[n) MaUi- Since (U, td) € PHF.NonZeroGen(1*,G, V)
and p* € {0,1}", we have Ts = eG + (f + p*)V with e # 0 and (e, f) = PHF.TrapEval(td, u*) (cf.
Lemma 3.12). By Remark 7.8, we also have (a, ) # 0 with af$ + BV = 0. The reduction outputs
Y= —graiir,m - Since the above yields a(eG + (f + p*)V) + BV = 0 with ae # 0, we have yG =Y.

Distinct DL challenges: If otherwise |{cqi, ¢}, ¢ }| = 2, then By employs the 2-special soundness extractor

of Xy to extract a witness x for (G, X) from the corresponding Xy transcripts. Since X =Y + 2'G, the
reduction outputs y := x — z’.

By the above discussion, the output of y <—s By (G,Y) satisfies yG =Y if b = 1. Thus, we have
Pr[b = 1] < Advice, (Bai, ) .

Also, by the forking lemma (cf. Lemma 3.21) we have that

acc < </32QI%I : <Pr[b =1]+ 1) + 4G .

Together with Equation (14) and the above, this yields

4Qu
p—1°

1
PrG{ ;= 1] < i/SQQ% : <Adv‘é'Gen(Bd|,>\) + p_1> +
BouNDING DistChal. To bound the probability that DistChal occurs, we introduce some intermediate games
Gy,;.
Game Gy (G; with winning condition as DistChal): This game is identical to G; except that A wins
if and only if DistChal occurs. We have

Pr[DistChal] = Pr[Gs}, = 1] .

Game Gy (Setup H = hG with known discrete logarithm): The game samples h «s Z, and sets
H = hG instead of sampling H <s G. We have

PV[G{}.O =1] = PV[G{}J =1].

Game Gy (Setup U to prepare X, simulation): The game sets up the outputs U in Hp, via
PHF.NonZeroGen. That is, on every Hyp, query info, the game samples (U, tdinf,) <—s PHF.NonZeroGen(1*, G, V)
with tdinfo = (@info, binfo)- The game keeps track of the trapdoors tdiys for every input info. Note that in Gy.1,
the Hpp outputs U are distributed at random which is exactly the distribution of K < PH F.Gen(1"). By the
well-distributed keys property (cf. Lemma 3.12), we have that

Pr[(]‘r)“‘}1 =1] = Pr[G{,"2 =1].
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Game Gy 3 (Simulate Yy and compute Y, honestly): The game computes all nonces as Ags j <8
Yos-Init(xos, Wos) directly after sampling its secret key. Then, it employs the nonce Aq ; in the jth signing
session. Also, it parses Aos j = 7j,0G + ;1 H and sets

T 2=T‘j70+h~7’j71€Zp,

where H = hG. It decomposes r; = Zie[n] 1;,i2°"1 in binary, where pu;; € {0,1}, and denotes p; =
(1,15, Hjn). Furthermore, in the jth signing session for j € [Qs], the game computes the values (T ;, e ;)
and the Xg and Xpns transcripts (Aaij, Cdij, 2di,j) and (Aphf,j, Cphf,j» 2Zphf,;) as in ExpPHF (cf. Figure 11).
Observe that by construction, we have Aq ; = Zie[n] ,uj,i(2i_1G). Also, due to the changes in Gy.o and
by the well-distributed logarithms property (cf. Lemma 3.12), we have €; = Ginfo,0 + Zie[n] o iGinfo,i 7 0.
Therefore, the conditions for Lemma 7.1 are satisfied and since in Gy.2, the jth signing session is dis-
tributed as in ExpDL, we have
Pr[Gf, = 1] = Pr[G¢, = 1] .

We are now ready to give a reduction By to upper bound the advantage of A in Gy 3 as the game never
makes use of the DL x of X except when sampling X during setup. The reduction By obtains a DL challenge
Y and sets pk = (W, X), where W = woG + w1 H is sampled as in Gy 3 and X = Y. It then sends pk to
A and simulates the random oracles H, H,, and the signing oracles as in Gy 3. Finally, when A outputs its
signatures and if event DistChal occurs, the reduction runs the 2-special soundness extractor Yg.Ext on input
the Xy transcripts from the igth and 4;th signature. That is, it sets wq < Xg.Ext(X, Tjﬁo),rd(fl)). Finally,
By outputs wy.

As the event DistChal occurs, we have &%) = &) Therefore, by 2-special soundness of Xg, we have

wqG = X. Since X =Y, we have

Pr[GJéS = 1] < AdVES“Gen (Bdh >‘) .

7.5 Proof of Lemma 7.5 (Reducing to AOMPR from Nonce Collision)

We consider an adversary A as in Section 7 on Gg, except that the winning condition is changed to NonceColl
occurring. Let ¢g < i1 denote the lexicographically smallest pair of integers (i, 1) that satisfy the conditions

of NonceColl, i.e., with Ac(,i()) = Ag?). We stick to the same notations as in Section 7 and consider the following
sequence of games G 4 i for k € [0, 2]. Then, we will show that the probability that A wins in G 4.2 is bounded
by the probability that some reduction B wins in the DL game.

Game G, (G2 with winning condition as NonceColl): This game is identical to Gy except that the
adversary now only wins if NonceColl occurs at the end of the game. We can see that

Prga[NonceColl] = PrG4,=1].

Game G4 ; (Abort if “extracted unblinded challenges” are equal): This game introduces an abort
at the end of the game if for the two forgeries ip and i; and the extracted witnesses

‘W(iO) = (V(io)vré%)aagio)

- (40) T(io)) "Wiliel) _ (V(il)’réil),ac()il),fyéil) 7ﬂ(’il)) ,

» los 7' rnd » ' rnd

we have that ) . _ )
elio) — yfio) = i) — 40

Intuitively, this bad event implies that the unblinded challenges (according to Xos.BlindChal) for these forg-
eries are identical. This would make our final reduction fail to extract the underlying DL. Also, we note that
the winning condition of A in this game is efficiently checkable, since we can extract the underlying blinding
factors via the straightline extractor of lMge.

We will now argue the advantage change of A from G, . First, recall that in Gq, the game runs the
extractor for lMge on all H queries made by A such that the proof mge as part of the query can be verified.
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Game AOMPRZ,, 5., (V): Oracle CHAL() :

1: (G,p,G)«s GGen(lA) s H <3G 1: cid «—cid +1
2: cid«<—0; Q<0 2. m-d<—$Z2
ci »
3: ar G,p, G, H
pargs < (G, p . ) o 3: return &5 (zciq)

HAL, -
4: (Yi)ie[cia) <S5 A (parg,) Oracle Pl(a € Z;, (bi € Zp)ielcia]) :
5: if Q = cid then return 0 1: Qe—Q+1
6 :

return Vi € [cid] : B (x;) = P ™ (yi) o .

return a + Z:i:dl bix;

Fig. 12. Algebraic One-More Preimage Resistance game for @ha.

Thus, for each query hqgry containing a statement xge and 7ge, the game can extract a witness wge such that
(Xs|e7 Wsle) € %sle-

Then, observe that the probability that the introduced abort occurs is bounded by the probability of the
event Bad defined as: there exist two distinct H queries, denoted hqry and hqry’, of the form

hqry = (XOS) Xdl, Xphf, Aos; Adl, Aphfy Xsle) Tsles msg) )

/ ’ o AR VAR ’ ’ ’
hgry” = (XosaXdl’XphfvAos7AdI7Aphf7Xsle’7Tslev mSg) ’

such that (a) both mge and w},, pass the verification, (b) for the outputs (Cos, Cor) < H(hqry) and (¢, ¢,,) «—
H(hary'), and the extracted wge = (v, 7s, @, Yos, "md) and wl, = (v, T4, @', Yoss Trng) are such that

~ ~ /
Cos — Yos = Cos — TVos -

This upper bound follows because the corresponding H queries for the forgeries are also of this type and that
the H queries corresponding to the ig-th and i;-th forgeries are distinct due to the change in Gs, ruling out
the SameQuery bad event.

We can then bound Pr[Bad] via the union bound over all pairs of H queries and for each of those pairs,
we have that the probability of the event occurring is at most 1/p. To see this, assume hqry was made
before hqry’ and observe that at the time of the query hqry’, Cos, 7Yos and 7., are already determined since the
extractor is deterministic. Hence, with the randomness of sampling ¢ that satisfies the equation, we have
that this event only occurs with probability 1/p. Finally, via the union bound,

2
Pr[G4, = 1] < Pr[G4, = 1] + Pr[Bad] < Pr[G%, = 1] + @n .
p

BOUNDING ADVANTAGE OF A IN G 4.1. We will bound the advantage of A via a reduction to an intermediate
assumption, named Algebraic One-More Preimage Resistance (AOMPR), introduced in [TZ23]. We first recall
the AOMPR assumption with respect to the linear map @b *. The AOMPR game is defined in Figure 12
and its corresponding advantage for any adversary A is defined as

AdVaGcge]ﬁréos (A’ A) = Pr[AOMPRéGen,qf'os (A7 >‘)] .

The following theorem showed that for the linear map ®he >, the AOMPR assumption is secure assuming
the DL assumption on GGen. Hence, we only need to show a reduction B to AOMPR instead of a direct
reduction to DL.

Theorem 7.9 ([TZ23, Theorem 1] adapted for @6 > ). Let GGen be a group gemerator outputting
groups of prime-order p = p(\). For any adversary A in AOMPR game, running in time T = T4()\) and
making at most Q = Q(\) queries to CHAL, there exists an adversary B running in time Tg ~ T4 such that
Advege s (A, N) < 2+ Advgge (B, A).

Now, to complete the proof, we will rely on the following lemma.

43



Lemma 7.10. There exists an adversary B in the AOMPR game, running in time roughly that of A, making
Qs, + 1 and Qs, queries to the oracles CHAL, P1, respectively, such that Pr[G4 , = 1] < AdvaG"G";squos(B, A).

We prove the above lemma below. However, note that combining Theorem 7.9 and Lemma 7.10, concludes
the proof as there exists an adversary B such that

Pr[G4, = 1] <2 Advic..(B,\) .o

Proof (of Lemma 7.10). Now, we give the adversary B playing the AOMPR game and running .4 which
takes as input (G, p, G, H), has access to the oracles CHAL, PI, and does the following:

Setting up pp and pk. Run the BSph.Setup(1) except that (G,p,G, H) are taken from B’s input. Run
BSpne.KeyGen(pp) to generate (sk, pk) except that w is not sampled and W «s CHAL() is generated via
querying CHAL instead.

Answering oracle queries. For each of the oracles Si, Sz, H, Hpp, Hge, B simulates them as follows:

. Random oracles Hgp,, Hge: Simulate via lazy sampling and also keep track of the queries Qn,, of
Hge queries for the use of the extractor.

. Random oracle H. On the query hqry that can be parsed to the format

hary = (Xos, Xdi, Xphf, Aos, Adl, Aphf; Xsle; Tsle, MSE)
check if I'I5|e.Ver?|e(xs|e, 7sle) = 1. If so, run the extractor W;TW) = Ext(Qn,,, Xsle, Tsle ). Otherwise, do
nothing. Then, perform lazy sampling for the output of this hash query as normal.

. First signing oracle S;. Increment the session counter cnt. Keep track of infocnt. Run BSyne.Sign,
as in Figure 9 except for the lines (2,3), where B instead makes a query Aes cnt <$ CHAL() instead.
Also, keep track of the state generated from the algorithm except for the state of Xos. Note that
other operations can still be done since B sets up the rest of the public and secret keys (not including
W) honestly.

. Second signing oracle S,. On query (sid € [cnt], umsggq = (Cos sids Cor,sid)) and if sid has not been
queried to Sy before, run BSyn¢.Sign, as in Figure 9 to compute the responses except for Line 3.
To compute zos, B makes a query zossia < PI(0, (8i)ie[o,cnt]) Where By = Cossia and f; = 0 for all
i € [cnt] except for fBgq = 1. Return (cpns, Zos sid, Zphf Zd)-

Breaking AOMPR using the forgeries. After the adversary outputs the forgeries {msg(®), 5(i)}ie[6], B
checks first that A wins in G 4.1, i.e., (1) NonceColl occurs and (2) the abort introduced in G 41 does
not occur. Then, B does the following step-by-step to extract the preimages for (W, Aes 1, .-, Aos,cnt):
(a) Preimage of W. First, we will use the fact that Agi()) = Ac(,?) and that E({)i”) — fyc(,i“) # Ef,isl) — fyc(,il)

(due to the abort introduced in G 4.1). For i € {ig,41}, let cgi) = Ef,? - yé? and zg? = Ec(,? - ag?.
Then, compute
w - 250 28 .
o) el

(b) Preimage of Ay siq where sid is closed. For sid € [cnt] that was queried to Sa, using the extracted
w from the above, compute 7o sid 1= Zos,sid — Cos,sid * W-

(c) Preimage of Ay siq where sid is not closed. For sid € [cnt] that was not queried to Sz, compute
Tossid < PI(0, egia+1) where e; € Z;”t“ is an all-zero vector except for the i-th position.

Then, return (W, Tos 1, - - -, Tos,cnt)-

We will see that the view of A is exactly identical to its view in G 4.;. First, all the public parameters, the
public keys except for W, and the oracles except for S1, S, are simulated identically to G 4.1. For W it is
still generated in the same way as CHAL simply samples xg «s ZZQ) and returns @b * (). Similarly, the nonces
Ags,i computed in S; have the same distribution with an underlying randomness @;. Finally, the responses
Zos,i are also computed as x; + cos - o. Therefore, the view of A remains identical to its view in G 4.1.
Now, we argue that if A succeeds in G 4.1, B also succeeds in the AOMPR game. First, we can see that the
PI query count of B is always less than the number of CHAL queries as it makes one extra query to generate
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W. Now, we will argue the correctness for each extraction. For preimages of type (c), they are guaranteed to
be preimages of Ags sia due to how PI is defined. For preimage of type (b), if w is a preimage of W, then by
how PI is defined zossia is a preimage of Ags sid + Cos sid W, meaning the extracted Tos sid = Zos,sid — Cos,sidW

is a preimage of Ags sid-
(i1)

(o 1
e sle

o are valid wit-

nesses for the relation R in Equation (11), we know that for i € {ig, i1} with Wife) = (v, réi), ag?, ’yc(,?, Tfﬁﬂ)

Finally, for (a) preimage w of W, recall that since the extracted witnesses w ) and w

A9 = 5., BlindNonce(xos, AD: 51" = (@), ~))) .

0s ) os os

Then, via Lemma 7.2, we can efficiently compute (cg?, zé?) from Féé) and (ag? , %(,?), such that (Af,?7 cg?, zgé))
is a valid transcript for x.s = (G, H, W).

Then, because Ag?) = Ag?) and (A(()?, cg?, zéé)) for i € {ip, i1} are valid transcripts for x.s, we have that
BRres (2{00)) — o) W = pRes (2(1)) — {0 - W
Bz (40 — 2) = (el — i) - W

os

(io) (i1)
r z -z r
W:@w<$wg>=@wmw
Cos =~ — Cos

This proves that w is a preimage of W. Therefore, B wins in AOMPR game if A wins in G 4.1, and we can

conclude that
Pr(G4, = 1] < Adviger s (B.X) .0

7.6 Proof of Lemma 7.6 (Extracting DL from Distinct Nonces)

We consider an adversary A as in Section 7 on Gg, except that the winning condition is changed to NonceDist
occurring. Denote by J.# the indices of signing sessions whose common message is info*. Note that by
assumption, we have |Jinox| = £ — 1. Let i* denote the lexicographically smallest index i* € [¢] such that

Ac()zs*) ¢ {(AOSJ) | .7 € \7info*} .

That is, the nonce Ac()i*) is distinct from all the nonces Ao ; sampled by the game in the signing oracles
ik
when the common message is info*. Note that A(()Zs ) is well-defined by the pigeon-hole principle.

Game Gp (G2 with winning condition NonceDist): This game is identical to Go except that the
winning condition is now that NonceDist occurs. We have that

PrGS‘ [NonceDist] = Pr[G’é.O =1].

Game Gpg (Setup H = hG with known discrete logarithm): The game samples h «<s Z,, and sets
H = hG instead of sampling H <s G. We have

Pr[Gh,= 1] =Pr[Gp, =1].

Game Gpo (Guess Hy, query of info™): Now, the game samples an index i;“b —s [Qpb] at random at the
beginning of the game. Further, when A outputs its signatures at the end, the game aborts if info™ # im‘oi*b ,
)

where infoia; is the input to the i;"bth Hpb query. Note that such a query must exist since also the game’s
pl

*

pbs W€ obtain

queries are counted towards ()pp. Since the game’s simulation is independent of i
Pr[G“E‘}‘1 = 1] < Qppb - Pr[G“Ig.‘.2 =1].

Note that the game learns info* at the latest in the first call to S; with common message info*. In the
following, we refer to such sessions as sessions with info™.
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Game Gp 3 (Setup U to prepare X, simulation): The game sets up the values U when simulating
Hpb depending on whether the input is equal to info*. For input info = info*, it samples U via PHF.TrapGen.
For input info # info*, it samples U with PHF.NonZeroGen instead. This setup enables the game to compute
a valid Xphs witness in all signing sessions (with sufficient probability). In more detail, for every H, query
with fresh input info, the game proceeds as follows.

Case info = info*: It samples (U, td;#) <s PHF. TrapGen(1*, G, V) with tdiyix = (@info# , Dinfox ) and out-
puts U. For TrapGen, set the parameters £ = n (here, £ denotes the input length in the TrapGen definition),
q = Qs (assuming that Qs > 1), and J = [¢?c].

Case info # info*: It samples (U, tdins,) <s PHF.NonZeroGen(1*, G, V) with tdinto = (@info, binfo) and outputs
U.

Furthermore, the game stores tdinfo = (@info, binfo) for later (in both cases).
Under the well-distributed keys property of PHF with both setups (cf. Theorem 3.11 and Lemma 3.12),
we have

Pr[(}ﬁ_2 =1] = Pr[Gé_3 =1].

Game Gpg.4 (Abort if event BadEval occurs): The game samples the nonces Ao ; for Yos sampled in
oracle S; at the beginning of the game and introduces additional abort events. That is, the game samples
Aos,j s Xos.Init(Xos, Wos) directly after sampling its secret key. It employs the nonce A ; in the jth signing
session. Also, it parses Aqgs; = 7;,0G + ;1 H and sets

T I=7“j’0+h‘7'j71€Zp,

where H = hG and decomposes 7; = Zie[n] 15,:2:71 in binary, where u;; € {0,1}. Note that we use represen-
tatives y1 € [0,p — 1], therefore this is possible by definition of n = [logp]. We denote p; = (5.1, ftjn)-
The game aborts in the jth invocation of Sy if a; = 0 mod p for (a;,b;) < PHF.TrapEval(tdinfo, pt;), where
info is the corresponding common message.

When A outputs its signatures, the game computes the DL () of A((,i*) = r(™)G via the DL h of H, the

XYos transcript (;L(fs*), Eﬁi*), Ec(,é*)) and the blinding factors (a("’*), él*)) extracted from ﬂifj) as in Lemma 7.2.

Note that r(*) e Z,, has at most two possible bit decompositions with n bits modulo p. To be precise, the
ik
3

representative (") € [0,p — 1] has bit decomposition r@*) = Zie[n] uaﬂifl and if 7(") + p < 2", then
also () 4 p = Dlic[n

p € {0,1}™ such that (i) = Zie[n] 121 mod p. Denote pd = (0.1, ft0.n) and p¥ = (11, ., p1,n)
(if the second decomposition exists). The game aborts if af # 0 for (af, bf) <« PHF.TrapEval(tdinrox, ). If
the second decomposition exists, the game also aborts if a¥ # 0 for (a¥, b¥) <« PHF.TrapEval(tdinfo, pt5).

Denote by BadEval the event that the aborts introduced in G g 4 occur. The following lemma then bounds
the success probability of A in G g 4. Intuitively, the proof follows from (0, Qs, 1)-PHF property (Lemma 3.12)
and (2, Qs, d)-PHF property (Theorem 3.11) of PHF, and we give the formal proof in Section 7.7.

],u’l"’i2i_1. Note that since 2p > 2M1°8P1 — 97 these are all possible bit decompositions

Lemma 7.11. Let 6 = and p > (n + 1)[Q3c] + 1 with ¢,d as defined in Theorem 3.11. Then

d
Q3 (n+1)
PrGp,=1]<1/5-Pr[Ga , = 1] .

Remark 7.12. Let r(0")G = Ac(,i*) and r;G = Ao j for j € [Qg] be as above. If A wins and BadEval does not
occur, then the following properties hold.

« We have a; # 0 mod p in the jth signing session with common message info, where we denote (a;,b;) =
PHF.TrapEvaI(td;nfo,uj) and r; = > ]uj,ﬂi’l. Note that this holds for any session with arbitrary
common message info.

. We have af = 0, where (a¥,b%) = PHF. TrapEval(td;ypox , pf) and (™) = Die[n] pg 271

. If (™) 4 p < 27 then also a¥ =0 for (af,b¥) = PHF.TrapEval(td;pex, pF) and P 4 p = ZiE[n] /‘iﬂi_l.

i€[n
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Game Gg 5 (Simulate Yy and compute X, honestly): The game simulates the values (T ;,eg ;) and
the Yy and Yo transcripts (A, Cdij, 2zdi,j) and (Aphf,j, Cphf,j, Zphf,;) in the jth signing session for j € [Qs]
as in ExpPHF using an appropriate witness for Xps.

Note that by Remark 7.12, the conditions for Lemma 7.1 are met and since in Gpg 4, the jth signing
session is distributed as in ExpDL, we have

Pr[Gé4 =1] = Pr[G’g5 =1].

Note that as a consequence, the game never makes use of the DL = of X. Below, we show how to use
an adversary on Gpg 5 to break the DL assumption. The intuition is that a successful adversary A on Gp 5
must provide a proof for non-zero evaluation of the PHF (in the exponent) in the form of a X,n¢ transcript

?(f]f) = (Aéhf)7 “ffhf), Nr(jwf))’ while the abort event BadEval ensures that the PHF evaluation of the adversary’s

forgery must evaluate to zero. Note that this is only computationally guaranteed under the DL assumption,
as we formalize below.

REDUCTION TO DL. We show that a successful adversary on G g 5 can be used to break the DL assumption
via a forking argument. First, let us define a wrapper WnoncenDist that simulates the game Gy 5 to A, taking
as input a DL challenge (G,Y’) and challenges c.

Wrapper Whyoncenist (G, Y),¢): On input G,Y € G and ¢ = (cy, ..., cqy) € (Z) )@H, the wrapper WyonceDist
simulates Gp 5 to A as above, except for the following changes:
. The wrapper sets par := (n, G, H, ckped, V'), where V :=Y, ckpeq = (G1,G2,G3, V) and n = [log, p].
Note that H = hG with h s Z,,.
. The wrapper sets pk = (W = woG + w1 H, X) with X :=Y + 2/G, and sk = (w = (wg,w1), L, pk).
Here, 2’ «sZ,.
« On the ith query to H, the wrapper outputs (Cos,;, ¢;) for Cos; «s Z,,.
If A does not succeed, according to the winning conditions in G g 5, the wrapper outputs (L, 1). Else,
denote by I € [@Qn] the index of the hash query

hqry(l*) = (Xosaxdlax hf)vA *) A(l AN(hf ) (l*)a (*) msg( ))

Xgle " Tsle

associated to the i*th message-signature pair (msg(i*), 5 )). Further, let
aux 1= (xd|7§{£f;),5(i*),tdinfo*,Agi*),T(i*),V(i*),rg*)) .
The wrapper outputs (I, aux).
Note that the wrapper simulates G g 5 perfectly in the view of A. Therefore, we have
acc:= Pr[I # L | (I,aux) «<s Wi\ cepict (G, Y),€)] = Pr[Gp 5 = 1] ,
where Y «s G and ¢ «s (Z, )@H.

Remark 7.13. Also, we note that the wrapper introduces additional running time due to the simulation of
the PHF using the trapdoor generated keys. This also affects the following reduction’s running time. In
particular, running TrapEval takes time linear in J = O(nQ%). For simplicity, we ignore this overhead in the
running time calculation in the theorem statement as it is polynomial in Qg which is upper bounded by T'4.

The reduction By proceeds as follows. Given challenge (G,Y), it outputs y := 0 if Y = 0. Else, it runs
(b, (aux, aux’, aux”)) «s Fork}"Nen=elist (1Y)

~ ~ ~ ~/ / "
If b = 1, then By parses aux = (Xqi, Xphf, 7, td, Aos, 7, v, 7'g), aux = (Xqi, Xpnf, 0", td’, Aes, 7, 1, 7g), and aux” =
(dl, Rphf, 0", td", Aos, 7, v, 7). Further, By parses

o= (C$7A$7T$7g$7Crnd77rsle>7~—os>%dl7%phf) )
~/ A T 1o~
g = (C$,A$,T$,€$,Cmd,7rs|e, osdelanhf) 5

~// ~I o~
(C$7 A$7T$7e$7 Crnd77rsle7 os?levahf) .
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Let xq = (G,X) and xpne = (G,V,U,Cs, Ag, Ts,85). Next, Bg parses Ton = (Aphf, Cphfs Zphf), F;hf =
(Aphfs Congs Zpnt)s Tohe = (Aphfs Conts Zphe)» and similarly 7o = (Aqi, car, za1), Tg = (Aais cgs 21)s Tay = (Aai, gy, 24))-
Note that by the properties of the forking algorithm Forks, the parsing steps succeed if b = 1.

If [{ca, ¢y, e} = 2, then By employs the 2-special soundness extractor of Xg to extract a witness « for
(G, X) from the corresponding Xy transcripts. The reduction By outputs y := x — 2’ which constitutes a
DL response since X =Y + 2'G.

Else, it must hold that cphf, cppe and cpye are pairwise distinct.?! Thus, in this case By invokes the 3-special
soundness extractor of Xphe on input (Kphf, ?phf,?';hf,?';’hf) to extract a witness wpns such that (Xpnf, Wpnf) €

X, W) | (x,w) € Rpnr} v {(x = (G, V), w) | wG = V}. If wyopeG =V, then the reduction outputs y := wpyps.
p P p
Else, it parses wpne = (&, 8,7, p, T's, ft). We have by definition of Ryns that

Cs i vG + gV , T
s g g = |V D CO)
T$ — Uo phf phf ﬁv Jr;ie[q] ﬂz Uz

esG ody + BV

Note that rG = Ay = ﬁ$ — vV and Cg = vG + rgV by definition of Gp 5. If U # v or 7g # rg, then By
outputs y := (v — 1)/(Fg — rg). Here, we have yG =Y as desired since vG + rgV = Cg = G + 75V

Else, the reduction parses td = (a,b). By definition of A,y = Ag — vV in Gp5 and since Ag = PV +
Dlie[n] 1:(2°71GQ) with 7 = v, we have A = Dlien] 0:(2°71GQ) = rG. Therefore, fi forms a bit-decomposition
with n bits of » modulo p. Note that by Remark 7.12, both possible bit-decompositions ' with n bits of
r modulo p evaluate to zero via the PHF, since BadEval does not occur. That is, we have a* = 0 with
(a*,b*) < PHF.TrapEval(td, f1). Thus, we have

Ts = pV + Up + Z ;Ui
i€[n]
=pV +a*G +b*V
=(p+b5)V.

At the same time, we have
esG = dfg + BV,

where eg # 0. Together, this allows to compute the DL of V since
esG = aTs + BV = (a(p+ b*) + B)V — RIS /e,

Finally, the reduction outputs y := eg/(a(p + b*) + B).
By the above discussion, the output of y «s By (G,Y) satisfies yG = Y if b = 1. By the forking lemma
(cf. Lemma 3.21), we obtain

1 4
Pr[ng = 1] S :\3/326212{ : (Adv((JSIGen(Bdla A) + p—l) + pCEHl .

Formally, this may be shown as in the rewinding-based argument in the proof of Lemma 7.4, where Pr[GQ_ 5 =
1] is upper bounded; we omit details. The statement follows by collecting the above bounds. |

21 Formally, this can be shown as in the rewinding-based argument in the proof of Lemma 7.4, where Pr[Gf}ﬁ = 1]
is upper bounded.
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7.7 Proof of Lemma 7.11 (Introducing PHF Aborts)

We will prove this lemma via the following sequence of games Gp 30,..., Gp.3.4 Wwhere G 3 is equivalent
to Gp.s and Gpg34 is equivalent to Gp 4. Note that the bound on p is to ensure that we may apply
Theorem 3.11; it ensures that no wrap-around over Z, occurs when evaluating PHF.TrapEval.

Game Gp 31 (Introduce bad flag for info # info* at the end of the game): In this game, the game
introduces a boolean flag bad initialized to bad < 0. At the end of the game when A outputs its forgeries, the
game checks for signing sessions j ¢ Jinrox if a; = 0 computed via (a;,b;) < PHF.TrapEval(tdinfo, 12,), where
info is the corresponding common message of the session j. If so, set a flag bad = 1. Otherwise, do nothing.
Then, the game also changes the winning condition of A to be such that it wins in Gg 3 and bad = 0.

We note that due to (0, Qgs, 1)-PHF property proved in Lemma 3.12, regardless of any choices of p; and
U generated via PH F.NonZeroGen(l’\7 G,V), this check will not be triggered. Hence, we have that

Pr(Gh,,=1]=Pr[Ga; =1 A bad =0] = Pr[GH, = 1] .

Game Gpg 35 (Introduce bad’ flag for info = info* at the end of the game): In this game, the game
introduces a boolean flag bad’ initialized to bad’ «<— 0. At the end of the game when A outputs its forgeries,
the game checks for two conditions:

. For signing sessions j € Jipox, check if a; = 0 computed via (a;,b;) < PHF.TrapEval(tdiypox, p1;). If so,
set a flag bad’ = 1. Otherwise, do nothing.

. For the i*-th forgery, the game computes two bit-decomposition representatives pf, u¥ as in Gp.4 and
checks whether there exists a bit b € {0,1} such that af # 0 mod p, with a computed as (a;,b})
PHF.TrapEval(tdipgx, s ). If so, set bad’ = 1.

Then, the game also changes the winning condition of A to be such that it wins in Gp3; and bad =
0 mod p. Note that the event bad” = 0 is equivalent to the event that for all j € Jirx,a; # 0 and for both
be {0,1},ay = 0.
Then, we have that
Pr[GA 5, = 1]
=Pr[Gp4, =1 A bad =0]
=Pr[Ghs1 =1 A (Vj€ Tnpox : a; #0 mod p) A (Vbe {0,1}:af =0)].

We will now use (2,Qg,d)-PHF (proved in Theorem 3.11) to now show that this probability is at least
§ - Pr[Gf 5, = 1]. Note that A’s view within this game is independent of the trapdoor tdjx. Hence,
we can consider td;,* being sampled at the end conditioning on the value U being sampled. For sim-
plicity, we let p denote the random coins sampled in the game that are independent of the generation of
(U, tdipgox ) < PHF.TrapGen(1*, G, V). Then, fixing the PHF key U = U sampled for Hyp(info*) and the
random coins p = p, we have that the choices of p; for j € Jinrox and pf for b e {0, 1} are fixed, since these
only depend on U and the rest of the randomness. Then, (2, Qg, §)-PHF implies the following bound. For
any ﬁ, P, we have

. G§.3.131/\ V) € Tinfox : aj # 0 mod p
A Vbe{0,1}:af =0
=PrGRs, = 1|U=U n p=7
Pr{(Vj € Tnpox 1 a; #0mod p) A (Ve {0,1}:af =0)|U=U ~ p=p]
>6-PrlGA,,=1|U=U A p=7]

P

U=U /\p—ﬁ]

The first equality is due to the probability being only dependent on the trapdoor td, which is independent
of the view of A. The second inequality follows from (2, Qg, d)-PHF property (substituting in Theorem 3.11
g = Qs being the number of queries and ¢ = n being the input length).
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Then, via the law of total probability (summing over the choices of U and p), we obtain
Pr{Gf 30 =1]26-Pr[Gyy, = 1].

Game Gpg 33 (Move the setting of bad and bad’ flags earlier): In this game, the game moves the
setting of the flags bad and bad’ to be the same as in G 4. Note that the game does not introduce the abort
yet at this point, so the view of the adversary remains identical to Gp.3.2. Hence,

Pr[G§'3_3 =1] = Pr[Gé.&z =1].

Finally, we observe that Gp 3.3 and Gp 3.4 = Gp.4 only differ when bad = 1 or bad' =1 is being set in
Gp 3.3, which corresponds to the aborts in Gp 4. Then, since the winning events for both games consider
only the case that bad = 0 and bad’ = 0, we have that

Pr[(?'jé4 =1] = Pr[G“§,3_4 =1] = Pr[(}“];‘_?),3 =1].

Combining all the inequalities concludes the proof. |

8 Blindness Proof of BS,, (Theorem 5.5)

Let A be an adversary in the blindness game of BSyns that makes at most Qu and Qpp queries to H and
Hpb, respectively. Note that A can be unbounded in its running time. Let us consider the following sequence
of games where we denote Pr[G* = 1] as the probability (as a function of A, omitted) of the game G
outputting 1 while running A.

Game Gy (Original blindness game): This game is identical to the original blindness game, i.e., the
game runs pp <s BSyps.Setup(1?), samples b <s {0, 1}, and interacts with A on input pp while answering the
oracles INIT, Uy, U honestly. When A outputs ¥, the game outputs 1 iff " = b. By definition, we have that

in 1
Advgsy, (A, N) = PG = 1] — o .

Game G; (Abort if H was queried before A gets (0p,01)): In this game, we introduce an addi-
tional abort into both signing sessions if the following occurs. Before the H-query (which is of the form
(XOS,thiphf,Zos,gdhgphf,xge,ﬂ'ge, msg)) in Line 15 in BSype.Up is to be queried, the game checks if this
particular query has been made beforehand. If so, the game aborts. Moreover, if before (0¢,01) are returned
to A one of these two queries was made by A, the game also aborts.

To argue the advantage change, observe first that Cyng which is kept hidden until (o¢, 1) is uniformly
random in G due to how it is computed as Cyng = Cped-Commitey,, (s?cos;rmd) with rng < Z,. Then, the
probability that a prior query to H contains Cyng is only 1/p. Therefore, via a union bound over all H queries
(Qu by A and 2 by the game during U;) and over two signings sessions, we have that

2 4
PHGA = 1] = Pr{GA 1] < 290 T4
p

Game G (Program H with random (s, ¢or)): Instead of computing (Cos, Cor) in each signing session via
a query to H, this game first samples (Cos, Cor) <=5 Zj, % Z,’ and programs

H(X057 Xdl, Xphf, Aos, Adls Aphf7 Xsley Msles mSg) = (6057 Cor) ,

for each session.
Due to the abort introduced in G and that (Cos, Cor) still have the same distribution, this game is perfectly
indistinguishable from G, i.e.,
Pr[Gi4 =1] = Pr[Gf‘ =1].
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Game Gj3 (Sample challenges (cos, ¢or) in the protocol uniformly): In this game, instead of sampling
(Cos, Cor) and computing the challenges (cos, Cor) returned in Uy as

(Coss Cor) <5 Zp x L%
Cos = Los-BlindChal ™ (s, Stos)
Cor = Sphs-BlindChal ™! (X BlindChal ™" (Zor, Star), Stohf) = Cor * Vo™ * Yot »

the game now does the following:

(Cosy Cor) <8 Zy, X pr
Cos = Yos.BlindChal(cos, Stos)
Eor = Zd|.BIindChaI(Ephf.BIindChaI(cor,s?cphf),s?cm) = Cor * 7Ydl * Vphf - (15)

We note that this does not change the view of A due to the Yos.Rand, Xy .Rand, and X,ne.Rand-blindability
of Yo, Xai, and Ypue, respectively. This is because the property guarantees that the BlindChal algorithms are
invertible (and hence are bijections). Hence, this change is simply reversing the sampling of (Css, Cor). Thus,

Pr[Gy' = 1] = Pr[G5' = 1] .

Note that from this point onward, the simulation of the user sessions except for the final signatures does not
depend on the messages msg, msg; picked by the adversary. In particular, this is because all the aborts (both
in BSphe.U1 and BSphe.Uz2) only depend on the transcript at hand which only consists of public information
known to A (the challenges cos and ¢, are uniformly random). Therefore, in the following games, we assume
that the transcripts generated for both sessions via the interaction with A are always valid, i.e., they pass
the checks performed in BSpps.Us. Otherwise, the game will return (L, 1). Note here that this implies that
Cphf, Cdis eg # 0 due to the non-zero checks in BSyne.Uy (Line 1) and BSphe.Us (Line 1).

Game G, (Delay all computation to before (0p, 1) are determined): This game now delays all user-
side computation for both signing sessions, except for the check that eg # 0, to the oracle Us. In particular,
the two oracles now perform the following procedures: (We omitted session numbering for readability.)

Oracle U;. Check that the input (info, msg,smsg;) is of the right format and that eg % 0. If the checks
pass, return (Cos, Cor) <= Zy X 7.
Oracle Us. On input smsg, and the input from the prior round (info, msg,smsg;), run the simulation

algorithm SimBS in Figure 13.

We note that from this point onwards, we will only modify the simulation algorithm in Figure 13 with the
denoted changes attributed to the games. (The final simulation algorithm SimBS' is given in the same figure.)
Also, this change is only syntactic since the output of Uj is independent of everything else by the change
in Gs. Therefore,
Pr[G3' = 1] = Pr[Gy = 1] .

Game Gj; (Simulate 7ge): In this game, at the end of the second call to Uy when running SimBS, we
compute the NIZK proof mge via mge <« ﬂs|e.SimH5'e (Xsle) Where xge is computed as in game G4. This change
is depicted in Line 24 of SimBS and Line 23 of SimBS'.

We bound the advantage change from G4 via a reduction B, that simulates the blindness game as in
G4 and runs A as a subroutine. Here, 5, would set up pp «s BSphf.Setup(lA), samples b «<s {0, 1}, interacts
with A on input pp while answering the oracles INIT, Uy, Uy honestly, forwards A’s queries to the random
oracle Hge to its own game, and simulates H and Hpp, to A via lazy sampling. However, the only difference
from game Gy is that when computing the proof 7y, Bk makes a query mge <—s O(Xgle, Wele) to its own oracle
(which could be Opoye 0r Osiy). Then, B, outputs 1 if the guess from A b = b and 0 otherwise. The query
complexities of B, and A are the same, and it is then easy to see that

|Pr[Gf = 1] - Pr[Gg4 =1]| < AdVZ|-|k5,e,Sim(Bzk7 A) .
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Alg. SimBS(info, msg, smsgy, (Cos, Cor),smsgy) : / Ga |Alg. SimBS’ (info, msg, smsg;, (Cos, Cor),sMsgs) :  / Gi11
1: parse smsg; = (Aos, Adi; Aphf, T, €3) 1: parse smsg; = (Aos, Adi, Aphf, T, €g)
2 : parse smsgy = (Cphf, Zos, Zphfs Zdl) 2: parse smsg, = (Cphf, Zos; Zphf, Zdl)
3: Xos = (G,H,W); xq = (G, X) 3: xos = (G,H,W); xq = (G, X)
4: xpnf = (G, V,U,0, Acs, Tg, e3) 4: xpne = (G,V,U,0, A, Ts, e3)
5:  Cdl = Cor/Cphf 5:  cdl := Cor/Cphf
6: Stes «$ Zi 5 Trnd <3 Zp 6: 1ring <S$Zp
7. Cog = Cped~C°mmitckped (Stos; Tmg) /) to G 7: Cind = Cped.Commitckped((O7 0,0);7md) / since Gr
8: Ags = Yos-BlindNonce(s¢os, Aos; Stos)  / to G 8: Eoi $Zp [ since Gs
9: s im Too.BlindChal(ces, Stes) [ to Gr 9 (Aos, Zos) := Xos.Sim(Xos, Cos) // since Gg
100 Zos := Xos.BlindResp(zos, Cos, Stos)  // to G7 10 y
11: (Ag,8ta) « Zq.BlindNonce(xca;, Aq) / to G 11: Ga$Z, [ since Gy
12: &y := Sqg.BlindChal(cq, stg) / to Gs 125 (Aa, Za) <8 Ja.Sim(xa, &) [ since Go
13: 2y := Xg.BlindResp(zal, cai, sta)) // to Gg 1i
14: v,rg,p<S$Zy; e <—$Z;< ; coinspns 1= (v, g, p,e’) 15: g, Ag, s <SG : 2 <—$Z:
, ) 17 :  Copr <3 Z; / since G1g
17 : Aphf := Xphe. TransNonce(xpnf, Aphf; COINSphf) N 5 e N )
18 : (Apps, Stone) := Zpnr-BlindNonce(Fpnf, A::hf) / to Gg 12 (At Zgne) <= Zone:Sim G, Cane) [ since Go
19 : z;hf 1= Xphf. TransResp(Xphf, Aphf, Cphf , Zphf ; COINSphf ) 00 -
20 1 Cphf := Ephf.BIindChal(Cphf,;tphf) / to Gg 21
21 Zpne = Zpnr-BlindResp(zpy, conts Stone)  / to Go 22 0 e = (Kpeds Xosy Cs Crnds Ag, Aos)
22 : Xge = (Ckped, Xos, Cg, Crnds Ag, Ag) 23 :  mge <8 Mye.Sim'sle (xq.)  / since G5
23: wye = (v, rg, Stos, Tend) 24 :
24 :  Tge <3 Mge.Prove'sle (sles Wele) / to Gy 25: Cor 1= Cphf - Cai /| since Gg
25 G i= Ta.BlindChal( Sy BlindChal (cor, Stont), Star)  // to Gs [26 1 Toux 7= (Aso, Bacxs Fioo) for 00 € {os, dI, phf}
260 Foo 1= (Auoes Boocs Ze) for xx € {0s, dl, phf} 27+ H(os, Xats Ko Aos, Adt, Apht, Xele, s, Mg) 1= (Cos, Cor)
27 1 H(xXos, Xdi, Rphf, Ags, Agl, ﬁphf,xge, Tele, MSE) = (Cos, Cor) 28 : return o = (Cs, Ag, Ts, &, Crnd, Tsle, Toss T, Tohf)
28 : return o = (Cs, Ag, Tk, &g, Crad Tle, Toss Tl Toht)

Fig. 13. Simulation algorithm of Us starting from G4 to Gi1. We assume that the assertions made in BSyns.U2 have
already been checked before running this algorithm. We denote the two versions (G4 and G11) and detail the game
transition with comments.
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Game Gg (Set Cor = Cphr - Car): In this game, we change how &, is computed from Equation (15) to
Cor = Cphf * Cdl - (16)

This change is depicted in Line 25 of SimBS and SimBS’ in Figure 13.

Note that this does not change the view of A because from Equation (15) and how cor, cqi, cohe # 0 (due
to the sessions being non-aborting) are defined (cor = cqi - ¢pnf), We have that Equation (16) is satisfied via
Lemma 4.4. Therefore,

PrGe' = 1] = Pr[G¢l = 1] .

Game G; (Sample C,,q as commitment of (0,0,0)): This game now computes the commitment Cyyg
as Crnd = Cped-Commitey,((0,0,0);7mg) for g <—s Z,, instead of committing to the blinding randomness
Stog <« Zg. This change is depicted in Line 7 of both SimBS and SimBS’ in Figure 13.

This does not change the view of A due to the perfect hiding property of Cpeq. Therefore,

Pr[Gg‘ =1] = Pr[(};4 =1].

~

Game Gg (Simulate Yy transcripts): In this game, we simulate the transcript Tos = (Aos, Cos, Zos) as
follows: (a) Sample s <3 Z,, (b) Simulate (ﬁos, Zos) <% Yos.Sim(Xos, Cos)- This change is depicted in Line 9
of SimBS’ removing the pseudocode from Lines 8 to 10 of SimBS in Figure 13.

Due to the strong Yos.Rand-blindability of Yo (proved in Lemma 4.2) and the fact that the transcript
(Aos; Cos, 20s) 1s valid (via the validity check in BSpns.Us2), we have that the transcript still has the same

distribution as in the prior game. Thus,
PrG#' = 1] = Pr[Gg' = 1] .

Game Gy (Simulate X, transcripts): In this game, we simulate the transcript 7y = (gd|,5d|,3d|) as
follows: (a) Sample ¢y «<—s Z)¢, (b) Simulate (Zdh Za1) <5 Xg1.Sim(xq1, ¢a1). This change is depicted in Line 12
of SimBS’ removing the pseudocode from Lines 11 to 13 of SimBS in Figure 13.

Due to the strong Xy .Rand-blindability of Xy (proved in Lemma 4.1) and the fact that the transcript
(Adi, cdi, zar) is valid (via the validity check in BSppe.Usz), we have that the transcript still has the same
distribution as in the prior game. Thus,

PrGg = 1] = Pr[Ggl = 1] .

Game Gqg (Simulate X, transcripts): In this game, we simulate the transcript Tonr = (Aphf, Cohf, Zphf)
as follows: (a) Sample Cops <= Z,;, (b) Simulate (/Tphf, Zohf) <=8 Zphf.SIm(Xpht, Cohf). Note that the simulator
is run on the translated statement. This change is depicted in Line 18 of SimBS’ removing the pseudocode
from Lines 17 to 21 of SimBS in Figure 13.

To argue that this change is indistinguishable, we will rely on the strong Yph¢. Trans-translatability and
the strong Xphe.Rand-blindability, proved in Lemma 4.3. First, due to the strong X,n¢. Trans-translatability
and the fact that the transcript (Apnf, Cphf, Zphf) is valid for the statement xpns (w.r.t Zpne.Ver), we have that
the translated transcript (Appe, Cpnf, 2ppe) (translated via the coins coinsphe) is also valid for the translated
statement Xpns (w.r.t. Zpon.Ver). Next, due to the Zphe.Rand-blindability of Xphe, we have that the simulated
transcript using the translated statement Xyn¢ still has the same distribution as in the blinded transcript.
Thus,

Pr[Gy' = 1] = Pr[Gf, = 1] .

At this point, none of the X-protocol transcripts directly rely on the X-protocol transcript from A, except
for the translated statement Xpps.

Game Gi; (Sample (C$,ﬁ$,f$, €s) uniformly): This game now samples Cs, Ag, Ts —s G and &g —s Ly
uniformly at random from their corresponding domains. This change is depicted in Line 15 of both SimBS
and SimBS’ in Figure 13. Note that this change is possible since we do not rely on the coins for translating
the transcripts anymore due to the change in Gy.
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To argue the indistinguishability from the prior game, we observe first how the algorithm X,n¢. TransStmt
is defined. On input xpns = (G, V, U, Og, Aos, T3, €g) as in Gg and coins coinsphs = (v, 7g, p,€') «s Zf, x Ly,
the algorithm maps xpns — Xpne = (G, V, U, Cs, f~1$, ZI~“$, €g) where

Cs =vG+rgV ,
;1$:AOS+VV,
T$:T$+pV,
es=¢ -eg.

Since V' # Og by how it is sampled and fixing the statement xpnf, one can easily give a bijection mapping the
tuple (Cs, Ag, Tk, &) to the randomness (v, 7, p, ¢'). Hence, (Cs, As, Ts, &) is uniformly random in G3 x zy.
Therefore, we have that

Pr(Gfy = 1] = Pr[G{} = 1].
ADVANTAGE OF A IN Gy;. Finally, we observe that the view of A in Gi; does not depend on bit b as the
simulation of the signatures does not rely at all on the signing transcript. Hence,

1
Pr[GA = 1] = 3
The theorem then follows from combining all the advantage bounds. O
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A Al Usage

Except as described below, all results, proofs, constructions, and technical ideas in this paper were developed
entirely by the human authors and were not generated using Al tools.

The sole exception is Theorem 3.11, which does not appear to follow from the statements proved in
prior work. We initially identified a possible proof strategy and used GPT-5.6 Sol to check whether this
approach could be made rigorous. In doing so, the model produced a substantially cleaner proof, using only
the probabilistic and combinatorial tools already present in the analysis of Hofheinz and Kiltz [HK08]. We
subsequently verified the argument in full and take responsibility for its correctness.

We emphasize that Theorem 3.11 is not the core conceptual and technical contribution on which the blind-
signature construction rests: the protocol design and its security analysis are independent of the novelty of
this particular PHF bound. If Theorem 3.11 were instead treated as a known auxiliary lemma, or replaced
by an equivalent suitable programmability statement, the main contribution of the paper would remain
unchanged.

We additionally used GPT-6 Astra as a manuscript-reviewing and editing tool. In particular, it was
used to inspect drafts for minor presentation issues and small technical inconsistencies, several of which we
corrected after independent verification, and to assist with polishing and improving the exposition. It was
not used to generate any other theorem, proof, construction, attack, or cryptographic argument appearing
in the paper.

B Proof of Theorem 3.11 ((2, poly)-Programmability)

We note that in this section, we stick to using capital letters to denote bit-vectors, e.g., X = (x1,...,x¢). This
is to make the notation consistent with prior works on PHFs. Now, we let a;; «<—s {—1,0,1} for ¢ = 0,...,¢

and j =1,...,J. Let a; = Z;']=1aiju and define

‘
aX:—l—&—ao—i—inaieZ.
i=1

We need to prove that for all fixed choices of the key K" and X,Y, Z1,..., Z, € {0, 1}¢ such that Zi ¢ {X,Y}
for all j € [¢q], we have
Prlax =0 A ay =0 A Vje[ql:az, #0] =6 .

Note that this statement holds conditioned on the choice of the key K’, because the key K’ is statistically
independent from the a;;’s. Observe that az; # 0 over the integers implies az, # 0 mod pif ((+1)J+1 <p
by construction.

RANDOM WALK BACKGROUND. Let (§;);>1 be independent random variables, each uniform in {—1,0, 1}. For
any T < N, define W(T') = >}, &. We also define p,,(t) = Pr{W([n]) = t]. We need the following lemma,
which collects a few facts from Theorem 18 in [HK11].

Lemma B.1. There exists a constant A > 0, as well as Ao > 0 for every ¢ > 0, such that for every t € Z
and n €N,

We need the following lemma, which strengthens Lemma 19 from [HK11]. We use A = )\ in the following,.
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Lemma B.2. Let R < S S N such that |R| = J and |S\R| = J. Then, for any t € Z with |t| < +/|S],

V242
ngxPr[W(R) =u|W(S)=t] < Wik

Proof. Let r = |R| and s = |S\R|. Then, because the ;’s are independent,

Pr[W(R) — u | W(S) — ] = Prw) Pt =)

DPr+s (t)
A2 1 1 A% 2
Sy A gy
AVr s ANV J

where we repeatedly used Lemma B.1.
CoORE LEMMA. The rest of the proof relies on the following core lemma.

Lemma B.3. For every X,Y € {0,1}%, there exists an event Balx y € {ax = ay = 0} such that:

1. Pr[Balxy] = w7

2. for every Z ¢ {X,Y},

Prlaz =0|Balxy] <

<o

Here, in particular, co = min{\, 202 ,2X3} and Cy = max {A, \/%\/ﬁ, g\l—;}

We can now first see how this concludes the proof of the theorem. Note that for any X,Y and Z1,...

with Z; ¢ {X,Y} for all i € [¢], we have
Prlax =ay =0 (VYie[q]:az, #0)] =Pr[Balxy A (Vie [q] :az, #0)] .
Furthermore, with Bal = Balx v,

Pr[Bal A (Vie[q] :az, #0)] = Pr[Bal]-Pr[Vie [q] : az, # 0] Bal]

>(€j701”-(1—Pr[ﬂie[q]:azi =0) | Bal])

>(€f701)(] (1—i21Pr[aZi =O|Bal]>

Co qCo Co
> (1-" 2> 7",
M+DJ< v?) 20+ 1)J

if we set J = ¢* [4C3], then the theorem follows with ¢ = [4CZ] and d = ﬁ.
0

Proof (Lemma B.3). For convenience, we identify the integers between 1 and p := (£+1)J with the universe
U =1{0,1,...,¢} x [J], and we partition this into blocks B; = {i} x [J]. For X = (x1,...,2,) € {0,1}* also

let
SX:B()U U Bl

;=1

Then, W(Sx) = ax + 1, and thus ax = 0 is equivalent to W (Sx) = 1.
We now consider three different cases.
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Case 1: X =Y. Here we define Balx y = {W(Sx) = 1}. Then, by Lemma B.1,

A < Co
(+1)J " (L+1)J°

A
PriBalex] =poxh > e = 7

Now, fix Z # X. If Sz\Sx # &, then Sx leaves at least J values in Sz unset. And thus

A Co
PrW(Sz) =1|Balxy] < mgxp‘sz\sx‘(u) < Psp\sx)(0) < ﬁ < ﬁ .

The first inequality follows from considering the probability that W(Sz\Sx) =1 —W(Sz n Sx).
Otherwise, Sz & Sx. In this case, we have that |Sz| > J and |Sx\Sz| = J, and thus by Lemma B.2
with R = Sz and S = Sy,

V242 Gy
MWJT AT

Case 2: X #Y and Sx < Sy. Define A = Sx and B = Sy\Sx, and define C' = U\Sy. Also, |A| = J and
|B| = J. Then, we have Balx y = {IW(A) = 1, W(B) = 0}, and, by Lemma B.1 and independence,

Pr(W(Sz) =1|Balxy] =Pr[W(Sz) = 1| W(Sx) =1] <

)\2 2)\2 Co
= = .
[A[-1B] ~ [Al+[B] ~ (£+1)J

Pr{Balx,y] = pjaj(1) - pp(0) =

Now, for any Z, we define Ay = Sz n A, By = SznB,and Cz = Sz nC. We have four cases: (2.1) Cz #
(22) C’Z =0, < Bz < B (23) CZ =, Bz € {@,B}, g < AZ & Av and (24> CZ =, Bz € {@73}7
Aze{Q,A}.

For Case 2.1, we can use Lemma B.1 and the fact that |Cz| > J to upper bound

Pr{W(Sz) = 1| Bal, (&)igc]

A _G
VICz VT

where Bal = Balx y, and we conditioned on all values (&;);¢c. The statement without the conditioning then
follows by averaging.

< Pr [W(Cz) =1- W(Az) - W(Bz) | Bal, (£Z)Z¢c] <

For Case 2.2, we observe that, after fixing all (&;)i¢s,
PriW(5z) =1|Bal, (&)igs] <Pr[W(Bz) =1—-W(Az)|Bal, (&)i¢s] -
and then invoke Lemma B.2 only based on B and W (B) = 0, thus upper bounding this as

V242 . Go

WT SVI

where we have used that |B\Bz| = J and |Bz| = J by our assumption that By is strictly between & and
B. The full statement follows by averaging over the (&;):¢p.

Pr [W(Sz) =1 | Bal, (51)1¢B] <

Case 2.3 is very similar to Case 2.2, and yields the same upper bound.

Now, we finally observe that Case 2.4 cannot occur. This is because we cannot have Ay = ¢J, since A = Sx,
and some terms are necessarily shared. Therefore, either S; = Sy, in which case X = Z, or Sz = Sy, in
which case Y = Z.
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Case 8: Sx € Sy and Sy & Sx. We let A = Sx\Sy, B = Sy\Sx and C = Sx n Sy. Let m =
min{|A|,|B|,|C|}, Tm = {0,1,...,|v/m|} (|Tm| = [v/m| + 1), and define

Balxy = [ J{W(4) =W(B) =7, W(C)=1-7}.
T€T),

Note that Balx y implies W(Sx) = W(Sy) = 1. Furthermore, 7 € T,,, implies that |7| < 4/m and |1 — 7| <
»/m, and thus, by Lemma B.1, we have

r[Balx.y] = >} pa|(")ps(T)pjc)(1—7)

TET
3 3
=T, A = v .
VIAlIBlIC] IAlBl[C|
Note that because m = min{|A|,|B|,|C|}, and for any two distinct r,s € {|A|,|B|,|C|}, we have /rs <

r+s (+1)J
2 < 2

, we immediately get

2)\3 Co

PriBalxy] > (0+1)J > (C+1)J

We now introduce Z ¢ {X,Y}. With D = U\(A U B u C), we denote Ay = Sz n A, By = Sz n B,
Cz=SzﬁC,andDZ:SZﬁD.

The case Dy # & leads to a bound of Pr[W(Sz) = 1| Balx y] < \/ﬁ < % similar to Case 2.1 above via
Lemma B.1. Hence, let us assume that Dz = ¢J. Here, similar to Cases 2.2 and 2.3 we can use Lemma B.2
to prove a bound for the case where there exists R € {A, B,C} such that & < (Sz " R) & R, and get

Pr[W(Sz) =1|Balxy] < (f <%

Therefore, we are left in the situation where Dy = ¥, Az € {J, A}, Bz € {&,B}, and Cz € {&,C}.
Note that C'z = C, since Sx, Sy, and Sz all contain By. It can also not be that S; = A u C = Sx and
Sz = Bu C = Sy. Therefore, Sy is either C or A u B u C. Conditioned on Balx y, we know that for some
T € Tp, we have W(C) = 1 — 7 and W(A) = W(B) = 7; this means that W(Sz) € {1 — 7,1 + 7}. For
W(Sz) =1 to additionally happen, we need thus 7 = 0. However, by Lemma B.1,

2141(0)pB|(0)pc(1)
Pr [Ba|X7y]

_ & JABIC] _ Gy
VIAIBIC]  Vmx =

and the claim follows because m > J. O

Pr[W(A) = W(B) =0,W(C) =1|Balxy] =

C Proof of Lemma 3.21 (Three-Fork Rewinding)

The proof simply follows from the two-index forking lemma of [CART26, Lemma 2.19, ePrint version] and
ruling out an additional collision event that h} = h7.

For completeness, we recall their forking algorithm Fork” and their lemma below, with the algorithm
A’(inp, h'; p4/) outputting two indices (Iy, I;) that are not necessarily distinct. The forking algorithm also
forks on two indices, once for each.
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Algorithm Fork/ 4’ (inp):

Pick random coins p 4/ ; h «$ c®
((Io, I), (auxs,, Y kefo,13) < A’(inp, b p 1)
if (Ip,I;) = L then return L

“Ip+1
h/[10=Q] st ip = hii:1g-1 Hh‘,[Io=Q]

(15, 1), (BUX};ﬂ)ke{o,u) — Al(inp, h'; p 1)

T W N -

cQ-T1+1

(=]

" " "
hip.q) <3 sh" = hpi —1llhiz,.q
(15, 17), (aux/}g)ke{o.l}) — A(inp, h"; p 1)
8: if Iog{I), It} v I ¢ {I), I} v

9: hIO = h,fo v h’Il = hll/l then return L

10: return (1, (auxlk)kg{oyl}, (aux'107aux/1/1))

Lemma C.1 ([CART26, Lemma 2.19]). Fiz Q > 1, C, and IG as in Lemma 8.21. Let A’ be a randomized
algorithm that on input inp, h € C9 returns a pair (I = (Io, I1) € [Q]* U {1}, (auxz, )refo,1})- Let acc’ also be
defined as the probability that A’ outputs I # L. Let frk' = Pr[b =1 : inp < IG; (b, aux, aux’) «s Fork'™ (inp)]
where Fork™ s defined above. Then,

4Q

2
) . or alternatively, acc’ < 4/32Q2 - frk’ + Ik

/ /
, _ acc [ acc 1
frk’ >

2 \4Q |c]

One can use the above lemma to prove our results by constructing a wrapper adversary A’ with the
syntax (Io, I1,aux) < A'(inp, h; p4/) that does the following:

« Run (I,aux) < A(inp, h; pa’)
« Return (7, I,aux)

Observe that acc = acc’.
Then, we have that

frks = Pr[b = 1 : inp «s IG; (b, aux, aux’, aux”) «s Forks'(inp)]
=Pr[t) =1 A hi, #hfj :inp—sIG; (V' aux,aux’,aux") s Fork’A(inp)]
> Pr[b/ = 1:inp «<sIG; (b, aux,aux’, aux”) «s Fork’A(inp)]
— Pr[h}, = h], :inp s 1G; (b, aux, aux’, aux") «s Fork/A(inp)]
1

> frk — —
C|

acc’ (acc’ 1 >2 1
> -] =
2 \4Q [C] €|
Here, b/, h” are defined within Fork’. The second equality follows from the fact that A’ outputs the same
indices Iy = I; which is the output of A. The third inequality follows from Pr[A\B] > Pr[A] — Pr[B] for

any events A, B. The fourth inequality follows from the definition of frk’ and a simple bound on the collision
probability for the uniform distribution on C. The last inequality follows from the above lemma. ]
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