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Abstract

Programmable bootstrapping is a central procedure in the FHEW and TFHE
families of fully homomorphic encryption schemes, but its computational cost remains
a major performance bottleneck. Multi-value bootstrapping amortizes this cost by
sharing a blind rotation among several functions evaluated on the same encrypted
input. However, the standard choice of common factor for multi-value bootstrapping
can produce unnecessarily large noise amplification for many collections of lookup
tables, thereby reducing the practical benefits of sharing the blind rotation. The
main contribution of this work is a log-unit lattice search for selecting common
factors that substantially reduce this amplification. This search is complemented
with LUT shifting, which generates alternative function-preserving test-polynomial
representations and further enlarges the search space. Both optimizations are per-
formed offline and leave the online procedure of multi-value bootstrapping essentially
unchanged. The proposed construction is evaluated in TFHE at failure probability
27128 For example, on 256-bit homomorphic integer multiplication, it achieves a
latency speed-up of 1.47x and a throughput improvement of 1.59x relative to a
baseline that evaluates each output with a separate programmable bootstrapping.

Keywords: Fully homomorphic encryption (FHE), FHEW /TFHE, Programmable boot-
strapping, Multi-value bootstrapping, LUT shifting, Log-unit lattice search

1 Introduction

Fully homomorphic encryption (FHE) enables arbitrary computations on encrypted data
without revealing the inputs or intermediate results [RAD78, Genl0]. At the core of every
FHE scheme lies the challenge of controlling the noise that accumulates with each homomor-
phic operation. Without a mechanism to refresh ciphertexts, the number of operations that
can be performed is strictly bounded. Gentry’s bootstrapping technique [Gen09] resolves
this by homomorphically evaluating the decryption circuit itself, restoring a ciphertext
to a nominal noise level and thereby enabling unbounded computation. The efficiency of
bootstrapping has since become a central bottleneck determining the practicality of FHE
schemes.

Programmable bootstrapping Among the main families of FHE schemes, a distinguishing
feature of FHEW- and TFHE-like constructions [DM15, CGGI20, BIP'22] is that their
bootstrapping operation can be augmented with programmability, yielding what is known as
programmable bootstrapping (PBS) [CJLT20, CJP21, Joy22]. Given a ciphertext encrypting
a message m, programmable bootstrapping simultaneously refreshes the ciphertext and
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2 Low-Noise Multi-Value Bootstrapping

evaluates a univariate function f on m, producing a ciphertext with a nominal level of noise.
The function f is encoded as a lookup table (LUT), or equivalently as a test polynomial,
which is homomorphically applied to the input ciphertext through a blind rotation. It thus
provides a particularly powerful primitive. Over a sufficiently small plaintext domain, an
arbitrary function can be evaluated at essentially the cost of a bootstrapping.

Muilti-value bootstrapping Introduced by Carpov, Izabachéne, and Mollimard [CIM19]
in the context of gate bootstrapping, multi-value bootstrapping (MVB) amortizes the cost
of the blind rotation over several functions of the same encrypted input.
Let v; be the test polynomial representing a function f;. The central idea of MVB is
to factor each test polynomial as
Vi = Ui - Vo,

where vq is common to all functions. A single blind rotation is performed using v. The
resulting ciphertext is then multiplied by each function-dependent quotient w; to recover
the effect of a blind rotation with v;. The dominant part of PBS is therefore shared,
while each additional output requires only comparatively inexpensive polynomial opera-
tions. The MVB technique has consequently become a useful building block, including
for tree-based and chained functional bootstrapping [GBA21, CBSZ23] and their appli-
cations [TCBS23, TCB*25, TBS26], circuit bootstrapping [WHS™25], and multivariate
functional bootstrapping [BBR26, WDLL26].

This amortization, however, is not free. Multiplication by w; amplifies the output-noise
variance by a factor ||u1H§ [CIM19, Theorem 3.3]. In the power-of-two cyclotomic setting,
and for an even scaling factor A, the original construction fixes the common factor to

vo(ac):%(l—l—x—l—n-—&—xlv_l). (1)

With this choice, the coefficients of the resulting quotient w; are essentially successive
differences between the entries of the LUT for f;, together with a boundary term involving
its endpoints. Hence, the amplification of the noise variance, driven by ||1MH§, may be
moderate for regular functions but can become very large for irregular LUTSs, such as
cryptographic S-boxes, or whenever large and small output values are interleaved.

This additional noise has an immediate performance impact. Practical TFHE param-
eters are selected for sub-graphs called atomic patterns composed of leveled operations,
key switching, and PBS, and must account for the noise accumulated throughout the
pattern [CJP21, BBBT23]. Large quotient norms can therefore force a more expensive
parameter set and partly or entirely erase the savings obtained by sharing the blind
rotation. Consequently, reducing the number of blind rotations is not by itself sufficient.
The common factor must also be selected with the resulting quotient norms in mind.

Two choices of common factor present themselves immediately, and both are read off
directly from the closed-form expression for the test polynomial, independently of the
function f being evaluated. As detailed in Section 2, the test polynomial v associated with
a general function f, given in Definition 2, contains the factor A/(1 — z), itself equal to
% (1+x+---+2N~1); this is precisely the choice of v¢ used by [CIM19] (i.e., Equation (1)).
A second, simpler choice is the scalar vo = A alone. Since A appears explicitly as a
factor in Definition 2 and the remaining part of v is already an integer polynomial, the
quotient v /A is integral without further reduction. This scalar choice recovers the folklore
approach (mentioned e.g., in [GBA21, opening paragraph of Section 2.3.2]) of performing a
single blind rotation with a constant test polynomial and directly multiplying the resulting
ciphertext by each v;; see e.g., [MKG24] for a related application. Both choices extend
beyond A. In particular, the greatest common divisor A of all coefficients of the v;, a
multiple of A, also leaves the quotients integral [GBA21, Page 235]. Combining both
observations gives the common factor A/(1 — z), the natural counterpart of Equation (1)
for a family of LUTs whose coefficients share a factor beyond A.
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Publicly available uses of the MVB method rely on one of these factors. Going beyond
them, selecting v so as to minimize the coefficients-norms of the quotients w; for a specific
collection of LUTs, is a problem that, to the best of our knowledge, has not been addressed.

The low-noise common-factor problem Given test polynomials v, ..., v4, where each v;
encodes the output function f;, we seek a common factor ¢ such that

v =W - Og foreveryie{l,...,g}7

where every quotient w; is integral and has small coefficients-norm. Specifically, the
common factor should be chosen so as to minimize a workload-dependent objective on the
quotient coefficients-norms, such as max;||w;||2 or an aggregate of these norms . |lw;||2.
This is a high-dimensional multiplicative optimization problem in a cyclotomic field, where
the selected element must divide all test polynomials while simultaneously producing small
quotients. As will be made apparent in Section 2.3, the larger these norms, the larger the
parameters required for correctness, and the slower every bootstrapping.

Our new decomposition techniques

We introduce two complementary techniques (Section 3) that tackle exactly this problem.

1. Log-unit lattice search: We replace the fixed factor of [CIM19] (cf. Equation (1))
by a common factor ¢¢ adapted to the test polynomials at hand. Integrality of the
quotients requires ¢ to divide every test polynomial. As the systematic common
part of the latter belongs to a power of the totally ramified prime above 2, we search
among the elements y - (1 — z)*, with y a unit of the cyclotomic field and k an
integer. The exponent k contributes a single dimension and is enumerated over
a small window, leaving the actual search to bear on the unit part only. In the
power-of-two case, the cyclotomic units are freely generated by an explicit family
of Kummer units, and a logarithmic embedding turns multiplication by units into
addition in the associated log-unit lattice. Selecting a unit then becomes a closest-
vector problem. From a reduced basis of that lattice, we compute vectors close to
a target aggregated from the embedded test polynomials, and retain the candidate
minimizing a workload-dependent objective on the quotient norms.

2. LUT shifting: We exploit the fact that a constant may be subtracted from a LUT
before bootstrapping and restored afterwards by adding a trivial ciphertext. This
transformation preserves the function ultimately evaluated, but modifies the associ-
ated test polynomial, enlarging the set of test polynomials that can be considered
when selecting a common factor. Searching over suitable shifts therefore produces
alternative LUTs for the same functions, whose corresponding quotients may have
much smaller coefficients-norms.

Both optimizations are performed offline, for a fixed cyclotomic field and set of LUTs; the
lattice reduction is carried out once for the cyclotomic field, and the target-dependent
search once per family of LUTs. They leave the structure of the original MVB essentially
unchanged. The online phase receives the optimized common factor, its quotients and
the shifts, performs a single blind rotation followed by one multiplication per output
as in [CIM19], and merely adds a trivial ciphertext to each output to undo the shift.
LUT shifting and the log-unit lattice search can be applied independently, although their
combination always gives the best results in our experiments.

Benefits and experimental results

When applied to a variety of real-world LUT families, our new decomposition techniques
consistently and significantly reduce the maximum squared coefficients-norms of the
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quotients, even when many LUTS are involved. For instance, Examples 1 to 3 (Section 3.2.2)
and Tables 2 and 4 (Section 4) feature reduction factors ranging from 1.75x% to 6.59x,
including a 5.95x ratio for a family of 15 LUTs.

We also validate the approach experimentally in Section 4 on two applications imple-
mented in the TFHE-rs library [Zam], with Gaussian errors, a security level of 128 bits
and a failure probability of at most 27128, in line with the IND-CPAP model.

The homomorphic evaluation of PRINCEv2 [BEK™20], the successor of the lightweight
block cipher PRINCE [BCGT12], serves as a first, drop-in test. Its efficient implementa-
tion [BJ26] is especially suited for multi-value bootstrapping, in particular for the S-box
evaluations and the diffusion layers. As multi-value bootstrapping amplifies the noise, it
may call for larger parameters, which in turn increase the latency of every individual PBS.
With the original MVB, an optimized implementation requires parameters incurring an
11.5 % latency overhead per PBS. Combining the log-unit lattice search with LUT shifting
divides the maximum noise variance that must be supported by the circuit by 1.75, so that
this per-PBS overhead drops to only 3.5 %, without any other change to the implementation.

Homomorphic integer multiplication then serves as the main illustration (Section 4.2).
The schoolbook multiplication of TFHE-rs is tuned for independent bootstrappings. In
order for the algorithm to benefit from the reduced variances of the MVB outputs, we
reorganize it using noise-aware foldings (Section 4.2.2), whose admissible foldings and
schedule are selected offline by simulation. This reorganization is not by itself sufficient.
Using the original MVB decomposition still forces a parameter set more than 50 % slower
per PBS, so that it overtakes plain independent bootstrappings only at the largest widths.
In contrast, combined with our new decompositions, the selected parameters increase
the latency of an individual PBS by only 4.6 %, from 14.364 ms to 15.021 ms. In turn,
this gives latency speed-ups of respectively 1.18x, 1.31x, and 1.47x, for 64-, 128-, and
256-bit multiplication. For example, at 256 bits, latency decreases from 3.516s to 2.389s.
Throughput improves by up to 1.59x over independent bootstrappings.

2 Definitions and Notation

Let ¢ denote a ciphertext modulus, p = 2¢ with p < ¢ a plaintext modulus and A = L%J

the message encoding offset. Messages are taken in M = Z / pZ, which we represent
throughout by its centered representatives [[—t,t — lﬂ. We write Ly] for Ly + %J For
M # 2 mod 4, Kj; denotes the M-th cyclotomic field, defined as Ky, = Q[x]/<<I)M(x)>
where @, is the M-th cyclotomic polynomial of degree N = ¢(M). The corresponding
ring of cyclotomic integers is R = Z[z] /(@ (2)), and Ry = R/qR. The coefficients-norm
of v(z) =Y, v; 2" € R is defined as [[v|2 = />, v?. For some support S, the uniform
distribution over S is denoted U(S). The distribution G,2 refers to a centered discrete
Gaussian distribution of variance ¢?. Sampling an element d from a distribution D is
written as d <= D.

Throughout, and for concreteness, M, ¢ and p (and thus also A and N = M/2) are
all powers of two with p < N < ¢, which is the typical TFHE setting. In particular,
®pr(z) = 2V + 1 for the power-of-two conductor M = 2N.

2.1 Blind Rotation

We recall here the core mechanisms of the FHEW- and TFHE-like schemes that are needed
in the sequel, and refer to [Joy22, BBB'25] for extensive details. Figure 1 depicts a
complete programmable bootstrapping, as it occurs within an atomic pattern. Starting
from a GLWE ciphertext, it chains a sample extraction, a key switch, a modulus switch down
to 2N, and finally the blind rotation, shaded in the figure, which is where the evaluation
takes place, and is the costliest of the four. Its output is again a GLWE ciphertext in the
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Figure 1: Atomic pattern and programmable bootstrapping (PBS). The noise variances
shown are worst-case upper bounds, valid without any independence assumption on the
ciphertexts.

input format, with its noise reset to a nominal level. Only the blind rotation is modified in
this paper, so it is the only step we describe in detail. The noise annotations of Figure 1
and the leveled operations that close the pattern are discussed in Section 2.3.

Ciphertext format TFHE operates on both LWE (Learning with Errors [Reg09]) and
GLWE (generalized-LWE [SSTX09, LPR10, LS15]) ciphertexts. As above, an LWE ciphertext
carries a message m € M, encoded as A -m € Z / qZ prior to encryption. In the general
case, a message m € R, is encoded coefficient-wise as A - m € R,.

Definition 1 (GLWE and LWE ciphertexts). For a parameter k € N, let 3 = (31, cee
51) € RF be the private key, where each 3; is sampled from a uniform binary, uniform
ternary or Gaussian distribution over R. Let also @ = (al, . ,ak) +— U(R,)* be the
mask and let € <= G,2(R) be the noise. Then, a GLWE encryption of Am € R, under the
private key 3 is defined as

GLWE;”’(Am) — (@1,...,@k,ﬁ = Zle @i+ Am +@) € REH .

Similarly, an LWE encryption of dimension n € N of Am € Z / qZ under the scalar private
key s = (s1,...,8y) is defined as

LWEZ?(Am) « (@17 RNCNES Z;L:l a; - 8; + Am + 6) € (Z/qZ)nJrl ,
with a = (al, .. .,an) > Z/{(Z/qZ)" and e <> G,2(Z).

Gadget decompositions A crucial ingredient for containing the noise during homomorphic
operations is the gadget decomposition concept [BGV14]. A gadget decomposition Vg ¢ of
quality 5 and level ¢ w.r.t. a gadget vector g = (gl, e ,gg) is a function V: R, — R’
such that for any f € R,, the amplitude of all coefficients in V¢ is bounded by 3 and
<Vﬁ, g_> ~ £ [CGGI20, BJ25], up to a decomposition error controlled by 8 and ¢. Both
(£ and £ play an essential role when choosing TFHE parameters, see Section 2.3; distinct
gadget decompositions may be used in distinct contexts, see e.g., Figure 1.

Test polynomial Functions of the message space are viewed as lookup tables (LUTS)
whose values are repeated in the coefficients of so-called test polynomials. This is what
effectively makes TFHE a programmable scheme. Test polynomials are the input of
the blind rotation described next, which rotates them by an amount determined by the
encrypted message, thereby moving the coefficient holding the corresponding LUT entry
into the constant position, from where it is later extracted.
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Definition 2 (Test polynomial). Let f: M — M be a negacyclic function, with M
represented as [[ft,t — 1] where t = p/2. The test polynomial associated with f in Koy is
defined as

v(x)::x_N/Qt-< T ) ZA f(m)-z™N*t mod N +1 .
-z

~——
centering redundancy LUT part

In particular, v depends on f only through its values on [0,¢ — 1].
The role of the initial rotation by z="/?! is to center the rounding-error correction
around 0. The fractional factor accounts for the redundancy of the evaluations of f in
N .

the test polynomial; indeed 1=Z—— - AR ZN/ =1 x', thereby repeating coefficients when
multiplied by the sparse polynomlal encoding f every N/t positions. Finally, multiplying

by A encodes the output values in [[75, 3~ 1]]

Blind rotation At the heart of the programmable bootstrapping, the blind rotation is
primarily meant to reset the noise of ciphertexts to a nominal level of variance O'gr that is
independent of the input noise. Let

ctn = (a= @1, o8, b= S0 s+ Ymote) € WERY ()

be a valid ciphertext modulo 2N, where | | = and s is binary, as we describe the
GINX variant [GINX16]. The blind rotation uses an accumulator initialized to a given test
polynomial v as in Definition 2, and homomorphically evaluates z—°*(®3) . 4(z) using a
sequence of n homomorphic CMuxes [CGGI20, Section 3.4]. Additional key material is
required, known as bootstrapping keys bsk|1 ... n], which are a collection of GGSW [GSW13]
encryptions of the s; under the GLWE key 3. Algorithmically, BlindRotate(ct;n, v, bsk) is

acc + (0,... ,0,x75 v /* Trivial, noiseless GLWEZ?" encryption */
fort:=1tondo
L acc <— acc + ((xz“ —-1)- acc) @® bsk([i] /* Homomorphic CMux branching on s; */

return acc /* GLWEZ*" encryption of - (Fm+e) (z) */

Writing j = %m + e for the resulting rotation amount, the constant coefficient of the
encrypted polynomial is

= _ ) A-f(m) it me [0,t—1],
coefFo(x v(m)) = {—A-f(m+t) e [[—t,—l]] , (2)

where m = Ltj /N—| exactly, the rounding absorbing e thanks to ’é| < % Indeed, the
redundancy factor repeats each value A f(m) over N/t consecutive coefﬁcients the centering
factor places this block around the exponent mN/#, and the relation 2% = —1 negates the
blocks wrapping past the degree. The blind rotation thus evaluates f on [0, — 1] and
—f(-+t) on [—t,—1], a negacyclicity imposed by the cyclotomic field Kon. An arbitrary
function can nonetheless be programmed on the half [[0, t— 1]] of M alone, the first case
of Equation (2), at the cost of halving the usable message space. This is the usual setting
of TFHE-rs, in which the most significant plaintext bit is reserved as a padding bit and

kept at zero.
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2.2 Multi-Value Bootstrapping

The multi-value bootstrapping (MVB) technique, outlined in Section 1, rests on expressing
each test polynomial as the product of a common polynomial and a function-dependent
one, together with a fixed choice for the former. We now make both explicit. The common
polynomial used for the mutualized blind rotation is defined in [CIM19] on the torus for
binary plaintexts as vo(z) = % . Zf:ol 2%, Using our notations, this corresponds to the
polynomial

vo(x) mod zV +1, (3)

T1-z
whose expanded form is Equation (1). Note that v( has integer coeflicients exactly because
the algebraic norm of (1 — x) is 2 | A. This particular factor is naturally read out of the
formula in Definition 2, and therefore divides every test polynomial.

Then, any test polynomial v can be factored as v = w - v(, where the quotient polyno-
mial w(x) =z~ N/?. Zg;(l) u; - 29N/t is defined coefficient-wise by ([CIM19, Theorem 3.2])

{uo = f(0) + f(t - 1),
uj=f(j)—f(G—-1) forl<j<t—1.

Indeed, from Definition 2 and Equation (3), w(z) = 2= V/2. (1—2N/?) S fm) - N/
so the result simply follows from the fact that 2 = —1. In particular, one observes in this
setting that the quotient polynomial w is always sparse and that, except for the constant
coefficient uyg, its coeflicients are successive differences of the values of f, so that their sizes
depend on the particular shape of f.

Consider now g distinct functions fi,..., fs, encoded by the test polynomials v, ..., v4.
To evaluate all of them on the same input ciphertext, the MVB technique of [CIM19] runs
the blind rotation only once on the common polynomial v of Equation (3), and multiplies
its encrypted output by each of the quotients w; = v;/vo. However, the multiplication

(4)

by w; multiplies the output-noise variance by Hul ||§ [CIM19, Theorem 3.3]. Depending on
the shape of f;, this factor can be significant, reaching ¢(2t)? = 4¢3 [CIM19, Proposition 1]
in the worst case, each coefficient of a quotient w; being at most 2¢ in absolute value in the
centered representation [{ft, t— 1]. The resulting procedure is summarized algorithmically
as MVBIlindRotate"® (ct;n, {vl, . ,vg}, bsk):

cty + B|indR0tate(Ctin,vo7 bsk) /* A single shared blind rotation */
for:=1to g do

Wy < ‘l}i/'l}o

ct; < u; - cto /* Multiplies noise variance by |lw;||3 */
return (ct17 R ctg) /* GLWEZ?" encryptions of gmFme. vi(x) */

In practice, the quotients w; may be provided directly as inputs, each of them being given
by Equation (4) applied to f;.

2.3 Atomic Patterns and Noise Budget

Graphs of FHE computations can be written as series of atomic patterns, namely small
subgraphs combining leveled operations with a programmable bootstrapping. Figure 1
depicts the atomic pattern considered in this paper. Its leveled part is a dot product: input
ciphertexts ct; € GLWEZ??*(A m,;) are combined as

Ctout = Z o; - Ct; € GLWE;Z’% (A : Zl (a7} 1’71/1)

for known integer weights ;. As pictured by the interrupted arrows, these inputs may come
out of a blind rotation, of this pattern or of another one in the graph, or from elsewhere,
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latency per PBS (ms)

noise budget vy

Figure 2: Measured per-PBS latency as a function of the noise budget Vmax-

e.g., fresh encryptions. The resulting ciphertext cto, then traverses the PBS, whose blind
rotation resets the noise to the nominal variance agr, independently of the accumulated
input noise. The noise annotations of Figure 1 are worst-case bounds. Writing o, for the
standard deviation of the noise of ct;, the dot product outputs a ciphertext of standard

deviation at most
Z|ai| “Oct, =V Opy - (5)
i

Standard deviations are summed rather than variances. Indeed, the inputs, sharing
ancestors in the computation graph, are generally correlated, and the bound is attained
under full correlation. The sample extraction adds no noise, while the key switch and
modulus switch add st,ms, so the noise culminates at 12 - O'gr + JES,mS right before the blind
rotation, and is reset to o, right after.

This maximal noise level is what correctness constrains. The blind rotation returns
the correct value as long as the rounding of Equation (2) absorbs the accumulated error,
which fails with probability at most pr,; provided

2 2 2
Ve O+ Oks,ms < (

B2 (6)

7A(pfail)

where r(pri) = V2 erfc_l(pfa”) is the (1 — pfa”)—quantile of the standard half-normal
distribution; e.g., r ~ 13.11 for pgy = 27128, The failure probability is not only a cor-
rectness matter. Under the IND-CPAP security model [LM21], and its recent strengthen-
ing [BJSW25], decryption failures can give rise to concrete attacks when pg, is insufficiently
small [CCP*24, CSBB24]. We accordingly target pr < 27'2® throughout.

The correctness constraint caps the noise a ciphertext may accumulate before being
bootstrapped, and thereby the dot products an application may perform. Cryptographic
parameters are accordingly generated for a prescribed bound vp,a on the multiplication
factor v, so that an atomic pattern parameterized for vmax supports any dot product with
Zi ’a¢| “Oct; < Vmax * Opbr. Considering one atomic pattern whose output is looped back into
its input then suffices to fix all the parameters, namely the dimensions n and k- N, the
noise levels, and the gadget parameters (s, fks) and (Bpr, £ur) of the two decompositions
appearing in Figure 1. For each value of va, these are selected by a noise-aware optimizer
in the spirit of [BBB"23], minimizing the algorithmic cost of the PBS subject to the
correctness constraint given in Equation (6) and to a security level of at least 128 bits.
The evaluation keys, such as bsk, are then shared across all atomic patterns of the graph.

Supporting a larger vpnax forces larger parameters and thus a slower bootstrapping.
Figure 2 quantifies this dependence. For each value of the noise budget vmax, a parameter
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set is generated and its bootstrapping latency is measured. Representative parameter sets
used in our experiments, together with exact figures, are listed in Table 1.

This trade-off is central to this paper. The noise of a multi-value bootstrapping output
has standard deviation o, = HU%H2 - Opr, SO that it enters a subsequent dot product
with integer weight a; but with its standard deviation scaled by ||1MH2 This is why v is
measured relative to o, in Equation (5). Reducing the quotient norms lowers each o,
hence the budget vmax the parameters must accommodate.

3 Reducing the Noise Amplification

As mentioned in Section 2.2, the multi-value bootstrapping multiplies the noise variance
of each output by the squared coefficients-norm of the quotient of its test polynomial
by the common factor. The common factor of Equation (3) being fixed once and for
all, these norms are entirely determined by the functions being evaluated. This section
revisits that choice. Our main technique, called log-unit lattice search, adapts the common
factor to the given test polynomials and expresses its selection as a geometric problem. A
second technique, called LUT shifting, adds a further degree of freedom by acting on the
LUTs themselves. The two can be combined, and both are carried out offline, before any
encrypted computation.

Remark 1. The techniques of this paper are expected to extend to general cyclotomics.
Test polynomials can be adapted to that setting as described in [JW22, CKL26]. Our
method may then use the explicit circular units from [Ku¢92], together with the additional
elements from [BLNR22] and the saturation techniques from [BFL24].

3.1 Log-Unit Lattice Search

Our first technique leverages so-called logarithmic embeddings in order to transform the
multiplicative problem at hand into an additive representation that is amenable to classical
lattice techniques.

Let v1,...,v4 € R be the considered set of test polynomials as given in Definition 2.
The goal is to find 09 € R dividing every v, i.e., such that all quotients w; = v; /¢
belong to R, while keeping a workload-dependent function of their coefficients-norms small,
e.g, >0 [lwsll2 or max{[lw;||2 | i € [1,9]}. The choice of this function has no impact on
the search itself; it only governs the final selection among the produced candidates.

3.1.1 Common factor search space

Let A be the ged of the coefficients of all v;, which is a multiple of A. Without loss of
generality, we directly search for a common factor #9 of the normalized polynomials ¢; =
v/ A, which have no non-trivial common integer factor, and set 49 = A - 4, which
preserves all quotients. In particular, ¢ tolerates denominators as long as they divide A.

Since each quotient w; = v;/09 = 0,/ needs to be an integer polynomial, a natural
target for 0¢ is the group of units R* of the cyclotomicA field Koy, i.e., invertible elements

of R. This would however miss the usual divisor v¢ = % from [CIM19, GBA21] since 12—
is not a unit. In all generality, the valuations of 0( at any prime ideal p must not exceed
the minimum of the valuations of the #; at p. One (very expensive) possibility would then
be to compute the prime ideal factorization of the gcd ideal 0 of <ﬁ1>, ey <ﬁg> (e.g., by
computing the ged of their algebraic norms and taking the minimum valuations at prime
ideals dividing this gcd), and search for ¢p amongst the so-called subgroup of ?-units
of Ko, i.e., elements whose valuations are exactly 0 at all prime ideals not dividing 0.
However, 0 typically collapses to a power of the totally ramified prime ideal ¢ := <1 — gc>
of norm 2 and we restrict the search accordingly. Indeed, the algebraic norm of the
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redundancy factor (1 — N/ 1)/(1 — z) is always a power of 2, thus contributing only
powers of ¢e. Meanwhile, the primes dividing the algebraic norms of the LUT parts of 4,
once normalized by 3, ie., an;lo %fi(m) 2™ N/t tend to behave as those of random
elements. Since prime ideals of small odd norm are scarce in power-of-two cyclotomic
fields, a shared odd prime is unlikely; as a matter of fact, odd primes very rarely showed
up in our experiments. Note this restriction could at worst affect optimality.

In this specific case of e-units in Ko, a simple description as a freely generated
multiplicative group exists. The first ingredient is the so-called circular units subgroup;?
see e.g., [Was97, Section 8.1] for a definition. In the power-of-two case, the subgroup of
circular units U™ is (freely, multiplicatively, modulo torsion) generated by the following
(N/2 —1) Kummer units [Was97, Lemma 8.1]

1— @
Z/[X = <Ua = 37(1_&)/2 . ﬁ a <€ [[2;Nﬂ7gc’d(a52) = 1> . (7)

Assuming Weber’s conjecture,® we have that R = U* according to [Sin78, Theorem p. 107]
on the multiplicative index [RX U X]. Further, by definition of ¢, a fundamental element
for the e-part of the e-units group is trivially given by (1 — ). Hence, this completes the
algebraic description of our search space for ¢, i.e., as elements of the form

bo=vo/A=y-(1—-2)*,  yeU*, keZ. (8)

Notably, the original vo from [CIM19, GBA21] corresponds to k = —1, y = 1.

Remark 2. Units and e-units technically contain the torsion subgroup generated by =z.
Since this torsion part has no impact on the size of the quotients in power-of-two conductor
cyclotomic fields, all elements are equivalent up to torsion as far as we are concerned.
Therefore, for conciseness, we almost systematically omit the “up to torsion” part.

Remark 3. Even if Weber conjecture were to be false, circular units have finite (multi-
plicative) index A, in R*. We may then obtain a complete description by saturation
techniques, i.e., searching for a power-product of circular units that is an e-th power, for
each factor e | hy, and extract its e-th root, see e.g., [BFL24].

3.1.2 Logarithmic embeddings

A logarithmic embedding denotes any injective homomorphism Log from the multiplicative
group of Ko (modulo torsion) to the additive group of some vector space, i.e., satisfying
Log(a - 8) = Log a + Log 3 for any o, 8 € K. In other words, a logarithmic embedding
transforms a multiplicative instance of the problem into an additive one.

There are plenty of classical choices for logarithmic embeddings, see e.g., [BLNR22,
Section 2.3]. We only detail the simplest option here. Let Hom(Kan, C)/(7—1) be the group
of N/2 complex embeddings of Koy up to complex conjugation, i.e., all homomorphisms
Tq : @ — (% for odd a € [[1, N]], where ( is any (fixed) fundamental complex 2N-th root
of unity, e.g., ¢ = exp(2iw/(2N)). Hence, the following map qualifies as a logarithmic
embedding:

Log,, o = <ln|7(a)| ‘ TE Hom(ICQN,(C)/<T_1>) . (9)

By Dirichlet’s unit theorem, the image Log., R* of the units group under this logarithmic
embedding is the so-called log-unit lattice which spans a hyperplane in RV/2, and is, for
this choice of Log_, orthogonal to the all-ones vector. From the fundamental elements 1,

2This is the historical terminology, see e.g., [Sin78, Kuc92], though [Was97] uses cyclotomic units.
3This conjecture states that the class number of the maximal real subfield of cyclotomic fields whose
conductor is a power-of-two is 1, i.e., formally h;re =1 for any e > 1.
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described in Equation (7), it is easy to obtain a basis Byx = (Log., 9a | a € [2, N],a odd)
of this lattice.

Additionally, the log-unit lattice offers a particularly nice geometry, as quantitatively
proven in [CDPR16], and experimentally battle-tested e.g., in [BLNR22|. As a matter of
fact, we were able, using £fpl1l v5.5.0 [FPL23], to obtain a BKZ-/-reduced basis of the
log-unit lattice Log,, R* for = N/2 — 1 = 1023 (i.e., effectively an HKZ-reduced basis),
in about 8 minutes. Finally, we stress that this pre-computation of a reduced basis of
the log-unit lattice only needs to be performed once for a particular GLWE dimension IV,
independently of the input test polynomials v;.

Remark 4. Under this definition of Log, , the whole group of e-units (i.e., not only R*)
is sent to a full-rank lattice in R™M/2, since the description of e-units involves exactly one
additional fundamental element. A logarithmic embedding that smoothly generalizes
beyond this single-prime case may alternatively append a valuation coordinate as, e.g.,

Logee, @ i= ({21nl7(a)| | 7 € Hom(Kaw, ©)/(r1)}, —ve(a) - n2) .

The weighting scheme chosen here guarantees orthogonality to the all-ones vector in RV/2+1,
Identical geometric characteristics have been observed on the obtained lattice [BLNR22].

3.1.3 Finding the common factor

We first follow the classical blueprint in algorithmic number theory for reducing an element
modulo units. In order to reduce v € R\ {0} modulo R*, one usually computes a
close element w € Log,  R* to (an orthogonal projection of) v := Log., v, lifts w back
to w € R* such that w = Log_, w, and outputs v/w € R.

From the g logarithmic images v, := Log__ #;, we compute an aggregated target v in
the logarithmic space,* e.g., their barycenter, geometric or coordinate-wise median, or
bounding-box midpoint.> Then, we compute a close vector i to the projection of @ into
the log-unit lattice using Babai’s Nearest Plane algorithm [Bab86]. As a byproduct, this
also yields the combination vector y = (y1,...,yn/2—1) such that @ = y - By, hence
it is easy to compute a lift of w to a candidate ¢y € R such that w = Log., ¢ as the
product #o = [Ty o n].a oaaDa " /% Since each of the (Log., #; — Log., #9) are small
by construction, we expect, heuristically, that the quotients w; = ¢;/00 have reduced
coefficients.

The process may also be iterated by randomly shifting the aggregated target © inside a
ball of small radius and retaining the best found candidate.

From units to e-units In the above description, we deliberately ignored e-units that are
not units, i.e., we did not consider candidates 0y with k& # 0 in the above parametrization.
A tempting solution consists in running the above framework inside the whole e-unit lattice
from Remark 4. However, it is then a bit cumbersome to ensure that all quotients have
integer coeflicients, i.e., that they have non-negative valuation at ¢ [BLNR22, Section 5.4,
§ Reconstruction of a solution]. This may lead to unsatisfactory results in practice.

In our case, the (multiplicative) extra dimension introduced by the e-units is 1, hence
it is easier to brute-force out the power of (1 — z) to include in ¥y and perform the lattice
search only on the units part as above. Indeed, it is always sufficient to consider powers
of (1 — z) inside a window of size N, since we stripped away from the v; the ged of
their coefficients and since <2> = ¢V, Further, ensuring that all quotients have integer

4Note that this aggregated target is not even required to belong to Log, IC;N‘
5Any reasonable notion of center is suitable, and led to equivalent selections in our experiments; the
reported results use the barycenter.
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Algorithm 1: Log-Unit Lattice Search

Input: vy,...,v4 € R, score function ¢ on quotient norms
Data: Reduced basis Hyx = U - Byx of Log,, R*
Output: Candidate common factor 09, quotients w; = v; /09, global score

. Normalize each ©; + v;/A, where A « ged (coeffs(v1), ..., coeffs(vy))
>. Precompute the log-embeddings v, < Log. (1 — x), v; + Log., ¥;
/* Brute-force the valuation at ¢ = <'l — ;1:> of the common factor */
;. Compute Umax < min{ve (ﬁl) | i€l gﬂ} from the ©; algebraic norms
;. for k = vy down to vpax — N +1 do
Set aggregated target to v « é Yo o vi— kv, /* e.g., £2-norm barycenter */
6 Find a close vector as w, y < Babai NP(fJ,’Hux) s.t.w =yg - Hyx

7. Lift w to R as 13(()k) — (1 —x)k. Haeﬂz,Nﬂ,a odd phle—n/2

" |ﬁl/ﬁ(()k)“2 | S [[Lgﬂ}) /* (On the f|y) */

s. Select 0 as the ¢y ° minimizing (;5({
o, return o9 < A - 09, quotients w; < 14 /00, score qb({”ung | 1€ [[1,9]]})

where y <~y - U

coefficients requires the valuation of -y at ¢ not to exceed some vy, set to the minimum
valuation over the 0; at e.

Hence, the loop ranges over [[vmax —N+1, vmaxﬂ7 without loss of generality, and selects
the best candidate depending on the workload-dependent objective for the coefficients-
norms of the quotients. This yields Algorithm 1.

3.2 LUT Shifting

Our second technique acts on the test polynomials themselves rather than on the common
factor. It relies on the observation that a blind rotation may be programmed with a
shifted version of the target function, the shift being undone afterwards at negligible cost.
Since the function ultimately evaluated is unchanged, this yields a whole family of test
polynomials representing the same function, any member of which may be used in the
log-unit search of Section 3.1 for a multi-value decomposition.

3.2.1 Shifting a lookup table

Shifting a function generally breaks the negacyclicity of Equation (2). We therefore first
treat the case in which messages lie in [[O,t — 1]], the first case of Equation (2), as when
the most significant plaintext bit is reserved and kept at zero. Fix § € M and consider
the shifted function

f@). [[O,t—l]] — M, mr— f(m)—3§ mod 2t .

Its test polynomial v(%) is obtained by substituting f(®) for f in Definition 2, which by
construction uses only the values on [[0, t— 1]].

Programming f(m) — & and restoring f(m) Replacing v by v(®) programs f(® in
place of f. Hence, writing j for the rotation amount resulting from the modulus switch,
the first case of Equation (2), i.e., for m = Ltﬁj] € [0,t — 1], gives

coeffy (z77 v (2)) = A- fO(m) = A (f(m) — ) .

The ciphertext feeding the sample extraction therefore encrypts =7 v(%), whose constant
coefficient is A(f(m) — &) rather than A f(m). The original value is recovered by adding
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the trivial, noiseless GLWE encryption of the constant (0, .., 0,A 5) € Rf;“, which costs
a single addition and introduces no noise. Only that coefficient needs fixing, as the sample
extraction discards the others; the rest of the atomic pattern (cf. Figure 1) is unchanged.

On the choice of § The value of § is unconstrained, as the correction above restores f
regardless of the choice. A given function is therefore represented by p distinct test
polynomials, all of which evaluate it. Moreover, when several functions f1,..., f, are
evaluated by a single multi-value bootstrapping, each output carries its own correction.
Consequently, the shifts 61, ..., d, may be chosen independently, and the family of admissible
representations has size at most pY.

Restoring shifts over the full domain As stated above, the negacyclicity of a given
function f; does not imply that of fi(éi). Thus, restoring f;(m) when m ranges over the
whole domain M requires a value +A §; whose sign is actually undetermined. This is
remedied by homomorphically evaluating, as part of the same multi-value bootstrapping,
both the shifted function fi(éi) along with the constant function d; (its negacyclic version).
This still requires a single blind rotation, now with at most 2g multiplications, and summing
the two outputs pairwise restores f;(m) over the whole of M.

3.2.2 Combining with the log-unit lattice search

The freedom in the choice of the shifts enlarges the input of the common-factor search. In-

stead of running that search on the single family v1, ..., v4, we run it on each shifted family
v?l), . ,véég) and keep the best outcome. Concretely, the methodology of Section 3.1 is

used unchanged, as the inner routine of the following procedure:

1. select a tuple & == (41, ...,d,4) € MY and form the shifted test polynomials vl-(éi) for
1 < i < g (together with the constant functions ¢; when working over the whole
domain);

2. run the log-unit lattice search of Section 3.1 on this family, yielding a candidate

common factor ﬁ(()&) and the quotients u,i(‘si) = vfdi) / ﬁéé);

i)

3. score the candidate by the workload-dependent objective, e.g., EiHuZ@ ‘2.

These three steps are repeated over shift tuples, and the best triple ((6i)i,{}(()6), (ui(éi))i) is

retained.

Several strategies are available for selecting the shift tuples. When both g and p remain
small, the tuples can for instance be enumerated exhaustively; as an example, the standard
representation of TFHE-rs uses p = 2°, giving at most 2°9 tuples. For larger families, a
strategy can instead be derived from the empirical observation that the best shifts are
generally those minimizing the algebraic norm of the shifted test polynomials.

Example 1. As an example, consider for N = 2048 the following four functions with
t = 16, each represented as a table whose i-th entry is f(i), given as a hexadecimal value:

fl — [071a2537475a6577071a2537475a657]7 f2 — [0717253707172a358797aab58797a’b]a
f3 — [O,1,0,1,4,5,4,5,8,9,8,9,C,d,C,d] ’ f4 — [07Oa2a27474a6a67878aaaa5C7C7e’e] .

These actually correspond to [TBS26, Figure 6, first row of M (O)] in their homomorphic
implementation of the linear layer of the PRINCE blockcipher.

e The original common factor v¢ = ﬁ from [CIM19] yields quotients wy, ..., uy of re-
spective squared coeflicients-norms (112, 176, 208, 224) as predicted by Equation (4).
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o The log-unit search (without shlftmg) for the > ||w;||2 score function outputs A times
the norm-2'"19 element ¢ = m, the respective squared coefficients-norms

21536 1024 4 512 g
1—z

become (57,85,99,112). Optimizing for max||u; |2 yields 6 =
instead, with quotients of squared coefficients-norms (60, 100,92, 104).

e The smallest quotients are however obtained when combining the log-unit lattice
search with the LUT shifting technique. An exhaustive search settles on the best
shifts & = (3,5,6,7) with ﬁ(()é) = u—@fw, the squared coefficients-norms of the
quotients become as small as (34, 26, 26, 2).

As a result, the maximum variance of the MVB output when using A(?’ 567 is divided
by 6.59 compared to when using v, which is a significant noise reductlon.

Example 2. As a second example, we target less structured LUTSs such as the PRINCE
inverse S-Box layer with two bits output at a time. Concretely, consider the following
functions:

fl — [2a1a0727071a3507373a2527171a350]7 f2 — [372a2717373a171737270a2507170’0] .

The original common factor yields quotients of squared coefficients-norms (52, 38). Mean-

A(Q 1) _ 2512384 128

while, the log-unit lattice search with shifting outputs ¢ =L for which

l1—zx
the quotients have squared coefficients-norms (18, 18), more than halved.

Example 3. In the context of the tree-based method [GBA21], on the order of ¢ functions
need to be applied in parallel for reconstructing an encrypted test polynomial. In order to
see the potential of our method on such a large number of test polynomials, we consider the
first stage of the homomorphic multiplication of two 4-bit plaintexts with ¢ = 16. For the
least significant bits, the following functions are evaluated simultaneously for 7 € [[1, 15]]:

fi:m €Z/16Z+ (i-m) mod 16 .

The resp. quotients w; by v satisfy max{||u;|l2} = V1024 = 32 and Y, |[w|l> ~ 395.5.
On this particular example, we target shifts minimizing the algebraic norms and search
for 6 around this position coordinate-wise. For § = (7, 7,7,6,8,7,8,4,8,7,8,6,8,7, 7)7

(8) _ _gl1524 1024 128

(8 . . . .
the common factor 4y ' = — L yields a maximum quotient coefficients-

norm at /172 ~ 13.11 (i.e., individual variances of the multi-value output are divided by

8\ - .

nearly 6), whereas Zi||uz( )||2 is reduced to ~ 193.38. An even better coefficients-norm
. . (& _ 1664, 1536 _ 1152, 1024 __640, 512 128

sum is attained e.g., for 0 ) = =%%4e L +f7£ e dw’ w4l gt~ 184.36,

though in that case the maximum norm is v/262 ~ 16.19.

4 Applications and Experimental Results

We validate our approach on two applications. As a warm-up, we consider the homomorphic
evaluation of the PRINCEv2 block cipher. Our main illustration is homomorphic integer
multiplication. Multi-value bootstrapping may require larger parameters, and is therefore
not necessarily faster than a sequence of regular bootstrappings. This is the case for the
schoolbook multiplication of TFHE-rs, and reorganizing it around our framework reverses
the outcome.

Experimental setting All measurements were run on an AWS hpc7a.96xlarge instance
using TFHE-rs v1.7.0 with a target failure probability pri = 2728 and at least 128 bits of
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Table 1: Latency overheads (relative to the vmax = 5.6 baseline) per PBS depending on
Umax, along with the associated parameters for prj < 2728, Common to all rows: g = 264,

D y LWE GLWE Gadgets Vg, ¢ Measured

n OLWE k N OGLWE Bbr Lor Pks ks Lat. (mb) Ovh. %
Psse 5.6 866 2.05107¢ 1 2048 2.85-1071% 223 1 23 5  14.364 —
Pea1a 11.4 887 1.42:1076 1 2048 2.85-107%% 223 1 23 5  14.869 3.5
Psios 12.8 930 6.78:1077 1 2048 2.85-10715 223 1 21 4 15.021 4.6
Psias 14.8 899 1.16-1076 1 2048 2.85-107° 22 1 23 6  15.879 10.5
Psis0 15.0 904 1.06-107¢ 1 2048 2.85-107'% 223 1 23 6  16.011 11.5
Ps16s 16.8 863 2.151076 1 2048 2.85-1071% 223 1 2! 17 19.224  33.8
Psooa 224 862 2.19-1076 1 2048 2.85-1071% 215 2 23 5 22228 54.7

security. The noise budget vmax of an atomic pattern is as defined in Section 2.3. Reported
values of vnax are rounded up to one decimal place, so that the stated budget always covers
the exact norm. We denote by P .. the Gaussian parameter set generated for a given
budget. The parameter sets used in our experiments, together with the measured latency
of one PBS under each of them, are listed in Table 1.

4.1 Warming Up: PRINCEv2

Our baseline is the carefully optimized homomorphic circuit of [BJ26, Section 6], which
relies on regular bootstrappings. We first derive a variant of their implementation using the
original MVB decomposition [CIM19], wherever applicable and without making any other
change. Then, we replace these original MVB decompositions by our new decompositions
from Section 3 with LUT shifting. The associated squared coefficients-norms of the quotient
polynomials in each homomorphic layer are given in Table 2 for both cases. In particular,
Example 2 in Section 3.2.2 details our polynomials and shifts for the decomposition of the
backward S-Box layer.

Table 2: Squared coefficients-norms of the function-specific polynomials for PRINCEv2
homomorphic layers as implemented in [BJ26]. In this implementation, forward and
backward linear layers are identical, and forward XOR layers only involve distinct inputs.

Hom. layer Score function Original MVB Ours (w/ shift)
([lus]3) Score ([|usl|3) Score
Forward S-Boxes 4 - max||w;l|2 (14,8,10,12) ~14.97 (8,8,8,8) ~11.31
Linear layers Sollwill2 (12,10,14,6) =~12.82 (6,5,7,3) ~ 9.06
Backward S-Boxes 1 + max||w;||2 (52,38) ~ 8.21 (18,18) =~ 5.25
Backward XORs 4 - max||w;| 2 (12,6) ~13.85 (4,4) 8

In both variants, a single parameter set serves the whole cipher, as in the original circuit.
Therefore, the cost of the algorithm is driven by the maximum admissible noise vmnax that
the circuit must support. This is given by the maximum over the score functions of the
coefficients-norms of the quotient polynomials of each respective layer. Both score values
and score functions, determined by the subsequent dot products between the ciphertexts
output by each layer, are detailed in Table 2. Thus, the original MVB is constrained by
Umax = V224 = 14.97, incurring a +11.5 % per-PBS overhead over the baseline (parameter
set Pg 15.0 in Table 1). In comparison, our decomposition with LUT shifting brings it down
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Table 3: Latency of one 64-bit block transciphering using PRINCEv2 depending on the
number of parallel threads 7.

Latency (s
Decomposition ney (s)

T= 1 2 4 8 16 32 64
Classical (Pg,5.6) 23.850 12775 7.130 3.596 1.837 1.041 0.697
Original MVB (P5,15.0) 12.050 6.766 3.600 1.887 1.058 0.816 0.802
Ours (w/ shift) (Pg,11.4) 11.514 6.366 3.404 1.773 0.974 0.759 0.748

to v/128 ~ 11.31, for only +3.5% (Ps.11.4)-

Table 3 reports the resulting benchmarks. Both multi-value methods remove many
bootstrappings for only a modest overhead, and both beat the classical baseline up to
32 threads. Ours is consistently faster than the original MVB, by about 6.2% on average,
thanks to its lighter parameters. The gain over the classical baseline is largest with few
threads, about 2x from 1 to 16 threads. With more threads the classical approach catches
up, as its independent bootstrappings can run concurrently.

This is the expected behavior for multi-value bootstrapping, which does not improve
latency on a massively parallel architecture but shines on a limited number of threads.

4.2 Homomorphic Integer Multiplication

Integer encoding and constraints In TFHE-rs [Zam], an unsigned integer of X bits is
decomposed in base v/, with t = 2%, into |—X/2W digits p; < V/t, each encrypted in its
own ciphertext ct; € LWEg’Qt (A ,ui). The base is chosen so that the concatenation of two
digits, i.e., (zlly) ==& -Vt +y, lies in [0, — 1], letting a single bootstrapping evaluate
a function of a pair of digits. A homomorphic integer FheUintX is the tuple of these
ciphertexts, indexed by columns <. Each digit u; occupies only the lower part [[O, Vit — 1]
of the message space, the rest absorbing the growth of leveled operations.

Two constraints govern how many ciphertexts can be summed before bootstrapping.
The arithmetic condition keeps the sum in [[O, t— lﬂ, the first case in Equation (2), which
is the setting of TFHE-rs. With ¢ = 2% and p; < v/t — 1 = 3, up to five ciphertexts can be
summed. The noise condition, established in Section 2.3, bounds by vmax the factor by
which a ciphertext’s noise may grow before bootstrapping. Its impact on performance and
the associated parameter set are given in Table 1. A set {ctj }j of ciphertexts can thus be
summed when

t—1
ﬁ{Ctj }j < ﬁ =5 and Zactj/crbr < Vmax - (10)
B j
arithmetic condition noise condition

At the time of writing, in TFHE-rs, the noise condition is implicitly tied to the arithmetic
condition. Indeed, the parameters used in the multiplication are generated for the small-
est Vmax > 5 (see Equation (6)), so that the noise condition holds when summing any five
ciphertexts with o < op. Section 4.2.2 decouples the two conditions.

Schoolbook multiplication The TFHE-rs homomorphic multiplication follows the school-
book method [BBB'25, Section 3.13.1] in three stages, mapping two FheUintX to an
FheUintX of the same width. Every digit of one operand is multiplied by every digit of the
other, each partial product landing in the column given by the sum of the two positions;
the columns are then folded; and the remaining carries are finally propagated.
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Partial products For every pair of columns j and k encrypting digits x and y, the product
xy exceeds the two-bit range and is split into a low and a high part, each recovered
by its own bootstrapping,

Pis(zlly) =aymod 4,  Pus(zlly) = [zy/4] , (11)
the low part landing in column j + k£ and the high part in column j + k + 1.

Column folding Each column then holds several ciphertexts, whose number must be
reduced iteratively. In TFHE-rs, only the arithmetic condition of Equation (10)
is enforced, since the parameters guarantee that the noise condition holds when
summing any five ciphertexts. Thus, a column is folded five ciphertexts at a time,
each sum being split into a low and a high part by two bootstrappings,

Fis(z) =z mod 4 , Fms(z) = |z/4] , (12)

the low part staying in the current column and the high part being carried to the
next, until no more than five ciphertexts remain.

Carry propagation The resulting digits may still have a non-empty high part. A final
pass propagates the remaining carries. This chain is inherently sequential and,
on a parallel machine, becomes the latency bottleneck, which TFHE-rs resolves in
a logarithmic number of steps with a Hillis-Steele-style parallel prefix [BBB'25,
Section 3.5]. By design, this last stage is not eligible for multi-value bootstrapping,
and it is left unmodified in the sequel.

4.2.1 Naive multi-value bootstrapping substitution

Best multi-value decompositions Both (Pyg, Py,s) and (Fig, Fyys) are pairs of functions
of the same input, so a single multi-value bootstrapping may evaluate each pair at once,
halving the number of bootstrappings in the partial-product and folding stages.

For both pairs, we report in Table 4 the coefficients-norms of the quotients obtained
respectively from the original MVB decomposition [CIM19], and from our decompositions
in Section 3. The best decomposition for (Pis, Pys) is obtained using a shift of (1,0) and
ﬁél’o) = %; likewise, the best decomposition for (Fi, Fps) is obtained

(1,1 1536 1024 512
for the common factor vé g to 4o 41

common factor

Table 4: Coefficients-norms, for each multi-value decomposition, of the function-specific
polynomials wy for functions f € (PlS, Pms) (partial products) and f € (FIS, Fms) (folds).

.. Partial product Fold
Decomposition
Hupms 2 Hupls 2 HU«FmS 2 HuFls 2
Original MVB V8~28 4063 V12~ 35 +1/48~6.9

Ours (w/o shift) V11~ 33 20~45 V522 +12~3.5
Ours (w/ shift) VEa22 20~ 4.5 V1i=10 /8=x238

Naive multi-value bootstrapping substitution We call naive substitution the algorithm
obtained by this replacement alone, i.e., keeping the schedule, the folding rule and, as in
classical multiplication, a single parameter set for the whole algorithm. Since any five
ciphertexts of a column may then be summed, that parameter set must be sized for the
noisiest output, i.e., for vma = 5 - maxy||wy||o with the norms of Table 4. Even using our
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best decomposition, this yields vmax = 5v/20 ~ 22.4, whose associated parameter set P, 22.4
induces a 54.7 % per-PBS overhead over the baseline as per Table 1.

The resulting number of sequential bootstrappings is expected to be roughly halved,®
e.g., from 1604 to 828 for a sequential FheUint64 multiplication, excluding the carry-
propagation stage (cf. Table 5, column T' = 1, rows TFHE-rs and TFHE-rs+MVB). This
saving shrinks as the number of threads grows, since the independent bootstrappings of
the classical multiplication parallelize well while arithmetic dependencies leave threads
idle, and each remaining bootstrapping costs 54.7 % more. In practice, the timings given
in Table 6 on 192 threads show that the naive substitution only brings a throughput gain
from FheUint64 onwards, and a latency speed-up only for FheUint256.

4.2.2 Noise-aware folding

Inherited from TFHE-rs, the naive substitution only checks the arithmetic condition, sizing
the parameters so that any five outputs can be summed. This is wasteful once outputs
carry different noise levels, as the budget is then dictated by the noisiest of them.

Our key idea is to fix a smaller v,y and decouple the noise condition from the arithmetic
condition. Two observations make this workable. First, the noise condition can be checked
exactly and in advance. Call the type of a ciphertext the function among Pg, Py, Fis, Fins
that produced it: its normalized noise standard deviation o /oy is the coeflicients-norm
of the corresponding quotient in Table 4. Second, the schedule is data-independent: the
type of each ciphertext, and hence the composition of every column at every stage, is
fixed by the structure of the computation and not by the encrypted values. The whole
folding schedule can therefore be computed offline, once and for all, and we simulate the
multiplication to select the fastest one.

Folding rules A folding rule selects, among the sets of ciphertexts of a column satisfying
Equation (10), which one to fold next. We consider three greedy options: (i) cheapest max-
imizes the number of ciphertexts folded, breaking ties by smallest total noise, (ii) expensive
maximizes the number of ciphertexts of the noisiest type, then of the second noisiest, and
so on, and (iii) heaviest picks the fold whose total noise comes closest t0 Vmax, breaking
ties by the number of distinct types it contains.

Column scheduling On a machine with T" threads, bootstrappings run in successive ticks,
i.e., rounds of at most T" parallel bootstrappings, and latency is driven by the number of
ticks rather than by the total bootstrapping count. When several columns have folds ready,
the column order decides which ones are scheduled first. It matters both because folding a
column feeds carries into the next one and because a tick holds at most T" bootstrappings.
Again we consider three options: forward starts from the least significant column, backward
from the most significant, and balanced advances all columns together, giving priority to
the lowest-order ones when there are fewer threads than columns, so as to flush carries
upward quickly. Combined with the three folding rules, this gives nine strategies.

Choosing the strategy We search offline, over the budget vma.x and the nine strategies, for
the schedule minimizing the tick count weighted by the per-PBS overhead of Table 1, over
a range of thread counts. The search settles on the heaviest rule with the balanced order
in all cases. The picture is a bit noisier for determining vy depending on the FheUintX
size, the number of threads 7" and the multi-value decomposition norms. However,

o for the original MVB decomposition, the best figures are obtained for vy, = 22.4;

6Not exactly halved, since the classical multiplication with independent bootstrappings avoids computing
the most significant digits beyond the integer size; for such digits, the multi-value bootstrapping is useless.
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Table 5: Total ticks, i.e., rounds of at most 7" parallel bootstrappings (cf. Section 4.2.2),
by thread count T', for the partial-product and column-folding stages of an FheUint64
multiplication, for the two baselines and for noise-aware folding under three strategies.

Total ticks

Strat. Decomposition T— 1 3 12 64 96 192

TFHE-TS (Ps.5.6) 1604 204 136 27 19 11
TFHE-TS +MVB (Py.22.4) 828 108 72 16 11 7
2 Original MVB (Pg,22.4) 904 114 77 17 12 8
]
SZ Ours(w/o shift) (Pe.1as) 944 120 81 18 13 8
£ 8 Ours (w/ shift) (Ps.12.5) 888 112 76 17 12 7
s Original MVB (P 22.4) 964 127 8 19 14 9
§ £ Ours(w/oshift) (P 14s) 1002 131 88 20 14 8
§<  Ours(w/ shift) (P.12.8) 914 119 81 18 13 8
3T Original MVB (Ps,20.4) 1043 136 93 26 18 10
£ Ours(w/oshift) (Pa4s) 1054 135 88 19 13 8
S 8 Ours (w/ shift) (P 12.8) 1013 145 96 20 14 8

o for the log-unit search alone, setting vmax = 14.8 is optimal in most configurations
and, except in a very few cases, stays within 1.5 % of the best budget;

o for the log-unit search combined with LUT shifting, setting vmax = 12.8 is generally
the optimal choice and stays within 2.2 % of the best budget almost everywhere.

In the last two cases, the few outliers are concentrated on small sizes X < 32 and small
number of threads T' < 12. For these combinations, the column heights are relatively small
and the folds are not saturated, so that a smaller v may (marginally) win purely on the
per-PBS overhead acting on the same fold list.

A heuristic explanation is that the best v,a must generally cover self-sustaining folds
that reabsorb their own emissions of (Fs, Fis) ciphertexts while maximizing their number
of partial product entries (P, Pis). For our new decompositions, this corresponds to
(2 Pys + Frus + Fis) folds whose noise is resp. 12.77 and 14.64. For the original MVB; the
key fold is (2 Pys + Pis + Fis + Fis) whose noise is 22.37.

Table 5 reports the resulting tick counts for an FheUint64 multiplication; other widths
behave similarly. TFHE-rs +MVB folds five ciphertexts every time and thus needs the fewest
ticks, but at Py 22.4 each tick costs 54.7 % more than at the baseline P; 5.6, which outweighs
the saving. The original MVB, even with noise-aware folding, still requires vy.x = 22.4;
its outputs are too noisy for the noise condition to buy anything. At 192 threads and
64 bits, this tick count does not compensate the per-PBS overhead, so it is not expected
to beat the classical baseline there. It does so only at larger widths, as confirmed by the
measurements of Section 4.2.3.

4.2.3 Experimental evaluation

We benchmark the three multi-value decompositions, each with the noise-aware folding of
Section 4.2.2, for FheUint widths from 8 to 256 bits. In Table 6, they are labelled Original
MVB, Ours (w/o shift) and Ours w/ shift. Two baselines are included. The first is the
classical multiplication of TFHE-rs. The second is the naive substitution TFHE-rs +MVB
of Section 4.2.1, which uses the same decomposition as Ours w/ shift but the original
TFHE-rs folding. The table reports latency and throughput on 192 threads.



20 Low-Noise Multi-Value Bootstrapping

Table 6: Multiplication benchmarks for different decompositions, for FheUintX with
Xe {8, 16,..., 256}, measured on AWS hpc7a.96xlarge using all 192 threads.

Latency (s)

Decomposition

X= 8 16 32 64 128 256
TFHE-TS (Pg5.6) 0.081 0.118 0.184 0.352 1.040 3.516
TFHE-Ts + MVB (P 22.4) 0.152 0.212 0.280 0.458 1.050 3.072
Original MVB (Pg,22.4) 0.130 0.182 0.249 0443 1.099 3.391
Ours (w/o shift) (Pg14.8) 0.097 0.137 0.191 0.342 0.876 2.672
Ours (w/ shift) (Ps,12.8) 0.094 0.125 0.179 0.299 0.794 2.389
Decomposition Throughput (elem/s)

X= 8 16 32 64 128 256
TFHE-rs (Pg5.6) 285.510  66.947 17.924 4491 1.156  0.290
TFHE-rs +MVB (Pg,22.4) 193.770  49.689  16.164 4.614 1.326  0.355
Original MVB (Pg,22.4) 218.130  46.466  15.505 4.434 1.266  0.335

Ours (w/o shift) (Ps,14.8) 290.340  75.552  21.081 5.517 1.585  0.426
Ours (w/ shift) (P 12.8) 323.470 81.014 22.203 6.145 1.793 0.462

Even with noise-aware folding, the original MVB is slower than the classical baseline
up to 64 bits, in both latency and throughput. It only overtakes at the largest widths,
in throughput from 128 bits and in latency at 256 bits, where the reduced bootstrapping
count outweighs the 54.7 % per-PBS overhead.

Our new decompositions turn this loss into a gain, benefiting from the noise-aware
folding. With the log-unit search alone, throughput improves at every width and latency
from 64 bits. Combining it with LUT shifting further improves throughput at every width,
and improves the baseline latency from 32 bits, reaching 1.47x in latency and 1.59x in
throughput on a FheUint256. Measured against the original MVB, the same combination
is 1.38x to 1.48x faster in latency and 1.38x to 1.74x in throughput, at every width.
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