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Abstract. In this paper, we present a novel power analysis attack targeting a FAL-
coN implementation protected by a masked preimage computation. By analyzing
the ratio between the real and imaginary parts of the public hash polynomial,
we demonstrate that the leakage during the share recombination phase can be
exploited to recover the secret key. We propose two attack variants: a chosen-
message attack, where the adversary controls input messages to force extreme
coeflicient ratios, and a non-chosen-message attack that filters for naturally oc-
curring vulnerable hashes. Through experimental evaluations using the ELMO
leakage simulator for an ARM Cortex-M0 architecture, our experiments achieve
a 98.3% success rate with 4,000 traces. Finally, while a fully masked implemen-
tation of Falcon prevents our attack, we propose a practical countermeasure based
on rejection sampling to avoid the prohibitive computational overhead of a fully
masked Gaussian sampler.
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1 Introduction

Since Shor’s seminal work [29]] on finding the period of a function using large-scale quan-
tum computers, the security of widely used public-key cryptographic schemes such as
RSA [27] and ECC [15]] has been threatened. To prepare for the quantum era, the National
Institute of Standards and Technology (NIST) initiated a standardization process for post-
quantum cryptography (PQC) in 2016 [30]. After a rigorous evaluation process, NIST
announced several winners, including CRYSTALS-Kyber/ML-KEM [28] and HQC [1]]
for key-encapsulation mechanisms (KEM) and CRYSTALS-Dilithium/ML-DSA [19],
FaLcon/FN-DSA [24]], and SPHINCS*/SLH-DSA [14] for digital signatures. ML-KEM,
ML-DSA, and SLH-DSA have been formally standardized, while the standardization of
HQC and FaLrcon is still in progress.

In this work, we focus on FarLcon, which is a lattice-based digital signature scheme
based on the GPV Hash-then-Sign framework [10] and the NTRU lattice [12]. It is
designed to be compact and efficient, yielding signature sizes of approximately 666
bytes and 1280 bytes for NIST security levels 1 and 5, respectively.

Despite its efficiency and security, FALcon has been shown to be vulnerable to side-
channel attacks. These attacks exploit the physical leakage of a cryptographic imple-
mentation, such as the execution time, power consumption, or electromagnetic radiation,
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to recover the secret key. Early works [419123121]] demonstrated that the running time
of FaLcon can be leveraged to break its security. To mitigate this issue, an isochronous
Gaussian distribution sampler [32l13]] was subsequently developed. Regarding power
consumption and electromagnetic radiation, several prior works [[16/11J7l6] show that
the preimage computation in FALcon can leak information about the secret key, while
others [11431118] highlight the vulnerabilities in the subsequent Gaussian distribution
sampling stage. Furthermore, recent studies [25)26] have demonstrated that the key gen-
eration process and the Number Theoretic Transform (NTT) of FaLcon can also leak
secret information through power analysis.

To defend against these power and electromagnetic threats, masking is a widely used
technique that randomizes the intermediate values of a cryptographic implementation to
prevent leakage of information about the secret key. A software masked implementation
of FaLcon was first introduced in [5], which focuses on masking the preimage computa-
tion, and a hardware design was later proposed in [[17]. However, these implementations
protect only the preimage computation and leave the subsequent Gaussian sampling
stage unprotected.

In [2]], masked floating-point floor and inverse functions were developed, which
yields a full masking scheme for FALcon when combined with the work of [5]]. However,
the high overhead of masked floating-point inversion, which requires 55 masked floating-
point additions, renders the full masking scheme of FaLcon impractical. A fully 2-
shared masked FaLcon-512 implementation on their laptop took roughly 3.2 seconds
even without signature rejection, with Gaussian sampling accounting for 99% of the
runtime. Given this high overhead, a hybrid solution that masks only the preimage
computation while leaving Gaussian sampling unmasked offers a substantially lower-
overhead alternative. Still, it remains unclear whether such a hybrid solution is secure
against power analysis attacks.

1.1 Our Contributions

In this paper, we show that this hybrid masking approach is vulnerable to a power
analysis attack. Concretely, we present the following contributions:

— We propose a novel power analysis attack on a FaLcon implementation with a
masked preimage computation. More concretely, we present a chosen-message at-
tack that assumes the attacker can control the input message and knows the random
salt used in hashing it. Our attack can be extended to a non-chosen-message at-
tack, where the attacker cannot control the input message or know the random salt
in advance, by filtering for signatures and power traces that satisfy the conditions
of the chosen-message attack. Our approach builds on the work of [6]; however,
while their attack only works for an implementation where floating-point multipli-
cation is masked, our attack applies to implementations where both floating-point
multiplication and addition are masked.

— We present a theoretical analysis of our attack to guide parameter selection. In
particular, we follow the strategy of [6] to model the distribution of the secret key
and public hashes as continuous distributions.
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— We validate the effectiveness of our attack through experiments on the leakage
simulator ELMO [20]. We present the results of our attack across different param-
eters. Our experiment achieved a success rate of 98.3% using 4,000 traces for the
chosen-message attack, and 96.9% using 298,062 traces for the non-chosen-message
attack.

— We propose a countermeasure against our attack by rejecting the generated hash
polynomial if it qualifies for the chosen-message attack. We provide different trade-
offs between resistance to our attack and the probability of accepting a hash poly-
nomial that does not qualify for the chosen-message attack.

1.2 Organization

The rest of the paper is organized as follows. In Section 2] we provide the necessary
background for introducing our attack, including an overview of FaLcon and the power
analysis attack proposed in [6]. In Section [3] we present our attack in detail. In Section
Al we provide a theoretical analysis of our attack to guide the choice of parameters.
We validate the effectiveness of our attack through simulated experiments using ELMO
in Section [5] Potential countermeasures against our attack are discussed in Section [6]
Finally, we conclude our work and discuss limitations and directions for future research
in Section

2 Preliminaries

2.1 Notation

In this paper, let n = 2% for some integer x € {9, 10}, and let ¢ = 12289 be a prime
number. For a polynomial f(X) € Z[X]/(X™ + 1), we denote its degree-k coeflicient as
flk]; thatis, f(X) = £[0] + f[1]X +---+ f[n — 1]X"~!. We may also represent f as
an n X n matrix, where the i-th row consists of the coefficients of (X’ f mod (X" + 1))
for 0 < i < n. Vector and matrix additions and multiplications naturally map to the
corresponding polynomial operations in the ring Z[ X]/(X" + 1).

2.2 Discrete Gaussian Distribution

For real numbers o > 0 and ¢, the Gaussian function is defined as

(X—C)z)

pO’,C(-x) = eXp (_ 20_2

The discrete Gaussian distribution over integers is defined by its probability mass
function:

Po.c(2)
Yixez Poc(X) .
The parameters o and ¢ represent the standard deviation and the center of the distribution,
respectively.

DZ,o’,c (Z) =
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Let B be an m X m matrix for some integer m. The lattice £(B) generated by B is
the set of vectors
L(B)={zB|zecZ™}.

_lv=el?
202
The discrete Gaussian distribution over a lattice L(B) is defined by the following

probability mass function:

For a center vector ¢ € R™, we analogously define the function p, ¢ (V) = exp (

Poe(W)

D, (W)= ————.
L) ZVE.C(B) Po.c(V)

In FaLcon, each coeflicient of the secret polynomials f and g is drawn from a discrete
Gaussian distribution over integers. Additionally, the signature is a vector drawn from a
discrete Gaussian distribution over a lattice generated by f and g.

2.3 Falcon Signature Scheme

In this section, we briefly recall the FaLcon signature scheme. We refer the reader to
the NIST round-3 FaLcon specification [24] for more details.

FaLcon is based on the GPV signature scheme [[10]] instantiated over NTRU lattices.
In the GPV framework, the public key is a matrix A € Z;X’“, and the secret key is a
small matrix B € Z7™" that forms a basis of the lattice £L(B) = {zB | z € Z"} and
satisfies BAT = 0. The signature is a short vector s such that sSA” = ¢, where c is the
hash of the message. The security of the scheme relies on the hardness of finding a
vector in the lattice £(B) that is exceptionally close to c.

In FaLcon, the secret key consists of four polynomials f, g, F, G € Z,[X] /(X" +1).
Each coefficient of f and g is drawn from a discrete Gaussian distribution DZJ,{ 72105

where 0(f 4y = 1.174/q/2n. The polynomials F' and G are computed such that they
satisfy the NTRU equation:

fG—gF=q (mod X" +1).

The public key is the polynomial 2 = gf~! mod (X" + 1, g). We also represent the
public key and the secret key in matrix form as follows:

A=[1]n]. B:[%’%].

To sign a message, we first compute the hash polynomial of the message ¢ =
H(rllm) € Z,[X]/(X™ + 1) using a hash function H, where r is a random salt. Next, we
compute the preimage vector t such that tB = ¢ := (¢, 0):

t=cB™' =(c,0)xB".

In order to compute t efficiently, FaLcon applies the fast Fourier transform to ¢, f,
and F to evaluate t in the FFT domain, which we describe in Section [2.4] The fast
Fourier nearest plane algorithm [§] is then applied to find an integer vector z such that
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zB follows the discrete Gaussian distribution D £ (), for some parameter o. The
signature is s = (t — z)B = ¢ — zB. To minimize the signature size, the final output
consists of the salt r and only the second polynomial component s, of s. To verify the
signature, the verifier recovers ¢ = H(r||m) and s; by s + s2/h = ¢ and checks that s is
short.

The full signing algorithm Sign is given in Algorithm[I} Note that the secret key sk
includes the matrix B and a FaLcon tree T, which is utilized in the fast Fourier nearest
plane algorithm.

Algorithm 1 Sign [24]

input: A message m, a secret key sk, and bound | %]
output: Signature sig of m
1: r s {0,1}30
2 ¢ « H(r||m)
Tt (—éFFT(c) O FFT(F), éFFT(c) o} FFT(f)) > preimage computation
do
do
z « ffSampling(t, T) > fast Fourier nearest plane algorithm
s— (t-z)B > B is the fast Fourier transform of B
while [|s|*> > [ 5°]
9: (s1,52) « InvFFT(s)
10: s « Compress(ss)
11: whiles = L
12: sig « (r,8)
13: return sig

i A A T

2.4 Fast Fourier Transform

To sign a message efficiently, FaLcon applies the fast Fourier transform to compute the

preimage t and executes the fast Fourier nearest plane algorithm. Let €,, be the set of

in(2k+1)
n

all complex roots {exp ( | 0 < k <njof X" + 1, the fast Fourier transform of

a polynomial f of degree n — 1 is defined as

F=FFT(f) = (f(&))¢eq,-

Note that the k-th coefficient is given by:

N N in-(2k+1)-m
k1= 3 s exp(—n )

We say f is in the coefficient domain and f is in the FFT domain.
Polynomial additions and multiplications in the coefficient domain can be efficiently
computed by performing the corresponding pointwise operations on each complex
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coefficient in the FFT domain. That is, for two polynomials ¢ and f, we have
FFT(c+f)=¢+f, FFT(c-f)=¢of,

where © denotes the pointwise multiplication of two vectors. To transform a polynomial
f in the FFT domain back to the coefficient domain, we apply the inverse fast Fourier
transform (invFFT):

n-1 .
£ IFET(), £l = 5 ) o exp 2K,
m=0

n

When the coefficients of f are real numbers, which is the case in FaLcon, observe
that:

n—1 .
R in-Q2n-1-k)+1)-m
fln-1-k = f[m]exp( a )
;6

n

) "Z‘i Fim] exp (—iﬂm(Zk + 1))
m=0

n

= f1kl,
where f[k] is the complex conjugate of f[k]. Therefore, the second half of the coeffi-
cients of f can be derived from the first half. Consequently, to recover the full vector f
and subsequently £, it suffices to recover only the first half of its coefficients.

2.5 Floating-Point Numbers and Operations

Implementing FaLcon requires performing multiplications and additions over the com-
plex field. A complex number a = a; + a,i is represented by two floating-point numbers
a and ay, corresponding to its real and imaginary parts. To ensure sufficient precision,
FarLcon follows the IEEE-754 standard and uses 64-bit floating-point numbers, each
of which is composed of a 1-bit sign, an 11-bit exponent, and a 53-bit mantissa with
a leading 1 implicit in storage. The exponent is biased by adding 1023 to simplify
floating-point comparisons. We follow [5] to represent a 64-bit floating-point number
x as a tuple (s,e,m), where s € {0,1}, e € [0,211), and m € [252,253) are three
non-negative integers, and the numerical value of x is given by

X = (_1)s . 2e71023 3 (m . 2752)'

The detailed algorithms for floating-point multiplication and addition are omitted, as
they are not related to our primary focus. We refer the reader to [3]] for a comprehensive
description of these operations.

2.6 Previous Attack on Floating-Point Product

We recall the power analysis attack on FaLcon proposed by Chen et al. [6], which forms
the foundation of our work. The authors target an implementation where the floating-
point multiplications are masked while additions remain unmasked. This specific threat
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model is considered motivated by the severe performance overhead of masking floating-
point additions. Let ¢ and f be the public hash and the secret polynomial, respectively,
and let ¢ and f be their FFT representations. The preimage computation in FALcON
involves evaluating the pointwise complex multiplication ¢ - f in the FFT domain; that
is,
(G10fi-&0h) + (610 h+é0 hH)

where ¢; and ¢ denote the real and imaginary parts of ¢, and f; and f> denote the
real and imaginary parts of f. Because floating-point addition is left unmasked, the
implementation must eventually recombine the shares of the following four intermediate
floating-point products for each coefficient index k:

eilk] - ALk, éalk] - Alkl, éilk] - ALkl éalk] - filk].

Since c is public, an adversary can conduct Correlation Power Analysis (CPA) [3]] on
the recombination of these products. More concretely, let (sc, e, m.) and (s¢,ef,my)
denote the two operands (i.e., &1 [k] or é:[k], and £, [k] or f>[k], respectively), and let
(s, e, m) represent their floating-point product. The attack sequentially recovers the sign
bit, mantissa, and exponent of fi[k] or f[k] using the following relations, which hold
with high probability:

S=S8cDsr
e=ec.+er+ ]lm(.mezzlo»‘
105:105-h]
106:106—h]

if me xmy <2105

i 153:53-h1 _ {(mc xmy)!
2105

(m¢ % mf)[ ifmexmype >

Here, the superscript [i : j] indicates the bit range from i to j, inclusive, with the least
significant bit (LSB) indexed as 1. Building on the techniques of [[11]], this attack targets
only the first 4 + 1 most significant bits of the mantissa (including the implicit leading
1), where & is a tunable parameter that influences the success rate and efficiency of
the attack. The authors demonstrated that recovering 7 + 1 = 12 bits of the mantissa
is sufficient to reconstruct the full secret coefficients in the coefficient domain with
overwhelming probability.

Moreover, they showed that the exponents of f] [k] and f>[k] are highly concentrated
around a few specific values. We recall the probabilities for each exponent observed by
Chen et al. in Table [I| Based on this distribution and the union-bound analysis of
[6], restricting the attack to exponents within [1016, 1031] covers all exponents with
probability over 95% for n = 512 and over 90% for n = 1024. Furthermore, the authors
demonstrated that targeting exponents outside this narrow range significantly increases
the number of power traces required for the attack.

3 Proposed Attack

3.1 Threat Model

We assume a threat model similar to that of [6], where the adversary can record the power
traces of a device running FALcon with an unknown secret key and observe the result-
ing signatures. However, unlike their target implementation where only floating-point
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Table 1: Occurrence probability (%) of exponents of FALcoN’s secret key f after the
fast Fourier transform examined in [6]].

Exponent <1013 1013 1014 1015 1016 1017 1018
Probability  0.001 0.001 0.002 0.004 0.009 0.019 0.038

Exponent 1019 1020 1021 1022 1023 1024 1025
Probability 0.076 0.153 0.307 0.615 1.230 2.457 4.899

Exponent 1026 1027 1028 1029 1030 1031 >1031
Probability 9.669 18342 29.800 27.529 4.832 0.007 3-10712

multiplications are masked, we assume the device executes a fully masked preimage
computation that encompasses both multiplication and addition, such as the masking
scheme in [5]. Our attack targets the recombination of shares after the preimage com-
putation. Since no practically efficient masking scheme for the subsequent Gaussian
sampling stage currently exists, such share recombination step is necessary.

We consider two variants: a chosen-message attack and a non-chosen-message attack.
For the chosen-message attack, we assume that the adversary can control the input
message and knows the random salt used during the signature generation. This may
occur when the randomness is generated beforehand or derived from a counter or a
pseudo-random number generator (PRNG) with a known state. More generally, the salt
may be exposed through compromised PRNG states, random buffers, or auxiliary side-
channel information. We emphasize that this represents an auxiliary-information setting
rather than the standard FaLcoN signing interface.

For the non-chosen-message attack, we assume the adversary can only record power
traces of the signing process without controlling the input message or knowing the
randomness beforehand. In this scenario, the adversary filters the collected traces to
isolate those that inadvertently satisfy the chosen-message conditions described below
and then applies the chosen-message attack.

3.2 Attack Overview

We detail the chosen-message attack. As noted, the non-chosen-message attack is a direct
extension derived by filtering for power traces corresponding to hashes that satisfy the
chosen-message criteria. Naturally, this filtering approach requires a significantly larger
number of power traces. We estimate the required trace count for the non-chosen-message
attack theoretically in Section[d]and experimentally in Section 5] .

Let c and f be the public hash and the secret polynomial, respectively, and let ¢ and f
be their FFT representations. The preimage computation in FALcoN involves evaluating
the pointwise complex multiplication ¢ - f in the FFT domain; that is,

f1=¢10fA—-60 fo,
h=¢10fH+60 fi.
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Our attack exploits the following observation. Let B > 1 and D > B be two integers.
For each coefficient index k € {0,1,...,n—1}:

: |fik]] [¢1[K]] 1
— Assuming that Ifl[k]\ < B and c 71 < pewe have

A

ALK < 111K - AilK] ]+ |alk] - ALk < (1 + g) E21K] - Ak,
ALK = =Ié1[K] - ALK+ 16K - AIK]| > (1 - g) E2[K] - LK.
I+ oLk11. Since ¢4 k]« filK]| < |ez[K]-

[k
(k] - /2 LK)

1l > D, we have

Therefore, |1 [k]| is within (
A1, #1[k] is within ( By,

_ : LAlkll o 1
Assuming that 1A > 5 an d

S’ A @|m

) 122
=6
Ll

ey
v

AKT] < 1o (k] - AN+ 1ea0K] - (k1) < (1 + %) 61 [K] - ALK

LK1 2 [e1[k] - ALk = 1é2k] - ALk > (1 - %) ler[k] - AiLK]I-

Therefore, |7 [k]| is within (1 + £) |c1 k] - fi[k]|. Since |&2[k] - fo[k]| < |é1[k] -
ALK, 1 (k] is within (1% 8) - (é1[k] - /i [k])
— Similarly, assuming that }ff“{ < Band g > D, ho[k] is within (1= 5) -

(e1[k] - LKD)

— Similarly, assuming that
(E2[k] - filkD).

Assuming D is sufficiently large and B is sufficiently small, we can adapt the attack
LA LK]I
AR

[ 5. B]. one term in the complex multiplication dominates. We can thus approximate

the intermediate values as follows:

UKL 1 and {2 < L #[k] is within (1

| 2LK]]

) .

Ol

methodology of [6]]. Specifically, for coefficient indices k where the ratio

- If 2 ]/: < %, we approximate 71 [k] as —¢2[k] - f>[k] and recover f>[k].
- If Z; z > D, we approximate 7, [k] as ¢; [k] - f1[k] and recover fi[k].
- If 2 i > D, we approximate 7> [k] as é;[k] - f2[k] and recover f>[k].
- If 2 ]12 < %, we approximate 7> [k] as ¢, [k] - f1[k] and recover fi[k].

3.3 Parameter Selection

The precision of our approximation heavily relies on the ratio D With a small B , the
value 71 [k] or £, [k] closely approximates —¢ [k] - fa[k], ¢é1[k] - filk], é1[k] - f2[ [,
or é>[k] - fi[k], allowing us to recover f)[k] or f>[k] with high probability.

A naive strategy is to find B such that the condition % € | 4. B] holds for all
2

indices k € {0,1,...,n — 1}. We would then select a D such that % is sufficiently
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small for our desired precision, and search for messages and random salts that yield
ig{’;” < l or }Z‘{i” > D. However, since D scales proportionally with B, finding
a valid message salt pair with a large D is computationally prohibitive. For example,

applying Theorem [I] in Section [] with the union bound for n = 512, we have to set

= 1087 to ensure that :]{‘}g: € [ ] holds for all £ with a probability of at least

70%. This would require D > 17392 to achieve £ 5 <27 4 By Theoremlm Sectlon@
the probability that an index k satisfies |°‘[lljﬂ < % or I;}i” > D is around 7 - 1075,

Consequently, an attacker would need to run 7 - 107 trials on average just to find 100
message-salt pairs satisfying the necessary condition on ¢é.
To avoid the bottleneck of a large D, we relax our conditions: we select a smaller

B such that :? k]l ¢ [ . ] holds for most indices k, and treat the outliers differently.
2

(k1
Specifically, for indices where :; 1[ Il

compared to the other, and we recover the large part while ignoring the small part. That
is:

¢ [ 5 B] one part of the secret is rather small

If :;‘{g: é then :ﬂ—g: < B in particular. Therefore, we can still recover
2 2
frlk] from 7, [k] (if Ig i“ +) or from 7, [k] (if 13 |Cl > D). We then simply

approximate f11k] to be 0.

e LALKI ALK o 1
It 2y > B then Ifz[kll > B
)

filk] from 7, [k] 1f(|c] IIEH > D) or from i [k] (if {7
approximate f>[k] to be 0.

in particular. Therefore, we can still recover

|C]

< —) We then simply

In Table 2] we show the empirical probability that we fail to recover the exact secret
polynomials in the coefficient domain using our approximation strategy. To evaluate this,
we generated 10° samples of f, computed f = FFT(f), and defined the approximation
fof f using B = 11 by the following equation:

. ALkl ALK > BlAk]
F'Uk] = Alklis 1ALk > BIATK] - )]
fIk], otherwise

Next, for each index k, we retained only the % + 1 most significant bits of the mantissa of
f”[k] and set the rest of the bits to 0, according to the strategy outlined in [1116]. Finally,
we applied the inverse fast Fourier transform of the approximated f” and rounded it to
the nearest integer.

Our experiments indicate that setting B = 11 and / = dﬂ yields an overwhelming
success probability for both n = 512 and 1024. However, we note that the selection of A
also depends on multiple practical factors, such as the precision of the recovered man-
tissa, as discussed in [6| Section 3.3]. In our experiments in Section[5} we empirically set
B =11 and & = 10 to ensure a negligible probability of recovery failure, accommodate
higher noise levels in the traces, and permit more aggressive mantissa approximations.

1 While the theoretical bound in [6] suggests i > 11, our empirical observations show this bound
to be conservative.
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Table 2: The empirical probability of successful recovery for different values of 4. The
probability is estimated by generating 10° samples of f and applying the approximation
of Equation (I)) with B = 11 followed by only retaining the & + 1 most significant bits
of mantissa.

h 3 4 5 6 7 8

n=>512 0.014%  94.676%  99.992%  100.000% 100.000% 100.000%
n=1024 28.446% 99.997% 100.000% 100.000% 100.000% 100.000%

3.4 Recovery of Exponents

The approximation strategy described above only recovers the sign bits and mantissas
of fi[k] and f>[k] effectively. This is because the hashes ¢; [k] and ¢, [k] on condition
that |é1[k]| > D|éy[k]| or |é2[k]| > D|é1[k]| are very large and lack sufficient variance
in their exponents to facilitate a reliable CPA.

Let (sq,m) and (s2, m») denote the recovered sign bits and mantissas of f)[k] and
f>[k], respectively. To recover the exponents of f;[k] and f>[k], we record an additional
set of power traces using random unfiltered hashes; that is, without restrictions on the
message-salt pairs. We then perform a search over all possible pairs (e, e2) of both
exponents of fi[k] and f>[k] by calculating the hypothetical Hamming weights of the
recombined shares for the two intermediate values:

(S¢ys€cpsmey) - (S1,e1,m1) = (S¢,y, €y, Mey) - (S2, €2, M2)

(sclaecl,mcl) : (S25 ez,mz) + (scz9662’m6‘2) : (Sl,€],m])

Here, (s¢,, €c,» mc,) and (sc,, ec,, M, ) are the known sign bits, exponents, and mantissas
of the public ¢,[k] and é,[k]. We select the exponent pair that yields the maximum
correlation between these modeled Hamming weights and the recorded power traces. As
established in [6], exponents fall within the range [1016, 1031] with a probability of at
least 99.9%. Therefore, we only need to enumerate among 16> = 256 pairs of exponents
for each index.

In Section we demonstrate that f,[k] and f>[k] are statistically independent, and
their joint probability is approximately given by

n
)’ O =0{fg} 75 @)

202

1
P(x,y) = Sy - ex

x%+y?
o ;
One can exploit this information to further optimize the recovery of exponents. For
instance, it is highly improbable that f;[k] and f>[k] would both have small (< 1020)
or large (> 1030) exponents simultaneously as suggested by Table I} If multiple pairs
of exponents yield similar high correlation values in CPA, the attacker can pick the
pair with the largest probability. In our experimental evaluation in Section [5 we first
isolate a candidate set of exponents by identifying the maximum successive difference
among the sorted correlation values. From this filtered set, we select the pair with the
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highest theoretical probability. While this specific heuristic yielded a high success rate
in our experiments, the exact method for integrating the joint probability is flexible and
depends on the trace quality and the attacker’s precise knowledge about the leakage
model.

3.5 Recovery of Sign Bits of Small Coefficients

We note that for coefficients ¢[ k] with small indices k, the value |é;[ k]| is significantly
larger thanicl [k]| with high probability. As demonstrated in the proof of Theorem 2]

in Section 4| the expected value of ¢é;[k] is T = 6,144, whereas the expected value

M) For example, when k = 0, the expected value of |¢,[0]|

of &, [k] is qzl cot
is around 2,002,626, which leads to a negligible probability of finding a hash where
|¢1[0]] > D|é,[0]]| for alarge D, or where ¢, [0] < 0. Practically, this means we cannot
recover the sign bits of f,[0] or f>[0] because all the public hash components we use
in the attack (i.e., only ¢;[0] and no ¢;[0]) will be positive, providing no information
about the sign bits of the secret.

Since this issue only affects a few small indices, we can mitigate it by simply
enumerating the missing sign bits for these coefficients. For instance, at k = 8, the
expected value of |¢,[8]| drops to approximately 117,695, and the probability that
|¢1[8]] > D|é>[8]] is no longer negligible, allowing the standard recovery method to
succeed.

3.6 Summary

Our complete attack proceeds as follows. We pick the parameters B = 11, D = B- 64 =
704, and h = 10. We emphasize that the choice of D depends on the trace quality and
the computational resources of the attacker. A smaller D would allow us to find more
valid message-salt pairs but reduce the precision of the approximation. Similarly, the
choice of & also depends on the power traces and impacts the probability of recovery
failure in the coefficient domain.

Let Np be the number of power traces used for recovering the sign bits and mantissas
for each index, and let N, be the number of unfiltered traces used to recover the exponents.

Preparation We assume the chosen-message threat model, where the adversary can
control the input message and know the random salt of the target device. For each
index k € {0,1,...,%2 — 1 we find Np message-salt pairs satisfying % < % or

% > D. We then record power traces of running FALcon using these specific pairs

and the unknown secret key Let T\ and T2 denote the sets of power traces corresponding
to the conditions }2 Hﬁ” and |; ke D, respectively. We also record N, power

traces using random message salt pairs without filtering. Let T, denote this set of traces.

2 Recall that the second half of coefficients can be derived from the complex conjugates of the
first half.
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Attack For each index k € {0,1,...,5 — 1}, we apply the attack of [6] to the power
traces collected in the preparation step. Let 71 [k] = é1[k] - fi[k] — é2[k] - f>[k] and
2[k] = e1[k] - falk] + é2[k] - fi[k] be the unmasked floating-point values after the
recombination of shares.

— To recover fi[k], we approximate 7, [k] as ¢;[k] - fi[k] and use the trace set T»;
we also approximate 7,[k] as & [k] - fi[k] and use the trace set T;. We extract the
sign bit and mantissa suggested by the maximum correlation between the two, and
let this maximum correlation value be p;.

— To recover f>[k], we approximate 7| [k] as —¢,[k] - f>[k] and use the trace set T};
we also approximate 7, [k] as ¢, [k] - f>[k] and use the trace set T>. We extract the
sign bit and mantissa suggested by the maximum correlation between the two, and
let this maximum correlation value be p5.

If either correlation p; or p, exceeds a predefined empirical threshold, we accept the
recovered values; otherwise, we assume the corresponding real or imaginary part is
insignificant compared to the other part and approximate it as 0.

Next, we recover the exponents of f][k] and f>[k] by enumerating over all possible
pairs of exponents within [1016, 1031] x [1016, 1031] and selecting the pair that yields
the maximum correlation with the unfiltered traces in 7. Note that during this stage,
we compute the hypothetical values using the sign bits and mantissas recovered in the
previous step. If the real or imaginary part of the coefficient was previously rejected
and set to 0, we only run the exponent search of the other part over [1016, 1031]. As
noted, the joint probability in Equation (2)) can also be leveraged to further optimize the
recovery.

We repeat the entire process for all indices k € {0,..., 5 — 1} to recover f1 and f.
We then apply the inverse fast Fourier transform and round the coefficients to the nearest
integers to reconstruct f in the coefficient domain. Note that the secret polynomial g can
be recovered from f and the public key #, and F and G can be recovered from f and g
subsequently. If f or g is not a small polynomial, we brute-force the missing sign bits
for small indices k < 8, as outlined in Section [3.5] until we find the correct f and g.

4 Theoretical Analysis

Let f be the FaLcon secret polynomial, and let f = FFT(f) = f| + f»i, where f)
and f> are the real and the imaginary parts of f, respectively. Let ¢ be the public hash
polynomial, and let ¢ = FFT(c) = é; + é3i, where ¢ and &, are the real and the
imaginary parts of ¢, respectively. In this section, we provide a theoretical analysis of
the parameters used in our attack. Specifically, we show the following results:

- Theoremgives the probability that | £, [k]] > B|f2[k]| or |f2[k]] > B|fi[k]| for
each index k. This suggests that applying a large B intended to satisfy the ratio
condition across all coefficients is impractical. This formally justifies our strategy
of approximating the smaller real or imaginary part of f[k] to be 0 when one part
is significantly larger than the other.
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— Theorem 2] gives the probability that |¢,[k]| > D|é>[k]| or |é,[k]| > D|¢é; [k]] for
each index k. This allows us to estimate the complexity in the preparation step of
our chosen message attack to find effective hashes c.

Following the approach in [6], our analysis approximates the discrete distributions
of fi[k] and f,[k] for each index k using continuous Gaussian distributions. That is,
we assume

AL~ N(O.0), Akl ~ N (0, o),
where 0 = 07(r ¢} - V1/2 = 0.585 - /g.
Lemma 1. For each index k, the distributions of f\[k] and f>[k] are independent.

Proof. Recall the fast Fourier transform of f is defined as

n-1 -1
itk = 3 rtm]-cos (TEEDR) gk - 3, sn) T2 D).

m=0

By the bilinearity of covariance, we have

Cov[fi[k]. falk Z Cov[ f[mil. f[ma]] cos

n
mi,np= =0

(ﬂ(2k + Dmy ) sin (7r(2k + l)mg)
— —.

For each index m| # my, f[m] and f[m;] are independent and Cov[ f[m], f[m2]] =
0. Therefore, the above formula is reduced to

n-1
ZVar(f[m])cos(M)sm(M)
m=0

n
{fg} Z (27r(2k+ l)m) 0.

Since f1[k] and f>[k] are jointly Gaussian, they are independent if their covariance is
zZero.
O

Theorem 1. Given an integer B > 1. For each index k, the probability that | fi[k]| >
Bl f2[k]| or | f2[k]| > Bl fi[k]| is roughly % . arctan(%).

Proof. Leto = o(f 4)-\n/2.By Lemma the density function of the joint distribution
of f1[k] and f>[k] is

1 X2 +y?
Plxy) = g2 P (_ 202 ) '

The probability that |/, [k]| > B|f2[k]]| is

1 2 2
// P(x, y)dxdy = 2// exp (—x +2y )dxdy.
|x|>Bly| 2rn0* JJ|xI>Blyl 20
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We change the Cartesian coordinates to the polar coordinates. Let x = rcosé and
y = rsind. Also, let @ = arctan(%). The condition |x| > B|y| is equivalent to 6 €
[-a,a] U [r — a, 7 + a]. We only consider the case 6 € [—a, a] since the other case is
symmetric. Therefore, we have

// P(x,y)dxdy = 5 / / exp (——) rdrd6
|x|>Bly| 2rna 0
_ 2 d@/ r-ex _r_ dr
" no? P\722

2a . r?
=== —wd -

- /0 exp(-wdu (u= 5 )

2 2
=_a.r(1)=_a’

/s T

where [ is the Gamma function. Similarly, the probability that | 2[k]| > BIfi[k]] is
also < Therefore, the probability that |fi[k]] > Blf2[k]] or | A[k]| > Blfi[k]| is 4—”

O

To validate the continuous Gaussian approximation, we sampled 10,000 FarLcon
secret polynomials f and compared the empirical probabilities with the theoretical
estimates. They closely agree, with a relative error of at most 4% for all tested values of
B <2048.

By Theorem |1} we can upper bound the probability that there exists an index k
such that |fi[k]| > BlA[k]| or |A[k]| > Blfi[k]| by % - 2 - arctan(4). Note that
we only evaluate half of the coefficients since the other half are simply their complex
conjugates. For example, when n = 512, the probability of encountering an index k
such that |fi[k]| > 1087|f2[k]| or | /2[k]| > 1087|f1[k]| is bounded above by 0.3.
As we describe in Section [3] setting B = 1087 leads to a correspondingly large D and
impractical complexity in the preparation step of our attack. Therefore, we adopt the
approximation strategy by ignoring the real or imaginary part of f[k] whenever the
ratio between them is heavily skewed.

Next, we estimate the probability about public hash ¢. We assume each coefficient
of ¢ is uniformly distributed over [0, g).

Lemma 2. For each index k, the covariance of ¢1[k] and ¢;[k] is O.

Proof. By the bilinearity of covariance, we have

n-1

Cov[é1[k], é2[k]] = Z Cov[c[ml],c[mz]]cos(

my,my=0

72k + 1)m1) in (n(2k + 1)m2)
- .

n
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For eachindex m| # my, c[m] and c¢[m;] are independent and Cov|[c[m ], c[m2]] = 0.
Therefore, the above formula is reduced to

n—1
Z Var(c[m]) cos (ﬂ(Zk; l)m) sin (n(zk: l)m)

_ 4 1”21 , (27r(2k+1)m)

0.

O

Theorem 2. Given an integer D > 1. For each index k, the probability that |¢1[k]| >
D|é[k]| or |é2[k]| > D|é1[k]| is roughly

¢p(,u1’/~l2) + ¢p (= ,Up ,Uz) + ¢p(#1 ,,Uz) + ¢p(_ﬂ’1/’ _,U’z’),

where ¢, is the cumulative distribution function of the bivariate Gaussian distribution

with mean 0, variance 1, and covariance p = gz, and
<l _p. —cot(—”%];”)) qT_1+D-qT_lcot(—”(22’;+l))
/_1’1 = n( 2_1) 5 /,1/2 = n( 2_1) >
L= (1+D?) =5 (1+ D?)
g-1 7(2k+1) g-1 g-1 t(2k+1) g-1
., TCOt( o )_D'T . TCOt( o )+D'T
My = N My =

[n(g>-1) —1)(1 + D?) ["(q 1)(1 +D2)

Proof. Fix the index k. We consider the bivariate random variable (¢;[k], é2[k]).
By the multivariate central limit theorem, the distribution of (¢;[k], é2[k]) can be
approximated by a bivariate Gaussian distribution. Since the covariance of ¢;[k] and
é2[k]isOby Lemma the bivariate Gaussian distribution is reduced to two independent
Gaussian distributions:

ekl ~ N(p1,02),  &[k] ~ N(ua, 02),

where
n—1
2k +1 2k +1
o2 = Var[c[m]] cos® (ﬂ( hl )m) ZVar [m]]s (u)
m=0
_n(g®-1)
24 ’
and
g-1"3  (7Qk+Dm _gq-1 1S ﬂ(2k+l)m
Uy = —— ) cos| ———|, Zsm
2 n 2
m=0 m=0
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Let6 = @ We have 22’1‘210 exp(ifm) = l—exp(ifn) _

2
1-exp(i @) I-exp(if) * Moreover,

1 1+1 sin 0 1+i "
—— =+ - ——=—+—cot|=].
l—exp(if) 2 21-cosf 2 2 2

Therefore, by matching the real and imaginary parts, we obtain:

qg-1 qg-1 n(2k + 1)
= —, = t .
M1 ) M2 2 co ( n

Now, let X = ¢ [k] andY = é;,[k]. We first compute the probability that | X| > D|Y]|,
or equivalently, X — DY > 0OAX+ DY >0or X -DY < 0OAX + DY < 0. Let
Z1 =X — DY and Z; = X + DY. The joint distribution of Z; and Z, is also a bivariate
Gaussian distribution. We have

E[Zi] = u1 —Duz, E[Z2] = u1 +Dus
Var[Z;] = Var[Z,] = Var[X] + D*Var[Y] = (1 + D?*)o2,
Cov[Zy, Z] = Var(X) — D*Var(Y) = (1 - D*)o?

Our goal is to compute Pr[Z; > 0 A Z; > 0] + Pr[Z; < 0 A Z; < 0]. By standardizing
Zy and Z,, we define Z| = ZZElZd ang 77 = 22ElZ] The joint distribution of Z{ and

Var[Z; ] 2 A/ Var[Z;]

Zé is a bivariate Gaussian distribution with mean 0, variance 1, and covariance

Cov[Zi, 7] 1-D?
p = = .
y/Var[Z,] - Var[Z,] 1+ D?
r _ _E[Z] r _ _ElZ)]
Define ] = A and y = Ny We have

Pr[Zy > 0N Zy > 0] =Pr[Z] > —py ANZ) > )] = Pr[Z] < uj AZ] < p]
Pr[Z) <OAZy <0] =Pr[Z] < —p} A Z) < —p15]

Let ¢, be the cumulative distribution function of the bivariate Gaussian distribution
with mean 0, variance 1, and covariance p. The desired probability is ¢, (u], 1) +

Gp (=} —H3)-
Following the same analysis, we can also compute the probability that |Y| > D|X]|.
= _Dm oo _fatDm ili ;
Let uf = I and uf = (iphal The probability that |Y| > D|X] is

Gp(uys 1Y) + ¢p(—uy, —uf). Note that the two events |X| > DI|Y| and |Y| > DIX|
are mutually exclusive because D > 1.
O

We similarly evaluated Theorem [2| over 100,000 randomly generated hash polyno-
mials. The empirical probabilities closely match the theoretical estimates, with a relative
error of at most 10% for D < 176 and 20% for D < 704 across all coefficients. For larger
D, the relative error increases as the event |¢1[k]| > D|é[k]| or |éx2[k]| > D|é1[k]|
becomes extremely rare, resulting in fewer observations among the sampled polynomi-
als.
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Fig. 1: Logarithm of probability that |¢)[k]| > D|é;[k]| or |é2[k]| > D|é1[k]]| (top),
probability that |é[k]| > D|é[k]| (bottom left), and probability that |&x[k]] >
D|é;[k]| (bottom right) for each coefficient index k& when n = 512 and D €
11-{2,4,...,64}.

Note that the probability established in Theorem [2] varies for different indices k.
Moreover, we can split the probability into two disjoint cases:

p12(n, D, k) := ¢p (), 1) + ¢p(—p}, —15) = Pr[|é1[k]| > D&y [k]]],
p21(n, D, k) := ¢p (), 1) + dp(—p), —p1y) = Pr[|é2[k]| > D¢ [k]]].

In Fig.[1] we plot the total probability that |¢; [k]| > D|é2[k]| or |é2[k]| > D|é;[k]|
(i.e., p12(n, D, k) + p21(n, D, k)), as well as the probabilities for |¢1[k]| > D|é[k]|
(i.e., p12(n, D, k)) and |é3[ k]| > D|é[k]| G.e., p21(n, D, k)), for each index k when
n = 512. These plots are generated for D € B - {2,4,...,64}, with B fixed to 11. As
illustrated in the first subfigure, all probability curves are strictly above 27! across all
coefficients. Consequently, one can discover an effective ¢ in fewer than 2'° randomly
generated trials on average. However, the second subfigure reveals that the probability
p12, where |¢1[k]| > D|é;[k]|, is extremely small for indices k < 8. Therefore, it
is computationally infeasible to find an effective ¢ such that || [k]| > D|é[k]| for
these specific indices, which justifies the need for enumerating the sign bits for them, as
described in Section

While we only present the results for n = 512, we note that the distributions for
n = 1024 exhibit very similar behavior.
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S Experimental Evaluations

To validate the effectiveness of our proposed attack, we implemented the masked preim-
age computation of Farcon in [5] in CE] Specifically, we implemented the masked
complex multiplication using the masked floating-point multiplications and additions
over two shares and recombined the shares of the output complex products. We compiled
the program using arm-none-eabi-gcc 10.3.1 and utilized ELMO [20] to record
the power traces of the above process. ELMO is a cycle-accurate leakage simulator
that estimates the instruction-level power consumption of an ARM Cortex-MO proces-
sor. It is widely utilized in the literature and has previously been employed to evaluate
side-channel vulnerabilities in the standardized post-quantum digital signature scheme
ML-DSA [22].

Throughout this section, we fix the parameters B = 11 and 7 = 10. We conducted
our experiments for n = 512, while the attack results for n = 1024 are similar since
the theoretical distributions of the coefficients in the FFT domain remain the same
(filk], f2[k] ~ N(0,0.585 - \/9)) based on our analysis in Section@ Because the trace
filtering process of the polynomials ¢ for the non-chosen-message attack depends on the
degree n, we also present the estimated number of traces for n = 1024 in that scenario.

For each experiment, we randomly generated a secret polynomial f using the sampler
algorithm specified in [24]]. We picked D € B - {4,16,64} and generated random
polynomials ¢ whose coefficients were uniformly distributed in [0, ¢). Each candidate ¢
was then evaluated to check whether |é1[k]| > D - |é2[k]| or |é2[k]| > D - |é,[k]| held
for each index k. The generation process continued until we accumulated Np qualifying
polynomials for all the coefficients. We also generated N, random polynomials ¢ used
for the exponent recovery. We then executed the masked complex multiplication for each
generated polynomial and the secret key and collected the power traces using ELMO.
Finally, we applied the attack in Section[3]to sequentially recover the sign bits, mantissas,
and exponents for each coeflicient.

To leverage the joint probability distribution of the real and imaginary parts during
the exponent recovery, we employed the following heuristic. First, we identified the
top five candidate exponent pairs that yielded the highest correlation values during the
CPA. Next, we applied a maximum successive difference strategy to find the largest
gap between the sorted correlation values. Finally, among the candidate pairs whose
correlation scores fell above this gap, we determined the recovered exponents by selecting
the pair with the highest theoretical joint probability (Equation [2).

For an index k > 8, we define a coefficient fi[k] or f>[k] to be successfully
recovered by the following:

€ [%, B], both the sign bits and exponents must be correctly recovered,

— If Lkl
|2 [K]]
and the relative error of the recovered mantissas must be strictly less than 273, As

demonstrated in Table[2] this guarantees an overwhelming probability of a complete
recovery in the coefficient domain.

30ur source code is publicly available at https:/github.com/kengyuchen/
masked-falcon-power-analysis|


https://github.com/kengyuchen/masked-falcon-power-analysis
https://github.com/kengyuchen/masked-falcon-power-analysis
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- If % > B, then fj[k] is considered successfully recovered if its sign bit and
2

exponent are correct, and the relative error of its mantissa is less than 27>. We omit
f>[k] in this case.
—If L1 (]|
| f2K]]
exponent are correct, and the relative error of its mantissa is less than 275, We omit
f1[k] in this case.

< é, then f»[k] is considered successfully recovered if its sign bit and the

For a small index k < 8, we define a successful recovery similarly while assuming the
sign bits are always correctly recovered. The overall success rate is defined as the number
of successfully recovered coefficient parts divided by the total number of effective real

ALKl AKL _ 1
TR A

Fig.[2]illustrates the relationship between the success rate and the number of traces,
assuming Np = N,. We achieve a success rate of 98.3% for D = 704 when using
4,000 (Np + N,) traces, and 96.9% for D = 176 using the same number of traces. In
contrast, the success rate for D = 44 reaches only 79.4%. Our experiment confirms that
a larger D leads to a higher success rate, consistent with our analysis since a lower ratio

% ensures that the true intermediate complex products 71 [k] and 7, [k] more closely

approximate the target floating-point products ¢, [k] - i [k], &1 [k] - fa[k], é2[k] - filk],
and —é;[k] - f>[k]. Nevertheless, a 98.3% success rate is insufficient for complete
recovery of the secret key, as even a single incorrectly recovered coefficient part can
affect all coeflicients in the coefficient domain. Based on the experimental results in [[6],
full key recovery in the coefficient domain requires around a 99.8% success rate and
substantially more traces. We capped our experiments at 4,000 traces due to the long
signing time and large trace size of FaLcon with masked preimage computation.

and imaginary parts; that is, 512 — #{k :

1.04

Success Rate
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Fig. 2: The success rate for different values of D € B - {4, 16, 64} relative to the number
of traces Np = N,.
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Next, we examine the practical costs of the non-chosen-message attack. Fig. [3]illus-
trates the relationship between the success rate and the fotal number Ny, of generated
polynomials, which include all the discarded polynomials that do not satisfy the condi-
tion |é1[k]| > D-|éz2[k]|or|é2[k]| > D-|é2[ k]| for some indices k and N, polynomials
used for exponent recovery. For example, discovering a qualifying c is easier for D = 44
than for D = 176 or 704 and thus requires fewer raw traces. This metric reflects the real-
world trace complexity for a non-chosen-message attack, where the adversary cannot
control the input message or random salt.

While the chosen-message attack achieves a higher success rate with fewer traces
when D = 704, as previously shown in Fig.[2] it requires much more traces in Fig.[3] This
is because the probability of randomly encountering a useful polynomial ¢ for D = 704
is much smaller than for D = 176 and 44. However, while generating useful polynomials
c for D = 44 is the easiest, the attack’s precision degrades, and the success rate does
not seem to converge to 100% within 10° traces. Consequently, D = 176 emerges as the
optimal parameter for a non-chosen-message attack, which achieves a 96.9% success
rate with 298,062 traces. Unlike the chosen-message scenario where a higher D strictly
improves performance, the non-chosen-message attack requires balancing trace filtering
costs against the precision of the approximation.

1.0+

0.81
—— D=44,n=512
D =176, n = 512
—— D =704, n=512
21 —== D =44, n=1024
D = 176, n = 1024
D = 704, n = 1024

0.0+

Success Rate
[=)
D

=
=

j=1
N

10* 10° 106
log Niotar

Fig. 3: The success rate for different values of D € B - {4, 16,64} relative to the total
number of traces Nioa1. The dashed lines indicate the estimated success rate forn = 1024.

We also estimated the number of traces required for » = 1024 in the non-chosen-
message attack. Specifically, we generated random polynomials ¢ of degree 1023 and
counted how many iterations were necessary to accumulate Np polynomials satisfying
the condition ¢;[k] > D - é;[k] or é2[k] > D - &, [ k] for all indices k € {0, ..., 511}@
We plotted these projections by assuming that the success rate for a given Np remains the
same between n = 512 and n = 1024. The results, depicted by the dashed lines in Fig.

4 Note that only half of the coefficients are required due to the conjugate symmetry in the FFT
domain.
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reveal no significant difference in trace complexity between the two security levels.
This is consistent with our theoretical analysis. The overall trace number requirement
is bottlenecked primarily by the specific index k that yields the smallest probability
derived in Theorem[2] For D = 176, this minimum probability is roughly 0.0072339 for
n =512 and 0.0072341 for n = 1024, which are nearly identical.

Finally, we compare the individual success rates for recovering the sign bits, ex-
ponents, and mantissas for D = 176 in Fig. 4] The success criteria for the sign bits
and mantissas remain the same as defined previously. However, to isolate the exponent-
recovery metric from the perfromance of the recovery approaches for sign bits and
mantissas, we define its success rate by conducting the attack using the ground-truth
sign bits and and the 2 + 1 = 11 most significant bits of the ground-truth mantissas.
Hence, the performance of the exponent recovery is independent of D. As shown in
Fig.[d] the success rate for the sign bits reaches 100% with merely 400 traces. In con-
trast, the success rates for the exponents and mantissas are lower and reach 97.9% and
99.2%, respectively, at 2,000 traces. Because these two curves exhibit similar trends,
recovering the exponents and mantissas constitutes the empirical bottleneck of the attack
and requires comparable numbers of traces (i.e., Np ~ N, ). Nevertheless, we emphasize
that generating Np useful polynomials c in the context of a non-chosen-message attack
is far more demanding than generating N, random polynomials for exponent recovery.

1.0 /'
0.8
[
£ 0.6
o
50.44
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0.2{ —— Sign Bit
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250 500 750 1000 1250 1500 1750 2000

Npor N,

Fig. 4: The individual success rates for sign bit, exponent, and mantissa recovery at
D = 176 relative to the number of traces Np (for sign bit and mantissa) or N, (for
exponent).

6 Countermeasures

In this section, we discuss potential countermeasures to mitigate our proposed attack.
The chosen-message attack can be thwarted simply by preventing the leakage of the
random salt before signing. This can be achieved either by using a true random num-
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ber generator (TRNG) or a cryptographically secure pseudo-random number generator

(PRNG) with a secret seed. To resist the non-chosen-message attack, we restrict the

allowable range of the ratio Igml for each index k. A naive approach would be to reject

any generated hash polynomial c if there exists a single index k such that IZ{]]EH >D

or < %. However, enforcing this global condition would require an impractically large
number of rejection sampling trials to generate a valid polynomial and significantly
increase the signing time. Therefore, we propose a relaxed countermeasure that checks
this condition on only a specific subset of the coefficients.

Tablepresents the empirical probability that no index k within the range [z, 5 — 1)

satisfies Igm} >Dor< % for n = 512 and 1024. These probabilities are estimated

by generating 10* samples of ¢ for each trial. The parameter ¢ determines the number
of coeflicients left vulnerable to the non-chosen-message attack, and D determines the
required precision of the CPA. For instance, when n = 512,¢ = 240, and D = 64, the
probability that no index k € [240,256) satisfies :f;m: > 64 or < 61—4 is approximately
61.4%. Consequently, one can expect to generate a compliant, attack-resistant polynomial

¢ for the protected range [240, 256) within 5 trials with a probability over 99%.

Table 3: The empirical probability of generating a polynomial ¢ such that no index k in

the range [z, 5 — 1) satisfies I;m} > D or < %. Results are shown for n € {512, 1024}

across various values of ¢ and D. The probabilities are estimated by generating 10*
samples of ¢ per trial.

t 144 160 176 192 208 224 240

D =32 0.6% 1.3% 25% 49% 99% 19.2% 37.2%
n=512 D=64 82% 11.65% 17.1% 22.6% 32.3% 44.8% 61.4%
D =128 29.7% 35.7% 40.2% 47.2% 57.2% 67.4% 79.6%

t 400 416 432 448 464 480 496

D =32 0.6% 1.2% 22% 45% 8.6% 16.3% 31.7%
n=1024 D =64 82% 11.1% 15.5% 20.9% 30.2% 41.5% 57.0%
D =128 28.3% 33.4% 39.1% 46.9% 55.8% 65.4% 76.2%

As demonstrated by our experiments in Section[5] the required number of traces for
the non-chosen-message attack is already exceptionally high. Table [3] shows that even
if an adversary acquires an infinite number of traces, we can still protect a subset of
coeflicients by this rejection sampling strategy, assuming that the attack utilizing a small
D always fails. The adversary would be forced to brute-force the real and imaginary parts
of the protected coefficients in the range [z, 5 — 7). Assuming & = 5, each protected part
requires 2 x 16 x 2> = 2'0 guesses for sign bits in {0, 1}, 16 exponents in [1016, 1031],
and 2> mantissas in 2°2 + 23273 . [0, 2°). However, we do not rule out the possibility of
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a more sophisticated algebraic attack that can recover the full secret key using only the
unprotected partial coefficients in the FFT domain.

Finally, a comprehensive masking scheme that covers the entire signing process can
prevent both the chosen-and non-chosen-message attacks. A fully masked implementa-
tion of FaLcon can be constructed by combining a masked preimage computation [5] and
a masked Gaussian sampling [2]. However, implementing such a full masking scheme
currently introduces severe computational overhead. According to the benchmarks in
[2], a fully masked FaLcon spends approximately 99% of its execution time on the
subsequent Gaussian sampling stage, and the current implementation is still impractical
for real-world deployment. Therefore, designing a more efficient masking scheme for
Gaussian sampling remains a critical research problem to fully secure FaLcon against
our proposed attack without sacrificing reasonable signing performance.

7 Conclusion

In this work, we proposed a power analysis attack targeting a FALcon implementation
protected by a masked preimage computation. Specifically, we developed a chosen-
message attack that assumes the attacker can control the input messages and random
salts. Our attack can naturally be extended to a non-chosen-message setting by filtering
for power traces whose corresponding public hash polynomials ¢ satisfy the condition
|¢1[k]| > D - |é2[k]| or |é2[k]| > D - |¢é1[k]| for some indices k. To resist the chosen-
message attack, implementations should avoid using predictable randomness. In cases
where the random salts cannot be hidden before signing, or to resist the non-chosen-
message attack, we proposed a low-overhead rejection sampling countermeasure that
enforces these ratio bounds on a predefined subset of coefficients. Another solution
would be to employ a full masking scheme over the entire signing process, which is
still practically infeasible due to the extreme computational overhead of masking the
subsequent Gaussian sampling stage.

We conclude by noting several limitations of our study and directions for future
work. First, we only conducted our experiments on the ELMO leakage simulator. While
ELMO provides highly accurate instruction-level power estimations, validating the em-
pirical trace complexity on a real device remains a critical next step, particularly on
architectures other than the ARM Cortex-MO0. Second, due to the long signing times
and massive trace sizes of the masked preimage computation, our experiments were
capped at 4,000 traces for each coefficient across three distinct values of D. Profiling the
exact trace requirements across a wider spectrum of parameter values requires further
investigation. Finally, our proposed rejection sampling countermeasure assumes that no
efficient attacks can recover the secret key using only partial, unprotected coefficients
in the FFT domain. Since the feasibility of such an algebraic attack remains an open
question, designing more lightweight and robust countermeasures is an important area
for future research.
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