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Abstract. Quantum attacks based on Simon’s algorithm rely on Boolean
functions with hidden XOR periods. At ASTACRYPT 2025, Liu et al. in-
troduced a symbolic automated search model for periodic functions used
in distinguishers. However, for distinguishers on target ciphers, the search
mainly works with truncated differences and does not jointly constrain
exact differential propagation. A separate modeling gap arises in the key-
recovery setting: the model does not cover the key-dependent periodic
functions used in the polynomial-time key-recovery attacks presented by
Canale et al. at CRYPTO 2022. In this work, we study automated search
for two classes of periodic functions: periodic functions for distinguishers
and key-dependent periodic functions for polynomial-time key-recovery
attacks. For the former, we refine the symbolic search model of Liu et
al. by adding fixed input differences, differential propagation, and prob-
ability constraints. Based on this model, we extend the periodic distin-
guishers of TWINE and LBlock from 10 rounds to 12 rounds, obtain a
12-round periodic distinguisher for LBlock-S, and find a full-round pe-
riodic distinguisher for ALLPC with verified probability 27°°¢. For key
recovery, we adapt the symbolic-state tracking used for distinguishers to
key-dependent values. The model tracks key-dependent shifts and checks
that the periodic core is exposed through an output-computable expres-
sion. With this model, we extend the attack on MISTY L-FK from 5
to 6 rounds and obtain new polynomial-time key-recovery attacks on
Type-1/2 GFS and Skipjack-B variants with FK or KF round functions.

Keywords: Quantum cryptanalysis - Simon’s algorithm - Periodic functions -
Automated search - Distinguishers and key-recovery attacks
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1 Introduction

Grover’s algorithm gives a quadratic speedup for unstructured key search [15],
but some symmetric constructions additionally induce Boolean functions with
hidden algebraic structure that quantum algorithms can exploit. In Simon-based
cryptanalysis, the attacker constructs a vector-valued Boolean function from the
cipher computation. If this function can be evaluated coherently under the attack
model and satisfies Simon’s promise for a hidden nonzero XOR period, Simon’s
algorithm [28] recovers the period with polynomially many oracle queries to
this function. Depending on the construction, the recovered period can yield a
quantum distinguisher or reveal key information. Kuwakado and Morii [22,23]
gave a quantum distinguisher for 3-round Feistel and a key-recovery attack on
Even—Mansour. Kaplan et al. [21] applied period-finding attacks to message au-
thentication codes, authenticated-encryption modes, and slide attacks. Leander
and May [24] combined Grover search with Simon’s algorithm to attack the FX
construction. Bonnetain et al. [3] extended Simon-based cryptanalysis to hidden
linear structures and developed quantum linearization attacks against paralleliz-
able MACs. Further period-finding attacks were developed for Type-1 GFSs and
CAST-256 [26], and for reduced-round SMS4 [17]. These attacks depend both on
the required hidden structure and on coherent evaluation of the corresponding
function under the stated oracle-access model.

In the Q2 model, the adversary has coherent quantum-oracle access to the
keyed construction and may query it in superposition. Under more restricted or-
acle access, Hosoyamada and Sasaki [19] developed quantum meet-in-the-middle
attacks using online classical queries followed by offline quantum computation.
Within period-finding cryptanalysis, Bonnetain et al. [2] introduced the offline
Simon algorithm. Bonnetain, Schrottenloher, and Sibleyras [5] later used this ap-
proach to obtain a beyond-quadratic time speedup against the 2XOR-Cascade
construction. Yu et al. [33] analyzed the data and quantum resources required by
offline Simon. For suitable constructions, offline Simon exploits periodic struc-
ture without Q2 access to the keyed construction, with construction-dependent
costs in classical data, offline quantum time, and memory.

One direction studies periodic functions used to distinguish symmetric con-
structions. Kuwakado and Morii [22] gave a 3-round Feistel distinguisher, while
Ito et al. [20] gave a 4-round quantum chosen-ciphertext distinguisher for Feistel
ciphers. Ni et al. [26] studied Type-1 GFSs and CAST-256. Sun et al. [29] fur-
ther analyzed Type-1 GFSs. Dong et al. [13] studied Type-2 GFSs, and Cui et
al. [10] studied Skipjack-type ciphers. For Type-3 GFSs, Hodzic et al. [18] identi-
fied separability conditions supporting quantum distinguishers. Xiang et al. [32]
established links between Simon-based distinguishers and truncated differentials.
Liu et al. [25] introduced a symbolic SMT model for automated search. They ap-
plied it to probabilistic periodic distinguishers for TWINE [30] and LBlock [31].
The model propagates symbolic states and uses truncated-difference collision
constraints to bound a symbolic probability estimate. It first returns a symbolic
candidate and instantiates exact differences and DDT transitions only afterward,
so exact-difference feasibility and DDT-based probabilities do not constrain the
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symbolic solve. Without exact differences, the search enforces period consistency
by allowing only one period-generating transition.

A second direction studies quantum key-recovery attacks under different
oracle-access assumptions and using different quantum subroutines. Existing re-
sults include Simon-based period-finding attacks [21]|, Grover-meets-Simon at-
tacks [24], Q1 attacks based on Grover search [12], and offline-Simon attacks [1].
This paper focuses on polynomial-time Q2 attacks using vector-valued Boolean
functions whose nonzero XOR periods depend on secret subkeys. When Simon’s
promise holds, period finding recovers a subkey or a relation among subkeys
with polynomially many coherent queries to the keyed construction. The re-
maining algebraic steps and, when needed, nested period-recovery steps [4,9]
also have polynomial overhead in Q2. Canale et al. [6] automated the search for
key-dependent periodic functions by representing candidates as circuits, enumer-
ating circuits up to a gate bound, and testing their periodicity for small input
sizes. Their procedure found polynomial-time key-recovery attacks on Feistel-FK
and MISTY L/R-FK constructions, but circuit enumeration becomes difficult to
scale as the target computation grows. Liu et al. [25] instead developed symbolic-
state propagation for periodic distinguishers, but their states do not represent
key variables or relations among subkeys. Our setting therefore requires symbolic
propagation of key-dependent expressions through FK/KF computations and a
check that the resulting periodic function can be computed from public inputs
and output branches.

1.1 Owur Contributions

We develop separate symbolic SMT search models for periodic distinguishers
and key-dependent periodic functions used in polynomial-time Q2 key-recovery
attacks. Both models propagate symbolic states, but use different state repre-
sentations and constraints for the two search targets.

For small output branches, such as the 4-bit branches of TWINE, the ad-
ditional Simon evaluations required within the Grover-meets-Simon procedure
can offset the advantage of recovering an unknown period. We therefore use
the candidate period returned by the SMT search as a prescribed period and
test the corresponding quartet relation with classical oracle queries. To search
for such relations, we extend the symbolic model of Liu et al. [25] with exact-
difference variables, DDT constraints, and constraints that link every accepted
period-generating transition to a common prescribed period. The solver jointly
determines the symbolic propagation, an exact-differential path, the prescribed
period, and the corresponding DDT path weight in one SMT instance. Each can-
didate is then evaluated by the prescribed-period quartet test. Our model finds
12-round periodic distinguishers for TWINE and LBlock, extending the previous
10-round results, and yields a 12-round periodic distinguisher for LBlock-S and a
full-round periodic distinguisher for ALLPC. For full-round ALLPC, the quartet
relation has probability 27996, compared with 2724 for the existing full-round
differential distinguisher [11] and 27697 for the existing full-round boomerang
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distinguisher [35]. Table 1 compares the rounds and probabilities of periodic dis-
tinguishers, and Table 6 gives the corresponding time-complexity comparison.

For polynomial-time key recovery in Q2, we introduce a symbolic SMT search
model for a class of key-dependent periodic functions that includes the Feistel
and MISTY constructions of Canale et al. [6]. Given fixed round counts for the
input, core, and output parts, the model tracks x-independent key-dependent
values and returns a key-dependent period expression together with a function
having that period. Its constraints check that the required shifted core is gener-
ated by the actual FK/KF computation and that the function can be computed
from public inputs and the output branches of the queried oracle. We instan-
tiate the returned expressions and check their claimed periods experimentally.
The resulting procedures combine period recovery with round peeling to recover
all round keys. The model extends the MISTY L-FK attack from 5 to 6 rounds
and yields new 5-round attacks on MISTY L-KF and MISTY R-KF. It also gives
17-round FK and 13-round KF attacks on Type-1 GFS under qCCA access, to-
gether with 7-round FK and 5-round KF attacks on Type-2 GFS and 17-round
FK and 14-round KF attacks on Skipjack-B under qCPA access.

Table 1. Rounds and probabilities of periodic distinguishers.

Cipher #Rounds Probability Reference
8 1 [7]
9 272 [25]
TWINE 10 28 [25]
11" 2—18.98 This work
12* 272312 This work
8 1 [32]
9 272 [25]
LBlock 10 28 [25]
11* 2—14.02 This work
12* 2722.77 This work
10* 27800 This work
LBlock-S 11* 2—13.97 This work
12* 22134 This work
ALLPC 25* (full) 279:06 This work

* Prescribed-period distinguishers obtained in this work. Probabilities are experimental estimates
for the public keyless structural round functions.

1.2 Organization

Section 2 introduces the notation, quantum preliminaries, and two classes of
periodic functions. Sections 3 and 4 develop the respective search models for
prescribed-period distinguishers and key-dependent periodic functions. Section 5
presents the applications and results, and Section 6 concludes the paper.



Automated Search for Periodic Functions in Quantum Attacks 5

2 Preliminaries

2.1 Notation
The following notation is used for an r-round structure with d branches.

— For 0 <i <, let 2" = (zf,2%,...,2% ;) denote the state after i rounds,
with #7% its j-th branch for 0 < j < d. The input and output states are z°
and z". For two-branch structures, write 2 = (2% , z%).

— In the distinguisher search model and its round-state tables, X* and Y”
denote the input and internal output states of round 4 for 1 < ¢ < r. Their
j-th branches are X[j] and Y[j] for 0 < j < d.

— F denotes a public function. Whenever F~! appears, F is bijective and F'~!
denotes its inverse. For t > 1, F* and F~! denote the t-fold iterations of F'
and F~!, respectively.

— For 0 <3 < r, k; denotes the j-th round key of round 7. If round 4 uses one
key, it is denoted by k.

— E" denotes the r-round structure, and E7 denotes its j-th output branch for
0 < j < d. For two-branch structures, the output branches are denoted by
E} and Ej.

2.2 Quantum Preliminaries

Quantum access. Let h : {0,1}" — {0,1}* be a classical function. Coherent
access to h is represented by the unitary oracle

Un(|z)|2)) = |z)|z @ h(z)),

where x € {0,1}" and z € {0,1}*. In the Q2 model, the adversary may query
the keyed target construction in superposition, while Q1 permits only classical
queries. We write qCPA for quantum access to the encryption oracle and qCCA
for quantum access to both the encryption and decryption oracles. Any func-
tion used by Simon’s algorithm must be implemented coherently using only the
permitted target oracle and efficient public reversible computations.

Simon’s algorithm. Let f : {0,1}" — {0, 1} satisfy Simon’s promise [28] for a
nonzero s € {0,1}". For all z,2’ € {0,1}", f(x) = f(2') if and only if 2’ = x
or ' = x @ s. One Simon sample uses one query to Uy and returns a uniformly
random vector y € {0, 1}" satisfying y - s = 0, where - denotes the inner product
over Fy. O(n) independent samples determine s with high probability by solving
the resulting linear system.

Grover-meets-Simon. Let k € {0,1}* index the candidate parameters, and let f
be the corresponding function. The Grover-meets-Simon technique of Leander
and May [24] applies amplitude amplification over s using a coherent Simon-
type periodicity test on f, as the predicate. The test uses parallel Simon circuits
with measurements deferred until the end. The outer search requires O(2+/2)
predicate evaluations, each incurring the polynomial cost of the periodicity test.
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2.3 Periodic Functions for Distinguishers

In the distinguisher setting, a periodic function computed from the target con-
struction is used to distinguish it from a random permutation. We recall the
3-round Feistel distinguisher of Kuwakado and Morii [22].

Let fO, f1, f% : {0,1}" — {0,1}" be independent permutations defining a
3-round Feistel structure E2, with round update

i+1 )

T = .

R for i =0,1,2.
vy =2y ® [ (zR),

Let O be either E3 or a uniformly random permutation on {0,1}?", and let
Oy, denote its left output branch. Fix distinct ag, a1 € {0,1}" and define ho :
{0,137 — {0,1}" by

ho(b,z) = Op(z,a) & ay, be{0,1}, =e{0,1}".
For O = E?, expanding the rounds gives
hps(b,z) = ! (z @ ().
Set 6 = f%(ap) ® f(a1). Then
hgs(b,z) = hgs(b® 1,z @ 9).

Since f! is a permutation, these are the only collisions. Hence hpgs satisfies
Simon’s promise with the nonzero period ss = 1 || 4, where || denotes concate-
nation. The resulting distinguisher uses O(n) quantum queries and has error
probability approximately 27™.

For an r-round structure E”, parameterize its input through a public input
mapping by

(z, ap, ¢), be{0,1},

where z varies, ap € {ag, a1} selects one of two distinct fixed values, and c¢ is
fixed. The z- and ap-components may each contain multiple input branches.

Definition 1 (Periodic function). Let g : {0,1}™ — {0,1}*. A nonzero vec-
tor s € {0,1}™ is an XOR period of g if g(x) = g(z ® s) for every x € {0,1}™.
A function with such a period is periodic.

Liu et al. [25] used the following criterion to construct a periodic function
from a truncated output branch.

Theorem 1 (Periodic-function criterion). Fiz ¢ and two distinct constants
ag and ay. Suppose that, for some -bit output branch j, there exist functions
G, H, P,Q such that, for every x € {0,1}™ and b € {0,1},

B (z,ap,c) = H(z ® G(ap, ), ¢) ® P(x,¢) ® Q(aw, ), (1)
where G(ap, c) € {0,1}™, and H, P,Q have £-bit outputs. Define g : {0,1}™ —

{01} by
g(ﬂ?) = E;(J?,Oéo,c) & E;(H?,Oél,c)-

Let s = G(ag, ¢) ® G(ay,c). If s #0, then s is an XOR period of g.
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Proof. Write Gy = G(ap,¢) and Qp = Q(ap,c). After the two P(z,¢) terms
cancel,
g(x) = H(x ® Go,c) ® H(z ® Gy,¢) ® Qo ® Q1.

Replacing = by = & s, where s = Gg ® G, exchanges the two inputs to H.
Therefore,

glx®s)=H(x®G1,¢c) ®H(x® Go,c) Qo ® Q1 = g(x).
O

For the 3-round Feistel structure, the theorem applies with ¢ empty, j = L,
H = f', G(aw) = %), P = 0, and Q(ap) = ap. The corresponding XOR
function is
9(z) = B} (2, a0) ® B (z, ).

It has the nonzero period s = f%(ag) @ f°(ay).

2.4 Key-Dependent Periodic Functions for Polynomial-Time
Key-Recovery Attacks

We next consider key-dependent periodic functions, whose hidden periods con-
tain secret-subkey information. Under Simon’s promise, each period is recovered
with O(n) queries. The 5-round MISTY L-FK attack of Canale et al. [6] illus-
trates how successive period recovery yields all round keys in polynomial time.

Let ' = (2% ,2%) € {0,1}?", let F : {0,1}" — {0,1}" be a public permuta-
tion, and let k°,... k* € {0,1}" be the round keys. For i = 0,...,4, the state

is updated as
x?_l = :Cé%v
{:cigl = F(z%) & k' & at,.
Canale et al. constructed the function
g(z) = BL(F'(F ' (2) ®@2), F~'(2)) @ F(x)
=F(zak’) e F(z)®nxk,

where K = (k°,... k*) and
nk=Fk' ok Yook ok®ok’

is independent of z. Hence g(x @ k°) = g(x), so k¥ is an XOR period of g and is
recovered by Simon’s algorithm.

After recovering kY, the first round is efficiently inverted using the public per-
mutation /" and the known round key. A public zero-key round is then appended
to the output, giving an effective 5-round oracle E® with round keys k', ..., k*,0.
Applying the same construction recovers k', and repeating this procedure recov-
ers k2, ..., k% Thus the complete attack uses O(n) oracle queries and polynomial
time.
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3 Differential-Based Periodic-Function Search for
Distinguishers

This section develops an automated search for prescribed-period distinguish-
ers. After defining the quartet test, we review the symbolic model of Liu et
al. [25], which instantiates exact differences after finding a candidate and allows
only one period-generating transition. Our SMT model jointly encodes symbolic
states, exact differences, DDT-based probability constraints, and prescribed-
period matching, extending the periodic distinguishers for TWINE and LBlock
from 10 to 12 rounds.

3.1 Prescribed-Period Distinguishers

We express a probabilistic periodic distinguisher as a quartet relation on a se-
lected output branch. Throughout this subsection, z € {0,1}", and the selected
output branch is also n bits. This quartet relation is the target of the search
models below.

Definition 2 (Probabilistic periodic distinguisher). Fiz a nonzero input
difference §;. Choose o and c uniformly, set a1 = ag @ 0;, and let gog.c :
{0,1}™ — {0,1}™ be the function constructed from a truncated output branch of
E" for the resulting auziliary tuple (ag, a1, c). For a nonzero s € {0,1}", define
ps = Prag.clgao,c(®) = Gag,c(x @ 8) for every x € {0,1}"]. We call this family a
probabilistic periodic distinguisher with period s and probability p.

Consider an output branch j. For a fixed tuple (g, a1, ¢), define

g(w) = E} (z,0,¢) ® B} (v, a1, ¢).

If s # 0 is a period of g, then g(z) = g(x @ s) for every x, or equivalently,

B (7, a0,¢) ® Ej(z,01,¢) © E} (v @ 5,00,¢) © B} (v @ 5,a1,¢) = 0.

Let 6; = ag @ . Since z, ay, and ¢ vary by s, J;, and 0, respectively, we write
the corresponding relation as

(5,0:,0) 255 (0,7,...,7), (2)

where the output 0 refers to branch j, while ? leaves the other output branches
unrestricted. The annotation 277 denotes the probability, over the choices of «y
and ¢ with a; = ag @ §;, that the relation holds for every x. The quartet test
below checks this relation for a chosen tuple.

When the period is not fixed in advance, such a distinguisher can be used
within the Grover-meets-Simon algorithm [24]. Each Grover predicate evaluation
then requires several parallel Simon circuits to recover and test the hidden period.
For a small branch, such as a 4-bit branch of TWINE, this coherent period-
recovery cost can be comparable to direct evaluation over the small domain and
may offset the concrete advantage of Simon’s algorithm.
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Prescribed-period distinguisher. We therefore prescribe the period s and
the input difference §;, and test the corresponding quartet relation directly on
output branch j. This test uses only classical oracle queries. Let N be the number
of candidate tuples tested and 1 < ¢ < 2"~! the number of test points for each
tuple. Let O denote either E” or a random permutation, and let O; denote
output branch j. For uniformly chosen oy and ¢, set a1 = g & §; and define

Q;Q(x) = 0j(z,a0,¢) ®0j(z,01,¢) B Oj(x & s,00,¢) B Oj(xd s, 0, ).

Because QY (z) = QF (z @ s), the domain splits into 2"~ cosets of {0, s}, and
one representative from each coset suffices. We choose ¢ < 2"~ distinct coset
representatives and test whether Q?(x) = 0 for all of them. The distinguisher
returns real if at least one of the IV candidate tuples passes every test, and
returns random otherwise.

Algorithm 1 Prescribed-Period Distinguisher

Require: An oracle O, a prescribed-period relation (s, d;,0) 2, (0,7,...,7) with

s # 0 and §; # 0, a target branch j, a number N of candidate tuples, and an
integer 1 < g < 277!
Ensure: real or random
1: fort =1to N do
2: Choose ap uniformly at random from the domain of ay
3: Set a1 < ap @ J; and choose ¢ uniformly at random from the domain of ¢
4 Define Q (z) + O;(z, a0, c) ® Oj(z, a1, ¢) ®
Oj(x @ s,a0,¢) D Oj(x P s,a1,c)

5: Choose g representatives from distinct cosets of {0, s}
6: if QY (z) = 0 for every chosen representative = then
7 return real

8: end if

9: end for

10: return random

Each candidate tuple requires at most 4q oracle calls, so testing N tuples
requires at most 4Nq calls. Let p be the probability that a sampled tuple sat-
isfies the quartet relation. Choosing N ~ p~! is sufficient for constant success
probability on E". Under the approximation that the selected n-bit outputs of
a random permutation are independent, the union bound gives a false-positive
probability at most N27™¢. Hence, for p = 277, the query complexity is approx-
imately 4¢2P. For TWINE, n = 4, and full-domain verification uses ¢ = 8, giving
approximately 2P1? oracle calls. All periodic distinguishers considered in the fol-
lowing applications are represented by relations of the form (2) and evaluated
by the prescribed-period quartet test.
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3.2 Symbolic Model and Its Limits

We recall the symbolic search model of Liu et al. [25] and its limitations for
the prescribed-period relations defined above. The model propagates symbolic
XOR expressions using truncated rather than exact difference information. Each
branch is represented by a 6-bit state, as listed in Table 2. An encoding whose
leftmost bit is 1 denotes the untracked state 7. When this bit is 0, the remaining
five bits record the XOR combination of the basic symbolic terms.

Table 2. Basic symbols and their 6-bit encodings

Symbol Encoding Meaning
0 000000 zero symbolic difference
) 000001 marker for the fixed input difference ap & o
X 000100 marker for dependence on the variable input =
R(x) 001000 symbolic term depending on the variable input, e.g.,
P(z,c)
R(9) 000010 symbolic term depending only on the selected constants,
e.g., Q(aw,c)
Os 010000 separable shifted term of the form H(z @ G(as,c),c)
? Lokokk untracked state in which the remaining five bits are
ignored

Composite states are obtained by XORing the encodings of their basic sym-
bols. For example,

x® 6 = 000101, x & R(5) = 000110,
x ®R(5) ® & = 000111, R(x) @ x = 001100.

Under the symbolic propagation rules, applying R to x @ § may yield 05, while
the R(d) component is propagated separately from the z-dependent components.

Symbolic propagation rules. To encode the conditions of Theorem 1, the sym-
bolic model uses four constraint groups Cinput, Cprops Coutput, and Ceori. The con-
straint Cippys fixes the round-0 symbolic pattern, while Coutput imposes the sym-
bolic output condition. The constraint Cpyyop, propagates symbolic states through
the round wiring using three operations. Here COPY duplicates a state, R applies
the round function, and XOR combines two states bitwise. Finally, C.o accounts
for truncated-difference collisions and bounds the resulting probability estimate.
The symbolic model is therefore

Msym = Cinput A Cprop A Coutput A Ccoll-

The use of truncated differences leads to two limitations when the model is
applied to ciphers such as TWINE and LBlock.
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Limitation 1. The first limitation concerns the creation of 0. Several branches
may contain terms of the form H(z®G(ay, ¢), ¢), but the symbolic model records
only truncated differences and cannot determine whether the exact differences
at these transitions match the same period.

Limitation 2. The second limitation concerns ciphers with S-boxes. Since the
symbolic search keeps only truncated differences, it does not record the exact
input and output differences at each S-box. The symbolic model may therefore
overestimate the differential weight of a candidate. To address this issue, Liu et
al. [25] use a two-step procedure.

— Solve Mgy, and extract a symbolic truncated-difference candidate.
— Instantiate exact differences for this candidate and check the S-box transi-
tions with the DDT.

The second step may find an exact instantiation with a lower differential weight
than the symbolic estimate. However, exact differences are introduced only after
the symbolic candidate has been fixed and therefore cannot guide the search for
symbolic candidates.

3.3 Differential-Based Periodic Distinguisher Search

Both limitations arise because exact differences are introduced only after the
symbolic search. We retain the symbolic propagation rules and introduce exact-
difference variables in the same SMT instance. The linking constraints require
every selected period-generating transition to match the prescribed period, while
the DDT constraints exclude infeasible S-box transitions and accumulate their
differential weights during the solve.

Model overview. Let s denote the symbolic states, and let A denote exact
differences attached to branches and internal nodes. Let Ay, denote the com-
mon period difference determined by the solver and subsequently used in the
prescribed-period quartet test. Every accepted period-generating transition must
match this value. The variable p denotes the accumulated DDT probability ex-
ponent, and 7 is its upper bound. The model is

Mdiff = Cinput /\Cprop /\Coutput /\Cdiﬂ'(sa A) A C’DDT (S, A: p, 7—) A Clink(sa Av Apcr)~

The differential-based model retains the three symbolic constraint groups
Cinput, Cprop, and Coutput- It omits the symbolic term R(J), since the corresponding
fixed-difference behavior is represented by exact-difference variables together
with the linking constraints. It also removes C.oy, which estimates probability
from truncated-difference collisions. The three added constraint groups have the
following roles.

— Caift (s, A) associates an exact-difference variable with each branch and inter-
nal node. It propagates exact differences along wires and through COPY, and
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through XOR whenever its symbolic output is tracked. Values at untracked
or difference-free states are set to zero, and the exact input-output pair at
each call to R is supplied to Cppr.

Cppr(s, A, p, ) replaces the truncated-collision estimate of Ceo with exact
DDT checks for calls to R whose input state is 6. For each such call, it selects
the S-box DDT entry using the exact input-output differences supplied by
Cait- A zero entry makes the candidate infeasible, whereas a nonzero en-
try contributes to p. Only candidates satisfying p < 7 are retained. Other
symbolic inputs make no DDT contribution.

Ciink (s, A, Aper) handles the two input states x @ ¢ and 05 @ x @ ¢ at calls to
R. These states describe shifted inputs but do not record the exact difference
between the two shifts. The constraint outputs 05 only when the exact input
difference recorded in A equals Ay, ; otherwise, the output is set to ?. Thus,
every newly created O is linked to the same Ay, which is determined by
the solver.

Algorithm 2 summarizes the joint search. The solver determines the symbolic

states, exact differences, the period difference Aper, the DDT probability expo-
nent p, and the periodic output branch in one SMT constraint system. Each
solution therefore specifies a periodic distinguisher without a separate exact-
difference instantiation step. The 12-round TWINE distinguisher below illus-
trates the three added constraint groups. Supporting Material B gives its full
SMT encoding.

Algorithm 2 Differential-Based Joint Search

Require: A target structure, a number of rounds, and a DDT probability-exponent

bound 7

Ensure: A periodic distinguisher or NoFeasibleCandidate

1:

—_

Declare the symbolic states s, exact differences A, prescribed period Aper, and
DDT probability exponent p
Add the inherited symbolic constraints Cinput, Cprop, and Coutput
Add Caig (s, Q) for exact-difference propagation
Add Cppr(s, A, p,7) for probability constraints and the condition p < 7
Add Ciink(s, A, Aper) for prescribed-period matching inside R
Solve Maig
if Mgaig is satisfiable then
return s, A, Aper, p, and the periodic output branch
end if

: return NoFeasibleCandidate

Ezxample 1. Figure 1 shows the propagation path for the 12-round TWINE ex-
ample, and Table 3 lists the corresponding round states. TWINE has 16 branches
of 4 bits each. In the initial state X', branches 3,5,7,8,12,13, and 15 carry 6,
while branch 9 carries x. Let ay consist of the inputs on these seven § branches
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Fig. 1. 12-round periodic distinguisher for TWINE. Each box f denotes the 4-bit
TWINE S-box.
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in the order listed above. The corresponding input difference is
ap @ a3 = (0xb, 0xb, Oxe, 0xd, 0x4, 0xb, Oxe).

The solver returns Ay, = 0x1, p = 25, and the output condition Y12[10] = 0s.
We omit the final branch permutation and regard Y'? as the output of the
reduced-round structure. Thus, £} denotes branch Y '2[10], and the correspond-
ing function is

g(x) = Ellg('ra @, ¢) ® Ellg('ra a1, ¢),

and the prescribed-period relation is
9(x) = g(x @ 0x1)

for every x. The differential-based model thus reaches 12 rounds for TWINE,
compared with 10 rounds for the symbolic model of Liu et al. [25].

Table 3. Round states of the 12-round TWINE distinguisher.

Round 4 Nonzero entries of X*
1 3:6(0xb), 5: 6(0xb), 7 : §(0xe), 8 : 6(0xd), 9 : x(0x0), 12 : §(0x4), 13 : §(0xb), 15 : 5(0xe)
2 4:5(0xb), 6 : x @ 6(0x1), 8 : 5(0xe), 12 : 6(0xb), 13 : §(0xd), 14 : §(0xe), 15 : 5(0x4)
3 3:x®6(0x1), 6:5(0x4), 7: §(0xb), 8 : 05(0x0), 11 : §(0xe), 12 : §(0xd), 13 : §(0xe),

15 : §(0xb)
4 2:6(0xe), 3:5(0x4), 4: x P 5(0x1), 6 : 05(0x0), 13 : 05(0x0), 14 : 6(0xb), 15 : §(0xd)
5 1:5(0xe), 3:05(0x0), 7:x @ §(0x1), 8 : 05(0x0), 10 : 05(0x0), 11 : §(0xb), 12 : 05(0x0)

6 0:5(0xe), 2: 05 @ §(0xb), 4 : 05(0x0), 6 : 05(0x0), 8 : x ® §(0x1), 9 : 05(0x0), 10 : 05(0x0),
13 : 05(0x0), 15 : 05(0x0)

7 0:5(0x4), 1:05 @ §(0xb), 2 : 05(0x0), 3 : 05(0x0), 4 : 7(0x0), 5 : §(0xe), 6 : 05(0x0),
7 : 05(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 12 : 05(0x0), 13 : x @ 6(0x1), 14 : 05(0x0)
8 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : §(0x4), 6 : 05(0x0), 7 : 7(0x0),

8 : 05(0x0), 9 : 05(0x0), 10 : 05 P x & 6(0x1), 11 : 05(0x0), 12 : ?(0x0), 13 : 05(0x0),
14 : 05(0x0), 15 : 05(0x0)

9 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0), 6 : 05(0x0),
7 :05(0x0), 8 : 7(0x0), 9: 05 ® x & 6(0x1), 10 : 7(0x0), 11 : 05(0x0), 12 : 05 B 6(0x4),
13 : 05(0x0), 14 : 05(0x0), 15 : 7(0x0)

10 0 : 05(0x0), 1 : 05(0x0), 2 : ?(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0), 6 : 7(0x0), 7 : 05(0x0),
8 : 05(0x0), 9 : ?7(0x0), 10 : 7(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 7(0x0), 14 : ?(0x0),
15 : 05 & 6(0x4)

11 0 : 05(0x0), 1 : ?(0x0), 2 : 7(0x0), 3 : ?(0x0), 4 : 7(0x0), 5 : 05(0x0), 6 : ?(0x0), 7 : 05(0x0),
8 : 7(0x0), 9 : ?7(0x0), 10 : 7(0x0), 11 : 7(0x0), 12 : 05(0x0), 13 : 05(0x0), 14 : ?(0x0),
15 : 0,(0x0)

12 0: ?7(0x0), 1 : ?7(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05(0x0), 6 : ?(0x0), 7 : ?(0x0),
8 : 7(0x0), 9 : 7(0x0), 10 : 05(0x0), 11 : 7(0x0), 12 : 7(0x0), 13 : 7(0x0), 14 : 7(0x0),
15 : 05(0x0)

Exact-difference constraints Cg;g (s, A). The constraint associates an exact-
difference variable with each branch and each internal node of COPY, R, and XOR.
Round connections and COPY operations preserve these values. At an XOR with
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a tracked symbolic output, the model enforces Agyt = Ain,1 @ Aipn,2. When the
symbolic output is 7, its exact-difference variable is assigned the dummy value
zero and is ignored by the subsequent DDT and linking constraints. At each
call to R, the constraint records an exact input-output difference pair for the
DDT constraints. In the first round of the TWINE example, the R call fed by
X1[12] has input difference 0x4 and output difference Oxb. Its output and X *[13],
whose exact difference is also 0xb, enter the same XOR. Hence, Y*[13] has exact
difference 0xb @ 0xb = 0x0, although both XOR inputs have nonzero differences.

DDT constraints Cppr(s, 4, p, 7). For TWINE, this constraint group uses the
DDT of the 4-bit S-box specified by Suzaki et al. [30]. The S-box has maximum
nontrivial differential probability 2-2. For each round-function call whose input
symbolic state is ¢, the exact input-output difference pair selects the correspond-
ing DDT entry, which must be nonzero. Calls with other symbolic input states
contribute zero. For a nonzero input difference, every nonzero TWINE DDT en-
try has count 4 or 2, corresponding to probabilities 272 and 273. These entries
are encoded by the values 2 and 3, respectively. The model accumulates the
encoded values over all round-function calls and enforces p < 7. In the running
example, the accumulated value is p = 25.

Prescribed-period linking Ciink(s, A, Apey). The linking constraints apply
only at calls to R. Outside R, Cprop and Cqig propagate the symbolic states and
exact differences, respectively, without comparison to Ape,.

For ordinary input states to R, the inherited symbolic transitions remain
unchanged. The two shifted states x @ § and 05 @ x @ § are instead resolved by
the following prescribed-period rule.

Property 1 (Prescribed-period propagation through R). Let uw and v denote the
input and output symbolic states of a call to R, and let A, denote the exact
difference carried by the 6 component of u. Assume that Ape, # 0. For u €
{x® 5,05 ®x P d}, the linking constraint sets

Os, Au = Apcrv
v = .
7, Ay # Aper

Proof. Let Dy, denote the fixed value represented by the § component of u. By
the exact-difference invariant, A, = Dy & D;.

For u = x @ 0, we have u, = ©® Dy, and take F(z,¢) = z. Foru = 0 @ x ® 9,
write the existing Os term as S(z @ Ap,c). By induction over the preceding
propagation, every such term is linked to the same prescribed period, so Ay &
Al = Aper. If Ay = Apeyr, then

Ao@DOZAl@Dl =:1.

Hence
uy=S(x®Dy,®t,c)®rdDy,=F(x® Dy,c),
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where F(z,¢) = S(z @ t,¢) ® z. Thus, in either case,
vp = R(up) = H(x @ Dy, ¢),

where H(z,c) = R(F(z,¢)).
Let g,(z) = vo(x) & vi(x). Since Dy & D1 = Aper, we have

Gu(x @ Aper) = H(z @ D1,¢) & H(xz & Dy, )
= go().

Therefore, Aper is an XOR period of g,, and the output can be represented
by 0s. If A, # Aper, the linking constraint does not establish this period and
therefore sets the output to 7.

This is the only rule in Ciink (s, 4, Aper) that determines an output symbolic
state using both the input symbolic state and its attached exact difference.
Together with the inherited symbolic transitions, the complete transition rule
for a call to R is

0, u =0,
Os, u = Os,
R(x), u € {x,R(x),R(x) ® x},

6, u =74,

Os, ueE{x®9,0PxPJ} and A, = Ape,,
?, ue{x®6,0PxPd} and A, # Aper,
?, otherwise.

The truncated-difference model of Section 3.2 does not perform this com-
parison and therefore restricts the creation of 05 to a single occurrence. In the
differential-based model, every occurrence of x ® § or 05 @ x @ J is checked when
it enters R. If A, # Aper, the output is set to ? and no new Oy is created. For the
12-round TWINE solution in Figure 1, the equality A, = Aper = 0x1 holds at
four such calls to R. Embedding these exact-difference checks in the SMT search
permits multiple creations of Og while requiring each of them to match the same
prescribed period.

4 Key-Dependent Periodic-Function Search

We now turn from prescribed-period distinguishers to key-dependent periodic
functions used in polynomial-time Q2 key-recovery attacks. In Section 3, a key-
independent period difference is represented explicitly and matched against prop-
agated exact differences by the linking constraints. For each fixed key, the key-
dependent period is unknown to the adversary, and recovering it reveals a subkey
or a relation among subkeys. The search requires a sufficient algebraic criterion
that plays the same role as Theorem 1 does for distinguishers. It must also track
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key-dependent shift values whose XOR forms the period and check that the
periodic core occurs in the actual keyed computation and is exposed through
a function computable from public inputs and ciphertext branches. We encode

these conditions and the propagation rules in a single SMT instance for the
FK/KF structures defined below.

4.1 FK/KF Structures

Let F: {0,1}™ — {0,1}™ be a public function and k € {0,1}" a round subkey.
We call  — F(x) @k an FK call and z — F(x @ k) a KF call. Since the subkey
is added after F' in an FK call and before F' in a KF call, the two forms require
different symbolic propagation rules for key-dependent values.

Section 2.4 shows how a key-dependent period can support polynomial-time
Q2 key recovery under Simon’s promise. The search must identify more than an
internal expression satisfying the periodicity criterion. It must verify that the
actual FK/KF computation produces the two shifted inputs and that a function
with the resulting period can be computed from public inputs and ciphertext
branches.

4.2 Key-Dependent Periodicity Criterion

The following theorem gives a sufficient algebraic condition for a function to
have a nonzero period that may depend on the secret key. The condition can be
encoded by the symbolic SMT search developed later in this section.

Theorem 2 (Key-Dependent Periodicity Criterion). Fiz a secret key K.
Let Fy : {0,1}" — {0,1}™ be publicly computable, and let Fy,Fy : {0,1}" —
{0,1}™ be functions that may depend on K but are fized for this key. Let 11,19 €
{0,1}™ be constants with respect to x, possibly depending on K. Set s = 1 ®s

and assume sg # 0. Suppose that fx : {0,1}" — {0,1}™ satisfies, for every
x € {0,1}",

fr(x) = Fa(Fi(z ©¢1) © Fi(z © ¢2)) © Fo(). (3)

Define gx : {0,1}™ — {0,1}" by gk (z) = fx(z) ® Fo(x). Then sk is a nonzero
XOR period of gk -

Proof. Let sx = 91 ® ts. For every z € {0,1}", Equation (3) gives
g (2) = B2 (Fi(z @ ¢1) © Fi(z @ 12)).
Since Y1 @ sk = 12 and Yo B s = 1,
g (@ si) = Fa(Fi(z ®2) ® Fi(z ® 1)) = gr(2).

Since sx # 0, it is a nonzero XOR, period of gx. a
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Algebraic condition. The search uses the sufficient condition in Theorem 2.
The Feistel and MISTY expressions of Canale et al. [6] satisfy this condition.
Cancelling the public term Fy(x) from fx(x) leaves gi () = Fo(Tk(x)), where
the paired-shift core is

The shift x — x@ sk, where s = 11 P12, exchanges the two inputs of F. Hence
both Tk (z) and F5(Tk (x)) have period sk. The search therefore identifies Fy(x),
the two shifted Fy calls forming Tk (), and the resulting expression Fa(Tk (z)).

After identifying the paired-shift core in Equation (4), the search tracks sub-
sequent operations on Fy(Tk (x)) that preserve sg. The following property gives
the closure rules applied after the algebraic cancellation of Fy(x).

Property 2 (Period-Preserving Closure Rules). Fix a secret key K. Let Ty :
{0,1}™ — {0,1}" be the paired-shift core in Equation (4) with nonzero period
si. Let Fy, Fy, H : {0,1}" — {0,1}" be functions that may depend on K but
are fixed for this key, and let ¢ € {0,1}" be constant with respect to . Define

fx(@) = Fa(Tk(2)),  [x(2) = F5(Tk(2)).
Then the following functions have period sk

— The function
x— H(fx(z) ® c).
— The function
z = fx(2) @ fi(x).
Proof. Since Tk has period sk, Tk (z @ sx) = Tk(x) for every z € {0,1}".
Hence fx(z @ sk) = fx(x) and fr(x ® sk) = fj(x). Since ¢ is constant with
respect to x,
H(fx(z©sk) @ c) = H(fx(x) & c).
Moreover,
fr(@ @ sk) @ fie(z®sk) = fx(x) & fi(x).
Thus both functions have period sg. a

Remark 1 (Earlier Key-Recovery Attacks). For a fixed secret key K, the Feis-
tel and MISTY attacks of Canale et al. [6] construct periodic functions from
expressions fx : {0,1}™ — {0,1}" of the form

fr(x) = Fy(z &) & Fo(z) @ o,

where Fy, Fjj : {0,1}™ — {0,1}" are public functions and v, € {0,1}" may
depend on K but are fixed for this key, with ¢ # 0. Using these public functions,
define

9k () = [k () © Fo(z) ® Fy(r) = Fy(z @ ¢) @ Fy(w) @ .

Taking 1 = 1, P2 = 0, Fy = Fj, Fa(2) = 2@ 1, and x — Fy(x) & Fj(x) as the
removable public term, Theorem 2 shows that gx has nonzero period .
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4.3 Constructing Periodic Functions in FK/KF Computations

The criterion in Section 4.2 gives a sufficient condition for an algebraic expression
to have a key-dependent period. This subsection gives conditions for constructing
an output-computable function with the corresponding period in an FK/KF
computation.

Fix a secret key K, and let E}, denote the r-round target primitive. Suppose
an internal branch function, after being XORed with a publicly computable func-
tion, satisfies the algebraic relation in the criterion. If an expression computable
from the public input and ciphertext branches differs from this internal branch
by a value independent of x, then XORing the same publicly computable func-
tion yields an output-computable function with the period given by the criterion.
The following definition formalizes this construction.

Definition 3 (Construction). For a fized key K, a criterion-based periodic-
function construction consists of an initial-state map z°, functions hy, h3* and
Fy, Fy, Fs, and constants 11,19 satisfying the following three conditions. The
map =¥ sends an n-bit input to d branches of n bits each. Each of the five
functions maps n-bit strings to n-bit strings, and 1,19 € {0,1}™.

— Input part. The initial state z°(x) can be computed from x wusing public
operations.

— Core part. The function hy is an internal branch function from the evalu-
ation of E% on 2°(z). The function Fy is publicly computable, while Fy, Fy
are fived once K is fived. The values 11,1%s are constant with respect to x,
may depend on K, and satisfy 1 @ o # 0. For every x, define

Tk (z) == Fi(z © 1) © Fi(z ®2).
The core condition requires
hi(x) ® Fo(z) = F2(Tk (x))

for every x.

— Output part. The expression h$*(z) can be computed from the public input
and the ciphertext branches of E7-(x°(x)) using public operations. There
exists ni € {0,1}", independent of x, such that, for every x,

it (@) = hic (2) ® 1.
The construction yields the output-computable function
Gk (r) == h¥(z) @ Fy(x).
By Theorem 2, Gk has the nonzero XOR period sg = 11 ® .

The adversary need not know 7, since it is independent of x and does not
affect the period.

The following example shows why these conditions are needed in a 5-round
Feistel-FK computation.
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Ezample 2 (5-round Feistel-FK). For a fixed key K, consider the 5-round Feistel-
FK construction analyzed by Canale et al. [6], with round keys k°,...,k*. The
round update is

1 1 . . o
T =1k, zy = ® F(zg) @K, i=0,...,4.

Input part. For input x, use the public initial state
a’(z) = (a1, 2%) = (F(z), ).
After the first round,
rh =% =, th =19 @ F2%) @k’ = F(z) o F(z) @ k° = k°.

Thus the first round produces (z},zk) = (x, k%), with k° as the key-dependent
branch used in the core.
Core part. The update with ¢ = 1 gives

h=xt o Fah) okl =20 F(K°) @ k'
The updates with ¢« = 2 and ¢ = 3 then give the internal branch
hi(z) =27 =2 =F(zd F(K°) D k') @ k° @ k>

Se
' R@=F@). RE=FE). BE)=:ekak

Y = F(k°) @ k', e = 0.

Let s = 11 ® 1o = F(k°) ® k! and assume sg # 0. Then Tk (z) = F(x &
¥1) ® F(z) and hg(x) @& Fy(z) = Fo(Tk(x)). Since Fy(x) = F(x) is publicly
computable, this verifies the core condition of Definition 3. It remains to express
hk(z), up to a value independent of z, from the ciphertext branches.

Output part. The internal expression hy(z) = x1 is not itself an output
branch. After the fifth round, the ciphertext branches satisfy % = 1 ® F (23 ) &
k*. Hence the output expression h9¥*(x) = F(z3%) & x% is computable from the
ciphertext branches and satisfies hS8*(z) = hx (z) @ k*, so nx = k*. Thus the
function computed from the public input and ciphertext branches

Gk(z)=h'(x)® F(z)=F(za F)ok') e Flz) ok’ @ k* @ k*
has the nonzero XOR period sx = F(k") @ k'. This completes the construction
required by Definition 3.
4.4 SMT Encoding for Key-Dependent Periodic-Function Search

This subsection encodes the three-part construction in Definition 3 as a single
SMT instance. Each branch is represented by a symbolic state and an assigned
value for its z-independent key-dependent part. The propagation and consistency
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constraints encode the input, core, and output conditions. Supporting Material C
gives the full SMT encoding.

Symbolic states. Table 4 lists the 7-bit symbolic states used by the SMT
encoding. In this encoding, the function F; in the criterion is instantiated as
the public round function F' of the target primitive. The states F(x @ ;) and
F(x @ 1) record the two calls to F' forming the paired-shift core Tk (x). The
states Fo(x) and Fa(Tk(x)) record the removable public term and the periodic
expression tracked after forming Tk (z), respectively. The states x, k, and 0
record the public input, an z-independent key-dependent component, and either
zero or an z-independent value with no key tag, respectively. A code whose
leftmost bit is one denotes ?, and the remaining bits are ignored. When the
leftmost bit is zero, the lower six bits indicate the symbolic terms present in a
branch. Their combination is governed by the propagation rules below.

Table 4. Symbolic states for key-dependent periodic-function search.

State Meaning Encoding
0 zero or an z-independent value with no key tag 0000000
k key-dependent component independent of x 0000001
X public input variable x 0000010
F(x @ 1) second term of Tk (x), equal to F(z) when 12 =0 0000100
Fo(x) removable public term 0001000
F(x @ 1) first term of Tk (x) 0010000
F2(Tk(x)) periodic expression tracked after forming Tk () 0100000
? untracked symbolic expression 1 s sk ok ok ok

Assigned-value rules for key-dependent terms. Unlike the exact differences
in Section 3.3, the values tracked here depend on the round keys but not on =x.
Since their actual values are unknown, we associate an n-bit tag with each round
subkey and propagate these tags together with the symbolic states. Supporting
Material C gives the concrete tag width used in the implementation.

— Before solving, one run chooses an auxiliary permutation F : {0,1}" —
{0,1}" uniformly at random. It is used only to update a tag when an x-
independent key-dependent expression passes through the public function
F.

— Assign a tag e; € {0,1}" to each round subkey k' by setting val(k?) = e;.
For multiple subkeys per round, set val(k}) = e} with e/ € {0,1}". All tags
and the permutation F are constants in the SMT instance.

— For z-independent key-dependent expressions u, w, propagate the tags by

val(u @ w) = val(u) @ val(w), val(F(u)) = F(val(u)).
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A branch without an z-independent key-dependent component starts with
tag 0. XORing the subkey k¢ into a branch XORs e; into its tag.

The tags serve as fingerprints during the SMT search. The expressions returned
by the search are checked separately against the corresponding cipher computa-
tions.

Propagation rules for the three parts. Each SMT instance uses a prescribed
round split (7in, Tcores Tout ). We first set i, = rouy = 0 and search for the largest
feasible r¢ore. We then vary ri, and 1oy to extend the core toward the input
and output. The input part checks whether the core can be reached from a
publicly computable initial state. The output part checks whether it can be
expressed from the public input and ciphertext branches up to an z-independent
key-dependent value. At each boundary, the final state of the preceding part is
equated with the initial state of the following part. We next give the propagation
rules for the core, input, and output parts.

Core-search rules. The core part extends the symbolic propagation rules in Sec-
tion 3.3. Each branch carries a pair (o, v), where o records its symbolic state and
v € {0,1}" is the tag of its a-independent key-dependent component. A round
subkey k° is represented by (k,e;), where k marks a key-dependent term and
e; = val(k?) is its assigned tag.

The assigned tags ¥, U5 represent the two z-independent shifts in the paired-
shift core. We impose ¥; # 0 and ¥; # Ws, reserving the zero tag, when used,
for ¥s. These constraints apply to the fingerprints used in the SMT search. For a
concrete key instantiation, the corresponding candidate period is s = ¥1 @ 12,
and the periodic-function construction requires sx # 0.

The COPY operation copies both components of (o, v). For an X0R with inputs
(o,v) and (p,w), let (w, z) denote the output. The bits representing x, F(x ® 1),
and F(x @ 1) are combined modulo two. The states ?, Fo(x), and Fo(Tk(x)) are
retained whenever they occur. The k bit and the output tag satisfy

V=W = wy = 09 D pPo, v#w:>w0=UOVpo, Z2=vDw.

When a subkey with tag e; is XORed into a branch with tag v, the k component
cancels and the output tag becomes 0 if v = e;. Otherwise, the k component
remains and the output tag becomes v @ e;.

The F rule recognizes the two shifted calls and the paired-shift core. For
z-independent inputs,

(0,0) = (0,0),  (k,a) > (k,F(a)).
Since ¥ # 0, the public input follows (x,0) — (F(x @ 1,),0) when W5 = 0, and
(%,0) — (Fo(x),0) otherwise. For an input (x @k, a),
(F(x®11),0), a=n,
(}{691{70’)'_> (F(X@w2)70)7 a:WQa
(?70)3 a¢ {y?laWQ}'
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The combined shifted-call state is mapped by F as (F(x ® ¢1) ® F(x ® 1,),0) —
(F2(Tk(x)),0). For inputs labelled Fo(x) or Fa(Tk(x)), F preserves the symbolic
label. Supporting Material C gives the remaining state combinations.

Input-realization rules. The input part checks whether the symbolic state re-
quired at the core boundary can be obtained through the rj;, FK/KF rounds
preceding the core. It uses the core-search rules for COPY, XOR, and ADK. Its
F rule is more restrictive. An input containing an untracked component, an x-
independent key-dependent component, the paired-shift core, or an incompatible
shifted-call component is rejected, while 0 remains unchanged and every other
admissible nonzero input is mapped to Fo(x). The final state/tag pairs of the
input part are equated with the initial state/tag pairs of the core part. Target-
specific constraints restrict the admissible states at the primitive-input bound-
ary. Each extracted initial-state map is then checked for public computability as
required by Definition 3.

Output-realization rules. When 7., > 0, the output part checks whether a
branch representing hx(x) at the core boundary can be expressed from the
ciphertext branches up to an x-independent key-dependent value. Each branch
carries a label A = (A1, \g) € {00,01,11}. The labels 11, 01, and 00 denote exact
computability from ciphertext branches by public operations, computability up
to an z-independent key-dependent value, and a branch not tracked as usable,
respectively. Each observable ciphertext branch provides label 11, while a lower
label discards information that is not needed by the selected expression. The
target-specific constraints propagate these labels from the ciphertext boundary
back to the core boundary.

The model selects exactly one branch whose symbolic state satisfies the core-
output conditions in Supporting Material C and requires its A\g bit to be one.
The propagation rules are

COPY : N =)=,
ADK : 00+ 00, 01+ 01, 11+~ 0L,
F: 00 — 00, 01+~ 00, 11+ 11,

and, for XOR inputs AV and \(?),
Aout,i = >\£1) A >\z('2)’ 1 {0, 1}

Consequently, Ao = 1 at the selected core branch gives an expression h*(z) =
hi(x) ® nk, where nk is independent of x.

SMT search procedure. Algorithm 3 summarizes the joint SMT search for a
prescribed round split. A satisfying assignment yields a candidate specification
in the encoded construction class. The corresponding initial-state map, output
expression, and period relation are then checked against the target computa-
tion. The return value NoCandidateFound indicates that no candidate satisfies
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Algorithm 3 SMT Search for Key-Dependent Periodic-Function Candidates

Require: A target primitive, its wiring and boundary constraints, and a prescribed
round split (Tin, T'core, Fout )
Ensure: A candidate specification for Definition 3, or NoCandidateFound for the cur-
rent SMT instance
1: Assign the subkey tags (e;); and choose the auxiliary permutation F uniformly at
random.
2: Encode the 7core-round core-search constraints and require a core branch matching
the symbolic pattern hx (z) = Fo(z) @ F2(Tk (z)), with &1 # 0 and ¥; # ¥s.
3: Encode the ri,-round input-realization constraints and equate their final state/tag
pairs with the initial state/tag pairs of the core part.
4: if rout > 0 then
5: Initialize each observable ciphertext branch with label 11, propagate the output-
realization constraints toward the core boundary, and select exactly one eligible
core-output branch with Ao = 1.

6: else

T Select one branch satisfying the accepted core-output condition and set
h%¥*(x) = hk(x) for this branch.

8: end if

9: Solve the joint SMT constraint system.

10: if the constraint system is unsatisfiable then

11: return NoCandidateFound.

12: end if

13: Reconstruct the initial-state map, the selected core hx(z), Fo(x), F2(Tk(x)),
h$(z), the output offset 0, and the candidate shifts 1)1, 1.

14: return the candidate specification, including Gk (z) = h%*(x) ® Fo(x) and sx =

Y1 @ Pa.

the current SMT instance. This conclusion is restricted to the encoded construc-
tion class for the given target wiring, round split, boundary constraints, tag
assignment, and auxiliary permutation.

A returned candidate is used only after direct substitution into the target
round equations verifies the three conditions of Definition 3 and the condition
sk # 0. The assigned tags and F' are used only during candidate generation.

5 Applications

This section applies the two SMT searches developed in Sections 3 and 4. For
TWINE, LBlock, LBlock-S, and ALLPC, the differential-based search produces
prescribed periods and exact-differential paths with their DDT weights. We eval-
uate the resulting candidates using Algorithm 1. For Feistel-FK and FK/KF
variants of MISTY, Type-1 and Type-2 GFS, and Skipjack-B, we use the key-
dependent search to construct output-computable functions and check their pe-
riod expressions through period-recovery experiments. We solve the SMT formu-
las with STP [14] and provide the corresponding search and verification programs
in the supplementary attachment.
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5.1 Periodic Distinguishers and Verification

Table 5 lists the tested periodic relations for TWINE, LBlock, LBlock-S, and
ALLPC. Each row gives the DDT probability exponent p, the prescribed period,
the output condition, and an experimental estimate of the relation probability.
The exponent p is accumulated from DDT entries along one exact-differential
path returned by the SMT search. The value 277 gives the path-probability
estimate from the DDT entries. The experimental relation probability may be
higher because several compatible exact-difference paths can contribute to the
same quartet test.

Table 5. Periodic distinguishers and experimental probabilities.

Target Rounds Periodic relation Experiment Verified
P Aper Output condition Experimental estimate
TWINE 10 10 OxE Y10[12] = o 9—8.00 Yes
TWINE 11 14 0x5 YH[IO] =0, 9—13.98 Yes
TWINE 12 25 Oxt Y*2[10] = 0s 9—23.12 Yes
LBlock 10 10 ox1 Y'O[6] = o, 9—8.00 Yes
LBlock 11 14 ox1 YH[G] =0, 9—14.02 Yes
LBlock 12 24 0x2 Y'2[6] = 0 9—22.77 Yes
LBlock-S 10 10 0x4 Y10[6] = 0 9—8.00 Yes
LBlock-S 11 14 0x9 Y5 = o, 9—13.97 Yes
LBlock-S 12 24 0x6 Y'2[3] =0, 9—21.34 Yes
ALLPC 25 12 0xt Y*[13]=0.®x®4 2-9-06 Yes

TWINE. TWINE, proposed by Suzaki et al. [30], is a 64-bit generalized-Feistel
cipher with 16 four-bit branches and an 80- or 128-bit key. We obtain 11- and
12-round prescribed-period distinguishers, compared with the 10-round periodic
distinguisher of Liu et al. [25]. In Algorithm 1, we take ¢ = 3,5,7 for 10, 11,
and 12 rounds, respectively, the smallest values satisfying N27"? < 1/8 under
the estimate in Section 3.1. Table 6 includes the cost of testing the relation of
Liu et al. [25] over the full domain. For the differential-linear distinguishers of
Hadipour et al. [16], we convert the absolute correlations |Cor| = 277 to time
complexities 2|Cor|~2 = 227+, The 11-round distinguisher appears in Table 10
and Fig. 2, and the 12-round distinguisher in Table 3 and Fig. 1.

LBlock and LBlock-S. LBlock, proposed by Wu and Zhang [31], is a 64-bit
Feistel cipher with an 80-bit key and eight 4-bit S-boxes. LBlock-S is its simplified
variant used in LAC [34]. We obtain 10-, 11-, and 12-round prescribed-period
distinguishers for both ciphers. For LBlock, the 11- and 12-round results extend
those of Xiang et al. [32] and Liu et al. [25]. We use the same values ¢ = 3,5, 7 as
for TWINE at 10, 11, and 12 rounds, respectively. Table 6 also includes the costs
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of full-domain tests for the 10-round LBlock relation of Liu et al. [25] and our 10-
round LBlock-S relation. Supporting Material D.1 gives the branch convention,
with round states and paths in Tables 11-14 and Figs. 3-6.

Table 6. Time-complexity analysis for TWINE, LBlock, LBlock-S, and ALLPC.

Cipher Rounds Distinguisher Complexity
Differential-linear distinguisher 216-70 [16]
10 Periodic distinguisher 213 [25]
Prescribed-period distinguisher 211-59
TWINE T on
11 Differential-linear distinguisher 2°4-9% [16]
Prescribed-period distinguisher 218.31
12 Differential-linear distinguisher 223-98 [16]
Prescribed-period distinguisher 227.92
Differential-linear distinguisher 21306 [146]
10 Periodic distinguisher 213 |25]
Prescribed-period distinguisher 211-59
LBlock 17.08
11 Differential-linear distinguisher 217-9% [16]
Prescribed-period distinguisher 218.35
19 Differential-linear distinguisher 220-96 [16]
Prescribed-period distinguisher 227.58
Differential-linear distinguisher 211-86 [16]
10 Periodic distinguisher 213
Prescribed-period distinguisher 211.58
LBlock-S 15.86
11 Differential-linear distinguisher 21°-5% [16]
Prescribed-period distinguisher 218-29
19 Differential-linear distinguisher 219-84 [146]
Prescribed-period distinguisher 226.15
Differential distinguisher 225 11]
ALLPC 25 Boomerang distinguisher 21807 [35]
Prescribed-period distinguisher 213.06

ALLPC. ALLPC, proposed by Cheng et al. [8], is a lightweight generalized-
Feistel cipher for IoT. We obtain a prescribed-period distinguisher for all 25
rounds. The final round ends at Y% before the branch permutation. With the
4-bit branch numbering in Supporting Material D.2, its output condition is
Y?5[13] = 0s ® x ® J, with prescribed period Ape; = 0x1. The experimental
probability is 2799, and Algorithm 1 gives an estimated time complexity of
21306 for ¢ = 4. The previous full-round differential and boomerang distinguish-
ers have probabilities 2724 [11] and 2716-07 [35], respectively. For their costs in
Table 6, we count two encryptions per differential pair and two encryptions plus
two decryptions per boomerang quartet. Tables 15-16 and Fig. 7 give the round
states and path of our distinguisher.
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5.2 Search for Key-Dependent Periodic Functions

Table 7 compares the key-recovery attacks obtained from our SMT search with
previous polynomial-time attacks and gives the round split i, + 7'core + Tout- We
checked the stated key-dependent periods experimentally for randomly chosen
keys. Below, we present three periodic functions and give the full key-recovery
procedure for 6-round MISTY L-FK. The remaining functions and key-recovery
procedures are given in Supporting Material F.

Table 7. Round comparison of polynomial-time key-recovery attacks.

Target Variant Previous rounds Our rounds Tin + Tcore + Tout Period tested
MISTY L-FK 5 16] 6 24+440 Yes
MISTY L-KF - 5 0+4+1 Yes
MISTY R-FK 4 [6] 4 0+3+4+1 Yes
MISTY R-KF - 5 0+2+3 Yes
Feistel FK 5 [6] 5 1+3+1 Yes
Type-1 GFS FK — 17 34+13+1 Yes
Type-1 GFS KF — 13 0+13+0 Yes
Type-2 GFS FK - 7 14541 Yes
Type-2 GFS KF - 5 0+5+4+0 Yes
Skipjack-B FK - 17 441340 Yes
Skipjack-B KF - 14 0+ 1341 Yes

Type-1 and Type-2 GFS have four branches. Type-1 GFS uses the dec direction.

First 6-round periodic function for MISTY L-FK. For 6-round MISTY
L-FK with input
(a7, 2%) = (FH(F~ (2)), F~ ' (2),

the left output after six rounds is
fla) = B (F7H(F~ (@), F~'(2))
=F@zoFE)ook ek®)oFlzaok’ak')
oreFE)okok ok’ ok’ ekt
Let s = F(k°) @ k2. The shift  — x @ s exchanges the two inputs to F, so
g(z) = f(x) & z satisfies g(z B s) = g(x).

Full key recovery for 6-round MISTY L-FK. To recover k°, we use the
nested Simon procedure of Bonnetain et al. [4] and Cid et al. [9]. For each v,
define

Gy(z) = BEL(FT(F~ ! (z) @ y), F~' () ® .

Expanding the rounds gives the key-dependent period

9(y) = Fly® k%) & k>
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For the unique value of y satisfying g(y) = 0, G, is constant and the inner
procedure returns zero. We run the inner procedure without intermediate mea-
surements and uncompute its workspace to evaluate g(y) coherently. The outer
function

H(y) =g(y) © F(y) = Fly ® k) @ F(y) © k?

has period kY, which is recovered by the outer Simon procedure. After recovering
kY, we remove the first round. A query to the remaining five rounds on (zr, zr)
is implemented by querying the original primitive on

(Fﬁl(ZL Dzr D ko),ZL).

Applying the 5-round recovery procedure of Canale et al. [6] then recovers
E',..., Kk completing the polynomial-time key-recovery attack on all six rounds.

First 5-round periodic function for MISTY R-KF. For 5-round MISTY
R-KF, choose input (x, F(z)) and let

yo = EL(x, F(z)),  yr = Bp(z, F(z)).

From these outputs, define
g(@) = F(yr @ yr) ©yr ®yr © F ' (yr)-
Writing A(z) = F(z @ k%) & F(x), we expand the five rounds to obtain
g(z) = F(A(z) @ k') @ k* @ k*.

Since A(x @ k%) = A(x), we have g(z @ k%) = g(z).
First 17-round periodic function for Type-1 GFS-FK. Following previous
attacks [26,29], we apply our search to the decryption structure of four-branch
Type-1 GFS-FK. Choose the input

u(z) = (F4($) ® z, F(z), F?(x), F3(x)).
From the output branches, define

grk (@) = F(By (u(z))) ® By (u(2)) @ .
Writing A(z) = F(z @ k°) @ F(z) ® k3, we expand the 17 rounds to obtain

grk(z) = F(F(F(A@) ek’ ek’ e F(k*) e k' @ k° @ k%)
PFF) ok oo FEYok ok'ek® ok!? kS,

Since A(z @ k%) = A(x), we have grk(z @ k°) = gri ().
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6 Conclusion

We developed two SMT models for periodic distinguishers and key-dependent
periodic functions. The distinguisher model combines symbolic propagation, ex-
act differences, DDT-based probability constraints, and prescribed-period link-
ing. It gives 12-round prescribed-period distinguishers for TWINE, LBlock, and
LBlock-S and a full-round distinguisher for ALLPC, all of which use classical
oracle queries. The key-recovery model tracks key-dependent values and checks
that the corresponding periodic functions can be constructed from public inputs
and oracle outputs. The resulting polynomial-time Q2 attacks extend key recov-
ery for MISTY L-FK from five to six rounds and give new attacks on Type-1
GFS, Type-2 GF'S, and Skipjack-B variants.

Future work could extend the search from periodic functions to complete
quantum attack strategies, including the selection and combination of quantum
algorithms. This requires jointly considering the exploitable properties of the
target construction, the available oracle access, and the cost of each attack step.
The resulting models could compare different strategies under the same access
assumptions and identify combinations of quantum algorithms that reduce the
overall attack complexity.
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Supporting Material

A TWINE S-box and Its DDT

Tables 8 and 9 give the 4-bit S-box of TWINE [30] and its DDT.

Table 8. TWINE 4-bit S-box

[ o [o0x0 0xl1 0x2 0x3 0x4 0x5 0x6 0x7 0x8 0x9 Oxa Oxb Oxc 0xd Oxe Oxf |
[ S(z) [ 0xc 0x0 O0xf Oxa 0x2 Oxb 0x9 O0x5 0x8 0x3 Oxd O0x7 O0xl Oxe O0x6 0x4 |

Table 9. DDT of the TWINE 4-bit S-box

-

Ain\Aout 0x0 O 0x2 0x3 O0x4 O0x5 O0x6 O0x7 0x8 O0x9 Oxa Oxb Oxc 0xd Oxe Oxf
0x0
Ox1
0x2
0x3
Ox4
0x5
0x6
0x7
0x8
0x9
Oxa
Oxb
Oxc
Oxd
Oxe
Oxf

OOOOOOOOOOOOOOO;
NNPBROONONONNOOOOO|NK
CONNNOONOORONONO
ORONNNONNOOOONOO
COOCONRNOONNONNOO
NONNONRONOOONOOO
NNONOONOOONOOKRNO
NONONNOOOOORONNO
ONNONONONNOOOO RO
NOONRONNONONOOOO
ONOOONNNOOONRONO

CONOOONERERNONNONOO
NOOOOOONNKROONNNO
BNOONOOONONNNO OO
COONONOORNNNOONO
ONNBEROOOOONONNNODO

B SMT Encoding of the Complete Distinguisher Model

This supporting material gives the SMT encoding of the complete distinguisher
model from Section 3.3. We instantiate the encoding for the 12-round TWINE
example used in that section and keep the same notation throughout.

B.1 Variables and Global Quantities

For each round ¢ and branch j, the complete model keeps the symbolic state
variables

ah, i €{0,1}°

from the symbolic model of Liu et al. [25]. It additionally introduces 4-bit exact-
difference variables
i i 4
Az}, Ay € {0,115
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For each internal component in round ¢ and bundle ¢ € {0,...,7}, the model
also declares symbolic states and exact differences for the nodes named COPY_IN,
COPY_0OUT1, COPY_OUT2, ROUNDFUNC_IN, ROUNDFUNC_OUT, XOR_IN1, XOR_IN2, and
XOR_0OUT. In the generated SMT file, these declarations appear as

x_j_i, y_j_i, xdiff_j_i, ydiff_j_i,
for the branch states, together with
COPY_IN_t_i, COPY_OUT1_t_i, COPY_QOUT2_t_1i,

ROUNDFUNC_IN_t_i, ROUNDFUNC_OUT_t_i,
XOR_IN1_t_i, XOR_IN2_t_i, XOR_OUT_t_i,

and the corresponding difference variables, where diff is inserted after the base
name.

The complete model further uses the prescribed-period variable, the per-
S-box DDT variables used in the probability constraints, and the total DDT
probability exponent:

Aper € {0,134, PossibilitySb; € {0,1}*,  p e {0,1}S.

We require Aper 7 0. Here A, is the prescribed period difference, PossibilitySbi
is the DDT value used by the probability constraints for the ¢-th call to R in
round ¢, and p is the total DDT probability exponent. In the code, the variables
corresponding to Ape; and p are named perioddiff and P, respectively. At round
0, the implementation further declares the global DDT array and one 1-bit tag
for each input branch. The mathematical description below keeps the variables
that affect the nonlinear TWINE constraint system; auxiliary variables used by
other solver modes are outside the model stated here.

For every branch or internal node z with exact difference A,, the model
enforces

A, =0 < z[1:0] = 0bin00, z[5: 5] =0binl = A, =0.
Moreover, the second least significant bit is fixed to zero for every symbolic state:
z[1: 1] = 0binO.

Therefore the complete model keeps only the symbolic states that do not contain
the R(4) component. This is a genuine modeling change from the symbolic model
of Liu et al. [25]: once exact differences are introduced explicitly, the complete
model no longer needs a separate symbolic variable for R(J), since the corre-
sponding behavior is determined by the exact-difference variables together with
the linking constraints. In particular, it still allows 0, §, x, x @ §, R(x), R(x) @ x,
0s, 0s Px®J, and 7.
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B.2 Input and Output Constraints
In the code, the input branches are first restricted by
2[5 5] vVad[4: 4] val[3:3lval[l:1] =0
for all j. Equivalently, the input states satisfy
x? €{0,4,x,x B d}.
As in the implementation, the model requires

— at least one input branch with state 9,
— at least one input branch with state x,
— and at most one branch carrying the variable part.

The last condition is enforced by 1-bit tags

1, 29%€{x,x®d}
tag. = ’ J ’ ’ tag, < 1.
& {0, otherwise, zJ: & =

35

Hence a solver solution must contain at least one pure ¢ branch and exactly one
branch carrying the variable part. In particular, although x @& § belongs to the
initial symbolic domain, it cannot remain on an input branch once the full input

constraints are enforced.

The inherited output condition is imposed on the final round output. With
the paper notation Y for the output after r rounds, the generated variables use

y" 1, because 3’ is the output state of round i + 1. Thus the code imposes

3j: i~ € {0bin000110, 0bin000111} or y5 =[5 : 4] = 0binO1.

Equivalently, the generated SMT assertion is

15

\/ (ygfl — 0bin000110 v 37~ = 0bin000111 v y~'[5: 4] = 0bm01).

=0

Because the complete model enforces 37 '[1 : 1] = 0bin0, the first two cases

J
cannot occur. Hence the output condition reduces to

dj - y;_1[5 : 4] = 0bin01,

that is, at least one final branch must carry a Os-type state.

B.3 Structural Encoding for TWINE

TWINE has 16 branches of 4 bits and uses 8 copies, 8 round-function calls, and

8 XORs in each round. Let ¢ € {0,...,7}. The wiring of round 7 is

b, — COPY_IN; — (ROUNDFUNC_IN}, y3,),
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(2%, 1, ROUNDFUNC_OUT}) — XOR} — ¥4, .

Across every wire, the model imposes equality on both the symbolic state and
the exact difference. In the implementation, this constraint is generated by the
helper equal_connect. Therefore the same wiring applies simultaneously to s
and to A. More explicitly, for each bundle ¢ and round 7 the model contains

x4, = COPY_IN! = COPY_QUT1! = ROUNDFUNC_IN!, i, = COPY_OUT2,

x4,,, = XOR_IN1j,  ROUNDFUNC_OUT; = XOR_IN2j,  y3,,, = XOR_OUT},

and the same equalities hold for the corresponding exact differences.
Between rounds, TWINE uses the fixed branch permutation

= (1,2,11,6,3,0,9,4,7,10,13,14,5,8,15,12),
so that

i+1

5 = ()

for j=0,...,15.

B.4 Complete Constraint System
The full model is

Mdiff = Cinput A Cprop A Coutput A Cdiff(s7 A) A CDDT (57 A7 Db, T) A Clink(57 A7 Aper)~

The three inherited groups keep the symbolic input, symbolic propagation, and
symbolic output rules from Section 3.2. The remaining three groups are written
below.

The exact-difference constraints Cgis (s, A). Along a wire, the symbolic state
and the exact difference are copied unchanged. Under COPY, the model imposes

COPY_IN: = COPY_OUT1} = COPY_OUT2},
ACOPY_IN; = ACOPY_QUT1, = ACOPY_OUT2;.

At XOR, the output exact difference is set to zero when the output state’s most
significant bit is 1. Otherwise,

Aout = Ain,l S Ain,2~

For the symbolic state, the complete model keeps the inherited rules on the bits
corresponding to ?, Og, R(x), and x:

w? = uz V U7, Wo, = Uo, V Vo, WR(x) = UR(x) V VR(x)> Wy = Ux D Vx.

The bit corresponding to R(d) is fixed to zero throughout the complete model.
Hence the remaining role of 4 is no longer handled by a separate symbolic collision
table as in the symbolic model of Liu et al. [25]. Instead, it is controlled jointly by



Automated Search for Periodic Functions in Quantum Attacks 37

the input constraints, the exact differences, and the linking constraints. Equiv-
alently, the complete model replaces the old symbolic treatment of R(§) by an
exact-difference-based treatment. Each call to R also introduces an instantiated
input-output pair

(ARQUNDFUNC_IN:, AROUNDFUNC_OUT?),

which is later used by Cppr. These pairs are declared for every round-function
call before the DDT constraints and the linking constraints are added.

The DDT constraints Cppr(s, 4, p, 7). The TWINE DDT is listed in Table 9.
In the SMT model, the DDT array is encoded by four 4-bit values:

16 — 0bin0000, 4 — 0bin0010, 2 — 0bin0011, 0 +— Obinll11.

Thus the nontrivial DDT entries are encoded as the values 2 and 3 in the prob-
ability constraints, while the code 0bin1111 marks a forbidden transition.

For every call to R, the model introduces a 4-bit variable PossibilitySbi. If the
input symbolic state is §, then

PossibilitySb; = DDT [ AROUNDFUNC_IN; | AROUNDFUNC_QUT;|,
and the forbidden value 0bin1111 is excluded. Otherwise,
PossibilitySb: = 06in0000.
Equivalently, in mathematical form,

DDT| AROUNDFUNC_IN; |
PossibilitySb! = ARQUNDFUNC_OUT; ],
0, otherwise,

if ROUNDFUNC_IN: = 6,

subject to
DDT[AROUNDFUNC_IN{|| AROUNDFUNC_OUT;] # Obin1111.

in the active case. The total DDT probability exponent is

p= Z PossibilitySbi, p<T.

it

In the generated SMT file, this sum is encoded by zero-extending each 4-bit term
to 16 bits:

p= BVPLUS<16, 06in000000000000@PossibilitySb.,
o ObinOOOOOOOOOOOO@PossibilitySb;_l),

followed by the bound
BVLE(p, 7).
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Hence the complete model keeps only candidates whose instantiated input-
output differences through the round function are compatible with the DDT
bound.

The linking constraints Ciin(s, 4, Aper). At the input, Cqig links a branch
marked by d to a nonzero exact-difference variable. The model does not prescribe
these branch differences before solving; a solver solution fixes them together with
the prescribed period. This input-side linking does not create a new symbolic
state.

For inputs other than the two shifted states considered below, R uses the
following transitions:

0—0, 0s — Os, %, R(x),R(x) ® x — R(x), 0 — 4.
Inputs not covered by these transitions or the two shifted cases below are mapped
to 7.

Only the two states x @ § and 05 @ x @ J are resolved by comparing the exact
difference with the prescribed period:

057 Au = Aperv

uE{X@é’OS@X@é}:’v:{?, Ay # Ay

This is the only rule in Ciink(s, A, Aper) where a new symbolic state is determined
jointly by a symbolic state and an exact difference. Hence the full case distinction
inside R can be written as

0, u =0,
05, u = OS?
R(x), u € {xR(x)R(x) & x},

0, u =24,

Os, U€E{x®9,0Dx DI} and A, = Apeyr,
? ueE{x®9,0,DxP I} and A, # Aper,
? otherwise.

In the generated SMT file, the same rule appears as one nested IF-THEN-ELSE
over the explicit 6-bit encodings:

0bin000000 +— 0bin000000, 0bin010000 — 0bin010000,
{0bin000100, 06in001000, 06in001100} — 0bin001000, 0bin000001 — 0bin000001,

06in010000, A, = Aper,

00in000101 +— )
06in100000, A, # Aper,

06in010000, A, = Aper,

06:n010101 — )
0bin100000, A, # Aper,

and all remaining inputs are mapped to 0bin100000. This is the symbolic branch
of the nested IF-THEN-ELSE rule used in the implementation.
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B.5 Build and Solve Order

The model generator constructs the TWINE constraint system in the following
order.

1. Call generate_round_state(0,...) to declare the round-0 branch states,
the exact differences, the DDT array, the prescribed-period variable perioddiff,
and the input tags.

2. For each round 7 = 0,...,r — 1, call generate_round_state(i+1,...) and
instantiate the 8 calls to ROUNDFUNC, COPY, and XOR.

3. Generate the wire and permutation equalities during the round loop by
calls to equal_connect, and append them to the model file after all round-
component constraints.

4. After all rounds, call generate_Possibility to impose p < 7, and call END
on the last round output, namely END(r-1,...) for an r-round target.

5. Append QUERY(FALSE) ; and COUNTEREXAMPLE;, so that any solver solution
of Mgig is returned as a counterexample.

After model generation, run.py invokes STP on model.cvc and saves its output
to solver_output.txt. The branch states, exact differences, DDT-based prob-
ability constraints, and prescribed period are all declared before the final query
and are solved together in one SMT constraint system.

B.6 Returned Solution

A solver solution of Mg;g determines the symbolic states, exact differences, pre-
scribed period Ape,, and total DDT probability exponent p. An output branch
satisfying the periodic condition is then identified from the final symbolic states.
Thus no separate exact-difference instantiation step is needed after solving. Al-
gorithm 1 searches for auxiliary tuples satisfying the resulting prescribed-period
relation.

After the model returns a candidate, we can implement the corresponding
construction and test it experimentally. If a rare unintended event causes the
candidate to fail this check, we can rerun the model.

C SMT Encoding of the Key-Recovery Model

This supporting material gives the SMT encoding used for the key-recovery
model in Section 4.4. The presentation follows the three-part construction in
Section 4.3: the model first searches for a paired-shift core, then checks whether
the required key-dependent values can be produced from the input side, and
finally checks whether an equivalent periodic expression can be obtained from
the output side. These three parts are encoded in one SMT formula.
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C.1 Search Objective

The model targets the sufficient condition in Theorem 2. The searched expression
has the form

fr(2) = Fa(F(x @ 1) @ Fz @) & Fo(x), (5)

where F' is the public function used in the target primitive, Fy is the removable
public part, and F3 is fixed once the key is fixed. The values 1, and ¥y are inde-
pendent of z and may depend on subkeys. After cancelling Fy(x), the resulting
function has period

Sk = Y1 B Yo.

In the implementation, the two abstract shifts are represented by the 10-bit tag
variables
Wy, Wy € {0,119,

with constraints
Uy # 0, Uy # Us.

In the generated CVC files, these variables are named
period_valuel and period_value2.

The condition ¥; # 0 reserves the zero tag, when used, for Ws.

The round computation is split into input, core, and output parts. Let 7y,
Teore, and Touy be their numbers of rounds. In the build scripts these values are
the parameters num_R_head, num_R_color, and num_R_linear; below we write
them as h, m, and £. The core part searches for the core in Eq. (5). The input
part realizes the values used in 1,15 from the actual keyed computation. The
output part, when present, checks whether the core can still be expressed from
the observable output up to an z-independent key-dependent value.

C.2 Symbolic Circuit Representation

Operations. The model uses four operations.

— F: application of the public function F, or of F~! in backward wiring when
required by the target round equations.

XOR: bitwise XOR of two branches.

— COPY: duplication of one branch into two branches.

ADK: XOR of a round subkey into a branch, implemented by AK with variables
K_IN and K_OUT.

The target-specific build file specifies the target wiring, the round split, the
input-side branch count head_pr, and the boundary assertions for the selected
entry. The propagation rules for the four operations are generated by the shared
key-recovery model.
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State alphabet. Each nonlinear state is encoded by a 7-bit vector
o= (06,05,...,00).

The bits correspond to the symbolic terms in Table 4. When the leftmost bit is
zero, the lower six bits indicate the symbolic components present in a branch.
Their combination and cancellation are governed by the propagation rules below.
For example, (0,0,0,0,0,1,1) represents x @ k. If the leftmost bit is one, the
symbolic expression is no longer tracked and the remaining bits are ignored.

Key tags. Every nonlinear state also has a 10-bit key tag v. The tag records the
z-independent key-dependent value attached to the k bit. The implementation
enforces

op=1=v#0, op=0=v=0.

Thus a branch without the k component cannot carry a hidden key tag. The ADK
operation updates the tag by XOR with the tag assigned to the injected subkey.
When the same tag appears twice, it cancels.

Assigned-value propagation uses an auxiliary array

F:{0,1}'° - {0,1}1°.

It is generated as a random permutation before solving and is fixed in the SMT
file, together with the subkey tags. These assigned values serve as fingerprints for
key-dependent expressions. The array updates tags in expressions such as F'(k),
while the state alphabet handles the symbolic x-dependent part. In the generated
CVC files, the array is named F, distinct from the symbolic F operation in the
build scripts. The 10-bit tags are internal search values, not the concrete periods
in the verification experiments. Candidate expressions are checked separately
against the target computation.

C.3 Core Part: Core Search

The core part searches for an internal branch satisfying the paired-shift condi-
tion. Its input is the state z, where h = ri, in the generated file. The linking
constraints first remove states that cannot start the core search:

2116 : 5] = 0bin00.

If a shifted-call bit is already present at this boundary, the corresponding shift
must be zero:

a4 =1=0 =0, 2!2:2=1=0=0.
The state =" must contain at least one useful 2-dependent component:

V(@b val2: 2 val(3: 3] val4:4)) =1.
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Rules of COPY, XOR, and ADK. The COPY operation copies both the state and
the key tag. For XOR, if the two inputs are (o,v) and (p,w), and the output is
(w, z), then

we =06V P, Ws =05V 5, Wy =04Dpa,

w3 =03V p3, wy=02®Dp2, w1 =01 Dp;.

The k bit depends on the two key tags:
v =w = wy = 0g D Po, v # w = wy=0ogV po,
and the output tag is
zZ=vdw.
An ADK operation only changes the key-dependent part. If the injected subkey

tag is a, then

v=azw=0, v#a=(2=vda, w=1).

Rules of F. The F operation is where the model recognizes the two shifted calls.
For the zero state and z-independent key-dependent states, the rules are

(0,0) = (0,0),  (k,a) = (&, F(a)).
For the public variable, the rule depends on whether one of the two shifts is zero:

Fo(X), Lpl 7£ 0 and QQ # 0,
x> (Fxd¢), ¥ =0,
F(X@wg), WQ =0.

For a state x @ k with assigned value a, the tag decides whether the branch is
one of the two shifted inputs:

F(Xaawl)a a = Lpla
(X@k7a)’_> F(X@%), a:W%
?, a ¢ {Lpl,glg}.

The paired-shift core is accepted by the rule

F(x® Y1) ®F(x @ ha) — Fao(Tk(x)).

The states Fo(x) and F(Tk(x)) are preserved by another application of F. A state
labelled F(x @ ;) with ¥; = 0 is rewritten as Fo(x) after another application of F.
A single shifted-call state with ¥; # 0 is mapped to ?. The state x @ Fo(x) maps
to Fo(x). When W5 = 0, the XOR of any two or all three of x, Fo(x), and F(x & 1)
also maps to Fo(x). The implemented case table also maps Fy(Tx(x)) @ k back to
F2(Tk(x)), and whenever the output contains the k bit, the output tag is updated
by F. The XOR of the two shifted calls, optionally combined with Fy(Tk(x)), k,



Automated Search for Periodic Functions in Quantum Attacks 43

or both, maps to Fa(Tk(x)). Inputs not covered by these rules are mapped to ?,
and a discarded input keeps the discarded bit set.

Accepted core patterns. When ¢ = 0, the END constraint accepts the nonlinear
part if at least one branch has a 7-bit state o = (og,...,00) satisfying one of
the following patterns:

os6=0, o5=1, 04 =09,
o6=0, o4=1, o09=1,
06=0, o4=1, W #£0.
These predicates select candidate output states. The corresponding expression,

removable public term, and period are reconstructed and checked against the
conditions in Definition 3.

C.4 Input Part: Input Realization

The input part links candidate symbolic initial states to the core boundary
through A rounds of the target computation. The states and tags at the end of
the input part are linked to the initial core states by

xhead? = x;‘, xhead_k? = x_k?.

The same linking routine also fixes the number of input-side branches carrying
the k bit at round 0:
Z xhead? [0: 0] = head_pr.
J
The value head_pr is target-specific and is set separately for each target. The
reconstructed initial-state map must be checked for public computability before
the candidate is used.

The input part uses the same COPY, XOR, and ADK rules as the core part.
The rule for F is stricter, because the input part is used only to construct ad-
missible input-side values. If the input to F contains an unknown component,
an z-independent key-dependent component, the core bit, or an incompatible
shifted-call bit, then the model sets

end = 0.
Otherwise,
0—0, o # 0 Fo(x).
Since the global constraint fixes end = 1, any path using one of the forbidden
input-part transitions is rejected.

For the MISTY L-FK build, the default parameters are two input-side rounds,
four core rounds, and no output-side rounds. The target-specific assertions

r2 = 0000001, 22 = 0000011

force the core input to contain k and x @ k. The input-part constraints then
decide whether these states are actually produced from the plaintext side and
the preceding subkey additions.
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C.5 Output Part: Output Realization

The output part checks whether the internal core can be expressed from output-
side branches. If there is no output part, this is exactly the accepted-core con-
dition above. If an output part is present, the model changes to a 2-bit state

A= (A1, \0) €{0,1}2.
The three meaningful states are
00, 01, 11.

The generated constraints enforce this alphabet by Ay = 1 = A¢g = 1 and
Ao = 0 = A1 = 0. The state 11 means that the branch is directly computable
from the output. The state 01 means that the branch is computable up to an
z-independent key-dependent value, which is sufficient for an equivalent periodic
function. The state 00 means that the branch is unusable for the output oracle.
When a subkey is added to a usable branch, the resulting branch is assigned
state 01, since the added value is independent of z. At the ciphertext boundary,
the solver assigns each observable branch a label in {00,01,11}. The label 11
retains exact computability, while lower labels discard information not needed
by the selected expression. The output-side constraints propagate these labels
backward to the core boundary.

At the transition from the core part to the output part, the generated formula
introduces one mask bit xlinearfirstmask;-”m for each branch and imposes
MASKSUM = 1. Thus exactly one candidate branch is selected. A mask bit can be
one only if the corresponding nonlinear state satisfies one of the following four
predicates:

06=0, o5=1, o04=02,

o6=0, o4=1, o09=1,
06=0, oys=1 W #0,
06:0, 0'2:].7 !72750

The last predicate is the symmetric shifted-call case that is used only by the
output-part mask. If a mask bit is one, the implementation asserts A\g = 1 for
the selected branch.

The output-part rules are

COPY : N =)\ =),
F:00+— 00, 01~ 00, 11+ 11,

ADK : 00 — 00, 01+~ 01, 11+ 0L.

For XOR, let A(Y) = ()\gl), )\51)) and \®) = (A§2), )\(()2)) be the labels of the two in-
put branches, and let Aoui = (Aout,1, Aout,0) be the output label. The superscript
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distinguishes the two input branches, and the subscript denotes the bit in the
2-bit label. The rule is

Aout,0 = )\81) A )\(()2), Aout,1 = )\ﬁl) A )\gz).

These rules encode the following output-side reasoning. Applying F to a branch
known only up to an z-independent value destroys output usability, because the
unknown key-dependent value enters the input of the public function. The XOR
output is usable only when both input branches are usable.

C.6 Complete SMT Formula

Although the construction is described as three parts, the implementation does
not solve them separately. It builds one formula

MKR = Ccorc A Cinput A Coutput A Cwirc A Ctag A Cpcriod A Ctargct-

Here Ccore contains the core-part rules, Cinpyt contains the input-part realization
rules, and Coutput contains the output-side equivalent function rules. The group
Cwire connects operation nodes according to the target structure. The group
Ciag enforces the key-tag discipline and subkey-tag updates. The group Cperiod
fixes U7 # 0 and ¥, # W, implemented as assertions on period_valuel and
period_value2. The group Ciarget contains the assertions written directly by
the target-specific build file, including fixed boundary states and, for the entries
that use one, a fixed relation on ¥y @ Ws.

A satisfying assignment gives the symbolic states and key tags. The candidate
input pattern, paired-shift core, and output expression are reconstructed from
these assignments and checked against the target computation. The separate
experiments instantiate the candidate expressions with randomly chosen keys
and check the resulting period relation. An unsatisfiable formula excludes candi-
dates only for the given round split, target constraints, assigned tags, auxiliary
permutation, and encoded construction class.

After the model returns a candidate, we can implement the corresponding
construction and test it experimentally. If a rare unintended event causes the
candidate to fail this check, we can rerun the model.

D Distinguisher State Information

This supporting material lists additional round-state tables for the periodic dis-
tinguishers in Section 5.1.

D.1 LBlock branch convention

The LBlock and LBlock-S tables and paths use a 4-bit-branch notation for the
official round of LBlock. In the specification, the 32-bit words satisfy

X =F(X;-1, K1) ® (Xi—2 «<8).
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A 32-bit word U = Uz|| - - - ||Up is written in branch order UJ[0],...,U[7], where
Ulj] = U;. The input state of the displayed round is ordered as

X = (X;1[0], ..., X;1[7]), Xi_2[0], ..., Xi_o[7)).

The model first forms the internal output state Y. Its first eight branches are
copied from X;_ ;. Its last eight branches form X; and therefore include both
the «<8 term and the permutation P in the LBlock specification. If (Zy, ..., Z7)
denotes the eight S-box outputs in our branch order, then the specified permu-
tation gives

(o, ...,Ur) = (21,725, Zo, Zay Zs, Zigy Za, Zg).

Thus the last eight branches of Y are
Y8 +j]=Xio[(j —2)mod 8@ U;, 0<j<T.

The SMT model implements the same order by feeding round-function outputs
1,3,0,2,5,7,4,6 into Y?[8],..., Y?[15]. The next input state is ordered as X! =
(Xi, Xi—1), so the round connection used in the model and in the figures is

X4 = Y'[(j 4 8) mod 16].

The round-state tables list nonzero entries of X?, while output conditions such
as Y!1[6] = 05 refer to the internal output state before this half swap.

D.2 ALLPC branch convention

The ALLPC table and path also use a 4-bit-branch notation. Each 8-bit branch
X; in the ALLPC specification is split into two 4-bit branches,

Xj=XR0-)LXR7T-j)+1), 0<j<T.

The two 4-bit S-box inputs of the round function are therefore branches 14 and
15, which correspond to Xj. In the specified F' function, the two S-box outputs
are crossed before being xored into the two halves of X7. The round-key additions
are fixed XORs and do not change branch differences. For all non-final rounds,
the model applies the branch permutation

X r(§)] = Y], T =(2,3,6,7,8,9,10,11,12,13,14,15,0,1,4,5),
which is the 4-bit-branch form of the ALLPC branch order
(X17X77X07X67X57X47X37X2)'

In the final round, we follow the ALLPC specification and stop at Y2°, before ap-
plying the branch permutation. Hence the output condition Y2°[13] = 0, ® x & §
is imposed on this internal state.

For this ALLPC instance, Ej25 (z, ap, ) uses a public input mapping in which
branch 3 receives x @ ap[3], with a1[3] = ap[3] @ 0x2. The other input branches
carry the corresponding components of ay or c. Algorithm 1 applies its quartet
test to these inputs with prescribed period 0x1.
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Table 10. Round states of the 11-round TWINE distinguisher.

Round ¢ Nonzero entries of X*

1 1:6(0x5), 2: 6(0x2), 3: 6(0xa), 6 : 5(0x6), 7 : 5(0x5), 13 : 6(0xf), 14 : §(0x6), 15 : x(0x0)

: 5(0x5), 1 :5(0x2), 3: 5(0x6), 10 : §(0xf), 11 : 5(0x6), 14 : x B §(0x5)

: 5(0x6), 5: 6(0x5), 9 : §(0xf), 11 : x B §(0x5), 14 : 05(0x0)

1 x @ 6(0x5), 2 : 05(0x0), 3 : 6(0xf), 4 : 05(0x0), 11 : 05(0x0), 14 : 05(0x0)

QDU W N

0
4
2:x @ 6(0x5), 6 : 5(0xf), 7 : 5(0x6), 11 : 05(0x0), 14 : 05(0x0)
1
0

:x @ 6(0x5), 1: 05(0x0), 2 : 05(0x0), 4 : 05 @ 6(0xf), 7 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0),
14 : 0,(0x0)

7 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 4 : 05(0x0), 5 : x P §(0x5), 7 : 05 b 5(0xf), 8 : 05(0x0),
10 : 05(0x0), 11 : 05(0x0), 12 : 7(0x0), 14 : 05(0x0), 15 : 05(0x0)

8 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0), 6 : 05(0x0), 7 : 05(0x0),
8: 05 P §(0xf), 9 : 05(0x0), 10 : 7(0x0), 11 : 05(0x0), 12 : 05 ® x &b 5(0x5), 13 : 05(0x0),
14 : 05(0x0), 15 : ?(0x0)

9 0 : 0:(0x0), 1 : 04(0x0), 2 : ?(0x0), 3 : 0(0x0), 4 : 05(0x0), 5 : 04(0x0), 6 : ?(0x0), 7 : 0,(0x0),
8 : 05(0x0), 9 : 7(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05 ® §(0xf), 14 : 7(0x0),
15: 05 @ x @ §(0x5)

10 0 : 05(0x0), 1 : 7(0x0), 2 : 05(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05(0x0), 6 : 7(0x0), 7 : 05(0x0),
8 : 7(0x0), 9 : 05(0x0), 10 : 05 @ §(0xf), 11 : ?(0x0), 12 : 05(0x0), 13 : 05(0x0), 14 : 7(0x0),
15 : 05(0x0)

11 0 : 7(0x0), 1 : 05(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05(0x0), 6 : 7(0x0), 7 : 7(0x0),
8 : 7(0x0), 9: 05 ® 6(0xf), 10 : 05(0x0), 11 : ?(0x0), 12 : ?(0x0), 13 : ?7(0x0), 14 : ?7(0x0),
15 : 05(0x0)

Prescribed period Aper = 0x5 Output condition YH10] = 0s
DDT-path probability estimate 2714 Experimental probability 2713-98




48

Q. Liu et al.

Table 11. Round states of the 11-round LBlock distinguisher.

Round ¢ Nonzero entries of X*

1 0:5(0x1), 6:5(0x4), 7 : §(0xa), 8 : x(0x0), 9 : §(0xb), 11 : §(0x2), 13 : §(0x4), 15 : 5(0x6)
2 1:5(0x6), 2: x@ 6(0x1), 3:5(0xb), 8: §(0x1), 14 : §(0x4), 15 : 5(0xa)
3 2:6(0x1), 3:05(0x0), 9 : 6(0x6), 10 : x & §(0x1), 11 : §(0xb)
4 1:05(0x0), 4 : x @ §(0x1), 5: §(0xb), 10 : §(0x1), 11 : 05(0x0)
5 0 : 05(0x0), 5 : 05(0x0), 6 : 05(0x0), 9 : 05(0x0), 12 : x @ §(0x1), 13 : §(0xb)
6 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 6 : x B §(0x1), 7 : 05 ® 5(0xb), 8 : 05(0x0), 13 : 05(0x0),
14 : 0,(0x0)
7 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 5 : 7(0x0), 6 : 05(0x0), 7 : 05(0x0),
10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 14 : x B §5(0x1), 15 : 05 B §(0xb)
8 0:0sBxPd(0x1), 1: 05 5(0xb), 2: 05(0x0), 3 : 05(0x0), 4 : 7(0x0), 5 : 05(0x0),
6 : 05(0x0), 7 : 05(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 13 : ?(0x0),
14 : 05(0x0), 15 : 05(0x0)
9  0:7(0x0), 1:04(0x0), 2 : 05(0x0), 3 : 05 (0x0), 4 : 04(0x0), 5 : 0,(0x0), 6 : ?(0x0), 7 : 7(0x0),
8:0s ®x@5(0x1), 9:0s D (0xb), 10 : 05(0x0), 11 : 05(0x0), 12 : 7(0x0), 13 : 05(0x0),
14 : 05(0x0), 15 : 05(0x0)
10 0 : 05(0x0), 1 : 05(0x0), 2 : ?(0x0), 3 : 05 B 5(0xb), 4 : 05(0x0), 5 : ?(0x0), 6 : 7(0x0),
7 :7(0x0), 8 : 7(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05(0x0),
14 : 7(0x0), 15 : 7(0x0)
11 0: ?7(0x0), 1: ?7(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : ?(0x0), 5 : 7(0x0), 6 : 05(0x0), 7 : 7(0x0),

8 : 05(0x0), 9 : 05(0x0), 10 : 7(0x0), 11 : 05 @ §(0xb), 12 : 05(0x0), 13 : 7(0x0), 14 : 7(0x0),
15 : 7(0x0)

Prescribed period Aper = 0x1 Output condition Y [6] = 0
DDT-path probability estimate g4 Experimental probability 2

—14.02
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Table 12. Round states of the 12-round LBlock distinguisher.

Round ¢ Nonzero entries of X*

: 7(0x0), 9 : 05(0x0), 10 : ?(0x0), 11 : ?(0x0), 12 : 05(0x0), 13 : 7(0x0), 14 : 7(0x0),

1 1:6(0x2), 3:6(0x2), 8 : 6(0xa), 10 : 6(0x5), 11 : §(0xa), 13 : §(0xb), 14 : x(0x0), 15 : 5(0x1)

2 0:x6(0x2), 2: 5(0xa), 4: 6(0x5), 5: 6(0xa), 7 : §(0xb), 9 : 6(0x2), 11 : §(0x2)

3 2:05(0x0), 4 : §(0x1), 6 : §(0x2), 8 : x B §(0x2), 10 : §(0xa), 12 : §(0x5), 13 : §(0xa),
15 : 6(0xb)

4 1:6(0xb), 2 : x @ §(0x2), 3 : 05(0x0), 4 : §(0xa), 10 : 05(0x0), 12 : §(0x1), 14 : 5(0x2)
1:05(0x0), 3 : 05(0x0), 4 : 05(0x0), 9 : 5(0xb), 10 : x @ §(0x2), 11 : 05(0x0), 12 : 5(0xa)

6 0 : 05(0x0), 1 : 05(0x0), 3 : 6(0xb), 4 : x B §(0x2), 5 : 05(0x0), 6 : 05 b §(0xa), 9 : 05(0x0),
11 : 05(0x0), 12 : 0, (0x0)

7 0: 05(0x0), 1 : §(0x1), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0), 6 : 05(0x0), 7 : ?7(0x0),
8 : 05(0x0), 9 : 05(0x0), 11 : §(0xb), 12 : x B §(0x2), 13 : 05(0x0), 14 : 05 P 5(0xa)

8 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : ?(0x0), 6 : 05 & x B 6(0x2),
7 : 05(0x0), 8 : 05(0x0), 9 : §(0x1), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05(0x0),
14 : 05(0x0), 15 : ?(0x0)

9 0 : 05(0x0), 1 : ?7(0x0), 2 : 05(0x0), 3 : 0 b §(0x1), 4 : 7(0x0), 5 : 05(0x0), 6 : 05(0x0),
7 : 05(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 7(0x0),
14 : 05 @ x @ §(0x2), 15 : 05(0x0)

10 0: 7(0x0), 1: ?7(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0), 6 : 7(0x0), 7 : ?(0x0),
8 : 05(0x0), 9 : 7(0x0), 10 : 05(0x0), 11 : 05 B 5(0x1), 12 : 7(0x0), 13 : 05(0x0), 14 : 05(0x0),
15 : 05(0x0)

11 0: 7(0x0), 1 :05(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : 05(0x0), 5 : ?(0x0), 6 : 7(0x0), 7 : 7(0x0),
8 : 7(0x0), 9 : 7(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05(0x0), 14 : ?(0x0),
15 : 7(0x0)

12 0: 7(0x0), 1: ?(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : ?(0x0), 5 : 7(0x0), 6 : 05(0x0), 7 : 7(0x0),
8
1

5 : 7(0x0)

Prescribed period Aper = 0x2 Output condition Y12[6] = 05
DDT-path probability estimate 2724 Experimental probability 272277
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Table 13. Round states of the 11-round LBlock-S distinguisher.

Round ¢ Nonzero entries of X*

1 0:5(0x1), 5:5(0x9), 7:8(0x1), 8 : x(0x0), 10 : §(0xc), 11 : §(0x1), 12 : §(0x1), 14 : §(0xb)

2 0:8(0xb), 2 : x @ 5(0x9), 6 : §(0x1), 8 : 6(0x1), 13 : §(0x9), 15 : §(0x1)

3 1:6(0x1), 3:05(0x0), 8 : §(0xb), 10 : x B §(0x9), 14 : §(0x1)

4 1:05(0x0), 2 : 6(0xb), 4 : x @ §(0x9), 9 : 6(0x1), 11 : 05(0x0)

5 0 : 05(0x0), 5 : 05(0x0), 6 : 05(0x0), 9 : 05(0x0), 10 : §(0xb), 12 : x B §(0x9)

6 2 : 05(0x0), 3 : 05(0x0), 4 : 05 @ 6(0xb), 6 : x B §(0x9), 7 : 05(0x0), 8 : 05(0x0), 13 : 05(0x0),
14 : 0,(0x0)

7 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 5 : 05(0x0), 6 : ?(0x0), 7 : 05(0x0),
10 : 05(0x0), 11 : 05(0x0), 12 : 05 P §(0xb), 14 : x ® §(0x9), 15 : 05(0x0)

8 0:0s P x P d(0x9), 1:05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05(0x0),
6 : 05 @ §(0xb), 7 : ?(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 13 : 05(0x0),
14 : 7(0x0), 15 : 05(0x0)

9 0 : 7(0x0), 1 : 0,(0x0), 2 : 04(0x0), 3 : 0(0x0), 4 : 05(0x0), 5 : 2(0x0), 6 : 05(0x0), 7 : ?(0x0),
8: 05 @ x @ 5(0x9), 9:05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05(0x0),
14 : 05 @ 6(0xb), 15 : 7(0x0)

10 0: 05 @ §(0xb), 1: ?(0x0), 2 : 7(0x0), 3 : 05(0x0), 4 : ?(0x0), 5 : ?(0x0), 6 : 05(0x0),
7 : 05(0x0), 8 : 7(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 7(0x0),
14 : 05(0x0), 15 : ?(0x0)

11 0: ?7(0x0), 1: ?7(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05(0x0), 6 : 7(0x0), 7 : 7(0x0),
8 : 05 @ §(0xb), 9: 7(0x0), 10 : 7(0x0), 11 : 05(0x0), 12 : ?(0x0), 13 : ?(0x0), 14 : 05(0x0),
15 : 05(0x0)

Prescribed period Aper = 0x9 Output condition Y [5] = o,

DDT-path probability estimate g4 Experimental probability 2

—13.97
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Table 14. Round states of the 12-round LBlock-S distinguisher.

Round ¢ Nonzero entries of X*

1 5:6(0x4), 7:6(0x4), 9:6(0x6), 10 : §(0x6), 11 : x(0x0), 12 : 5(0x4), 14 : 6(0x4), 15 : §(0x4)

2 0:6(0x4), 1:6(0x4), 3:5(0x6), 5: x 6(0x6), 6 : §(0x4), 13 : §(0x4), 15 : §(0x4)

3 0:5(0x6), 2 : 5(0x4), 4 : 05(0x0), 8 : §(0x4), 9 : §(0x4), 11 : §(0x6), 13 : x D 6(0x6),
14 : 5(0x4)

4 0:5(0x4), 5: 5(0x6), 6 : 05(0x0), 7 : x ® 5(0x6), 8 : §(0x6), 10 : 5(0x4), 12 : 05(0x0)
5 : 05(0x0), 6 : 05(0x0), 7 : 05(0x0), 8 : §(0x4), 13 : §(0x6), 14 : 05(0x0), 15 : x P §(0x6)

6 0:05(0x0), 1 : x P 5(0x6), 2 : §(0x4), 4 : 05(0x0), 5 : 05(0x0), 7 : 05 & 5(0x6), 13 : 05(0x0),
14 : 05(0x0), 15 : 05(0x0)

7 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 5(0x4), 4 : 05(0x0), 5 : ?(0x0), 6 : 05(0x0), 7 : 05(0x0),
8 :05(0x0), 9 : x D 6(0x6), 10 : §(0x4), 12 : 05(0x0), 13 : 05(0x0), 15 : 05 P 5(0x86)

8 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05 & x P 5(0x6), 4 : 7(0x0), 5 : 05(0x0), 6 : 05(0x0),
7 : 05(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : §(0x4), 12 : 05(0x0), 13 : 7(0x0),
14 : 05(0x0), 15 : 05(0x0)

9 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05 b 5(0x4), 6 : 7(0x0),
7 : 7(0x0), 8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05 ® x & §(0x6), 12 : 7(0x0),
13 : 05(0x0), 14 : 05(0x0), 15 : 05(0x0)

10 0 : 05(0x0), 1 : 05(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 7(0x0), 5 : 7(0x0), 6 : 7(0x0), 7 : ?(0x0),
8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : 05 @ §(0x4), 14 : 7(0x0),
15 : 7(0x0)

11 0: 7(0x0), 1 : 7(0x0), 2 : 05(0x0), 3 : 05(0x0), 4 : 7(0x0), 5 : ?(0x0), 6 : 7(0x0), 7 : 7(0x0),
8 : 05(0x0), 9 : 05(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : ?(0x0), 13 : ?(0x0), 14 : ?(0x0),
15 : 7(0x0)

12 0 : 7(0x0), 1: ?(0x0), 2 : 7(0x0), 3 : 05(0x0), 4 : 7(0x0), 5 : ?(0x0), 6 : 7(0x0), 7 : 7(0x0),

8 : 7(0x0), 9 : 7(0x0), 10 : 05(0x0), 11 : 05(0x0), 12 : 7(0x0), 13 : 7(0x0), 14 : 7(0x0),
15 : 7(0x0)

Prescribed period Aper = 0x6 Output condition Y12[3] = o,
DDT-path probability estimate 2724 Experimental probability 272134
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Table 15. Round states of the full-round ALLPC distinguisher.
Round i Nonzero entries of X*

1 0:6(0x2), 1:8(0x3), 3:x@ 5(0x2), 5:(0x3), 7:(0x3), 8:§(0x2), 12 : §(0x2)

2 0:6(0x2), 2:(0x2), 3:8(0x3), 6: §(0x2), 7: x D §(0x2), 8 : §(0x2), 9 : §(0x3), 10 : §(0x2),
11 :6(0x3), 12 : §(0x2)

3 0:6(0x2), 8:5(0x2), 9:8(0x3), 11 : x D 6(0x1), 12 : §(0x2), 13 : §(0x3), 14 : §(0x2),
15 : §(0x3)

4 0:5(0x2), 1:8(0x3), 3:x@ 5(0x2), 4:5(0x2), 5: §(0x3), 6 : §(0x2), 7: §(0x3), 8 : §(0x2),
9 :5(0x3), 10 : 6(0x2), 11 : §(0x3), 12 : §(0x2), 13 : §(0x3), 15 : x & §(0x1)

5 0:5(0x2), 1:8(0x3), 2:05(0x0), 5: x B §(0x1), 6 : §(0x2), 7:x P §(0x1), 12 : 6(0x2),
13 : 6(0x3), 14 : §(0x2), 15 : §(0x3)

6 0:5(0x2), 1:8(0x3), 2:§(0x2), 3:(0x3), 4: §(0x2), 5: 6(0x3), 6 : 05(0x0), 9 : x ® §(0x1),
10 : §(0x2), 11 : x b §(0x1)

7 3:6(0x3), 6 : 6(0x2), 7: x @ 6(0x2), 8: 5(0x2), 9 : x & 6(0x2), 10 : 05(0x0), 11 : x B §(0x1),
13 :x @ §(0x1), 14 : §(0x2), 15 : x @ 6(0x1)

8 1:x@6(0x1), 2: 05 B 6(0x2), 3 :x P §(0x1), 4: 6(0x2), 5 : x B §(0x1), 6 : 6(0x2),
7:x@®5(0x1), 8:5(0x2), 9: x P 5(0x2), 12 : §(0x2), 13 : x P §(0x2), 14 : 05(0x0),
15 : x @ §(0x1)

9 0:06(0x2), 1:x@® 6(0x2), 2:05(0x0), 3: 05 D x D 5(0x1), 4: 05(0x0), 5: x P 5(0x1),
6 : 05(0x0), 7 : §(0x3), 9 : §(0x3), 11 : §(0x3), 12 : §(0x2), 13 : x B §(0x2)

10 0:5(0x2), 1:x@ 6(0x2), 6: 05(0x0), 7 : 05 D x P §(0x2), 8 : 05(0x0), 9 : x B §(0x2),
10 : 05(0x0), 13 : §(0x3), 15 : §(0x3)

11 1:6(0x3), 2: 05(0x0), 3 : 5(0x3), 5 : 5(0x3), 6 : 05(0x0), 7 : x B 6(0x2), 8 : 05(0x0),
9 :x @ 6(0x2), 10 : 05(0x0), 11 : 05(0x0), 12 : 05(0x0), 13 : x B §(0x2), 14 : 05(0x0)

12 0 :05(0x0), 1 : x @ 6(0x2), 2 : 05(0x0), 3 : 05 @ §(0x3), 4 : 05(0x0), 6 : 05(0x0),
7:x@ 5(0x1), 8:05(0x0), 9 : x P §(0x1), 10 : 05(0x0), 12 : 05(0x0), 13 : x & §(0x2),
14 : 0,(0x0), 15 : 0,(0x0)

13 0:05(0x0), 1 : x P §(0x2), 2 : 05(0x0), 3 : 05 & x P §(0x1), 4 : 05(0x0), 5 : 05(0x0),
6 : 05(0x0), 7 : 05 ® x B §(0x2), 8 : 05(0x0), 9 : x P §(0x1), 10 : 05(0x0), 12 : 05(0x0),
13 : x @ 6(0x1), 14 : 05(0x0)




Automated Search for Periodic Functions in Quantum Attacks 53

Table 16. Round states of the full-round ALLPC distinguisher, rounds 14-25.

Round i Nonzero entries of X*

14 0:05(0x0), 1 :x @ 6(0x1), 2 : 05(0x0), 3 : 05 ® x P §(0x2), 4 : 05(0x0), 6 : 05(0x0),
7 : 05(0x0), 8 : 05(0x0), 9: 05 D x @ §(0x1), 10 : 05(0x0), 11 : 05 @ §(0x3), 12 : 05(0x0),
13 : x @ §(0x1), 14 : 05(0x0)

15 0:05(0x0), 1 :x @ 6(0x1), 2 : 05(0x0), 3 : 05 @ x P §(0x2), 4 : 05(0x0), 6 : 05(0x0),
7:0s @ 6(0x3), 8 :05(0x0), 9 : 05 ® x P §(0x1), 10 : 05(0x0), 11 : 05 B x D 6(0x1),
12 : 05(0x0), 13 : 0 b x B §(0x1), 14 : 05(0x0), 15 : 05 & 6(0x3)

16 0:05(0x0), 1: 05 ®x P §(0x1), 2: 7(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05 B §(0x3),
6 : 05(0x0), 7 : 05 b 5(0x3), 8 : 05(0x0), 9 : 05 & x P §(0x1), 10 : 05(0x0),
11: 05 ® x ® §(0x2), 12 : 05(0x0), 13 : 05 B x P §(0x1), 14 : 05(0x0), 15 : 05 B x B §(0x1)

17 0:05(0x0), 1: 05 d x P §(0x1), 2 : 05(0x0), 3 : 05 b 5(0x3), 4 : 05(0x0), 5 : 05 B x B §(0x1),
6 : ?7(0x0), 7:0s ®x D 5(0x1), 8:05(0x0), 9: 05 B x P 6(0x2), 10 : 05(0x0),
11: 0 ® x @ 6(0x2), 12 : 05(0x0), 13 : 05 @ x B 5(0x1), 14 : 05(0x0), 15 : 05 B x P §(0x2)

18 0:05(0x0), 1:0s ®x @ §(0x1), 2: 7(0x0), 3 : 05(0x0), 4 : 05(0x0), 5 : 05 B x P 5(0x2),
6 : 05(0x0), 7: 05 ® x P §(0x1), 8: 05(0x0), 9 : 05 B 6(0x3), 10 : 7(0x0), 11 : 05 B 5(0x3),
12 : 05(0x0), 13 : 05 ® x @ §(0x2), 14 : 05(0x0), 15 : 05 B x D 6(0x2)

19 0:05(0x0), 1: 05 ® x P §(0x2), 2: 7(0x0), 3 : 05 P 5(0x3), 4 : 05(0x0), 5 : 05 B x & §(0x2),
6 : 7(0x0), 7: 05 b 5(0x3), 8 : 05(0x0), 9 : 05 & x B §(0x1), 10 : 05(0x0), 11 : 05 B x & 6(0x2),
12 : 05(0x0), 13 : 05 @ §(0x3), 14 : 7(0x0), 15 : 05 b 5(0x3)

20 0:05(0x0), 1: 05 b §(0x3), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05 b §(0x3), 6 : 7(0x0),
7:0s D x®§(0x2), 8 : 05(0x0), 9: 05 B 5(0x3), 10 : 7(0x0), 11 : 05 B x D 6(0x2),
12 : 05(0x0), 13 : 05 @ x @ §(0x1), 14 : 05(0x0), 15 : 05 B x D §(0x2)

21 0:05(0x0), 1 : 05 ®x @ §(0x1), 2: 7(0x0), 3 : 05 B 5(0x3), 4 : 05(0x0), 5 : 0s D x @ §(0x2),
6 : 7(0x0), 7 : 7(0x0), 8 : 7(0x0), 9 : 05(0x0), 10 : 7(0x0), 11 : 05 & x @ §(0x1), 12 : 05(0x0),
13 : 05 @ 6(0x3), 14 : 7(0x0), 15 : 05 B x D 6(0x2)

22 0 : 05(0x0), 1 : 05 @ 6(0x3), 2 : 7(0x0), 3 : 7(0x0), 4 : ?(0x0), 5: 05 B x @ §(0x2), 6 : 7(0x0),
7:0s & 6(0x3), 8: 7(0x0), 9: 05 & x P §(0x2), 10 : 7(0x0), 11 : 7(0x0), 12 : ?(0x0),
13 : 05(0x0), 14 : 7(0x0), 15 : 05 B x & 6(0x1)

23 0: 7(0x0), 1 : 05(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 05 B x B §(0x1), 6 : 7(0x0),
7 :7(0x0), 8 : 7(0x0), 9 : 05(0x0), 10 : 7(0x0), 11 : 05 ® x ® 6(0x1), 12 : ?(0x0),
13: 0, ® x @ 6(0x2), 14 : 7(0x0), 15 : 7(0x0)

24 0:?7(0x0), 1:0s ®x @ §(0x2), 2 : 7(0x0), 3 : 7(0x0), 4 : 7(0x0), 5 : 7(0x0), 6 : 7(0x0),
7 :7(0x0), 8 : 7(0x0), 9 : 05 @ x P 6(0x1), 10 : 7(0x0), 11 : 7(0x0), 12 : 7(0x0), 13 : 05(0x0),
14 : 7(0x0), 15 : 05 & x @ §(0x1)

25 0 : ?(0x0), 1: 05(0x0), 2 : 7(0x0), 3 : 7(0x0), 4 : ?(0x0), 5: 0s B x @ §(0x1), 6 : 7(0x0),
7 :7(0x0), 8 : 7(0x0), 9 : ?7(0x0), 10 : 7(0x0), 11 : 7(0x0), 12 : 7(0x0), 13 : 05 B x D 6(0x1),
14 : ?(0x0), 15 : 7(0x0)

Prescribed period Aper = 0x1 Output condition Y25[13] =0:DxD6

DDT-path probability estimate2™12 Experimental probability2~9-0¢
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F Key-Recovery Attacks

This supporting material records the remaining key-dependent periodic func-
tions not detailed in Section 5.2 and explains how they are used in the corre-
sponding polynomial-time key-recovery attacks. We use the same notation as in
Section 5.2. In particular, £} denotes branch j after r rounds, and F? and F~°
denote i-fold iteration of F' and F~1.

F.1 MISTY L-KF
For 5-round MISTY L-KF, let the input be (0, ). Define
f(@) =2 @k = (2l @ 2).
Then
f@)=FlzoFEYok)oFlzak)oza F(E°) @ k.
Thus G(z) = f(z) @ « has period
s=FE) ok ok

This period is again a subkey relation. To recover k°, set the public input to
(y,x) and define

fy@)=FzoFyok)ok’)oFlzaok ) ord Flyo k) ok
For each fixed y, G,(z) = f,(x) ® z has period
gy) =Flya k) ok @ k%

When g(y) = 0, the inner oracle G, is constant. Since F' is a permutation, the
equation g(y) = 0 has exactly one solution. The inner procedure returns zero for
this input. As in the L-FK attack, the inner procedure evaluates g(y) coherently
for the outer Simon call. Thus,

H(y)=gy)®Fly) =Fyok’) @ Fy) ® k' @ k>

has period kY. The nested Simon procedure therefore recovers the first subkey,
except for the usual outer degeneracies for which the Simon promise fails.

After kU is recovered, the first round can be removed. The first MISTY L-KF
round maps an input (a, b) to

(b, b® F(a®k?)).

Thus, to query the remaining suffix on a chosen state (zy, zr), one queries the
original oracle on
(F_l(ZL &) ZR) D ko, ZL).

This gives oracle access to the 4-round suffix with round keys k', ..., k*. To reuse
the same 5-round periodic function, append one public MISTY L-KF round with
zero key to this suffix. The effective 5-round oracle has round keys k!, ..., k%, 0, so
the nested Simon procedure recovers k'. Repeating this step, appending enough
zero-key public rounds to keep an effective 5-round oracle, recovers k2, k3, k* in
turn.
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F.2 MISTY R-KF

The 5-round MISTY R-KF construction gives a direct period equal to the first
round key. For a public input (z, F'(x)), let

yr = EBp(x,F(2)),  yr= Ep(z, F(x)).
The attacker can compute
G(z) =F 'y ®yr) @y ® yr ® F~ ' (yr)
from the two output branches. Expanding the rounds gives
Gr)=FA@ ok ok ok, Al =Fxak’) o F(z).

Since A(x ® k%) = A(x), the function G has period £°. Simon’s algorithm there-
fore recovers k°, except for degenerate keys for which the Simon promise fails.

After k0 is recovered, the first round can be removed. Indeed, the first MISTY
R-KF round maps an input (a,b) to

(b@ Fla®k?), Fla®k")).

Thus, to query the remaining suffix on a chosen state (zr, zg), one queries the
original oracle on
(F_l(ZR) ©® ]410, zr, © ZR).

This gives oracle access to the 4-round suffix with round keys k', ..., k*. To reuse
the same 5-round periodic function, append one public MISTY R-KF round with
zero key to this suffix. The effective 5-round oracle has round keys k', ..., k*,0,
so the same Simon call recovers k'. Repeating this step, appending enough zero-
key public rounds to keep an effective 5-round oracle, recovers k2, k3, k* in turn.

F.3 Type-1 GFS-FK

The Type-1 GFS-FK result uses the decryption structure as the search target,
because this direction gives a longer periodic function than the corresponding
encryption structure. For the 17-round target, the round update is

(@ 2t 5, 00) = (s, 3 © Flad) © K, o, o).
The public input used by the periodic function is
u(z) = (Fi(x) @ z, F(x), F*(x), F*(x)).

Let
(Yb,Yl,Y27Y3) = E17(U(.’E)).

The attacker computes the output expression

G(z)=F(Yo) oY1 ®z.
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To see its period, set
Alz) =F(z @ k") @ F(z) ® k°.
Expanding the 17 rounds gives

G(z)=F(F(F(AR) ek k) e F(k*) e k' o k° & k)
FFEok oo FEH) ok ok k® ok o k.

Since A(x®k%) = A(z), the function G has period k°. Simon’s algorithm recovers
k0, again excluding degenerate keys.
The first round can then be removed explicitly. Given a desired input

(20,21, 22, 23)
to the remaining 16-round suffix, query the original oracle on
(Zl S F(ZO) @ k07 22, 23, ZO)'

After the first round, this state becomes exactly (2o, 21, 22, 23). Hence the original
oracle gives oracle access to the 16-round suffix with round keys k!,..., k6. To
reuse the same 17-round periodic function, append one public Type-1 GFS-FK
round with zero key to this suffix. The effective 17-round oracle has round keys
k', ..., k6,0, so the same Simon call recovers k!. Repeating this step, appending
enough zero-key public rounds to keep an effective 17-round oracle, recovers
k2,..., k' in turn.

F.4 Other Targets

The 5-round Feistel-FK construction is the example used in Section 4.3 to illus-
trate the realizable criterion construction. The resulting function has period

s=F(E") @ k',

which matches the key relation checked by the verification experiment. This
reproduces the first periodic function used in the key-recovery attack of Canale
et al. [6].

For MISTY R-FK, the model reproduces the 4-round periodic function of
Canale et al. [6], whose period is k°. The 5-round MISTY R-KF construction is
detailed in Supporting Material F.2.

The same model also applies to multi-branch constructions. For Type-1 GFS,
the 4-branch FK and KF settings give 17- and 13-round key-recovery attacks
in the qCCA setting. The 17-round FK construction is detailed in Supporting
Material F.3.

First 13-round periodic function for Type-1 GFS-KF. For 13-round
Type-1 GFS-KF, the round update is

(xé“, xzﬁ'l, a:é'“, x?'l) = (mé, J:f) @ F(x% © kY, xb, x%)
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Let
v(z) = (F(z),0,0,z).
For
(Yo, Y1,Y2,Y3) = Elg(”(x))’

the output-computable function
Gz)=Yyox

has period k. Simon’s algorithm therefore recovers k” when the constructed ora-
cle satisfies the standard unique nonzero-period promise; the zero-key degenerate
case is excluded from this Simon step.

The first round can then be peeled off. Given a desired input

(20,21, 22, 23)
to the remaining 12-round suffix, query the original oracle on
(z1 OF(z20® ko), 29, 23, Zo)~

After the first round, this state becomes exactly (zo, 21, 22, 2z3). Hence the original
oracle gives oracle access to the 12-round suffix with round keys k!,..., k2. To
reuse the same 13-round periodic function, append one public Type-1 GFS-KF
round with zero key to this suffix. The effective 13-round oracle has round keys
k',..., k2,0, so the same Simon call recovers k!. Repeating this step, appending
enough zero-key public rounds to keep an effective 13-round oracle, recovers
k2,..., k' in turn.

For Type-2 GFS, the corresponding FK and KF settings give 7 and 5 rounds
in the qCPA setting.

First 7-round periodic function for Type-2 GFS-FK. For 7-round Type-2
GFS-FK, the round update is

(a1, 2,0 1) = (o} © Flab) @ K, oy 2 @ Fla}) @ &, ab).
Let
u(x) = (0, x, F(x), F2(x)).

Then
gr(z) = F(E] (u(x))) © B3 (u(z)) ®

has period kJ & F(0). Since F(0) is public, the subkey k§ is obtained from the
period, except for the zero-period degenerate case kJ = F(0). By applying the
same construction to the pair-swapped input

u'(2) = (F(x), F*(2),0,2),
the output-computable function

gk (z) = F(E5(u'(2))) ® E§(u'(2)) © @
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has period k9 @ F(0), and hence gives k9.
After k§ and k¥ are known, the first round can be removed. Given a desired
input (29, 21, 22, z3) to the remaining 6-round suffix, query the original oracle on

(Zg, 20 @ F(Zg) @ k8, 21, %2 @ F(Zl) EB k(l])

The state after the first round is exactly (zo, 21, 22, 23). Appending one public
zero-key Type-2 GFS-FK round gives an effective 7-round oracle with round-key
pairs (k§, k1), ..., (k§, k%), (0,0). Repeating the two Simon calls and the peeling
step recovers all seven round-key pairs.

First 5-round periodic function for Type-2 GFS-KF. For 5-round Type-2
GFS-KF, the round update is
(zptt, ot ol ity = (11:11 O F(xh @ k), 2b, 25 © F(ah @ KY), xf))
Let
v(z) = (0,0,z, F(2)).
Then
grr(z) = Ef(v(2)) @ 2
has period k9. The pair-swapped input

v'(z) = (z,F(z),0,0)
gives the output-computable function

gkr(z) = E3(v'(2)) @z,

which has period kJ. These two Simon calls recover the first round-key pair,
excluding the zero-key degenerate case for the current target period.
The first round is then peeled off by querying, for a desired suffix input
(20, 21, 22, 23),
(23, 20 ® F(23 ® ky), 21, 22 ® F(21 D kY)).

Appending one public zero-key Type-2 GFS-KF round keeps an effective 5-round
oracle. Repeating the two Simon calls recovers (k}, ki), ..., (ka, k3).

Skipjack-B is the variant of Skipjack [27] that repeatedly uses Rule B. The
model finds 17-round FK and 14-round KF constructions.

First 17-round periodic function for Skipjack-B-FK. For 17-round Skipjack-
B-FK, the round update is

(m6+17x§+1,x§+17x§+1) = (m’Lx;, a:é &) acé, F(x%) a5 ki).
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Then
gr(z) = By (u(z)) ® F(x)

has period k°. Simon’s algorithm recovers £ under the usual nonzero-period
promise. Given a desired suffix input (zo, 21, 22, 23), the first round is peeled off
by querying the original oracle on

(F Y23 @ k%), 20, 21, 2 @ F ' (23 © k7).

Appending one public zero-key Skipjack-B-FK round gives another effective 17-
round oracle, so applying Simon’s algorithm to the same function recovers k'.
Repeating this step recovers k2, ..., k'6.

First 14-round periodic function for Skipjack-B-KF. For 14-round Skipjack-
B-KF, the round update is
(g™, 2wy 2t = (af, 2h, o © 2, F(ag @ k).
Let
v(x) = (x,0,0,x).

Then
gir(z) = F 1 (B3 (v(2))) © F()

has period k°. After recovering k°, query the original oracle on
(F71(23) D kJO, 20, 21, 22 D F71(23) D ]{10)

to realize any desired suffix input (2o, 21, 22, 23). Appending one public zero-
key Skipjack-B-KF round keeps a 14-round effective oracle. Repeating the same
Simon call recovers k1, ..., k'3, again excluding the degenerate zero-period case
for the current target key.
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