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Abstract

In the random oracle model (ROM), proof of work (PoW) serves two roles in the Fiat–Shamir
transformation. First, in challenge grinding, the prover must solve a puzzle for each candidate challenge,
which amplifies soundness and reduces proof size and verifier time. This requires a non-amortizing PoW:
computing k distinct accepted puzzle–solution–proof triples costs, in expectation, roughly k times the
work of computing one. Second, PoW can prevent diagonalization attacks, in which the statement’s circuit
computes its own challenge. The XFS transformation of Arnon and Yogev (CRYPTO 2025) uses a strong
PoW: an adversary that does substantially less work than the honest prover solves a random puzzle with
only negligible probability, even after bounded preprocessing.

Can a single PoW be both strong and non-amortizing? We prove that it cannot, whenever the verifier
is sufficiently cheaper than the prover. Our main technical tool converts computational uniqueness into
statistical uniqueness without increasing verifier query complexity. Combined with the search bound of
Guan, Riazanov, and Yuan (CRYPTO 2025), which builds on Smyth (STOC 2002), it resolves their open
question.

To overcome this barrier, our XFS-with-grinding transformation for relativized Σ-protocols composes
a strong PoW with a non-amortizing one. The resulting non-interactive argument retains the soundness
amplification of grinding and the security guarantee of XFS in the relativized ROM, with additive prover
work for the two PoWs.
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1 Introduction

The Fiat–Shamir (FS) transformation [FS87] is a generic way to remove interaction from interactive arguments
in the random oracle model (ROM) [BR93]. Consider a Σ-protocol for a statement x: the prover P sends the
first message m1, the verifier V replies with a random challenge ρ, and P answers with m2. FS removes the
verifier’s message by setting ρ to the random oracle’s output on (x,m1), so the prover computes the challenge
itself. In this work, we study two applications of proof of work (PoW) [DN93] to FS. In a PoW scheme, the
prover P receives a puzzle and spends computational work to solve it, outputting a solution and possibly an
auxiliary proof, and the verifier V can check a solution far more cheaply than it can be found. The work
required to solve a puzzle, measured in random oracle queries, is the PoW’s difficulty, which we denote by D.

Soundness amplification. Suppose the interactive protocol has soundness error κ. In the ROM, applying
FS generally loses a factor of q, where q is the number of random oracle queries made by the adversary.
The adversary can try many first messages and choose one that yields a favorable challenge. A natural way
to make this harder for the adversary is to require it to solve a puzzle for each candidate challenge. This
technique is known as challenge grinding. If each new candidate challenge requires D fresh queries in
expectation, then grinding reduces the leading soundness term from q · κ to roughly (q/D) · κ. An adversary
obtains a new candidate challenge either by changing the puzzle or by finding a different solution to the
same puzzle, both of which require fresh queries, while the honest prover makes only D additional queries
in expectation [Sta21; BT24]. Since the increase in prover cost is only additive, grinding with a difficulty
D well below the prover’s own cost is cheaper than amplifying soundness by repetition, which increases
the prover cost multiplicatively. This grinding approach is widely deployed in hash-based proof systems,
where amplification of low-soundness query rounds is generally required [BBHR18; ACFY24; ACFY25;
ZCF24; BFRW25]. In fact, essentially every hash-based SNARK library [Sta21; Pol22; DP26; BRW26]
uses grinding. In these deployments, grinding reduces the proof size and verifier time by 15–25% at a fixed
security level [Sta21; Pol22].

Preventing diagonalization attacks. A different concern with FS is that security in the ROM need not
hold after instantiating the random oracle with a concrete hash function [CGH98; GK03]. Khovratovich,
Rothblum, and Soukhanov [KRS25] show that applying FS to a practical succinct argument based on the GKR
protocol [GKR08] is insecure with any concrete instantiation of the hash function. Their diagonalization
attack computes the FS challenge inside the circuit being proven and then produces a response tailored to
that challenge. The attack is possible because the circuit being proven can evaluate the hash function used
for Fiat–Shamir; such a protocol is called relativized, since the statement is about a computation that uses
the same hash function that generates the challenge. While relativized arguments cannot be proven secure
in the pure random oracle model [BCG25], they are widely deployed in practice, especially in the context
of recursive proofs [Val08; CT10; BCCT13; BCTV14]. To study the diagonalization attack and provide
defenses, Arnon and Yogev [AY25] consider a relativized random oracle. They introduce the extended
Fiat–Shamir transformation (XFS), which uses PoW to make challenge generation more expensive than
evaluating the circuit, so that the circuit cannot compute the challenge. XFS is proven secure in the relativized
ROM, and it increases the prover’s work additively by one PoW whose difficulty exceeds the cost qC of
evaluating the circuit.

One PoW for both roles? Both applications ask the prover to solve a puzzle, suggesting that a single PoW
might serve both roles. A verifiable delay function (VDF) [BBBF18] would suffice: it provides a sequential
delay and a computationally unique output per puzzle, with efficient verification. A circuit that evaluates the
hash at qC gates makes at most qC sequential oracle calls, so a delay requirement D > qC prevents the circuit
from computing the challenge. Computational uniqueness rules out finding a second accepted output for the
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same puzzle, even with polynomially more work than an honest evaluation, which means a malicious prover
cannot obtain a different challenge by changing the output. However, VDFs cannot be constructed in the
ROM without additional assumptions [MSW20; GRY25; AAKTC26].

A natural question is whether a weaker primitive in the ROM can serve both applications. XFS relies
on strong soundness: a prover that performs substantially less online work than the honest prover solves
a random puzzle with only negligible probability, even after bounded preprocessing. This is weaker than
sequentiality, since the number of sequential query rounds is at most the total number of queries. For
grinding, on the other hand, we observe that it suffices to require non-amortization: producing k distinct
accepted puzzle–solution–proof triples must cost, in expectation, roughly k times as much as producing one.
Non-amortization is much weaker than computational uniqueness, since it allows multiple solutions to the
same puzzle as long as each requires additional queries.

Neither canonical construction satisfies both properties. Preimage PoW [Bac02; Nak08] is non-amortizing
but not strong: solving a puzzle costs D queries, yet even one fresh query succeeds with probability 1/D,
which is non-negligible for polynomial D. The Merkle-tree PoW of Arnon and Yogev [AY25] is strong
against polynomially bounded preprocessing, but amortizable. When the tree has many more leaves than
sampled openings, a prover that has built one tree for work D can, with high probability, obtain a second
solution to the same puzzle using only O(logD) fresh queries.

We therefore ask:

Does there exist a PoW in the pure random oracle model that is both strong and non-amortizing?

1.1 Our results

We prove an impossibility result for a single PoW and give a construction using two PoWs.

1.1.1 Impossibility of a single PoW

Our first result answers the question above in the negative.

Theorem 1 (Informal). No PoW in the ROM with efficient verification is both strong and non-amortizing.

Here efficient verification means that the verifier makes significantly fewer than 3
√
D queries.

Our proof consists of two reductions. The first transforms a strong, non-amortizing PoW into a PoW
that is strong and computationally unique, i.e., finding a second accepted solution–proof pair is hard. The
second transforms a strong, computationally unique PoW into one that is strong and statistically unique. Both
transformations preserve strong soundness and verifier query complexity. We then apply the search bound
of [GRY25], which says a statistically unique search problem can be solved with polynomially many queries
relative to the verifier’s query complexity. Since the verifier is efficient, the transformed PoW can be solved
with far fewer than D queries, contradicting strong soundness.

As a corollary, the second transformation extends the bound of [GRY25], which builds on Smyth’s
work [Smy02], from statistically unique to computationally unique search problems, resolving an open
problem of [GRY25].

Unique proofs. In this paper, we consider Fiat–Shamir transformations in which the hash absorbs everything
the prover sends, including the PoW solution and its proof. This is why non-amortization counts distinct
solution–proof pairs rather than distinct solutions: if two distinct proofs for the same puzzle–solution pair
are easy to find, a prover can fix one solution, vary the proof, and obtain a fresh challenge for each proof at
negligible cost. In particular, by definition no PoW without computationally unique proofs is non-amortizing,
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and for PoWs with unique proofs the two counts coincide. Every PoW we are aware of has unique proofs.
Preimage PoW [Bac02; Nak08], Equihash [BK16], and Cuckoo Cycle [Tro15] are proofless: the solution is
a nonce or a set of indices, and verification recomputes hashes. In the Merkle-tree PoW of [AY25] and in
proofs of sequential work [MMV13; CP18], the solution is a Merkle root and the proof consists of openings
at positions derived by hashing the puzzle and root, which are computationally unique.

One might instead hash only the solution and leave the proof out of the hash. This would weaken the
requirement to non-amortization of solutions, as the output of a VDF certifies work on its own. We absorb
the proof as well, for two reasons. Absorbing every prover message is the standard practice, and omitting
messages from the hash has repeatedly caused attacks on deployed systems [BPW12; HLPT20; DMWG23;
CPV24; NHB24], including on a VDF [DMWG23]. And the choice costs nothing for the PoWs we know of.
The PoW used for grinding in practice [Sta21; Pol22; DP26; BRW26] is a proofless nonce, and the schemes
above are proofless or have computationally unique proofs, so the two notions coincide. That said, without
unique proofs, Theorem 1 says nothing about non-amortization of solutions, and whether such a PoW can be
both strong and non-amortizing in solutions remains open.

1.1.2 XFS with grinding

Since a single PoW cannot serve both roles, we use one for each. The prover first solves the strong PoW,
uses its solution and proof to define the puzzle for the non-amortizing PoW, and then solves that puzzle. The
FS challenge is derived by hashing both solution–proof pairs. The order matters: the non-amortizing PoW
must be solved second, since otherwise the adversary could grind on the strong PoW without solving the
non-amortizing one.

Theorem 2 (Informal). XFS-with-grinding compiles any relativized Σ-protocol with knowledge error κ
conditioned on the pre-challenge view into a non-interactive argument of knowledge in the relativized
ROM. Let the strong PoW have difficulty DA and the non-amortizing PoW have difficulty DB. Every efficient
adversary has knowledge error at most

qB

DB

· κ+ negl(λ),

and the honest prover makes DA + DB queries beyond those of the Σ-protocol prover.

The non-amortization PoW bounds the number of distinct accepted puzzle–solution–proof triples, and
hence candidate challenges, by about qB/DB (see Definition 3.12). The strong PoW rules out diagonalization
attacks and contributes only a negligible term.

1.2 Related work

Impossibility results in the ROM. Our impossibility result is closely related to the barriers to constructing
VDFs in the ROM. A VDF requires a delay that cannot be substantially shortened by parallel computation.
Mahmoody, Smith, and Wu [MSW20] ruled out VDFs with perfect uniqueness and perfect completeness.
Under perfect uniqueness, each puzzle has at most one accepted solution for every oracle. Later work extended
the impossibility to computationally unique VDFs [GRY25]. [AAKTC26] later extends the impossibility to
private-coin setup [AAKTC26]. This weaker notion of uniqueness allows alternative solutions to exist as
long as they are hard to find.

The connection to our result comes from a search bound of [GRY25] that does not require a sequential
delay. Building on [Smy02; KSS11], they bound the number of queries needed to solve a statistically
unique search problem in terms of the verifier’s query complexity. Statistical uniqueness means that multiple
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accepted solutions exist only with negligible probability over the random oracle. They ask whether an
analogous bound holds under computational uniqueness. We extend the bound through a reduction from
computational to statistical uniqueness. This addresses their question for search problems with no setup
or auxiliary proofs, over any finite response alphabet, subject to the stated error bounds. We also require
computational uniqueness to hold against adversaries allowed as many queries as the honest solver.

A separate barrier concerns the relativized Σ-protocols our transformation takes as input: Barbara, Chiesa,
and Guan [BCG25] rule out succinct relativized arguments for general oracle computations in the ROM. Our
XFS-with-grinding construction, like XFS [AY25], is a conditional transformation that assumes a suitable
relativized Σ-protocol is available.

Proofs of work and grinding. Proof of work [DN93] requires computation to deter abuse. The most widely
deployed construction is based on finding a preimage of a hash function that meets a target condition [Bac02;
Nak08]. This construction is non-amortizing. Difficulty notions for solving many puzzles at once appear
in [DGN03; DNW05; SKRBG11], and Ball et al. [BRSV18] define non-amortizability for PoWs from
worst-case assumptions. Hash-based proof systems such as ethSTARK [Sta21], Plonky2 [Pol22, Sections 6.2
and 7.3], and Flock [BRW26] use PoW for challenge grinding. In critical rounds, the prover solves a
transcript-bound PoW before deriving the corresponding Fiat–Shamir challenge. This limits the number of
challenges an adversary can try. In the ROM, d bits of grinding cost D = 2d hash trials and multiply the
corresponding round-by-round soundness error [Can+19] by 1/D; the remaining rounds and hash-collision
terms retain their contributions [Sta21; BT24]. At a fixed security target, this can reduce the number of
opening queries, and hence the proof size and verifier time in the final compiled SNARK. It has also been
used to achieve 2−λ soundness error in a field of size ≤ 2λ [BRW26], since such fields are efficient in
practice. Under its stated hypotheses, Theorem 2 combines this soundness amplification with security against
diagonalization attacks in the relativized ROM of XFS.

Attacks on Fiat–Shamir and defenses. Fiat–Shamir [FS87] is proven secure in the ROM [BR93; PS96],
but, as discussed earlier, ROM security need not survive instantiating the oracle with a concrete hash [CGH98;
GK03]. Bartusek et al. [BBHMR19] broke the transformation of Kilian’s argument [Kil92] with a contrived
hash, and Khovratovich et al. [KRS25] gave the practical diagonalization attack on a GKR-based argument
described in Section 1, which Fenzi [Fen26] extended to proof systems whose instance is generated by an
adversarial program. Their countermeasure, restricting the depth or degree of the circuit so that it cannot
compute the hash, has neither a security proof nor a verifier succinct in the circuit depth. XFS [AY25], also
discussed in Section 1, obtains a conditional security theorem in a relativized ROM from a strong PoW
and gives a Merkle-tree PoW construction. The full version of [AY25, Section 2.4] explicitly states that
its theorem does not directly prove security for the GKR-based protocol. The December 2025 full version
of [KRS25, Section 5] questions whether this model captures its attack and leaves concrete security of the
proposed mitigations open. Our theorem inherits this model limitation. By Theorem 1, no strong PoW,
theirs included, is non-amortizing in the parameter regime outlined in Section 2.1. In Theorem 2, grinding is
restored by using two PoWs.

A different line of work constructs correlation-intractable hash families, a notion introduced in [CGH98],
and uses them to instantiate Fiat–Shamir in the standard model [KRR17; CCRR18; HL18; Can+19; PS19;
BKM20; KLV23; CGJJZ23; LV20; JKKZ21; CJJ22; HLR21]. These specialized constructions rely on
assumptions such as LWE, DDH, or obfuscation and support different classes of protocols, yielding NIZKs
for NP and succinct arguments for classes including P and Batch-NP. The cited constructions without
obfuscation do not give a general-purpose publicly verifiable SNARG for all NP. XFS and our work use an
efficient hash function, modeled as a random oracle, together with PoW to address diagonalization within the
relativized model.
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2 Technical overview

In Section 2.1, we review the search bound of [GRY25] and explain the two reductions that transform a strong
and non-amortizing PoW into a search problem to which that bound applies. In Section 2.2, we describe
XFS-with-grinding and show how strong soundness and non-amortization are used in its security proof.

PoWs as search problems. We measure work in random oracle queries; local computation is free, so no
computational assumptions are needed. Recall that D denotes the PoW’s difficulty, the expected work for
solving one puzzle. For this overview, assume for ease of discussion that the honest prover makes at most D
queries. Let qV ≥ 1 bound the verifier’s number of queries. We are interested in the regime qV ≪ D, where
verification is polynomially cheaper than solving. An output of the PoW is a solution s. A unique proof, if
any, is folded into the solution (Remark 3.9).

For a fixed puzzle z, a PoW is a search problem over the random oracle f : the solver P is the honest prover
on z, the verifier V is the PoW verifier on z, and an accepted output on f is a solution s with Vf(s) = 1.
Both P and V are deterministic, so the oracle is the only source of randomness. We state the properties we
need in this language; the corresponding PoW property is the same statement averaged over a random puzzle.

The search problem is correct if V accepts P’s output on all but a negligible fraction of oracles. It is strong
if every adversary making far fewer than D queries finds an accepted output with negligible probability; to
rule out a strong PoW, it therefore suffices to solve its search problem for a random puzzle with far fewer
than D queries. It is computationally unique for a given query budget (which we set to be D below) if every
adversary within that budget finds an accepted output different from P’s with only negligible probability, and
it is statistically unique if a random oracle admits an accepted output different from P’s only with negligible
probability. Note that a correct and statistically unique search problem has exactly one accepted output on all
but a negligible fraction of oracles.

As in Section 1, the PoW is non-amortizing if every adversary making at most qA queries in expectation
finds at most qA/D distinct accepted puzzle–solution pairs in expectation, up to a negligible additive term γ.
For simplicity of exposition, in this section we restrict the impossibility argument to the strict-time variant of
this notion: fix a small constant η > 0; for every k > 1, every adversary making at most k(1− η)D queries
finds k distinct accepted pairs with only negligible probability. The expected-time version of the argument
follows the same route using expected query costs; we point to it at the end of Section 2.1.

2.1 Impossibility of a strong and non-amortizing PoW

Review: statistically unique search problems. Consider a correct and statistically unique search problem,
and fix a sufficiently small constant δ > 0 bounding the fraction of oracles on which there is not exactly one
accepted output. [GRY25] show that an adversary can find an accepted output with O(q2V/δ) queries and
probability at least 1− 6

√
δ. Since δ is a constant, the query complexity is O(q2V), so the bound rules out

strong soundness whenever q2V ≪ D.
We first consider the case where every oracle has exactly one accepted output. Call a complete accepting

verifier transcript a certificate: it is a partial assignment to at most qV positions of f , and any oracle that agrees
with it makes V accept the corresponding output. In this case, certificates for different outputs are pairwise
inconsistent: if two of them agreed on their sahred positions, there exists some oracle that is consistent with
both, and V would accept two different outputs on it. Distinct accepting transcripts for the same output are
also inconsistent, since the verifier is deterministic. The classical argument bounding decision tree complexity
by the square of certificate complexity then gives an O(q2V)-query algorithm. The algorithm repeatedly picks
any certificate consistent with the oracle answers it has seen so far and queries all of its positions. If all
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queried answers agree with the chosen certificate, the algorithm returns its corresponding output. Otherwise,
the chosen certificate disagrees with the actual accepting transcript at a previously unqueried position. Since
the true certificate has at most qV positions, at most qV rounds of at most qV queries each suffice.

The argument breaks down as soon as uniqueness is violated on a small fraction of oracles: certificates
for different outputs may then overlap, and a round may reveal nothing new about the true certificate. Kahn,
Saks, and Smyth [KSS11] proved a conjecture of Rudich [Rud88] about families of certificates that cover
almost every input uniquely. Building on this result, Smyth [Smy02] established an approximately quadratic
bound for Boolean functions, resolving a conjecture of Tardos. [GRY25] extended this bound to search
problems with arbitrarily many outputs.
Why the search bound does not apply directly. The search bound assumes statistical uniqueness, but
neither strong soundness nor non-amortization alone implies it. Non-amortization does not restrict how many
outputs the verifier accepts for a puzzle; it only asks that each additional output, including one obtained
by modifying an existing tree, require roughly as much additional work as computing the output of a fresh
puzzle. Computational uniqueness is closer to what we need, but it also allows multiple accepted outputs. It
only says that an adversary with bounded queries cannot find an accepted output different from the honest
prover’s. In fact, [GRY25] explicitly asked whether the search bound extends from statistical uniqueness to
computational uniqueness.

Our proof has two reductions. Reduction 1 uses non-amortization to obtain a search problem that is strong
and computationally unique. Reduction 2 turns computationally unique search problems into statistically
unique search problems. Both reductions preserve strong soundness and the verifier’s query complexity qV,
which allows us to apply the search bound from [GRY25] at the end.
Reduction 1: non-amortizing implies computationally unique. We construct a search problem with
computational uniqueness against adversaries whose query budget matches that of the honest solver. Let h be
a number of queries that is a small fraction of D; we fix it below. Write Dalt = D − h. We define the residual
search problem as follows.

1. Puzzle generator. Sample a PoW puzzle and run the honest prover for its first h queries. The new puzzle
consists of the original puzzle, the saved prover state, and the queries and answers seen so far.

2. Solver. Continue the honest prover from the saved state to obtain its solution. This requires at most Dalt

further queries.
3. Verifier. Check the proposed solution using the original PoW verifier on the original puzzle. This requires

at most qV queries.

We claim that the residual problem is computationally unique against Dalt-query adversaries. Suppose
a Dalt-query adversary finds an accepted output s′ that differs from the residual solver’s output s with non-
negligible probability. We can produce both by running the prefix once, then running the honest solver and
the adversary from the saved state, for a total of h+ 2Dalt = 2D − h queries. This is an amortization attack
on the original PoW: two distinct accepted solutions for the same puzzle with fewer queries than two honest
runs. By non-amortization, an adversary making at most 2(1− η)D queries produces two such solutions with
only negligible probability. Choosing h slightly larger than 2η · D gives

h+ 2Dalt = 2D − h < 2(1− η)D,

so the attack falls within the budget of non-amortization, a contradiction. Sharing the prefix between the two
runs is what gives computational uniqueness against adversaries with the same query budget as the residual
solver. Without the prefix, the honest run costs D queries, so non-amortization only gives computational
uniqueness against adversaries making fewer than (1− 2η)D queries.
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Strong soundness is preserved as well. Any solver for the residual problem gives a solver for the original
PoW: run the honest prover for h queries to produce the saved state, then run the residual solver. The
strong-soundness bound therefore transfers with an additive cost of h queries.
Reduction 2: computationally unique implies statistically unique. Consider a search problem with
a D-query solver P and a qV-query verifier V. We assume computational uniqueness against D-query
adversaries.

We replace V by a more restrictive verifier V̂ so that alternative accepted outputs rarely exist, while
preserving correctness. If V̂ accepts an output different from P’s on a non-negligible fraction of oracles, we
show how to find such an output with D queries, which would contradict computational uniqueness. Thus, V̂
is statistically unique.

An accepting certificate for an output fixes only the oracle answers that V needs, whereas the solver P
typically reads many other positions. Changing those other positions may change P’s output, but the oracle
still agrees with the certificate, so V still accepts the original output. When this happens, the original output
is an alternative to P’s output on the changed oracle. Fix a resampling probability θ ∈ (0, 1). This gives the
following θ-resampling adversary.

1. Initialize an empty table for a lazily sampled oracle g.
2. Run P with oracle g. For each new query x, independently set g(x) to a uniform oracle output with

probability θ, and to f(x) otherwise, querying the real oracle f only in the latter case. Store the answer
and return it whenever P queries x.

3. Output the solution s produced by P.

We analyze the probability that the adversary’s output is accepted by V on f but differs from the honest
solver’s output on f . The adversary makes at most D queries to the real oracle, since it runs P once, so a
non-negligible success probability would contradict computational uniqueness.

The oracle g is a θ-resampling of f , sampled only at the positions queried by P in its run on g. The
joint distribution of f and g is symmetric: we may instead sample g as a random oracle, then obtain f by
independently resampling each position with probability θ.

Suppose P produces an accepted output on g, and consider its certificate (the oracle queries and answers
from V’s accepting run on this output with oracle g). Since the certificate fixes at most qV positions, with
probability at least (1 − θ)qV none of these positions is resampled. In this case, V also accepts the same
output on f , while the positions outside the certificate are still independently resampled with probability θ.
The attack succeeds if these changes cause P to produce a different output on f .

We define the certificate disagreement ∆ as follows. Sample a random oracle g and let s = Pg. If V
accepts this output on g, sample an oracle g′ that agrees with g on the accepting certificate and has independent
uniform values at all other positions. If V rejects, set g′ = g. Then

∆ := Pr
[
Vg(s) = 1 ∧ Pg′ ̸= s

]
.

The probability is over g and the sampling of g′, with rejected runs contributing zero.
Let ∆θ be the probability of changing P’s output in the same experiment, except that each position outside

the certificate is resampled independently with probability θ. The certificate is still fixed, and rejected runs
still contribute zero. In particular, ∆1 = ∆. The main step in our resampling analysis is to prove ∆θ ≥ θ∆
(see the proof of Lemma 5.6).

Combining this with the (1− θ)qV bound above gives

Pr [the adversary succeeds] ≥ (1− θ)qV∆θ ≥ θ(1− θ)qV∆.
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Choosing θ = 1/(qV + 1) gives success probability Ω(∆/qV). If ∆ were non-negligible, this D-query
adversary would contradict computational uniqueness. Hence ∆ is negligible.

We define V̂ as follows. On input s, it runs V and rejects if V rejects. Otherwise, it accepts exactly when
the resulting certificate τ is saturated, meaning that for a uniformly random oracle g′,

Prg′
[
Pg′ = s

∣∣∣ g′ agrees with τ
]
≥ 1

2
.

To prove correctness, observe that an accepted honest output is rejected by V̂ only if its certificate is not
saturated. In that case, resampling outside the certificate changes P’s output with probability greater than 1/2.
By the definition of ∆ and Markov’s inequality,

Prg

[
Vg(Pg) = 1 ∧ V̂g(Pg) = 0

]
≤ 2∆.

Since V̂ rejects whenever V rejects, its rejection event splits into two disjoint cases: V rejects, or V accepts
but V̂ rejects. Hence,

Prg

[
V̂g(Pg) = 0

]
= Prg [V

g(Pg) = 0] + Prg

[
Vg(Pg) = 1 ∧ V̂g(Pg) = 0

]
≤ Prg [V

g(Pg) = 0] + 2∆.

Thus, the correctness error increases by at most 2∆.
For statistical uniqueness, consider the oracles that agree with a saturated certificate but make P produce

a different output. Since the certificate is saturated, the probability of these oracles is at most twice that
certificate’s contribution to ∆. If V̂ accepts two distinct outputs on the same oracle, at least one differs from
P’s output. Summing over saturated certificates therefore gives

Prg

[
V̂g accepts two distinct outputs

]
≤ 2∆.

An accepted output different from P’s can exist only if V̂ rejects the honest output or accepts at least two
outputs. Combining the two bounds gives

Prg

[
∃s ̸= Pg : V̂g(s) = 1

]
≤ Prg

[
V̂g(Pg) = 0

]
+ 2∆ ≤ Prg [V

g(Pg) = 0] + 4∆.

Checking whether a certificate is saturated requires only local computation, which is free in our query
model, so V̂ makes at most as many oracle queries as V. Every output accepted by V̂ is also accepted by V,
so the transformation preserves strong soundness.

Putting it together. To prove Theorem 1, we first spend h queries to generate the residual puzzle. Its solver
uses at most Dalt = D − h queries, and Reduction 1 gives computational uniqueness against adversaries
with the same budget. Reduction 2 therefore applies with Dalt in place of D, giving a correct and statistically
unique search problem with a qV-query verifier. The bound of [GRY25] then gives an O(q2V)-query solver
with constant success probability. Its output is also accepted by the original PoW verifier. The total cost is
h+ O(q2V) queries, which contradicts strong soundness when h is a small fraction of D and q2V ≪ D. For
non-amortization in expectation, the honest prover has cutoff qP and expected query cost at most D; we run
both reductions and the search bound using expected query budgets (Sections 4 and 6).
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2.2 XFS with grinding

To prove Theorem 2, we sequentially compose a strong PoW PoWA and a non-amortizing PoW PoWB. Write
DA and DB for their difficulties, measured in honest prover queries. The second puzzle includes the first
solution, so that changing either component also requires fresh work for PoWB, even if PoWA is amortizable.

We apply this construction to a relativized Σ-protocol Π, in which the circuit being proven may query
the same random oracle as the prover and verifier. Write m1, ρ, and m2 for its first message, challenge, and
response. The prover computes ρ as follows.

1. Hash the circuit, instance, and m1 to obtain a puzzle for PoWA, and solve it.
2. Hash the same values together with the first solution to obtain a puzzle for PoWB, and solve it.
3. Hash the circuit, instance, m1, and both solutions to obtain ρ.

The prover then computes m2 using ρ, and the verifier checks both PoW solutions and the Σ-protocol
transcript. The honest prover’s expected PoW cost is DA + DB.

A diagonalization attack makes the circuit defining the statement compute the FS challenge ρ for a proof
about that same circuit. The oracle query defining ρ for an accepted proof includes a valid solution to PoWA.
Following the XFS reduction of [AY25], we extract this solution by evaluating the circuit and inspecting its
oracle queries. We choose DA larger by a constant factor than the query cost of evaluating the circuit and
checking the candidate solutions. Strong soundness then implies that this extraction, and hence the attack,
succeeds with only negligible probability, even after bounded preprocessing.

Recall that a prover can try different inputs to the challenge hash and choose one that gives a favorable
challenge. Grinding uses PoW to require additional work for each such attempt. We show that reusing a PoWB

puzzle–solution pair does not give the adversary another challenge. Suppose two valid challenge queries use
the same pair. Unless an oracle collision occurs, the two queries must contain the same circuit digest, instance,
m1, and first solution, since these values determine the PoWB puzzle. The challenge queries therefore
coincide. Thus, each new valid attempt requires a distinct accepted pair for PoWB. Non-amortization bounds
the expected number of these pairs by qB/DB + γB, where γB is the additive term in the non-amortization of
PoWB and qB includes verification and transcript completion. If Π has knowledge error κ conditioned on the
view before each fresh challenge, then summing over these attempts gives a grinding term of (qB/DB+γB) ·κ.
For preimage PoW, γB = 0.
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3 Preliminaries

Definition 3.1 (The random oracle model (ROM)). For every λ ∈ N, the random oracle O(λ) is the uniform
distribution over the set of all functions f : {0, 1}∗ → {0, 1}λ.

Definition 3.2 (Almost-sure halting). An algorithm halts almost surely in an experiment if it terminates
after finitely many computation steps with probability 1, over all randomness in the experiment, including the
random oracle. Nontermination is allowed only on an event of probability zero. Finite expected query count
alone does not guarantee this condition, since an algorithm may loop forever without making further queries.

3.1 Relativized Σ-protocol

We adapt the following definitions from [AY25]. The indexer is deterministic.

Definition 3.3. A triplet of algorithms (I,P,V) is a relativized SP in the ROM for a family of Boolean
circuits C if the following properties hold:

• Completeness. For every λ ∈ N, circuit C ∈ C, instance x, witness w, and oracle f ∈ O(λ) for which
Cf(x,w) = 1, it holds that

Pr

Vf(ψ,x,m1, ρ,m2) = 1

∣∣∣∣∣∣∣∣
(m1, aux)← Pf(C,x,w)
ρ← {0, 1}λ
m2 ← Pf(aux, ρ)
ψ ← If(C)

 = 1.

• Adaptive (straightline) knowledge. There exists a deterministic polynomial-time extractor E such that
the following holds for every λ, q ∈ N, malicious q-query SP prover P̃, circuit C⋆, instance x⋆, first
message m⋆

1, prover state aux⋆, and first-phase query–answer transcript tr⋆1. If the pre-challenge view
v⋆ := (C⋆,x⋆,m⋆

1, aux
⋆, tr⋆1) satisfies

Pr

view1 = v⋆

∣∣∣∣∣∣
f ← O(λ)
(C,x,m1, aux)

tr1←− P̃f

view1 := (C,x,m1, aux, tr1)

 > 0,

then

Pr



C ∈ C
∧ Cf(x,w) = 0
∧ Vf(ψ,x,m1, ρ,m2) = 1

conditioned on
view1 = v⋆

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
(C,x,m1, aux)

tr1←− P̃f

view1 := (C,x,m1, aux, tr1)
ρ← {0, 1}λ

m2 ← P̃f(aux, ρ)
w← E(C,x,m1, tr1)
ψ ← If(C)


≤ κ(λ, q).

• Adaptive transcript binding. The same extractor E satisfies the following for every λ, q ∈ N, malicious
q-query SP prover P̃, and q-query algorithm A,

Pr


C ∈ C
∧ w ̸= w

′

∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
(C,x,m1, aux)

tr1←− P̃f

⊥ tr2←− Af(aux)
w← E(C,x,m1, tr1)
w

′ ← E(C,x,m1, tr1∥tr2)

 ≤ κtb(λ, q).
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• Adaptive (straightline) indexer-knowledge. There exists a deterministic polynomial-time extractor EI such
that for every λ, q ∈ N and malicious q-query adversary A,

Pr

 C ̸= C ′

∧ If(C) = ψ

∣∣∣∣∣∣∣∣
f ← O(λ)
(ψ, aux)

tr←− Af

C ′ ← EI(ψ, tr)
C ← Af(aux)

 ≤ κI(λ, q).

Definition 3.4 (Relativized NARKs in the ROM). A triplet of algorithms (I,P,V) in the random oracle
model is a relativized NARK in the ROM for a family of Boolean circuits C if the following properties hold:

• Completeness. For every λ, q ∈ N, circuit C ∈ C, instance x, and witness w, the honest prover P , making
at most q queries, satisfies

Pr

 Cf(x,w) = 1
∧ Vf(ψ,x, π) ̸= 1

∣∣∣∣∣∣
f ← O(λ)
π ← Pf(C,x,w)
ψ ← If(C)

 ≤ αARG(λ, q).

• Adaptive (straightline) knowledge. There exists a qE-query argument extractor E such that the following
holds for every λ, q ∈ N and malicious q-query argument prover P̃ , where qE = qE(λ, q),

Pr


C ∈ C
∧ Cf(x,w) = 0
∧ Vf(ψ,x, π) = 1

∣∣∣∣∣∣∣∣∣
f ← O(λ)
(C,x, π)

trP̃←−− P̃f

w← Ef(C,x, π, trP̃)
ψ ← If(C)

 ≤ κARG(λ, q).

3.2 Prefix-avoiding padder

The following definition and lemma on prefix-avoiding padders are from [AY25].

Definition 3.5 ([AY25, Definition 5.1]). An oracle algorithm M is εpad-prefix-avoiding with respect to
deterministic padder Padder if for every λ, q ∈ N and q-query adversary A,

Pr

(τ, γ) ∈ tr ∪ trM

∣∣∣∣∣∣∣∣∣
f ← O(λ)
(γ,m)← Af

τ
tr←− Padderf(γ)

y
trM←−− Mf(m)

 ≤ εpad(λ, q).
Lemma 3.6 ([AY25, Lemma 5.2]). Let M be an oracle algorithm that makes at most q queries and has code
description ⟨M⟩. Then the following holds:

1. If every query made by M has length at most ℓ, then M is 0-prefix-avoiding with respect to the padder
Padderf(γ) = 0ℓ+1.

2. Let M be an algorithm that gets ℓ bits as input. Then, M is O(q/22λ)-prefix-avoiding with respect to the
padder Padderf(γ) = (f(⟨M⟩, γ, 1), . . . , f(⟨M⟩, γ, k)), where k satisfies k · λ ≥ ℓ+ 2λ.

Remark 3.7. Our application requires prefix avoidance for the fixed verifier V, as in [AY25]. As discussed
in [AY25, Remark 5.4], a concrete verifier may leave a known oracle region unused for every choice of prover
messages. The pad can then be fixed in advance to place the Fiat–Shamir challenge queries in that region.

13



3.3 Proof of work

Definition 3.8 (Proof of work (PoW) in the ROM). A proof of work PoW in the ROM is a tuple of
oracle-aided algorithms PoW = (Setup,P,V) such that for every λ,D and f ∈ O(λ), the following hold:

• Setupf(1λ,D)→ pp: On input the security parameter λ and the expected total number of queries D for P
to solve a puzzle, the deterministic setup algorithm Setup outputs the public parameters pp, where pp
determines a puzzle space Z and a solution space S.

• Pf(pp, z)→ s: On input the public parameter pp and a puzzle z ∈ Z , the deterministic proving algorithm
P outputs a solution s.

• Vf(pp, z, s) → {0, 1}: On input the public parameters pp, a puzzle z ∈ Z , and a solution s ∈ S, the
deterministic verification algorithm V outputs a bit indicating whether it accepts or rejects.

We require that Setup and V make at most qSetup and qV queries, respectively, to the random oracle, where
qSetup = qSetup(λ,D) and qV = qV(λ,D). In practice, we want qSetup ≪ D and qV ≪ D.

We consider PoW together with a specified randomized oracle-aided puzzle generator Genf(pp)→ z ∈
Z that makes at most qGen queries. Correctness, success, soundness, and uniqueness are defined relative to
this specified generator. For simplicity, we omit dependence on the generator in the error functions.

Remark 3.9 (Proofs). As discussed in Section 1.1.1, we consider PoWs whose proofs are computationally
unique, and the Fiat–Shamir hash absorbs the solution together with its proof. Formally, this is equivalent to
a PoW without a separate proof: a unique proof can be folded into the solution, and every notion below then
refers to the combined output. For notational clarity, we therefore omit the proof and write s for the output.

PoWs have the following properties. In these properties, D is the expected query count of the honest prover,
and qP is a query cutoff. The prover returns a failure output ⊥ if its next query would exceed this cutoff. The
correctness error α(λ,D, qP) includes failures caused by this cutoff. Failure outputs are rejected without
oracle queries.

Definition 3.10 (Correctness). PoW = (Setup,P,V) has correctness error α relative to its specified
generator Gen if, for every λ,D, qP ∈ N, the honest prover P with cutoff qP satisfies

Pr

Vf(pp, z, s) ̸= 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Pf(pp, z)

 ≤ α(λ,D, qP).

When α = 0, we say PoW has perfect correctness.

Definition 3.11 (Strong Soundness). PoW = (Setup,P,V) has soundness error ϵ relative to its specified
generator Gen if, for every λ,D, qA1

, qA2
∈ N, every adversary A = (A1,A2) such that A1 makes at most qA1

queries and outputs an auxiliary string aux, and A2 makes at most qA2
online queries satisfies

Pr

Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
aux ← Af

1(pp)
z ← Genf(pp)
s ← Af

2(aux, z)

 ≤ ϵ(λ,D, qA1
, qA2

).
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Definition 3.12 (k-fold non-amortization). For λ,D, k, qA ∈ N with λ,D, k ≥ 1, and γ ≥ 0, the PoW has
k-fold non-amortization with parameter γ if every adversary A that halts almost surely, makes at most qA

oracle queries in expectation, and outputs at most k pairs (If the adversary outputs fewer than k pairs, pad
with (⊥,⊥).) after verifying each of them satisfies

E

N
∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

{(z(i), s(i))}ki=1 ← Af(pp)

 ≤ qA

D
+ γ(λ,D, qA). (1)

where N counts distinct accepted puzzle–solution pairs:

N :=

∣∣∣∣{(z(i), s(i))

∣∣∣∣ i ∈ [k],
Vf(pp, z(i), s(i)) = 1

}∣∣∣∣ .
The computational uniqueness notion below uses a strict query bound.

Definition 3.13 (Computational uniqueness). PoW = (Setup,P,V) has computational uniqueness error ζ
relative to its specified generator Gen if for every λ,D ∈ N, qA = poly(λ,D), and a qA-query adversary A,

Pr

 s ̸= s′

∧Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Af(pp, z)
s′ ← Pf(pp, z)

 ≤ ζ(λ,D, qA).

Definition 3.14 (Statistical uniqueness). PoW = (Setup,P,V) has statistical uniqueness error ζ∗ relative to
its specified generator Gen if for every λ,D ∈ N, and an unbounded adversary A,

Pr

 s ̸= s′

∧Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Af(pp, z)
s′ ← Pf(pp, z)

 ≤ ζ∗(λ,D).

Lemma 3.15 ([AY25, Theorem 6.3]). For every λ,D ∈ N with λ ≥ 1 and D ≥ 2λ a power of two,
there exists a proof-of-work PoW = (Setup,P,V) relative to a uniform puzzle generator Gen, with perfect
correctness, qSetup = qGen = 0, qP ≤ D, qV = O(λ logD), and the following strong soundness guarantee.
For every qA1

, qA2
∈ N with qA2

≤ D/4, and any adversary A = (A1,A2) such that A1 makes at most qA1

queries and outputs an auxiliary string aux, and A2 makes at most qA2
online queries, we have

Pr

Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
aux ← Af

1(pp)
z ← Genf(pp)
s ← Af

2(aux, z)

 ≤ qA1
+ qA2

+ 1

2λ
.

In particular, the error is negligible when qA1
and qA2

are polynomially bounded in λ.
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Proof. Use the Merkle-tree PoW of [AY25, Construction 6.2]. The setup outputs pp = (1λ,D), and the
puzzle generator samples z ← {0, 1}λ. We take the Merkle root together with its opening proof as the
solution s. The correctness and query bounds follow from the construction, and the strong soundness bound
follows from [AY25, Theorem 6.3].

Lemma 3.16. For every λ ∈ N with λ ≥ 1 and D = 2d for an integer 0 ≤ d ≤ λ, there exists a proof-of-
work PoW = (Setup,P,V) relative to a uniform puzzle generator Gen, with deterministic prover, difficulty
parameter D, qSetup = qGen = 0, qP = λ · D, qV = 1, and correctness error α(λ,D, qP) ≤ e−λ. Moreover,
for every k ≥ 1 and every expected query bound qA ∈ [0,∞), PoW has k-fold non-amortization with
γ(λ,D, qA) = 0 according to Definition 3.12.

Proof. We construct the preimage PoW as follows. All tuple encodings below are injective.

• Setupf(1λ,D):

1. Set qP := λ · D, Z := {0, 1}λ, and S := [qP] ∪ {⊥}.
2. Output pp := (1λ,D), which determines these spaces.

• Genf(pp):

1. Sample z ← Z uniformly at random.
2. Output z.

• Pf(pp, z):

1. For s = 1, . . . , qP, query f(pp, z, s). If its first d bits are zero, output s and halt.
2. Output ⊥.

• Vf(pp, z, s):

1. If z /∈ Z , s /∈ [qP], output 0.
2. Query f(pp, z, s). Output 1 if its first d bits are zero, and 0 otherwise.

By construction, the setup and puzzle generator make no oracle queries, the prover makes at most qP

queries, and the verifier makes at most one query. The solution is generated deterministically.

Correctness. The honest prover tests distinct nonces in a fixed order until it finds an accepted nonce. Each
trial succeeds independently with probability 2−d = 1/D. Thus, the probability that the verifier rejects an
honestly generated solution is

α(λ,D, qP) =

(
1− 1

D

)qP

≤ e−λ.

The expected number of queries made by the honest prover satisfies

E [honest prover queries] =
qP−1∑
i=0

(
1− 1

D

)i

= D

(
1−

(
1− 1

D

)qP
)
≤ D.

Non-amortization. For every k ≥ 1 and qA ∈ [0,∞), let A be an adversary in Definition 3.12 that makes
at most qA queries in expectation. Let Q denote its total number of queries and Qfresh the number of distinct
oracle addresses it queries in that experiment. Each distinct accepted puzzle–solution pair corresponds to a
distinct queried address whose response begins with d zero bits, since the adversary verifies every output
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pair. The event that the adversary makes its i-th fresh query is determined before it sees that response, which
begins with d zero bits with probability 1/D. Consequently,

E [N ] ≤ 1

D

∑
i≥1

Pr [Qfresh ≥ i] =
E [Qfresh]

D
≤ E [Q]

D
≤ qA

D
.

All queries used to verify outputs or obtain oracle-dependent information are included in Q. The argument
applies to random stopping times and every number of outputs. Thus, PoW has k-fold non-amortization with
γ = 0.
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4 From non-amortization to computational uniqueness

We formally state and prove Reduction 1 of Section 2.1. Specifically, we show that every strong and
non-amortizing PoW can be transformed into a strong and computationally unique PoW (Theorem 4.1).
The transformation lowers the difficulty by a parameter h, preserves the verifier query complexity and the
correctness error, transfers strong soundness at the cost of h online queries, and bounds the computational
uniqueness error by the correctness and non-amortization errors of the original PoW.

We model the random oracle f ∈ O(λ) as a uniformly random function f : X → [M] for some finite
address spaceX and response alphabet [M], whereM≥ 1 is an integer. We assume that the public parameter
pp and puzzle z contain the complete query–answer transcripts of their generations (the generation algorithms
can append these transcripts to their outputs). Then, conditioned on pp, z, all oracle answers outside these
transcripts are independent and uniform. Throughout the proof, probabilities for fixed public parameters and
puzzle are taken under this conditional distribution.

Theorem 4.1. For every λ,D, qP ∈ N with λ,D, qP ≥ 1, fixed integer 0 ≤ h < D with h ≤ qP, let
PoW = (Setup,P,V) be a proof-of-work relative to some qGen-query puzzle generator Gen, that has setup
query complexity qSetup, verifier query complexity qV, correctness error α, strong soundness error ϵ, and
2-fold non-amortization γ. Suppose that P halts almost surely, has cutoff qP, and makes at most D queries
in expectation. Then, there exists a proof-of-work system PoWalt = (Setupalt,Palt,Valt) with the following
properties relative to a (qGen + h)-query puzzle generator Genalt,

• The difficulty parameter is Dalt = D − h. The setup makes at most qSetup queries, the prover makes at most
qP − h queries, and the verifier makes at most qV queries.

• Correctness error αalt(λ,Dalt, qP − h) ≤ α(λ,D, qP).
• Strong soundness error ϵalt(λ,Dalt, qA1

, qA2
) ≤ ϵ(λ,D, qA1

, h+ qA2
).

• Computational uniqueness error

ζalt(λ,Dalt, qA) ≤ α(λ,D, qP) + γ(λ,D, qGen + D + qA + 2qV) +
qGen + qA + 2qV

D
.

The soundness and uniqueness bounds hold for every qA1
, qA2

, qA ∈ N. The computational uniqueness bound
also holds for adversaries making at most qA queries in expectation, with no oracle-dependent input other
than pp and zalt.

Proof. Split P into two phases.

• st
tr←− Pf

1→h(pp, z): On input the public parameter pp and puzzle z, runs for the first h queries and outputs
its state, stopping earlier if the prover halts.

• s ← Pf
h→qP

(st; pp, z): Resume from st after the first h queries and output the solution. If the next query
would exceed qP − h additional queries, output ⊥. If the saved execution has already halted, return its
output without making any queries.

We construct the new puzzle generator as follows.

Genf
alt(pp):

1. Run z ← Genf(pp).
2. Run st

tr←− Pf
1→h(pp, z).

3. Output zalt := (z, st, tr).
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The constructed puzzle generator makes at most qGen + h queries. All properties of PoWalt are measured
relative to Genalt.

Set Dalt := D − h. Setupalt(1
λ,Dalt) runs Setup(1λ,D) and attaches a fixed description of the residual

puzzle format and generator. For simplicity, we omit this fixed wrapper and continue to write pp for the
public parameters of PoWalt. We construct the prover Palt and verifier Valt as follows.

• Pf
alt(pp, zalt := (z, st, tr)):

1. Run s ← Pf
h→qP

(st; pp, z).
2. Output s.

• Vf
alt(pp, zalt, s):

1. Parse zalt as (z, st, tr). If parsing fails, output 0.
2. Run b← Vf(pp, z, s).
3. Output b.

By construction, Palt makes at most qP − h queries to the random oracle.

Correctness. The output of Palt is exactly the output of the honest prover with cutoff qP. The correctness
bound for the original PoW therefore gives

α(λ,D, qP) ≥ Pr

Vf(pp, z, s) ̸= 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Pf(pp, z)



= Pr

Vf(pp, z, s) ̸= 1

∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)

st
tr←− Pf

1→h(pp, z)
s ← Pf

h→qP
(st; pp, z)



= Pr

Vf
alt(pp, zalt, s) ̸= 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s ← Pf

alt(pp, zalt)

 .
Thus, αalt(λ,Dalt, qP − h) ≤ α(λ,D, qP).

Strong soundness. Given an adversary B = (B1,B2) that makes at most qA1
preprocessing queries and qA2

online queries for the strong soundness experiment against PoWalt, we build an adversary A = (A1,A2) for
the strong soundness experiment against PoW.

• Af
1(pp):

1. Run aux′ ← Bf
1(pp).

2. Output aux := (aux′, pp).

• Af
2(aux := (aux′, pp), z):

1. Run st
tr←− Pf

1→h(pp, z).
2. Set zalt := (z, st, tr).
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3. Run s ← Bf
2(aux

′, zalt).
4. Output s.

A makes at most h+ qA2
online queries. Its preprocessing stage makes no additional oracle queries and

includes pp in the auxiliary string.
Strong soundness of PoW gives

ϵ(λ,D, qA1
, h+ qA2

) ≥ Pr

Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
aux ← Af

1(pp)
z ← Genf(pp)
s ← Af

2(aux, z)



= Pr


Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf

alt(1
λ,Dalt)

aux ← Bf
1(pp)

z ← Genf(pp)

st
tr←− Pf

1→h(pp, z)
s ← Bf

2(aux, (z, st, tr))



= Pr

Vf
alt(pp, zalt, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
aux ← Bf

1(pp)
zalt ← Genf

alt(pp)
s ← Bf

2(aux, zalt)

 .

Therefore, ϵalt(λ,Dalt, qA1
, qA2

) ≤ ϵ(λ,D, qA1
, h+ qA2

).

Computational uniqueness. Given a qA-query adversary B for the computational uniqueness experiment
against PoWalt, we build an adversary A for the 2-fold non-amortization experiment against PoW.

Af(pp):
1. Run zalt := (z, st, tr)← Genf

alt(pp).
2. Run s ← Bf(pp, zalt).
3. Run s′ ← Pf

alt(pp, zalt) from the saved state.
4. Run V on each of the two candidate pairs, making at most 2qV additional queries.
5. Output {(z, s), (z, s′)}.

The expected number of queries made by A is at most qGen + D + qA + 2qV.
Let N denote the number of distinct accepted puzzle–solution pairs, namely

N :=

∣∣∣∣{(z(i), s(i))

∣∣∣∣ i ∈ [k],
Vf(pp, z(i), s(i)) = 1

}∣∣∣∣ .
By the 2-fold non-amortization property of PoW, the expected number of distinct accepted pairs satisfies the
following bound.

qGen + D + qA + 2qV

D
+ γ(λ,D, qGen + D + qA + 2qV) ≥ E

 N

∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
{(z, s), (z, s′)} ← Af(pp)


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= E

 N

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt := (z, st, tr)← Genf

alt(pp)
s ← Bf(pp, zalt)
s′ ← Pf

alt(pp, zalt)

 .
Let EP denote the event that s′ is accepted by the verifier, and let EB denote the event that B wins the
computational uniqueness game. Observe that if s′ is accepted by the verifier and B does not win the
computational uniqueness game, then N ≥ 1; similarly, if s′ is not accepted by the verifier but s is, then
N = 1. If the output of the honest prover is accepted and B wins, then N = 2. Therefore, the expected value
of N is bounded as follows.

E [N ] ≥ Pr


(s = s′

∨ Vf
alt(pp, zalt, s) ̸= 1)

∧ Vf
alt(pp, zalt, s

′) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s ← Bf(pp, zalt)
s′ ← Pf

alt(pp, zalt)



+ Pr


s ̸= s′

∧ Vf
alt(pp, zalt, s) = 1

∧ Vf
alt(pp, zalt, s

′) ̸= 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s ← Bf(pp, zalt)
s′ ← Pf

alt(pp, zalt)



+ 2 · Pr


s ̸= s′

∧ Vf
alt(pp, zalt, s) = 1

∧ Vf
alt(pp, zalt, s

′) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s ← Bf(pp, zalt)
s′ ← Pf

alt(pp, zalt)



≥ Pr

Vf
alt(pp, zalt, s

′) = 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s′ ← Pf

alt(pp, zalt)



+ Pr

 s ̸= s′

∧ Vf
alt(pp, zalt, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf
alt(1

λ,Dalt)
zalt ← Genf

alt(pp)
s ← Bf(pp, zalt)
s′ ← Pf

alt(pp, zalt)


≥ 1− α(λ,D, qP) + ζalt(λ,Dalt, qA).

Re-organizing the terms gives

ζalt(λ,Dalt, qA) ≤ α(λ,D, qP) + γ(λ,D, qGen + D + qA + 2qV) +
qGen + qA + 2qV

D
.
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5 From computational uniqueness to statistical uniqueness

We formally state and prove Reduction 2 of Section 2.1. Specifically, we show that restricting the verifier of a
computationally unique PoW yields a statistically unique PoW (Theorem 5.3). The restriction preserves the
difficulty, the query complexities, and strong soundness, and it increases the correctness error by at most 8qV

times the computational uniqueness error, which also bounds the statistical uniqueness error. As a corollary,
we answer an open question raised in [GRY25] (Corollary 5.4).

Definition 5.1. For any λ,D ∈ N, fixed public parameter pp and puzzle z, and any proposed output s, let τ
be a complete accepting transcript of Vf(pp, z, s) for some f ∈ O(λ), and let m be the number of oracle
addresses not fixed by pp and z. Define the following:

• A query–answer transcript is a finite sequence tr = ((qi, ai))i∈[n] of oracle queries qi ∈ X and answers
ai ∈ [M]. An oracle f ∈ O(λ) is consistent with tr if f(qi) = ai for every i ∈ [n]. Recall that pp and z
contain the query–answer transcripts of their generation. We writeO[pp, z] for the set of oracles consistent
with both of these transcripts, and O[pp, z, τ ] for the set of oracles in O[pp, z] that are also consistent
with τ .

• ω := (pp, z, s, τ).
• Fω is the set of all oracles f ∈ O[pp, z, τ ] that satisfy Pf(pp, z) = s.
• The agreement rate is defined as

rω := Pr [Pf(pp, z) = s | f ∈ O[pp, z, τ ]] = Pr [f ∈ Fω]

Pr [f ∈ O[pp, z, τ ]]
=

|Fω|
|O[pp, z, τ ]|

.

We say (pp, z, s, τ) is saturated if rω ≥ 1
2 .

• For any z ∈ Z , the certificate disagreement is

∆pp,z :=
∑
ω

Pr [f ∈ Fω] (1− rω) =
∑
ω

|Fω|
Mm

(1− rω),

where the sums range over all ω = (pp, z, s, τ) with the fixed pp and z. Let ∆ := Epp,z [∆pp,z ] be the
expected certificate disagreement over pp and z.

The agreement rate is the probability that an oracle consistent with the verifier transcript τ makes the
honest prover output s. The certificate disagreement measures how often accepting verifier transcripts fail to
pin down the prover’s output.

Construction 5.2. Let PoW = (Setup,P,V) be a proof of work relative to a puzzle generator Gen. The
restricted system (Setup,P, V̂) keeps Setup, P, and Gen unchanged and replaces the verifier as follows.

V̂f(pp, z, s):
1. Run b← Vf(pp, z, s) and let τ be the transcript of this execution.
2. Set ω := (pp, z, s, τ). Output 1 if b = 1 and rω ≥ 1/2, and 0 otherwise.

We write α̂, ζ̂, ζ̂∗, and ϵ̂ for the correctness, computational uniqueness, statistical uniqueness, and strong
soundness errors of the restricted system.

Theorem 5.3. For every λ, qA1
, qA2

∈ N such that qV ≥ 1, let PoW = (Setup,P,V) be a proof-of-work
relative to a specified puzzle generator Gen with difficulty parameter D, setup query complexity qSetup, prover
query complexity qP, verifier query complexity qV, correctness error α, strong soundness error ϵ, and
computational uniqueness error ζ. Then the restricted system (Setup,P, V̂) of Construction 5.2 has the
following properties:
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• It has the same difficulty parameter D, setup query qSetup, prover query qP, and V̂ makes at most qV queries.
• Correctness error α̂(λ,D, qP) ≤ α(λ,D, qP) + 8 · qV · ζ(λ,D, qP).
• Strong soundness error ϵ̂(λ,D, qA1

, qA2
) ≤ ϵ(λ,D, qA1

, qA2
).

• Statistical uniqueness error ζ̂∗(λ,D) ≤ 8 · qV · ζ(λ,D, qP).

The following corollary answers an open question raised in [GRY25] for search problems with negligible
correctness and computational uniqueness errors and polynomial verifier query complexity.

Corollary 5.4. Let PoW be as in Theorem 5.3, whose setup and puzzle generator output fixed values pp and
z without making oracle queries. For every non-zero constant δ such that

α(λ,D, qP) + 16 · qV · ζ(λ,D, qP) ≤ δ ≤ 10−3,

there exists an adversary F that makes at most q2V/δ queries and satisfies

Pr

[
Vf(pp, z, s) = 1

∣∣∣∣ f ← O(λ)
s ← Ff(pp, z)

]
≥ 1− 6

√
δ.

The conclusion holds for every finite response alphabet.

Proof. Apply Theorem 5.3 with no setup or puzzle-generation queries. Its proof uses only the finite product
distribution of oracle answers, and applies to every finite response alphabet. The probability that the restricted
verifier does not have exactly one accepted output is at most

α̂(λ,D, qP) + ζ̂∗(λ,D) ≤ α(λ,D, qP) + 16 · qV · ζ(λ,D, qP) ≤ δ.

By [GRY25, Theorem 4.2], there exists an adversary making at most q2V/δ queries that finds an output
accepted by the restricted verifier with probability at least 1− 6

√
δ. Every such output is also accepted by

the original verifier, which proves the claim.

Section 5.1 proves technical lemmas, and Section 5.2 proves Theorem 5.3.

5.1 Technical lemmas

Lemma 5.5. For every real x ≥ 1, (x+1)(x+1)

xx ≤ 4x.

Proof. We start by taking the logarithm as follows.

log
((x+ 1)(x+1)

4x · xx
)
= (x+ 1) log(x+ 1)− (x+ 1) log x− log 4 = (x+ 1) log

(
1 +

1

x

)
− log 4.

The derivative of the expression above is log
(
1 + 1

x

)
− 1

x . This derivative is negative for every x ≥ 1, since
log(1 + y) < y for every positive y. This means the function above is decreasing over x ≥ 1. At x = 1, we
get,

2 log 2− log 4 = 0,

which implies the logarithm value is smaller than 0 for every x ≥ 1, and, therefore, (x+1)(x+1)

xx ≤ 4x.

Lemma 5.6. For every λ,D, qV ∈ N such that qV ≥ 1, θ ∈ (0, 1), the following holds.

∆ ≤ 4 · qV · ζ(λ,D, qP).
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Proof. For f ∈ O(λ) and θ ∈ (0, 1), define the θ-resampling procedure Resampleθ as follows. For any two
oracles f, g, if g is a θ-resampling of f , then f is also a θ-resampling of g. Given an oracle function f and a
rate θ ∈ (0, 1), the θ-resampling procedure for f is as follows.

Resampleθ(f, pp, z):
1. For every query q constrained by pp, z, set g(q) = f(q).
2. For every query q in the domain of f and not constrained by pp, z, do the following.

(a) Sample c← Bernoulli(θ).
(b) If c = 0, set g(q) = f(q); otherwise if c = 1, sample g(q)← [M] uniformly.

3. Output the new oracle function g.

We construct the following adversary Bθ in the computational uniqueness experiment for PoW. Given a
rate θ ∈ (0, 1), an auxiliary state pp and a puzzle z ∈ Z , the adversary Bθ is as follows.

Bf
θ(pp, z):

1. Run the honest prover s ← Pg(pp, z), simulating g as follows. Maintain a local cache of query–answer
pairs. For every query q made by P, if it is constrained by transcripts contained in pp, z or the local
cache, respond with the answer from that transcript; otherwise, do the following.
(a) Sample c← Bernoulli(θ).
(b) If c = 0, answer the query with f(q); otherwise if c = 1, sample the answer uniformly from [M].
(c) Store this query-answer pair into the local cache.

2. Output s.

By construction, Bθ has no preprocessing stage, makes at most qP online queries, and simulates Resampleθ.
By the computational uniqueness of PoW, we have

ζ(λ,D, qP) ≥ Pr


s ̸= s′

∧ b = 1

∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
s ← Bf(pp, z)
s′ ← Pf(pp, z)

b
τ←− Vf(pp, z, s)



= Pr


s ̸= s′

∧ b = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
g ← Resampleθ(f, pp, z)

s ← Pg(pp, z)
s′ ← Pf(pp, z)

b
τ←− Vf(pp, z, s)


.

On the event that Resampleθ does not change any queries in τ , both f and g must be consistent with τ . Then,
s ← Pg(pp, z) implies g ∈ Fω, and s ̸= s′ implies f /∈ Fω.

For any possible output s and verifier accepting transcript τ , define Eω to be the event that f /∈ Fω, none
of the query responses in τ was changed during θ-resampling process of Bθ, and g ∈ Fω, i.e.

Eω := [g ∈ Fω] ∩ [Resampleθ does not change τ ] ∩ [f /∈ Fω].

On Eω for any fixed ω = (pp, z, s, τ), the adversary Bθ outputs s since g ∈ Fω. Moreover, since θ-resampling
changes none of the query responses in τ , f and g must agree on all query locations in τ . This means, f /∈ Fω
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implies s∗ ← Pf(pp, z) and s∗ ̸= s. Therefore, if Eω occurs for the fixed pair of output and verifier transcript
and the verifier accepts the honestly generated output, then Bθ wins the computational uniqueness game.

We prove that the events Eω are disjoint for different ω. For contradiction, assume the sets Fω are not
pairwise disjoint. Then, for some (s, τ) ̸= (s′, τ ′), there must exist some oracle g that belongs to both Fω and
Fω′ , where ω′ = (pp, z, s′, τ ′). s and s′ must be the same since s = s′ = Pg(pp, z). Moreover, determinism
of the verifier implies τ = τ ′. This is a contradiction. Therefore, the sets Fω must be disjoint for different
ω, and hence the events Eω are disjoint. Summing their probabilities gives a lower bound on the success
probability of Bθ. Consequently,

ζ(λ,D, qP) ≥
∑
ω

Pr

Eω

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)

g ← Resampleθ(f, pp, z)

 .
We now bound Pr [Eω] from below for fixed (pp, z, s, τ). Since the resampled queries are independent

of the function g, we have

Pr [g ∈ Fω ∧ τ unchanged] = Pr [g ∈ Fω] · Pr [τ unchanged] ≥ Pr [g ∈ Fω] (1− θ)qV .

We next bound the conditional probability of f /∈ Fω given that g ∈ Fω and τ is unchanged.

Pr [f /∈ Fω | g ∈ Fω ∧ τ unchanged]

= 1− Pr [f ∈ Fω | g ∈ Fω ∧ τ unchanged]

= 1− Pr [f ∈ Fω ∧ g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged]
Pr [g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged]

= 1− Pr [f ∈ Fω ∧ g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged]
Pr [g ∈ Fω | g ∈ O[pp, z, τ ]]

= 1− Pr [f ∈ Fω ∧ g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged]
rω

. (2)

The third equality uses the independence of g and the event that τ is unchanged. We need only consider ω
with rω > 0, since Fω has probability zero when rω = 0.

To compute the conditional probability in the numerator, letX be 1 when g ∈ Fω given that g is consistent
with τ and τ is unchanged, and 0 otherwise; similarly, define Y for f . Then the following hold.

• Since X is an indicator, E
[
X2

]
= E [X], and since g is independent of the event that τ is unchanged,

E [X] = Pr [g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged] = Pr [g ∈ Fω | g ∈ O[pp, z, τ ]] = rω.

• By the symmetry of the joint distribution of f and g,

E [Y ] = Pr [f ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged] = Pr [f ∈ Fω | f ∈ O[pp, z, τ ]] = rω.

• The numerator in Eq. (2) is

Pr [f ∈ Fω ∧ g ∈ Fω | g ∈ O[pp, z, τ ] ∧ τ unchanged] = E [XY ] .

We prove by induction that E [XY ] ≤ (1 − θ)E
[
X2

]
+ θr2ω. For the induction, we consider the

more general case when X,Y evaluate the same [0, 1]-valued function on g, f , respectively, with common
expectation rω.
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• Base case: there is only one oracle position.
– With probability θ, we resample the answer uniformly at random. Then X and Y are independent, in

which case E [XY ] = E [X]E [Y ] = r2ω.
– With probability 1− θ, we do not resample this position. Then Y = X , and E [XY ] = E

[
X2

]
.

Thus, in the base case, E [XY ] = (1− θ)E
[
X2

]
+ θr2ω.

• Inductive case: For m oracle positions, assume that the inequality holds for any number of positions fewer
than m. Define X̄, Ȳ by averaging X,Y over the last position while keeping all the other positions fixed,
respectively. Observe that E

[
X − X̄

]
= E

[
Y − Ȳ

]
= 0 by definition. Expanding the product gives

E [XY ] = E
[
X̄Ȳ + X̄(Y − Ȳ ) + Ȳ (X − X̄) + (X − X̄)(Y − Ȳ )

]
= E

[
X̄Ȳ

]
+ E

[
(X − X̄)(Y − Ȳ )

]
.

By the induction hypothesis, E
[
X̄Ȳ

]
≤ (1− θ)E

[
X̄2

]
+ θr2ω. To bound the second term, consider the

resampling decision at the last position.
– With probability θ, we resample the answer at the last position uniformly. Then, conditional on both

vectors of remaining coordinates, (X− X̄) and (Y − Ȳ ) are independent, and E
[
(X − X̄)(Y − Ȳ )

]
=

E
[
(X − X̄)

]
E
[
(Y − Ȳ )

]
= 0.

– With probability (1− θ), we do not resample this position. Then, using ab ≤ a2+b2

2 , we get

E
[
(X − X̄)(Y − Ȳ )

]
≤

E
[
(X − X̄)2 + (Y − Ȳ )2

]
2

= E
[
(X − X̄)2

]
.

The second moment decomposes as

E
[
X2

]
= E

[
(X̄ + (X − X̄))2

]
= E

[
X̄2

]
+ E

[
(X − X̄)2

]
.

Combining these bounds gives

E [XY ] ≤ (1− θ)E
[
X̄2

]
+ θr2ω + (1− θ)E

[
(X − X̄)2

]
= (1− θ)E

[
X2

]
+ θr2ω.

Substituting E
[
X2

]
= rω into the inequality proven by induction gives

E [XY ] ≤ (1− θ)rω + θr2ω. (3)

Substituting Eq. (3) into Eq. (2) and summing over ω gives∑
ω

Pr [Eω] =
∑
ω

Pr [f /∈ Fω | g ∈ Fω ∧ τ unchanged]

· Pr [g ∈ Fω ∧ τ unchanged]

≥
∑
ω

(
1− (1− θ)rω + θr2ω

rω

)
· Pr [g ∈ Fω] (1− θ)qV

=
∑
ω

θ(1− rω) · Pr [g ∈ Fω] (1− θ)qV

= θ(1− θ)qV∆pp,z .

Averaging over the public view (pp, z), we have

ζ(λ,D, qP) ≥ θ(1− θ)qV∆.
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Differentiating θ(1− θ)qV gives

d

dθ
θ(1− θ)qV = (1− θ)qV + θ

d

dθ
(1− θ)qV = (1− θ)qV − θqV(1− θ)qV−1 = (1− θ)qV−1

(
1− (qV + 1)θ

)
.

The derivative changes from positive to negative at θ = 1/(qV+1), where the expression attains its maximum.
Substituting θ = 1

qV+1 into the original lower bound, we have

ζ(λ,D, qP) ≥ θ(1− θ)qV∆ =
1

qV + 1
(1− 1

qV + 1
)qV∆.

By Lemma 5.5, we conclude

∆ ≤ (qV + 1)qV+1

(qV)qV
· ζ(λ,D, qP) ≤ 4 · qV · ζ(λ,D, qP).

5.2 Proof of Theorem 5.3

The restricted verifier V̂ makes the same queries as V: the agreement rate rω can be computed by exhaustive
enumeration or supplied as nonuniform advice. Every output accepted by V̂ is accepted by V, so strong
soundness is preserved. It remains to bound correctness and statistical uniqueness.

Correctness Error. Suppose the original verifier accepts the prover’s output s ← Pf(pp, z), with verifier
transcript τ . Then f ∈ Fω. If rω ≥ 1/2, V̂ also accepts s.

Pr

V̂f(pp, z, s) ̸= 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Pf(pp, z)



= Pr

 b ̸= 1
∨ (b = 1 ∧ rω < 1/2)

∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
s ← Pf(pp, z)

b
τ←− Vf(pp, z, s)



≤ Pr

 Vf(pp, z, s) ̸= 1

∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Pf(pp, z)



+ Pr

 b = 1 ∧ rω < 1/2

∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
s ← Pf(pp, z)

b
τ←− Vf(pp, z, s)


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≤ α(λ,D, qP) + Pr

 b = 1 ∧ rω < 1/2

∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
s ← Pf(pp, z)

b
τ←− Vf(pp, z, s)

 .

Fix (pp, z) and write ω = (pp, z, s, τ). The second probability is bounded as follows.

Pr

 b = 1 ∧ rω < 1/2

∣∣∣∣∣∣
f ← O[pp, z]
s ← Pf(pp, z)

b
τ←− Vf(pp, z, s)


= Pr

 f ∈ O[pp, z, τ ]
∧ rω < 1/2

∣∣∣∣∣∣
f ← O[pp, z]
s ← Pf(pp, z)

1
τ←− Vf(pp, z, s)


=

∑
(s,τ):rω<1/2

Pr

[
f ∈ O[pp, z, τ ]
∧ s = Pf(pp, z)

∣∣∣∣ f ← O[pp, z]
]

=
∑

(s,τ):rω<1/2

Pr
[
f ∈ Fω

∣∣ f ← O[pp, z]
]

≤ 2
∑

(s,τ):rω<1/2

(1− rω) · Pr
[
f ∈ Fω

∣∣ f ← O[pp, z]
]

≤ 2∆pp,z .

Averaging over (pp, z) gives

Pr

 b = 1 ∧ rω < 1/2

∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
pp ← Setupf(1λ,D)

z ← Genf(pp)
s ← Pf(pp, z)

b
τ←− Vf(pp, z, s)


≤ 2 · Epp,z [∆pp,z ] = 2∆.

By Lemma 5.6, we conclude that

α̂(λ,D, qP) ≤ α(λ,D, qP) + 8 · qV · ζ(λ,D, qP).

Statistical Uniqueness. Fix (pp, z). Expanding the statistical uniqueness experiment gives

Pr

 s ̸= s′

∧ V̂f(pp, z, s) = 1

∣∣∣∣∣∣
f ← O[pp, z]
s ← Af(pp, z)
s′ ← Pf(pp, z)



= Pr

 s ̸= s′

∧ b = 1
∧ rω ≥ 1/2

∣∣∣∣∣∣∣∣
f ← O[pp, z]
s ← Af(pp, z)
s′ ← Pf(pp, z)

b
τ←− Vf(pp, z, s)


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= Pr

 s ̸= Pf(pp, z)
∧ f ∈ O[pp, z, τ ]
∧ rω ≥ 1/2

∣∣∣∣∣∣
f ← O[pp, z]
s ← Af(pp, z)

1
τ←− Vf(pp, z, s)


≤

∑
(s,τ):rω≥1/2

Pr

[
f ∈ O[pp, z, τ ]
∧ s ̸= Pf(pp, z)

∣∣∣∣ f ← O[pp, z]
]
.

By the definition of Fω, this sum is at most∑
(s,τ):rω≥1/2

(
Pr

[
f ∈ O[pp, z, τ ]

∣∣ f ← O[pp, z]
]

− Pr
[
f ∈ Fω

∣∣ f ← O[pp, z]
] )

=
∑

(s,τ):rω≥1/2

(Pr [ f ∈ Fω

∣∣ f ← O[pp, z]
]

rω

− Pr
[
f ∈ Fω

∣∣ f ← O[pp, z]
] )

=
∑

(s,τ):rω≥1/2

(1− rω
rω

)
Pr

[
f ∈ Fω

∣∣ f ← O[pp, z]
]

≤ 2
∑

(s,τ):rω≥1/2

(1− rω) · Pr
[
f ∈ Fω

∣∣ f ← O[pp, z]
]

≤ 2 ·∆pp,z .

Averaging over (pp, z) gives

Pr

 s ̸= s′

∧ V̂f(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
z ← Genf(pp)
s ← Af(pp, z)
s′ ← Pf(pp, z)


≤ 2 · Epp,z [∆pp,z ] = 2∆.

Thus, by Lemma 5.6, we conclude,

ζ̂∗(λ,D) ≤ 2∆ ≤ 8 · qV · ζ(λ,D, qP).
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6 Impossibility of PoW

We chain the two reductions and apply the search bound of [GRY25] to prove Theorem 6.1, the formal
version of Theorem 1. Specifically, we show that for every non-amortizing PoW with efficient verification, an
adversary that makes no preprocessing queries and at most D − Ω(D/qV) online queries solves a random
puzzle with probability Ω(1/qV), so the PoW is not strong.

We use the oracle model and the public generation transcripts of Section 5.

Theorem 6.1. Let PoW = (Setup,P,V) be a proof-of-work relative to a qGen-query puzzle generator Gen,
with difficulty parameter D ≥ 1, setup query complexity qSetup, verifier query complexity qV ≥ 1, correctness
error α, and 2-fold non-amortization error γ. Suppose that P halts almost surely, has cutoff qP, and makes at
most D queries in expectation. Fix a constant δ ∈ (0, 10−3], and define L := δ · D/(100 · qV). Suppose that
qGen + qSetup + 2qV + q2V/δ ≤ L and, for every expected query bound 0 ≤ qA ≤ qGen + 2D + 2qV,

α(λ,D, qP) + γ(λ,D, qA) ≤
δ

100 · qV

.

Then there exists an adversary A = (A1,A2) such that A1 makes no oracle queries and outputs an auxiliary
string aux, and A2 makes at most qA2

:= D − L online queries and satisfies

Pr

Vf(pp, z, s) = 1

∣∣∣∣∣∣∣∣∣∣
f ← O(λ)

pp ← Setupf(1λ,D)
aux ← Af

1(pp)
z ← Genf(pp)
s ← Af

2(aux, z)

 >
δ

100 · qV

.

Remark 6.2. For a fixed δ ∈ (0, 10−3], the hypotheses of Theorem 6.1 hold for all sufficiently large λ
whenever

q3V = o(D), qSetup + qGen = o(D/qV), α(λ,D, qP) + γ(λ,D, qA) = o(1/qV),

where the last bound holds uniformly over 0 ≤ qA ≤ qGen + 2D + 2qV. In particular, negligible correctness
and non-amortization errors suffice when qV is polynomially bounded in λ. The theorem then gives an
adversary that makes at most D − Ω(D/qV) online queries and succeeds with probability Ω(1/qV). For
qV = O(1), this is a constant lower bound on the strong soundness error at a constant-fraction online budget
with no preprocessing queries; for growing qV, the guaranteed saving tends to zero. The argument uses only
the expected query bound of the honest prover.

As a sanity check, the preimage PoW of Lemma 3.16 satisfies the hypotheses with qV = 1, qSetup = qGen =
0, and γ = 0, so the theorem yields an adversary that saves a constant fraction of the queries with constant
success probability. This matches the direct computation: the honest prover finds an accepted solution within
D/2 queries with probability 1− (1− 1/D)D/2 → 1− e−1/2.

Section 6.1 chains the two reductions, and Section 6.2 proves Theorem 6.1.

6.1 Chaining the two reductions together

Corollary 6.3. For every λ ∈ N, let PoW = (Setup,P,V) be a proof-of-work relative to a qGen-query puzzle
generator Gen, with difficulty parameter D ≥ 1, setup query complexity qSetup, prover cutoff qP ≥ 1, verifier
query complexity qV ≥ 1, correctness error α, strong soundness error ϵ, and 2-fold non-amortization error γ.
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Suppose that P halts almost surely, and makes at most D queries in expectation. Let h ∈ [0,D) be an integer
such that h ≤ qP. Then, there exists a proof-of-work system PoW′ = (Setup′,P′,V′) with the following
properties relative to a (qGen + h)-query puzzle generator Genalt:

• The difficulty parameter is D′ := D − h. Setup makes at most qSetup queries, the prover makes at most
qP − h queries, and the verifier makes at most qV queries.

• Correctness error

α′(λ,D′, qP − h)
≤ (1 + 8 · qV) · α(λ,D, qP)

+ 8 · qV · γ(λ,D, qGen + D + qP − h+ 2qV)

+ 8 · qV ·
qGen + qP − h+ 2qV

D
.

• For every qA1
, qA2

∈ N, strong soundness error

ϵ′(λ,D′, qA1
, qA2

) ≤ ϵ(λ,D, qA1
, h+ qA2

).

• Statistical uniqueness error

ζ∗′(λ,D′) ≤ 8·qV ·α(λ,D, qP) +8·qV ·γ(λ,D, qGen+D+qP−h+2qV) +8·qV ·
qGen + qP − h+ 2qV

D
.

Moreover, if the residual prover makes at most r queries in expectation over the honestly generated public
view and oracle, the correctness and statistical uniqueness bounds remain valid with qP − h replaced by r in
the argument of γ and in the numerator of the fractional term. The correctness errors are still evaluated at
the displayed cutoffs.

Proof. Apply Theorem 4.1 with prefix length h to obtain PoWalt, then apply Theorem 5.3 to obtain its
restricted system PoW′. The query bounds follow immediately, and Dalt = D′ = D − h. The two reductions
give the following chains, evaluating computational uniqueness at query bound qP − h.

Correctness.

α′(λ,D′, qP − h)
≤ αalt(λ,D

′, qP − h) + 8 · qV · ζalt(λ,D′, qP − h)
≤ (1 + 8 · qV) · α(λ,D, qP)

+ 8 · qV · γ(λ,D, qGen + D + qP − h+ 2qV)

+ 8 · qV ·
qGen + qP − h+ 2qV

D
.

Strong soundness.

ϵ′(λ,D′, qA1
, qA2

) ≤ ϵalt(λ,D′, qA1
, qA2

) ≤ ϵ(λ,D, qA1
, h+ qA2

).

Statistical uniqueness.

ζ∗′(λ,D′) ≤ 8 · qV · ζalt(λ,D′, qP − h)
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≤ 8 · qV · α(λ,D, qP)

+ 8 · qV · γ(λ,D, qGen + D + qP − h+ 2qV)

+ 8 · qV ·
qGen + qP − h+ 2qV

D
.

For the expected-query variant, the resampling adversary in the proof of Lemma 5.6, with θ = 1/(qV+1),
makes at most r queries in expectation: conditioned on the public transcripts, its simulated oracle has the
original product distribution, and each simulated prover query requires at most one real query. Apply the
expected-query conclusion of Theorem 4.1 to this adversary. The proof of Theorem 5.3 uses precisely its
success probability, so the same calculation gives the claimed replacements.

6.2 Proof of Theorem 6.1

Lemma 6.4 (Adapted from Theorem 4.1 in [GRY25]). For every λ ∈ N, let PoW = (Setup,P,V) be a proof-
of-work relative to a qGen-query puzzle generator Gen, with difficulty parameter D, setup query complexity
qSetup, prover query complexity qP, verifier query complexity qV ≥ 1, correctness error α, strong soundness
error ϵ, and statistical uniqueness error ζ∗. Then, for every constant δ such that α(λ,D, qP) + ζ∗(λ,D) ≤
δ ≤ 10−3, and every qA2

≥ qSetup + q2V/δ, ϵ(λ,D, 0, qA2
) ≥ 1− 6

√
δ.

Consider an honest prover P with query cutoff D − L. By the correctness of PoW, the probability that
the output of this honest prover is accepted is at least 1− α(λ,D,D − L); let β denote this probability. If
β > δ/(100 · qV), then running this honest prover proves the theorem. Otherwise, if β ≤ δ/(100 · qV), then it
must hold that qP > D−L. This is because qP ≤ D−L leads to the contradiction that β ≥ 1−α(λ,D, qP) ≥
1− δ

100qV
> δ

100qV
. We continue to prove that the theorem statement holds in this case as well.

Set h := D − 2L, and let R be the number of honest prover queries remaining after its first h queries,
which is zero if it halts earlier. The parameter bounds give 0 < L ≤ D/105, so 0 ≤ h < D − L < qP.
An honest execution that halts before h queries either succeeds within D − L queries or contributes to the
correctness error. Hence

E [R] ≤ D − h · Pr [the honest prover makes at least h queries]

≤ D − h+ h · Pr [the honest prover makes fewer than h queries]

≤ 2L+ D
(
β + α(λ,D, qP)

)
≤ 2L+

δ · D
50 · qV

.

Apply Corollary 6.3 with prefix length h and expected residual query bound r = E [R] to obtain PoW′,
with D′ = D − h and residual cutoff qP − h. Since E [R] ≤ D, the non-amortization argument below lies in
the range of the error hypothesis. The corollary gives

α′(λ,D′, qP − h) + ζ∗′(λ,D′)

≤ (1 + 16 · qV) · α(λ,D, qP)

+ 16 · qV · γ(λ,D, qGen + D + E [R] + 2qV)

+ 16 · qV ·
qGen + E [R] + 2qV

D

≤ δ

100 · qV

+ 16 · qV

(
δ

100 · qV

+
qGen + 2L+ 2qV

D
+

δ

50 · qV

)
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≤ δ

100 · qV

+ 16 · qV

(
δ

100 · qV

+
3δ

100 · qV

+
δ

50 · qV

)
≤ 97δ

100
.

Here we used the bounds on E [R] and β, together with the query hypothesis, which gives qGen+2qV
D ≤ L

D ≤
δ

100·qV .
Finally, since D − L− h = L ≥ qSetup + q2V/δ, we can conclude with the following by Lemma 6.4 and

Corollary 6.3.

ϵ(λ,D, 0,D − L) ≥ ϵ′(λ,D′, 0, L) ≥ 1− 6
√
δ >

δ

100qV

.
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7 XFS with grinding

XFS-with-grinding compiles a relativized Σ-protocol into a non-interactive argument by composing a
strong PoW, which rules out diagonalization attacks, with a non-amortizing PoW, which supports grinding.
Theorem 7.2, instantiated in Corollary 7.3, is the formal version of Theorem 2, and Section 2.2 gives the
intuition.

We use PoWs without setup: the prover and the verifier take the difficulty parameter D as input, the
puzzle space is {0, 1}λ, and the puzzle generator samples uniformly from it. The definitions of the PoW
properties change accordingly. All tuple encodings below are injective, with separate tags for the two puzzle
derivations and the Fiat–Shamir challenge, and the algorithms of PoWA, the algorithms of PoWB, and the
padder use three further disjoint oracle domains. We omit the tags from the notation. In the challenge query,
the tag follows the pad and is part of γ in Definition 3.5.

Let Π = (I,P,V) be a relativized Σ-protocol as in Definition 3.3, and let PoWA and PoWB have
difficulties DA and DB. The compiled argument is as follows.

Construction 7.1 (XFS-with-grinding). The oracle is f ∈ O(λ).

• If(C): Output ψ ← If(C).

• Pf((DA,DB), C,x,w): Compute ψ ← If(C) and (m1, aux)← Pf(C,x,w). Then compute

zA ← f(ψ,x,m1), sA ← Pf
A(DA, zA),

zB ← f(ψ,x,m1, sA), sB ← Pf
B(DB, zB),

τ ← Padderf(ψ,x,m1, sA, sB), ρ← f(τ, ψ,x,m1, sA, sB).

Run m2 ← Pf(aux, ρ) and output π := (m1, sA, sB,m2).

• Vf((DA,DB), ψ,x, π): Parse π = (m1, sA, sB,m2) and recompute zA, zB, τ , and ρ as above. Accept if
Vf(ψ,x,m1, ρ,m2) = 1, Vf

A(DA, zA, sA) = 1, and Vf
B(DB, zB, sB) = 1.

Theorem 7.2. Given the following ingredients:

• C is a family of circuits, where qC is a bound on the number of oracle gates.
• Let Π = (I,P,V) be a relativized SP in the ROM for C, with knowledge soundness error κ as in

Definition 3.3, transcript binding error κtb, index-knowledge error κI, and indexer query complexity qI.
• Let PoWA = (PA,VA) be a strong PoW in the ROM with difficulty DA, verifier query complexity qVA

, and
strong soundness error ϵA.

• Let PoWB = (PB,VB) be a non-amortizing PoW in the ROM with difficulty DB, verifier query complexity
qVB

, and parameter γB in Definition 3.12 for every k ≥ 1 and every expected query bound.
• Let Padder be a prefix-avoiding padder for V with query complexity qpad and padder error εpad.

Fix λ, q ∈ N. Then Construction 7.1 satisfies adaptive (straightline) knowledge for C with error κARG such
that

κARG(λ, q) ≤
(
qB

DB

+ γB(λ,DB, qB)

)
· κ(λ, qΣ) + 2qsim · ϵA(λ,DA, qΣ, qA)

+ εpad(λ, qsim + qI + qpad + 1) + qsim · κI(λ, qsim)

+ qsim · κtb(λ, qΣ) +
q2
sim

2λ
,
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where qsim = q+ qI + qpad +3, qΣ = qsim(2+ qpad + qVB
), qA = (qI + qC)(1+ qVA

), and qB = qsim(1+ qVB
).

The preprocessing query bound for both strong-soundness reductions is qΣ.

Corollary 7.3 (Instantiation). In the setting of Theorem 7.2, let PoWA be the Merkle-tree PoW of Lemma 3.15
and PoWB the preimage PoW of Lemma 3.16, so DA ≥ 2λ and DB ≤ 2λ are powers of two, and let qA ≤ DA/4.
Then

κARG(λ, q) ≤
qB

DB

· κ(λ, qΣ) + εpad(λ, qsim + qI + qpad + 1) + qsim · κI(λ, qsim)

+ qsim · κtb(λ, qΣ) +
2qsim(qΣ + qA + 1) + q2

sim

2λ
,

with qsim, qΣ, qA, and qB as in Theorem 7.2. The last term is negligible when q, qI, qpad, and DA are polynomial
in λ.

Proof. Since qA ≤ DA/4, Lemma 3.15 gives ϵA(λ,DA, qΣ, qA) ≤ (qΣ + qA +1)/2λ. By Lemma 3.16, γB = 0.
Substituting both bounds into Theorem 7.2 gives the claim.

Section 7.1 proves Theorem 7.2 from Lemmas 7.4 to 7.8, which the remaining subsections prove.

7.1 Proof of Theorem 7.2

We use the domain separation specified above. In particular, neither PoW verifier nor any execution of the
padder queries a challenge point.

We first complete the transcript of the malicious prover. After it outputs (C,x, π), compute ψ ← If(C)
and the two puzzles, pad, and challenge used in verification, appending the queries and answers to its
transcript. This does not change the prover’s output and uses at most qI + qpad + 3 additional queries. In the
rest of the proof, P̃ and trP denote this completed prover and transcript, with query bound qsim. The extractor
performs the same completion when given the original transcript.

We define a deterministic recognizer oracle algorithm Rec. By definition, this algorithm makes at most
qRec := 1 + qpad + qVB

queries. The recognizer Rec takes a query q as input.

Recf(q):
1. Parse q = (τ, ψ,x,m1, sA, sB). If it cannot be parsed this way, return ⊥.
2. Compute τ ′ ← Padderf(ψ,x,m1, sA, sB) and check if τ ′ = τ .
3. Compute zB ← f(ψ,x,m1, sA). Check if Vf

B(DB, zB, sB) = 1.
4. Output 1 if all checks pass and 0 otherwise.

We define a transcript-augmenting algorithm Aug as follows. The algorithm Aug takes a transcript tri as
input.

Augf(tri):
1. Initialize an empty transcript trf . For each query-answer pair in tri, do the following.

– If the current query is a first occurrence query q = (τ, ψ,x,m1, sA, sB), run b
trRec←−− Recf(q) and

append trRec to trf .
– Append the query-answer pair to trf .

2. Output trf .

Let E be the SP extractor for (I,P,V). We define the argument extractor E as follows. The argument
extractor E of the compiled NARK receives as input a circuit C, an instance x, an argument string π, and a
query–answer transcript trP .
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Ef(C,x, π, trP):
1. Parse π = (m1, sA, sB,m2).
2. Complete trP as above and get the augmented transcript tr ← Augf(trP).
3. Run the SP extractor to compute the witness w← E(C,x,m1, tr).
4. Output w.

The constructed Ef(C,x, π, trP) makes at most qE(λ, q) ≤ qI + qpad + 3 + qsimqRec queries.
Let Exp be the following experiment. It runs the knowledge experiment of Definition 3.4 for Construc-

tion 7.1 and P̃ , and records the quantities that V recomputes:

f ← O(λ), (C,x, π := (m1, sA, sB,m2))
trP←−− P̃f ,

ψ ← If(C), zA ← f(ψ,x,m1), zB ← f(ψ,x,m1, sA),

τ ← Padderf(ψ,x,m1, sA, sB), ρ← f(τ, ψ,x,m1, sA, sB),

tr ← Augf(trP), w← E(C,x,m1, tr).

We call (τ, ψ,x,m1, sA, sB) the critical query; its answer is the Fiat–Shamir challenge ρ. We write PrExp [·]
and EExp [·] for probabilities and expectations over Exp. Let EFail be the event that the extractor fails while V
accepts; by the definition of V ,

EFail : C ∈ C ∧ Cf(x,w) = 0 ∧ Vf(ψ,x,m1, ρ,m2) = 1

∧ Vf
A(DA, zA, sA) = 1 ∧ Vf

B(DB, zB, sB) = 1.

It suffices to bound PrExp [EFail]. Define the following events and notation.

• Define EPoW as the event where either If or Cf queries the critical query (τ, ψ,x,m1, sA, sB).
• Define EPad as the event where Vf or Padderf queries the critical query (τ, ψ,x,m1, sA, sB). By domain-

separation, Recf never queries a challenge point: it only runs Padder, derives zB, and runs VB.
• For a proof transcript trP , define Q(trP) to be the list of first-occurrence queries

q = (τ, ψ,x,m1, sA, sB),

for which Recf(q) = 1, retaining only the first query for each accepted pair (zB, sB). The list is ordered by
first occurrence. Let N(trP) := |Q(trP)|. Whether a query is added to this list is determined before its
answer is given.

• Define Ecoll to be the event that two distinct inputs (ψ,x,m1, sA) deriving zB receive the same answer,
among the inputs queried by P̃ or derived for its first-occurrence challenge queries.

• Let trA be the prefix of trP before the first occurrence of the query (ψ,x,m1), and let tr∗ be the prefix
before the first occurrence of (τ, ψ,x,m1, sA, sB) in trP . Let trRec,∗ be the recognizer transcript for the
critical query, and define trAug,∗ := Augf(tr∗)∥trRec,∗. Define EXFS to be the event that all of the following
conditions hold.
– Both query (ψ,x,m1) and query (τ, ψ,x,m1, sA, sB) occur in trP , and the former occurs before the

latter.
– EI(ψ, trA) = EI(ψ, tr∗) = C.
– E(C,x,m1,Aug

f(trA)) = E(C,x,m1, trAug,∗) = E(C,x,m1,Aug
f(trP))

Then, by the law of total probability and union bound, we have

PrExp [EFail] ≤ PrExp
[
EFail ∧ EXFS ∧ EPoW ∧ EPad ∧ Ecoll

]
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+ PrExp [EFail ∧ EXFS ∧ EPoW] + PrExp [EFail ∧ EXFS ∧ EPad]

+ PrExp
[
EFail ∧ EXFS

]
+ PrExp [Ecoll] .

The following lemmas, proved in the next subsections, bound these terms.

Lemma 7.4. PrExp
[
EFail ∧ EXFS ∧ EPoW ∧ EPad ∧ Ecoll

]
≤ EExp [N(trP)] · κ(λ, qΣ).

Lemma 7.5. PrExp [EFail ∧ EXFS ∧ EPoW] ≤ qsim · ϵA(λ,DA, qΣ, qA).

Lemma 7.6. PrExp [EFail ∧ EXFS ∧ EPad] ≤ εpad(λ, qsim + qI + qpad + 1).

Lemma 7.7.
EExp [N(trP)] ≤

qB

DB

+ γB(λ,DB, qB), PrExp [Ecoll] ≤
q2
sim

2λ
,

where qB = qsim(1 + qVB
) and qsim = q + qI + qpad + 3. Moreover, on Ecoll, the list Q(trP) contains every

recognized first-occurrence query.

Lemma 7.8.

PrExp
[
EFail ∧ EXFS

]
≤ qsim · ϵA(λ,DA, qΣ, qA) + qsim · κI(λ, qsim) + qsim · κtb(λ, qΣ).

Combining their bounds, and substituting the bound on EExp [N(trP)] from Lemma 7.7, gives

κARG(λ, q) ≤
(
qB

DB

+ γB(λ,DB, qB)

)
· κ(λ, qΣ) + 2qsim · ϵA(λ,DA, qΣ, qA)

+ εpad(λ, qsim + qI + qpad + 1) + qsim · κI(λ, qsim)

+ qsim · κtb(λ, qΣ) +
q2
sim

2λ
.

7.2 Proof of Lemma 7.4

Split the malicious prover’s execution at the i-th query in Q(trP). The two phases together make at most
qsim(1 + qRec) queries. For a fixed index i ∈ [qsim], the algorithm P̃f

0→i runs the P̃ up to the i-th query in
Q(trP), and P̃i→qsim

continues the execution from that point to the end.

• P̃f
0→i:

1. Initialize a counter ctr = 0 and an empty set S.
2. Simulate P̃f , storing all of its oracle query-response pairs in tr0→i. Whenever it makes a first-occurrence

query q = (τ, ψ,x,m1, sA, sB), check if Recf(q) = 1 before answering the query. If so, obtain zB from
this recognizer execution. If (zB, sB) /∈ S, add this pair to S and increment ctr by 1.

3. If P̃ halts while ctr < i, let q̂ = ⊥. Otherwise, once ctr = i, halt before answering the query. Store this
i-th query (τ, ψ,x,m1, sA, sB) as q̂.

4. Output the i-th query q̂, the pure transcript prefix of P̃f stored in tr0→i, and its state auxP̃ .

• P̃f
i→qsim

(auxP̃ , ρ):

1. Simulate (C,x, (m1, sA, sB,m2))
tri→qsim←−−−−− P̃f using auxP̃ to continue the execution from the i-th query

in Q(trP) given oracle response ρ.
2. Output (C,x, (m1, sA, sB,m2), tri→qsim

).
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We use the algorithms above to construct a malicious SP prover as follows. By definition, the query
bound of this SP prover is qΣ := qsim(1 + qRec).

• First SP prover message: P̃f

1. Run (q̂, tr0→i, auxP̃)
tr←− P̃f

0→i.
2. Parse q̂ = (τ, ψ,x,m1, sA, sB). If it cannot be parsed this way, output ⊥ in every component.
3. Compute C ← EI(ψ, tr0→i).
4. Output (C,x,m1, aux = (i, q̂, auxP̃)).

• Second SP prover message: P̃f(aux = (i, q̂, auxP̃), ρ)
1. If aux = ⊥, output ⊥. Otherwise, set µ = {(q̂, ρ)}.
2. Run (C ′,x′, (m′

1, s
′
A, s

′
B,m2), tri→qsim

)← P̃f [µ]
i→qsim

(auxP̃ , ρ). Answer every query to q̂ using the stored
value ρ, and forward all other queries to f .

3. Output m2.

Define Ereach,i to be the event that q̂ ̸= ⊥. This event is determined entirely by the pre-challenge view
view1, and

Pr [Ereach,i] = PrExp [N(trP) ≥ i] .
We average the conditional knowledge bound over the pre-challenge views for which Ereach,i occurs. Condi-
tional knowledge soundness of Π gives

κ(λ, qΣ) · Pr [Ereach,i] ≥ Pr


Ereach,i

∧ C ∈ C
∧ Cf(x,w) = 0
∧ Vf(ψ,x,m1, ρ,m2) = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
(C,x,m1, aux)

tr←− P̃f

view1 ← (C,x,m1, aux, tr)
ρ← {0, 1}λ

m2 ← P̃f(aux, ρ)
w← E(C,x,m1, tr)
ψ ← If(C)


.

Note that by the end of the first phase, P̃ has never received f(q̂). The recognizer does not query q̂
because of domain-separation. Thus, q̂ is fresh in the complete first-phase transcript tr, and its oracle response
is uniform even after fixing view1. The continuation answers this query locally with ρ, without querying the
real oracle at q̂.

Define Ecrit,i to be the event that the critical query of the final proof has rank i in Q(trP). On EFail ∧
EXFS ∧ Ecoll, the recognizer accepts the critical query, so it occurs in Q(trP) by Lemma 7.7. If Ecrit,i occurs,
the constructed SP prover embeds the challenge ρ at exactly the right query point in the execution of P̃ .
Moreover, the fields parsed from q̂ are consistent with the output fields of P̃f [µ]

i→qsim
.

On EPoW ∧ EPad, none of the SP indexer, the extracted circuit, or the SP verifier queries the critical query.
The PoW verifiers and the padder do not query the critical query because of domain-separation. Therefore,
replacing f(q̂) by the independent uniform value ρ gives the same distribution of the simulated execution.
On these events, the indexer, circuit, and verifier have the same outputs under f and f [µ].

On EXFS ∧Ecrit,i, the circuit extracted from tr0→i is the same as the eventual circuit output by P̃ . Moreover,
on Ecrit,i, the first-phase transcript is

tr = Augf(tr∗)∥trRec,∗ = trAug,∗.

This transcript includes the recognizer queries for q̂ and excludes its answer. By the definition of EXFS, we
have

E(C,x,m1, tr) = E(C,x,m1,Aug
f(trP)).
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Restricting the SP failure event to these executions gives

PrExp
[
EFail ∧ EXFS ∧ EPoW ∧ EPad ∧ Ecoll ∧ Ecrit,i

]
≤ κ(λ, qΣ) · PrExp [N(trP) ≥ i] .

Finally, summing over all possible ranks of the critical query, we conclude that

PrExp
[
EFail ∧ EXFS ∧ EPoW ∧ EPad ∧ Ecoll

]
≤ κ(λ, qΣ)

qsim∑
i=1

PrExp [N(trP) ≥ i] = EExp [N(trP)] · κ(λ, qΣ).

7.3 Proof of Lemma 7.5

Split the malicious prover’s execution at its j-th query. The two phases together make at most qsim(1 + qRec)
queries. For an index j ∈ [qsim], the algorithm P̄f

0→j runs the P̃ up to the j-th query, and P̄j→qsim
continues

the execution from that point to the end.

• P̄f
0→j:

1. Simulate P̃f up to the j-th query. If P̃ finishes running before then, output ⊥. Whenever it makes a
first-occurrence query q = (τ, ψ,x,m1, sA, sB), run Recf(q) before answering the query.

2. Stop before answering the j-th query, after running its recognizer if it has the above form and is a first
occurrence. Output the j-th query q̂, the pure transcript prefix tr0→j and its state auxP̃ .

• P̄f
j→qsim

(auxP̃ , u):

1. Simulate (C,x, (m1, sA, sB,m2))← P̃f using auxP̃ to continue the execution from the j-th query given
oracle response u. Whenever it makes a subsequent first-occurrence query q = (τ, ψ,x,m1, sA, sB), run
Recf(q) before answering the query.

2. Output (C,x, (m1, sA, sB,m2)).

The first-phase transcript at a puzzle query is Augf(tr0→j). At a first-occurrence critical query it
additionally contains the transcript of the recognizer on the selected query, as in the definition of EXFS.

We construct adversary A = (A1,A2) against the strong soundness of PoWA.

Af
1(DA):

1. Sample j ← [qsim].
2. Run ((ψ,x,m1), tr0→j, auxP̃)

tr←− P̄f
0→j . Abort if the j-th query cannot be parsed in this way or has

occurred before.
3. Compute C ← EI(ψ, tr0→j). Abort if C /∈ C.
4. Compute w← E(C,x,m1, tr).
5. Output aux = (C,ψ,x,m1,w).

Given a randomly sampled puzzle zA ← {0, 1}λ, the online adversary A2 solves the puzzle as follows.

Af
2(aux = (C,ψ,x,m1,w), zA):

1. Define µ := {((ψ,x,m1), zA)}.
2. Run If [µ](C) and Cf [µ](x,w), recording their query–answer transcripts trI and trC .
3. For each query q in trI ∪ trC do the following:

(a) Parse q = (τ, ψ′,x′,m′
1, sA, sB). If it cannot be parsed this way, move on to the next query.

(b) If Vf
A(DA, zA, sA) = 1, output sA and halt.
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4. Output ⊥.

The preprocessing stage makes at most qsim(1 + qRec) = qΣ queries; both extractors use only their input
transcripts. By construction, A2 makes at most (qI + qC)(1 + qVA

) = qA queries. Strong soundness of
PoWA gives the following bound. Whenever we write out the steps of A1 below, we retain its parsing and
first-occurrence checks.

ϵA(λ,DA, qΣ, qA) ≥ Pr

Vf
A(DA, zA, sA) = 1

∣∣∣∣∣∣∣∣
f ← O(λ)

aux ← Af
1(DA)

zA ← {0, 1}λ
sA ← Af

2(aux, zA)



≥ Pr



C ∈ C
∧ ∃(τ, ψ′,x′,m′

1, sA, sB) ∈ trI ∪ trC
s.t. Vf

A(DA, zA, sA) = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
j ← [qsim]

((ψ,x,m1), tr0→j, auxP̃)
tr←− P̄f

0→j

zA ← {0, 1}λ
C ← EI(ψ, tr0→j)

w← E(C,x,m1, tr)
µ = {((ψ,x,m1), zA)}

y
trI←− If [µ](C)

b
trC←−− Cf [µ](x,w)


.

Since the selected query is a first occurrence, P̄0→j has not received the oracle response of this query by the
end of its execution. By domain separation, neither the recognizer queries nor VA query this point. Therefore,
we can replace the uniformly random zA with the actual oracle response, without changing the distribution.
This gives

ϵA(λ,DA, qΣ, qA) ≥ Pr


C ∈ C
∧ ∃(τ, ψ′,x′,m′

1, sA, sB) ∈ trI ∪ trC
s.t. Vf

A(DA, zA, sA) = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
j ← [qsim]

((ψ,x,m1), tr0→j, auxP̃)
tr←− P̄f

0→j

zA ← f(ψ,x,m1)
C ← EI(ψ, tr0→j)

w← E(C,x,m1, tr)

y
trI←− If(C)

b
trC←−− Cf(x,w)


.

On EXFS, P̃ makes the query (ψ,x,m1). Let jA be the index of its first occurrence in the completed
transcript. If the randomly selected j is the correct index, then the constructed adversary embeds the puzzle
at exactly the right query point in the execution of P̃ .

On EXFS, the circuit extracted from the pure prefix trA is the same as the circuit output by P̃ . The witness
extracted from Augf(trA) is the same as the witness extracted from Augf(trP). On EPoW, the valid critical
query appears in trI ∪ trC . The online adversary performs only the indexer and circuit evaluations and the
candidate verifications. Therefore, on EXFS ∧ EPoW and j = jA, the online adversary finds the critical query in
trI ∪ trC and outputs an accepted solution. Since j is uniform and independent of Exp, the event j = jA has
probability 1/qsim conditioned on every outcome of Exp, and hence

ϵA(λ,DA, qΣ, qA) ≥
1

qsim

· PrExp [EFail ∧ EXFS ∧ EPoW] .
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7.4 Proof of Lemma 7.6

Consider the following adversary and machine for the prefix-avoidance experiment.

• Af :

1. Run
(
C,x, (m1, sA, sB,m2)

)
trP←−− P̃f .

2. Compute ψ ← If(C).
3. Compute τ ← Padderf(ψ,x,m1, sA, sB).
4. Compute ρ← f(τ, ψ,x,m1, sA, sB).
5. Output γ = (ψ,x,m1, sA, sB) and m = (ψ,x,m1, ρ,m2).

• Mf(m = (ψ,x,m1, ρ,m2)):

1. Run Vf(ψ,x,m1, ρ,m2).

By domain separation, no execution of Padder or Rec queries a critical query. The adversary A and the
machine M together perform the steps of Exp that precede the verifier checks, with tr the transcript of Padder
and trM that of V, so the event (τ, γ) ∈ tr ∪ trM is EPad. By construction, A makes at most qsim + qI + qpad +1
queries. Prefix avoidance gives

εpad(λ, qsim + qI + qpad + 1) ≥ Pr

(τ, γ) ∈ tr ∪ trM

∣∣∣∣∣∣∣∣∣
f ← O(λ)
(γ,m)← Af

τ
tr←− Padderf(γ)

y
trM←−− Mf(m)


= PrExp [EPad]

≥ PrExp [EFail ∧ EXFS ∧ EPad] .

7.5 Proof of Lemma 7.7

We construct an adversary AB for the non-amortization of PoWB as follows.

Af
B(DB):

– Initialize empty set S.
– Simulate the completed P̃f ; simulate all non-B oracle domains locally and forward only B-domain

queries to its real oracle. Whenever it issues a first occurrence query

q = (τ, ψ,x,m1, sA, sB),

do the following:
* Compute zB ← f(ψ,x,m1, sA) using the local simulation.
* If (zB, sB) ∈ S, continue to the next query-answer pair. Otherwise, check whether

Vf
B(DB, zB, sB) = 1.

If so, add (zB, sB) to S.
– Output S.
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By domain-separation, the simulation has the same distribution as the completed execution of P̃f . By
construction, AB outputs at most qsim pairs and verifies each of them. It forwards at most qsim B-domain
queries and runs VB at most qsim times. Therefore, it makes at most qB = qsim(1 + qVB

) queries, including all
verification queries. By the setup-free form of Definition 3.12, applied with k = qsim and query bound qB, we
have

EExp [N(trP)] ≤ E [|S|] ≤ qB

DB

+ γB(λ,DB, qB).

Every query in Q(trP) contains an accepted puzzle–solution pair, and these pairs are distinct by the definition
of Q(trP). The collector stores all such pairs. Thus, N(trP) ≤ |S|, which proves the first inequality.

In the simulation above, there are at most qsim inputs (ψ,x,m1, sA) to the oracle deriving zB: each is
either queried directly by P̃ , or evaluated by the collector for a first occurrence challenge query. These two
query shapes are disjoint, and each challenge query causes at most one additional evaluation. Therefore, by
the birthday bound,

PrExp [Ecoll] ≤
(
qsim

2

)
2−λ ≤ q2

sim

2λ
.

Suppose two recognized queries contain the same accepted pair (zB, sB). On Ecoll, their inputs (ψ,x,m1, sA)
to the oracle deriving zB must coincide. Their second solutions also coincide by assumption. The deterministic
padder therefore gives the same pad, so the two queries coincide. Thus, on Ecoll, Q(trP) contains every
distinct recognized query.

7.6 Proof of Lemma 7.8

Define the following events.

• E1: the first occurrence of (ψ,x,m1) comes after the first occurrence of (τ, ψ,x,m1, sA, sB) in trP .

• E2: EI(ψ, trA) ̸= C or EI(ψ, tr∗) ̸= C.

• E3: at least one of the two prefix witnesses in the definition of EXFS differs from E(C,x,m1,Aug
f(trP)).

Both queries occur in trP by the transcript completion for P̃ . By definition, EXFS is the event where at least
one of the above occurs. The union bound gives

PrExp
[
EFail ∧ EXFS

]
≤ PrExp [EFail ∧ E1] + PrExp [EFail ∧ E2] + PrExp

[
EFail ∧ E3 ∧ E2

]
.

We bound each of these three terms below.
Split the malicious prover’s execution at its j-th query, without augmenting its transcript. For an index

j ∈ [qsim], the algorithm P̂f
0→j runs P̃ up to the j-th query, and P̂j→qsim

continues the execution from that
point to the end.

• P̂f
0→j:

1. Simulate P̃f up to, but not including, its j-th query. If P̃ has already finished running, output ⊥.
2. Output the j-th query q̂ and its state auxP̃ .

• P̂f
j→qsim

(auxP̃ , u):

1. Simulate (C,x, (m1, sA, sB,m2))← P̃f using auxP̃ to continue the execution from the j-th query given
oracle response u.
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2. Output (C,x, (m1, sA, sB,m2)).

Bounding PrExp [EFail ∧ E1]. We construct the adversary A = (A1,A2) against the strong soundness of
PoWA. The preprocessing adversary A1 computes the auxiliary information as follows.

Af
1(DA):

1. Sample j ← [qsim].
2. Simulate (q̂, auxP̃)

tr←− P̂f
0→j . Parse q̂ = (τ, ψ,x,m1, sA, sB). If q̂ cannot be parsed this way or

(ψ,x,m1) has already been queried, abort.
3. Output aux ← sA.

Given a randomly sampled puzzle zA ← {0, 1}λ, the online adversary A2 simply outputs the solution stored
in the auxiliary input.

Af
2(aux, zA):

1. Parse aux = sA. Abort if it cannot be parsed this way.
2. Output sA.

The preprocessing stage makes at most qsim ≤ qΣ queries. By construction, A2 makes 0 online queries.
Strong soundness of PoWA gives the following bound.

ϵA(λ,DA, qΣ, qA) ≥ Pr

Vf
A(DA, zA, sA) = 1

∣∣∣∣∣∣∣∣
f ← O(λ)

aux ← Af
1(DA)

zA ← {0, 1}λ
sA ← Af

2(aux, zA)

 .
There is 1/qsim probability that q̂ is the first occurrence of the final critical query. On E1, P̃ has never obtained
the puzzle zA before fixing its solution sA. The query deriving this puzzle is fresh at this point, and VA does
not query it by domain separation. Therefore, we can replace the randomly sampled zA with the actual oracle
response, without changing the distribution. On EFail, the selected solution is accepted. It follows that

PrExp [EFail ∧ E1] ≤ qsim · ϵA(λ,DA, qΣ, qA).

Bounding PrExp [EFail ∧ E2]. We construct an adversary against the indexer-knowledge of the Sigma-
protocol as follows.

• Af :

1. Randomly select j ← [qsim].
2. Run (q̂, auxP̃)← P̂f

0→j .
3. If q̂ has the form (ψ,x,m1) or (τ, ψ,x,m1, sA, sB), output ψ and aux = (j, q̂, auxP̃). Otherwise, abort.

• Af(aux = (j, q̂, auxP̃)):

1. Compute u← f(q̂).
2. Run (C,x, (m1, sA, sB,m2))← P̂f

j→qsim
(auxP̃ , u).

3. Output C.
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By construction, A makes at most qsim queries. Indexer knowledge soundness bounds the probability that
A outputs a circuit different from the one extracted from ψ:

κI(λ, qsim) ≥ Pr

 EI(ψ, tr) ̸= C
∧ If(C) = ψ

∣∣∣∣∣∣
f ← O(λ)
(ψ, aux)

tr←− Af

C ← Af(aux)

 .
On EFail ∧E2, at least one of the first puzzle query and the first critical query has a prefix from which the index
extractor outputs a different circuit. If j selects either such query, the constructed adversary succeeds. The
probability of selecting such a query is at least 1/qsim. Therefore,

PrExp [EFail ∧ E2] ≤ qsim · κI(λ, qsim).

Bounding PrExp

[
EFail ∧ E3 ∧ E2

]
. For the transcript-binding experiment, P̃ runs P̄0→j up to a randomly

chosen query, augmenting the transcript as it goes. The second adversary continues the execution and its
transcript augmentation to the end.

• P̃f :

1. Sample j ← [qsim] at random.
2. Simulate (q̂, tr0→j, auxP̃)← P̄f

0→j .
3. If q̂ has the form (ψ,x,m1) or (τ, ψ,x,m1, sA, sB), run C ← EI(ψ, tr0→j). Otherwise, abort.
4. Output (C,x,m1, aux = (j, q̂, auxP̃)).

• Af(aux = (j, q̂, auxP̃)):

1. Compute u← f(q̂).
2. Run P̄f

j→qsim
(auxP̃ , u).

By construction, P̃ and A each make at most qΣ = qsim(1 + qRec) queries. Transcript binding of Π gives

κtb(λ, qΣ) ≥ Pr


C ∈ C
∧ w ̸= w

′

∣∣∣∣∣∣∣∣∣∣∣

f ← O(λ)
(C,x,m1, aux)

tr1←− P̃f

⊥ tr2←− Af(aux)
w← E(C,x,m1, tr1)
w

′ ← E(C,x,m1, tr1∥tr2)

 .

On E2, selecting either of the two relevant queries makes the circuit output by the first phase equal to the final
circuit C. The first-phase transcript is exactly the corresponding augmented prefix in the definition of EXFS,
including the selected recognizer transcript at the critical query. The complete transcript is Augf(trP).

On EFail ∧ E3 ∧ E2, at least one of these two prefixes gives a different extracted witness from the complete
transcript. The probability of selecting such a query is at least 1/qsim. It follows that

PrExp
[
EFail ∧ E3 ∧ E2

]
≤ qsim · κtb(λ, qΣ).

Combining the three bounds, we conclude that

PrExp
[
EFail ∧ EXFS

]
≤ qsim · ϵA(λ,DA, qΣ, qA) + qsim · κI(λ, qsim) + qsim · κtb(λ, qΣ).
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