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Abstract. For N a power of 2, the negacyclic number-theoretic transform (NTT) maps
a degree N — 1 polynomial to its evaluations at the N primitive 2/Nth roots of unity.
In-place butterfly algorithms such as Cooley—Tukey and Gentleman—Sande compute
the negacyclic NTT in O(N log N) time and output the evaluations in a specific,
standard order. We give in-place butterfly algorithms for the negacyclic NTT and
its inverse that instead output the evaluations in an automorphism-compatible order.
These algorithms have the same structure as Cooley—Tukey and Gentleman—Sande,
differing only in their precomputed twiddle factors. Our automorphism-compatible
butterfly algorithms are applicable to the packed fully homomorphic encryption (FHE)
schemes CKKS and BGV/BFV, where the negacyclic NTT is a major component
of ciphertext arithmetic. Using our automorphism-compatible butterfly algorithms,
Galois automorphisms can be applied to ciphertexts stored in double-CRT format via
a simple cyclic shift or adjacent-pair swap of the data. This is contrast to butterfly
algorithms currently used that output in the standard order, where applying an
automorphism requires performing an arbitrary-looking permutation of the stored
data. Our automorphism-compatible butterfly algorithms remove the need for a
dedicated automorphism functional unit used in FHE hardware accelerators.

Keywords: Number-theoretic transform - Discrete Fourier transform - Butterfly
algorithms - Automorphisms - Fully homomorphic encryption

1 Introduction

The number-theoretic transform (NTT) and its analogue over the complex numbers, the
discrete Fourier transform (DFT), are fundamental primitives underlying fast polynomial
arithmetic. For N a power of two, the related negacyclic NTT maps a polynomial
m(X)=mo+mi X +...+ my_1 XN~ to its evaluations at the N primitive 2Nth roots
of unity, i.e. the odd powers of a fixed primitive 2Nth root of unity w. Computing the
NTT (or the DFT if the base field is C rather than Z,;) or negacyclic NTT can be done
in O(N log N) time using the Cooley-Tukey algorithm [CT65]. This is significantly faster
than the O(N?) time required for standard matrix-vector multiplication, which could be
used to compute the NTT as a linear transform. Moreover, the Cooley-Tukey algorithm is
an in-place butterfly algorithm, meaning it can be evaluated with O(1) auxiliary storage,
which is crucial for performance.

A defining feature of these in-place butterfly algorithms is that they impose a specific
ordering on their input or output. The Cooley-Tukey algorithm recurses via decimation
in time, meaning that at each level of recursion, the input is split into even and odd
indices. Thus, the input to the Cooley-Tukey algorithm needs to be stored in a bit-reversed
manner, and the output is in the standard order. Alternatively, the negacyclic NTT can be
computed using the Gentleman-Sande algorithm [GS66], which is also an in-place butterfly
algorithm, but recurses via decimation in frequency, meaning that at each level of recursion,
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the input is split into the first half and the second half. Thus, the input to the Gentleman-
Sande algorithm is in the standard order, and the output is in bit-reversed order. When
we refer to the standard order of the input m(X), we mean the order mqg, m1,...,my_1,
and for the output, the standard order refers to m(w), m(w?),...,m(w?N 1) for a fixed
primitive 2Nth root of unity w (in a finite field). This bit-reversal is not an artifact of these
two particular algorithms but is intrinsic: a radix-2 in-place butterfly transform, consisting
solely of butterfly operations with O(1) auxiliary storage, admits a matrix factorization in
which the bit-reversal permutation appears as a factor that cannot be absorbed into the
butterfly stages [Loa92]; thus, such an algorithm cannot have both its input and its output
in the standard order.

This raises a more basic question about which orderings of the roots of unity a
butterfly algorithm can accommodate at all. The standard order above evaluates m(X) at
w, w3 w?, ... w*N 1 but this is only one of the N! orderings of the primitive 2Nth roots
of unity. Any ordering yields a valid linear transform that can be computed as an O(N?)
matrix-vector product, but only special orderings admit an O(N log N) in-place butterfly
algorithm!. The first question we address is exactly which orderings these are.

Classifying admissible orderings. We give a complete characterization of the orderings
of the primitive 2/Nth roots of unity that admit an in-place butterfly algorithm either of
Cooley-Tukey (decimation-in-time) or Gentleman-Sande (decimation-in-frequency) form.
Writing an ordering as a bijection f : [N] — 2% [N] 4 1 so that the jth evaluation point is
wfU) | we show (Theorem 1 in Section 3.3) that exactly 2V~ of the N! orderings admit
such an algorithm, and we give a simple recursive condition that characterizes them.
Notably, apart from the difference in whether the input or the output is bit-reversed, the
orderings that admit a decimation-in-time butterfly algorithm are exactly the same as
those that admit a decimation-in-frequency butterfly algorithm. While it is no surprise
that the standard order f(j) = 2j + 1 satisfies this condition, the surprising result is that
an automorphism-compatible order that we describe below also satisfies this condition.
For readers familiar with fully homomorphic encryption (FHE), the main upshot is that
ciphertexts can be maintained in a format which enables SIMD-rotations of the underlying
plaintext by rotations of the ciphertext data, instead of by non-trivial permutations of
the data that current implementations require. See Figure 1 for a quick look-ahead at the
two types of permutations: (a) standard-order is what is currently implemented, and (b)
automorphism-compatible order is what our implementation provides. We now describe
FHE and the underlying ciphertext data representations.

Application to Fully Homomorphic Encryption. The choice of ordering turns
out to have significant consequences in fully homomorphic encryption (FHE), where
the negacyclic NTT is a substantial component of ciphertext arithmetic and a main
bottleneck in performance. FHE enables a client to encrypt their data, send it to a
cloud server, and have the server compute any function on the client’s data in encrypted
form. Since Gentry’s breakthrough in 2009 [Gen09a, Gen09b], FHE has gone through
many iterations towards practicality and today, some of the most widely used schemes are
BGV/BFV [BGV12,Bral2,FV12] and CKKS [CKKS17] that support SIMD computation.
These schemes pack (up to) thousands of plaintext values into each ciphertext and support
computations between ciphertext slots using the underlying field’s Galois automorphisms.

Gentry’s breakthrough for FHE came with the realization that lattice based encryption
schemes, which are naturally additively homomorphic, can also be made homomorphic
under multiplication if the underlying lattices are restricted to ideal lattices in the ring

1An astute reader may wonder that since any permutation can be performed in O(N) time, why
couldn’t one simply apply a post-permutation after the butterfly algorithm without much effect on the
time complexity. However, butterfly algorithms offer natural parallelism that can reduce the critical path
to essentially O(log N), whereas arbitrary permutations may not have an easy parallelization and/or a
hardware implementation. We discuss these practical issues in more detail in Section 5.
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of integers of a number field. Subsequent schemes follow this idea of using ring elements
where the ring is an order of a number field. These ring elements are naturally represented
as polynomials modulo the defining polynomial of the number field; for instance, for
power of two-cyclotomic number fields, this defining polynomial is X + 1 (where N is
a power of two). All such schemes obtain their security by adding noise to the lattice
elements and further restricting the polynomials to be defined modulo an integer (see, for
instance [Reg09)]).

Focusing on BGV/BFV and CKKS, these schemes have ciphertexts of the form ct =
(co,c1) € RE, where R := Z[X]/(XN + 1) is a cyclotomic ring of integers with ring
dimension N = 2" a power of two, Q € Z" is a ciphertext modulus, and R¢ := R/QR.
Each ciphertext can encrypt either a single element, a modular integer for BGV or a
complex number for CKKS, or following [SV14], a polynomial m(X) itself. The latter
idea of encrypting a polynomial, as we will see, allows SIMD homomorphic operations.
The plaintext, after an appropriate encoding, is usually added to one or both of the
ciphertext components. This, clearly makes the scheme linearly homomorphic, and
homomorphic multiplications are also ensured by (tensor) multiplication of ciphertexts.
Since the ciphertext components are members of the polynomial ring, more precisely
R¢, multiplication of two such elements coming from two different ciphertexts, leads
to multiplication of the plaintext (encoded) polynomials. At a conceptual level, if the
plaintext encoding involved mapping a vector of plaintexts into a polynomial by a discrete
Fourier transform, the multiplication of such polynomial encodings will then equivalently
be a SIMD multiplication of the plaintext vectors (by the famous Fourier convolution
theorem). We refer the reader to Figure 3 in Section 4.7 for a commutative diagram
making this observation more formal.

Since polynomial multiplication is a key component of such FHE schemes, for improved
efficiency, () is chosen to be a product of £ primes ¢; so that one can use the residue number
system (RNS) [Gar59] to represent an element of R by an element of Ry X ... X Rq, ,
(employing the Chinese remainder theorem). The element of R, is referred to as the ith
limb. Within each limb, by choosing primes g; = 1 mod 2N, one can guarantee that all the
primitive 2/Nth roots of unity of Z,, lie in the field itself and are the odd powers of a chosen
primitive 2Nth root of unity w, so that the negacyclic NTT maps an element b(X) € Ry,
to its evaluations (b(w),b(w?),...,b(w?N~1)) € ZY. This representation of an element
of Rq is referred to as the double-CRT representation, and, by using it, addition and
multiplication over R¢ can be performed more efficiently by simple addition/multiplication
of elements of the various Z,,’s, where the bit-length of ¢; < the bit-length of @). Thus,
the ability to efficiently compute NTTs is critical for FHE performance.

Crucially, most homomorphic operations are performed in a SIMD manner on the
ciphertext data in double-CRT format and, thus, are agnostic to the order in which the
evaluation points are stored. Even the operations that require leaving the evaluation
domain (such as the modular reduction on the coefficients of b(X) needed during key-
switching, which necessitates computing an inverse NTT) operate on each coefficient in
a SIMD manner, making the order the coefficients are stored irrelevant. However, there
is one crucial homomorphic operation, ciphertext rotation, that depends on the order of
stored data in double-CRT format. As discussed earlier, in CKKS and BGV/BFV, a single
ciphertext can encrypt many plaintext values, which are then operated on homomorphically
in a SIMD manner. This is referred to as ciphertext packing and is crucial for improved
throughput. In more detail, in CKKS 2, a vector of (up to) N/2 complex numbers is
mapped to a polynomial m(X) € Z[X]/(X™ + 1) via the canonical embedding [CKKS17].
By applying an automorphism in the Galois group Gal(Q(¢)/Q), where ( is a primitive
2Nth root of unity in C, one can rotate the plaintext slots, allowing for interaction

2CKKS and BGV/BFYV have different plaintext encodings and for the purposes of this discussion, we
will focus on CKKS, although our results also extend to BGV/BFV.
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between the plaintext values stored in different slots during homomorphic computation.
Such rotation operations are crucial for efficiently evaluating many functions and for
bootstrapping, which requires many rotations. The Galois group is generated by two
automorphisms, ¢ — ¢° and ¢ — ¢~'. If the plaintext slots are ordered such that a
polynomial m(X) encodes the values m(¢), m(¢%), m(¢%’), ... ,m(C5N/2_1), then applying
the automorphism ¢ — ¢® results in the polynomial m(X?®), which encodes the values
m(¢®), m((52), . 7771((\,“5N/271)7 m(¢). Thus, applying this automorphism has rotated the
plaintext slots by 1. It turns out that one can similarly apply these automorphisms to
the ciphertext polynomials, allowing one to homomorphically rotate the plaintext slots.
However, when the ciphertext polynomials are stored in double-CRT format under the
standard order, the evaluations are stored at the points® w,w?,...,w?V~! in this order,
and to apply the w — w® automorphism one must perform a permutation of all the data.

As we discuss below, this permutation is a substantial cost in FHE hardware accelerators.

1.1 Qur Contributions

We make the following contributions. First, as previously mentioned, we characterize exactly
which orderings of the primitive 2Nth roots of unity admit an in-place butterfly algorithm.
We show (Theorem 1 of Section 3.3) that precisely 2V~! of the N! orderings admit an
in-place butterfly algorithm, and we give a simple recursive condition characterizing them.

Second, we give in-place butterfly algorithms for negacyclic NTT and inverse NTT

that operate on the primitive 2Nth roots of unity in the order w,w ™!, w?®, w‘57w52, w‘52,
_gN/2-1 . « . 1

ch W . These algorithms are “automorphism-compatible” in the sense that any
automorphism of the Galois group can be applied by simple data movement (in the
double-CRT format), as opposed to the “arbitrary” looking permutation of the data
previously required. For example, w — w® can be applied by left rotating the (double-
CRT format) data by 2j and w — w™! can be applied by pairwise swapping adjacent
data. Figures 1 and 2 show the difference in data movement required to perform rotation
and conjugation, respectively, when the data is stored in the standard order (as in prior
work) vs. the automorphism-compatible order. Our algorithms take the same structure as
the Cooley-Tukey and Gentleman-Sande algorithms, differing only in their precomputed
twiddle factors, so that they can be used in FHE in place of the standard algorithms while
reusing the same hardware.

Third, we describe the application of these algorithms to FHE. Using them, ciphertext
rotations can be performed via simple data movement, which removes the need in FHE
hardware accelerators for a dedicated automorphism functional unit and frees the on-chip
data-movement budget it would otherwise consume, all while adding no cost to any other
operation. Finally, we implement our algorithms for negacyclic NTT and inverse NTT and
use them in a CKKS implementation, demonstrating that our algorithms work in practice.

1.2 Related Work

Butterfly algorithms in the automorphism-compatible order. The algorithmic work
most related to our new algorithm is a butterfly algorithm due to Chen, Chillotti, and
Song [CCS19] for homomorphic evaluation of the CKKS encoding and decoding linear-
transforms that are used in bootstrapping (CoeffsToSlots and SlotsToCoeffs). Their
transform, however, is the CKKS canonical-embedding transform, which evaluates only at
the N/2 roots ¢, (%, ..., S (the positive powers of 5). This suffices for the embedding
of plaintexts, as the plaintexts in CKKS are assumed to come in conjugate pairs*. It can

3Note, ¢ is a primitive 2Nth root of unity in C, whereas w is a primitive 2Nth root in a finite field.
4The conjugate pairs assumption on the plaintext complex data is one way to assure that the embeddings
can then be mapped to Rq which has N coefficients in Zq.
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(a) Standard order

1 11 1 1
Input w w3 w® w’ w® w w'? w'?

1 1 1 11
Output | ° w ﬂ w® w? wt? w’ w w

(b) Automorphism-compatible order

1 1 11 1
Input w w'? w® w w® w7 wt? w3

11 1 1 1
Output | ° w w® w’ wt? w3 w w'?

Figure 1: Effect of the Galois automorphism w + w® (a rotation of the plaintext slots
by one) on a ciphertext stored in double-CRT format, for N = 8. The input row lists
the powers of w (a primitive 16th root of unity) at which the polynomial is evaluated,
in the stored order. The automorphism sends the value evaluated at w’ to the value
evaluated at w® ™°416 and the output row shows the resulting stored order of evaluation
points (the vertical arrows denote the automorphism acting on each stored value). In the
standard order, the output is an arbitrary-looking reordering of the input whereas in our
automorphism-compatible order, the output is a simple left rotate of the data.

thus be viewed as a butterfly algorithm for (evaluation at) half of the primitive roots of
unity for polynomials of degree N/2 (either over C or a finite field), recalling that the

other half of the set of primitive roots are ¢~1,¢=%,..., ¢ "

. It is worth noting that
¢ BN/ ¢, when ( is a 2Nth primitive root of unity. One can use this algorithm to evaluate
at all primitive roots, but that would require running the algorithm twice on polynomials
of degree N, once with ¢ and again with (1.

The present work resolves this with a significant innovation: we integrate the evaluations
at all the primitive 2Nth roots of unity (both the positive and negative powers of 5) into
a single in-place butterfly algorithm (Section 3) that has the identical structure to the
standard NTT and differs only in its precomputed twiddles. This makes the automorphism-
compatible order usable not only for the homomorphic linear transforms of bootstrapping
but as the NTT used throughout an FHE implementation.

Hardware acceleration of FHE. The high cost of FHE has motivated a large body
of work on dedicated FHE accelerators, spanning FPGAs, GPUs, and custom ASICs.
On FPGAs, HEAX [RLPD20] accelerates the key-switching linear algebra for CKKS,
while FAB [AdCY 23], Poseidon [YZF*23], and Medha [MAK™23] target full bootstrap-
pable pipelines. On GPUs, the memory-centric optimizations of Jung et al. [JKAT21]
achieved more than a 100x speedup for CKKS bootstrapping, and the design has been
carried forward by subsequent GPU libraries. The most aggressive designs are cus-
tom ASICs: F1 [SFK*21], the first programmable FHE accelerator, followed by Crater-
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(a) Standard order

1 11 1 1
Input w w3 w® w’ w® w w'? w'?

1 1 11 1
Output wﬂ wt? w w® w"’ w® w3 w

(b) Automorphism-compatible order

1 1 11 1
Input w w'? w® w w® w wt? w3

1 1 11 1
Output | *° w w w® w’ w® w3 wt?

Figure 2: Effect of the conjugation automorphism w — w™' on a ciphertext stored in
double-CRT format, for N = 8. As in Figure 1, the input row lists the evaluation points in
the stored order, and the output row shows the resulting points after the automorphism,
which sends the value evaluated at w’ to the value evaluated at w=7 ™24 16 In the standard
order, conjugation reverses the entire array whereas in our automorphism-compatible order,
conjugation merely swaps each adjacent pair of values.

Lake [SFKT22], BTS [KKKT22], ARK [KLK22], SHARP [KKC™23|, CiFHER [KKCA24],
and BASALISC [GBP"23]. Across all of these platforms, the NTT and the Galois auto-
morphisms are the only operations that induce data dependencies among the elements of
a single residue polynomial (as we discuss in Section 4), and they are consequently the
two operations that dominate the on-chip data-movement budget.

2 Preliminaries

Let IF denote an arbitrary field. Let C denote the field of complex numbers and IF,, denote
the finite field of p elements, for a prime p. Let [N] denote the set {0,1,..., N — 1}.

2.1 Negacyclic NTT and DFT

Fix a field F such as a finite field or the field of complex numbers. Let N be a power of
two, say 2". Let {fi}icn] be a vector of elements of F. The negacyclic number-theoretic
transform (NTT) of {f;}; is defined as the evaluation of the degree N — 1 polynomial
F(X)=fo+ fiX+... 4+ fn_1 XV~1 at the 2Nth primitive roots of unity, i.e. the roots of
XY 4+ 1. Let w be a 2Nth primitive root of unity of F. Since N is a power of two, the
roots of X + 1 are given by the odd powers of w, i.e. {wzjﬂ}je[N]. The output of the

negacyclic NTT is the vector { fj }ien), where

N-1

fi= Z WDy f,

=0
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We use the notation ngNTT(j € [N],{f:}i, N,2N) to denote this transformation. More
generally, we use the notation ngNTT(j € J, {f;}:,m,n) to denote the set of transforms,
one for each j in J, given by

m—1
fi= Wt g,
i=0

where w is a primitive nth root of unity in F. When the last argument is clear from context,
we will drop it. When F = C, the above transform is referred to as the discrete Fourier
transform (DFT), whereas when F is a finite field, it is referred to as the number-theoretic
transform (NTT). As the algorithms for computing the above transform and its inverse
are analogous when F is a finite field or the complex numbers, we will generally use the
NTT terminology throughout this work.

2.2 In-Place Butterfly Algorithms for NTT

A butterfly algorithm computes the NTT in O(N log N) time by recursively splitting the
transform into two half-size transforms and combining their outputs using twiddle factors
(fixed powers of w) via 2 x 2 butterfly operations. The Cooley-Tukey algorithm [CT65]
uses a butterfly operation of the form (a,b) — (a + w’b,a — w/b). Such algorithms are
in-place when each butterfly overwrites its two inputs with its two outputs, so that the
entire transform is computed using only O(1) auxiliary storage.

3 Automorphism-Compatible NTT

In this section, we compute an automorphism-compatible NTT. Let w be a 2Nth primitive
root of unity in F. When using the automorphism-compatible NTT to convert between
the coefficient and evaluation representations of ciphertext polynomials, we will have F be
F, for some prime ¢ = 1 mod 2N, where ¢ is the prime associated with the a particular
limb. Alternatively, we can have F = C when the automorphism-compatible NTT is used
for encoding/decoding of the plaintext in CKKS.

Recall that in the definition of ngNTT on input f(X) = fo + fiX +...+ fn_1 XV 71,
the jth output was defined as f; = f(w**!). We will refer to our automorphism-
compatible NTT by ngNTT™, which is the same as ngNTT except that the output is in a
different order. In ngNTT™, the output is ordered as evaluations on the primitive roots
w,w bW w0, W 5" Recall that since Zyn = Lnys % Ly and generated
by 5 and —1 which have orders N/2 and 2, respectively, this is simply a reordering of the
odd powers of w.

3.1 In-Place Butterfly Algorithm: Decimation in Time

We derive in-place butterfly algorithms for computing ngNTT*. We begin with a dec-
imation in time algorithm, which can be viewed as an analogue of the Cooley-Tukey
algorithm [CT65], but with the automorphism-compatible output order. We begin by
splitting ngNTT* into two transforms, ngNTT™ and ngNTT ™, that represent the evaluation
of f(X) at the primitive roots of unity that are the positive and negative powers of 5,
respectively. Let ngNTTT(J, { fi}s,m,2N) be the set of transforms of {f;}; (a sequence of
length m indexed by i), one for each j in J, given by

m—1

Z Wk

1=
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where w is a primitive 2Nth root of unity in F. Recall that j € [N/2] since 5¥/2 = 1 mod 2N.
It follows that

N-1 N/2—1 N/2-1
P 5% 59%(21) 57%(2i+1)
i= w” T fy = w * foi + w * foit1
i=0 i=0 i=0
N/2-1 N/2-1
57 % (2i 57 57 (24
= E W) s o 4+ W x g W) s foi
i=0 i=0
N/2-1 N/2-1
Z 257 xi 57 2 : 257 xi
= (w ) * f2i + w * (w ) * f2i+1
i=0 i=0
I+ /4 J.5N/4 i i i i
Moreover, w® mod 2N — ;57570 — ()5 (N+1) — ()5 (W)Y = —w¥ | since wN = —1

and 5V/4 = N 4+ 1 mod 2N for N a power of two. Thus,
ngNTT*([N/2],{fi}:, N,2N)

ngNTT(IN/4], {f2i}i N/2,N) + w” «ngNTT*(IN/4], {fais1}i, N/2, N)
ngNTT ((N/4], {f2i}i; N/2,N) = &% % ngNTT([N/4], {f2i+1}i, N/2,N)

These will be the even-indexed outputs in ngNTT". Converting indices, we have
ngNTT (2 [N/2],{fi}i, N,2N)
5i/2

ngNTT" (2% [N/4],{f2i}i, N/2,N) + w” ¥ ngNTT" (2% [N/4], { fai+1}:, N/2, N) ]
ngNTT"(2 % [N/4],{f2i}s, N/2,N) — w?? x ngNTT"(2 % [N/4],{f2i+1}i, N/2,N)

The notation 2 * [IN/2] means that {0,2,4, ..., N}. This was half of the transform ngNTT".
The other half is given by

N—1 _ N/2—-1 v N/2—-1 v
fj = Z w P fy = Z R Z w P e fi
i=0 =0 =0
N/2-1 _ - N/2-1 _
= Z w ) for + Wk Z w P s ity
i=0 =0
N/2-1 »  N/j2-1 _
_ Z (UJQ)—SJ*i *f2i + w—5] % Z (w2)—5j*i *f2i+1
i=0 =0
Refer to this transform by ngNTT ™. As before, we also have w=>" """ = =5"5""* = _ =5,

Thus,

ngNTT ([N/2],{fi}i, N,2N)

_ ngNTT ™ ([N/4],{f2i}i, N/2,N) + w
w™% x ngNTT™([N/4], {fai+1}i, N/2,N)

5« ngNTT([N/4], { faiz1 }i» N/2, N)
ngNTT_([N/4], {f2i}ia N/27 N) -

These will be the odd-indexed outputs in ngNTT*. Converting indices, we have

ngNTT*(2 % [N/2) + 1,{fi}:i, N,2N)

ngNTT" (2% [N/4] + 1, {foi}is N/2,N) + w7 "™ s ngNTT (2 [N/4] 4 1, { faisn }i, N/2, N)
ngNTT" (2% [N/4] + 1, {fai}is N/2,N) = w5 s ngNTT* (2 [N/4] + 1, {foi1 }i, N/2, V)
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. . . . Li/2l
We can combine these both into one recursion. Note that when j is even, we use fw®"

. . _gli/2] _1yigli/zl
as the twiddle factors and when j is odd, we use +w=>"""". So, we can use +w(~1’5

as twiddles for the combined recursion. Thus,

ngNTT*([N],{fi}i, N,2N)

ngNTT"((N/2), {far}is N/2,N) + w05 sngNTT*((N/2), {fait1 }i, N/2, N)
ngNTT*([N/2], {fai}is N/2,N)  — w02 s ngNTT*((N/2], { fais1 }i, N/2, N)

Generalizing this leads to an in-place butterfly algorithm with the output in the correct
order, but the input needs to be bit-reversed. We have the following pseudocode for an
in-place butterfly algorithm for ngNTT™.

Algorithm 1 In-place butterfly algorithm for ngNTT™
Require: Input vector X of length IV, a power of 2. w is a primitive 2/Nth root of unity.
Ensure: Output X contains ngNTT™ of input.

1: X < bitrev(X) > input needs to be index bit-reversed
2: for m =1 to log N do

3: M 2™

4: Wy wN/M

5: W_ 4 wjrl

6: for k =0 to N — 1 increment by M do

7 9+ — Wy

8: 0_ +— w_

9: 0« 0+
10: for j=0to M/2—1do
11: t—0xX[k+j+ M/2|
12: u < X[k + j]

13: Xk+jl+u+t

14: Xk+j+M/72]—u—t

15: if j mod 2 == 0 then > going from plus to minus
16: 0, « (6,)°

17: 0« 6_

18: else if j mod 2 == 1 then > going from minus to plus
19: 0_ «+ (0-)°
20: 0«0,
21: end if
22: end for
23: end for
24: end for

25: return X

Algorithm 1 has the same structure as the Cooley-Tukey algorithm, but uses different
twiddle factors to get the output to occur in an automorphism-compatible order. These
twiddle factors are commonly precomputed, so any specific NTT implementations/hardware
can be easily adapted to use our automorphism-compatible algorithms by simply updating
the stored twiddle factors. Letting M = 2™, at the mth iteration of the recursion, the

twiddle factors are :I:(o.}N/M)(’l)%WzJ, where j goes from 0 to M/2 — 1.

We also immediately obtain an in-place butterfly algorithm for the inverse of ngNTT™.
The pseudocode is given in Algorithm 2.
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Algorithm 2 In place butterfly algorithm for inverse ngNTT"*

Require: Input vector X of length N, a power of 2. w is a primitive 2Nth root of unity.
Ensure: Output X contains the inverse ngNTT”* of input.

1: for m =log N to 1 do

2: M 2™

3: wi — (W HNM —wit

4: for k =0 to N — 1 increment by M do

5: O —wy; O «+—w_; 0+ 0,

6: for j =0to M/2—1 do

7: t Xlk+j+M/2); u<+ X[k+ 7]

8: Xk+jl+u+t; Xk+7j+M/2]+ (u—1t)x6

9: if j mod 2 == 0 then > going from plus to minus
10: 0« (04)% 0+ 6_

11: else if j mod 2 == 1 then > going from minus to plus
12: O« (0_)% 0+ 0,

13: end if

14: end for

15: end for

16: end for

17: for j =0 to N — 1 do X[j] + N1 x X[j]

18: end for

19: X < bitrev(X) > output needs to be index bit-reversed

20: return X

3.2 In-Place Butterfly Algorithm: Decimation in Frequency

We now derive an in-place butterfly algorithm for ngNTT™ that recurses via decimation
in frequency. This algorithm can be viewed as an analogue of the Gentleman-Sande
algorithm [GS66], but with the automorphism-compatible output order (bit-reversed). As
before, let w be a 2Nth primitive root of unity in F and let ngNTT and ngNTT™ denote
the evaluations of f(X) on primitive roots of unity that are the positive and negative
powers of 5, respectively. We begin by analyzing ngNTT™.

N-1 _ N/2—-1 _ N/2—1 _
f] — Z w51*z % fl _ Z wsJ*z * fi 4 Z w5J>k(z+N/2) * fi+N/2
=0 =0 =0
Nj2-1
= Z Wsj*l*(fi+i*fi+N/2)
=0

since w¥'*N/2 = (wN/2)¥ = (1) = iin F since 5 = 1 mod 4. It follows that ngNTT™"
(IN/2], {fi}i, N,2N) = ngNTTH([N/2], {f; + i = fitny2}ti, N/2,2N).

Generalizing, we want to compute ngNTT" ({j € [N/2]} | gk =3 {fi}s, N/2F+1 2N),
where jj, = j' denotes the k least significant bits of j are j'. Let j = j' + 2Fb; 4 2R 141
where b; is the k + 1th least significant bit of j. It follows that

N/2k+tt 1 N/2F+t2_q N/2k+2_q
po_ 59 %i _ 57 %i 59 % (i+N/2F+2
fi= E w> ok f = E w” ek fy + E W HEENIZTE) s f N janee
i=0 i=0 i=0
N/2F+t2_q

i . P
= Z w5J * (fz + (—1)b,7 (wN/Z )5J * fi+N/2k+2)

=0
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since w¥ *N/2" = (WN/2MY and 57 = pIH20A2TT = 51 52 = 57k (2042 4
1)% mod 23 because 52° = 2642 4 1 mod 25+3, Thus, when b; = 0, (w/2"7)% =
(wN/2k+2)5] and when b; =1, (wN/QHQ)E’J = (wN/2k+2)5] *(2FP ) —(wN/2k+2)5J . So,

it follows that
ngNTTH({j € [N/2]} | jii = 5", {fi}s, N/2"T 2N)

_ [ reNTT ({5 € IN/21} | Ginn = 37 L+ @N27)5 5 fip njonsa i, N/20H2,2N)
ngNTT({j € [N/2]} | jigs1 =28 + 4/, {fi — (N7 fisnyor+a i, N/2KF2 2N)

This gives a butterfly algorithm for half the transformation (the roots w®') where the output
is bit reversed, and the input is in the original order. An analogous butterfly algorithm holds
for the second half of the transformation (the roots w=>"). Skipping detailed calculation,
we note that ngNTT ™ ([N/2],{fi}i, N,2N) = ngNTT ™ ([N/2],{fi —i* fizn/2}is N/2,2N).
And generalizing, we have

ngNTT™({j € [N/2]} | ji = 5/, {fi}ir N/2"1,2N)

_ freNTT™ ({5 € [IN/2]} | ipsr = ' {fi + @N/Z7) 7 s fipnjonra ki, N/252,2N)
ngNTT™({j € [IN/2]} | Jigrs = 28 + 5, {fi — N/25) 5 % fiy v jonre b, N/2KH2 2N,

Observe that these butterfly algorithms for ngNTT™ and ngNTT™ can easily be combined
into a single butterfly algorithm for ngNTT™. Since the above algorithms were decimation
in frequency, we immediately divide the output indices into even and odd. But the even
output indices of ngNTT* give ngNTT™ and the odd output indices give ngNTT ™. In
particular, we have

ngNTTT(IN/2], {fi +i* fixn/2}i, N/2,2N)

PNTT(IN, Ui N 28) = {ngNTT—qN/m,{ﬁ i fuynga)is N/2,2)

3.3 Order of Roots Requirements

Let {w; }je[n be the set of points that we wish to perform the negacyclic number-theoretic
transform on (these are the primitive 2N-th roots of unity). We study the orderings of
these roots that admit in-place butterfly algorithms. Let w denote a base primitive 2N-th
root of unity. We can write w; = wf(), where f : [N] — 2% [N] + 1 is a bijection. That is,
f maps the indices to odd integers modulo 2/N. We show the following theorem.

Theorem 1. Let f : [N] — 2x[N]+1 be a bijection. The number of bijections that support
the Cooley-Tukey butterfly algorithm are 2N =1 and are those that satisfy for all k € [log N|

W20 = 2 N 2R

for j € [N/2K*+1]. In particular, the standard order of roots and the automorphism-
compatible order of roots both support the Cooley-Tukey butterfly algorithm. The bijections
that support the Gentleman-Sande butterfly algorithm are the same as those that support
the Cooley-Tukey algorithm. Moreover, the bit-reversed order is not compatible with either
butterfly algorithm.

Proof. Examining the derivation for the Cooley-Tukey butterfly algorithm (decimation in
time), we note the following requirement for the first iteration.

. U.}j = _wj+N/2 for ] € [N/Q]
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Note that this implies that w? = w7,  , and that the induced function g : [N/2] —

2 % [N/2] + 1 on the N-th roots of unity (the odd powers of w? in [N]) given by g(j) =
f(4) mod N is a permutation. For the next level of recursion, we require

. W= —w]2+N/4 for j € [N/4].

Generally, we require that for all k € [log N],
k

k .
. w2 = _w]2'+N/2k'+1 fOI'] S [N/

k+1
: k1],

So admissible bijections f : [N] — 2 % [N] 4+ 1 are those that satisfy for all k € [log N]
W2 PG = 2 N 2R

for j € [N/2F+1].

Since w¥ = —1, this implies that 2¥f(j) = N + 2¥f(j + N/2¥*1) mod 2N, for j €
[N/2F+1] To count the number of admissible bijections, note that the above implies
() = N/2% + f(j + N/2%+1) mod 2N/2F for j € [N/2F1]. Once f(j) is determined mod
2N/2k+1 there are two possible options for f(j) mod 2N/2* and then f(j+ N/2**1) mod
2N/2* is determined by the previous equation.

In general, let N = 2". Then, 2"/2F = 2 when k = n — 1. At recursive level N/2F,
there are N/2* binary choices (symmetry around N/2F mod 2N/2%~1). So, the number of
binary choices are

n—1 n—1
DONFI =N "2 =2 —1=N-1.
k=0 =0

So, the number of admissible bijections f is 2V ~! compared to N! total bijections.
In the standard order, w; = w?*! so f(j) = 2j + 1. Note that for all k € [log N],
J € [N/2H,
_ 2R GAN/2RY 2R @GAN/2MT 1) N 2820 280D
and so it is an admissible bijection.
In the automorphism-compatible order, f(j) = (—1)751/2) mod 2N. Tt follows that

_kaf(j+N/2k+1) _ _w2k(_1)j+N/2k+15Lj/2+N/2k+2J

k(_q1yigli/2)gN/2kt2
_ 2 (=175 5

kg e N/2kT2
— 2G5

_ 2 /2R 1)
= —w?T0) 4 (—1)7OD

0]

for k € [log N — 1], using the fact that 5Y/* = N + 1 mod 2N. For k = log N — 1 and
Jj=0,

koo k41 _ L1/2]
W2 FGHN 2R L N/2(—1)55

WwV/2 — 2R F0G)

since (w™/2)71 = —wWN/2,

Next, we examine the requirements for the Gentleman-Sande butterfly algorithm
(decimation in frequency) and show that the admissible bijections f are the same as those
for the Cooley-Tukey algorithm. For the Gentleman-Sande butterfly algorithm, we have
the following requirement (for k from 1 to log N)
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. (wf(j))N/Qk = (=1)J* (wN/Qk)g(j\kfl), where ji, denotes the kth least significant bit of
J» Jjk—1 denotes the Oth to k — 1th least significant bits of j and g is some function.
Note that the most significant bits are irrelevant (the same relationship must hold
for all j’s with the same most significant bits beyond the kth bit).

By the same argument as for the Cooley-Tukey algorithm, this implies that (for & from
1 to log N)

o (wfO)N/2E = _(fG+2571))N/2"

for j € [2¥71]. Observe that this is the exact same condition on f that was required for
the Cooley-Tukey algorithm after a change of variables k' = log N — k.

Finally, we show that the bit-reversed order is not supported by these algorithms. In
the bit-reversed order, f(j) = 2 * bitrev(j) + 1. To see that this is not an admissible
bijection, consider the case N = 4. Then, the order of the 4 primitive 8th roots of unity is
w,w®, w3 W', But, wyg = w # —w? = —ws so the required condition is not satisfied. This
is consistent with the fact that these butterfly algorithms must have either the input or
output in bit-reversed order [Loa92], and we cannot use a bit-reversed order of the roots to
cancel out the inherent bit-reversal of the output of the Gentleman-Sande algorithm and
obtain an in-place butterfly algorithm with both the input and output in the standard
order.

O

4 FHE using Automorphism-Compatible NTT

In this section, we review the homomorphic operations supported by the packed FHE
schemes CKKS and BGV/BFV and show that, except for automorphisms, all homomorphic
operations are oblivious to the order in which the evaluations of a ciphertext polynomial
are stored in double-CRT format. Thus, the automorphism-compatible NTT of Section 3
can serve as a drop-in replacement for NTT in FHE: reordering the evaluation points
changes only the automorphism step, which our ordering in fact simplifies, while leaving
every other operation unaffected.

4.1 Double-CRT Representation

Recall that in both CKKS and BGV/BFV, a ciphertext is a pair ct = (¢g,¢1) € Ré, where
R :=Z[X]/(XN + 1) with N = 2" a power of two, Q = Hf:é q; is a product of distinct
primes with ¢; = 1 mod 2N, and Rg := R/QR. The Chinese remainder theorem gives
the ring isomorphism

Rg = Rgy xRgy X+ XR

qe—1

so a polynomial a(X) € R is stored as its £ limbs a'?(X) := a(X) mod ¢; € R,,. Within
each limb, because ¢; = 1 mod 2N, all 2Nth primitive roots of unity lie in Z,,, and the

negacyclic NTT maps the coefficient vector (agi),agi), e ag\i,)fl) of a(X) (called the

coefficient representation) to the vector of evaluations (a(”(wp), a™ (w),...,a® (wy_1)) at
the NV primitive 2N'th roots of unity {w;};e[n]. Storing each limb by its NTT evaluations
is the double-CRT (or evaluation) representation. Prior work stored the ciphertext data
as a vector of evaluations at evaluation points in the standard order w; = w21 since this
is the order output by in-place butterfly algorithms for negacyclic NTT. However, as we
showed in Section 3, by using different twiddle factors, the output of the negacyclic NTT
can be in our automorphism-compatible order w; = w15 We now show that (other
than the automorphism operation), the other homomorphic operations do not depend on
the order of the evaluation points.
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4.2 Coordinate-Wise Operations: Addition and Multiplication

The most basic homomorphic operations are addition and multiplication of ciphertexts,
along with addition and multiplication by scalars.

Homomorphic addition. Given ct = (cg,¢1) and ct’ = (¢, ¢}), homomorphic addition
outputs (co + ¢, c1 +¢4) € Ré In double-CRT form, each component is the sum of
the corresponding limbs, and since the NTT is a linear map on each limb, addition is
performed coordinate-wise:

(co +cp)(wy) = cp(wy) +cp(wy)  for every j € [N].

The value written to coordinate j of the result depends only on the two inputs at coordinate
J; it makes no reference to which root w; that slot represents. Hence addition is order-
oblivious.

Homomorphic multiplication. Multiplication of two ciphertexts produces a degree-2
ciphertext whose components are the ring products cocp, coc) + c1¢p, and ¢1¢} in Rg. The
point of evaluating on the 2/Nth roots of unity is that negacyclic polynomial multiplication
in R = Z[X]/(X" +1) becomes pointwise multiplication of evaluations: for any a,b € R,,,

(a-b)(wj) = a(w;)b(w,) for every j € [N].

As with addition, the value in coordinate j of the product is a function of the two inputs
in coordinate j alone, independent of the identity of w;. Multiplication is therefore order-
oblivious. The same argument covers plaintext—ciphertext addition and multiplication and
scalar operations, all of which are coordinate-wise.

The reason these operations are order-oblivious is that these operations are ring
homomorphisms evaluated under the CRT isomorphism Ry, = [];¢n Fq. [X]/(X — wj).
Each factor F,,[X]/(X —w;) 2 F,, is an evaluation at a single point, and a homomorphism
into a product of rings acts independently in each coordinate.

4.3 Operations on RNS Limbs: Rescaling and Modulus Switching

The next family of operations manipulates the RNS/CRT structure across limbs: CKKS
rescaling, BGV/BFV modulus switching, and the modulus-raising and modulus-reduction
steps (ModUp and ModDown) used inside key-switching.

Rescaling and modulus switching. CKKS rescaling divides a ciphertext by a prime g;_1
and drops that limb, mapping R2Q — Ré Jae_,> BGV modulus switching is the analogous
scale-and-round from modulus @ to @’ | @. In double-CRT form these are implemented,
for each coordinate j, as the same fixed affine map applied to the tuple of limb values
(@O (w;),...,a"Y(w;)) at that coordinate, followed by dropping one (or more) elements
of the tuple. The map applied is identical for every coordinate j and does not depend
on j; it only depends on the limb index. Therefore, rescaling and modulus switching are
order-oblivious.

ModUp and ModDown. The RNS basis-extension routines used in key-switching, ModUp
(extend the RNS basis by additional primes) and ModDown (reduce the basis), are
the one place where one might expect the ordering to matter, because they require
computation on the polynomial coefficients. However, the coefficient-domain computation
is performed coefficient by coefficient in a SIMD manner. Thus, while ModUp/ModDown
must temporarily leave the evaluation domain, the coefficient-domain step treats all N
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coeflicients identically, so the order in which the coefficients are stored is irrelevant. In
particular, when we use one of our in-place butterfly algorithms, the inverse NTT leaves
the coefficients in bit-reversed order; because the subsequent per-coefficient computation
is order-oblivious in exactly the same sense as the coordinate-wise operations above, this
bit-reversal is immaterial, and the forward NTT returns the data to the evaluation ordering
with which we started. No explicit reordering is needed at any point.

4.4 Key-Switching and Relinearization

Key-switching transforms a ciphertext decryptable under one secret key into one decryptable
under another; relinearization (reducing a degree-2 product back to degree 1) and the
post-processing of automorphisms are its two principal uses. A key-switching key is a set
of encryptions swk of the source key under the target key, and key-switching computes an
inner product of a decomposition of the input ciphertext component against swk, followed
by a ModDown. Every step of this computation (the digit/RNS decomposition of the input
limb, the pointwise products against the key-switching key, the accumulation, and the
concluding ModDown) is built from the coordinate-wise arithmetic of Section 4.2 and the
limb operations of Section 4.3. Each of those constituents is order-oblivious and, therefore,
key-switching and relinearization are order-oblivious.

4.5 Automorphisms

The one homomorphic operation whose behavior on double-CRT data depends on the or-
dering of the evaluation points is the application of a Galois automorphism, which underlies
slot rotation/conjugation in CKKS and BGV/BFV. The Galois group Gal(Q(¢)/Q) = Z3
acts on R by oy : X — X" for t € Z%; applied to a plaintext it permutes the slots (a power
of the rotation-by-one map o5 : X — X°, together with the conjugation o_; : X — X ~1).
The same automorphism can be applied homomorphically to the ciphertext polynomials.
Consider its effect on a single limb a(X) € R,, in the evaluation domain. Applying o,
sends a(X) to a(X?), whose evaluation at w; = w/) for a bijection f : [N] — 2% [N] 41 is

(X i = a(WD) = alwrrwson)-

That is, in the evaluation domain, the automorphism o; acts as a permutation of the data
T j — f_l(t~f(j) mod 2N).

Note that applying the automorphism o, is not order-oblivious and, moreover, the permu-
tation m; depends on the ordering f. Under the standard order f(j) = 2j + 1, the map m;
is an “arbitrary”-looking permutation of [IN] with no simple structure. However, under our
automorphism-compatible order f(j) = (—1)?5L9/2), the resulting permutations 7; of the
data are simple, regular data movements: the rotation automorphism os- can be applied
via a left rotate of the data by 2r positions, and the conjugation automorphism o_; can
be applied via pairwise swaps of adjacent data entries.

4.6 Bootstrapping

Bootstrapping is the most expensive procedure in CKKS and BGV/BFV and necessary to
“refresh” a ciphertext and enable further homomorphic computation. One might worry
that it introduces an order dependence beyond that of the automorphism. However, it
does not since bootstrapping is a composition of the operations already considered, and
it inherits order-obliviousness from them just as key-switching does in Section 4.4. A
bootstrapping procedure consists of four stages [CHK'18a,HS15]: (i) a modulus raising
(ModRaise) that reinterprets the ciphertext at a larger modulus; (ii) CoeffsToSlots, a
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homomorphic linear transform that moves the coeflicients of the underlying plaintext into
the slots; (iii) a homomorphic evaluation of the modular-reduction function (in CKKS a
scaled sine approximation (FvalMod), and in BGV/BFV a digit-extraction polynomial)
applied to remove the noise introduced by ModRaise; and (iv) SlotsToCoeffs, the inverse
homomorphic linear transform.

We examine each stage in turn. ModRaise reinterprets each limb at a larger modulus
and is applied per-coefficient across limbs, exactly like the rescaling and modulus-switching
operations of Section 4.3, and is thus order-oblivious. The two homomorphic linear
transforms, CoeffsToSlots and SlotsToCoeffs, are implemented entirely from ciphertext
rotations, multiplications by plaintext constants, and additions, arranged in a baby-
step/giant-step schedule or an FFT-like factorization into stages [CCS19, HK20, HS18].
The plaintext constants they multiply against (the “diagonals” of the transform) are
applied coordinate-wise, so the only order-sensitive component in these transforms is the
rotation itself. In BGV/BFV, the linear transforms may additionally use the Frobenius
automorphism o : X — XP; this is itself a Galois automorphism and so is subsumed by the
same discussion. Finally, EvalMod and digit extraction are polynomials evaluated on the
ciphertext coordinate-wise, using only ciphertext addition and multiplication and addition
and multiplication by plaintext constants [CHK*18a, GV23]; they are therefore coordinate-
wise operations of the kind in Section 4.2 and are order-oblivious. Since every stage is
either order-oblivious outright or order-oblivious apart from its rotations, bootstrapping
depends on the ordering of the double-CRT data only through its rotations, of which it uses
a great many. One additional point is that for sparsely-packed ciphertexts, bootstrapping
performs a subsum, or trace, step to remove the empty slots; this step is itself implemented
via automorphisms [CCS19] and so is likewise order-sensitive only through them.

4.7 CKKS Plaintext Encoding

To illustrate the difference between our approach and prior work, we provide, for the CKKS
scheme, commutative diagrams showing how a vector of complex numbers is encoded as
a ring polynomial and stored in double-CRT format and the effects of automorphisms.
Figure 3 shows our encoding while Figure 4 shows how the RNS-CKKS scheme [CHK*18b]
does the encoding. Observe that while both approaches use the automorphism-compatible
order when mapping CV/2? to R[X]/(X™ + 1) (via nglFFT*), our approach uses the
automorphism-compatible ngNTT* to map into Zg , whereas [CHK'18b] uses ngNTT
which outputs in the standard order. Note that 3, o nglFFT* and ngNTT* o 3,, can be
computed directly by in-place butterfly algorithms as we have made the bit-reversal 3, on
the output/input, respectively, explicit. Furthermore, note that our approach enables the
automorphism to be performed on double-CRT data by the simple left rotate of the data
(i = ¢ — 2 mod N), whereas [CHK™*18b] require a much more complicated permutation.
One additional point is that [CHK ™ 18b] actually stores the double-CRT data in bit-reversed
order, so they have to perform bit-reversals when applying the automorphism o.

5 Hardware Implications

By replacing the standard negacyclic NTT and inverse negacyclic NTT algorithms with
our automorphism-compatible negacyclic NTT and inverse negacyclic NTT algorithms, one
can perform ciphertext rotations by a simple cyclic shift of the data in double-CRT form
and conjugation by pairwise swaps of adjacent data, as demonstrated in Section 4.5 (see
also Figure 3). This eliminates the need to permute the data according to an “arbitrary”-
looking permutation to perform ciphertext rotations, which is required when using the
standard NTT. The overall runtime performance gain in software is negligible, since
the runtime is dominated by other factors such as the time to compute the NTT itself;
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/2 Lot RIX) /(XN +1) —" Zo[X]/(XN + 1) 220, g

lrot* J{a J{U J{i%i72 mod N

c/2 Lot RX)/(XN +1) —E— ZolX]/(XV +1) ST, 7Y

Figure 3: Our approach: Commutative diagram for power-of-two cyclotomic field au-
tomorphism ¢ : X — X° with Q odd. The map rot* left rotates the data by 1, i.e.
i — i —1mod N/2. The map 7 rounds/scale the coefficients to integers and embeds into
Zg. The map B, is the n-bit index-bit-reversal. All the maps are invertible except T,
which is also (approximately) invertible if C elements are small (w.r.t. Q).

(CN/2 Bno nglFFT* R[X]/(XN n 1) 70fn ZQ[X]/(XN n 1) BrnongNTT Zg

J{rot* J,U J{U J{brev(i)—>brev(o’(brev(i)))

CN/2 BronglFFT* R[X]/(XN 4 1) w08y ZQ[X]/(XN + 1) BrnongNTT Zg

Figure 4: [CHK"18b]: Commutative diagram for power-of-two cyclotomic field auto-
morphism o : X — X® with @ odd. The map rot* left rotates the data by 1, i.e.
i — i — 1 mod N/2. The map 7 rounds/scale the coefficients to integers and embeds into
Zg. The map B, is the n-bit index-bit-reversal. All the maps are invertible except T,
which is also (approximately) invertible if C elements are small (w.r.t. Q).
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indeed, existing software libraries such as FullRNS-HEAAN [CHK " 18b], SEAL [Mic23],
OpenFHE [BBB*22|, and Lattigo [Lat24] implement the automorphism as a gather over
the NTT-domain values using a precomputed index table, whose cost is small relative to
the surrounding computation. However, our approach does eliminate the need to store
precomputed index tables or compute the index mapping “on the fly.” The advantage for
FHE hardware accelerators, however, is significant, as we discuss next.

Automorphisms are a substantial hardware cost. As discussed in Section 4, the NTT and
the automorphisms are the only operations that induce dependencies among the elements of
a single residue polynomial; every other homomorphic operation is coordinate-wise or limb-
wise and hence oblivious to the ordering of the evaluation points. Consequently, applying an
automorphism is one of the few operations that an accelerator cannot implement as simple
lane-parallel arithmetic, and every accelerator that supports ciphertext rotation must pay
for the resulting permutation of the double-CRT data in one of two ways: (i) by dedicating
a hardware functional unit to it, or (ii) by moving the data over shared on-chip fabric. It is
worth emphasizing that, because the NTT is linear, this permutation is applied directly in
the NTT (evaluation) domain; no accelerator does the naive approach of an inverse NTT,
a coefficient permutation, and a forward NTT. The cost paid is therefore precisely the cost
of permuting the double-CRT data, which is exactly what our automorphism-compatible
ordering significantly reduces.

Accelerators with a dedicated automorphism unit. The most direct evidence for this cost
is that essentially all high-performance FHE accelerators dedicate a functional unit to the
automorphism. F1 [SFK'21, FSK*21] introduced the first vectorized automorphism unit
(see Figure 6 and Section 5.1 therein), which realizes the permutation by decomposing it into
row and column permutations around a matrix transpose. This automorphism unit takes
up 14.6% of the area (0.58 of 3.97 mm?) and 11.3% of the thermal design power (0.99 of 8.75
W) of an F1 compute cluster (Table 2 therein). In CraterLake [SFK 22|, the automorphism
functional unit consumes 9.0 mm?, or 3.7% of the area of the functional units (Table 2
therein), and is supported by a dedicated transpose network and a fixed permutation
network. CraterLake is designed to support large-depth circuits via bootstrapping, so much
of the functional-unit area is instead consumed by the change-of-RNS-basis unit (158.8
mm?, 66% of the functional-unit area), which is used extensively during bootstrapping.
The automorphism unit is nonetheless a distinct, non-trivial block that our approach
would eliminate the need for. ARK [KLK*22] and SHARP [KKC™"23] similarly employ
a dedicated multi-stage shuffle network as their automorphism unit. Notably, both
store their limbs in bit-reversed order specifically to make the automorphism efficient,
which is itself direct evidence that the ordering of the double-CRT data is the crux of the
automorphism’s cost. On FPGAs, FAB [AdCY 23] and Poseidon [YZF 23] likewise include
a dedicated automorphism unit (realized as an address-generated memory permutation and
a multi-stage sub-vector-swap datapath, respectively) and BASALISC [GBP*23] provides
functional units for the automorphism as well.

Accelerators that pay via data movement. The remaining accelerators do not name a
separate automorphism unit but instead pay the cost as explicit data movement over shared
fabric. BTS [KKK™22] routes the automorphism permutation over the same crossbar-based
network-on-chip that it builds for its NTT, so that “only (i) NTT and the automorphism
incur inter-PE data exchanges.” Medha [MAK™'23] applies the permutation as an on-the-
fly-addressed memory read/write in the NTT domain, and GPU accelerators, beginning
with the memory-centric design of Jung et al. [JKAT21], apply the automorphism as
an out-of-place gather kernel over the NTT-domain residues. In each case, the on-chip
network bandwidth or memory traffic devoted to the automorphism is a resource that our
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automorphism-compatible ordering frees, since a cyclic shift or adjacent-pair swap requires
no data-dependent routing.

As a specific example, we consider BTS, which has no dedicated automorphism unit
but instead performs the automorphism as a data-dependent, rotation-amount-dependent
permutation routed over its shared inter-PE crossbar network, one of only two operations
(with the NTT) that use that network at all. This makes the automorphism a significant
cost: the network is only 0.82% of chip area but draws roughly 28% of chip power.
Quantified against BTS’s own stated parameters (N = 27, 64-bit words), a general
automorphism moves roughly half of each 1.05 MB residue polynomial (about 524 KB)
across the chip bisection, an exposed latency (the NTT hides its exchange rounds under
butterfly compute, but the automorphism has none), whereas our cyclic shift by 2r moves
at most one 64-coefficient wrap block (about 0.5 KB) and nothing at all when the shift
aligns to the per-PE block. This is at least a 1024 x reduction in interconnect traffic per
residue polynomial, and the per-limb address arithmetic drops from roughly N modular
multiplications to a single shared offset. The takeaway is that even accelerators that
avoid a dedicated automorphism unit still pay for the automorphism, and our ordering
substantially reduces that cost to a data-independent shift.

On-the-fly twiddle generation. Our automorphism-compatible ordering also supports
efficient on-the-fly twiddle generation. At a stage of size M = 2™ > 4, one can partition the
twiddles into L = 2/(™~1/2 interleaved streams; the identity (5/2 —1)2 =0 (mod 2M)
ensures that each stream is a geometric progression. Each stream therefore advances
by multiplication by a precomputed constant, matching the standard-order generator’s
one modular multiplication per update while preserving the butterfly access order. The
tradeoff is a separate multiplier per stream, giving 2L stored field elements instead of L + 1
for a standard-order generator with the same number of streams. This additional storage
concerns only the O(\/N ) twiddle-generator state: the N-element polynomial array and
in-place butterfly computation are unchanged. For N = 16384 with 64-bit residues, the
largest-stage generator requires 2 KB per RNS prime instead of approximately 1 KB;
including the 128 KB polynomial array, this increases combined storage by less than 1%
when only the active stage’s generator state is retained.

Summary. Whether an accelerator pays for the automorphism through dedicated per-
mutation hardware (a transpose unit, permutation network, or shuffle network, as in F1,
CraterLake, ARK, SHARP, FAB, Poseidon, and BASALISC) or through data movement
over shared fabric (as in BTS, Medha, and GPU designs), that cost arises solely because the
evaluation points are stored in an order under which the automorphism is an “arbitrary”-
looking permutation of the double-CRT data. Because our automorphism-compatible
NTT has the identical butterfly structure to the standard NTT and differs only in its
precomputed twiddle factors (Section 3), it can be dropped into any of these accelerators
in place of the standard NTT (reusing the same hardware and adding no cost to any other
operation) while reducing every automorphism to a cyclic shift and/or an adjacent-pair
swap. This removes the need for a dedicated automorphism functional unit and frees the
on-chip data-movement budget it would otherwise consume.

6 Implementation

To demonstrate that our algorithm works in practice, we modified the public github of the
RNS-CKKS scheme [CHK ™ 18b] and replaced its NTT, rotation and conjugation algorithms
with the ones proposed in the current work. More specifically, we replaced the NTT
and inverse-NTT algorithms in the following methods qiNTTAndEqual, qiINTTAndEqual,
piNTTAndEqual, piINTTAndEqual, and the rotation and conjugation algorithms in the
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leftRot and conjugate methods. All changes were done in the context.cpp source file.
We validated that all the unit tests pass successfully. Furthermore, we benchmarked the
runtime of the rotation operation with our optimized automorphism by data rotation. We
used a MacBook Pro, an Apple M4 Pro with 12 cores and 24 GB RAM. The RNS-CKKS
scheme was configured with ring dimension N = 16384 and a ciphertext at level 10 i.e.,
with 10 NTT limbs. The runtime for our rotation procedure was 0.101 ms vs. 0.261 ms
for the original rotation i.e., a speedup of 2.59x. The reported runtime is the average of
1,000 measurements.

7 Conclusion

We gave a complete characterization of the orderings of the primitive 2INth roots of unity
that admit in-place butterfly algorithms (Cooley-Tukey or Gentleman-Sande style) for the
negacyclic NTT. Exactly 2V~! of the N! orderings admit such an algorithm, and we gave
a simple recursive condition describing them. Notably, the exact same orderings work for
both Cooley-Tukey and Gentleman-Sande style butterfly algorithms. The automorphism-
compatible order is one such ordering, so we obtained in-place butterfly algorithms for
the negacyclic NTT and its inverse that evaluate at the roots in this order. Since these
algorithms have the same structure as the Cooley-Tukey and Gentleman-Sande algorithms,
differing only in their precomputed twiddle factors, they can therefore easily replace the
standard NTT.

The automorphism-compatible order is well suited to the SIMD FHE schemes CKKS
and BGV/BFV since storing ciphertext data in the automorphism-compatible order reduces
applying automorphisms to a rotation or an adjacent-pair swap of the data, eliminating
the arbitrary-looking permutation that the standard order requires. This removes the
need, in FHE hardware accelerators, for the dedicated automorphism functional unit or
the equivalent on-chip data movement that current designs devote to this operation, while
leaving every other operation unchanged. Our implementation confirms the practicality of
the approach, achieving a 2.59x speedup for the ciphertext rotation operation.
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