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Abstract. End-to-end cycle counts quantify lattice key-generation time
on a microcontroller, but not which implementation decisions create that
cost. We develop a controlled attribution method for public structure,
candidate admission, and transform lifetime: how public data are organ-
ised, when candidate acceptance is checked, and whether transformed
secret state is retained or reconstructed. On a fixed STM32L476RG
Cortex-M4 target, paired runs within one executable keep the relevant
secret, accepted candidate, or output key unchanged; separate measure-
ments record resource effects. In our Bos-based structured-LWR imple-
mentation, reorganising public data exposes expansion and multiplica-
tion cost, and same-key, first-attempt comparisons show nearly additive
admission and lifetime effects. We then test whether these explanations
transfer across algorithms and rejection structures. In ML-KEM-512,
whose KeyGen has no candidate rejection, retaining the secret’s NTT-
domain representation reduces cycles; a pre-specified ML-KEM-768 test
preserves this direction but shows that the saving does not scale with
module rank alone. HAETAE-5 tests both decisions inside a retrying
KeyGen. Early checking stops rejected candidates before matrix compu-
tation, whereas deferred checking repeats matrix work across attempts
and, under recomputation, rebuilds transformed secret state. The inter-
action grows with the retry count, while retention saves cycles at the
cost of a larger KeyGen frame. Together, these experiments establish a
compositional account of KeyGen cost: public structure defines the down-
stream computation for each candidate, while candidate admission and
transform lifetime determine how many candidates execute it and how
often reusable transformed representations are rebuilt. These relations
yield directional predictions across the tested KeyGen structures, with
paired measurements quantifying their cycle and storage consequences.
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1 Introduction

KeyGen optimisation on a microcontroller depends on knowing why a cost oc-
curs, not only how large it is. Embedded lattice implementations are usually



2 Y. Zhang et al.

evaluated through whole-operation cycle counts, peak stack use, and code size.
Benchmarking frameworks such as the eXtended eXternal Benchmarking eXten-
sion (XXBX) and pqm4 make these measurements reproducible on Cortex-M4
devices [17,19,20]. Such totals identify viable operating points, but combine costs
arising from the organisation of public data, the placement of rejection, and the
reuse of transformed state. A bare-metal STM32L476RG Cortex-M4 provides a
stable baseline on which these cycle–stack trade-offs can be observed directly.
We use this setting to separate the costs within one controlled implementation
line and then test whether selected explanations continue to predict behaviour
as parameter sets and rejection structure change across implementations.

Embedded lattice implementations repeatedly exchange storage for recom-
putation. Work on FrodoKEM, Saber, and Kyber shows how on-demand gener-
ation and buffer reuse reduce live storage [9,21,12]. NewHope and Toom–Cook
implementations make the complementary choice: retained precomputation or
transformed state avoids repeated work [3,8]. Rejection makes these costs de-
pend on how many attempts are required. Compact Dilithium exposes the re-
computation accumulated across rejected attempts, while HAETAE work uses
rejection-aware passes and early checks to avoid further work on failing can-
didates [10,16,22]. These strategies produce different speed–memory operating
points [15], but whole-operation totals aggregate their effects. A total cycle count
alone cannot attribute cost to a particular implementation choice, distinguish
interactions between choices, or show whether the same explanation transfers to
another KeyGen implementation.

We examine three implementation choices. Public structure changes how pub-
lic data are expanded and multiplied. Candidate admission selects which sam-
pled candidates reach that work, while transform lifetime controls whether a
reusable transformed representation is retained or rebuilt. The admission mech-
anism differs across the experiments: our Bos-based radical-ring (RR) path adds
an optional unit check, whereas the HAETAE-5 paths place its native norm
predicate before or after matrix work. In both cases, the cost follows which can-
didates execute the downstream computation and how often reusable state is
reconstructed.

We measure these relationships through interventions that change one com-
putation or live range while preserving the relevant input, candidate, or key.
Timing alternatives share one executable, resource costs come from fixed-policy
builds or instrumented paired runs, and external predictions are fixed before
measurement. We implement the RR and block-ring-module (BRM) structures
of Bos et al. alongside a rank-matched Module-LWR baseline, using a common
arithmetic and sampling framework to isolate the cost of public-data organisa-
tion [11]. We instantiate this comparison at modulus q = 3329 and rank k = 5.
The BRM–Module contrast isolates public expansion and multiplication, while
the RR factorial shows nearly additive admission and lifetime effects when the
first candidate is accepted.

We select the external cases to test transform lifetime under contrasting Key-
Gen control flows. ML-KEM-512 provides a standardised setting without candi-
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date rejection. A prediction fixed after that measurement tests whether the cy-
cle saving scales proportionally with module rank in ML-KEM-768. HAETAE-5
provides native candidate rejection during KeyGen, allowing admission place-
ment and transform lifetime to interact within the same retry loop; ML-DSA’s
candidate-rejection loop instead occurs during signing [24]. Moving HAETAE-
5’s norm check after matrix work makes rejected candidates complete that work
and, under recomputation, rebuild transformed secret state across the matrix
rows. This progression establishes an execution-count account that links each
design choice to work introduced, avoided, or repeated. The resulting account
predicts which KeyGen path should be faster and when retry behaviour changes
the preferred schedule, while paired measurements quantify the corresponding
cycle and storage costs on Cortex-M4.

2 Related Work and Attribution Gap

The Learning with Rounding problem and its subsequent security refinements
underpin rounding-based lattice constructions [5,4]. Saber established Module-
LWR as a practical KEM design, with its Arm implementation generating public-
matrix entries just in time [14,21]. Scabbard extends this design space across
ring and module LWR, while a recent systematisation places these construc-
tions and their implementation techniques in a common framework [7,6]. Bos et
al. add radical-ring and block-ring-module structures [11]. Implementing these
structures alongside a rank-matched Module-LWR baseline allows us to vary
public-data organisation within a common code base.

Embedded lattice implementations also trade stored state for repeated com-
putation. NTTRU uses the NTT to test invertibility and keeps key material
in transformed form [23]. Cortex-M4 arithmetic frameworks and Saber NTT
implementations further show how transform-domain accumulation and mem-
ory layout shape embedded cost [2,1]. The same general trade-off appears in
FrodoKEM, where matrix regeneration and buffer reuse define different oper-
ating points, and in Toom–Cook multiplication, where retaining precomputed
operands and intermediate state avoids repeated evaluation and interpolation
[9,8]. FIPS 203 standardises the Kyber-derived ML-KEM [25]. The earlier Kyber
Cortex-M4 implementation generates one-use matrix and noise data on demand
while retaining transformed vectors that feed more than one matrix product [12].
Our transform lifetime experiment turns this established storage–recomputation
choice into a paired KeyGen measurement.

Rejection adds another dimension because discarded candidates may al-
ready have incurred expensive computation. HAETAE rejects KeyGen candi-
dates to bound the secret under challenge multiplication [13]. In signing, com-
pact Dilithium implementations show how repeated attempts amplify regener-
ation and recomputation costs [16,10]. Hyoung et al. provide a lower-memory
Cortex-M4 implementation of SMAUG-T and HAETAE [18], while Kim et al.
combine rejection-aware pass decomposition and component-level early rejection
in HAETAE signing with streamed matrix generation across the implementation
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[22]. These results establish rejection-aware scheduling as an implementation
technique. Our HAETAE-5 experiment instead measures how the placement of
its native KeyGen check interacts with retaining or rebuilding transformed state
as the number of attempts changes.

Prior work therefore establishes the relevant algebraic structures, storage–
recomputation trade-offs, and rejection-aware schedules. We bring these elements
into one controlled KeyGen study. Each timing comparison holds fixed the sam-
pled secret, accepted candidate, or output key required by that comparison,
and the alternative paths are compiled into one executable. Resource effects are
measured with isolated builds or instrumented paired runs, while external pre-
dictions are fixed before measurement. This design attributes measured KeyGen
cost to the work changed by an implementation decision and tests whether the
resulting directional and quantitative predictions survive a new parameter set
or execution structure.

3 M4 Implementation

3.1 Structured-LWR Paths

The experimental system combines three structured-LWR paths in one bare-
metal Cortex-M4 code base. Two implement the RR and BRM structures of
Bos et al.; the third is a rank-matched Module-LWR baseline [11]. Each path
operates on degree-< n polynomials modulo q, with multiplication reduced by
the relation yn = −1. We write this base ring as

Rq,n = Zq[y]/(y
n + 1).

All three paths sample a secret s, expand a public map A from a seed, and form
t = Roundp(As). Their main difference is how much independent public data is
needed to represent A and how the resulting multiplication is scheduled.

The Module baseline represents A as a dense matrix AMod ∈ Rk×k
q,n , so all k2

entries are expanded independently. BRM reduces this public data by giving the
leading block a ring-multiplication structure. At k = 5, it uses a 4+ 1 partition.
The leading 4 × 4 block contains sixteen matrix positions, but all of them are
generated from only four public polynomials; the final row and column remain
independent:

ABRM =

[
C(a0, a1, a2, a3) u

vT α

]
,

C =


a0 ya3 ya2 ya1
a1 a0 ya3 ya2
a2 a1 a0 ya3
a3 a2 a1 a0

 .

The four polynomials a0, . . . , a3 generate the entire 4 × 4 block; the factors of
y appear when multiplication wraps around under the block relation. Together
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with the four entries of u, the four entries of v, and α, BRM expands 13 inde-
pendent public polynomials rather than the 25 required by the dense Module
matrix. After this definition, BRM denotes the rank-5 instance unless another
partition is stated.

Radical Ring-LWR (RR-LWR), shortened to RR, goes further by encoding
all five components of the public map and secret as elements of one enlarged ring,
replacing the matrix–vector product with a single ring product. The enlarged
ring is

Sq,n,k = Zq[x]/((x
k − 2)n + 1) ∼= Rq,n[x]/(x

k − y − 2).

Writing A =
∑k−1

i=0 aix
i and s =

∑k−1
i=0 six

i packages their base-ring components
into single elements of Sq,n,k. At k = 5, the RR, BRM, and Module paths
therefore expand 5, 13, and 25 public polynomials, respectively. This progression
changes both public expansion and multiplication while preserving the common
KeyGen relation.

For the controlled comparison, all three paths use q = 3329, rounding mod-
ulus p = 256, k = 5, and a degree-128 base ring. They also share SHAKE256
expansion, the sparse balanced secret sampler, NTT arithmetic, rounding, and
key representation. From the same form of 64-byte input, KeyGen derives A and
s, computes As, and rounds its coefficients from modulus q to modulus p to ob-
tain t. In our benchmark representation, the secret key also stores the rounding
residual

et = Liftp(t)−As (mod q),

where Liftp maps the stored coefficients of t back to the q-domain.
Bos et al. provide the RR structure. We add two experimental controls to its

implementation: candidate admission and transform lifetime. Candidate admis-
sion either accepts a sampled secret immediately or checks whether its radical-
ring representation is invertible, resampling after failure. After acceptance, trans-
form lifetime either keeps the NTT-domain representation for public multiplica-
tion or discards and rebuilds it from the same coefficient-domain secret. Crossing
the two choices gives the four RR paths used below. Paired retain and recompute
executions produce identical keys.

3.2 KeyGen Contexts

ML-KEM and HAETAE-5 place these implementation choices in two different
KeyGen control flows. ML-KEM has no candidate rejection, so we can compare
retaining and rebuilding its transformed secret without retries. HAETAE-5 re-
peatedly samples candidates until its secret-key bound is satisfied, allowing the
position of the acceptance check and the treatment of transformed state to affect
the same computation.

ML-KEM samples secret and error vectors, transforms them, and performs
its public-key calculation in the NTT domain:

t̂ = Â ◦ ŝ+ ê



6 Y. Zhang et al.

where ◦ denotes the module matrix–vector product using ML-KEM’s NTT-
domain polynomial multiplication [25]. The same transformed secret ŝ is first
consumed by the public-key computation and is later serialised into the decryp-
tion key. The gap between these two uses provides a direct test of transform
lifetime.

We focus on HAETAE-5’s d = 0 KeyGen branch because its acceptance test
can be evaluated before matrix computation. Its public matrix has four rows,
and the secret vector used in the multiplication contains six polynomials. It
samples this vector sgen and an error vector egen, then evaluates the scheme-
specific spectral size measure that bounds how strongly a challenge can amplify
that candidate. The candidate is accepted when

N (sgen, egen) ≤ γ2n;

here n and γ are the HAETAE-5 dimension and acceptance-bound parameters.
Otherwise both vectors are resampled [13]. In the native schedule, this decision
is made before the public matrix is expanded. Once a candidate is accepted,
the implementation multiplies it by the expanded public matrix, adds the error
vector, and applies HAETAE’s public-key scaling:

b̂ = −2
(
Âgen ◦NTT(sgen) + NTT(egen)

)
mod q.

The selected low-stack Cortex-M4 implementation computes the four output
rows in sequence [22]. Its native schedule regenerates and transforms the same six
accepted secret polynomials separately for each row. Our retention path instead
keeps those six NTT-domain polynomials and reuses them across all four rows,
while the error polynomial remains local to each output row. The controlled
paths independently place the same acceptance test before or after this matrix
work. HAETAE-5 therefore reveals what changes when rejected candidates enter
an expensive computation and when reusable transformed state must be rebuilt
within that computation.

3.3 Embedded Design

The structured-LWR public keys store a seed instead of the expanded public
map, so each measured KeyGen reconstructs A from this seed as multiplication
proceeds. The structure of A determines both how much public data must be
generated and how much temporary state remains live. Module processes one
matrix row at a time. It keeps the transformed secret and output vectors in
memory, expands and transforms the k public polynomials in the current row,
computes one output polynomial, and then reuses the row buffer. BRM needs
only one public-polynomial scratch buffer. Each of its four structured genera-
tors is expanded once and applied to the first four output accumulators; four
independently generated polynomials complete the final column, and five more
form the bottom row. RR has no matrix row to stream. It keeps five transformed
components of the public ring element, five transformed secret components, and
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(a) Public structure implementations
Alternative public-structure paths

deterministic input
shared sampler

RR: k expanded polynomials
enlarged-ring product

BRM: 13 expanded public polynomials
streamed block product

Module-LWR: k2 public polynomials
row-wise module product

round As
serialize t

BRM–Module contrast: same sampled s

Shared SHAKE256 expansion, NTT, rounding, and key format

(b) Controlled RR KeyGen paths
Alternative transform-lifetime paths

candidate
stream

form NTT
representation

admission policy
direct or unit test

accepted NTT
state

public
multiplication

accept
retain

unit rejection: sample again discard
transform

rebuild from
accepted s

rebuild

Measurement controls
Timing: same input, same ELF Resources: fixed-path builds

Fig. 1. Structured-LWR implementation paths and controlled RR comparisons. (a)
RR, BRM, and Module realise the same KeyGen relation with different public-data
expansion and multiplication schedules; the BRM–Module comparison reuses the same
sampled secret. (b) RR crosses unit-conditioned admission with retaining or rebuilding
the accepted secret’s NTT-domain representation. Timing paths share one executable;
fixed-path builds measure resource use.

five output accumulators. At each NTT position, the public and secret com-
ponents are combined according to the enlarged-ring multiplication to update
those accumulators. The completed outputs are then returned to the coefficient
domain and rounded.

All working storage uses fixed-size arrays; no heap is used. SHAKE256 expands
the public data and samples sparse secrets through an Arm-assembly Keccak
permutation. The serialised public key contains only the public seed seedA used
to expand A and the rounded output t; the expanded public data and its trans-
formed working buffers exist only while KeyGen is running.

In the unit-conditioned RR paths, the accepted secret’s NTT-domain rep-
resentation is used by both the invertibility test and public multiplication. Re-
tention keeps it live between these uses; recomputation clears it after the test
and rebuilds it before multiplication. Both paths release the representation af-
terwards. Figure 1 connects this lifetime choice to the three structured-LWR
implementations and shows the conditions held fixed by the timing and resource
comparisons.
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4 Attribution Method

4.1 Cost Model

To attribute a cycle difference, we identify both the work changed by an interven-
tion and the number of times that work runs. In the public structure comparison,
both paths use the same sampled secret, while the chosen structure changes the
public polynomials generated and the multiplication schedule. Candidate ad-
mission changes how many sampled secrets reach later computation. Transform
lifetime changes how often an existing transformed representation must be re-
built before another use. When KeyGen can reject and resample candidates, the
number of executions must therefore be counted explicitly.

Let m denote the total number of candidate attempts, including the accepted
candidate. When the acceptance check precedes matrix work, rejected candidates
stop at the check and the downstream matrix computation runs once. Deferring
the check sends all m candidates through that computation, adding m− 1 exe-
cutions. The early HAETAE-5 schedule also performs a separate norm-only pass
and then replays the accepted candidate. With immediate acceptance, this fixed
overhead can make the early schedule slower. Each rejection, however, adds ma-
trix work only to the deferred schedule. Early checking becomes faster once the
matrix work avoided after rejection outweighs its fixed extra pass.

For transform lifetime, the relevant event is whether a transformed secret is
still available when another operation needs it. In the controlled RR paths, re-
computation rebuilds the accepted secret’s NTT-domain representation between
the invertibility test and public multiplication, while retention keeps the exist-
ing NTT-domain state. ML-KEM uses the same representation for public-key
computation and later for secret-key serialisation. Rebuilding it at the second
use regenerates and transforms the K secret polynomials, where K is the mod-
ule rank. HAETAE-5 places this choice inside its four-row matrix calculation.
For every candidate that reaches the matrix, retention transforms the six secret
polynomials once and reuses them across the rows. Recomputation regenerates
and transforms all six separately for each row, producing 24 secret NTTs rather
than six and adding 18 NTTs per matrix candidate. Early admission exposes
only the accepted candidate to this difference. Deferred admission exposes all m
candidates, so every rejection adds another 18 transforms to the recomputation
path.

These execution counts give the tests used below. Among RR inputs whose
initial candidate is accepted, the invertibility check and the transform rebuild
each occur once, so the factorial asks whether their cycle effects combine addi-
tively. ML-KEM-512 tests whether rebuilding the transformed secret increases
cycles without candidate rejection. Before measuring ML-KEM-768, we fixed a
stronger magnitude prediction: if the reconstruction cost per secret polynomial
remained unchanged, increasing the module rank from two to three would make
the median cycle difference 3/2 of the ML-KEM-512 value. For HAETAE-5, the
model predicts that deferring admission becomes more expensive with each rejec-
tion and that the benefit of retention grows on the deferred path while remaining
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nearly constant on the early path. The following controls turn these predictions
into matched cycle and resource comparisons on the Cortex-M4.

4.2 Platform and Controls

All cycle contrasts are measured on the same bare-metal NUCLEO-L476RG,
whose Cortex-M4F runs at 80 MHz. Every build uses Arm GNU Toolchain
14.3.Rel1 and the hard-float ABI. The Bos C sources use -Os -g0, and their
assembly uses -O3 -DNDEBUG; the ML-KEM and HAETAE C sources use -O3

-g0. Each primary experiment replays a fixed set of 1,000 inputs or seeds in
two separately flashed sessions. The second session repeats the same inputs to
check capture reproducibility rather than enlarging the input set. Only KeyGen
lies inside the interval timed by the Data Watchpoint and Trace (DWT) cycle
counter; input preparation, output comparison, and UART transmission remain
outside it. The contrasted paths reside in the same linked executable (ELF) and
receive matching inputs. The Bos public structure comparison pairs separate
deterministic sweeps by input index; the RR factorial, ML-KEM, and HAETAE-
5 experiments alternate or balance path order. The signed within-input cycle
difference is the primary paired observation.

Equivalence checks follow the comparison: BRM and Module must use the
same sampled secret, while controlled admission and transform lifetime com-
parisons must preserve the accepted candidate, generated keys, and attempt
count where applicable. HAETAE-5 uses one isolated build per factorial cell
for path-specific Flash, static RAM, and compiler-frame measurements. Bos re-
source records instead come from an eight-build matrix covering structure and
admission variants, not the four RR lifetime cells. In that matrix, static RAM
includes the benchmark harness and compiler frames describe individual func-
tions. ML-KEM uses a custom allocator inside the paired executable to record
peak live allocation during KeyGen.

4.3 Bos Structured-LWR

For each input, the BRM and Module paths receive the same sampled secret but
organise the public map differently. We use this pair to ask how many additional
cycles arise from the Module public expansion and multiplication schedule rela-
tive to BRM. Let CBRM(i) and CModule(i) denote their cycle counts, and define

Dpub(i) = CModule(i)− CBRM(i).

This paired contrast isolates the difference between their implemented public ex-
pansion and multiplication schedules from variation in the secret. The RR paths
instead support a factorial comparison of candidate admission and transform
lifetime: the transformed candidate lies between an optional invertibility check
and public multiplication, allowing the two decisions to be varied together.

All four RR paths reside in one executable and initially sample and transform
the same candidate. The unconditioned admission policy accepts that candidate
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immediately. The unit-conditioned policy checks whether the transformed can-
didate is invertible in the RR algebra and resamples after a failure. After accep-
tance, retain passes the existing NTT-domain representation directly to public
multiplication, whereas recompute clears it and transforms the same accepted
secret again. Each admission policy is measured once with retention and once
with recomputation, giving the four cells of the factorial design.

Within a fixed admission policy, the next comparison asks how many cycles
are added when the accepted candidate’s transformed representation is rebuilt
rather than retained. For admission policy a ∈ {unconditioned,unit} and trans-
form lifetime policy ℓ ∈ {retain, recompute}, let Ca,ℓ(i) denote cycles on input
i. We define the within-policy transform lifetime contrast as

Da
ret(i) = Ca,recompute(i)− Ca,retain(i).

Within either admission policy, retain and recompute produce the same accepted
key with the same attempt count for all 1,000 inputs, so every input contributes
to Da

ret. Across admission policies, the accepted candidate and key remain iden-
tical for the 970 inputs that pass the invertibility check on the first attempt.
This subset lets us ask how much unit-conditioned admission adds under each
lifetime policy and whether that added cost changes between retention and re-
computation. We define

Dℓ
adm(i) = Cunit,ℓ(i)− Cunconditioned,ℓ(i),

IBos(i) = Dunit
ret (i)−Dunconditioned

ret (i).

Within this first-attempt subset, Dℓ
adm measures the net cycle effect of enabling

unit-conditioned admission under lifetime policy ℓ, and IBos measures depar-
ture from additivity between candidate admission and transform lifetime on the
cycle-count scale. The 30 retry inputs remain valid for the within-policy life-
time contrasts but are excluded from Dℓ

adm and IBos because the two admission
policies accept different candidates.

4.4 ML-KEM Tests

We use the portable C implementation in mlkem-native v1.2.0 and its deter-
ministic ML-KEM KeyGen core [25,26]. Each retain–recompute pair receives
the same deterministic 64-byte KeyGen input, formed by concatenating the two
32-byte values d and z, and must produce the same keypair. The retain path
keeps the NTT-domain secret vector until secret-key serialisation. The recom-
pute path deliberately clears this transformed secret after public-key computa-
tion, then regenerates only the secret polynomials in coefficient form from the
still-live noise seed. A study-specific scalar helper applies ML-KEM’s PRF and
centred-binomial sampler to one polynomial at a time before the forward NTT.
The path then rejoins the retained implementation for coefficient reduction and
serialisation; the error vector is not regenerated. Thus, the paired cycle differ-
ence measures the complete implementation cost of clearing and rebuilding the
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transformed secret, including regeneration, transformation, and the helper’s as-
sociated data movement and control flow. Both paths run in one executable with
alternating order, and execution stops on any key mismatch. A custom allocator
separately records the peak number of simultaneously live allocated bytes during
KeyGen.

Before measuring ML-KEM-512, we fixed three requirements for all 1,000
inputs: rebuilding the secret transform must add cycles relative to retaining it,
both paths must produce byte-identical keys, and the KeyGen allocation peak
must remain unchanged. A separate instrumented executable divides the re-
tained path into measured stages and checks their timing-window coverage of
the complete KeyGen execution. For each input, the uninstrumented retained
path provides the baseline. We estimate aggregate instrumentation perturbation
as the instrumented whole-KeyGen total minus this baseline, and subtract it
from both the stage sum and the instrumented total. Coverage is the corrected
stage sum divided by the corrected instrumented total, while relative perturba-
tion is the total-cycle difference divided by the baseline. For every input, the
calibrated coverage must reach at least 95%, and the absolute relative pertur-
bation may not exceed 2%. This accounting checks timing-window coverage of
retained KeyGen; the transform lifetime effect is measured separately by the
paired retain–recompute difference.

After obtaining the ML-KEM-512 result, but before collecting ML-KEM-
768 board timing for this intervention, we fixed a simple rank-only prediction.
The intervention reconstructs one secret polynomial per module component, so
the rule treats the cycle difference as proportional to module rank. Increasing
the rank from two in ML-KEM-512 to three in ML-KEM-768 therefore predicts
a 768 median recompute-minus-retain difference equal to 3/2 of the 512 me-
dian. Agreement requires the measured 768 median to lie within ±2% of that
prediction. The ML-KEM-768 experiment therefore tests two claims separately:
whether rebuilding the secret transform still adds cycles, and whether the size
of that effect scales with module rank alone.

4.5 HAETAE-5 Factorial

ML-KEM isolates transform lifetime without candidate rejection. HAETAE-5
brings candidate admission back into a retry loop, where rejected candidates
can repeat both matrix work and transform reconstruction. In the upstream
d = 0 low-stack path, the norm test runs before matrix work. After acceptance,
each of the six secret polynomials is regenerated and transformed separately for
each of four matrix rows; the six polynomials are packed into the secret key
during the first row. This is the early–recompute path. We derive the other
paths by changing when the same norm test runs and how long the candidate’s
transformed secret remains live. Deferred checking performs a candidate’s matrix
work before testing its norm, so a rejected candidate has already paid that
cost. Retention instead forms the six transformed secret polynomials once per
candidate reaching matrix work and reuses them across the four rows. Table 1
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combines these choices. In the path labels, E and D denote early and deferred
admission, while R and T denote recomputation and retention.

Table 1. HAETAE-5 paths formed by candidate admission placement and transform
lifetime.

Candidate admission Recompute per row Retain across rows

Before matrix work (early) ER ET
After matrix work (deferred) DR DT

All four paths run in one executable on the same 1,000 deterministic 32-
byte seeds. Four Williams-balanced orders, selected by the input index modulo
four, rotate every path through every execution position. For each seed, host
checks require all paths to accept the same candidate after the same number
of attempts and to produce byte-identical public and secret keys. The board
runs compare the first four seed bytes, accepted candidate, attempt count, and
a 64-bit FNV-1a comparison tag over pk∥sk against that frozen host record.

Within a lifetime policy, deferred minus early measures the net cycle effect
of admission placement: DR − ER under recomputation and DT − ET under
retention. These contrasts include both the work performed for rejected candi-
dates and the extra norm-only sampling pass used by early checking; deferred
checking accumulates the norm during candidate generation for matrix and out-
put work. Within an admission placement, recompute minus retain measures the
net cycle effect of rebuilding rather than retaining the secret transform across
rows: ER−ET with early checking and DR−DT with deferred checking. These
complete-path contrasts include the sampling, packing, clearing, and control flow
associated with each schedule as well as its transform count.

The central interaction asks whether retention saves more cycles when the
norm check is deferred. We measure that change as

IH = (DR−DT )− (ER− ET ).

The four cell means support three algebraically independent contrasts. We re-
port the two admission effects, the two lifetime effects, and their interaction
to show how each decision changes under the other. Before board timing, we
fixed the expected direction of each reported quantity. Deferred checking had to
add cycles under both lifetime policies, recomputation had to add cycles under
both admission placements, and the retention saving had to be larger under de-
ferred checking. We required both the paired mean and median to follow these
directions in both captures of the same ELF and frozen input set.

Retry count provides a diagnostic of the proposed mechanism. Each addi-
tional rejected candidate makes the deferred paths repeat matrix and output
work. Under recomputation, secret-polynomial regeneration and transformation
are additionally repeated for every matrix row; under retention, the transformed
secret is formed once per candidate and reused across rows. We therefore fit
the four simple effects and their interaction against the recorded attempt count
using ordinary least squares with an intercept. The slopes assess the predicted
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pattern: effects tied to work repeated by rejected candidates should grow with
the attempt count, whereas the early-path retention saving should remain nearly
constant because only the accepted candidate reaches matrix work. The median
contrasts for first-attempt and retried inputs show what changes once rejection
occurs.

A fitted slope alone could be dominated by a small number of inputs with
many attempts or conceal departures elsewhere in the retry range. To examine
the fit across that range, we group measured-minus-fitted residuals into eight
attempt-count bins: 1, 2, 3–4, 5–7, 8–12, 13–20, 21–35, and 36–64. Their medians
and 5th–95th percentiles show how closely the linear relation describes each part
of the observed distribution. Because the four paths execute sequentially in one
ELF, we also check for a systematic association between execution position and
cycle count. Within every attempt-count stratum containing at least four seeds,
we subtract the corresponding path median and group the residuals by execution
position. The range of the four position medians must remain within 2% of that
path’s overall median. This threshold requires position-associated variation to
remain small relative to total KeyGen cycles.

The same-ELF design gives matched timing, but the executable contains all
four paths and cannot assign Flash, static RAM, or stack costs to one of them.
We therefore build each path separately with both selectors fixed at compile
time. These builds provide per-path Flash, static RAM, and compiler-reported
static KeyGen frames. A one-seed smoke run also fills unused stack memory
with a known pattern and measures how much is overwritten. This touched-
stack watermark checks the compiler-frame difference; it excludes the caller’s
existing frame and is not a worst-case stack bound.

5 Results

Table 2 summarizes the primary controlled effects. Contrasts are reported as
the first path minus the second; a positive cycle value therefore means that
the first path takes longer. Timing uses 1,000 paired inputs, except for the 970
first-attempt Bos admission and interaction comparisons. The HAETAE-5 frame
result comes from fixed-path builds.

5.1 Bos Separates Three Sources of KeyGen Cost

The Bos comparisons use two distinct controls. Module and BRM receive the
same sampled secret, isolating the implemented public structure paths; the RR
factorial crosses the unit-conditioned policy with transform lifetime. Module
requires about 0.88 million more cycles than BRM, quantifying the difference
between the implemented public-expansion and multiplication paths. In the RR
factorial, reconstructing the accepted candidate’s transform adds about 159.4
thousand cycles under either checking policy, while unit-conditioned checking
adds about 295.7 thousand cycles under either lifetime policy. The median in-
teraction is only 18 cycles (range 18–24), approximately four orders of magnitude
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Table 2. Primary controlled KeyGen effects.

Test Contrast (first −
second)

Matched condition Result

Bos structured-LWR

Public
structure

Module − BRM Same sampled secret Median: +0.879 M cycles

Candidate
admission

Unit check − no
check

Same first candidate
and key

Median: +0.296 M cycles

Transform
lifetime

Recompute −
retain

Same candidate and
key

Median: +0.159 M cycles

Interaction Lifetime gap: unit
− no check

Same first candidate
and key

Median: +18 cycles

ML-KEM

512 lifetime Recompute −
retain

Same input and
keypair

Median: +0.171 M
cycles; KeyGen allocator
peak ∆0 B

768 rank-only
scaling

Recompute −
retain

Same input and
keypair

Median: +0.167 M
Prediction: +0.256 M

HAETAE-5

Interaction Lifetime gap:
deferred − early

Same candidate,
attempts, and keys

Mean: +11.74 M cycles

Retry slope Recompute −
retain, deferred

Same candidate,
attempts, and keys

OLS slope: +1.31 M
cycles/additional
attempt

Retention
memory

Retain −
recompute

Fixed-path builds KeyGen frame: +6,160 B

below either main effect. Candidate checking and transform lifetime therefore be-
have as separable costs when the first candidate is accepted. Retention removes
about 10.0% of the recompute-path median at this point.

A separate same-input Bos run measures the unit-conditioned policy effect
when that policy retries. Because its two paths then accept different candidates,
this comparison is distinct from the same-key admission effect above. Unit con-
ditioning selects a later candidate for 30 of the 1,000 inputs, raising the median
policy overhead from about 295 thousand cycles on immediate acceptance to 740
thousand cycles on retries. Those 30 inputs occupy a distinct cost regime because
the checking policy changes which candidate reaches public multiplication.

5.2 ML-KEM Confirms the Transform Lifetime Direction

For 1,000 matched ML-KEM-512 inputs, rebuilding the discarded secret trans-
form requires about 171 thousand additional cycles at the median compared with
retaining it. The cycle difference is positive for every input, and both paths pro-
duce byte-identical keypairs with the same 5,729-byte KeyGen allocator peak.
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Retention therefore saves cycles without increasing peak live allocation during
KeyGen. In the separate instrumented retained runs, the calibrated timing win-
dow covers a median 99.9630% of KeyGen cycles, with a maximum total-cycle
perturbation of 0.1452%.

The benefit also holds for ML-KEM-768: recomputation adds a median of
about 167 thousand cycles and requires more cycles on all 1,000 inputs, while pre-
serving identical keypairs and the 10,081-byte KeyGen allocator peak. Its mag-
nitude, however, does not follow the increase in module rank. The pre-specified
rank-only rule predicts about 256 thousand cycles; the observed median is 35.0%
lower, outside the frozen ±2% interval. The two parameter sets also use differ-
ent secret-sampling parameters, so each additional polynomial does not carry an
identical reconstruction workload. Retaining the secret transform saves cycles in
both parameter sets, but module rank alone does not determine how much work
reconstruction adds.

5.3 HAETAE-5 Exposes a Retry-Dependent Scheduling Crossover

ML-KEM isolates transform lifetime in a KeyGen without candidate rejection.
HAETAE-5 introduces a retry loop and tests whether the position of the accep-
tance check changes the benefit of retaining transformed state. Across all 1,000
seeds, the four experimental paths preserve the accepted candidate, attempt
count, public key, and secret key. KeyGen requires 9.973 attempts on average,
with a median of seven; 103 seeds accept on the first attempt, consistent with
its reported acceptance rate of roughly 10% [22]. The two admission effects, two
lifetime effects, and their interaction all follow the pre-specified directions in
both board captures.

The placement of the acceptance check produces a scheduling crossover.
When the first candidate succeeds, deferred checking requires about 368 thou-
sand fewer cycles because the early path includes a separate norm-only sampling
pass. Once candidates are rejected, however, early checking prevents them from
entering matrix computation. The deferred-checking penalty consequently grows
by about 4.88 million cycles per attempt under recomputation and 3.57 million
under retention. Across the measured retry distribution, early checking reduces
mean KeyGen cycles by 70.35% under recomputation and 65.09% under reten-
tion (Figure 2(a,b)).

The same retry mechanism changes the value of transform retention. With
early checking, only the accepted candidate reaches matrix computation, so
retention avoids repeated secret-polynomial regeneration and transformation
across rows, saving about 1.308 million cycles regardless of the number of re-
jected candidates. With deferred checking, every candidate reaches matrix com-
putation; each additional attempt therefore repeats this across-row work and
increases the retention saving by another 1.308 million cycles. Because the in-
teraction subtracts the early lifetime gap from the deferred gap, its fitted retry
slope is the difference between the two lifetime slopes. The resulting increment of
about 1.308 million cycles per attempt matches the measured early-path lifetime
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Fig. 2. HAETAE-5 retry-conditioned effects across 1,000 frozen seeds. (a,c) Markers
show attempt-count medians and lines show ordinary least-squares fits to all paired ob-
servations. The annotation in (a) gives the immediate-acceptance contrast compressed
near zero by the full retry-range scale. (b,d) Points show binned median measured-
minus-fitted residuals, with whiskers spanning the 5th–95th percentiles.
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gap, as expected when each additional candidate repeats the same across-row re-
computation path. The interaction reaches a mean of about 11.74 million cycles
(Figure 2(c,d)).

The linear fits track the measurements across all eight retry bins: the absolute
value of each bin’s median residual remains below 1,000 cycles, and the range
of execution-position residual medians is at most 0.00042% of the corresponding
cell median. These diagnostics support the repeated-work interpretation across
the observed retry range and show little systematic position-associated variation.

Transform retention also increases the measured stack requirement. In iso-
lated builds, the compiler-reported KeyGen frame rises from 4,272 to 10,432
bytes under either check schedule, a difference of 6,160 bytes. The seed-zero
touched-stack measurement reproduces the same differential, while moving the
acceptance check leaves both stack measures and static RAM unchanged. The
two choices therefore address different costs. Early checking removes work per-
formed for rejected candidates without changing the measured memory require-
ment, whereas retention removes transform reconstruction but increases the
KeyGen frame by 6,160 bytes. The preferred check schedule follows the retry
behaviour; the decision to retain transformed state additionally depends on the
available stack.

6 Discussion

6.1 Design Rules for KeyGen

KeyGen cost depends on the work attached to each candidate and how often that
work is executed or reconstructed. In the first-attempt Bos baseline, candidate
checking and transform lifetime contribute nearly additive costs. HAETAE-5
turns them into an interaction: deferred checking lets rejected candidates enter
matrix computation, and recomputation repeats secret transforms within it. The
ML-KEM tests separate direction from magnitude. Avoiding secret-transform
reconstruction saves cycles in both parameter sets, but the saving does not scale
with rank alone; the parameter sets also differ in secret sampling.

For rejection-bearing KeyGen, the scheduler therefore balances the fixed cost
of early checking against downstream work avoided after rejection. Retention
adds the stack trade-off: it avoids reconstruction but keeps transformed state
live. The preferred combination follows the retry distribution, downstream work,
and available stack.

6.2 Implications for Embedded Evaluation

Benchmark suites such as pqm4 provide comparable cycle, stack, and code-size
totals under a common harness [19,20]. Controlled attribution complements them
by linking each difference to work moved, retained, or recomputed. This predicts
the faster ML-KEM path even when rank-only scaling misses the magnitude;
under rejection, interpretation additionally requires the retry distribution and
stack cost of retained state.
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The coefficients reported here characterize the NUCLEO-L476RG, the pinned
implementations, and the fixed toolchain. Repeating the same intervention on
another microarchitecture preserves the attribution question while establishing
its local cycle–memory balance.

7 Reproducibility

For reproducibility, we archived the exact source revisions, study patches, com-
piler settings, executable hashes, deterministic inputs, raw board output, and
analysis programs used in this study. The reported contrasts can be recomputed
from the archived board outputs without access to the development board. The
structured-LWR code independently implements the published RR and BRM
structures and contains no source code from Bos et al. The package includes
this implementation and the recorded upstream revisions and patches for ML-
KEM and HAETAE. New captures require the NUCLEO-L476RG, recorded
toolchain, ST-LINK programmer, and a 115200-baud serial connection. Each
timing experiment was repeated after a fresh flash on the same frozen inputs,
producing byte-identical serial output.

Replay checks the matching conditions for each intervention. Bos uses the
same sampled secret for the public structure comparison and restricts cross-
admission RR contrasts to the 970 first-attempt inputs producing the same key.
ML-KEM retain and recompute paths produce identical keypairs for all 1,000
inputs. For HAETAE-5, the host record fixes the accepted candidate, attempt
count, and keys; board output supplies the corresponding seed identifier, candi-
date, attempt count, and 64-bit key tag.

Four isolated HAETAE-5 builds record per-cell Flash, static RAM, and
compiler-reported KeyGen frames. Bos supplies a separate eight-build resource
matrix covering structure and admission variants rather than the RR lifetime
factorial; its static RAM includes the harness and its compiler frames are per
function. ML-KEM records peak live allocation during KeyGen. The HAETAE-
5 one-seed stack watermark matches the compiler-frame difference but is not a
worst-case stack bound.

8 Conclusion

Controlled interventions expose how KeyGen cost is composed. Public structure
sets the expansion and multiplication work attached to a candidate. Admis-
sion and transform lifetime are nearly additive when the first Bos candidate is
accepted, but interact in HAETAE-5 because retries repeat matrix work and
transform reconstruction. Matched paired runs carry the lifetime prediction to
both ML-KEM parameter sets, while the held-out result shows that module
rank alone does not determine its magnitude. Together with separate resource
measurements, this attribution provides an execution-level basis for choosing
KeyGen schedules and representations on constrained devices.
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