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Abstract. The one-way to hiding (O2H) theorem and its variants, which
bound the distinguishing advantage in terms of the one-way advantage,
are widely used in security proofs in the quantum random oracle model
(QROM), particularly for key encapsulation mechanisms (KEMs). How-
ever, existing O2H bounds typically incur a security loss depending on
the adversary’s oracle query depth d (i.e. the number of sequential layers
of parallel queries), which can make both computational and information-
theoretic bounds in KEM security proofs less tight.

In this work, we establish a generic amplitude-amplification-based
technique to many O2H variants to remove their depth-dependent fac-
tors in the advantage bounds. This covers the Semi-Classical O2H (SC-
O2H) [Ambainis et al., CRYPTO 2019] and Measure-Rewind-Extract
O2H (MRE-O2H) [Ge et al., ASTACRYPT 2024| theorems, in which the
constructed one-way adversaries have access to an indicator oracle 1g
that checks whether the input is a valid solution to the one-way game.

We identify conditions under which our enhanced O2H theorems
can replace the original O2H theorems in existing security proofs. These
conditions hold for a range of security proofs, including IND-CCA secu-
rity proofs for KEMs obtained from variants of the U transformation in
the Fujisaki-Okamoto (FO) framework.

Applying our enhanced theorems in these proofs yields the following
improvements in the depth dependence of security bounds:

— When the one-way advantage is bounded information-theoretically,
our technique eliminates the depth-dependent factors with only a
constant-factor loss in the security bound.

— When the one-way advantage is bounded by computational hardness
assumptions, our technique eliminates the depth-dependent factors
d for SC-O2H and v/d for MRE-O2H, at the cost of increasing the
constructed one-way adversary’s running time by a factor that is
only of the order of the square roots of the eliminated losses, namely
O(v/d) for SC-O2H and O(+/d) for MRE-O2H.
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1 Introduction

When analyzing the post-quantum security of efficient cryptographic construc-
tions based on random oracles, it has become standard to provide security proofs
in the quantum random oracle model (QROM). The QROM allows an adversary
to query the random oracle with a superposition as input, making it considerably
harder to prove security in the QROM than in the classical ROM. To address this,
a large body of works [BITITTI20/T9T2ITHITO] has developed tools and techniques
for QROM security proofs that are easy to use even without much background
in quantum information.

Among these works, the One-Way to Hiding (O2H) theorems [I9JI] are worth
noting as a crucial branch of works providing tools for programming the quantum
random oracles. With the original O2H theorem stated in [I9], one can replace
the initial oracle H : X — ) with a programmed oracle G : X — ) that differs
only on inputs within a set S C X. Then, the advantage for an adversary Anp
distinguishing between the oracles H and G will have an upper bound related to
the advantage of a constructed adversary Bow, which has oracle access to either
H or G and wins a game that requires it to output an element x € S. If the
resulting game of the constructed adversary Bow can be further reduced from
some concrete computational hardness problem (e.g. SIS, LWE, NTRU), then
one can show the indistinguishability of the two oracles H and G. In some cases,
the game of Bow may even be hard for information-theoretic reasons, with no
computational problem involved.

Since then, a sequence of works [2IT5/T0] has been establishing variants of the
O2H theorems, providing improvements on their security loss by altering Bow’s
oracle access and its concrete procedure. See Table [I] for more details.

Table 1: One-way to hiding (O2H) and its variants in the QROM. Here S is the
set of inputs that the two oracles H and G differ on, |S| is its size S, Ajnp makes
parallel queries to its oracle with query depth d, and 1g denotes the indicator
function of S, i.e., 1g(x) =1 for z € S and = 0 otherwise.

’ O2H Type ‘ |S| ‘AdV(AIND) < ‘BOW’S Oracle‘
Original [I9]  |Arbitrary|2d - \/Advs,,, H
SC-02H [1] Arbitrary(2,/d - Advg,, | H,1s*
DS-02H [2] 1 2/Advigy H,G
MRM-O2H [I5]|Arbitrary| 4d - Advs,, H,G
MRE-O2H [I0] |Arbitrary|4v/d - Advs,, | H,G,1s

* The adversary Bow in the SC-O2H actually requires oracle access to the punctured
oracle H\S. For simplicity, here we write their oracle access as H,1g, since H\S is
by definition implemented with H and 1s (cf. Definition .



We classify the variants of O2H theorems into three categories based on
the oracle access of the constructed adversary Bow, named one-sided variants,
checkable variants and double-sided variants.

— The one-sided variants only have oracle access to one of the two oracles H
and G. This includes the original O2H theorem in [19].

— The checkable variants have additional oracle access to the indicator function
1s that checks whether an input = € & is in the set .S. We classify the Semi-
Classical (SC) O2H theorem in [I] in this category, since the punctured oracle
H\S uses 1g to check whether an input € X is in S by definition.

— The double-sided variants have oracle access to both oracles H and G.
This includes the Double-sided (DS) O2H theorem in [2], the Measure-
rewind-measure (MRM) O2H theorem in [I5], and the Measure-rewind-
extract (MRE) O2H theorem in [I0]. As discussed in [I0], when having oracle
access to both oracles H and G, one can simulate 1g by comparing the out-
puts of H and G. We therefore do not distinguish between whether Bow has
direct access to 1g in the double-sided variants.

These O2H theorems are widely used in security proofs of cryptographic
schemes, among which most notably are the security proofs of the Fujisaki-
Okamoto (FO) transformation and its variants [9/I3], which are used to construct
IND-CCA secure key encapsulation mechanism (KEM) schemes from OW-CPA
secure public-key encryption (PKE) schemes. With these different variants of the
O2H theorems, a sequence of work [T4I2IT5T0] has been tightening the security
proof of the IND-CCA security of various FO transformations in the QROM.

Nonetheless, there is a notable drawback about the existing O2H theorems
[TOT2ITHIT0] regarding the tightness of these security proofs. Namely, the re-
duction between Anp and Bow generally suffers from a security loss dependent
on the query depth d of the adversary .A.NDE| (except for the DS-O2H [2], which,
however, suffers from a substantially larger square-root loss than MRM-O2H
[15] and MRE-O2H [I0]), as shown in Table |1} For an arbitrary adversary Ainp,
its query depth d can be as large as the number of its total queries ¢ (that can
be up to 239 or even 20 [17, 4.A.2]), in which case the existing O2H theorems
would incur a considerably large security loss. Moreover, the advantage of Bow
is usually bounded via a sequence of hybrid games, each of which may introduce
a loss term of its own. The factor depending on d introduced by the O2H the-
orems then multiplies every loss term in this sequence, degrading the tightness
with respect to every underlying hardness assumption and information-theoretic
bound.

However, compared with the result in the classical ROM, such a security loss
seems rather weird for the checkable variants [I] and the double-sided variants
[I5J10]. In the classical random oracle model, one can avoid the loss dependent on
the query depth d in the reduction between Ajnp and Bow by checking whether
each input to the random oracle H is in the set S directly with the classical

3 Note that Anp can make parallel queries to its oracle, and the query depth d is the
number of sequential layers of parallel queries (cf. Subsect. for the definition).



oracle access to 1g, and outputting confidently an element z € S once such an
input is found. This makes us wonder whether the factor dependent on d in the
O2H theorems in the QROM for the checkable variants and the double-sided
variants is inherent or not. Such intuition leads to the question:

Can we remove the factor dependent on the query depth d in the security loss
of the variations of the O2H Theorems?

1.1 Owur Contributions

In this work, we answer the above question affirmatively with a generic technique
applicable to many O2H variants to reduce their security loss. We also show its
impact on existing security proofs that apply the variations of O2H theorems.

More precisely, we established a general method based on quantum amplitude
amplification [5], called amplitude-amplification-based enhancement (AA-based
enhancement), to boost the success probability of the one-way adversary Bow, for
O2H variants where Bow has oracle access to the indicator function 1g, including
the checkable variants [I] and the double-sided variants [10]. Specifically, we
apply this method to the SC-O2H theorem in [I] and the MRE-O2H theorem
in [I0], and obtain our AA-enhanced SC-O2H theorem and AA-enhanced MRE-
O2H theorem, where the security loss is now independent of the query depth
d, thus providing the best-known bounds in their respective categories. Table
summarizes the impact of our technique on the best-known O2H theorems in all
three categories of oracle access.

Table 2: Comparison of the existing O2H variants and our AA-enhanced ones.
Here “Existing Bounds” shows the advantage and running time established in
the existing O2H variants, and “Our Enhancement” gives the corresponding ad-
vantage and running time after applying our AA-based enhancement. The sub-
column “Advantage” shows the upper bound on the distinguishing advantage of
Ainp in terms of the one-way advantage € of Bow, and “Time” shows the upper
bound on the running time of Bow in terms of the running time 7" of Anp.

Existing Bounds Our Enhancement

O2H Type Bow’s Oracle
Advantage‘ Time Advantage‘ Time

Original O2H [I9] H o(d)-ve |0(1)-T Inapplicable
SC-02H [] H,1s |O(Wd)-z0(1)-T| O1)-+e|OWd)-T
MRE-O2H [10] H,G,1s | O(\d)-¢ |0(1)-T| O(1)-¢ | O(d)-T

As for running time, our technique introduces extra time consumption to the
one-wayness adversary Bow, also shown in Table 2] The impacts of this are:

— When the advantage of Bow is further bounded via some computational
hardness assumptions, this extra time may lead to a larger advantage when



solving the problem, offsetting the reduced security loss. In this case, our
technique can be viewed as a trade-off between advantage and running time.

— When the advantage of Bow is further bounded by some statistical terms
information-theoretically, then the running-time budget is irrelevant, since
such a bound holds even for computationally unbounded adversaries. In this
case, our technique indeed eliminates the depth-dependent factors with only
a constant-factor loss in the security bound.

In concrete applications of the O2H theorems, it is more common to bound
the advantage in the one-wayness game by a mizture of computational hard-
ness assumptions and information-theoretic bounds, using a sequence of hybrid
games. In such case, both of the cases mentioned above appear. We will make
a more detailed discussion of this in Subsect. [[.2] along with the impact of our
AA-enhanced O2H theorems on concrete security proofs.

1.2 Applications to security proofs

Our amplitude-amplification-enhanced (AA-enhanced) SC-O2H and MRE-O2H
theorems can be used as a direct replacement for a broad class of security proofs
that use the original SC-O2H and MRE-O2H theorems, respectively, yielding
improved security bounds.

In particular, we show the impact of our technique on the U transformation
family [13], which is a building block of the Fujisaki-Okamoto (FO) transforma-
tion [9] that turns a deterministic PKE (DPKE) into a KEM. We present the
results in Table[3] as both a concrete improvement on the security loss of the FO
transformation and an example of how to use our AA-enhanced O2H theorems.

Specifically, we analyze two classes of security proofs for the U transformation
family [I3].

— The first class consists of the proofs of IND-CPA security of the Ui and
U* transformations in [10] based on the MRE-O2H theorem, which act as
components of the modular proof of their IND-CCA security. Applying our
technique to this class of proofs improves the best known security bound of
the IND-CCA security of the transformations.

— The second class consists of the proofs of IND-CCA security of the Uy, and
U# transformations in [10] based on the SC-O2H theorem. This class acts as
a good example of how to use our AA-based enhancement on security proofs
based on SC-O2H.

We highlight our improvement in the statistical terms when applying our
technique instead of the existing SC-O2H and MRE-O2H theorems. In particular,
for the U transformation family, this corresponds to the correctness error term
0. As shown in Table [3] the correctness loss bound obtained with our AA-based
enhancement is tighter by a factor of O(\/E) than the loss in the original proofs
for both classes we are analyzing. Our result justifies that the O(\/g) loss in the
correctness error term appearing in prior results is not inherent.



Table 3: Comparison of the security bounds of several security proofs [I4/10] of
the U transformations U, and U* [I3] (which turn a deterministic PKE (DPKE)
into a KEM) of the FO transformation [9], obtained with the existing SC-O2H
and MRE-O2H theorems, and our AA-enhanced SC and AA-enhanced MRE,
respectively. Here OW-VA, OW-CPA, and OW-qPCA denote one-wayness of the
underlying DPKE against validity-checking attacks, chosen-plaintext attacks,
and quantum plaintext-checking attacks, respectively. § denotes the correctness
error of the underlying DPKE. d is the query depth of A to its oracle. ¢ is the
total query number of A. M is the message space. For a security notion SEC,
we use AdviE(%) to denote the advantage of A when it runs in time 7. We write
C in the running time of B in each line for a different but fixed constant.

Transform O2H type Reduction Security bound ‘
SC OW-VA = IND-CCA  |[14] Adv'YTr§* < 6+ 24/(d + 1)(26 + Advg(or)
- AA-enhanced SC | OW-VA = IND-CCA | AdvPS < 6+4,/26 + AdvYiGa o)
MRE OW-CPA = IND-CPA [[T0] Adv\PrSPA < 2vdAdvR(ET + 2v/ds
AA-enhanced MRE| OW-CPA = IND-CPA | Advier5™* < 8AdvyE S, + 86
SC OW-qPCA = IND-CCA |[I4] AdViTS < 2% + 2\/ (d+1)(26 + Adv¥aPA)
vt AA-enhanced SC | OW-gPCA = IND-CCA|  AdvVAPS™ < 2% +4,/26 + AdVDLITh,,
MRE OW-CPA = IND-CPA |[T0] Adv'YrS™ < 2VdAdveT + 2v/ds
AA-enhanced MRE| OW-CPA = IND-CPA | Advier§P* < 8AdvyESin. ) + 86

In Sect. [6] we present a detailed discussion of the conditions for the direct
replacement with our AA-enhanced O2H theorems and of the renewed proofs of
the U transformations.

1.3 Technical Overview

As an overview, we focus on improving the algorithm from a simplified statement
of the semi-classical O2H theorem (see Theorem |2 for the formal statement).

The semi-classical O2H theorem [I] concerns the distinguishability of a ran-
dom oracle H : X — Y from its punctured version H\S, where S C X is the
set of punctured points. Upon input |z) y |y)y, the punctured oracle H\S first
evaluates the membership oracle 1g on |z),, measuring and revealing the bit
indicating whether x € S; it then applies H to the registers X and Y exactly as
an ordinary query to H would (cf. Definition .

Theorem 1 (Semi-Classical O2H, informal [1]). Let S C X be a set, H :
X — Y be a function, and z € {0,1}" be a bit string. Suppose S, H,z are
sampled from an arbitrary joint distribution D. Let A be a quantum algorithm
that makes parallel queries to an oracle O € {H, H\S} with query depth d. Let



Find denote the event that, in at least one of A’s oracle queries, the measurement
of the membership bit produced by 1g yields outcome 1. Let

Peg = Pr[b=1:(S,H,2) & Db A" ()],
Paght = Prb=1: (S, H,z) & D,b + AH\S(2)),
Pring = Pr[Find : (S, H,z) & D, b+ AF\S(2)].
Then

| Pefe — Pright] < v/ (d+1) - Pring and ‘\/ Pett — \/Pight| < V/(d+1) - Pring. (1)

We note that when we restrict the distribution D to those that output a
fixed tuple (S, H,z) deterministically, we obtain a special case of the SC-O2H
called fized SC-O2H, which turns out to be equivalent to SC-O2H as demon-
strated in [I]. We write Pg;f’z,l:’litH’z,P%g’z for Prind, Pleft, Pright respectively
when fixing the tuple (S, H, z) output by D.

Our target is to derive an algorithm B, with oracle access specified later,
whose success probability Pycc satisfies |Peft — FPright| < C'v/Psycc for some con-
stant C' independent of d. In concrete applications, Ps,c may then be bounded
via an underlying one-wayness assumption or by some statistical terms. Since
our construction may incur additional computational overhead, we will analyze
its efficiency after presenting it.

We first illustrate the main idea through a warm-up construction based on
independent repetitions. Its analysis uses an elementary probabilistic argument,
providing an accessible starting point for readers unfamiliar with quantum am-
plitude amplification.

First Attempt: amplifying probability with repetitions. In order to elim-
inate the factor v/d + 1 in the bound l| of SC-O2H, our first attempt is to
construct a new adversary BP\S that triggers the event Find with probability
O(d) times greater than that of the original adversary A7\, With such new
adversary, the factor of the security loss during the reduction can be eliminated.
To do this, our intuition is to do repetitions and trade the running time for a
higher success probability.

This relies on our key observation that the semi-classical O2H theorem, in its
fixed form, establishes a pointwise bound for every fixed instance. For an algo-
rithm AP\5(z) with fixed (S, H, z), we can construct a new algorithm B#\5(z)
that runs ¢ := d + 1 repetitions of A \S sequentially. Then, denoting Péif&H’z as
the probability of Find in BH\9(z) with fixed (S, H, z), we have

PLs =1 (1- P [

4 We note that the equation holds for every fixed (S, H, z), but may not be meaningful
when the reduction only provides average-case guarantees on the probabilities, as
commonly encountered in cryptographic statements. Specifically, if we only know

about the expectation Pring = E [PFSi;f ’z} , the expectation of the repeated probability

will be Py = E [1 - (1- PFSi;jI’Z)t] £1-(1-E [PS;?Z] ) =1 — (1= Prina)".



We observe that for cryptographic applications, the probability Pgﬂ’z should
be substantially small, since it is usually related to the advantage of solving some
hard problems regarding one-wayness.

We also observe that for a small PFSi;fd{’z, the probability of the event Find in

BP\S admits the estimation that Péi*:éH’Z =1-(1- Pgl’f’z)t ~t- Pgl’g’z.

With such observations, our intuition is that for cryptographic applications,
we are often working with negligible PF“?;de’Z. Therefore, we may assume PFSi;g’Z
to have an upper bound % for polynomial-sized t. This then allows us to apply
the estimation PéiﬁéH’Z > Ct- PFSi;g’Z for some constant C < 1 to amplify the
probability of Find in A”\S by a factor of O(t). We suspect such a formulation
is still capable of many applications of the SC-O2H.

However, this is not the case. In fact, one-wayness is usually stated as an
average-case property, in which the advantage is defined as an expectation over
all instances in the corresponding space. Consequently, an average-case one-
wayness theorem does not guarantee the pointwise condition PFSir’g’Z < % needed
for a uniform O(t)-fold amplification on the success probability using the repeti-
tion approach. On instances with larger P,:Siﬁ’z, the repeated success probability
PéifaH’Z =1-(1- PFSi;g’Z)t saturates towards 1 quickly instead of growing in
proportion to ¢ - P,;qi;fj’z
Observations on the O2H Theorems. Nonetheless, we note that our actual
target is not to amplify the probability of Find, but to bound the distinguishing
advantage with a new algorithm.

In particular, whenever P,;gi;ﬁ’z > % = ﬁ, the upper bound 4/ (d + l)PghﬁI’Z
on the distinguishing advantage in seems unnecessarily large, as the distin-
guishing advantage has a trivial upper bound of 1 because probabilities lie in
the interval [0, 1].

Therefore, we distinguish between two cases based on the value of PFSi;f’Z for
each fixed tuple (S, H, z).

- If P,_fqi;ﬁ’z is bounded by %, then the algorithm B”\S constructed above sat-
isfies Péif(’jH’Z > Cht- PFSi;g’Z for some constant 0 < C; < 1.

— If PFSi;]Id{’z is larger than %7 then the repetition approach yields a saturated
probability satisfying the lower bound PéiféH’z > (' for some constant 0 <

Cy < 1.

From these two cases, we conclude that P,éi*:aH’Z > min {C’lt . P,;gi;g’z, 02}.

We further define C' := 1/ min {C, CQ}E Then, for ¢ = d + 1, given the trivial

upper bound |P2* — Pféﬂ’ﬂ < 1 and the upper bound |P5* — Pfg’gﬂ <

v/ (d=+1) - Pring in from the original semi-classical O2H theorem, we take the

€

5 As will be shown in the main body, the constants are C; = Cy = P;Pl and C' = %,

where e is Euler’s number.




expectation over (S, H, z) < D and obtain the new upper bound:

‘Pleft - Pright| < \/min{l, (d + ]-)PFind} < m

This successfully eliminates the factor d 4+ 1, improving the bound on the distin-
guishing advantage. The details of this approach are presented in Sect. [3]

Quantum speedup instead of repetitions. As we are working with the quan-
tum random oracle model, all adversaries presented are quantum algorithms. In
this case, the repetition approach does not provide an optimal trade-off between
advantage and running time. We naturally start to think about whether quantum
power can help with the efficiency of such algorithm.

Specifically, we consider applying the quantum amplitude amplification al-
gorithm [5] as an alternative approach to repetition. The quantum amplitude
amplification algorithm is a generalization of Grover algorithm [12] and can be
viewed as a quantum analogue of independent classical repetitions achieving a
quadratic speedup.

Let A be an algorithm with success probability p. Fixing an integer ¢t > 1, our
target is to derive an algorithm B with success probability p’ > min {Ctp, Co}
for some constants C;,Cy > 0, but running in time O(+/?) times the circuit size
of A, rather than O(t) times.

Concretely, we use a standard variant of the amplitude amplification algo-
rithm in which the number of generalized Grover iterations is sampled uniformly

at random as j & {0,1,...,m — 1}, with the hard upper bound on the iteration
count set to m = 21082 V¥l Since j < m < 2v/%, the algorithm performs O(v/%)
generalized Grover iterations in the worst case, and thus satisfies the circuit size
restriction. Using the averaging bound established in [4, Lemma 1], we obtain
the required upper bound of success probability.

This variant of the amplitude amplification algorithm is then a decent re-

placement of the repetition approach. The detail of this algorithm is presented
in Subsect. [411

Extracting = € S from quantum output. The application of the quantum
amplitude amplification algorithm [5] is restricted to unitary quantum circuits.
This is usually not a problem since a non-unitary quantum algorithm can be
purified into a unitary circuit acting on additional workspace registers, with
only a constant-factor overhead in the computational cost, provided the oracle
calls and classical control can be implemented coherently and their inverses are
available.

However, the direct applications of semi-classical O2H require one to extract
x € S from the event Find. Usually, when one can simulate H\S, this is achieved
by halting immediately when the semi-classical oracle inside H\S measures to
1, and then measuring the outcome of the register X, i.e., the input register to
H\S.

If one directly translates the algorithm A®\% and the event Find into their
unitary forms, such a way of extracting = € S is no longer feasible, since the



event Find is now detected by the measurements at the end of the circuit, where
the register X has already been changed. In this case, it is non-trivial to con-
struct an algorithm to extract € S from a quantum state where the event Find
is measured as happening. This shows that applying the amplitude amplifying
algorithm to such algorithm directly induces unnecessary difficulties to our con-
struction. It is better to trace an event that trivially leads to an extraction of
xeS.

To bypass this problem, we construct a unitary quantum oracle algorithm
that directly outputs the extracted x € S explicitly. The construction is straight-
forward. We first change the oracle H\S’s behavior of Af\S so that when the
measurement outcome of the bit indicating whether x € S (i.e., the output of
1g) is one, it immediately measures the registers X and halts with the mea-
surement outcome as the output. This yields a non-unitary implementation of
our desired algorithm. We then carefully implement its procedure in a coherent
way and obtain the unitary version of the algorithm suitable for our amplitude
amplification.

We then apply the amplitude amplification algorithm with this unitary quan-
tum oracle algorithm and obtain our AA-enhanced SC-O2H theorem. The con-
crete theorem formulation is shown in Subsect. [1.2] with the proof and a detailed
construction of its corresponding algorithm to extract € S shown in Appendix

A2

In the technical overview above, we mainly focus on SC-O2H and explain
the high-level ideas about how we obtain our AA-enhanced SC-O2H theorem. In
Sect. [5] we also extend our techniques to MRE-O2H [10] to get AA-enhanced
MRE-O2H, and explain why our technique is inapplicable to the original O2H [19].

2 Preliminaries

For a set S, we denote 1g as the indicator function of .S, which outputs 1 if z € S
and 0 otherwise. For a linear operator A, we use A to denote its adjoint (i.e.,
conjugate transpose). We denote supp(-) as the support. For a discrete distribu-
tion D over a space X, its support is defined as supp(D) = {z € X | D(z) > 0}.
For a projector P over a Hilbert space H (see Subsect. . its support is defined
as supp(P) = {ly) = P|a) | |z) € H}.

For r € R, we write [r] for the least integer greater than or equal to r, |r]
for the greatest integer less than or equal to 7, and [r] := [r+ 3] for the nearest
integer to r. We make use of the rounding error bound ||r] —r| < 1.

2.1 Mathematical Background

We use the following mathematical results in our work.

AM-GM inequality. For any set of real numbers ay,as,...,a,, we have the
AM-GM inequality (i.e., the inequality of arithmetic and geometric means):

1 n
(a1 +az+ - +an) 2 (@az - can)t". (2)

10



Jensen’s inequality. For a concave function f, non-negative weights oy, s, . . .,
summing to 1, and real numbers x1,zo,...,z, in the domain of f, we have

The inequality reverses when f is convex.
Estimation of the natural constant e. For x > 1, we have the following

inequalities:
1\” 1\* 1
(1 + ) <e and (1 — ) < = (4)
T T e

Sum of trigonometric functions [4, Lemma 1]. For any real number « and
any integer n > 0, we have the sum

= sin(2na)

Z cos((2j + Na) = ——=. (5)
7=0

2sin

Now we state the bound of probability in a repeated independent trial and
the bound of the probability in randomized Grover iterations.

Lemma 1 (Bound of Repeated Independent Trials). Let ¢t > 1 and 0 <
p < 1. Then

-1
1-(1-p)t> e -min{1, tp}.
e

Proof. We proceed by distinguishing three cases according to the value of p.
Case 1: p = 0: In this case, since 1 — (1 —p)! = tp = 0, the inequality is trivial.
Case 2: 0<p< %: In this case, we consider the function f(p) = #. We
observe that for 0 < p < 1, its derivative
' tp(l—p)" ' —1+(1—p) (A-p) '(A-—p+itp)—1
f (p) = D) = 2
p p
((t71><1fp>+<1fp+tp>)t 1
t

< =0.

p2

The inequality here is from (i.e., the AM-GM inequality). This indicates that
f(p) is a decreasing function on (0, 1). Therefore, for 0 < p < %,

1 1\'@ 1
> —|=t—tll1—=] <[([1—-]t.
2 () -1 (- -
This shows by definition of f(p) that, for 0 < p < %,

—1
1-(1-p)>"—tp.
e

11



Case 3: % < p < 1: In this case, we observe that 1 — (1 — p)! is an increasing

function on [0, 1] w.r.t. p. Therefore,

N\N® 1 —1
1—(1—p)t21—(1—) 21--=°""1
t e e
By combining the above three cases, Lemma [I] follows. a

Lemma 2 (Bound of Randomized Grover iterations). Let m > 1 be an
integer and let ¢ € [0,7/4]. If j is uniformly distributed over {0,1,...,m — 1},
then

1 4m?
E; [sinQ((Qj +1)¢)] > min {4, % sin? w} . (6)
T
The proof of Lemma 2] is provided in Appendix

2.2 Quantum Computation

We rely on the common notation as in [I§] for quantum computation. For com-
pleteness, we provide an introduction to the notations that we use.

Basic notations. Let H be a finite-dimensional complex Hilbert space, repre-
senting the state space of a quantum system. We represent the vectors in H and
its dual space with the standard bra-ket notation.

Let X be a quantum register with its state space being Hx. We use the
register’s name as subscripts for vectors and operators. Specifically, we denote
|) x and (-|y as vectors in Hx and its dual space, respectively. Another way of
describing the state of register X is using the density operator px € L(Hx).
A density operator over the Hilbert space Hx is a positive semidefinite linear
operator px: Hx — Hx satisfying Tr(p) = 1. If there are multiple registers’
names written in the subscripts, it represents vectors or operators of a multi-
register system.

For multi-register systems, the state space is the tensor product of the single-
register spaces with an implicitly fixed register order. To simplify notation, we
use subscripts to permute registers as needed, and the displayed tensor-product
order is immaterial.

For a finite nonempty set X', a register X over X means a binary quantum
register encoding the elements of X. We write |x)  for the computational basis
state encoding =z € X.

Unitary quantum operations. Unitary quantum operations are unitary op-
erators U : H — H acting on quantum states. We use subscripts to denote the
register(s) on which a quantum operation acts. When a unitary operation Ux
acts on register X, an initial state represented by a state vector |¢) y or a density
operator px evolves to U |¢) y or Upx UT, respectively.

Projective measurements. A projective measurement M is defined by the
collection of orthogonal projectors {P,,}, where P,, is a projector onto the
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eigenspace of M corresponding to the eigenvalue m. The projectors satisfy the
completeness relation ) P,, = I, where I is the identity operator. When a

quantum state |1) is measured using M, the probability of obtaining result m is

iven by p(m) = P, |¥), and the post-measurement state collapses to Pnld)
g y p(m) = (Y| Py, |1)) p p el

m)
if outcome m is observed.
We abuse the eigenvalue m itself to represent the classical output of the

measurement corresponding to P,,.

Quantum algorithms. A quantum algorithm A is described with a quantum
circuit that performs a mix of quantum and classical operations on its initial
state, and outputs a (possibly mixed) quantum state.

In our applications, the output of the quantum algorithm can be represented
alternatively as a tuple (c, |¢)), where ¢ is the classical part of the output, and
|¢) is guaranteed to be a pure state conditioned on c. Either of the two may be
absent for certain algorithms presented.

Besides, we allow the quantum algorithm A to accept input z = (21, |22) 4,) in
the form of a mix of classical input and quantum pure state input. Specifically,
when we feed the input z = (z1,[22),,) to the algorithm, we assume w.lLo.g.
that A (2) first encodes the input into a pure quantum state |z) , ®|0)y;, as the
algorithm’s initial state, where W represents the additional working register for
A©’s execution, and |z), = |21) 7, ® |22) 5, encodes the encoded input with Z;
being a fresh register for encoding the classical part z;.

We evaluate the computational cost of a quantum algorithm with its circuit
size SIZE(A), which counts the number of elementary gates performed in the
quantum circuit. We evaluate the spacial cost of a quantum algorithm with
its circuit width WIDTH(A), which counts the number of qubits used in the
quantum circuit.

Since each elementary gate acts on only a constant number of qubits, if
WIDTH(A) = w(SIZE(A)), then the number of qubits ever touched by the circuit
is O(SIZE(.A)) and the remaining qubits are not involved in the computation and
thus can simply be discarded. We therefore assume throughout the paper that
WIDTH(A) = O(1) - SIZE(A) for every quantum algorithm A without loss of
generality if not otherwise specified.

Quantum oracles. We model a quantum oracle O as a black-box quantum
operation acting on a fixed group of designated registers specified in advance,
called its query registers and denoted by R. The operation is not necessarily
unitary. A query to O applies Or to these registers while leaving all other
registers unchanged.

For a classical function F': X — ), we reuse F' to denote the quantum oracle
acting on query registers X over X and Y over ) via the transformation

|z) ly) = |z) [y ® F(z)),
where @ denotes bitwise XOR.

Quantum oracle algorithms. A quantum oracle algorithm A® is a quantum
algorithm that is given black-box access to an oracle O. It performs a mix of
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quantum and classical operations between oracle queries (and prior to the first
oracle query).

Although we treat the quantum oracle algorithm as performing a mix of
classical and quantum operations, it is widely known that one can transform
such operations into one unitary quantum circuit, with only a constant factor
computational overhead. Formally, we state this fact as the following lemma.

Lemma 3. For any quantum algorithm A®(z) that queries the oracle O at most
q times, there exists a sequence of unitary quantum operations {Ug,Uq,..., Uy}
and a projective measurement M 4, such that the normal form of the algorithm

Af::MAquoOo~-~OU10(90U0
satisfies:

1. The circuit size is SIZE(A9) = O(1) - SIZE(A®).
2. For all inputs z, the outputs of A9 () and A®(z) (in terms of mized quantum
states) are identical.

Parallel queries and query depth. In some settings, such as those consid-
ered in [IUT5/T0], a quantum oracle algorithm may make several queries to O in
parallel. Formally, O is replaced by the parallel oracle (’)%?Rzm R, » Which acts as
O on each group of query registers R;, for i € {1,2,...,n} in parallel. We call n
the query width, and the total number of invocations to the parallel oracle the
query depth d.

When writing a quantum oracle algorithm A®, we implicitly allow it to make
parallel queries and analyze it in terms of its query depth and query width. In
particular, saying that A® has query width n means that we interpret its oracle
access as access to O®",

3 Warm-up: Repetition-Enhanced O2H

3.1 Semi-classical O2H

Let us recall the semi-classical oracle and the punctured oracle, and then recall
the semi-classical (SC) O2H lemma proposed in [I].

Definition 1 (Semi-Classical Oracle and Punctured Oracle). Let 15(x)
be an indicator function for a set S C X, which outputs 1 if x € S and 0
otherwise. A semi-classical oracle Ogc for a set S is defined as follows: on input
|) y, it computes and measures 1g(x) in an auxiliary qubit |1g(z)) indicating
whether x € S or not. For an oracle H, the punctured oracle H\S is the oracle
H punctured on S, which upon an input |z)  [y)y first queries O on |z)  and
then queries H on |x) x |y)y -

Let Find denote the event that, in at least one of the queries made to H\S,
the measurement of the membership bit produced by 1g yields outcome 1. Then,
we state the semi-classical O2H theorem by [I].

14



Theorem 2 (Semi-Classical O2H [1]). Let S C X be a random set. Let

H,G : X — Y be random functions satisfying Vo ¢ S, H(x) = G(x). Let z €

{0,1}" be a random bit string. Suppose S, H, G, z are sampled from an arbitrary

joint distribution D. Let A be a quantum oracle algorithm of query depth d.
Let

Pt :=Prb=1: (S, H,G, 2) & D,b « A" (2)], (7)
Pight = Prlb=1: (S, H,G,2) & D,b+ A%(2)], (8)
Pring := Pr[Find : (S, H,G, z) & D, AH\S (2)]
= Pr[Find : (S, H,G,z) & D, A%\ (2)).
Then

| Pefe — Pright] < 24/(d+ 1) - Pring and ’\/ Pest — v/ Pright| < 2+/(d+ 1) - Pring.

Moreover, the theorem also holds with the bound \/(d 4 1) Ping for the following
alternative definitions of Fright.

Paghe :=Pr[b=1: (S, H,G,z) & D,b + AT\S(2))], (9)
Paghe := Pr[b=1A—Find : (S, H,G,z) & D,b + AT\ (2)), (10)
Paght = Pr[b=1A—Find : (S, H,G,z) & D,b + AN (2)], (11)
Paghe = Pr[b=1VFind : (S, H,G,z) & D,b + AT\S(2))], (12)
Paght = Pr[b=1VFind : (S, H,G,z) & D,b + A\S(2))], (13)

As proved in [1], Theorem [2| with Pigne defined as in @ implies its other
variations , 7. In the following, we will focus on this variant, hence-
forth referred to as the asymmetric form of Theorem [2| and denote it simply
by Theorem [2] when there is no ambiguity. Moreover, as discussed in the intro-
duction, Theorem [2] is proved via an equivalent proposition, which states that
the theorem remains true pointwise for any instance (S, H, G, z) in the support
of D. The asymmetric form of this proposition is formalized in the following
lemma.

Lemma 4 (Fixed SC-O2H [1l). Fiz S, H, z. Let the symbols be as defined in
Theorem[2 Let

PSEZ . prlp=1: b+ AT (2)),

left

Pfgf{ T=Prlb=1:b+ AT\5(2)],

P ® = Pr[Find : A%\9(2)] = Pr[Find : A"\5(2)].
Then

S,H, S,H, S,H, / pS,H, S,H,z
|‘Pleft - Prlght Z| < (d + ]‘ PFmd “ and ’ ‘Pleft - \/Prlght

< \/d+1) Pz
(14)
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Remark 1. Suppose one can implement the semi-classical oracle Ogc locally, and
the outcome of its membership measurement is exposed in the implementation.
Then for any algorithm with access to this oracle, one can do modifications to
make it output an element x € S whenever Find occurs.

Indeed, upon measuring the membership outcome 1, the modified algorithm
aborts, measures the query register X in the computational basis, and outputs
the result x. Since the membership measurement has projected X onto the sub-
space spanned by {|z) : 1g(z) = 1}, the resulting outcome satisfies z € S with
probability 1.

In semi-classical O2H, if we modify the adversary A% \% using this approach,
we then obtain an algorithm that outputs x € S with probability Pring. This
aligns with the form of a common adversary in a one-way security game.

3.2 Main Theorem from Repetition
We begin our statement with the fixed version of our main theorem.

Lemma 5 (Fixed SC-O2H, repetition-enhanced). Fiz S, H, z. Let the sym-
bols be defined as in Lemma and Theorem . Lett =d+1. Let BE'5(z) be a
quantum algorithm that operates as follows:

— Bt (z) simulates H\S with its oracles H and 1g, and runs AN (2) re-
peatedly t times.
— Brle{pls( ) outputs 1 whenever the event Find occurs in at least one round of

the simulated A™\%(2), and outputs 0 otherwise.

Let Pt* = Pr[Bits (z) = 1). Then

€ S,H,z
e—1 "L frep

<

S,H,z S,H,z € S,H,z S,H,z S,H,z
‘Pleft - Pnght | < e — IDfrep and ’ ’Pleft \/Prlght

We note that BH:19(z) is able to detect the occurrence of the event Find for
each round of the simulated A#\%(z), as it is providing A with the punctured
oracle G\S. The Find event’s occurring means that B’s measurement of an out-
put of the semi-classical oracle of function 1g returns 1. When B obtains this
measurement outcome, it can immediately abort this round of repetition and

conclude that the Find event occurs.

Proof (Lemma @ As the parameters S, H, z are all fixed, the Find events in
different rounds of repetition are independent. Therefore,
S, H S,H
F)frepzzl_(1 PFlndz)'

By Lemmal [T} we have

sH-. -1 S.H,
Pfrep : Z Tmln{l tPFlnd z}'
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Observe that Hf&H * and Pnsgﬁ * are probabilities, so

<1 (15)

S,H,z S,H,z S,H,z S,H,z
‘Ijleft Prlght | < 1 and ‘\/Pleft Prlght

With Lemma [4] this indicates that

S,H, S,H, . S,H, e S, H,
|Poi, ® — P 7l < mln{l, t-Pey Z} < — 1Pfrep z
S,H S,H, . S,H, e S, H,
and ’\/P,eft Z— P ? <m1n{1,m} < e_lpfrep :

right
This completes the proof of Lemma a

With Lemma [5, we are ready to state our theorem, the repetition-enhanced
semi-classical O2H (SC-O2H) theorem.

Theorem 3 (SC-O2H, repetition-enhanced). Let S C X be random. Let
H,G : X = Y be random functions satisfying Vo ¢ S, H(x) = G(x). Let z €
{0,1}" be a random bit string. Suppose S, H,G, z are sampled from an arbitrary
joint distribution D.

Let A be a quantum algorithm of query depth d.
Let ngls( z) be the quantum algorithm as described in Lemma
Let Pese and Pright be defined as in and , respectively, and let

Prrep = Pr[b=1: (S, H,G,2) & D,b + BL1s(2)].
Then

rep
|]D|eft - Pright| S 2“ Pfrep and ’ V Heft V rlght “ ] Pfrep (16)

Moreover, the theorem also holds with the bound /-5 - Prep for the alternative
definitions of Pright as in @7.

Proof ( Theorem@ As in the proof of Theorem 2} the theorem with Pighe defined
by @[) implies the versions with Pyigh: defined by% . Hence it suffices
to prove the theorem under the definition of Pight in 1

Under the definition in @ the probabilities P, Pnght, and Prep depend
only on the marginal distribution of (S, H, z), which we denote by D’. For each
(S, H,z) € supp(D’), let

S H, = Pr (S H',2') = (S, H, z2)].
(S',H' =) EDr
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Then

S,H,z S,H,z
‘-Pleft - Pright| = § QS H,z (-P|eft - Pright )
(S,H,z)€supp(D’)
S,H,z S,H,z
< § : QS H,z " ‘Heft - Pright
(S,H,z)€supp(D’)
Lem. e
S,H,z
< . . 1,
E : QS H,z e—1 Pfrep

(S,H,z)€supp(D’)

) € S,H,z
< \/e 1 : Z OésyH»ZPfrep

(S,H,z)€supp(D’)

e
:w)e_il'Pfrepa

where the inequality (x) follows from (i.e., Jensen’s inequality). Then we
obtain the first inequality of .
For the difference of the square roots, we have

_ S,H,z S,H,z
- Z QS.H,z " ‘Pleft - Z QS.H,z " Pright .
(S,H,z)esupp(D’) (S,H,z)esupp(D’)

’ V Reft NV Pright

We can treat the RHS as the difference between the Euclidean norms of
two vectors Vies and Viyignt, both indexed by (S, H,z) € supp(D’), whose en-

3 . S,H,z — S,H,z
tries are (Vieft)s > == \/@s,m,z - P~ and (Vight)s i,z = \/as 2 P ™

respectively. With this notation, we write

’ V Beft —V Pright

= |||Vleft|| - ||Vright||| < || Vieft — Vright ||

2
_ S,H,z S,H,z
- Z QS H,z " (\/Pleft - \/Pright >

(S,H,z)€supp(D’)

Lem. e S H
< Y. asme Py
(S,H,z)€supp(D’)
e
= 6_71 ’ Pfrep~
This completes the proof of Theorem ad

4 Amplitude-Amplification-Enhanced O2H

In this section, we state our main contribution, the Amplitude-Amplification-
enhanced Semi-Classical O2H (AA-enhanced SC-O2H) theorem. In Subsect.

18



after recalling the Grover iteration, we present an adapted amplitude amplifi-
cation algorithm to our needs. In Subsect. [I:2] we describe our AA-enhanced
SC-O2H theorem.

4.1 Amplitude amplification with randomized iteration counts

In this subsection, we present an adapted amplitude amplification algorithm
in [5] which restricts the number of times of running Grover iteration to have an
upper bound.
We first recall Grover iteration.
Let U be a unitary quantum circuit and P be an orthogonal projector. Sup-
pose ¢ = arcsin|[PU|0)|| € (0, 7). Let [¢) = U|0) be the initial state of the
_Plo) (I=P)lp)

system and let |a) = loy and |8) = W

with two reflections over the real plane spanned by |a) and |3):

Grover iteration is constructed

— A unitary operation representing the reflection about the vector |3)
R=—-P+({I—-P)=1-2P.

In other words, R reverses the phase of the component in the support of P.
— A unitary operation representing the reflection about the vector |¢):

U =2Jp)pl =1 =U(2(0)X0| — 1) U

One round of Grover iteration applies the product Q = UR of the two reflec-
tions, rotating a vector on the real plane by 2.

The following lemma states the effect of one iteration of Grover search algo-
rithm on the state of the system.

Lemma 6 (Grover iteration). Aftert rounds of Grover iteration on the initial
state |p), the final state of the system becomes

(OR)" I) = sin(2t + 1)) o) + cos((2t + 1)) |5) .

Proof. We have |p) = sin(¢)) |a) + cos(¢)) |8). On the real plane spanned by |«)
and |f8), the product Q = UR of the two reflections acts as a rotation by 2.
Hence the angle after j iterations is (25 + 1)1, which gives the claimed evolution
of the system.

We now state the concrete algorithm adapted from the amplitude amplifi-
cation algorithm in [5] as the algorithm below. This adaptation gives an upper
bound on the resulting algorithm’s circuit size and a lower bound on its suc-
cess probability analogous to that of the repetitive approach in Sect. [3] The
algorithm’s procedure is given in the proof.
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Theorem 4 (Amplitude amplification, adapted). Let U be a unitary quan-
tum circuit, let P be an orthogonal projector, and let k € N with k > 1. There
exists a randomized quantum algorithm Ay p i such that

Pr{l6) € supp(P) : (16) - Aup] = min{ 3. SH1PUIOI |

Moreover, the circuit size is
SIZE(Aup.k) = O(\/%) - (SIZE(U) + SIZE(R) + WIDTH(UV)) (17)
where R =1 — 2P.

Proof (Theorem , Let Q = UR be the operation of Grover iteration. Denote
m = [Vk]. Let the projective measurement that measures the vectors in the
support of P to 1 be

M CZ{POZI—P,Pl :P}

The algorithm proceeds as follows.

1. Run U |0). Then measure the resulting state with the projective measurement
M. If the measurement outcome is one, output (—1,|¢)) and halt, where |¢)
is the post-measurement state.

2. Otherwise, sample j uniformly from {0,1,...,m — 1} and run (Qj o U) |0).
Then measure the resulting state with M and output (j,|#)), where |¢p) is
the post-measurement state.

Let p = [|PU|0)||*; we distinguish three cases w.r.t. p.
Case 1: p = 0: In this case, the claim is immediate since Zzk |[PU |0) I* = o0.

Case 2: p > %: In this case, consider the success probability in the first step.
The projective measurement M measures U |0) to 1 with probability ||PU |0)[|* =
p> % Note that the post-measurement state of M naturally lies in supp(P) by

definition, if the measurement outcome is 1. Therefore, in this case,

Pr(|¢) € supp(P) : (4,[¢)) < Aupi] >p>

N |

Case 3: 0<p< %: In this case, we denote F} as the event that the algorithm
fails to halt in the first step and runs into the second step. We consider the
situation conditioned on the event F7.

Let ¢ = arcsin/p € (0,%). Let |¢) = U|0) be the initial state before ap-

plying Grover iteration. Let |a) = % and |8) = %. Then, Grover
iteration Q rotates the vector |p) on the real plane spanned by |«) and |3).
By Lemma [f] the resulting state after applying j rounds of Grover iteration

is

Q7 0 U 0) = sin((2j + 1)v) @) + cos((2 + 1)¥) |B) .
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Therefore, for uniformly sampled j & {0,1,...,m — 1}, the probability of
measuring the resulting state to 1 is

2
I

Ej [HP (Q7oU|0)) ] =E; [sin*((2j + 1)¥)] > min {i’ 47%2 sin? 1/)} ’

where the final inequality is from Lemma [2]
Therefore,

Pr([|¢) € supp(P) : (j,1¢)) + Aupi]
=Pr[Fi] 4 Pr[=F1]Pr||¢) € supp(P) | =F} : (4,]¢)) < Aup.i]

=p+ (1= p)E; [|P (@7 2U[0))]]

1 4m?
Zp+(1—p)min{4, :; sinzw}
2

1 4
2min{47 :; sinzw}.

By the fact that sin®+ = p and m? > k, we conclude that

Pr[|¢) € supp(P) : (7, |¢))  Aup.i] > min {i :kp} |

With all three cases above, we obtain the claimed bound on the probability
as in Theorem [

For the circuit size, recall that Q = UR = U(2|0)(0| — I)UT. The operation Ut
can be constructed from the implementation of U and uses the same amount of
basic quantum gates, while the operation (2]0)0| — I) is a reflection about |0)
that can be implemented with O(1) - WIDTH(U) basic quantum gates.

As the algorithm applies at most m — 1 Grover iterations Q, along with some
cheap classical operations, it follows the stated circuit size in .

This completes the proof of Theorem [4] a

In our applications, the algorithm is allowed to access some quantum ora-
cles. The quantum operation U and the quantum operation R = I — 2P might
be implemented with oracle invocations. We also want to apply the amplitude
amplification algorithm on such implementations of quantum operations.

It is not always possible to apply the same technique as in Theorem [4] to
extend the probabilities in the presence of quantum oracles O, as it might be
hard to implement O required in the construction of U. However, for a unitary
oracle, if it is also Hermitian (i.e., OT = O), invoking O is equivalent to invoking
O itself. Therefore, for a quantum algorithm with access to such oracle, we have
the following corollary.
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Corollary 1. Let the notation be as in Theorem [J] Let O be a unitary and
Hermitian quantum oracle. Suppose U and R = I—2P are quantum oracle circuits
whose query width is n. Let their query depths be d,, and d,., respectively. Then
the constructed Ay p i is a quantum oracle circuit with query width n and query

depth at most O (\/E) - (dy + d;). Moreover, its circuit size is

SIZE (Ayps) = O(VE) (SIZE(U) + SIZE(R) + WIDTH(U)) .

We further note that a standard oracle of a classical function F' : X —
Y that performs the transform |z)y |y)y — |2)y |y @ F(x))y is naturally a
Hermitian quantum oracle. Therefore, for an implementation with oracle access
to a standard oracle of a classical function, the above corollary holds.

4.2 Main Theorem from Amplitude Amplification

With amplitude amplification, we construct a new algorithm that achieves the
same bound as in Theorem [3]up to a constant factor, but much more efficiently.

Theorem 5 (SC-O2H enhanced with Amplitude Amplification). Let
S C X be a random set. Let H .G : X — ) be random functions satisfying
Vo ¢ S,H(z) = G(x). Let z € {0,1}" be a random bit string. Suppose S, H,G, z
are sampled from an arbitrary joint distribution D. Let A be a quantum oracle
algorithm with query depth d and query width n. Let BE:1s be the quantum
algorithm whose construction is described later in the proof (cf. Appendiz .
Let Pese and Prighte be defined as in @ and , respectively, and let

Prgs :=Pr[z° € S: (S, H,z) & D, z° « BI1s(2)].
Then

|P|eft - Pright| S 2 V 4Pfgs and ’ V Pleft -V Pright < 2 V 4Pfg57

Moreover, the theorem also holds with the bound \/4 - Prep for the alternative
definitions of Prignt as in @[)7.

Besides, BL:Ys has circuit size

SIZE(BHts) = O(Vd) - SIZE(AP\%) + O(d*/*nlog | X|),

and, firing its query width to n, queries both the H and 1g oracles with query
depth O(dV/d).

Similar to Theorem [3] Theorem [f] is derived from a lemma stating its fixed
version.

Lemma 7 (Fixed SC-O2H, AA-enhanced). Fiz S, H,z. Let the symbols be
as defined in Lemma . Denote k = d+1. Let BEs be the quantum algorithm
whose construction is described later in the proof (cf. Appendix . Let

P{:;H’Z =Pr[z° €S2« Bt (2)].
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Then

S,H,z S,H,z S,H,z S,H,z S,H,z
ujleft - Pright | < V 4Pfgs and ’\/IDleft - \/Pright

Moreover, BII:s has circuit size

SIZE(BH:ts) = O(Vd) - SIZE(AT\%) + O(d*/*nlog | X]),

< \/4135_;,’172. (18)

and, firing its query width to n, queries both the H and 1g oracles with query
depth O(dV/d).

The proof of Theorem p]from Lemmal[7]is identical to how we prove Theorem 3]
from Lemma [} so we are left with proving Lemma [7} We refer to the technical
overview in Subsect. for a high-level overview, and postpone the formal proof
of Lemma [7] to Appendix [A2]

5 Extending Other Variants of O2H

In this section, we discuss how our techniques can be applied to other variants
of the O2H theorem. First, we show our technique is applicable to the “double-
sided” variants of O2H theorems in Subsect. [5.1] By “double-sided” variants, we
refer to the variants of O2H theorems in which the adversary has oracle access
to both G and H, which include the initial DS-O2H theorem [2], the MRM-O2H
theorem [I5] and the MRE-O2H theorem [I0]. Then, we show that our technique
is inapplicable to the original O2H theorem [19] in Subsect.

5.1 Applicability to Double-Sided Variants

We show that our technique can be applied to the Measure-Rewind-Extract
(MRE) O2H theorem [I0], which is the most recent and tightest variant of the
“double-sided” variants of O2H theorems.

The MRE-O2H theorem constructs an algorithm that has access to the oracle
1g, which aligns with the requirement of our technique. We therefore state an
analogous extended version of the MRE-O2H theorem with our technique.

We first recall the Fixed MRE-O2H lemma from [10].

Lemma 8 (Fixed MRE-O2H [10]). Let z be a fized bit string and S C X
be a fized set. Let H G : X — Y be fixed functions such that H(x) = G(x) for
allz ¢ S. Let A be a quantum algorithm with query depth d and query width n.
There exists a quantum algorithm BTG 1s such that

‘}Dleft - Pright‘ S 4\/g]Dfindv
where

PEIGE —prlh=1: b A" (2)],

left

PG =Prb =1: b+ A%(2)],

right
Pfi’f’c’z =Pr[Tg NS #0:Tp + BH’G’IS(Z)]~
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Moreover, BH:G1s has a circuit size of O (1) - SIZE(A), its query depths to
H, G and 1g oracles are at most O (d) with query width n, and |Tp| < 2n.

Unlike Theorem[2] (i.e., the SC-O2H theorem [1]), the MRE-O2H theorem [10]
and its fixed-input version explicitly construct a quantum algorithm that outputs
a list T satisfying Tz NS # (). This makes our technique easier to apply.

Intuitively, we can use Lemma 3| to convert the quantum algorithm B.&1s
from Lemma [§ into its unitary form, and then apply Theorem [] in the same
manner as in the proof of Lemma [7] This yields the fixed-input version of an
extended MRE-O2H lemma with Grover search. Taking the expectation over the
distribution D then gives the theorem stated below.

Theorem 6 (MRE-O2H with Grover Search). Let S C X be random. Let
H,G : X — Y be random functions such that H(x) = G(x) for all x ¢ S.
Let z € {0,1}" be a random bit string. Suppose S, H, G,z are sampled from an
arbitrary joint distribution D. Let A be a quantum algorithm with query depth
d. There exists a quantum algorithm BH-G-1s sych that

| Peft — Pright| < 16 Prgs, (19)
where
Pt :=Prlb=1: (S, H,G,2) & D, b« AH(2))],
Pight = Prlb=1:(S,H,G,2) & D,b+ A%(2)],
Prgs :=Pr[z° € S:(S,H,z2) & D,z° « BILG1s (2)].

Moreover, BE:G1s has a circuit size of O (di) -SIZE(A), and its query depths
to H, G and 1g oracles are at most O (d%).

Since the proof of Theorem [f] follows the same structure as that of Theorem
we omit the full details here.

As for the earlier variants of DS-O2H and MRM-O2H, we note that the con-
structed adversaries in both the DS-O2H theorem and the MRM-O2H theorem
don’t have access to 1g, and applying our technique will additionally require the
resulting algorithm to query the oracle 1g.

However, as discussed in [I0], the requirement of oracle access to 1g is not
essential in the double-sided variants, as one can simulate 1g by querying H and
G. For intuition, if an algorithm can simulate H and G simultaneously, then for
the set S that H and G differ on, it can compute 1g(z) efficiently on an input
x by checking whether H(x) = G(z).

This observation shows that our technique can likewise be applied to the DS-
O2H and MRM-O2H theorems, yielding variants with tighter probability loss
while retaining the full range of applications of the original results.

Nonetheless, MRE-O2H and our extension thereof already cover every ap-
plication of MRM-O2H and provide a more efficient algorithm. Consequently,
improving the probability loss in the DS-O2H and MRM-O2H theorems offers
no practical benefit.
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5.2 Inapplicability to the Original O2H theorem

As the resulting algorithm of our technique must have access to the oracle 1g,
our technique cannot be applied directly to the original O2H theorem, whose
constructed algorithm has no access to 1g.

Nonetheless, as discussed in [I], the original O2H theorem [19] is implied by
the semi-classical O2H theorem. The implication relies on the following theorem.

Theorem 7 (Search in semi-classical oracle [1]). Let A be a quantum al-
gorithm with query depth d to a semi-classical oracle with domain X. Let S C X
and z € {0,1}" be random with an arbitrary joint distribution.

Let B be an algorithm that, on input z, picks i & {1,...,d}, runs A% until
just before the i-th query to the semi-classical oracle, measures all the input
registers of the i-th parallel query and outputs the measurement outcomes as a
list T. Then

Pr[Find : A% (2)] <4d-Pr[T NS #0: T « B(2)].

By definition, the semi-classical oracle Oac acts as the identity on its input.
So instead of querying an oracle, B can also simulate O%C locally by essentially
doing nothing to the oracle’s input. This indicates that using this theorem, one
can extract the element = € S found during queries to the semi-classical oracle,
without having to decide whether an input z is in S.

One might suspect applying our AA-based enhancement to the SC-O2H the-
orem can yield the AA-enhanced version of the original O2H theorem with the
help of Theorem [7] However, this is not the case.

Theorem [7 indeed relies on the fact that the semi-classical oracle is non-
unitary and performs measurement within the oracle. However, our AA-based
enhancement requires us to implement the semi-classical oracle coherently, with
the inverse of that coherent implementation also applied to the system in the last
half of a Grover iteration. This does not align with the requirement of Theorem 7]

In fact, replacing the coherent implementation of OZC with that of OSC in
the algorithm BI:1s of Theorem [5|is of no use for obtaining an AA-enhanced
version of the original O2H theorem, since this replacement removes the am-
plification itself. To see this, the replacement changes the projector P4 r s to
P 4.1, obtained by setting S = ) in . This projector has empty support, so
P4,m,p = 0 and the corresponding reflection becomes R =1 —2P 4 9 = I.

Let |¢) = U]0) be the state prepared before the Grover iterations in the
modified algorithm. Since U = 2|p)(¢| — I is the reflection about |¢), we have

(0R) o) = 0" I¢) = I}

Thus, every Grover iteration leaves the prepared state unchanged, and increasing
the number of iterations cannot improve the success probability.

In fact, our AA-enhanced SC-O2H theorem (Theorem 5] does not have access
to the semi-classical oracle. Instead, it can access the unitary oracle 1g directly.
This does not align with the requirement of Theorem [7]
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Remark 2. We classified the SC-O2H theorem as a checkable variant in the intro-
duction because, by definition, one can simulate the oracle H\S with the oracles
1s and H and this is also the most direct way of simulating H\S. This type of
simulation is seen in various security proofs, including the proofs of IND-CCA
security of the UL, UL U#, and U#, transformations in [10].

However, as we have discussed, one can also use Theorem [7] (i.e., the search
in the semi-classical oracle theorem) to complete the reduction without having
to simulate 1g, at the cost of introducing an extra security loss factor of O(d).
Since this approach requires essentially only oracle access to H, and implies a
security loss at the same order as the original O2H theorem, it is more natural
to treat such application of the SC-O2H theorem as a one-sided variant of the
O2H theorem.

We also note that our amplitude-amplification-based enhancement doesn’t
apply to this type of SC-O2H usage, since no oracle access to 1g is provided
after using Theorem [7]

6 Applications to Existing Security Proofs

In this section, we discuss how to replace the use of SC-O2H and MRE-O2H
in the existing security proofs with our AA-enhanced O2H theorems. We first
briefly recall how to use the O2H theorems in typical security proofs. Then, we
state the conditions under which our AA-enhanced O2H theorems can replace
the original theorems, and show a (probably incomplete) list of existing proofs
that satisfy the requirements.

Typical usage of the O2H theorems in a hybrid argument consists of the
following steps:

1. For a pair of hybrid games that differs only on the oracle used, compose the
game into one algorithm A(z) that has oracle access to either oracle O €
{H, G}, with input z containing both global inputs to the hybrid games, and
inputs prepared by the challenger in the hybrid game before the challenger’s
first query to the oracle.

2. Apply the O2H theorem to A(z) to construct an adversary Bow/(z) to find
the element in the set S, which has oracle access according to the theorem’s
variant.

3. Bound the advantage of the adversary Bow(z) via the underlying hardness
assumption(s) and/or information-theoretic arguments, possibly through a
further sequence of hybrid games. Doing so typically requires simulating the
oracle access of Bow(z), since the underlying hardness does not provide such
oracle access.

For proofs using the SC-O2H theorem and the MRE-O2H theorem and fol-
lowing such paradigm (excluding those proofs that rely on the search in the
semi-classical oracle theorem in [I]), our enhanced O2H theorems can be used
to replace their corresponding original O2H theorems in the second step directly
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without affecting the rest of the proof, if the reduction in the third step is per-
formed with a hybrid argument such that each transition between consecutive
hybrid games satisfies either of the following conditions:

— The reduction step is performed in a black-box manner. By black-box, we
mean that the reduction does not use the internal structure of Bow during
the reduction, but only manipulates its input z and the oracle access of Bow
according to the O2H theorem’s variant.

— The reduction step does not affect success probability. In this case, the hybrid
game may change the internal structure of Bow, under the restriction that
such a change must not affect its success probability.

Such conditions might seem restrictive; however, they indeed fit into a broad
class of existing proofs using the checkable variants and the double-sided variants
of O2H theorems. We provide a list of examples where the proofs satisfy the above
conditions in Table @] As we discussed above, we can apply our AA-enhanced
SC-0O2H theorem and AA-enhanced MRE-O2H theorem in these proofs instead
of the original SC-O2H theorem and MRE-O2H theorem and obtain new bounds
for the security loss. See also Table [3]in Subsect.

Table 4: A (probably incomplete) list of security proofs in which our AA-
enhanced O2H theorems can be used as a direct replacement. Here, CKS denotes
the Cash—Kiltz—Shoup security model for non-interactive key exchange (NIKE)
as defined in [6], and DS-IND denotes the ciphertext indistinguishability require-
ment of disjoint simulatability [16].

’ O2H Type ‘ Scheme ‘Primitive‘Target Security‘
U* [14, Theorem 6]
Ut |14, Th 7
HA Theorem 7 | ooy | ND-ccA
SC-O2H U#, [14, Theorem §]
Uz [14, Theorem 9
GA-HDH [8, Theorem 5| NIKE CKS
U# [10, Th 6
MRE-O2H 1O Theorem 6] | iy | jnp-cpa
Ui [10, Theorem 9]
.| KC [16, Theorem 1] KEM DS-IND
MRM-O2H
GA-HEG [8, Theorem 3]| NIKE CKS

* For the listed proofs based on MRM-O2H, we use the technique stated in [I0] to lift
them to using MRE-O2H, and then use our technique to apply amplitude-amplification-
based enhancement.
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Appendix

A  Postponed Proofs

A.1 Proofs of Lemma [2]
We distinguish between three cases w.r.t. 1.
Case 1: 1) = 0: The claim is immediate since sin®((2j + 1)) = 0.

Case 2: 0 <my < : For every 0 < j <m — 1, we have (2j + 1)y < 7. Then,
it holds that

4’(/}2 ’HL71
By [sin® (2 + D)) = —— 3 (25 +1)° (20)
j=0
CA(m?-1)
=g v
2
> % sin? 9. (21)

Here, is by the fact that sinz > %x for z € [0, g] and 1} is from the fact
that > sinz for all z > 0.

Case 3: my > 7: In this case, with , we have

H
,_.

m— m—

sin?((25 + 1) %Z 1—cos2(2j 4+ 1)) = ;—m. (22)

j=0 Jj=0

1
m

<.

Since ¢ < 7/4, concavity of the sine function gives sin(2¢) > 41 /. Therefore
4dmsin(2¢) > @ > 4. Then, yields

B (25 + 0¥)) 2 - s > 1

By combining the above three cases, Lemma [2] follows. a

A.2 Proof of Lemma

We will describe the construction of B:1s and show that it satisfies the claimed
bounds in Lemma [7] In a nutshell, our construction extends the quantum algo-
rithm AP\9(2) defined in Lemma [4| using the technique of quantum amplitude
amplification [5].

Proof (Lemma @ As AT\S(2) queries the punctured oracle H\S with query
width n, we treat it as having access to the parallel oracle (H\S)®™.

By Lemma [3] we transform A\59(z) to its normal form C \ as shown
in Fig. [I] Here, X = X7 --- X,, and Y = Y7 ---Y,, are the joint 1nput and output
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Fig.1: A quantum circuit Ci\zs representing AH\SE™ (z). Here Input, trans-
forms |0), to |0 ® z),, preparing the input z onto the register Z. Ug,Uy,...,Uq
are unitary operators. One of the qubits within W measures to the output of
AM\S(2). H\S is the punctured oracle as defined in Definition |1, represented by
a non-unitary quantum operation. p, is the density operator of A’s final state.

registers of (H\S)®", where the j-th component query applies H\S on the reg-

isters X; and Y; for each j € {1,...,n}. We note that Ci\ZS as a whole is not
unitary, since the punctured oracle H\S is not unitary.

In order to apply the amplitude amplification technique, i.e., Theorem {4 we
construct a unitary quantum oracle circuit C;{ils along with a projector P 4 p 5.

Construction of Cifz’ls. Fori e {1,2,...,d} and j € {1,2,...,n}, denote the

operation CCX as the transform on the computational basis:

Itij) |25) |2i;) ilig =0
Itij) |2j) |wi; @ as) oty =1

CX1y,x,x; \tij>Tij |$j>Xj ‘$;j>X1{j - { (23)

The circuit C%Hz’ls runs identically to Ci\zs except for the following modifi-
cations:

1. C:fz’ls introduces 2dn additional registers: foreach 1 < i < dand 1 < j < n,
it introduces a 1-qubit register T;; and a register X{j over the set X'. All the
additional registers are initialized to |0);

2. When Ci}zs queries the oracle (H\S)®™ for the i-th time, C:fz’ls instead

applies the unitary transform SiH 1 shown in Fig.

The unitary operation SiH s g implemented with queries to the unitary ora-
cles H and 1g. So all operations and oracle calls in the circuit Cif;ls are unitary.

/H]1lg . . . .
Therefore, C;”,"° is a unitary quantum circuit. We also show the concrete rep-

resentation of the circuit C£4HZ’15 in Fig.

Definition of P 4 i 5. Let the circuit C:4HZ’15 work on the Hilbert space Hyx

spanned by

x' € xdn e {0,134 }

2= {0 el o 20 b | 2S5 1400

31

Pq



SIS ) ¢ 1)y 1t0) 1, X0 xs

I Apply 1s (\mxj 0)g,, ) for 1 <j<n

2: Apply H (\:Q)Xj |Yj)yj for1<j<n

03: Apply CCX (\tij>T”_ j25) x, |0>x;j) for1<j<n

Fig.2: The unitary simulation of the i-th oracle query to H\S. Each line is
performed in parallel for 1 < j < n. The quantum operation CCX is defined

in (23)).

dn
10) xr —#

dn
0 /
I| >>T / s syt
0) - - L - -

)
0)y - H M=
Uo U q

O - —"t
‘O>W I

Fig. 3: The unitary quantum circuit C:4HZ’,13 . Here the operation Input, transforms

|0), to |0 z),, preparing the input 2 onto the register Z. Ug,Uq,...,U, are
unitary operations. SiH’ls for ¢ = 1,...,d are the unitary operations defined

in Fig.

where Z and W are collections of vectors as the computational basis of the
registers Z and W, respectively.
Let

(#(t), 57 (t)) = min {(, j) | t;; = 1}, (24)
where the minimum is taken w.r.t. the lexicographic order.
We define the projector

Pams= Y 0N, (25)
el
where

JN<i<q t; = 1A
= {x’>x, 60 [ )y |25 [0y € }

Tin () € 9

For a pure state [¢) € Hy, let Extract),y denote the event that measuring the
registers T and X’ in the computational basis yields outcomes t and x’ satisfying
t#0 and xg*(t)j*(t) € S. Then by the definition of P 4 g5, we have

Pr [Extracty] = [|Pams o) - (26)
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We also state the properties of C:f;ls and P4 g s in the following lemma.

Lemma 9. When we apply the projector P4 m,s on the output of the circuit

'H11lg
CA,z , we have

Pr [Find : AH\S(z)} =Pr [Extractm s ) = Cif;ls |O)] . (27)

A formal proof of Lemma [J]is given in Appendix

Construction of Ry g5 =1 — 2P 4 g . To implement the reflection operator
Ra,m,s, we introduce ancilla registers Cy,Cy,C, X°, i.e., temporary registers
initialized to fixed states and discarded after being disentangled from the system.
Here Cy, C1, C are 1-qubit registers, and X° is a register over X'. Cy, C1, X° are
initialized to |0) and C' is initialized to |~)c = =5 (|0)c — [1)¢).

Let measuring the output states of all the registers X', T' in the computational
basis yield outcomes t € {0, 1}d" and x' € X, respectively. There exists a
trivial classical circuit that, on input t and x’, outputs (x°,¢p) € X x {0, 1} that
satisfies: 2°. Moreover, the classical circuit is of size O(qlog|X|).

This implies a quantum circuit, denoted by CK, whose size is SIZE(CK) =
O(qlog|X]), that implements the operation

%) x/ [t) 1 |CO>CO 12%) xo

') x/ [t)p |c§ & 1>Co |2° @ 2p) o, t#0; 28)
%) xo [t) 7 [co) ¢, 17°) xo 5 otherwise,

where Cy and X° act as output registers.

With this subcircuit in place, we implement R4, i s as a unitary operation,
as shown in Fig. [4] Note that this implementation only applies a phase to the
quantum state and therefore leaves the ancilla registers Cy, Cq, C, X° unentan-
gled with the rest of the system. We may thus safely discard them afterwards.

With the construction of Cifz’ls and R =1 — 2P 4 i s and their properties,

we are ready to show our construction of the algorithm BI:1s.

Construction of BI:1s. Applying Theorem || with C:fz’ls as the unitary quan-
tum circuit U, P 4 g s as the projection P and & = d+1 yields a unitary quantum

circuit, denoted by BZ’;S, such that

. [1 4 2
P [B42710) € supp(Puasns)] 2 min{ . @+ 1) [Pmsclt o)}
2
- min {1, d+1)- HPA,H,Sc;(ij |0>H } .
(29)
Then, let the algorithm B:15(z) run as follows:

1. Run (4, |¢)) + Bi:ls to obtain the final state |¢).

z
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|¥) { N B }W)

|O>c0 — CK CK' — |O>CO

0xe 4 N B — 10) xo
1s 1s

|0>C,‘1 |0>C1

=)e D I=)e

Fig.4: The circuit of the reflection R4 g s = I — 2P 4 i s. Here the top wire
carries the registers XY ZW and the second wire the registers X'T'; together
they hold the system state [i). The bottom four wires are ancilla registers,
initialized in [0), |0) x. [0)¢, =) and discarded afterwards. The subcircuit CK
computes the unitary operation defined in .

2. Measure registers T and X’ of the final state |¢) w.r.t. the computational

basis to obtain classical outcomes t € {0,1}*" and x’ € x4,
3. If t = 0, halt immediately.
4. Otherwise, compute (i*(t),j*(t)) and return z° := ;= (¢) ;= (¢)-

With this definition of BZ1s | we write

Pf‘ZSHZ = Pr [:ﬂo €8S:z° Bivls]

. H, (26) 2
> Pr[Extractyy) : (j |0)) + B 1] B g Genesitis [Pams o)

Pr [
Pr {|¢> € supp(Pams) : (4, |6)) « By 15}

>
(212
2 fomin{n e [pansci o}

1
1
A

g . cmin {1, (d+ 1) Pgg™*}.

Now, recall and , which state two upper bounds of the distinguishing

advantage; we conclude that
<m1n{ \/(d—l—l Pf.b;fz} \/4Pffefz

‘PSHZ pSH.z

left right
and ‘\/Rfffz —~ Pfg,f{z < mln{ \/(d—i- 1 PSHZ} \/4Pffefz.

Circuit Size of BII1s. Let L be the total number of qubits used by AM\S s reg-
isters in (qu)bits. To analyze the circuit size, we first recall that, by Theorem
the circuit size of BH s ig

SIZE(BI{L) = O0(Vd +1)- (S'ZE(C’H15>+S|2E(RAHS)+WIDTH(C”“S>)-
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By the construction of C:4HZ’15 and R4 m,s, we write

O(1)SIZE(A™\S) + O(dnlog | X))
0(1) - (WIDTH(AH\S) + SIZE(AT\S) 4 O(dn log \X|)>

)
= O(1) - SIZE(A™\S) 4+ O(dnlog | X))
O(dnlog|X)|).

SIZE(C)

WlDTH(c;{IjS)

SIZE(R4,1,s)
Therefore, we conclude that
SIZE(B{'1¥) = O(Vd) - SIZE(A™¥) + O(d*/*nlog | X]).

This completes the proof of Lemma [7] O

A.3 Proof of Lemma

H,1
S
1 | 1
v : : :
¥ : 1 — 1 H 1
- L
| sF {IE
L T < <!
Xi — s C - |
Y X T X o .
j=2,...,n—1

X2 |
T

as)

[ 1]
THT

in

(a) (b) (c)

Fig. 5: The i-th query to the punctured oracle H\S and its replacement with the
unitary operation SiH 15 The operation CCX is defined as in . The registers
YijTin{j with j =2,...,n— 1 are omitted in the figure, but the same opera-
tion sequences are applied. The registers T;; and X;; for j =2,...,n —1 are all
initialized to |0).

We apply hybrid arguments to replace (H\S)®™ with S,L.H’ls defined in Fig.
and obtain our required equation.
First, we represent the algorithm A"\% with its normal form CZ\ZS. Then we

have
Pr [Find : AH\S(Z)} —Pr [Find L CHV )]

Fig. [f|(a) shows an equivalent representation of (H\S)®"’s functionality for
the i-th oracle query. This representation introduces two sets of internal registers
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T;; and Xl-’j for 1 <i<dand1<j<n, all of which are initialized to |0) and
only touched during the i-th query to the oracle.

Fixing 4, let Find; be the event that at least one of the registers T;; for
1 < j < n contains 1. Then we have

d
Pr [Find .l |0>} = Pr l\/ Find; : C/{\° |0>]

=1

—Find; : C'} \* |0)

d
:1—HPr

i=1

1—1
/\ ﬁFindi/] .

i'=1

In Fig. (b), we add a series of parallel operations CCXTinjX;j for1 <j<n.
We denote S, as the oracle interface to A of the operation in Fig. b)7 where
the registers X;Y; for 1 < j < n are the registers under A’s control, and write
So,; for the actual operation performed within the i-th query to S,.

In the first hybrid game, we replace the oracle H\S by S,. By the definition
of CCX7,; x; X1 shown in l) if T;; has been measured to 0 before applying
CCX, the corresponding operation CCXr,, x; x|, operates just as the identity.
This means that, conditioned on the fact that none of the events Find; for i’ < i
happen, the state of the system just after the i-th query to H\S is identical
between AH\S and ASe. Therefore,

i—1 i—1
Pr | =Find; : C;\° [0) | A\ —Findys | = Pr |=Find; : C5, [0) | A\ ﬁFindi/].
=1 =1

Moreover, for 1 <i < d and 1 < j < n, given that XZ(]- is initialized to |0},
when T;; has been measured to 1, the operation CCXr,; x;, ' is in fact copying
the input |x>Xj into the register X;;. Therefore, in case T;; measures to 1, with
probability one, the corresponding register X{j measures to some x € S at the
end of the circuit.

Following the definitions in the main body, let measuring the output states
of all the registers X’, T in the computational basis yield outcomes t € {0, l}d"
and x’ € X" respectively. And let (i*(t), j*(t)) denote the smallest pair of (4, ;)
in lexicographic order such that ¢;; = 1, as defined in . Then we have

d
Pr K\/ Findi> A (o0 € 5) €. 10)
=1

Now we get into the second (and also the last) hybrid game, which changes the
oracle implementation to that shown in Fig. (c) Forl1<i<dand1<j<n,
Fig. c) moves the measurement performed on registers T;; to the end of the
circuit. Or more precisely, it commutes the measurement with the corresponding
operation CCXTi]-ijgj- We write the oracle interface of Fig. (c) to A as SHls

and write its actual operation performed within the i-th query as SZH s

=Pr

d
\/ Find; : C5. |0>] .
i=1
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From the definition 1.' we see that CCXr, x; X, can be treated as a con-
trolled operation with T;; being the controlhng qublt Therefore, it commutes
with the measurement on Tj; with respect to the computational basis. Such
commutation won’t change the measurement outcome at the end of the circuit.
Therefore,

d
(\/ Findi> A (0 € 5) + 5 |0>]
i=1
d
r [(\/ Findl-) A (:E;*(t)j*(t) € S) : Cifils |0>] .
i=1

‘We note that the operation SZ-H Ls performed in Fig. c) is identical to that
defined in Fig. 2| Treating registers T' and X’ as input to the circuit, instead
of the internal states of the oracle, the resulting circuit is identical to C’H 1s,
1H 15 |O

Moreover, \/z 1 Find; indicates that the register T in C4
non-zero outcome t. Therefore, we write

) measures to a

d
. H,1
<\/ Flndi> A (x;*(t)j*(t) S S) : Ci7z s |0>]
=1
=Pr [t # O N Thu(g)jo(e) € S ) = CULT |0>]

By definition of Extract|,, we obtain the claimed and complete the proof
of Lemma [9 =
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