Role-Specific Signature Placement in TLS 1.3:
Cost Propagation and PQC Migration
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Abstract. Certificate issuance and per-connection signing impose dif-
ferent costs in TLS 1.3, and authentication cost can change depending
on how signature algorithms are assigned to Root, Intermediate, and
Leaf roles. PQC migration should therefore consider not only algorithm
performance, but also role placement, certificate structure, network con-
ditions, and server load. We evaluate all 133 role placements formed by 13
signature parameter sets while holding the algorithm composition fixed
and changing only the role order. The evaluation covers cryptographic op-
erations, certificate issuance, path validation, TLS authentication, mixed
traditional-PQC chains, network profiles, session resumption, and con-
current load. Across 286 groups containing three distinct algorithms, the
median maximum/minimum ratios are 2.085 for TLS latency, 4.310 for
Certificate body size, and 4.551 for path validation. Thus, role placement
alone can produce about a two-fold difference in TLS latency and more
than four-fold differences in certificate size and path-validation cost. Di-
rect Root—Intermediate swaps yield a median TLS ratio of 1.003, whereas
swaps involving the Leaf yield 1.775-1.788, indicating a stronger influ-
ence of Leaf placement. In eight ML-DSA-65/SLH-DSA-SHAKE-192s
placements, two candidates remain nondominated when only the Certifi-
cate message is considered, but only one remains when the Leaf signature
in CertificateVerify is included. This shows that certificate size alone may
not represent the transmission cost of the full TLS authentication path.
PQC certificate-chain design should therefore consider role-specific com-
putation and transmission costs under the intended network and load
conditions.
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1 Introduction

Advances in quantum computing may threaten the long-term security of widely
deployed RSA and elliptic-curve public-key cryptography [24]. In response, NIST
has continued the standardization of post-quantum cryptography (PQC), in-
cluding the standardization of ML-DSA and SLH-DSA and ongoing work on
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additional digital-signature algorithms [12,13,1,14]. In Korea, KpqC has also
evaluated domestic PQC candidates and supported related standardization ef-
forts [9]. These developments increase the need to evaluate the performance and
operational costs of introducing PQC into security protocols that currently rely
on public-key cryptography.

TLS 1.3 is a widely deployed security protocol for Internet communication
and provides confidentiality, integrity, and server authentication in applications
such as web services. PQC migration therefore requires evaluating its cost in op-
erational protocols such as TLS 1.3. In certificate-based server authentication,
Root, Intermediate, and Leaf roles perform different signing and verification op-
erations [2,17]. As a result, assigning the same signature algorithm to different
roles can change certificate-issuance cost, path-validation cost, transmitted au-
thentication data, and connection-time signing cost. These differences are partic-
ularly relevant to PQC signatures because key sizes, signature sizes, and signing
and verification costs vary substantially across algorithms and parameter sets.

Prior work has examined PQ X.509 certificate sizes [8,7], network-dependent
TLS costs [15,6], heterogeneous and mixed certificate chains [19,16], and role
placement for ML-DSA and SLH-DSA [3]. However, existing evaluations gener-
ally focus on selected algorithm combinations or a limited set of role placements.
This makes it difficult to isolate the cost caused by changing only the Root—
Intermediate—Leaf assignment while keeping the algorithm types and counts un-
changed. Analyses that jointly consider certificate issuance, path validation, Cer-
tificateVerify, and operational network and load conditions from a role-placement
perspective are also limited.

To address this gap, we examine the full role-placement space formed by
13 signature parameter sets while keeping the algorithm types and counts fixed
within each composition and changing only their role order. We relate placement-
dependent differences to certificate fields and cryptographic operations, and fur-
ther evaluate selected placements under mixed traditional-PQC migration, net-
work profiles, session resumption, and concurrent load. This approach separates
the effect of role reassignment from algorithm replacement and examines how
role-specific signature placement affects the operational cost of TLS 1.3.

1.1 Main Contributions

— Fixed-composition role-placement analysis. We keep the algorithm
types and counts fixed and change only their Root-Intermediate-Leaf as-
signment, separating role reassignment from algorithm replacement for con-
trolled placement-performance analysis.

— Role-specific cost propagation analysis. We link placement-dependent
costs to certificate issuance, path validation, Certificate, and CertificateV-
erify, identifying where role changes introduce computation or transmission
costs and how message scope affects placement assessment.

— Operational boundary of placement effects. We examine mixed
traditional-PQC migration, network profiles, response sizes, session re-
sumption, and concurrent load to determine when role-placement differences
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remain relevant to TLS latency and throughput. This provides evidence for
selecting placements according to deployment conditions rather than from
algorithm-level performance alone.

2 Background and Related Work

2.1 Certificate Issuance and TLS 1.3 Authentication

An X.509 certificate consists of a signed body (TBSCertificate) containing sub-
ject information and the public key, a signature-algorithm identifier, and an
issuer signature. SubjectPublicKeyInfo (SPKI) in TBSCertificate identifies the
subject public key and its algorithm, whereas the certificate signature is gener-
ated with the issuer’s private key. The subject and issuer signature algorithms
can therefore differ [2]. Figure 1 shows this issuance structure together with the
Root, Intermediate, and Leaf roles in TLS 1.3 server authentication. The Root
acts as the trust anchor, the Intermediate issues subordinate certificates, and
the Leaf is used as the server certificate. A pretrusted Root can be omitted from
the certificate chain transmitted by the server [2,17].

Certificate issuance TLS 1.3 server authentication
. A . RootCA Client Server
* (verifier) (authenticated endpoint)

— Subject Algorithm: ag

D
Subject : Root CA KD
Public Key : pkg — aED
Signature : ap (self-signed)
o @ ClientHello
Root Private key signs ( S
the Intermediate certificate E " '
: l;% i @ ServerHello + certificate chain
i i &
i i Root b
m Intermediate CA ! Certificate | |¢~ Certificate chain sent by the server -
q . . ' i i
Subject Algorithm: a; i ap g i Intermediate Leaf !
--------------- =— ifi = ifi '
Subject : Intermediate CA Used to validate E |Eml Cen‘;ncate |E‘ Certificate i
Public Key : pk; ¢, - C; - Root |1 ! i !
Signature : ap (Signed by Root)
v @® CertificateVerify
Intermediate prlva.tc key signs (signed with sk, using a;)
the Leaf certificate <
The server proves possession
of the Leaf private key sk,
$ Leaf Certificate
Subject Algorithm: a;, P @ Finished
Subject : Server -
Public Key : pk, ® Finished
Signature : a; (signed by Inter.)

Fig. 1. Three-level certificate issuance and the TLS 1.3 server-authentication path used
in the experiments.

In a certificate-based full TLS 1.3 handshake, the server sends Certificate
and CertificateVerify, and the client validates the certification path and the Leaf
signature [17]. Issuer signatures are generated during certificate issuance and
reused with the certificates, whereas the Leaf generates a new CertificateVerify
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signature for each full handshake. Upper-role signing cost therefore mainly affects
issuance, while Leaf signing directly affects new-connection latency. Upper-role
signature verification and certificate transmission remain part of the connection,
so computation and transmission costs occur at different stages depending on
the assigned role.

Session resumption uses a PSK derived from the initial connection and omits
the server Certificate and CertificateVerify, substantially reducing the influence
of role-specific certificate signing and verification costs [17]. Certificate compres-
sion instead reduces the transmitted Certificate representation while retaining
decompression, path validation, and CertificateVerify [5]. Role-placement costs
should therefore be evaluated separately for full and resumed connections while
considering both computation and authentication-data transmission.

2.2 Signature Structures and Cost Characteristics

PQC signatures can introduce larger public keys or signatures and higher signing
or verification costs than RSA or ECDSA, which may increase certificate size and
issuance or validation costs during migration. Table 1 summarizes the PQC algo-
rithms and parameter sets evaluated in this study, including NIST-standardized
algorithms, additional candidates, and KpqC selections [12,13,14,1,9]. These
schemes are based on different structures, including lattices, hashes, multivariate
systems, MPC-in-the-Head, and isogenies. The Cat. column denotes the NIST
security category. Categories 3 and 5 correspond to attack costs comparable to
exhaustive key search against AES-192 and AES-256, respectively [11].

Table 1. Signature parameter sets, underlying structures, and security categories.

Class Algorithm / parameter set Structure Cat.
NIST ML-DSA-65 [12] Module lattice 3
standard ~ SLH-DSA-SHAKE-192s [13] Hash-based 3
NIST Falcon-1024 [14,26] NTRU lattice 5
selected
MAYO-3 [1,27] Multivariate 3
QR-UOV3-q127-L3 (v228, m78) [1,28] Multivariate 3
dlj,ItST 1 SNOVA-37-8-16-4 [1,29] Multivariate 3
zigriz:toii UOV-III-pke [1,30] Multivariate 3
candidates TAEST-192s [1,31] Symmetric-key 3
MQOM2-Cat3-GF256-short-R3 [1,32] Multivariate/ MPC 3
SQIsign-Level3 [1,33] Isogeny 3
Measured SDitH-Hypercube-Cat3-GF256 [1,18,34] Code-based/MPC 3
variant
KpqC HAETAE-3 [9,35] Module lattice 3

selected  ATMer-192s [9,36] Symmetric-key 3
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Algorithm structures and parameter sets lead to different public-key sizes,
signature sizes, and KeyGen, Sign, and Verify costs. For example, ML-DSA
and Falcon use different lattice-based signature constructions, whereas SLH-
DSA uses a stateless hash-based construction [12,13,1]. Multivariate, MPC-in-
the-Head, and isogeny-based candidates exhibit different size and computation
trade-offs as well. A small public key therefore does not necessarily imply a
short signature or low computation cost, and algorithm family or standardization
status alone does not determine TLS performance. We therefore evaluate each
parameter set using its actual key and signature sizes together with measured
operation costs.

We classify certificate-chain compositions by their role assignments. A ho-
mogeneous placement uses the same parameter set for Root, Intermediate, and
Leaf, whereas a heterogeneous placement uses at least two parameter sets. A
mixed chain retains a traditional signature such as RSA or ECDSA in one or
more roles while using PQC signatures in the remaining roles. These definitions
are used throughout the role-placement and migration analyses.

2.3 Related Work and Scope of Comparison

Table 2 compares related prior work across five dimensions: chain design, prim-
itive operations, network conditions, mixed chains, and concurrency. The Chain
column covers certificate roles, hierarchy depth, or intermediate-certificate trans-
mission, while Primitive denotes standalone cryptographic operations outside
TLS. Network, Mixed, and Concurrency respectively denote network-condition
evaluation, chains combining traditional and PQC signatures, and experiments
that vary the number of simultaneous connections.

Kampanakis and Kallitsis [7] analyzed the transmission cost of PQ certificate
chains and the omission of intermediate CA certificates. Sikeridis et al. [19] eval-
uated PQ signature operation costs, certificate-chain sizes, network conditions,
and server throughput. Paul et al. [16] studied migration scenarios combining
traditional and PQ signatures, while Delgado [3] analyzed ML-DSA and SLH-
DSA costs across certificate roles and hierarchy depth. However, these studies
do not systematically isolate the cost of changing only role positions while keep-
ing the signature composition fixed. We separate algorithm-specific performance
from role-reassignment effects and link the resulting differences to certificate
fields and signing and verification operations.

Sosnowski et al. [25] analyzed PQ TLS latency and library computation under
varying delay, loss, and bandwidth conditions. Montenegro et al. [10] connected
standalone cryptographic operations with TLS and network-level costs. We com-
bine these operational dimensions with role-specific placement comparisons and
extend the evaluation to network conditions, response size, session resumption,
and concurrent load. This allows us to examine how role-specific authentication
costs are reflected in TLS latency and throughput.
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Table 2. Evaluation scope of representative prior work across chain design, primitive
operations, network conditions, mixed traditional /PQC chains, and concurrency. Chain
covers certificate-role or hierarchy-level evaluation, while Model denotes model-based
rather than directly measured network evaluation.

Study cpat® ?r'\“"‘twe Ne“’"or\‘ wixed concurfe“cy
Kampanakis & Kallitsis [7] v - Model - -
Sikeridis et al. [19] v v v - v
Paul et al. [16] v v v -
Delgado [3] v - - - -
Sosnowski et al. [25] - - v - -
Montenegro et al. [10] - v v - -
This study (13 signatures) v v v v v

v': measured; —: not separately reported.

3 Design and Analysis of Role-Placement Comparisons

3.1 Functional Qualification

Candidates U are algorithm—parameter-set pairs. Each is checked in the
Root, Intermediate, and Leaf roles through source/provider recognition, Key-
Gen/Sign/Verify with expected-failure inputs, X.509 issuance, path validation,
and TLS authentication. With role-qualified sets Qr, Qr, @, the common can-
didates are Q.1 = QrNQ;N Q1 and placements are P = Q3. All 13 candidates
qualified in every role, and certificate generation and TLS authentication were
checked for all 2,197 placements.

3.2 Comparisons within a Fixed Composition

A placement p = (ag,as,ar) assigns subject public-key algorithms to Root,
Intermediate, and Leaf. Multiset S records algorithm types and counts, and
I1(S) contains its role permutations. Two ML-DSA instances and one SLH-DSA
instance, for example, yield three placements. One-, two-, and three-algorithm
compositions form 13, 156, and 286 groups, respectively. For a median time or
body length y(p), we measure role variation within a group as follows.

maxy,err(s) y(p)
min,e 75y ¥(p)

Gy(S) = (1)

Equation (1) holds composition fixed. Each of the 286 three-algorithm
ratios uses all six permutations. Direct Root-Intermediate, Root-Leaf, and
Intermediate—Leaf swaps hold the remaining role fixed and yield 1,014 pairs per
axis, counting both swap directions once.
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3.3 Message Sizes and Operation Costs

The Intermediate certificate contains SPKI(a;) and an issuer signature sig(ag),
while the Leaf certificate contains SPKI(ar) and sig(as). The Leaf algorithm ay,
is also used for the separate CertificateVerify signature. Figure 2 shows how the
Root, Intermediate, and Leaf algorithms therefore propagate to the transmitted
Certificate and CertificateVerify fields. Changing the role assignment can affect
both certificate fields that are reused across connections and the Leaf signature
generated for each full handshake.

(a) Certificate body

Context length List length Certificate entry list
1B 3B Leaf — Intermediate

Server authentication with empty request context and entry extensions.

(b) Each certificate entry

Certificate length DER certificate Extensions length
3B SPKI + issuer signature + remaining fields 2B

Entry overhead: 5 B. Two entries: 1 +3+42 x5 =14 B.

(c) CertificateVerify body

Signature scheme Signature length Leaf signature payload
2B 2B Bevsig

Separate from Certificate. Body length: Bevsig + 4 B.

Fig. 2. Certificate and CertificateVerify fields used to derive authentication-body size
and trace role-dependent signature and public-key contributions.

Let Bserved = [DER(Cy)| 4+ [IDER(CL)|. As shown in Fig. 2(a) and (b), with
an empty request context and empty entry extensions, Certificate adds 1 B for
the context length, 3 B for the certificate-list length, and 342 B per entry for
the certificate and extension lengths [17]. For the two transmitted certificates,
the Certificate body length is defined as follows.

BCert = Bserved +1+3+ 2(3 + 2) = Bserved + 14. (2)

For a two-level hierarchy that transmits only the Leaf certificate, the corre-
sponding overhead is 9 B. Figure 2(c) shows that the separate CertificateVerify
message contains the Leaf signature payload Bcysig plus 2 B each for Signa-
tureScheme and signature length. We therefore define the authentication-body
size as Bauth,body = Bcert + Bcvsig + 4. This metric excludes the 4 B handshake
header of each message, record-layer encryption overhead, and TCP /IP headers.
Separating Certificate from CertificateVerify is important because changing the
Leaf algorithm affects both its SPKI and the per-connection signature payload.

For primitive signing and verification times S,V in ms, the role-dependent
costs are related as follows.
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Ths (P) ~ V(aR) + V(al) + S(aL) + V(aL) + g(Bserved7 BCVsig) + Tcommon- (3>

Equation (3) identifies where role-dependent costs occur rather than directly
summing measured components or fitting a regression model. Root and Interme-
diate algorithms contribute verification costs along the certification path, while
the Leaf contributes both CertificateVerify signing and verification. The function
g represents authentication-data processing and transmission, and Tommon rep-
resents the fixed key exchange and other common TLS work. TLS measurements
and the separate openssl verify process have different timing boundaries, so
their difference is not interpreted as an individual internal-operation time.

Finally, we use a size model to explain the transmitted DER certificate size
from the SPKI and issuer-signature lengths.

Bgerved = |sig(ar)| + |SPKI(ay)| + |sig(ar)| + [SPKI(ar)| + C (4)

In Eq. (4), all four coefficients are fixed to 1 and C' represents the remaining
size of the fixed certificate profile. We set C' to the mean residual over the 2,197
observations and use prediction errors to assess how well role-dependent SPKI
and issuer-signature sizes explain the measured DER size.

3.4 Variation, Alternatives, and Measurement Quality

Certificate body sizes range from 1,166 to 398,835 B, approximately 1.2-399 kB,
while timing measurements span from milliseconds to seconds. To reduce these
scale differences and compare relative role effects, we use the natural logarithm
of representative values. Marginal means over the balanced 133 placement space
are used to decompose the main effects of Root, Intermediate, and Leaf roles
and their interactions.

logyrit = Bo+ Ry + i + Ly + (RI)pi + (RL)py + (IL)i1 + €741 (5)

To make the role effects identifiable and remove arbitrary shifts caused by
the reference level, the effects for each role are constrained to sum to zero. The
explained share of each effect is computed as SSefect/ S Stotal OVer the between-
placement log variation. Other combines the two-role interactions with higher-
order interactions that are not separated explicitly and residual variation. We
also repeat the same decomposition in 13 leave-one-algorithm-out subspaces to
test whether a single algorithm with extreme size or computation cost dominates
the overall role effects. Spearman correlation is used to examine whether the
ordering of primitive Sign and Verify costs is reflected in system-level metrics
such as TLS latency and path validation.

To compare role replacement at the same security level, we use the 12 algo-
rithms assigned to NIST security category 3. Falcon provides parameter sets at
categories 1 and 5 but not category 3, so it is excluded from this comparison [14].
Starting from each homogeneous placement, one of the Root, Intermediate, or
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Leaf roles is replaced by another category-3 algorithm, producing 12 x 11 = 132
direct contrasts per role. A replacement is counted as an improvement only when
both the TLS median and Certificate body size decrease. Requiring both metrics
prevents a reduction in connection latency from being treated as an improvement
when it is obtained by increasing authentication-data size.

For broader placement comparisons, nondominance is evaluated using TLS
median, path-validation median, and Certificate body size. These metrics repre-
sent connection performance, client-side certification-path validation cost, and
transmitted certificate size, respectively. A placement g dominates p only if ¢ is
no larger than p in all three metrics and is strictly smaller in at least one. There-
fore, an increase in any of the three costs prevents a dominance relation. We do
not introduce a separate equivalence tolerance and instead compare the mea-
sured representative values directly. This applies the same rule across all place-
ments and avoids changing the nondominated set through an arbitrarily chosen
tolerance. Because small measurement differences can still affect this strict com-
parison, the resulting candidates are interpreted together with repeatability and
measurement-quality results.

Comparison groups are constructed incrementally from the standardization
and selection status reported in Table 1. The 2% placements using only the NIST-
standardized ML-DSA and SLH-DSA form the FIPS-only baseline. We then
add the KpqC-selected HAETAE and AIMer and classify the 43 placements
excluding the FIPS-only set as the FIPS/KpqC group. Placements containing
the remaining category-3 candidates form the additional-candidate group. For
the eight placements composed only of the NIST-standardized ML-DSA and
SLH-DSA, we additionally compare the nondominated set when the size metric
contains only the Certificate body and when it also includes the Leaf signature
in CertificateVerify. This isolates how the scope of authentication data included
in the metric affects placement selection.

Tail metrics such as p95 are sensitive to a small number of slow observations
and to variation across repeated measurements. We therefore assess estimation
uncertainty and repeatability in addition to representative values. Confidence
intervals that preserve the measurement hierarchy and variation across repeated
measurements are used as quality indicators, while the detailed repetition design,
bootstrap procedure, and acceptance criteria are described with the experimental
methodology.

4 Performance Evaluation and Placement Analysis

4.1 Experimental Setup and Measurement Scope

Table 3 summarizes the hardware, operating system, runtime, authentication
path, and key-exchange settings shared across all experiments. TLS time covers
the SSL_connect interval after initialization, trust-store loading, and TCP es-
tablishment, while path validation measures the entire separate openssl verify
process. In the network experiments, TTFB starts immediately before client-
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process creation and ends at first-byte reception, whereas TTLB includes re-
sponse reception, cleanup, and process termination. Because these metrics have
different measurement boundaries, only matching metrics are compared to re-
duce interpretation errors caused by incompatible timing scopes.

Table 3. Common experimental environment.

Item Setting
Scaleway EM-B220E-NVMe; AMD EPYC 7232P;

Host 8 cores/16 threads; 64 GiB DDR4 ECC
OS Ubuntu 24.04 LTS; Linux 6.8.0-88
CPU Server /client: logical CPUs 2/3 (separate physical cores);
performance governor
Runtime OpenSSL 3.3.1 [20]; libogs [21]; ogs-provider 0.12.0-dev [22];

KpqClean ver2 [23]; research signature provider

Auth. path  Pretrusted Root; Leaf and Intermediate transmitted
Key exchange X25519MLKEM768

Table 4 summarizes the complete experimental flow from functional quali-
fication to role placement, migration, network sensitivity, and load evaluation.
Functional qualification (Q) checks whether all 13 candidates operate correctly
in the Root, Intermediate, and Leaf roles, while the Primitive and Issuer exper-
iments measure basic cryptographic operations and certificate-issuance costs. F
Baseline and Role/Depth comparisons are then used to establish representative
role effects before the full-space exploration (E1 Full) evaluates all 2,197 Root—
Intermediate—Leaf placements. Placements with large variation across repeated
batches or a p95 confidence interval whose relative width exceeds the configured
quality limit are selected for additional measurements through E1 Review, El
Recheck, E2 Confirm, and E2 Extended to assess repeatability and cost-order
consistency. This separates full-space exploratory results from results supported
by additional repetitions.

The operational evaluation extends the analysis to migration, network and
session conditions, and concurrent load. M1 Migration and M2 Confirm exam-
ine mixed chains containing traditional RSA or ECDSA together with PQC
signatures to analyze the effect of where PQC is introduced. E3 Network, E3
Refine, E3 Precision, and M3 Network evaluate changes in TTLB and tail la-
tency across network and session conditions, while E4 Load measures through-
put and completion-conditional p95 as concurrency increases. These experiments
determine whether role-placement cost differences remain visible in latency and
throughput under operational conditions. Unless otherwise noted, the repeat
count in Table 4 denotes the number of measurement batches multiplied by the
number of runs per batch.
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Table 4. Campaign scope, repetitions, and counts. Repeats are batches X runs per
batch unless noted. E1 reports TLS and path-validation counts separately. E3 Precision
includes the corresponding Refine observations.

Campaign Scope / purpose Repeats Count
Qualification and Components

Q 13 candidates, role qualification Per role 13
Primitive 13 candidates, KeyGen/Sign/Verify 5 batches 1,140
Issuer 338 issuer—subject links 3 x 10 10,140
Role Placement and Depth

F Baseline 8 ML-DSA/SLH-DSA placements 3 x 50 1,200
Role/Depth 15 role/depth comparisons 3 x50 2,250
E1 Full 2,197 placements, full-space exploration 3x10 65,910
E1 Review 19 flagged placements, targeted repeat 3 x 40 2,280
E1 Recheck 6 remaining placements, second repeat 3 x40 720
E2 Confirm 34 placements, independent confirmation 3 x 40 4,080
E2 Extended 1 placement, extended repeat 6 x 40 240
Migration

M1 Migration 319 migration placements, controls included 2x5 3,190
M2 Confirm 30 migration placements, confirmation 3 x40 3,600
Network and Session Sensitivity

E3 Network 306 conditions, network /session sweep 3 x 10 9,180
E3 Refine 80 conditions, tail remeasurement 3 x 10 2,400
E3 Precision 42 conditions, tail precision 10 x 10 4,200
M3 Network 279 conditions, mixed-chain network sweep 3 x 10 8,370

Concurrency and Load
E4 Load 48 conditions, concurrency sweep 3 trials 144

Placement: one Root-Intermediate-Leaf assignment.
Condition: one placement under an operational setting.

4.2 Primitive and Certificate-Issuance Costs (Primitive, Issuer)

Table 5 compares primitive-operation costs and encoded sizes. UOV signs fastest
at 0.082 ms but has a 189,253 B SPKI. SLH-DSA has a 66 B SPKI and a 16,224 B
signature, but signing takes 1,790.573 ms. SQIsign is compact with a 112 B SPKI
and a 224 B signature, yet signing takes 907.272 ms. Small authentication data
and fast signing therefore do not necessarily occur in the same algorithm.

The certificate-issuance experiment evaluates all 13 x 13 issuer—subject
algorithm combinations for both Root-Intermediate and Intermediate—Leaf
links. Command time measures certificate generation and issuer signing through
openssl x509 -req [20], while total time additionally includes subject-key and
CSR generation, DER conversion, and related processing.

Matching the same 169 issuer—subject combinations across the two links gives
Spearman correlations of 0.9994 for command time, 0.9996 for total time, and
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Table 5. Median primitive-operation times and encoded sizes over five batches.

Operation time (ms) Encoded size (B)

Signature
KeyGen Sign Verify SPKI Signature

ATMer-192s 0.131 41.566 41.532 63 9,120
FAEST-192s 0.036 2,654.375 2,446.268 63 11,260
Falcon-1024 20.590 0.527 0.106 1,811 1,270
HAETAE-3 0.540 1.631 0.134 1,491 2,349
MAYO-3 0.177 0.445 0.191 3,005 681
ML-DSA-65 0.069 0.151 0.064 1,974 3,309
MQOM 2.172 126.977 61.281 136 7,900
QR-UOV 48.901 4.242 3.284 71913 292
SDitH-Hypercube 5.131 42.106 38.967 197 19,544
SLH-DSA-SHAKE-192s 192.031 1,790.573 1.460 66 16,224
SNOVA 0.399 1.136 0.275 4,131 376
SQIlsign-Level3 426.619 907.272 30.236 112 224
UOV-III-pkc 4.487 0.082 0.317 189,253 200

FAEST and SLH-DSA use 20 samples, all others use 100. SPKI is full DER TLV,
signature is payload length, and Falcon reports the median signature size.

1.000 for DER size. Log command-time variation is explained by the issuer, sub-
ject, and their interaction at 57.9%, 34.9%, and 7.2%, respectively, while issuer
and subject shares for total time are 48.5% and 43.5%. Even with AIMer fixed
as the issuer, changing the subject from ML-DSA to FAEST increases total time
from 155.731 to 7,722.580 ms. Subject-key and CSR processing can therefore
materially affect issuance cost in addition to the issuer algorithm. Subsequent
TLS connection experiments use certificates generated in advance.

4.3 Signature Roles and Hierarchy Depth (F Baseline, Role/Depth)

This experiment compares how Root, Intermediate, and Leaf role changes and
certificate-hierarchy depth affect TLS performance for ML-DSA and SLH-DSA.
The baseline repetition experiment (F Baseline) measures eight role combina-
tions of the two algorithms, while the Role/Depth experiment compares Leaf
changes, upper-role changes, and the presence of an Intermediate certificate.
With the upper roles fixed to ML-DSA, replacing only the ML-DSA Leaf with
SLH-DSA increases TLS latency from 2.642 to 1,793.835 ms, approximately 679-
fold, while an independent repetition shows an approximately 707-fold difference.
In contrast, the Certificate body decreases from 11,133 to 9,225 B by 17.1%, and
path-validation cost changes by only 0.3%. This shows that the approximately
1.79 s online Leaf-signing cost can dominate connection latency even when the
smaller Leaf SPKI reduces transmission size.
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Table 6. Role/depth repetitions with TLS p50 and Certificate body size.

Test Depth Signature algorithm by role TI(‘rSnSp350 B((])Bd)y
Root Intermediate Leaf

Baseline (P) 3 ML-DSA ML-DSA ML-DSA 2.640 11,133

SLH-DSA  SLH-DSA  SLH-DSA 1,798.354 33,171

Leaf (L) 3 ML-DSA ML-DSA ML-DSA 2.642 11,133

ML-DSA ML-DSA SLH-DSA  1,793.835 9,225

ML-DSA ML-DSA ML-DSA 2.637 11,133

Upper (U) 3 ML-DSA SLH-DSA ML-DSA 4.235 22,156

SLH-DSA ML-DSA ML-DSA 4.223 24,056

ML-DSA None ML-DSA 2.575 5,585

ML-DSA None SLH-DSA 1,795.149 3,677

Depth (H) 2 SLH-DSA None ML-DSA 4170 18,508

SLH-DSA None SLH-DSA 1,795.964 16,600

ML-DSA ML-DSA ML-DSA 2.644 11,133

Depth (H) 3 ML-DSA ML-DSA SLH-DSA  1,795.919 9,225

P SLH-DSA  ML-DSA  ML-DSA 4211 24,056

SLH-DSA ML-DSA SLH-DSA  1,793.627 22,148

ML-DSA: ML-DSA-65, SLH-DSA: SLH-DSA-SHAKE-192s.
Each row reports 150 TLS runs over three batches. Repeated compositions are
independent comparisons. None denotes no intermediate CA.

Replacing only the Intermediate or Root with SLH-DSA increases TLS la-
tency by approximately 1.62-fold relative to the all-ML-DSA placement. Path-
validation cost increases by 23.6% and 22.3%, respectively, while Certificate body
size increases by 99.0% and 116.1%. Because the ML-DSA Leaf still performs
the online signature, the SLH-DSA cost in the upper roles is mainly reflected
in transmission and verification of the precomputed issuer signatures. This indi-
cates that Leaf changes and upper-role changes affect TLS performance through
different cost paths.

Hierarchy depth mainly affects certificate transmission and validation costs.
Adding an Intermediate to a two-level all-ML-DSA chain increases the Certificate
body from 5,585 to 11,133 B, while TLS latency increases by only 2.65%. With
an ML-DSA Root and SLH-DSA Leaf, the body increases from 3,677 to 9,225 B
by 150.9%, while the TLS difference is only 0.04%. Thus, adding or removing an
Intermediate primarily changes transmission size and validation steps, whereas
changing the Leaf algorithm directly changes the online signing cost incurred in
each full handshake.
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4.4 Full-Space Role Effects (E1 Full)

The full-space placement experiment (E1 Full) evaluates all 2,197 placements,
including the 19 placements retained for review. Figure 3(a) shows the perfor-
mance distribution obtained by changing only the role order while keeping the
algorithm composition fixed. The maximum/minimum ratio is the largest mea-
sured value divided by the smallest value within a fixed composition and rep-
resents the performance difference caused by role placement alone. Across 286
groups containing three distinct algorithms, the median ratios are 2.085 for TLS
latency, 4.310 for Certificate body size, and 4.551 for path validation. The TLS
ratio is at least 2 in 188 groups (65.7%) and at least 10 in 93 groups (32.5%).
Across 156 groups containing two distinct algorithms, the median TLS ratio is
1.631.

(a) 286 multisets of three distinct algorithms
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(b) Role main effects on log metrics: explained variation (%)
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Fig. 3. Role effects in the exploratory exhaustive space. (a) Distribution of fixed-
composition maximum /minimum ratios. (b) Role-wise explained variation in log met-
rics.

The largest TLS difference occurs in a composition containing two ML-DSA
instances and one SLH-DSA. With the Root fixed to ML-DSA, swapping the
Intermediate and Leaf increases TLS latency from 4.214 to 1,793.330 ms, a
425.52-fold increase, while reducing the Certificate body from 22,156 to 9,225 B
by 58.4%. In contrast, the authentication-body sizes including CertificateVerify
are nearly identical at 25,469 and 25,453 B. This occurs because signature bytes
removed from the Certificate are shifted to CertificateVerify, which is generated
for each full handshake. Certificate size alone therefore does not fully represent
authentication-transmission cost.
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Across 1,014 direct role-swap pairs, the median TLS maximum /minimum
ratios are 1.003 for Root—Intermediate, 1.775 for Root-Leaf, and 1.788 for
Intermediate—Leaf. Unlike upper-role swaps, swaps involving the Leaf change
the online signing algorithm. Figure 3(b) shows that the Leaf explains the
largest share of TLS variation at 51.68%, while Root and Intermediate ac-
count for 47.30% and 47.31% of path-validation variation. For Certificate body
size, Intermediate and Leaf account for 45.09% and 39.26%, respectively. The
same role-dependent pattern appears in the primitive-operation results. The
Spearman correlation between Leaf signing cost and TLS latency is p = 0.671,
while the correlation between the summed upper-role verification cost and path
validation is p = 0.978. These role effects also remain when each algorithm is
excluded in turn.

When the algorithm in only one role is changed from a homogeneous category-
3 baseline, both TLS latency and Certificate body size decrease in 27.3% of Root
changes, 28.0% of Intermediate changes, and 11.4% of Leaf changes. Under the
three-metric nondominance rule, the remaining candidate shares are 25.0% for
FIPS-only placements, 17.9% for the KpqC-inclusive group, and 3.7% for the
additional-candidate group. Among the eight ML-DSA/SLH-DSA placements,
two remain nondominated when only the Certificate body is used as the size
metric, whereas including the Leaf signature in CertificateVerify leaves only the
all-ML-DSA placement. Thus, placement assessment depends not only on the
role and algorithm group, but also on the scope of authentication data included
in the metric.

4.5 Traditional-to-PQC Migration (M1, M2)

The migration experiment (M1 Migration) evaluates 319 placements combining
ECDSA P-256/P-384, RSA-2048/3072, ML-DSA, SLH-DSA, and MAYO to ex-
amine how TLS performance changes depending on which roles retain traditional
signatures and where PQC is introduced. The set includes 64 all-traditional
placements, 144 placements retaining traditional signatures in two roles, 108 re-
taining them in one role, and three homogeneous PQC baselines. The median
TLS latency of the all-traditional placements is 4.518 ms. Even when Root and
Intermediate remain traditional, TLS latency ranges from 2.652 to 1,798.009 ms
depending on the Leaf algorithm. Across placements grouped by PQC Leaf,
the median TLS latencies are 3.405 ms for ML-DSA, 3.533 ms for MAYO, and
1,796.423 ms for SLH-DSA. These results show that migration position alone is
insufficient to explain connection cost, and that the computational characteris-
tics of the PQC algorithm placed at the Leaf directly affect TLS latency.
When only one role retains a traditional signature, the Certificate body
size also depends on which role remains traditional. The median body sizes
are 8,004.5 B for a traditional Root, 6,239.5 B for a traditional Intermediate,
and 17,753 B for a traditional Leaf. Thus, retaining the same number of tra-
ditional signatures can produce different transmission costs depending on their
role positions. The independent confirmation experiment (M2 Confirm) selects
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30 representative placements across latency, size, issuance, validation, and role
diversity. Figure 4 compares their TLS latency and Certificate body size.

O Traditional only A Traditional-PQC mixed m PQC in all roles
A Aa a ]
1000 +
7
2100 -
e (B)
10 +
i 00 A A
) o A % A 4 a4 A Ag .
1 2 4 8 16 32
Certificate body (KiB)
A Root and Intermediate: ECDSA P-256 / Leaf: SLH-DSA-SHAKE-192s
B ML-DSA-65 in all three roles

Fig. 4. TLS latency and Certificate body size for 30 representative migration place-
ments. Red squares denote baselines using the same PQC signature in all three roles.
Both axes are logarithmic.

Starting from the all-lECDSA P-256 baseline, replacing only the Leaf with
ML-DSA increases TLS latency slightly from 2.743 to 2.968 ms, while the Cer-
tificate body grows from 892 to 2,774 B. In contrast, a mixed chain with an
SLH-DSA Leaf has a smaller 867 B Certificate body but increases TLS latency
to 1,795.855 ms (point A in Fig. 4). These results show that PQC migration
should consider not only how many roles are converted, but also which algo-
rithm is assigned to each role. In addition, any mixed chain that retains RSA
or ECDSA also retains the quantum exposure of the traditional signature and
therefore should not be treated as security-equivalent to a fully PQC certificate
chain [4,16].

4.6 Network and Session Effects (E3, M3)

The network and session experiment (E3 Network) evaluates 17 PQC place-
ments selected from the quality-passing results of the independent confirmation
experiment. The placements were chosen to represent different characteristics
in TLS p95 latency, Certificate size, certificate-issuance time, and repeated-
measurement variation. Each placement is evaluated under loopback, moder-
ate, and constrained network profiles with response bodies of 0 B, 50 KiB, and
200 KiB, comparing full and resumed connections. Because delay, loss, and band-
width vary together within each profile, the results represent the effect of the
complete network condition rather than an individual network factor.

Across the 17 placements, the median TTLB p50 values for 0 B responses are
97.48, 273.45, and 435.54 ms for full connections and 12.03, 156.24, and 310.68 ms
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for resumed connections in loopback, moderate, and constrained profiles, respec-
tively. At 200 KiB, these values increase to 97.84, 374.56, and 1,101.77 ms for full
connections and 12.38, 295.48, and 932.39 ms for resumption. Larger responses
and stronger network constraints therefore increase completion time beyond the
authentication computation itself.

(a) Response body: 0 B (b) Response body: 200 KiB

1000 - 1000 - If
[as)] - [as)] L
3 100 3 100
= =
E E
L ]
10 ¢ ‘ ‘ ot *° ‘ ‘
constrained loopback  moderate constrained

loopback _ moderate

Network profile Network profile

Root/Intermediate: ML-DSA-65

-~ ML-DSA-65 Leaf -m SLH-DSA Leaf

All roles: ML-DSA-65

o Full o Resumed

— Full -- Resumed Error bars: 95% CI

Fig. 5. TTLB under network and session conditions. (a) p50 with 0 B responses, with
Root and Intermediate fixed to ML-DSA-65 and the Leaf varied between ML-DSA-
65 and SLH-DSA-SHAKE-192s. Solid and dashed lines denote full and resumed con-
nections. (b) p95 and 95% confidence intervals for the all-ML-DSA-65 baseline with
200 KiB responses. Filled and open markers denote full and resumed connections.

Figure 5 illustrates the interaction between role-dependent authentication
cost and network conditions. With the Root and Intermediate fixed to ML-DSA
and SLH-DSA placed at the Leaf, the 0 B full-connection TTLB ranges from
1,804.033 to 2,143.070 ms, whereas resumption ranges from 12.025 to 310.654 ms.
The absolute difference remains approximately 1.8 s, but the relative contribu-
tion of authentication decreases as network delay grows. For larger responses,
some conditions also show that resumption is not faster than a full connection,
indicating that omitting authentication work does not necessarily reduce total
completion time when network and response-transfer costs dominate.

The mixed-transition network experiment (M3 Network) applies the same
network and session conditions to 14 mixed placements selected from the passing
independent migration-confirmation results using the same selection criteria. Be-
cause E3 and M3 contain different placement samples, differences between their
group medians also include algorithm-composition effects. Resumption effects
are therefore interpreted by comparing full and resumed connections within the
same placement. Actual CompressedCertificate messages were observed only for
a subset of mixed placements, and the observed cases did not show a consistently

large latency reduction [5].
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4.7 Concurrency and Load Effects (E4)

The concurrent-load experiment (E4 Load) evaluates 12 placements at concur-
rency levels of 1, 8, 32, and 128 with three trials per condition. Each trial
measures throughput and SSL_connect latency for requests completed within
a 30 s window on a single server process, while new client tasks replace com-
pleted requests to maintain the configured concurrency. Figure 6 reports the
trial medians. For the all-ML-DSA placement, throughput is 82.90, 88.13, 87.50,
and 85.23 requests/s across the four concurrency levels. Throughput therefore
changes little from concurrency 1 to 128, while completion-conditional p95 la-
tency increases from 2.64 to 1,414.98 ms, approximately 536-fold. When only the
Root is replaced with Falcon, HAETAE, or MAYO, or only the Intermediate is
replaced with Falcon or HAETAE, throughput similarly remains within about
1.03-fold of its low-concurrency level while p95 latency increases by several hun-
dred times. Thus, even with upper-role algorithm changes, higher concurrency
primarily appears as throughput saturation and rapidly increasing tail latency
among completed requests.

(b) Completion-conditional

(a) Completion throughput tail latency
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Fig. 6. Throughput and completion-conditional p95 across concurrency levels for 12
placements. Each point is the median of three trials.

For the two placements with SLH-DSA at the Leaf, regardless of whether the
upper roles use ML-DSA or SLH-DSA, all 24 trials complete only 16 requests
per 30 s, corresponding to 0.533 requests/s. Their p95 latency is approximately
1.80 s at concurrency 1 and increases to about 27.7 s at concurrency 128. Because
these p95 values summarize only requests completed within the measurement
window, they should not be interpreted as the latency distribution of all sub-
mitted requests. These results show that role-specific signing costs can appear
as per-connection latency at low concurrency and develop into throughput sat-
uration and substantially larger completion-conditional tail latency under high
concurrency.
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4.8 Repeatability and Measurement Limits

Table 7 summarizes p50 consistency and p95 precision across the repeated mea-
surements. The independent Role/Depth, E2 Confirm, and M2 Confirm ex-
periments preserve the main role-placement effects. The lower-role change in
Role/Depth shows a 423.62-fold TLS difference, close to the 425.52-fold differ-
ence in E1 Full, while E2 Confirm and M2 Confirm also show high consistency
with their corresponding earlier experiments. These results indicate that relative
cost relationships across role placements remain stable across repeated measure-
ments.

Table 7. Repeatability of matching placements and p95 precision under a 50% relative-
width limit. Matching-placement rows compare independent repetitions of the same
placement, while the lower block reports conditions exceeding the p95 precision limit.

Check Scope Result

Matching-placement TLS p50

E2 / E1 34 placements Median 0.9997, range 0.9099-1.0582, p = 0.995
M2 / M1 30 placements Median 0.9998, range 0.9867—1.0083, p = 0.992

Relative p95 Interval Width
E2 Extended  All-SQIsign-Level3 55.43% — 34.89%

E3 Refine 80 conditions 42 exceed the limit
E3 Precision 42 conditions 39 exceed, 37 constrained-profile conditions
M3 Network 279 conditions 75 exceed, 58 constrained-profile conditions

p: Spearman correlation.

In contrast, E1 Review/Recheck, E3 Refine/Precision, and M3 Network re-
tain wide p95 confidence intervals in some conditions, particularly under con-
strained networks. This shows that large role-placement cost differences remain
visible across repetitions, whereas tail-latency stability is more sensitive to net-
work conditions.

4.9 Operational Placement Criteria

Table 8 summarizes placement criteria derived from the preceding experiments.
Security categories and roles that may retain traditional signatures should first
be fixed. When certificate-list size is the main constraint, Bcery should be consid-
ered, whereas Bauth,body i more appropriate when CertificateVerify is also rele-
vant. Latency-sensitive deployments should prioritize Leaf signing cost, while cer-
tificate transmission and path-validation constraints require attention to Inter-
mediate and Root signature sizes and verification costs. As network constraints,
response size, or concurrency increase, transmission cost, throughput, and tail
latency become more important. Appropriate role placement should therefore be
selected according to the target deployment conditions.
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Table 8. Key operational checks for role-specific signature placement.

Condition Key check

Full Leaf signing, upper-role verification, TLS p50/p95
Auth. SPKIs, issuer signatures, Leaf CertificateVerify
Depth Transmission savings versus Leaf signing cost

Migration Traditional roles retained, PQC-affected operations
Resume Full/resumed TTLB, omitted authentication work
Net./resp. Response size, network profile, TTLB

Load Throughput, completion p95, unfinished requests

Full: full connection, Auth.: authentication,
Net./resp.: network /response, Load: concurrency/load.

5 Conclusion

This study isolates role-placement costs in TLS 1.3 certificate chains by fixing
the signature algorithms and their counts while changing only the Root, Inter-
mediate, and Leaf assignments. Across all 2,197 placements, the same algorithm
composition can produce substantially different TLS latency, Certificate size,
and path-validation cost depending on role order, with Leaf changes having the
strongest effect on connection latency. In one representative case, moving SLH-
DSA to the Leaf reduces the Certificate body by 58.4% but increases TLS latency
by 425.52-fold. These results show that PQC certificate-chain performance can-
not be evaluated from standalone algorithm performance or certificate size alone,
and that role placement should be treated as a primary design factor.

Placement effects also vary with operational conditions. Session resumption
reduces the influence of online Leaf signing, while stronger network constraints
and larger responses increase the contribution of transmission cost. Under high
concurrency, throughput saturation and increased tail latency become more im-
portant. Latency-sensitive deployments should therefore prioritize Leaf signing
cost, whereas environments constrained by certificate transmission or path val-
idation should place greater emphasis on upper-role signature sizes and verifi-
cation costs. PQC role placement can thus be viewed as a design problem that
balances latency, validation, transmission, and throughput costs under the re-
quired security and migration conditions.

The evaluation is limited to a fixed OpenSSL-based implementation, hard-
ware platform, and certificate profile, and some constrained-network conditions
show wide p95 confidence intervals. The concurrent-load results are also limited
to a single server core. Future work should evaluate the reproducibility of these
role-placement effects across different TLS and PQC implementations, hardware
platforms, multi-core servers, and certificate structures. It should also extend the
analysis toward deployment-aware placement policies that incorporate resump-
tion rate, network conditions, response size, and concurrency.
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