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Abstract. Migration to post-quantum cryptography requires knowing
not only which cryptographic libraries are present on a system, but which
algorithms are actually executed at runtime. Static binary analysis an-
swers the former question; the latter requires dynamic observation. We
present a runtime cryptographic discovery system for Linux, built on
eBPF user-space probes, that detects classical and post-quantum opera-
tions as they execute. Because key generation and encapsulation consume
fresh randomness, the system treats randomness observations as tempo-
ral anchors and correlates them with the cryptographic calls that follow
in the same process, producing a stream of confidence-scored events for a
runtime cryptographic inventory. An ablation over three detection con-
figurations shows that randomness alone is not a sound detector, while
API detection reaches perfect precision and recall on classical and ML-
KEM workloads with no false positives on random-only negatives, and
the randomness anchor raises the confidence of those detections without
adding any. A single probe set also covers native post-quantum support
in current OpenSSL releases. Median detection latency is 28µs (P99
48µs), largely insensitive to a four-round tuning sweep, with overhead of
14–18% on a key-generation-bound workload, full detection under sus-
tained and concurrent load, and stable behavior over a one-hour run.
A case study across nine application cases drawn from or paired with
the QED datasets shows where static and runtime views agree and how
probe coverage determines what runtime discovery can observe.

Keywords: Post-quantum cryptography · eBPF · Runtime detection ·
Randomness · Cryptographic bill of materials · Dynamic analysis.

1 Introduction

Standardization of post-quantum cryptography (PQC), including ML-KEM
(FIPS 203) [26] and ML-DSA (FIPS 204) [25], has turned cryptographic
migration into an operational problem: organizations must inventory where
quantum-vulnerable primitives such as RSA and ECDH are used, and verify
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where PQC has actually been adopted [13, 23, 28]. The emerging notion of
a cryptographic bill of materials (CBOM) [30] formalizes this inventory in a
machine-readable form that can be carried with a software bill of materials.
Such an inventory identifies cryptographic algorithms and parameters, but it
does not establish which of them are actually executed at runtime.

Cryptographic-inventory approaches for migration are predominantly static.
QED (Quantum-vulnerable Executable Detection) [35] analyzes software exe-
cutables and their dependencies to flag quantum-vulnerable cryptography before
deployment. Static analysis is fast and requires no execution, but it primarily
establishes presence: a binary may link a cryptographic library without invoking
the relevant primitive in a given run. Conversely, cryptography reached through
dynamic loading or indirect calls may escape scanners that rely on static de-
pendency or import information. Which algorithm actually executes, when it
executes, and how often are therefore runtime properties.

This paper studies dynamic discovery: identifying cryptographic operations
as they execute, in real time and with low overhead. We use randomness as a
temporal anchor because several operations evaluated in this work, including key
generation, KEM encapsulation, randomized signing, and TLS handshakes, draw
fresh randomness through a relatively small set of system or library RNG inter-
faces. When an RNG event is observed, the monitor opens a short per-process
window and correlates subsequent cryptographic API events with that obser-
vation. The cryptographic API event remains the primary detection signal; the
randomness observation adds temporal context and raises the event’s confidence.
Randomness alone is insufficient as a detector because non-cryptographic activ-
ity such as UUID generation and process start-up can use the same randomness
sources.

Our system is implemented with eBPF [5] user-space probes (uprobes) on
OpenSSL 3 and liboqs [40], a kernel ring buffer, and a user-space daemon that
emits JSON events suitable for CBOM construction. The contributions are:

1. Randomness-anchored detection model. We evaluate three runtime
views: randomness activity (Drandom), cryptographic API invocation (Dapi),
and API events annotated with a recent randomness observation (Dcorr).
The ablation shows why randomness alone is insufficient and quantifies the
temporal context added by correlation without changing the API detector’s
decisions.

2. PQC visibility before and after native OpenSSL support. When
the evaluated OpenSSL version lacks native PQC support, we detect ML-
KEM-512/768/1024 and ML-DSA-65 through liboqs uprobes. The generic
OpenSSL EVP probe paths also observe OpenSSL 3.5 native ML-KEM and
ML-DSA operations, and we validate this coverage on live TLS 1.3 hand-
shakes using a PQC hybrid group.

3. Performance characterization. A four-round tuning study of the poll
interval and output format shows a 28µs median detection latency (P99
48µs), with the observed tuning effect confined to the tail on our host. We
additionally measure throughput, scalability, and one-hour behavior.
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4. Static-vs-runtime case study. We compare static dependency evidence
with runtime observations across nine application cases drawn from or paired
with the QED datasets, spanning network tools, TPM2 tools, and a synthetic
RSA workload. The case study also shows how a sign/verify-only workload
depends on the probe manifest.

The rest of the paper is organized as follows. Section 2 surveys related work
on cryptographic inventory and eBPF-based observability. Section 3 presents the
three detection configurations and the randomness-anchoring model. Section 4
evaluates detection correctness, post-quantum coverage, performance, and the
static-vs-runtime case study. Section 5 discusses the results and concludes.

2 Background and Related Work

2.1 Cryptographic Inventory for Post-Quantum Migration

Policy. Migration guidance from governments and industry places a crypto-
graphic inventory at the start of the process. OMB Memorandum M-23-02 directs
US federal agencies to inventory quantum-vulnerable cryptography [28], the joint
CISA/NSA/NIST quantum-readiness factsheet names the same first step [3],
and Joseph et al. describe organizational migration as an inventory-driven pro-
gram [13]. In Korea, PQC standardization, migration policy, and crypto-agility
are likewise under active discussion [46, 32].

Tooling. The NCCoE migration project [27] evaluates cryptographic-discovery
tools for migration planning. Näther et al. [24] identify the lack of a concrete
cryptographic inventory as a migration challenge, while Ott et al. [29] frame
cryptographic agility as a broader research problem. CycloneDX CBOM [30]
provides a schema for representing cryptographic assets, and tools such as IBM’s
CBOMkit [11] can populate an inventory from source code and software arti-
facts. These static methods describe cryptographic assets present in source code,
binaries, or dependencies, but they do not establish which operations execute in
a particular run. Our runtime inventory complements them by recording cryp-
tographic operations observed during execution.

2.2 Static Identification of Cryptography in Software

QED. QED [35] analyzes executables in three static phases, moving from file-
level dependencies to API-level dependencies and then to static traces that
reach quantum-vulnerable APIs. Its evaluation includes a synthetic dataset built
from two OpenSSL versions, MbedTLS, and wolfSSL, together with a real-world
dataset containing Coreutils, UnixBench, network utilities, and tpm2-tools. We
use QED’s datasets as the basis for the static-vs-runtime case study in Sect. 4.5.
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Primitive identification. A longer line of work identifies cryptographic
primitives inside binary code without relying on symbols: Lestringant et al.
match data-flow graph signatures [17], and Meijer et al. extend the idea to
proprietary primitives [22]. At source level, CrySL [14] specifies and checks
correct cryptographic-API usage, while CryptoGuard [34] statically detects
cryptographic API misuse in Java programs. Static analysis can establish that
cryptographic code or dependencies are present without executing the program,
but presence does not show whether a primitive runs in a particular execu-
tion. Approaches that rely on import or dependency metadata may also miss
cryptography reached through runtime loading or other indirect mechanisms.

2.3 Dynamic Identification of Cryptography

Dynamic identification observes a program as it runs. Gröbert et al. recover
primitives from Pin-instrumented execution traces [8]; Aligot [2] and Crypto-
Hunt [45] identify obfuscated implementations by matching loop input–output
relations and bit-precise symbolic loop mappings; K-Hunt [18] pinpoints key ma-
terial in traces; and Dispatcher [1] and ReFormat [44] locate decryption routines
by the ratio of arithmetic and bitwise instructions. These systems are designed
for targeted binary analysis rather than continuous inventory monitoring. They
rely on dynamic binary instrumentation, emulation, execution traces, or sym-
bolic analysis, giving them a different operating model from a monitor intended
to remain active on production hosts. Our setting instead assumes that:

– the monitored cryptographic libraries and exported interfaces are known;
– the monitor runs continuously on production hosts; and
– each event should identify the cryptographic operation and, when the algo-

rithm name can be resolved, its post-quantum status.

These assumptions motivate symbol-level uprobes rather than whole-program
instruction tracing; Sect. 3 presents the design and Sect. 4.4 measures its runtime
cost.

2.4 eBPF-Based Observability

Mechanism. eBPF runs verified programs inside the Linux kernel [6, 43],
attached to kernel or user-space instrumentation points, with data exported
through ring buffers [5, 19]. A uprobe [4] patches a breakpoint at a user-space
symbol; on each call the attached program executes in kernel context, and a
uretprobe does the same on return. Uprobes can be attached to running pro-
grams without modifying or recompiling the target, allowing selected user-space
function calls to be observed without whole-program instrumentation.

TLS capture tools. Uprobes on OpenSSL are already used to capture
TLS plaintext for debugging and traffic inspection, in the sslsniff tool of
bcc [12], eCapture [7], and Pixie [33]. Those tools instrument TLS I/O paths



Randomness-Anchored Runtime Crypto Discovery 5

to recover plaintext or session-key material; our monitor instead instruments
cryptographic-operation paths and records event metadata such as the opera-
tion type, timestamp, process identifier, symbol, and resolved algorithm name
without copying TLS payloads or key material.

Privileges and scope. The reach of eBPF also carries risk: He et al. show how
eBPF privileges can be abused across containers [9], which is why Sect. 5 assumes
a trusted observer with the privileges required to load the monitor. Prior Ko-
rean work has applied eBPF to packet payload inspection and container-attack
detection [47, 37]. A July 2026 IETF Internet-Draft on cryptographic asset dis-
covery lists eBPF-based system-call auditing as one process-identification tech-
nique [21]. That guidance discusses eBPF at the process-identification level; our
work instead evaluates algorithm-level user-space probes, randomness correla-
tion, and post-quantum classification.

2.5 Randomness as a Signal

Prior uses. Randomness and key material are closely linked, and prior work
has used the link in both directions. Prior work has used properties of random-
ness to locate or diagnose cryptographic key material. Shamir and van Someren
locate stored keys using the high entropy of their bytes [36], while K-Hunt tracks
random-number-generator outputs into the cryptographic routines that consume
them to identify key material [18]. Heninger et al. show a related failure mode
in which insufficient entropy during boot leads to widespread weak keys [10].

Randomness as an event. We use randomness in a different form, as an
event : the moment a process asks the system or library generator for bytes [16,
20]. Key generation for RSA, elliptic-curve schemes, and ML-KEM all consume
randomness, but they do not all take the same route to it:

– in the OpenSSL 3 path observed here, key generation reaches the private
generator through RAND_priv_bytes or RAND_priv_bytes_ex, rather than
the public path behind RAND_bytes;

– in the liboqs build evaluated here, randomness reaches OpenSSL through
RAND_bytes;

– an application may bypass both and ask the kernel directly.

In the implementations evaluated here, these RNG entry points are fewer than
the algorithm-specific cryptographic interfaces. We therefore use RNG activity
as a temporal anchor, not as an independent classifier of cryptographic execu-
tion. Sect. 3.4 explains why the relevant RNG path and probe position must
be established for each library. Table 1 summarizes the scope of the approaches
discussed above.
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Table 1. Comparison with related approaches.

Approach Executes Invocation Overhead PQC Metadata

Static binary [17, 22, 35] no no none QED only n/a
Source scan [11, 14, 34] no no none partial n/a
DBI dynamic [8, 18, 45] yes yes high no no
eBPF TLS capture [7, 12, 33] yes TLS I/O low no no

This work yes yes low (≤18 %) yes yes

Executes: the target runs during analysis. Invocation: the approach observes that a primitive
actually executes. Overhead: cost imposed on the target while it runs; for this work, the
key-generation-bound worst case of Table 4. PQC : tells quantum-vulnerable from post-quantum
algorithms. Metadata: no payload or key material is copied.

Application (OpenSSL 1.1/3 / liboqs / TPM2-TSS)

↓ uprobe / uretprobe

eBPF program: filter, timestamp, name + randomness correlation
↓ ring buffer

crypto-monitor daemon: JSON serialization
↓

JSON events → Runtime cryptographic inventory

Fig. 1. System architecture.

3 Detection Model and Design

3.1 Architecture

Figure 1 shows the pipeline. Uprobes attach to cryptographic and RNG symbols
in libcrypto (OpenSSL 3 and 1.1), liboqs, and libtss2-esys (TPM 2.0).
The eBPF program filters events in kernel space, timestamps them, resolves
the algorithm name, correlates each cryptographic event with the most recent
randomness observation of the same process, assigns its confidence, and pushes
fixed-size records into a ring buffer. The user-space daemon (crypto-monitor)
polls the buffer and emits each record as a JSON event.

3.2 Event Model and Hooked Symbols

Each event carries a type, either a cryptographic operation or a randomness
observation, together with the process id, a timestamp, the symbol that fired
and, where it can be resolved, the algorithm name. The name enters at the
constructor that receives the algorithm string and then follows the objects built
from it, as described at the end of this subsection. Table 2 lists the symbols
behind each role.

The monitor covers OpenSSL signing and verification through EVP_PKEY_sign,
EVP_PKEY_verify, EVP_DigestSignInit, and EVP_DigestVerifyInit, to-
gether with the extended _ex initialization interfaces used by OpenSSL 3
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Table 2. Instrumented libraries and representative symbols. “(uretprobe)”: the event
is emitted when the call returns.

Library Symbols (excerpt) Coverage

libcrypto (OpenSSL 3) EVP_PKEY_CTX_new_from_name, RSA, EC, X25519
EVP_PKEY_keygen (uretprobe), ML-KEM, ML-DSA
EVP_PKEY_encapsulate, (OpenSSL 3.5)
EVP_PKEY_decapsulate,
EVP_PKEY_sign/verify, sign/verify,
EVP_DigestSign/VerifyInit(_ex), cert. verification
EVP_PKEY_generate/fromdata, name propagation
EVP_PKEY_CTX_new(_from_pkey),
EVP_PKEY_CTX_free,
RAND_bytes, RAND_bytes_ex, RNG anchor
RAND_priv_bytes(_ex)

liboqs OQS_KEM_new, ML-KEM-512/768/1024
OQS_KEM_keypair (uretprobe),
OQS_KEM_encaps/decaps
OQS_SIG_new, ML-DSA-65
OQS_SIG_keypair (uretprobe),
OQS_SIG_sign/verify

libtss2-esys Esys_CreatePrimary TPM 2.0
Esys_GetRandom TPM RNG anchor

kernel getrandom(2) tracepoint syscall RNG anchor

applications and libssl. These probes also observe certificate-verification
operations reached through the EVP layer during TLS handshakes. For li-
boqs, OQS_SIG_new, key-pair generation, signing, and verification cover the
ML-DSA path, with the constructor providing the algorithm name as in
ML-KEM. Sect. 4.3 evaluates these paths using ML-DSA-65 through both
liboqs and the OpenSSL 3.5 native provider, as well as a TLS 1.3 handshake
using X25519MLKEM768 and a classical X25519 control. The TLS workload
requires no TLS-specific cryptographic probe because its operations reach
the EVP interfaces listed above. OpenSSL 3.5 supports native ML-DSA mes-
sage signing through the message-signing EVP interface and also permits
EVP_DigestSignInit_ex and EVP_DigestVerifyInit_ex as compatibility
paths when no external digest is selected; the probe set includes the lat-
ter interfaces to cover the command-line and libssl paths exercised in our
experiments.

Name attribution follows the object that carries the name. A con-
text constructed from an algorithm string (EVP_PKEY_CTX_new_from_name,
OQS_KEM_new, OQS_SIG_new) is recorded with that name; The probe stores
the name pointer at function entry and reads the string when the constructor
returns, avoiding reliance on the user-space page being resident at the entry
probe. A key produced through such a context, by key or parameter generation
(EVP_PKEY_generate) or by import (EVP_PKEY_fromdata and the raw-key
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constructors), inherits the context’s name, and a context later built from that
key (EVP_PKEY_CTX_new_from_pkey, EVP_PKEY_CTX_new) inherits it in turn.
This is how encapsulation, decapsulation, signing, and verification contexts,
which the API requires to be created from a key rather than from a name,
obtain their names. Name propagation is necessary because encapsulation,
decapsulation, signing, and verification contexts are often created from keys
rather than directly from algorithm names. The monitor therefore propagates
the name from a context to a generated or imported key and then from that
key to later contexts. It also removes the mapping when a context is freed so
that a reused address cannot inherit a stale algorithm name. Freed contexts
are forgotten, so a reused address cannot hand a stale name to a new object,
and an event whose name cannot be resolved is reported with family unknown
rather than classical. Hybrid group names can embed the PQC identifier after
a classical component, as in X25519MLKEM768. The classifier therefore searches
the full algorithm name for the MLKEM and MLDSA tokens instead of relying only
on a prefix match.

3.3 Detection Configurations

We compare three detection configurations in Sect. 4.2:

– Drandom: a process is flagged when randomness is observed through any
monitored RNG interface.

– Dapi: a process is flagged when it invokes a monitored cryptographic opera-
tion. This is the primary detection signal.

– Dcorr: each Dapi event is annotated with the most recent preceding RNG
observation from the same process. If the gap ∆t falls within the correlation
window, the event is marked as anchored and its confidence score is increased.
Dcorr does not create detections beyond those produced by Dapi; it adds
temporal context to an existing cryptographic event.

The correlation window is one second. For each cryptographic event, the mon-
itor looks up the most recent randomness observation from the same process; if
it occurred within the preceding 1 s, the event is marked as anchored and records
both ∆t and the number of random bytes observed. Correlation is maintained
per process rather than per thread, allowing a draw in one thread to anchor
a cryptographic call in another thread of the same process. A two-thread test
confirms this behavior: a verification operation in a worker thread is associated
with a draw made by the main thread approximately 200 ms earlier. Because
process-level correlation can also associate independent activity from different
threads, an anchor represents temporal proximity rather than proof that the
cryptographic operation consumed the observed randomness. The one-second
window is a conservative implementation choice rather than a tuned threshold.
In the workloads reported in Sects. 4.2 and 4.5, all anchored events have ∆t below
40 ms, so the evaluated data do not distinguish among thresholds between 40 ms
and 1 s. For operations that consume randomness, such as key generation, en-
capsulation, and randomized signing, the anchor can correspond to a draw used
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Algorithm 1 Emitting a cryptographic event in the eBPF program.
State: Last [p], the time and size of the most recent draw by process p; CtxName,
KeyName, the names bound to contexts and keys (Sect. 3.2); window W = 1 s.

1: procedure OnRandomness(p, b) ▷ any hooked generator
2: Last [p]← (now , b)
3: end procedure

4: procedure OnCrypto(op, c, k) ▷ context c, key k; on return for key generation
5: e.op ← op; e.τ ← now
6: e.name ← CtxName[c], else KeyName[k], else ⊥
7: if Last [p] exists and e.τ − Last [p].τ ≤W then
8: e.anchored ← true; e.∆t← e.τ − Last [p].τ ; e.bytes ← Last [p].b
9: end if

10: e.family ← Classify(e.name) if e.name ̸= ⊥, else unknown
11: if e.name = ⊥ then e.conf ← 0.5
12: else if e.anchored then e.conf ← 1.0
13: else e.conf ← 0.9
14: end if
15: submit e to the ring buffer
16: end procedure

by the operation; for decapsulation and verification, it only places the event near
recent randomness activity in the same process. Confidence is represented by a
three-level heuristic score rather than a calibrated probability. An event whose
algorithm name cannot be resolved receives 0.5, a named event receives 0.9, and
a named event with a randomness anchor receives 1.0. An anchored event with-
out a resolved name remains at 0.5 while retaining its anchor metadata, keeping
name attribution and randomness correlation as separate signals. Algorithm 1
summarizes how the eBPF program builds each cryptographic event.

Because Dcorr annotates events already produced by Dapi rather than intro-
ducing a separate process-level decision rule, its precision and recall are identical
to those of Dapi by construction. We therefore evaluate the contribution of cor-
relation using per-event anchor rate, ∆t, and the heuristic confidence score.

Randomness alone is not sufficient evidence of a cryptographic operation, so
Drandom is used only as a contextual signal. Dapi provides the primary detection
signal, while Dcorr annotates those detections with recent randomness without
creating additional detections.

3.4 Where the Anchor Has to Be Read

Anchoring requires the relevant randomness observation to occur before the cryp-
tographic event is emitted. This is not guaranteed when a probe is placed at
function entry. For example, OpenSSL 3 draws RSA key-generation randomness
from its private RNG path during the key-generation call itself, so an entry
probe records the operation before the corresponding draw has been observed.
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We therefore monitor the private RNG interfaces in addition to the public ones
and emit key-generation events on function return. The same principle is ap-
plied to key-generation paths whose randomness is consumed internally before
the call returns. Consequently, both the RNG entry point and the probe posi-
tion are implementation-dependent properties that must be established for each
monitored library. Sect. 4.2 evaluates the resulting correlation behavior.

3.5 Implementation

The kernel-side program and the user-space daemon are built with libbpf [19]
against a Linux 6.x kernel with BTF, and target the OpenSSL 3 [41], liboqs [40],
and TPM2-TSS [42] interfaces described above. The daemon resolves sym-
bols in the target shared libraries and attaches the corresponding probes. For
libcrypto, it attempts attachment to both the OpenSSL 3 and OpenSSL 1.1
libraries so that applications linked against either version can be observed; sym-
bols unavailable in a particular version are skipped. An optional process-name
filter is used in the real-world case study to suppress events from unrelated
processes. Events are serialized as JSON in either the standard or compact
output format, and Sect. 4.4 evaluates the output format together with the
polling configuration. The WSL2 experiments run the monitor inside a privi-
leged Docker container. The accompanying repository contains the prototype,
workloads, measurement scripts, and summary logs used for the experiments
reported in this paper.1

4 Evaluation

4.1 Experimental Setup

Experiments ran on an AMD Ryzen 7 9800X3D under a BTF-enabled Linux 6.6
kernel (WSL2), with the monitor in a privileged container.2 Workloads cover
four groups:

– Classical: key generation for RSA, EC, and X25519.
– Post-quantum through liboqs: ML-KEM-512/768/1024 key pair, encapsula-

tion, and decapsulation, and ML-DSA-65 key generation, signing, and veri-
fication.

– Random-only negatives: getrandom, /dev/urandom reads, and UUID gener-
ation, which exercise the RNG without any cryptographic operation.

– OpenSSL 3.5: EVP programs and the stock openssl command for native
ML-KEM and ML-DSA, a TLS 1.3 handshake between openssl s_server
and s_client with the hybrid group X25519MLKEM768 and with classical
X25519, and curl against a public HTTPS site.

1 Source code, workloads, measurement scripts, and the summary logs: https://
github.com/yulim4hyoung/ebpf-pqc-runtime-discovery.

2 Ubuntu 24.04 container with its stock OpenSSL 3.0 and liboqs; Sect. 4.3 additionally
bind-mount the host’s OpenSSL 3.5 libcrypto and libssl over the container’s
copies.
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Table 3. Detector ablation over 90 processes (six positive and three random-only
workloads, ten runs each), without and with the getrandom tracepoint. P: precision;
R: recall.

No tracepoint Tracepoint attached

Detector P R F1 FP P R F1 FP

Drandom (randomness alone) 1.00 1.00 1.00 0 0.67 1.00 0.80 30
Dapi (cryptographic API) 1.00 1.00 1.00 0 1.00 1.00 1.00 0
Dcorr (API + randomness anchor) 1.00 1.00 1.00 0 1.00 1.00 1.00 0

Each of the nine accuracy workloads (six positive, three negative) is run ten
times as separate processes, with ground-truth labels recorded by the harness.

4.2 Detection Correctness and Detector Ablation

All classical and ML-KEM workloads are detected with precision, recall, and F1

of 1.0, and all random-only negatives produce zero false positives. Table 3 shows
the per-detector ablation over 90 processes, with the getrandom syscall trace-
point unavailable and attached. The Drandom row depends on the vantage point:
without the tracepoint the random-only negatives reach the kernel directly and
bypass the hooked user-space generators, so randomness alone scores perfectly;
once the tracepoint is attached, all 30 negative runs are flagged and Drandom

falls to precision 0.67 (F1 0.80) while Dapi and Dcorr stay at 1.0 (Table 3, right;
Sect. 5).

The real-world study below adds the same lesson from another angle: ssh
and tpm2_getrandom emit hooked RNG events with no cryptographic operation,
where Drandom alone would raise false positives. This is the empirical basis for
treating Drandom as a contextual signal rather than the primary detector in
Sect. 3.3.

What correlation adds is visible per event rather than per process. All 120
cryptographic events of the positive runs are named and anchored at confidence
1.0. The median ∆t is 1.7 ms for RSA, whose last draw is followed by the rest
of the key computation before the call returns (Sect. 3.4), and 53–88µs for EC,
X25519, and the three ML-KEM parameter sets, with a maximum of 2.0 ms. The
ML-KEM key-pair events are anchored only because they are emitted on return,
as the RSA key generation is; recorded at entry they would precede the draw they
consume. In the real-world set of Sect. 4.5, 24 of the 26 cryptographic events are
anchored, with ∆t between 28µs and 40 ms and all inside the window. Names are
rarer. The name-propagation mechanism of Sect. 3 resolves algorithm names for
five of the 26 real-world cryptographic events in Table 5. All five are anchored and
receive the heuristic confidence score 1.0: curl’s X25519 key-generation event and
the HMAC-related events from the two tpm2_createprimary runs. The other
21 belong to wget, built against OpenSSL 1.1, whose API has no constructor
that takes a name, and to keys loaded from files or certificates (the synthetic
RSA binary’s hard-coded key, TLS certificate verification), which carry no type
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string. Name attribution, not correlation, is therefore what limits confidence on
real traffic.

4.3 Post-Quantum Coverage

We check the probe set against three post-quantum routes: native ML-KEM
and ML-DSA in OpenSSL 3.5, each alongside its liboqs counterpart, and a live
TLS 1.3 handshake with a hybrid group. In the configurations evaluated here,
liboqs provides the PQC path when the installed OpenSSL version lacks native
ML-KEM and ML-DSA support, while the generic EVP probes also observe the
native OpenSSL 3.5 implementations without PQC-specific probes.

Native ML-KEM and liboqs. OpenSSL 3.5 ships ML-KEM natively, so we
checked whether the EVP probes that detect classical key generation also de-
tect it. They do, and no ML-KEM-specific probe is involved: detection comes
from the generic key-generation, encapsulation, and decapsulation symbols, and
naming from the algorithm-independent propagation of Sect. 3. We ran two
workloads against the host’s OpenSSL 3.5: a small EVP program that gener-
ates an ML-KEM key pair and then encapsulates and decapsulates, and the
stock openssl genpkey command. In both cases every operation emits an API
event. The key-generation events carry the algorithm name, recovered by the
context-naming probe of Sect. 3, are classified as post-quantum, and follow a
fresh randomness draw, reaching full confidence. The encapsulation and decap-
sulation contexts are created from the generated key rather than from a name;
through the key-to-context propagation of Sect. 3 they inherit the key’s name, so
all fifteen events of the EVP program (three key generations and twelve encap-
sulations and decapsulations across ML-KEM-512, 768, and 1024) are named,
classified as post-quantum, and emitted at full confidence, and no name is carried
over from one parameter set to the next. Each parameter set contributes two
encapsulation and two decapsulation events because the program, like most EVP
callers, first calls each function with a null output buffer to query the output
lengths and then calls it again to perform the operation, and both calls reach the
hooked symbol. The liboqs probes name all three operations directly, because
the constructor there receives the algorithm string.

Native ML-DSA and liboqs. The ML-DSA results follow the same pattern
as the ML-KEM results. Through liboqs, ML-DSA-65 key generation, signing,
and verification are all detected and named at full confidence, the signature
being drawn after a fresh randomness event (OQS_SIG keypair, sign, and verify;
signature length 3309B). On the native OpenSSL 3.5 path, an EVP program
that generates a key and then signs and verifies through the message-signing
interface that 3.5 introduces yields, for each of ML-DSA-44, 65, and 87, a key-
generation event, two signing events (the size query and the signature, counted
as for ML-KEM above), and a verification event; all twelve carry their algorithm
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name through the key-to-context propagation of Sect. 3, are classified as post-
quantum, and are anchored at full confidence. The stock openssl genpkey and
pkeyutl commands of the same release yield a named key-generation event and
one signing and one verification event that are detected and anchored but carry
no name, because pkeyutl decodes its key from a file written by another process
rather than generating it, the decoded-key gap listed among the future work.

Real TLS 1.3 handshakes. Beyond synthetic workloads, we monitored a live
TLS 1.3 handshake between openssl s_server and s_client, comparing a
PQC hybrid group (X25519MLKEM768, the hybrid key agreement standardized
for TLS 1.3 [15]) against a classical group (X25519). Post-quantum TLS hand-
shakes have been benchmarked extensively [31, 38, 39]; our interest is in whether
the host-side monitor attributes them correctly. The hybrid handshake produces
eleven cryptographic events, all of which are anchored. Eight events are named:
seven are attributed to X25519MLKEM768 or ML-KEM-768, and one to the classi-
cal X25519 component. The remaining three are signature-related initialization
events whose algorithm names are not resolved and therefore retain heuristic
confidence 0.5. The classical X25519 control produces five cryptographic events,
also all anchored: two named X25519 key-generation events and three unnamed
signature-related events. Thus, the hybrid run is distinguished by the additional
ML-KEM-related operations and post-quantum attribution, while the classical
run contains no post-quantum event. We also evaluate the name-propagation
mechanism with a real client. a curl request to a public HTTPS site negotiated
X25519MLKEM768 and its key generation and decapsulations were attributed and
anchored at full confidence, while the three certificate-verification events stayed
unnamed, because certificate keys are decoded without a type string. The same
request from the QED curl binary of Table 5, which runs against the container’s
OpenSSL 3.0, negotiates classical X25519 and yields four events (one key gen-
eration and three verifications); against OpenSSL 3.5 the client negotiates the
hybrid group and yields eight (two key generations, three decapsulations, and
three verifications). The runtime view thus reports the group actually negoti-
ated, which a dependency inventory cannot. The hybrid group is classified as
post-quantum using the same token-matching rule described in Sect. 3, while
classical X25519 remains classified as classical.

4.4 Performance

Four-round tuning. Detection latency is the time from the instrumented call
to the daemon emitting the event. We tuned two parameters over four rounds:
ring-buffer poll interval and JSON verbosity (Table 4, Fig. 2). The poll interval
is the timeout of the daemon’s blocking wait on the ring buffer, not a sampling
period: the daemon wakes as soon as a record is submitted, and the interval
only bounds how long it sleeps when none is, which is why a 100 ms interval
is compatible with a median latency of tens of microseconds. Overhead is the
difference in workload completion time against an unmonitored baseline.
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Table 4. Tuning rounds. Overhead is measured on a long-run RSA-2048 key-generation
workload (500 iterations); see Sect. 5.

Round Poll (ms) Compact JSON Median (µs) P95 P99 Overhead

R1 baseline 100 no 28 39 51 +17.1%
R2 fast poll 10 no 28 35 48 +17.6%
R3 aggressive 1 no 28 36 51 +14.9%
R4 minimal output 1 yes 28 35 48 +14.3%
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Fig. 2. Latency and overhead across the four tuning rounds.

On this host, the two tuning parameters have little effect on the median,
which remains 28µs in all four rounds, indicating that the BPF-to-user-space
hand-off dominates end-to-end latency rather than the poll interval or serializa-
tion cost, consistent with the kernel–user transition cost reported for uprobes
elsewhere [48]. Their effect is more visible in the tail, but the measurements be-
low 10 ms do not show a consistent monotonic trend. Shortening the poll interval
from 100 to 10 ms tightens P95 and P99 from 39 and 51µs to 35 and 48µs, the
tightest distribution we measured, and the effect saturates there: R4, at 1 ms
with compact output, reproduces the same 35 and 48µs, while R3, at 1 ms with
verbose output, returns to a P99 of 51µs. Below 10 ms neither the poll interval
nor the output format moves the tail in a consistent direction (Fig. 3). The CDF
also has a lower mode: about one event in six is delivered within 1–25µs. These
events arrive shortly after the previous one (median gap 29µs, against 62µs for
the rest), while the daemon is still awake handling it, so they are consumed
without a fresh wake-up; the 28µs median is the cost of that wake-up. On the
long-run key-generation workload, overhead is a consistent +14–18% across the
four rounds.

Throughput and scalability. Under sequential RSA key generation, the mon-
itor sustains 100% detection at every load level tested (1 to 500 operations, ∼7.6
sustained ops/s), with throughput limited by key-generation cost rather than by
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Fig. 3. Detection latency CDF by tuning round.

the monitor. With 1–16 concurrent cryptographic processes, all events are cap-
tured (48 cryptographic events at 16 processes), and median latency remains at
26–30µs, although the P99 tail grows to ∼5.3ms at 16 processes as the event
burst saturates the consumer (Fig. 4).

Long-run stability. A continuous 3600 s run repeats the classical workload
(RSA-2048, P-256, and X25519 key generation, followed by a digest and a sym-
metric encryption) with a 2 s pause between iterations, a lighter duty cycle than
the back-to-back key generation of the throughput test. It processed 1,111,095
events (5,025 cryptographic API events, about 1.4 per second; the remainder
are RNG events, most of them drawn inside the RSA key generations, since the
EC and X25519 key generations draw little randomness). The event rate stayed
between 292 and 338 per second in every one-minute sample. Resident memory
climbs from 4 MB to a 10.5 MB ceiling over the first 52 minutes and holds there
for the remainder. The climb tracks the monitor’s pre-allocated latency-sample
buffer filling up and stops when the buffer does, so the growth is bounded by a
design parameter. Latency over the recorded samples, the first 106 events that
fill the buffer, was median 30µs (P99 60µs), within 2µs of the median of the
short latency runs in Table 4.

4.5 Real-World Applications: Static vs. Runtime

We ran nine applications drawn from the QED real-world and synthetic sets
under the monitor with process filtering. Table 5 counts, for each of them, the
cryptographic events observed, the randomness observations, and whether any
cryptographic event was anchored by a preceding draw, together with a verdict
against the expected behavior: PASS (RNG) marks randomness observed with
no cryptographic operation and PASS (none) no events at all, both as expected.
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Fig. 4. Scalability: events captured and median latency vs. number of concurrent cryp-
tographic processes.

Table 5. Runtime observation of QED applications. Static: a quantum-vulnerable
library (libcrypto, libssl, libgnutls, or libtss2) among the shared-library dependencies,
QED’s criterion; “–”: system binary without a recorded inventory.

Application Filter Static Cryptographic Rand Corr Verdict

curl (HTTPS) curl yes 4 9 yes PASS
wget (HTTPS) wget yes 11 7 yes PASS
ssh (version) ssh yes 0 1 no PASS (RNG)
md5sum md5sum – 0 0 no PASS (none)
tpm2_getrandom tpm2_getrandom – 0 2 no PASS (RNG)
tpm2_createprimary tpm2_createprim – 4 2 yes PASS
QED tpm2-getrandom tpm2_getrandom yes 0 2 no PASS (RNG)
QED tpm2-createprimary tpm2_createprim yes 4 2 yes PASS
QED synthetic RSA openssl3.3-rsa yes 3 2 yes PASS

The two views agree wherever a binary that links a quantum-vulnerable
library also executes one of its operations: curl, wget, the QED tpm2_create-
primary build, and the synthetic RSA binary. They diverge in two cases: ssh
and the QED tpm2_getrandom binary both link libcrypto, so a dependency
inventory marks them quantum-vulnerable, yet in these runs neither executes a
cryptographic operation; the runtime view records only the randomness draws.
This is the presence-versus-execution distinction that motivates runtime discov-
ery. The synthetic RSA binary is a different matter: it is not a disagreement
between the two views but a runtime false negative that a probe set limited to
key generation would produce, because the binary signs and verifies without ever
generating a key. That is a question of probe coverage, discussed below and in
Sect. 5.

The TLS workloads also expose a probe-coverage gap: key-generation probes
observe the ephemeral key-exchange operations but not certificate verification,
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while adding sign/verify probes exposes the verification calls as cryptographic
events. At the other end, ssh’s library initialization and the TPM randomness
command produce randomness observations and nothing else; both are reported
as randomness observed with no cryptographic operation, and a randomness-
only detector would misread them.

The synthetic RSA workload signs and verifies with a hard-coded key and
never generates one. A probe set restricted to key generation therefore pro-
duces no cryptographic event, whereas adding sign/verify probes recovers three
events. These events are preceded by randomness observations and are conse-
quently marked as anchored by the monitor; the correlation establishes temporal
proximity rather than proving that a particular draw was consumed by the cor-
responding operation. This case illustrates that runtime coverage depends on
the probe manifest, a limitation discussed in Sect. 5.

5 Discussion and Conclusion

5.1 Randomness Is an Anchor, Not a Detector

Our results show that RNG events are useful as context but not as standalone
evidence of cryptographic execution. As a standalone signal, randomness over-
approximates: ssh initialization and TPM getrandom produce RNG events with-
out cryptography. When a cryptographic API event follows a recent RNG ob-
servation, the anchor adds temporal context and raises the heuristic confidence
score; it does not establish that the observed draw was consumed by that oper-
ation. An RNG burst with no subsequent known cryptographic API event can
instead serve as a cue to review the probe set for an unmonitored or proprietary
implementation. Such a burst is not by itself evidence of cryptography: ssh and
tpm2_getrandom in Sect. 4.5 show the same pattern, randomness with no cryp-
tographic call, and perform no cryptographic operation. The signal therefore
marks a process for probe review rather than producing a detection, consistent
with the role of Drandom described in Sect. 3.3.

5.2 Probe Coverage

The synthetic-RSA case shows that symbol-based detection coverage depends
on the probe manifest: with key-generation probes alone, the workload yields
no cryptographic event, whereas adding the sign/verify paths exposes the oper-
ations observed in Sect. 4.5. The same additional probes also expose certificate-
verification activity in the TLS workloads. The native ML-DSA case of Sect. 4.3
shows a similar dependency: the command-line signing path became observable
only after the extended signing and verification initialization interfaces were
added to the probe set. Coverage gaps are therefore an engineering matter that
shrinks as probes are added. Still, the case argues for publishing probe manifests
alongside CBOMs, so consumers know what a given monitor can and cannot see.
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5.3 Measurement Environment

Overhead workload. The overhead in Table 4 is measured on a long-run RSA-
2048 key-generation workload (500 iterations), where it holds at a consistent
+14–18% across all four rounds. A shorter workload showed run-to-run variation
large enough to obscure the monitoring overhead, so the reported figures use
the 500-iteration workload. A key-generation-bound workload also generates a
comparatively high probe rate for this monitor because RSA key generation
repeatedly reaches the monitored RNG interfaces in addition to producing the
cryptographic API event itself. The long-run experiment in Sect. 4.4 records
substantially more RNG events than cryptographic API events, so workloads
that draw randomness less frequently are expected to trigger fewer probes.

Syscall-level anchor. The syscall-level RNG anchor needs the tracing file sys-
tem that exposes syscall tracepoints. The WSL2 host did not expose it when
Table 5 and the performance measurements were taken, so the getrandom trace-
point could not be attached and the syscall-level anchor is absent from them; for
the ablation of Table 3 we ran both conditions on the same host. We additionally
ran the correctness and real-world runs on a native Linux 7.0 kernel in a Vir-
tualBox virtual machine (4 vCPUs), where the tracepoint attaches. The syscall
view sharpens the ablation: every random-only negative issues getrandom(2),
either explicitly or through interpreter and libc start-up, so Drandom flags every
negative run (precision 0.67, F1 0.80 in Table 3; 0.40 and 0.57 on the virtual
machine, whose accuracy set had two positive workloads) while Dapi and Dcorr

keep F1=1.0; even md5sum shows one start-up getrandom event and moves from
“no events” to “random only.” No application changes its cryptographic classifi-
cation. Two events from unrelated processes on the shared VM were excluded
using the process-name filter, while md5sum itself still produces no cryptographic
API event. We keep the WSL2 numbers in Table 5 and the performance ta-
bles because the latency and overhead measurements come from that host; the
native-kernel run is a robustness check, not a second measurement set, and is
reported only here.

OpenSSL version and naming. The container’s OpenSSL 3.0 lacks native
ML-KEM, so the main PQC results go through liboqs; Sect. 4.3 verifies that
a single probe set also detects native ML-KEM on OpenSSL 3.5, including the
algorithm name of encapsulation and decapsulation contexts. What still escapes
name attribution is a key decoded from a certificate or another encoding that
carries no type string, such as the peer certificate a TLS client verifies; those
events are detected and anchored but reported with family unknown.

5.4 Scope

We assume a defender-side observer with root on the monitored host and dy-
namically linked, known libraries. Static linking requires offset-based or USDT
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attachment; encrypted or obfuscated binaries are out of scope. Uprobe-based
monitoring can observe sensitive call patterns, and eBPF privileges themselves
are a known escalation vector in shared hosts [9]; deployments should scope col-
lection to metadata (symbols, timings), as we do; payloads and key material are
never read.

5.5 Conclusion and Future Work

In summary, we presented a randomness-anchored, eBPF-based runtime dis-
covery system for cryptographic operations on Linux. API detection reaches
F1=1.0 with zero false positives on random-only workloads, and anchoring each
detection on the preceding RNG events provides temporal context for each de-
tection, with a median detection latency of 28µs and an overhead of 14–18%
on a key-generation-bound workload; the static-vs-runtime case study shows
the approach complements binary analysis tools such as QED, and the probe
set covers sign/verify paths, ML-KEM and ML-DSA through both liboqs and
native OpenSSL 3.5 paths, and live TLS 1.3 handshakes using a PQC hybrid
group. Future work includes algorithm-name attribution for keys decoded from
certificates and other encodings, static-binary attachment, mapping the JSON
event stream to standard CBOM/SBOM schemas, and sequence-based analysis
for investigating processes that exhibit RNG activity without a corresponding
monitored cryptographic API event.
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