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Abstract. X-Wing combines ML-KEM-768 and X25519 for hybrid key
establishment. On Cortex-M85, we adapted the coefficient representa-
tion and storage order of an MVE NTT to the existing ML-KEM path
and optimized data-format transformations and X25519 arithmetic while
preserving draft-10. During encapsulation, the two X25519 results share
an inversion. We compared the eight-technique integrated implementa-
tion B8 with the baseline A0 in the same executable. Across ten paired
comparisons from five independent reflashes of one EK-RA8M1 board,
the minimum reported cycle reductions were 18.61% for key generation,
18.89% for encapsulation, 12.25% for decapsulation reusing an expanded
key, and 15.22% for decapsulation including seed expansion. Nonvolatile
storage increased by 35,692 B, including a 33,024 B fixed-base table. We
separately report the cost and validation of B8S, which corrects identi-
fied secret-sign-dependent operand-address selections in B8. Some key-
varying tests retained timing signals after this correction. Their causes
remained partly unresolved, so no whole-program constant-time pass is
claimed for BS8S.

Keywords: X-Wing + Hybrid KEM - ML-KEM - X25519 - Cortex-
M85 - M-profile Vector Extension - Embedded cryptographic optimiza-
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1 Introduction

Hybrid key establishment combines classical and post-quantum cryptography to
support the transition to post-quantum security. X-Wing is a key-encapsulation
mechanism (KEM) that combines the shared secrets of X25519 and ML-KEM-
768 using SHA3-256 [6,8]. Under the security assumptions on the combiner hash,
the construction is designed to remain secure if either cryptographic component
remains secure.

On embedded devices, the execution time of the full API includes function
calls, intermediate buffers, and code and table placement, as well as component

* Corresponding author: hwajeong84@gmail.com.



2 D.-Y. Park and H.-J. Seo

arithmetic. Component-level optimizations therefore require evaluation within
complete X-Wing calls. Renesas offers RA8M1 for network-connected embedded
devices, making it a target for evaluating these computational and memory costs
[17].

The target Cortex-M85 core supports 128-bit vector operations through the
Arm M-profile Vector Extension (MVE, Helium). We use MVE for ML-KEM’s
data parallelism and modify arithmetic and instruction order for X25519’s long
dependency chains. The full API is measured while preserving the sequential
calls to ML-KEM and X25519.

1.1 Related Work

The original X-Wing work presented the X25519/ML-KEM-768 construction
and its security rationale, and evaluated optimized implementations [6]. Its im-
plementation combined the components without changing their internals and
discussed further optimization by combining internal ML-KEM processing with
X-Wing key derivation. The evaluated specification here is the subsequently de-
fined draft-10 algorithm and APT [8].

For ML-KEM, pqm4 provides optimized Cortex-M4 code and a common
evaluation framework [12]. The number-theoretic transform (NTT) and modu-
lar arithmetic are major optimization targets in polynomial multiplication. He-
lium NTT work introduced MVE-based NTT and polynomial multiplication on
Cortex-M55 [7]; pqmx provides these MVE implementations for several Arm
cores [21]. SLOTHY uses constraint solving to schedule cryptographic assembly
for the target microarchitecture [1,2].

For X25519, prior work optimized Montgomery ladders and field multiplica-
tion and squaring for small microcontrollers [13,14,10,9]. A Montgomery ladder
performs point addition and doubling for each scalar bit. Precomputed tables for
multiplication by a fixed basepoint are described in [11, Section 3.3.2]. Algorithm
2.26 of the same reference describes batch inversion, which shares one inversion
across several denominators. The provenance table in Appendix A distinguishes
reused code from the changes evaluated here.

1.2 Contributions

We address three questions: how much of the individual optimization benefits
remains in the full API; what memory costs are required; and whether address-
selection or timing issues remain undetected by functional-equivalence checks
and limited timing tests.

We denote the baseline implementation by AQ, the performance-evaluation
implementation integrating eight techniques by B8, and the variant correcting
secret-dependent operand-address selection by B8S. B8’s integrated performance
relative to AQ and B8S’s additional cost relative to B8 were evaluated in sepa-
rate experiments. No direct A0/B8S comparison under identical conditions was
performed, so B8’s improvement percentages are not assigned to B8S.

The contributions are as follows.
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1. We integrated an MVE NTT with ML-KEM’s existing arithmetic represen-
tation, input range, and storage order, and implemented 11 sampling, en-
coding, and comparison functions using MVE. Direct storage replaces the
scalar reordering required after the forward NTT in an intermediate MVE
configuration.

2. We optimized X25519 fixed-base computation, shared field arithmetic, and
conditional swap, and shared an inversion when normalizing the two X25519
encapsulation results. Existing behavior is preserved for each output when a
denominator is zero.

3. We evaluated the integrated effect through direct A0/B8 comparisons, condi-
tional removal experiments on B8, and resource measurements. B8S’s address-
selection correction cost and unresolved timing observations are reported sep-
arately.

2 Background

2.1 X-Wing

X-Wing combines the shared secrets of ML-KEM-768 and X25519 into one 32
B shared secret [8,15,13]. Let ssjs, ssx denote the component shared secrets,
ctx the sender’s ephemeral X25519 public key, and pkx the recipient’s X25519
public key. The combination is

ss = SHA3-256(ssps || ssx || ctx || pkx || label).

Here || denotes byte-string concatenation, and label is the fixed 6 B label specified
in draft-10. The inputs are thus the two shared secrets, the two X25519 public
keys, and the specification’s label.

Key generation. A 32 B secret seed is first expanded to 96 B using SHAKE256.
The first 64 B generates the ML-KEM key pair; the remaining 32 B serves as
the X25519 secret scalar. The X25519 public key is obtained by multiplying this
scalar by the standard Montgomery basepoint with u-coordinate 9. The external
public key concatenates the 1,184 B ML-KEM public key and the 32 B X25519
public key. The external secret key is the original 32 B seed. Multiplication by
this predetermined basepoint is called fized-base scalar multiplication.

Encapsulation. ML-KEM produces a ciphertext and shared secret ssj;. One
ephemeral X25519 secret scalar is multiplied by the standard basepoint to pro-
duce ctx and by the recipient’s public key pkx to produce ssx. The latter
operation, which receives the point as a call input, is called variable-base scalar
multiplication. The two shared secrets and the other combiner inputs defined
above are hashed. The returned ciphertext concatenates the ML-KEM cipher-
text and ctx.
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Decapsulation. ML-KEM decrypts the ciphertext and compares it with the re-
encryption result. For an invalid ciphertext, implicit rejection selects a shared
secret derived from a secret rejection value. X25519 performs variable-base mul-
tiplication using the recipient’s secret scalar and ctx from the ciphertext. The
two shared secrets then pass through the same combiner.

The internal expanded-key structure contains a 2,400 B ML-KEM secret
key, the X25519 secret scalar and public key of 32 B each, and a separately
stored 1,184 B ML-KEM public key, totaling 3,648 B. We call measurements
that reuse this structure warm, and those that expand the external secret seed
before decapsulation cold. These terms indicate inclusion of key preparation and
are distinct from cache state. Table 1 specifies the timed work.

Table 1. API boundaries in this implementation. Key generation does not output a
shared secret.

Operation Input/state at measurement Output and included work
entry

Key generation Random-number generator Public key: 1,216 B; secret seed:

32 B

Encapsulation Recipient public key; Ciphertext: 1,120 B; shared
random-number generator secret: 32 B

Warm Ciphertext; expanded key: 3,648 Shared secret: 32 B; expanded

decapsulation B key reused

Cold Ciphertext; secret seed: 32 B Key expansion followed by

decapsulation shared secret: 32 B

In this call structure, fixed-base computation is required for key generation,
encapsulation, and cold key expansion. Warm decapsulation reuses the existing
public key. Encapsulation also produces two X25519 outputs, an ephemeral pub-
lic key and a shared secret, whose final conversion can potentially be performed
together.

2.2 ML-KEM

ML-KEM uses 256-coefficient polynomials modulo ¢ = 3329. Polynomial multi-
plication consists of a forward NTT, multiplication in the NTT domain, and an
inverse NTT [15]. Base multiplication in this NTT multiplies degree-one expres-
sions formed by coefficient pairs; polynomial-vector operations accumulate the
results by matrix row. The coefficient-pair order expected at each stage must
therefore agree. An MVE NTT output layout that differs from the existing con-
sumer layout requires separate reordering.

Centered binomial distribution (CBD) sampling, serialization, compression
and decompression, message conversion, and ciphertext comparison are also re-
peated. They apply the same operation to independent coefficients and are can-
didates for vectorization alongside the NTT.
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2.3 X25519

X25519 repeats addition, subtraction, multiplication, squaring, and conditional
swap in a Montgomery ladder [13]. These operations take place in the finite
field F),, where p = 2255 _ 19, and are referred to as field arithmetic. For ladder
projective coordinates (Xys, Zps) with Zps # 0, the affine output coordinate is
u=Xy/Zuy =X Mchjl. This conversion is called normalization; field division
is computed by multiplying by the denominator’s inverse. The X25519 output
expression X MZJ’\’/; % returns zero when Z v = 0. It does not define an inverse of
Zero.

Inversion requires multiple multiplications and squarings. When at least two
outputs are available, their inversions can therefore be shared. Fixed-base mul-
tiplication can also use points precomputed from the standard basepoint. This
table does not apply to variable-base multiplication whose input point is the
peer’s public key.

2.4 Cortex-M85

Cortex-M85 is an Armv8.1-M in-order core that issues instructions in program
order and provides 128-bit vector operations through MVE [3]. These operations
can process multiple coefficients or 32-bit words together. Integration must also
account for the following constraints.

— The limited scalar register count restricts the intermediate values that can be
retained simultaneously.

— MVE and scalar memory accesses are subject to concurrent-issue restrictions.

— Dependencies and issue rules can give different cycle counts to sequences con-
taining the same number of instructions.

— Spills, which temporarily save register values to memory, and constant regen-
eration can reduce the benefit of rescheduling.

3 Proposed Method

3.1 Overview

A0 builds ML-KEM and Keccak from the pgm4 lineage, X25519 from the
Lenngren lineage, scalar C data-format transformations, and newlib-nano mem-
ory routines for Cortex-M85. B8 adds the eight changes in Table 2. B8S retains
them while replacing operand-address selection based on a secret sign with
value swaps at fixed addresses. The table shows applicability; its numbering
does not indicate execution order. We first describe component-level layout and
computation, then the joint processing of the two encapsulation outputs. All
configurations preserve the cryptographic specification and external API.

Table 8 in Appendix A distinguishes reused algorithms and code from the
modifications. The full-API comparisons in Section 4.2 evaluate the integrated
effect; removal experiments evaluate conditional effects within B8 while retaining
the other changes.
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Table 2. Eight optimizations applied to Cortex-M85 X-Wing and their operation
scope.

No. Component Optimization Operations

1 ML-KEM MVE NTT with storage matched to All
subsequent operations

2 ML-KEM 11 MVE data-format transformations All

3 X25519 Per-digit table for 3-bit digits and basepoint Key generation,
u=9 encapsulation,

cold

4 X25519 Fixed frame and rescheduling for field All X25519
multiplication

5 X25519 Rescheduling of field squaring All X25519

6 Common Alignment-aware copying and initialization  All

7 X25519 MVE masked conditional swap Encapsulation,

warm, cold
8 X-Wing/X25519 Shared inversion for two outputs, with Encapsulation
zero-denominator handling

3.2 NTT and Encoding

Integrating an N'TT requires matching both the storage order and the mathe-
matical representation of the computed coefficients. An order mismatch causes
subsequent functions to read the wrong coefficient positions. A mismatch in the
fixed representation factor changes the intended arithmetic even when positions
agree. We describe storage matched to the consumers, followed by compatibility
of the arithmetic representation and input range.

A0 uses the existing ntt_fast and invntt_fast. An intermediate configu-
ration first integrating the MVE forward NTT required scalar rev4 reordering
because its output layout differed from that of subsequent operations. B8 uses
the pqmx MVE structure-store path to write directly in the required layout [21].
The removed operation is therefore the reordering after the forward NTT in that
intermediate configuration. Reordering before the inverse NTT remains in BS8.

Storage order. Reordering changes memory positions while preserving coefficient
values. The rev4 routine treats 32 consecutive coefficients as one block. Let
ao, - --,az1 be its 16-bit coefficients before reordering, grouped into 32-bit pairs
P; = (ag5,a2j+1) (0 < j < 16). A 4x4 transpose acts on these 16 pairs. Denoting
pairs before and after reordering by P; and ij, respectively, gives

Pﬁir+c:P4c+r; 0§T’,C<4.

One block contains 32 coefficients, or 64 B, and a 256-coefficient polynomial
occupies eight blocks. Figure 1 in Appendix A shows the two layouts of one
block. B8’s forward NTT stores the coefficients in vector lanes, the individual
element positions in a vector, directly in this transposed order. This preserves
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the layout expected by subsequent base multiplication, matrix accumulation,
and serialization. Before the inverse NTT, one transpose converts the existing
array to pqmx’s input layout.

Representation. In modular arithmetic, an integer representing a coefficient may
include a fixed factor introduced during multiplication. We call this factor the
representation scale. Integration with the existing ML-KEM Plantard modular-
arithmetic path requires the inverse transform to produce the scale expected by
subsequent computations.

For ¢ = 3329, let R = 2'6 mod ¢ and P = —232 mod ¢. The upstream inverse
supplies the factor R together with normalization by 128 for the seven inverse-
NTT layers. The existing Plantard base-multiplication outputs carry a factor
P~1, so the adapted inverse must supply P to cancel it. The normalization
constants are therefore

R1287 ! mod q = 512, P 128! mod q = 1888.

For Barrett multiplication by ¢, the auxiliary constant is round(c2'®/q), giv-
ing 5040 for ¢ = 512 and 18584 for ¢ = 1888. These relations determine both
replacements in the pgmx inverse transform.

Input coefficients are signed 16-bit integers representing values modulo g;
this inverse-transform path uses centered representatives in [—1664, 1664]. The
inverse-integration experiment expY checked all residues on the host and com-
pared coefficients on the board. Observed inputs to actual calls also lay within
this interval. The result applies to the tested representation and input condi-
tions, not arbitrary 16-bit inputs. Appendix A.3 identifies the source snapshots;
artifact_index.tsv indexes the expY validation record.

Data processing around the NTT was also vectorized. For CBD sampling,
serialization, compression, message conversion, and comparison, AQ’s scalar C
loops were replaced with fixed-iteration implementations. They use compiler
intrinsics, which specify vector instructions in C function form. The replacements
cover 11 functions. Multiple coefficients are extracted, compressed, or compared
together in 128-bit vectors.

Both optimizations apply to key generation, encapsulation, and warm/cold
decapsulation, all of which execute ML-KEM. Mask setup specifying active vec-
tor lanes and some byte assembly with high rearrangement costs remain scalar.

3.3 Fixed-Base Arithmetic

X25519 public-key generation multiplies a secret scalar by the standard base-
point with u-coordinate 9. A0 uses a general Montgomery ladder for this opera-
tion as well. B8 uses the fixed basepoint to precompute the required points, then
selects and adds them at runtime. Following the code’s terminology, we call the
fixed-base implementation below a signed comb. Width w = 3 means that each
digit processes 3 bits. The 86th position accommodates the final carry from the
preceding digit. All four candidates are read at each digit, and masks select the
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required values. This procedure does not use the secret digit magnitude directly
as a table address. B8 selects operand pointers for the chosen values according
to the sign, so address order depends on the secret sign even without branches.
B8S exchanges the selected table values and mixed-addition intermediates using
masks at fixed addresses.

The comb accumulator uses extended Edwards projective coordinates
(X,Y,Z,T), where v+ = X/Z and y = Y/Z, with curve constant dgy =
—121665/121666 € F,. X25519 outputs a Montgomery coordinate, requiring
conversion of the accumulator as u = (Z+Y)/(Z —Y). The function producing
a projective result returns numerator Z + Y and denominator Z — Y without
completing the division immediately. These values form the first output used
for shared inversion in Section 3.5. Appendix A.2 gives the digit representation,
table coordinates, 33,024 B table-size calculation, and width-selection limits.

Shared field arithmetic. Fixed-base computation and the general ladder both
use field multiplication and squaring. Exponentiation for inversion requires con-
secutive squarings, so each result is passed directly to the next squaring’s input
registers, eliminating intervening stores and reloads. For field multiplication,
push/pop operations in the routine body were replaced with stores and loads at
fixed stack-pointer (SP) offsets. On entry, 8 B of register saves and a further 40
B reservation establish a 48 B frame for temporaries and return information. SP
remains fixed in the routine body.

Field squaring retains the 94 instructions selected for rescheduling and their
register assignment while moving independent operations between instructions
waiting for earlier results. No separately measured cycle benefit is reported for
a scheduling fragment.

As specified in Table 2, the fixed-base table is used for public-key generation,
while the field-multiplication and squaring changes apply to all operations that
execute X25519.

3.4 Conditional Swap

The Montgomery ladder repeatedly swaps two intermediate results according to
a bit of the secret scalar. A conditional swap exchanges the values or leaves them
unchanged according to a mask. Each of the two buffers in this implementation
contains two field elements: 16 words of 32 bits, or 64 B, per buffer.

A0 performs scalar xor-mask operations word by word. For words a,b and
mask m, it computes tmp = (a xor b) and m and xors ¢tmp into each of a,b. A
zero mask preserves the values; an all-ones mask exchanges them.

B8 performs the same operations using 128-bit MVE vectors. Each group
loads one vector from each buffer, applies xor-and—xor, and stores both vectors.
Four groups require eight vector loads and eight stores in total. The mask value
does not change the instruction flow or processed addresses. This change applies
to encapsulation and warm/cold decapsulation, which use the variable-base lad-
der.
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3.5 Paired Inversion

Encapsulation computes two X25519 results with one ephemeral secret scalar.
Fixed-base multiplication produces the sender’s ephemeral public key; variable-
base multiplication produces the shared secret with the recipient. This implemen-
tation executes the operations sequentially and retains both projective results
just before conversion to the external output format. Joint normalization at this
point allows them to share an expensive inversion.

Outputs. Normalization derives the output coordinate u; from a result held in
projective coordinates. For a nonzero denominator, the numerator and denom-
inator (N;, D;) satisfy w; = N;/D; = Ninl. Index 1 denotes the ephemeral
public key and index 2 the X25519 shared secret.

For the B8/B8S comb accumulator, (N1,D1) = (Z +Y,Z —Y); for the
variable-base ladder, (N3, D2) = (X, Zy). Each denominator D; is a field
element obtained from these coordinates and is distinct from the comb curve
constant dg. All equations below are over I, with p = 2255 _19; D; = 0 means
the zero element modulo p.

Shared inversion. If both denominators are nonzero, (D;Dy)~! is computed
once. Multiplication by Dy yields Dy ! and multiplication by D; yields D5 L
This reduces two separate inversion calls to one. Paired inversion replaces one
inversion with additional multiplications [11, Algorithm 2.26].

Zero denominators. If one denominator is zero, their product is zero and the
construction cannot be applied directly. To preserve normalization of the other
output, a zero denominator is replaced by one during computation only. Define
this temporary denominator as D;:

~ 1 D; =0, .
b=t ie{1,2). (1)
Dia D1 # 05

Both temporary denominators are nonzero, so the inverse I below is defined.
Multiplication gives their respective inverses Ji, Jo:

I=(D1Dy)~Y,  Jy=Dyl, Jy=Dil (2)

Here J; = l~)z_ L If the original denominator is nonzero, the numerator is mul-
tiplied by this inverse. Otherwise, only the corresponding output is set to zero,
preserving X25519’s output behavior:

N;J;, D; #0,
0, D; = 0.

For example, if D; = 0 and Dy # 0, then I = D;l. The first output is
restored to zero, while the second is computed normally as NoDy L If both

denominators are zero, I = 1 is computed before both outputs are restored to
zero. No case defines or computes 071,
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Scope. The zero test reduces a field element to its integer representative in [0, p)
and compares all words. Masks implement the cases in the equations; the tests
and output masking follow the same instruction flow regardless of input values.
Each final u; is serialized to 32 bytes. This applies to each X25519 result; it does
not set the final X-Wing shared secret to zero.

Key generation and warm decapsulation each produce one X25519 result.
Cold decapsulation produces two, but the current implementation completes
public-key normalization and serialization inside key expansion before passing
the expanded key to decapsulation. It therefore does not retain both projective
results at a common normalization point and does not use paired inversion.

3.6 Memory and Addressing

X-Wing repeatedly copies and initializes fixed-size internal buffers. B8 replaces
actual calls to memcpy and memset with word-based routines selected by address
alignment and length. Byte operations handle addresses that do not satisfy 4 B
alignment and the remainder after word processing. Branches depend only on
alignment and length. Copies already inlined by the compiler are outside this
scope.

Address selection. The branch and address properties of each change were re-
viewed separately. NTT layout changes and instruction rescheduling process
predetermined coefficient positions and instructions. MVE conditional swap and
zero-denominator selection use masks. The fixed-base table reads all four can-
didates at each digit, but B8’s sign handling retains operand-pointer selection.
B8S replaces this selection with value swaps at fixed addresses in the C paths
producing affine and projective results and in internal mixed addition.

Functional equivalence and assembly inspection at the modified sites support
output preservation and correction of those address selections. Timing tests use
specified inputs, placements, and calling conditions; Section 4.3 reports the re-
sults. These checks do not establish secret-independent address traces on every
program path or absence of power and electromagnetic leakage.

4 FEvaluation

4.1 Setup

Configurations The main performance evaluation compares A0 and B8 from
Section 3. They use the same X-Wing draft-10 specification, inputs, API, and
SHA3-256 combination order. The measured operations are key generation, en-
capsulation, and warm/cold decapsulation, with the timed work specified in Ta-
ble 1. Symbols and actual calls of both replacement memory routines are checked
outside the timed region; call counters are disabled during timing.

The main comparison includes both implementations in one Executable and
Linkable Format (ELF) executable, selected by a public execution-mode value.
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They share the linking and execution environment, clock, measurement caller,
and inputs. Experimental selection and instrumentation code is common to both
executions. We therefore compare the implementations within this shared exe-
cutable rather than treating absolute cycle counts as deployment-library perfor-
mance.

Platform

— Device: EK-RA8M1, Cortex-M85, 480 MHz.

— Compiler: GCC 13.2.1, -02.

— Code: designated assembly in instruction tightly coupled memory (ITCM);
ordinary C code and tables in flash.

— Cryptographic buffers and measurement stack: data tightly coupled memory
(DTCM); measurement-control state in SRAM.

— Cycle counter: Data Watchpoint and Trace CYCCNT (DWT CYCCNT).

— Each implementation—operation combination: median of 100 measurements.

— Independent repetition: reflash the same board image and restart measure-
ment.

On the evaluation board, writes near ITCM addresses 0x18 and 0xe0 were
observed not to persist. The first 256 B was reserved as linker padding, with
no executable code placed there. Before each run, flash was compared with the
recorded image and known-answer tests (KATs) were performed. Measurements
were not repeated on a second board without this anomaly. Appendix B gives
the additional checks.

Measurements In the main comparison, the two implementations in one exe-
cutable run in the following order. Each position is a batch of 100 calls to the
operation, summarized by one median:

A0 — B8 — B8 — AO0.

The order is intended to reduce execution-order effects. Five independent re-
flashes of the same board image were performed. Positions one and two and
positions three and four in each repetition form A0/B8 pairs, giving ten paired
comparisons per operation. Let Cag;(0) and Cgg;(0) denote their 100-call me-
dians for operation o in pair 7. The cycle reduction and reported value are

. _ . OB&Z‘(O) _ [100min1§¢§10 Ti(O)J
r;(0) = 100 (1 70A0,i(0) , Treported (0) = 100 Y

The denominator is the A0 median from the same pair, and r; is in percent.
Results report the range of the ten reductions and their minimum truncated to
two decimal places.
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Correctness Correctness checks comprise the following items, with their appli-
cability distinguished by experiment. The main comparison’s fixed-input checks
and the later expDN checks of all three complete official vectors have the respec-
tive scopes given in Appendix B.1 and Section 4.3.

— RFC 7748 X25519 KATs and SHA3-256 KATs;

— ML-KEM-768 encapsulation/decapsulation round trips and implicit rejection
of invalid ciphertexts;

— X-Wing draft-10 Appendix C test vectors;

— byte-for-byte comparison of both implementations’ public keys, secret keys,
ciphertexts, and shared secrets on eight fixed inputs;

— warm/cold agreement and three low-order X25519 point inputs;

— stack-boundary integrity and agreement between the recorded image and ac-
tual flash contents.

Candidate Selection Each candidate is evaluated at three levels. First, the
target function is measured to assess feasibility and the effect within that func-
tion. The candidate is then integrated into its actual caller, and full key gen-
eration, encapsulation, and decapsulation are remeasured. Finally, the effect is
reassessed in a diagnostic configuration combining accepted optimizations and
in the A0/B8 comparison executable.

Conditional contributions are obtained by comparing B8 with configurations
that remove individual techniques in the same executable. In the current encap-
sulation path, the function producing both projective results directly uses the
comb for its fixed-base result. The comb comparison therefore removes paired
inversion as well. This is a dependency of the function integration, not a math-
ematical requirement of batch inversion. Removal of paired inversion alone is
also measured. Dependent removal effects are not summed or combined with
improvements from other images.

Timing Tests Timing diagnostics divide inputs into two classes. The fixed
class holds the field under test constant; the random class varies it. Balanced
interleaving tests whether their mean execution times differ. Each experiment
defines the fixed and varying fields and distinguishes variation of public inputs
from variation of secret inputs.

Mean differences are evaluated using Welch’s ¢, with individual-call cycle
counts as samples. We use |t| > 4.5 as an investigation threshold without correc-
tion for multiple comparisons. The full sample and its first and second halves in
collection order are tested to identify differences confined to part of a collection.
No outliers are removed. A fixed—fixed negative control checks for differences
despite identical inputs. An intentional-delay positive control checks detection
of an inserted timing difference. Exceeding the threshold does not establish a
particular instruction defect or an exploitable attack. Appendix B.2 gives the
statistic and detailed conditions.
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4.2 Performance

End-to-End Performance Table 3 directly compares A0O and B8 in the same
executable. Following Eq. (4), the reported value is the minimum reduction
across ten adjacent pairs, truncated to two decimal places. It is an observed
minimum, not a confidence bound for a population of boards. Appendix B.1
describes the functional, image, and stack checks across five reflashes.

Table 3. Direct A0/B8 comparison within one executable. Ranges cover ten pairs of
100-call medians from five reflashes. The reported minimum reduction is truncated to
two decimal places.

Cycles Reduction (%)

Operation A0 B8 Range Min.
. 871,798— 709,464~

Key generation 871,928 709,513 18.616-18.631 18.61
. 1,327,994— 1,077,048—

Encapsulation 1,328,019 1,077,069 18.896-18.898 18.89
Warm 936,330— 821,588—

decapsulation 936,360 821,624 12.251-12.256 12.25
o . 1,805,038— 1,530,164~

old decapsulation 1,805,078 1,530,202 15.227-15.228 15.22

Ablation Each removal configuration was compared with B8 in the same exe-
cutable in the order B8-removal-removal-B8. Table 4 reports the median cycle
difference across ten adjacent pairs formed from 100-call batch medians. Raw
logs and complete ranges, including negative values, are preserved in expDM
(Appendix B.1). Because of the function dependency described above, the comb
row also removes paired inversion and measures a group effect. It is not added
to the paired-inversion-only removal row.

The comb/paired-inversion group had the largest removal cost in key genera-
tion, encapsulation, and cold decapsulation; MVE data-format transformations
contributed the most in warm decapsulation. Paired inversion alone reduced
encapsulation by about 33,405 cycles. It does not execute in the other opera-
tions, so their small differences in that row are not interpreted as its benefit.
Contributions from code placement and measurement variability were not sep-
arated. Removing alignment-aware memory routines cost 5,870-13,302 cycles
across operations and matched pairs. These effects are conditional on the final
configuration, not independent additive components of the total gain.
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Table 4. Cycle differences between removal configurations and B8 (removal — BS):
medians of ten adjacent paired differences. T denotes an observed difference on a path
where the technique does not execute.

Ke
Removed technique generatim}i Encapsulation ~ Warm Cold
NTT and storage order 22.709.0 18,046.5 28,142.5 50,743.5
MVE data-format transformations 11,258.0 33,002.5 39,218.5 49,974.0
Comb + paired inversion 92,176.0 125,267.0 —6.0" 91,852.0
Field multiplication 4,305.5 12,056.0 7,744.0 12,015.0
Field squaring 3,973.5 19,770.0 19,392.0 23,314.5
Alignment-aware memory routines 9,249.0 5,890.0 5,952.5 13,289.5
MVE conditional swap —1.5 14,338.5 14,440.0 14,339.0
Paired inversion 1.5 33,405.0 3.5 0.5"

Resources A0 and B8 were built separately. Fach configuration retains only
its required scalar or MVE paths and affine or projective output paths. Exper-
imental selection branches and internal comb instrumentation were removed.
Replacement memory routines were linked explicitly, and two rebuilds of each
executable were byte-identical. Size-measurement executables retain the spec-
ified APIs and their dependencies while removing unused code. They include
common board support package (BSP) code and deterministic test randomness.
Table 5 compares the storage required to add the optimizations under the same
build conditions.

Stack usage is measured with a separate caller (probe) that executes only the
APT and observes the maximum depth of changes to a prefilled canary pattern,
the high-water mark. The storage table excludes this probe’s code and buffers.

Table 5. Standalone A0/B8 executable sizes and maximum observed API stack usage
(B). Storage for the stack-measurement probe is excluded.

Ttem A0 B8 B8 — A0
Nonvolatile storage (text+data) 30,760 66,452  +35,692
Static RAM (data+bss) 1,480 3,496 +2,016
Key generation stack 9,176 9,176 0
Encapsulation stack 6,664 6,664 0
Warm decapsulation stack 6,600 6,600 0
Cold decapsulation stack 10,264 10,264 0
Caller-owned expanded key 3,648 3,648 0

The 33,024 B comb table accounts for about 92.5% of the 35,692 B increase
in nonvolatile storage; static RAM increases by 2,016 B. Appendix B.1 gives the
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standalone resource experiment’s functional and stack checks. Stack values are
observations on tested inputs, not proven worst-case bounds. Storage includes
test randomness and the BSP, and is distinct from the resource usage of an entire
deployed firmware image.

The 3,648 B expanded key defined in Section 2.1 belongs to the warm caller.
It is therefore accounted for separately from standalone-ELF static RAM and
the warm stack. Appendix B gives the memory-accounting scope.

B8S Costs This comparison evaluates the additional time and storage required
by the address-selection correction in Section 3, relative to B8. Section 4.3 reports
output-preservation and timing checks.

Standalone B8S removes B8’s address-selecting mixed addition and the ex-
perimental selector. Two complete builds were byte-identical. Nonvolatile storage
including the common BSP is 66,668 B, an increase of 216 B over B8; static RAM
remains 3,496 B. Caller buffers and runtime stack are separate. The expanded
key belongs to the warm caller’s buffer or the cold function’s internal stack.
All stack probes passed the bottom-guard check in the 24 KiB stack region.
Observed API stack maxima were unchanged from BS8; Appendix B gives the
measurement scope.

B8 and B8S were compared over five independent reflashes of a new shared
executable, with the public mode selected before the timed API call. Each oper-
ation and reflash used 100 alternating pairs of individual calls, identical deter-
ministic randomness, and a preceding execution of the same operation. Outputs
were compared outside the timed region. This pairs individual calls, unlike the
main comparison’s ten pairs of 100-call batches. Table 6 gives the across-reflash
ranges of medians for paired cycle and percentage increases. The denominator
is the matched B8 call in this executable; these costs are not combined with the
main A0/B8 improvement percentages. Appendix B gives the definitions and
stack-measurement protocol.

Table 6. Additional B8S cost relative to B8 in the same executable. Ranges cover five
reflash-specific medians, each from 100 paired calls.

Operation Additional cycles Increase
Key generation 12,205-12,207 1.821-1.823%
Encapsulation 9,970-9,978 1.003%
Warm decapsulation 824  0.001-0.003%
Cold decapsulation 12,164-12,199  0.849-0.851%

External Comparison To evaluate differences from an external implementa-
tion, B8 and RustCrypto X-Wing were linked into a shared executable distinct
from the main comparison. The comparison includes both compiler and imple-
mentation differences. Rust exposes no corresponding warm-expanded API, so
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Rust warm decapsulation is not compared. Code placement and calling context
differ from the A0/B8 image, so these cycle counts are not substituted into
Table 3. No claim is made to the best performance among public implementa-
tions, and the external implementation’s side-channel properties were not evalu-
ated. Appendix D gives the cycle counts, key-preparation costs, and matched-call
boundaries.

4.3 Security

There are two principal findings. B8S corrects the identified secret-dependent
address selections, but some full-API timing signals remain unresolved. The ev-
idence proceeds from functional and code review to full-APT tests and investi-
gation of causes.

Diagnostic executables and input distributions differ from those of the
main performance comparison. Each experiment distinguishes changed condi-
tions from observations. Appendix C gives repetition statistics and collection
conditions; Appendix B.1 maps experiment identifiers to raw evidence.

Functional Checks Functional checks, code review, and timing tests address
different questions. Functional checks compare outputs before and after opti-
mization. Code review examines whether branches or access addresses vary with
secret values. Timing tests investigate differences in mean execution time be-
tween two classes under specified input distributions. Evidence is reported sep-
arately because one check cannot replace another.

The A0/B8 comparison and standalone executables passed the three offi-
cial vectors, comparison against an independent RustCrypto implementation on
1,024 inputs, and coefficient, point, and ciphertext boundary tests. Synthetic
numerators and denominators were passed directly to paired inversion to com-
pare cases with one, both, or neither denominator zero. These are normalization
boundary tests, not a claim that all cases occur during normal encapsulation.

The initial B8 cryptographic timing tests stayed below the investigation
threshold; Appendix C.1 reports full-sample statistics.

Despite these below-threshold results, code review found remaining operand-
address selection based on a secret sign. Absence of branches does not make
access addresses fixed. This distinction motivated the B8S correction.

Address correction. When handling the sign of a selected comb point, B8 used
pointers to select which of two operands to use first. B8S fixes the addresses
and swaps the values at those addresses with masks. It passes the same values
to arithmetic while removing the secret sign’s influence on address selection at
these sites.

Specifically, the C functions producing affine and projective results swap the
selected y — z and y + = values before passing fixed pointers. Mixed addition
swaps two 32 B temporary field elements and multiplies from fixed stack offsets.
Final assembly confirmed fixed-address accesses and no conditional branches in
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the swaps. Appendix C.2 gives instruction-level checks; Section 4.2 reports the
additional cost.

B8S validation. B8S also passed official vectors and independent-implementation
comparisons. In addition, 1,251 structured X25519 inputs, including sign and
carry boundaries and low-order points, were compared against an independent
cryptography/OpenSSL implementation. These checks test output preservation
after changing address selection.

Timing tests placed the stack, including comb temporaries, in DTCM and
cached SRAM to examine whether operand placement changes the mean timing
difference between classes. Each test and placement collected 40,960 samples
in total across the classes. Scalar-varying fixed-base and paired X25519 tests
and negative controls remained below the threshold in the full sample and both
halves at both placements. Positive controls were detected at both placements.

These results concern the modified paths and tested inputs. Full decapsula-
tion also includes ML-KEM and the combiner, so the next tests vary the secret
key while timing the complete API.

Key Variation

Seed variation. Full B8S decapsulation was tested with a fixed public ciphertext
and varying secret seed. Warm calls receive a key expanded before timing; cold
calls expand the seed inside the timed region. Both classes use keys unrelated
to the ciphertext recipient, exercising ML-KEM implicit rejection. Warm/cold
outputs were compared for every call. The initial warm test in Table 7 exceeded
the investigation threshold with full-sample ¢ = 4.587.

Generating a key pair from a seed also changes the public key and public
matrix seed p. Matrix generation uses rejection sampling, accepting only candi-
date coefficients that satisfy the range condition. Candidate bytes come from an
extendable-output function (XOF), which produces the required output length.
The number of candidates processed and XOF output blocks required can vary
with p. The initial observation alone therefore cannot separate secret-dependent
effects from public-workload differences.

Field variation. To investigate this distinction, the expanded-key fields were
separated. One condition fixes the embedded public key and its hash while vary-
ing only secret coefficients, the secret rejection value, and the X25519 scalar.
The other fixes secret fields and varies only public fields. Combining fields from
different keys in this way produces synthetic expanded keys. These exploratory
inputs separate effects but do not represent the distribution of valid key pairs.

Each row contains 40,960 samples in total across the classes, and Welch’s t is
dimensionless. The first and second halves partition that collection; the last row
is a new independent collection of the secret-field-varying condition. A result
was investigated if |t| > 4.5 in the full sample or either half.
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Table 7. Welch t with 40,960 samples per row. All rows measure warm decapsulation
except the cold row. Bold: |t| > 4.5. Halves partition one collection; the last row is an
independent repetition.

Test Full First half Second half
Varying secret seed, warm 4.587 4.563 1.997
Varying secret seed, cold -0.695 -0.598 -0.386
Fixed-key negative control -0.150 0.189 -0.399
Intentional-delay positive control -12,837.291 -9,071.144 -9,083.314
Varying secret / fixed public fields 4.410 1.734 4.516
Varying public / fixed secret fields 1.767 1.112 1.389
Independent secret-varying repetition 2.687 2.433 1.368

With fixed public fields and varying secret fields, the initial collection’s sec-
ond half gave t = 4.516. The independent repetition gave full-sample ¢ = 2.687,
with both halves also below the threshold. Thus the same conditions did not
consistently produce signals of the same strength. The initial observation is re-
tained, but is not described as independently reproduced. Appendix C.3 records
preregistered versus exploratory tests and sample preservation.

A post hoc analysis examined the relation between public workload and tim-
ing variation in the initial seed-varying tests. The high fit shows a relationship
between public workload and timing variation, but does not establish public
workload as the sole cause. It also does not explain the second-half signal in
the separate public-fixed test. The original samples and Welch assessment were
therefore neither corrected nor reclassified as a pass. Appendix C.3 gives the
model and fit.

Signal Localization In these diagnostics, the outer timer includes stack switch-
ing and argument preparation; the inner timer excludes them. Full warm and
component functions are called separately, and the outer- and inner-timed full-
warm entries also use separate calls. These measurements do not partition one
execution: preparation history and intermediate-value addresses differ by call.
ML-KEM and combiner inner timing exceeded the investigation threshold. Full
warm also exceeded it with the inner timer but remained below it with the outer
timer.

The full-warm inner-timing and combiner signals recurred with prediction
enabled and fell below the threshold in the full sample and both halves when
disabled. However, ML-KEM weakened to t = —3.053 even in the prediction-
enabled repetition, so its entire original signal is not attributed to branch pre-
diction.

Preparation history. The history-only condition varies the preceding key prepa-
ration by class, then restores identical inputs before the measured calls. The
secret-varying condition varies actual secret inputs while keeping public fields
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fixed. The history-only condition remained below the threshold. The combiner
with actual secret variation reproduced a signal in both reflashes and each half
(pooled t = 9.924). The tested preparation history alone therefore did not ex-
plain the observation. The new caller and reference buffers do not fully preserve
the earlier context, so this does not exclude every preparation-history effect.
The findings identify some operations with signals and effects of execution
context. The particular instructions or microarchitectural states causing the
original differences remain unresolved; no whole-program constant-time pass is
claimed for B8S. Appendix C preserves the component observations, prediction-
setting interventions, preparation-history tests, and ML-KEM stage analysis.

4.4 Limitations

Generalizability. The main experiments used one EK-RA8M1 board. Five re-
flashes of the same image tested software repeatability. Measurements did not
cover a second board without the ITCM write anomaly, another Cortex-M85
SoC, or another clock configuration.

The A0/B8 comparison shows the combined effect of eight changes within one
implementation lineage. The RustCrypto comparison includes both implemen-
tation and compiler differences and does not rank all public implementations.
Without a direct A0/B8S comparison, the available data also do not provide
B8S’s improvement relative to AQ.

Resource Measurement. Standalone executables include common board-support
code and deterministic test randomness. Storage, static RAM, caller buffers, and
runtime stack must be distinguished as in Appendix B. Stack measurements are
observations on tested inputs, not proven worst-case bounds. Pure-library size
and whole-product memory budgets require deployment-specific measurements.
Power and energy were not measured, so cycle reductions do not imply propor-
tional energy savings.

Security Validation. Functional checks test output agreement on specified in-
puts; assembly inspection examines address selection at modified sites. Tim-
ing tests cover first-order mean differences under each input distribution and
calling context. The remaining B8S key-varying and follow-up signals were not
attributed conclusively to particular instructions or microarchitectural states.
Public-workload regression did not change the original timing assessment. Other
placements, the full distribution of valid key pairs, follow-up causal diagnostics
of the cold path, higher-order timing differences, and power and electromagnetic
leakage require further evaluation.

5 Conclusion

The benefits of integrating established ML-KEM and X25519 optimizations with
Cortex-M85 data representations, storage order, and call boundaries remained
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observable across the full X-Wing API. Direct A0/B8 comparisons gave mini-
mum reported cycle reductions of 18.61% for key generation, 18.89% for encapsu-
lation, 12.25% for warm decapsulation, and 15.22% for decapsulation including
seed expansion. The comb and paired-inversion group had the largest removal
costs in key generation, encapsulation, and cold decapsulation; MVE data-format
transformations had the largest cost in warm decapsulation. The 33,024 B fixed-
base table accounted for most of the 35,692 B increase in nonvolatile storage.

B8S, which replaces secret-sign-dependent operand-address selection with
value swaps, required a further 216 B of storage. A separate B8/B8S comparison
showed cost increases of approximately 1.82%, 1.00%, and 0.85% for key gen-
eration, encapsulation, and cold decapsulation. These correction costs are not
combined with A0/B8 improvement percentages.

Some key-varying tests and follow-up diagnostics retained timing signals af-
ter the address-selection correction. Branch-prediction and preparation changes
altered the observations, but the causes of the original signals were not fully iden-
tified. The results therefore report integrated performance and resource costs
together with the validation still required for whole-program constant-time as-
surance.
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Appendices

A  Implementation

A.1 NTT Layout

Memory order before reordering Memory order after reordering

P P P P P P P P2

P P B P N P P Py Pis

Ps Py Pio Pn P, Ps Pio Pu

P2 P13 Py Pis Ps P, Pu Pis
Intermediate MVE Forward MVE NTT — rev4 — consumers
B8 forward Store in consumer layout — consumers
B8 inverse Existing array — rev4 — inverse MVE NTT

Fig. 1. Coefficient-pair layout within one block. Each grid is read by rows in memory
order, and each P; contains two 16-bit coefficients. B8’s forward NTT stores directly
in the right-hand order.

A.2 Comb Representation

Width w = 3 means that each digit processes 3 bits. After X25519 scalar clamp-
ing, write k with signed radix-8 digits e;:

85
k= Zeﬁ, e; € {—3,-2,-1,0,1,2,3,4}.
1=0

The 86th position accommodates the final carry from the preceding digit. Pg is
the implementation’s Edwards basepoint, corresponding to the standard base-
point’s Montgomery u-coordinate 9 after conversion. The table at position i
stores the four points [j8‘|Pg (j = 1,2,3,4). The point matching the digit’s
magnitude is selected, its sign is handled, and it is added. A zero digit selects
the identity element and follows the same addition procedure.

The intermediate sum of selected points is the accumulator. The comb accu-
mulator uses extended Edwards projective coordinates (X,Y, Z,T), where z =
X/Z and y =Y/Z. T is an auxiliary coordinate used in mixed addition and satis-
fying XY = ZT. Table points store (y—x,y+x, 2dgzy) derived from affine coor-
dinates. The curve is —2% + y* = 1 + dgz?y?, with dp = —121665/121666 € F,,
[13]. Adding an affine table point to a projective accumulator is called mixed
addition.

Each field element occupies eight 32-bit words, so an entry occupies 3x8x4 =
96 B and the full table 86 x 4 x 96 = 33,024 B.
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A wider digit reduces additions but increases the full candidate scan at each
position and table storage. Width w = 3 was selected as a trade-off using mea-
sured table-lookup costs and estimated arithmetic costs for widths 2-5. End-
to-end evaluation used the actual 86-position implementation including carry
handling. Full-API measurements at every width were not performed to estab-

lish a global optimum.

A.3 Provenance

Table 8. Provenance of the evaluated components and scope of our implementation

work.
Component Reused foundation Work evaluated here
ML-KEM / pam4 implementation  Draft-10 API integration; common
Keccak lineage baseline configuration
MVE NTT / pamx M85 NTT and Plantard representation, range, and
ordering transposed-layout storage-order adaptation; full-path
stores integration
Data-format Standard ML-KEM MVE implementations of 11 conversion,
transformations encoding sampling, and comparison functions
Fixed-base Fixed-base Width-3 tables, recoding, selection, and
multiplication precomputation and mixed-addition integration into X-Wing
Lenngren field
arithmetic
Field Lenngren assembly M85 stack-frame and
multiplication / lineage instruction-schedule modifications
squaring

Memory routines Established aligned
copying and
initialization

MVE conditional Established xor-mask

swap conditional swap

Paired inversion Established batch
inversion

Validation Known-answer checks
and paired
measurements

Word-based wrappers and verification of
actual linking and calls

Vector implementation in the
variable-base ladder

Projective outputs, zero masks, and
encapsulation-path integration
Final removal experiments, resource
accounting, and validation of frozen
executables

The inverse NTT uses pqmx leeaf854e60d[20] and SLOTHY ed3b034b3a3f;
the ML-KEM /Keccak source snapshot is pqm4 cc2c1b992b60[16]. Frozen source
paths and hashes are recorded in artifact_index.tsv.
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B Measurements

B.1 Evidence

Experiment directories are relative to measure-harness/artifacts/. The
evidence index artifact_index.tsv records file paths and SHA-256 hashes.
The main performance and removal results use expDM; standalone resources
use expDK; functional checks use expDN; external results use expDO/expDP;
and B8S validation and timing diagnostics use expDQ-expDT.

Main checks. All five independent expDM reflashes passed recorded-image/flash
agreement, RFC 7748 and SHA3 KATs, full-byte equivalence on eight inputs, re-
jection and low-order-input checks, agreement of timing-test outputs, and stack-
guard checks. This scope is distinct from expDN’s later checks of all three com-
plete official vectors.

Resource checks. Fach expDK standalone stack probe passed draft-10 vector ex-
cerpts and shared-secret checks, eight-seed round-trip/rejection tests, and zero-
point warm/cold checks over two reflashes. The bottom 64 B guard of the 24
KiB canary stack remained intact. These checks are distinct from the expanded
expDN validation in Section 4.3.

Board checks. Additional validation checked unchanged flash and executable
ITCM bytes before and after execution, the 480 MHz clock, and cache settings.
These checks support consistency of the code and placement used, but do not es-
tablish that the entire board was free of faults. Measurements were not repeated
on a second board without this anomaly.

B.2 Timing Statistic

Mean differences are evaluated using Welch’s ¢, with individual-call cycle counts
as samples. For fixed and random classes F, R, let C, s%,nr and CR,S%%,TLR
denote the sample means, unbiased variances, and sample sizes:

Crp—Cgr
V% /np + sy/ng

If the denominator is zero, the code records zero for equal means and signed
infinity otherwise.

t =

B.3 Memory Accounting

RAM accounting for C warm decapsulation distinguishes static RAM, the caller-
owned 3,648 B expanded key, observed warm stack usage, I/O, and runtime
ITCM. The cold function constructs its expanded key on its own stack, so that
internal key is not added again to the cold stack value. Any separately retained
caller key or application buffers require additional storage. Observed stack usage
informs product-specific stack margins but is not a worst-case bound.
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B.4 BS8S Costs

For pair j in one reflash, let Cps ; and Cggg, ; denote the call cycle counts. Their
increase AC; and percentage increase g; are
AC;

ACj = CBgs,j - CB&]', 9 = 1000
BS8,j

(%).

These quantities are computed for each of the 100 pairs before taking their
medians separately. The denominator is the matched B8 call in this executable;
it is neither a ratio of independently computed implementation medians nor the
B8 value in the main performance table.

Standalone B8 and B8S stack usage was measured with identical API bound-
aries from a separate SRAM caller. Each image used two reflashes, three official
seeds, 64 random seeds, and two canary patterns. Only the target API executed
on the DTCM stack; an empty call used 0 B. B8S had the same observed API
stack maxima as B8 in Table 5; key expansion used 5,512 B in both images.
These are observations, not proven worst-case bounds. Caller-owned I/O and
the warm 3,648 B expanded key are separate; the expanded key constructed
inside cold is already included in its stack.

C Timing Diagnostics

Each diagnostic is a separate experiment. The statistic and investigation thresh-
old follow Section 4.1; Appendix B.1 identifies the frozen evidence.

C.1 BS8 Tests

Timing tests collected 40,960 samples in total across the two classes for each
image and test, in ten balanced blocks with randomized class order and no
outlier removal. The first three tests vary synthetic secret scalars with fixed
public points. The ciphertext test varies public input with a fixed key and is not
interpreted as a secret-key leakage test. A custom board caller follows dudect’s
detection principle [18], calculating Welch’s ¢ for the full sample and both halves
with |¢| > 4.5 as the investigation threshold.

C.2 BS8S Tests

The scalar assembly is fully unrolled. Its 16 loads and 16 stores use fixed offsets;
the mask appears only in eight data ANDs, with no conditional branches. Final
assembly of both C functions and mixed addition was also inspected. This review
covers modified paths and is not whole-program formal verification.

New tests moved the stack, including comb temporary operands, between
DTCM and cached SRAM while preserving other buffer and code placement.
Each cell in Table 10 uses 40,960 samples in balanced random order. All 327,680
samples across four tests and two placements were preserved without deletion.
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Table 9. Full-sample Welch ¢; each cell uses 40,960 samples.

Test Comparison-image B8 Standalone B8
Fixed-base secret scalar 1.068 0.971
Variable-base secret scalar -0.284 0.083
Paired X25519 secret scalar 1.369 -0.276
Public ciphertext / warm 0.836 1.423
Fixed—fixed control -2.045 0.422
Intentional-delay control -1,487.336 -45,243.561

Table 10. B8S full-sample Welch ¢ by stack placement. Each test and placement uses
40,960 total samples across the two classes.

Test DTCM t  Cacheable SRAM ¢
Fixed-base secret scalar 0.671 -0.451
Paired X25519 secret scalar -0.200 -0.269
Fixed—fixed control 1.587 1.086
Intentional-delay control -1,489.431 -215.261

ExpDQ DTCM timing collection spanned two sessions after a debugger dis-
connect. The 17 completed blocks were retained; code, clock, and caches were
rechecked before collecting only missing blocks. Completed samples were not
deleted or replaced according to their statistics.

C.3 Key Variation

In Table 7, the first four rows were preregistered; the next two were exploratory.
The final 40,960 samples form an independent repetition registered after the
second-half synthetic-secret signal. None of the 286,720 samples was deleted or
replaced, and the full/split-half |¢| > 4.5 criterion was retained. Table 7 gives all
full-sample and split-half key-varying statistics.

Public workload. A post hoc analysis examined the relation between public work-
load and timing variation in the initial seed-varying tests. For each sample ¢, the
counts of 3 B candidate groups T; and 168 B XOF output blocks B; required to
generate the 3 x 3 matrix from public p were summed. Each 3 B group yields two
12-bit candidates, so T; differs from the number of accepted coefficients. These
counts describe that public matrix generation, not all work in a cold call.

An ordinary least-squares model with an intercept was fitted separately to
the 40,960 warm and 40,960 cold samples. Let C; be measured cycles and C; the
model prediction. The fitted coefficients S5y, 81, B2 have units of cycles, cycles per
candidate group, and cycles per XOF block, respectively:

Ci = Bo+ A1 Ti + B2B;.
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With C denoting the measured mean, the fit is

()2
R =ilG G (5)
Zi(ci - 0)2
In these samples, R? was 0.994342 for warm and 0.996413 for cold, describing
the fit of this linear model.

C.4 Components

This experiment investigated the components and calling contexts retaining sig-
nals with fixed public fields. B8S cryptographic code was fixed, with 20,480 in-
puts per independent reflash over two reflashes. Full warm, ML-KEM, X25519,
and the combiner were called separately for each input. Component outputs were
checked, but the measurements do not partition one full execution into consecu-
tive intervals. Each call has its own stack switch and input preparation, changing
call history and intermediate-value addresses.

The outer timer includes stack switching and argument preparation; the inner
timer excludes them. The full-warm outer/inner entries in Table 11 also use
separate calls. Row differences cannot therefore be summed into a total timing
difference. A is the fixed-class mean minus the random-class mean in cycles;
pooled statistics are Welch statistics over both reflashes’ samples.

The history control restores identical inputs after different key preparations;
the pre-expanded condition prepares a block’s keys in advance.

Table 11. Component diagnostics: per-reflash and pooled Welch statistics. Each run
has 20,480 samples; the pooled sample has 40,960. A is in cycles.

Target Run1l Run 2 Pooled A
Full warm / outer 0.812 1.685 1.770 +0.922
Full warm / inner 8.066  9.154 12.178 +5.858
ML-KEM / inner -9.274 -8.846 -12.813 -6.023
X25519 / inner 0.477 -1.235 -0.519 -0.017
Combiner / inner -15.348 -14.007 -20.753 -0.896
Empty call / inner 0.000 0.000 0.000 +0.000

Same inputs / different history ~ 1.566  0.213 1.262 +0.624
Pre-expanded key set / outer -0.033 -0.925 -0.681 -0.333

C.5 Branch Prediction

Across 64 pairs in expDS’s original-timer same_driver records, CCR was
0x000e0201 with prediction enabled and 0x000a0201 with prediction disabled.
Collection code read the register before and after each block. These values differ
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only in bit 18, the TRM’s CCR.BP control [5, Section 6.6]. The Generic User
Guide instead marks this field RAZ/WI (read as zero, writes ignored) [4, p. 518];
the setting description follows the recorded readings.

The original timer binary was reused byte for byte, changing only CCR.BP
with Data Independent Timing (DIT) disabled. The same 8,192 inputs per set-
ting were tested in alternating order, with unchanged code, stack, addresses,
caches, and the low-overhead branch (LOB) setting.

Table 12. Branch-prediction intervention with the same timer and 8,192 identical
inputs per setting. BP denotes branch prediction; ¢ is dimensionless, and A is the
fixed-minus-random mean in cycles.

BP on BP off
Target t A t A
Full warm / outer 2,501 +2.929 0.125 +40.014
Full warm / inner 5.571 +5.931 -0.120 -0.013
ML-KEM / inner -3.053 -3.212 0.530 +0.045
X25519 / inner 0.939 +0.067 -0.997 -0.071
Combiner / inner -9.573  -0.925 -1.106 -0.010
Empty call / inner -1.000 -0.002 0.000 +0.000

Same inputs / different history 1.677 +1.889 0.956 +0.104
Pre-expanded key set / outer  -1.356 -1.491 0.548 +0.060

Paired BP-off — BP-on differences for identical inputs also showed class ef-
fects (full warm ¢t = —5.556, combiner ¢ = 9.417), confirming a change in ob-
served effects with the prediction setting.

C.6 Preparation History

The next question is whether changing only preceding key preparation produces
a signal. Two independent B8S reflashes separated preparation history from ac-
tual inputs. Each run collected 4,096 input rows per setting, pairing identical
inputs across BP on/off. A new SRAM caller and input-comparison loops change
execution history, and this effect is acknowledged.

The history condition assigns fixed /random classes only to preparation while
making measured inputs identical. The secret condition varies actual secrets with
public fields fixed. In the history condition, class-specific seeds are used only for
key expansion and warm calls, after which measured inputs are restored to fixed
values. The 1,120 B ciphertext, 3,648 B expanded key, and secret combiner in-
puts are compared outside timing. Public keys, public matrix seeds, and public
ciphertexts are fixed. Even with identical immediate preparation, the main neg-
ative control can retain different earlier reference-generation histories. A strict
control identical from seed generation onward was therefore collected separately.
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Table 13. Conditions varying only preparation history or actual secret inputs, pooled
across two reflashes. BP denotes branch prediction; ¢ is dimensionless, and A is the
fixed-minus-random mean in cycles.

BP on BP off
Condition Target t A t A

History Full warm -0.022 -0.025 -0.242 -0.093
History = ML-KEM 4.000 +4.764 -0.597 -0.189
History =~ Combiner -2.760 -0.137 1.568 +0.026

Secret Full warm -2.190 -2.585 1.579 +0.665
Secret ML-KEM 3.527 +4.265 0.100 +0.035
Secret Combiner 9.924 +0.372 0.346 +0.007

The secret-varying combiner signal recurred in the full sample and both
halves of both reflashes. However, the three history-only targets and matched
history-minus-negative differences on identical inputs did not exceed the prereg-
istered |t| > 4.5 threshold. This neither excludes every preparation history nor
proves equivalence. All nine strict-negative-control channels stayed below the
threshold in full and split-half class tests.

C.7 ML-KEM Stages

ML-KEM was decomposed into decryption, the G hash, a function combin-
ing re-encryption and comparison, rejection-secret generation, and final selec-
tion, passing actual intermediate values in order. Each row checked agreement
with original ML-KEM and recombined X-Wing outputs. Variable preparation
changes key preparation immediately before G by class; fixed preparation holds
that procedure constant. G is SHA3-512.

Table 14. ML-KEM stage diagnostics after variable preparation, using separate calls
and pooling two reflashes. BP denotes branch prediction; ¢ is dimensionless, and A is
the fixed-minus-random mean in cycles.

BP on BP off
Stage t A t A
Internal decryption 1.960 +0.599 0.833 +0.033
G hash 12.625 +0.791 -0.713 -0.007

Re-encryption/comparison  -0.854 -1.018 -0.257 -0.082
Rejection-secret generation 0.960 40.086 0.738 +0.033
Final selection -0.027 -0.000 -0.243 -0.001

Original ML-KEM 5.728 +7.407 1.038 +0.271
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After variable preparation, G reproduced t = 8.274/9.591 in the two runs
and pooled A = 4+0.791, ¢t = 12.625. Both halves of each run also exceeded the
threshold.

Each stage uses a separate DTCM call stack and SRAM intermediate buffers.
Pooling the undecomposed ML-KEM samples from both runs gave t = 5.728 with
variable preparation and ¢ = 5.991 with fixed preparation. Separately, the runs
gave t = 4.440 and 3.652 for variable preparation, and ¢ = 4.000 and 4.472 for
fixed preparation, all below the threshold. These pooled results provide weaker
repetition evidence than G, which reproduced a signal in each run. The effect sign
also differs from the earlier component diagnostic, so neither G nor preparation
history is established as the cause of the entire original ML-KEM signal. Stage
times were not added to end-to-end performance.

Changed observations under separate PMU instrumentation neither resolve
the main timer’s signal nor establish a particular internal stage as its cause.

D External Comparison

D.1 Performance

To evaluate differences from an external implementation, B8 and RustCrypto X-
Wing were linked into a shared executable distinct from the main comparison.
RustCrypto was pinned to commit 075018d88£57 [19], using Rust 1.98.1/LLVM
22.1.8, Cortex-M85 opt-level 2, and a fixed Cargo.lock. C used GCC 13.2.1 O2.
Both shared the BSP, deterministic randomness adapter, memory wrappers, and
DTCM caller buffers and stack. Designated assembly resided in ITCM; ordinary
C/Rust code and tables resided in flash. The comparison includes both compiler
and implementation differences.

All five independent reflashes passed the three complete official Rust KAT
vectors, full-output C/Rust equivalence on eight inputs including tampered and
zero-point ciphertexts, public-key boundary checks, output comparisons outside
each timed pair, and stack guards.

Table 15 reports across-reflash ranges of 100-call medians with alternating
call order and warmed instruction and data caches. Key generation includes
generation of 32 random bytes; encapsulation includes public-key validation and
64 random bytes. Rust cold decapsulation constructs its API key object before
timing, but each timed decapsulate call includes internal secret-seed expansion.
One-time object construction is excluded. Rust exposes no corresponding warm-
expanded API, so Rust warm decapsulation is not compared.
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Table 15. External API cycle counts in a new common ELF. Ranges cover 100-call
medians across five independent reflashes.

Operation C/assembly B8 RustCrypto + adapter
Key generation 668,938—-668,957 3,565,942-3,566,202
Encapsulation 993,006-993,096 4,675,357-4,676,104

Cold decapsulation 1,432,570-1,432,614 7,378,017-7,378,504

The comparison limits in Section 4.2 apply to these results.

D.2 Key Preparation

A separate SRAM caller measured Rust key-object construction, a cold call on
an existing object, and their sequential seed-to-secret combination in the exter-
nal comparison binary. Table 16 gives ranges of operation-specific 100-sample
medians across five independent reflashes. The three official vectors and opera-
tion order were cycled, and the same operation was executed once immediately
before each measurement. The timed region includes stack-switching call over-
head and the small frame of the seed-to-secret wrapper. This measures software
first-use cost with warmed caches, not power-on or cold-cache latency. It ex-
poses object-preparation cost omitted from Table 15; differing inputs and callers
prevent substitution into or simple addition to the earlier cycle counts.

Table 16. Rust key-preparation and seed-to-secret cycle counts in the external-
comparison binary.

Operation Median range
Key-object construction 3,522,857-3,523,102
Cold with existing object 7,301,388-7,302,191

Seed-to-secret (object construction + cold) 10,824,364-10,824,946
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