
Glimpsing the Leakage Flow for Deep
Learning-Based Side-Channel Analysis using

Stochastic Leakage Model

Trevor Yap1,2[0000−0001−8651−574X] and Shivam Bhasin1,2[0000−0002−6903−5127]

1 Temasek Laboratories, Nanyang Technological University, Singapore
2 National integrated Centre For Evaluation, Nanyang Technological University,

Singapore
trevor.yap@ntu.edu.sg
sbhasin@ntu.edu.sg

Abstract. Deep learning has become the dominant method for profiled
Side-Channel Analysis (SCA), successfully recovering secret keys even in
the presence of strong countermeasures. Despite its efficacy, Deep Neural
Networks (DNNs) are predominantly black-box in nature. Evaluators do
not know what information leakages are extracted and utilized across
the network’s layers. Yet, understanding this leakage flow is vital for de-
signing more resilient cryptographic implementations. Existing explain-
ability techniques often do not provide any explanation of the leakages
at specific points within a layer’s feature representation.
In this work, we introduce GlimpseDNN, a novel model-agnostic frame-
work designed to provide layer-by-layer visualizations that reveal how
DNNs process physical leakage traces to achieve secret key recovery.
GlimpseDNN utilizes the stochastic leakage model to provide charac-
terization of the underlying leakage in the intermediate features of each
layer. A key advantage of the stochastic leakage model is its dual capabil-
ity: it can learn complex leakage models and is inherently interpretable
through its learned weights. We validate the GlimpseDNN framework on
a simulated traces and various public datasets, including ASCADf, AS-
CADr, ASCADf_desync50 and ASCADf_desync100. In particular, we
show that even when leakages fail to be captured in the original traces,
the GlimpseDNN framework manages to find these leakages by consider-
ing the deeper layers of the well-trained DNN. This provides evaluators
an alternative to glimpse the underlying leakage for identifying specific
implementation vulnerabilities used by DNN, ultimately aiding in the
design of more robust, side-channel-resistant hardware.

Keywords: Side-Channel Analysis· Neural Network· Explainability· Pear-
son Correlation· Stochastic Leakage Model

1 Introduction

Side-Channel Analysis (SCA) aims to recover secret data by exploiting physical
characteristics of a device, such as timing delays [19], power consumption [20],
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or electromagnetic emissions [1]. Such analyses are routinely conducted in lab-
oratories to assess the security of various Internet-of-Things (IoT) applications.
Typically, SCA is studied under two scenarios: profiled and non-profiled settings.
In the profiled setting, an attacker has access to an identical device that can be
used to train a distinguisher or model. In contrast, in the non-profiled setting, the
attacker depends solely on the physical leakages from the target device, without
access to a comparable reference device. In this work, we focus on the profiled
setting.

Over the past decade, the usage of Deep Neural Networks (DNNs) in side-
channel analysis has become very prominent due to their ability to recover secrets
without extensive preprocessing, even in the presence of both hiding and masking
countermeasures [15, 8]. This has become a widely studied field known as Deep
Learning-based SCA. However, DNNs are predominantly black-box in nature.
While we understand the mathematical equations that define their architectures
and the training process (e.g., backpropagation), we often do not understand
what the underlying weights represent or how the network processes the traces
to recover the secret keys. Since DNNs comprise many layers, there is a need to
develop methods that explain what type of leakage flows through DNNs from
one layer to the next. This enables researchers to better understand how models
extract and utilize information from leakage traces.

Perin et al. [23] investigated how shares are processed during training across
different layers. Their approach involves training a neural network on the output
features of each layer to predict the probability of the shares, which is then used
to compute the perceived information of the shares. This provides insight into the
information contained in each intermediate feature (also referred to as feature
representation). However, this technique considers a layer-wise explainability but
does not offer explainability at specific points within the feature representations.
Layer-wise explainability can indicate that a layer’s representation carries infor-
mation about a sensitive variable, but since it condense the entire representation
into a single value, it cannot reveal which specific points carry that information.
As such, explainability on each points in the feature representation could provide
interesting insight.

Therefore, in this work, we propose an alternative method to the previ-
ous method that uses classical side-channel technique, the stochastic leakage
model [26, 13] to observe how leakage propagates from one layer to the next at
each points. While it does not replace the work by [23], this work provides an
additional tool for evaluators to understand what leakages the DNNs are using
for successful key recovery.

Contribution. In this work, we provide an alternative method to gain a glimpse
of how leakage flows from one layer to another within a well-trained neural
network. This work presents the following key contributions:

• We propose a framework called GlimpseDNN that utilizes the stochastic
leakage model that was developed by Guilley et al. [13]. The framework is
model-agnostic (i.e. regardless of model’s architecture). Therefore, it can be



Glimpsing the Leakage Flow for DLSCA 3

executed on any well-trained DNN that successfully recovers the secret key.
The GlimpseDNN framework trains a stochastics leakage model of a chosen
sensitive variable to characterise the leakage found in the intermediate fea-
tures of each layer. Subsequently, we apply Pearson Correlation using this
leakage model on the intermediate feature of each layer to give insight into
the leakage present in the feature representation. Futhermore, the learned
weights of the stochastic leakage model offer interpretability, allowing eval-
uators to identify which bits of the sensitive variable are extracted by the
DNN through the layers.

• We confirm the effectiveness of the framework on the dataset simulated traces
and the ASCADv1 dataset (ASCADf & ASCADr). We show that the leakage
found in the raw traces continues to flows through the DNN and exploited
for key recovery in both simulated and realistic setting.

• Subsequently, we show the capability of GlimpseDNN on datasets that are
protected by the desynchronization, ASCADf_desync50 and ASCADf_desync100.
In fact, we show that when leakages failed to be detected in the original
traces, the GlimpseDNN framework manages to find leakages by considering
the deeper layers of the well-performing DNN. We observe that the well-
performing DNN can actually extract leakage even from the first layer. This
provides the evaluators with insightful information on what leakages are be-
ing exploited by the DNN.

The source code can be accessed publicly at the following link.3

Paper Organization. We first present related works on explainability of DNN
within SCA in Section 2. Then, we will provide the necessary background on SCA
and stochastic leakage models in Section 3. Section 4 presents the details of the
framework. Subsequently, the experimental results are presented in Section 5.
Finally, we conclude the paper in Section 6 and outline potential directions for
future work.

2 Related Works

We begin by distinguishing between interpretability and explainability [2]. In-
terpretability refers to models whose decision-making processes are inherently
transparent and can be readily understood by humans. For instance, decision
trees are considered interpretable because their predictions can be directly traced
through explicit decision rules that govern how the data is partitioned [7]. In
contrast, explainability involves the use of post hoc techniques to make sense of
black-box models such as deep neural networks (DNNs), whose internal decision
processes are not naturally accessible or understandable to humans [7, 12].

The interpretability and explainability of DNNs has been explored from var-
ious angles over the decades. One direction focuses on interpretable models,
such as Truth Table Deep Convolutional Neural Networks, which can convert
3 https://github.com/trevor-yap/Glimpse_Leakage_Flow_DLSCA
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the models into rules or SAT equations for interpretation [27], or Kolmogorov-
Arnold Networks (KANs) [29] that employ interpretable activation functions.
Recently, [30] proposed another interpretable model that uses the Conditional
Variational Autoencoder (cVAE) in which the weights of the stochastic leakage
are trained together with the variational autoencoder. [6] further enhances this
for optimal feature extraction.

Despite this, evaluators remain interested in understanding what black-box
neural networks, such as Multilayer Perceptrons (MLPs) or Convolutional Neu-
ral Networks (CNNs), learn that allows them to successfully recover secret keys.
To address this, explainability techniques have been developed to identify which
features are crucial. For example, Zaid et al. introduced heatmaps to visual-
ize convolutional layers and applied weight visualization to MLPs in order to
understand the significance of each feature [31]. Subsequently, Masure et al. in-
vestigated gradient visualization across entire DNNs [21], which was further im-
proved with attribution methods [14]. Hettwer et al. [14] also explored techniques
such as LRP and 1-Occlusion. Additionally, different occlusion-based methods,
including n-occlusion [25] and Key Guessing Occlusion (KGO) [28], were devel-
oped to incorporate the attack phase into the explainability process. Although
these techniques identify the features that are important to the neural network,
they do not explain what leakage are being used by the network to recover the
key. We will explain this in more in-depth in Section 5.5.

Recent work has begun to explore this aspect of explainability in more detail.
One approach uses Singular Vector Canonical Correlation Analysis (SVCCA)
to provide explanations by training two architectures on different datasets and
analyzing how their weights are correlated. Their findings show that a DNN
trained on an SCA dataset exhibits greater correlation with a DNN trained for
image recognition than with a DNN trained on a different SCA dataset with
alternative countermeasures. On the other hand, [23] examined how shares are
processed during training across different layers by extending the work that uses
information bottleneck theory [22]. Their method trains a neural network on the
output features of each layer to predict the probability of the shares, which is
then used to calculate the perceived information of the shares. This reveals the
information contained in each intermediate feature. More recently, Karayalcin
et al. applied mechanistic explanability techniques to a well-performing DNN,
utilizing Principal Component Analysis (PCA) on activations and logit analysis
to reverse-engineer the emergence of features related to secret shares/masking
during phase transitions [17]. However, these methods do not provide fine-grained
explainability at specific points within each feature representation. Our work is
not intended to replace these prior contributions; instead, it offers an alternative
perspective on the problem of explaining DNNs used in SCA.
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3 Background

3.1 Notation & SCA

We represent a random variable using a capital letter X, and a random vector
using a bold capital letter X. Their respective realizations are denoted by the
corresponding lowercase letters x and x. Let x[i] stands for the ith component of
the vector x. When dealing with an element x ∈ F2n , we may equivalently write
x ∈ Fn

2 to indicate its vector representation. Moreover, we define (xS)S∈Fn
2
=

(x0,x1, . . . .x2n).
A cryptographic primitive is denoted as f(P, k) where P is a public random

variable (e.g., plaintext or ciphertext) and k is a hypothetical subkey. In fact,
we let k∗ be the correct key. A side-channel trace is defined as a vector t =
(t[0], . . . , t[D − 1]) ∈ RD with D as the number of sample points.

Within SCA, the most common countermeausre is call masking. Masking
has been shown to provide protection against side-channel attacks up to a given
security order [24]. It operates by splitting a sensitive variable Y into multiple
shares. More formally, a cryptographic primitive is said to use a masking scheme
of order d if Y is decomposed into d+1 distinct shares, Y = γ(m1,m2, . . . ,md+1),
where the original value Y can be reconstructed via a combining operator γ.
In this work, we solely consider Boolean masking, where γ corresponds to the
bitwise XOR of all shares mi for i ∈ {1, . . . , d+ 1}).

3.2 Profiling Attack

Profiling attacks represent the most powerful threat scenario in side-channel
analysis (SCA). It consists of a profiling and an attack phase. The adversary has
two devices in this setup: a prototype (clone) device and a target device. While
the adversary either controls or knows the key of the prototype device, the key
of the target device remains unknown. During the profiling phase, the adversary
builds a distinguisher F using profiling traces collected from the prototype de-
vice. In the subsequent attack phase, for each attack trace t(i) obtained from the
target device, a score y(i) = F(t(i)) is computed.

For each candidate key k, the log-likelihood score is then calculated over
a fixed number of attack traces Na sNa(k) =

∑Na

i=1 log(y
(i)[z

(i)
k ]) where z

(i)
k =

f(p(i), k) denotes the intermediate sensitive variable with p(i) being the public
variable associated with trace t(i). The log-likelihood scores are sorted into a
guessing vector G = [G0, G1, . . . , G|K|−1], where G0 corresponds to the most
likely key candidate and G|K|−1 the least likely one. The rank of the correct key
k∗ is defined by its position within this ordered list. The guessing entropy (GE)
is then obtained as the average rank of the correct key over multiple independent
experiments. An attack is deemed successful when GE = 0, and the minimum
number of traces required to achieve this is denoted as NTGE. In deep learning-
based SCA (DLSCA), DNN serves as the distinguisher F . The most commonly
used DNN architectures in SCA are Multilayer Perceptrons (MLPs) and Con-
volutional Neural Networks (CNNs). In this work, if the DNN recovers the key
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successfully, we would like to analyze and explain how it processes the leakage
from one layer to the next.

3.3 Pearson correlation & Correlation Power Analysis

We begin by revisiting the Pearson correlation, which forms the basis of Cor-
relation Power Analysis (CPA). The Pearson correlation between two vectors
x = (x(0), . . . , x(N−1)) and y = (y(0), . . . , y(N−1)) is defined as:

r(x,y) =

∑N−1
j=0 ((x(j) − x̄)(y(j) − ȳ))√∑N−1

j=0 (x(j) − x̄)2
√∑N

j=1(y
(j) − ȳ)2

(1)

where x̄ and ȳ denotes the mean of x and y respectively. The Pearson correlation
coefficient ranges from −1 to 1 (inclusive), which measures the degree of linearity
between x and y. A value r(x,y) = 1 implies that x and y has a perfect positive
linear relationship. Conversely, when r(x,y) = −1, it indicates a perfect negative
linear relationship.

As for the CPA, the Pearson correlation between each sample point of all
the traces and the hypothetical sensitive variable of a chosen leakage model Ẑk

for each key k is first computed. Now, let the largest absolute correlation values
among the sample points for key k be ρk. Then, we sort the absolute value |ρk|
in descending order. The key corresponding to the largest score ρki0

is the most
likely candidate, and the key corresponding to the lowest score is the least likely
candidate. Typically, the absolute value of the correlation coefficient is plotted
against the sample points to reveal potential leakages within the traces.

To evaluate how the DNN’s internal representations relate to physical leak-
ages, we measure the correlation between each point in the intermediate features
and a trained stochastic leakage model using the Pearson correlation. Pearson
correlation is a well-established statistical tool and is commonly used in side-
channel analysis. We will show in the experiments that it can effectively capture
leakage present in the internal representations. While alternative measures, such
as mutual information [10], could also be considered, we leave their exploration
to future work.

3.4 Stochastic leakage model

The stochastic attack, introduced as an alternative to template attacks [26, 11,
9], models side-channel leakage through linear regression on functions of the
sensitive intermediate variables. In this framework, the leakage is approximated
as a linear combination of basis functions derived from the bits of the target
variable.

Recent work [13] shows that constructing the stochastic model using an or-
thonormal Fourier basis, rather than the non-orthogonal monomial basis used
in classical approache [26, 11, 9], yields a leakage decomposition that can be es-
timated accurately and efficiently via a Fourier transform. Motivated by these
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results, we adopt a stochastic leakage model based on the Fourier basis. The
corresponding model, denoted by Ψ̂F256 is as follows:

Ψ̂F256(Y )[j] =
∑
S∈F8

2

bS ∗ (−1)Y ·S =
∑
S∈F8

2

bS ∗ ϕS(Y ) (2)

where Y = (Y [0], . . . , Y [7]) ∈ F8
2 denotes the input vector, and ϕS(x) =

1
24 (−1)x·S

with x · S =
∑7

i=0 x[i] ∗ S[i].
During profiling stage, a set of profiling traces and their corresponding sen-

sitive variables are given, i.e. {(t(0),y(0)), . . . , (t(Np−1),y(Np−1))}. Given that
T = (t(0), . . . , t(Np−1))T to be the matrix that consists of all the Np profiling
traces collected. We consider T [j] = (t(0)[j], . . . , t(Np−1)[j]) to be the jth sam-
ple points for all the traces. The goal is to find a set of trainable parameters
bj = (bj,S)S∈F8

2
for each sample point j ∈ {0, . . . , D − 1} such that it minimizes

the following Mean Square Error [5]:

minb

∥∥T [j]− bj · YT
∥∥
2

(3)

where Y = (β(y(0)), . . . , β(y(Np−1))) ∈ {−1, 1}Np×28 where β(Y ) = (ϕS(Y ))S∈F8
2
.

This can be solved via the ordinary least squares method [5]. We note that
Equation 3 applies to a single sample point. Typically, this is generalized to all
sample points. The time complexity of building the stochastic model is simply
O(Np). We refer readers to [9] for a practical implementation of the ordinary
least squares method applied across all sample points to obtain the stochastic
leakage model.

4 GlimpseDNN Framework

Now, we have all the building blocks required for the GlimpseDNN framework. In
this section, we will explain the proposed GlimpseDNN framework in a step-by-
step manner. The overall structure of the GlimpseDNN Framework is illustrated
in Figure 1. The GlimpseDNN consists of four steps.
1. As a first step, in order to explain anything, we need a trained DNN that

successfully recovers the secret key as stated in Section 3.2. Therefore, we
train the DNN with the profiling traces. Formally, we let the well-trained
DNN be defined as

FΘ(t) = Fℓ ◦ · · · ◦ F2 ◦ F1(t) (4)

where ℓ is the number of layers and Fi : RDi−1 → RDi with Di is the
dimension of the output from the ith layer for FΘ. We set D0 to be the
input dimension and define Dℓ as the number of output classes associated
with the hypothetical sensitive variable used for key recovery. We highlight
here that GlimpseDNN is model-agnostic. This means it can be applied to
any DNN architecture from MLP, CNN to even Transformers. But in this
work, we shall focus mainly on MLPs and CNNs which are the most common
DNN used in side-channel.
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1. Train a DNN that successfully recover the secret key.  2. Obtain the intermediate features for each layer

3. Train a stochastic model for each layer and for each
hypothetical sensitive variable.

4. Using the intermediate features obtain from the attack
traces and compute CPA/Pearson Correlation

Intermediate
Feature 1 (Profiling)

Intermediate
Feature 2 (Profiling)

Intermediate
Feature   (Profiling)

Intermediate
Feature   (Attack)

Intermediate
Feature 2 (Attack)

Intermediate
Feature 1 (Attack)

Output of Intermediate
Feature   (Attack)

Hypothetical sensitive
variable

Correlation

Output of Intermediate
Feature   (Profiling)

MSE Loss

Hypothetical sensitive
variable

Weights for interpretability

Fig. 1: GlimpseDNN Framework

2. In the second step, we extract the intermediate features from each layer of the
trained DNN by applying both profiling and attack traces. We denote Xp as
the collection of intermediate features derived from the profiling traces, and
Xa as the intermediate features obtained from the attack traces. Formally,
for each layer i ∈ {1, . . . , ℓ}, we set

Xp[i][j] = Fi ◦ Fi−1 ◦ · · · ◦ F1(t
j
p) (5)

Xa[i][j] = Fi ◦ Fi−1 ◦ · · · ◦ F1(t
j
a) (6)

where {tjp}
Np

j=1 is the set of profiling traces and {tja}
Na
j=1 is the set of attack

traces.
3. For each ith intermediate feature, we train a stochastic leakage model that

takes the hypothetical sensitive variable Y as input, which we denote by FY
i .

Suppose we let the ith intermediate features be denoted as xint ∈ RDi . The
underlying assumption of GlimpseDNN is that each point of xint is modeled
as

xint[j] =

{
Ψi,j(Y ) + ϵ if j ∈ {j0, . . . , jm−1},
ϵ otherwise,

(7)

where {j0, . . . , jm−1} are the indices at which sensitive information Y leaks,
with Ψi,j : Fn

2 → R being the true deterministic leakage model for the jth

index of ith intermediate feature and ϵ represents additive Gaussian noise.
The goal of training stochastic leakage model FY

i is to approximate Ψi,j from
xint effectively capturing the deterministic leakage of the sensitive variable
Y . Therefore, the selection of the hypothetical sensitive variable is crucial in
the GlimpseDNN framework.

4. In the last step, we compute the Pearson correlation between FY
i and the

intermediate feature Xa[i]. If the hypothetical sensitive variable Y = YK

depends on the key, e.g., YK = Sbox(P⊕K), one can perform a CPA instead
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Table 1: Hyperparameter search space for profiling attack.
Hyperparameter Options

MLP

Number of Dense Layers 1 to 10 in a step of 1
Neurons per layer 10, 20, 50, 100, 200, 300, 400, 500

CNN

Convolution layers 1 to 4 in step of 1
Convolution filters 4 to 16 in step of 4

Kernel size 26 to 52 in step of 2
Pooling type Average or Max
Pooling size 2 to 10 in step of 2

Number of Dense Layers 1 to 10 in a step of 1
Neurons per layer 10, 20, 50, 100, 200, 300, 400, 500

Others

Batch size 100 to 1100 in a step of 100
Activation function ReLU or SeLU

Optimizer Adam or RMSprop
Learning Rate 0.0005, 0.0001, 1e−4, 5e−4

Weight Initializer Random Uniform or Glorot Uniform or He Uniform
Epochs 50 to 500 in a step of 50

of merely computing the Pearson correlation. The resulting correlation values
can then be plotted to identify which components of the intermediate feature
exhibit dependence on the hypothetical sensitive variable.
Furthermore, since the stochastic leakage model admits a closed-form expres-
sion, it is possible to explicitly characterize the underlying leakage structure
to which the intermediate feature is strongly related. This characterization
can be obtained from the model weights S, namely bS as shown in Equa-
tion 2.

We note that, for convolutional layers, all channels are flattened into a one-
dimensional feature vector for Steps 3 and 4 of the GlimpseDNN framework.

5 Experiments

5.1 Experimental Settings

Hyperparameters search for the trained MLP/CNN for key recovery.
For all the datasets, we randomly sampled 100 models from Table 1 and selected
the network with the best NTGE. Although similar results were observed for
the Identity leakage model, key recovery was unsuccessful for datasets such as
ASCADr and ASCADf_desync50. Therefore, in this work, we focus on the Ham-
ming weight leakage model for the profiling attack. The chosen neural network
is then studied to examine how leakage information propagates across its lay-
ers. Instead of emphasizing state-of-the-art models, we apply GlimpseDNN on
a randomly sampled well-trained model to show that it is model-agnostic and
applicable across different architectures.
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Fig. 2: Trained CNN architecture for key recovery of simulated traces dataset.

5.2 Simulated Traces

We generate a set of simulated traces for masking order 1, where the shares are
defined as s1 = Sbox(pt⊕k∗)⊕s2, and s2 is sampled uniformly at random. Each
simulated trace contains 20 sample points. Let t denote a trace. For each trace,
we generate uniformly random byte values for all sample points, except that
t[5] = HW (s1) and t[10] = HW (s2). Using the hyperparameter search stated
above, we obtain a CNN that successfully recovers the secret key with NTGE =
12. The overall architecture is illustrated in Figure 2. The convolutional layer
consists of four output channels. For each kernel, the size and stride are both
42, with a padding of 16.

Next, we apply the Glimpse DNN framework to understand what are the
leakages within each intermediate features. We observe that the CNN begins ex-
tracting leakage related to Sbox(pt⊕k∗) starting from the second layer. This leak-
age progressively intensifies and ultimately becomes the dominant component of
the intermediate feature representations in layer 8 onwards. This highlights that
the DNN can extract the necessary information required for key recovery.

For completeness, we present the stochastic weights obtained from layer 9
to illustrate the type of insights provided by GlimpseDNN. Figure 4 shows the
corresponding weights for this layer. The values of S are sorted in ascending
order, following the approach in [13], which facilitates the interpretation of the
most significant bit interactions.

To focus on the most relevant components, we select sample point 2 for both
s1 and s2, and sample point 3 for Sbox(pt ⊕ k∗), as these exhibit the highest
correlations. Notably, for Sbox(pt⊕k∗), the stochastic leakage assigns the largest
weights to the basis with HW = 8. This indicates that the DNN leverages all bits
of Sbox(pt⊕k∗) in the key recovery process. On the other hand, we observe that
the DNN captures pairwise interactions between s1 and s2, suggesting that joint
leakage of these components are also exploited during feature extraction. While
these observations are insightful, the broader utility of interpreting stochastic
models remains an open question and is left for future work.

This localization is what distinguishes GlimpseDNN from prior layer-wise
approaches such as that of Perin et al. [23], who train a DNN on the entire
output of a layer to estimate a single perceived information score per sensitive
variable. Such a score can establish that a layer’s representation is informative



Glimpsing the Leakage Flow for DLSCA 11

(a) Input (b) Layer 1 (c) Layer 2

(d) Layer 3 (e) Layer 4 (f) Layer 5

(g) Layer 6 (h) Layer 7 (i) Layer 8

(j) Layer 9 (Logit)

Fig. 3: GlimpseDNN on simulated traces.

about a share or the target variable, but because it considers the entire represen-
tation as a whole, it cannot indicate which coordinates carry that information
or what function of the variable they encode. But GlimpseDNN’s provide these
information. In the simulated-trace experiment, for instance, sample point 2 of
layer 9 is found to correlate with both mask shares s1 and s2, identifying this
coordinate as the location at which the shares are combined, while the recovered
stochastic weights show a dominant pairwise interaction term between s1 and s2
rather than independent contributions from each, indicating the specific func-
tional form the network has learned. A layer-wise perceived information score
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(a) Sbox(pt⊕ k∗) for sample point 3

(b) s1 for sample point 2 (c) s2 for sample point 2

Fig. 4: Stochastic Weights for Layer 9

could report that layer 9 carries information about s1, s2, and Sbox(pt ⊕ k∗);
it could not identify where within the layer this information resides or how the
network combines it.

Overall, these results show that GlimpseDNN is able to capture the leak-
age being processed by the DNN in the simulated setting. In particular, the
framework successfully tracks how information related to the sensitive variables
is encoded and transformed across intermediate representations, even when the
leakage is synthetically generated under controlled noise and modeling assump-
tions.

5.3 Real Measurement

The ASCADv1 dataset contains traces from a first-order masked AES implemen-
tation on an 8-bit AVR microcontroller (ATMega8515) [4], targeting the third
byte of the first-round AES Sbox. It is provided in two versions: ASCADf and
ASCADr. In ASCADf, both profiling and attack traces correspond to a fixed
key, whereas in ASCADr, the profiling traces are generated with random keys
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Table 2: Masked intermediate values
m1 := r, m2 := Sbox(pt⊕ k∗)⊕ r

m3 := rout, m4 := Sbox(pt⊕ k∗)⊕ rout

m5 := rin, m6 := Sbox(pt⊕ k∗)⊕ rin
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Fig. 5: Trained MLP architecture for key recovery of ASCADf dataset.

and the attack traces correspond to a fixed key target device. Each version we
use 45, 000 profiling traces and 10, 000 attack traces. The traces in ASCADf
contain 700 sample points, while ASCADr traces contain 1, 400 sample points.
We denote the intermediate value as Sbox(pt ⊕ k∗), where pt is the third byte
of the plaintext and k∗ is the third byte of the first-round key. Various masks
contribute to the leakage, as summarized in Table 2. Since the learned stochas-
tic model weights exhibit a similar structure to those observed in the simulated
traces, we omit their presentation here. Therefore, we will only present the result
from Pearson Correlation/CPA.

GlimpseDNN on ASCADf For ASCADf, we train an MLP to successfully
recover the secret key with a NTGE = 1768. The MLP architecture used for
ASCADf is shown in Figure 5. It comprises eight layers in total: the first seven
layers each consist of a linear transformation followed by an ELU activation
function, while the final layer is a linear output layer with a softmax activation
function.

Next, we apply our GlimpseDNN method to interpret the trained MLP. We
observe that as we progress through the layers, the correlations associated with
the different masks m1 to m6 gradually decrease, while the correlation with
Sbox(pt⊕ k∗) increases (red line). Furthermore, as the network depth increases,
the model gradually learns to distinguish the correct Sbox(pt ⊕ k∗) from those
corresponding to incorrect keys (compare red line with grey lines). This trend
is consistent with the findings reported in [23], where the perceived information
between the network’s intermediate features and the masks diminishes, whereas
the perceived information with Sbox(pt⊕ k∗) increases across deeper layers.
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(a) Input (b) Layer 1 (c) Layer 2

(d) Layer 3 (e) Layer 4 (f) Layer 5

(g) Layer 6 (h) Layer 7 (i) Layer 8 (Logit)

Fig. 6: GlimpseDNN on ASCADf

Receptive field. In addition, we evaluate GlimpseDNN on a state-of-the-art CNN
proposed in [31]. The model consists of a convolutional layer with four kernels of
size 1, followed by an average pooling layer with kernel size 2 and stride 2. The
output is then flattened and passed through two dense layers with 10 neurons
each.

Figure 7 presents the results of applying GlimpseDNN to this CNN model.
The observations are consistent with those discussed above. Notably, since the
first convolutional layer contains four kernels of size 1, the leakage is preserved
across channels. After flattening, this we observed a repeated pattern appear-
ing four times similar to those in the input. This observation highlights that,
in CNNs, receptive fields [3] can help identify which parts of the input traces
correspond to the leakage revealed by GlimpseDNN.

GlimpseDNN on ASCADr For the ASCADr dataset, we train a CNN that
successfully recovers the secret key with NTGE = 5631. Figure 8 shows the
architecture of the CNN used for ASCADr. It consists of three convolutional
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(a) Convolutional Layer 1 (b) Fully Connected Layer 1 (c) Fully Connected Layer 2

Fig. 7: GlimpseDNN on ASCADf using state-of-art model
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Fig. 8: Trained CNN architecture for key recovery of ASCADr dataset.

blocks, each comprising a 1D convolution layer followed by an ELU activation
and batch normalization. These are followed by two fully connected layers, each
composed of a linear transformation and an ELU activation function. The final
layer is a linear output layer with a softmax activation. The CNN has 8 output
channels with the kernel sizes and stride of 52 and a padding of 4.

As before, we apply GlimpseDNN to examine how leakage propagates from
one layer to the next within the trained CNN. However, in Layer 3, several in-
termediate feature values are constant (also known as dead neurons), preventing
correlation computation for these features. Therefore, we remove these interme-
diate features before applying the Pearson correlation. Figure 9 shows the results
of the GlimpseDNN for each layer of the neural network. We observe that the
first layer processes the traces, distributing the leakage across multiple distinct
regions of the intermediate feature instead of concentrating it in a single area.
Subsequently, Layers 2 to 5 further compress the traces, enhancing the leakages
of the masks m1,m2,m3,m4, and m5 as highlighted by their high correlation
values. But the correlation of Sbox(pt⊕ k∗) did not come as dominant. As such,
here the trend reported in in [23] followed is partial, as only the leakage of the
mask are compressed. This indicates that the trained CNN is able to distinguish
the correct key from incorrect keys either by combining the shares found in layer
6 or the stochastic leakage model fails to model the Sbox(pt ⊕ k∗) perfectly.
Nevertheless, we observe that GlimpseDNN is able to provide insights into how
leakage is represented and transformed throughout the network which previously
lacks.

For ASCADf and ASCADr, we shows that GlimpseDNN can capture the
underlying leakage in the intermediate feature of the DNN to have a glimpse of
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(a) Input (b) Layer 1 (c) Layer 2
‘

(d) Layer 3* (e) Layer 4 (f) Layer 5

(g) Layer 6 (Logit)

Fig. 9: GlimpseDNN on ASCADr

what the DNN is extracting for key recovery since the correlation of the shares are
always prominent in the intermediate features across the layers. This indicates
that GlimpseDNN remains effective not only simulated setting, but also in on
real or realistic traces where the underlying leakage is much more complex.

5.4 Desynchronization datasets

Next, we consider artificially desynchronized variants of the ASCADf dataset,
where desynchronization is applied within windows of 50 and 100 sample points,
referred to as ASCADf_desync50 and ASCADf_desync100, respectively. We
also construct corresponding variants for ASCADr, namely ASCADr_desync50
and ASCADr_desync100. However, under our hyperparameter search, we do
not obtain any successful DNN models on the ASCADr desynchronized variants.
Therefore, we focus our analysis on ASCADf_desync50 and ASCADf_desync100.
It has been pointed out by [16] that these two ASCADf variants present a more
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Fig. 10: Trained CNN architecture for key recovery of ASCADf_desync50
dataset.

challenging setting for DLSCA compared to the baseline dataset. We show that
the advantages of the GlimpseDNN framework become particularly evident un-
der these settings.

ASCADf_desync50 A CNN is trained to successfully recover the secret key
for the ASCADf_desync50 dataset. This CNN can recover the secret key with
NTGE = 3070. Figure 10 provides the CNN architecture used for ASCADf_desync50.
It consists of convolutional blocks where each comprises a 1D convolution layer
followed by an SELU activation and batch normalization. Then the features are
flattened and processed with three fully connected layers, each composed of a
linear transformation and an SELU activation function with the final layer is a
linear output layer with a softmax activation. The 1D convolution layer has 16
output channels, and kernels with size of 52 and padding of 12. The strides of
the kernel is same as its size.

We interpret the trained CNN using our GlimpseDNN framework to exam-
ine how the leakages are processed across layers. This is depicted in Figure 11.
We observe that, due to desynchronization, the Pearson correlation using the
stochastic leakage model fails to inform the evaluator which leakage are leaking
(see Figure 11a). However, after the first layer of the trained CNN, the corre-
lations for m1,m2,m3,m4 and m5 increase significantly. The leakages observed
in the intermediate features are consistent with those in ASCADf before any
desynchronization was introduced (compare with Figure 6a in Section 5.3). This
shows that within the first layer, the neural network is already dealing with the
desynchronization countermeasure.

The subsequent layers, layer 2 to 3, seem to be processing the leakage and
amplifying the masks further. Then, for layer 4, the leakage of the masks starts
to decrease while the Sbox(pt⊕ k∗) leakage starts to increase. For the last layer,
Layer 5, the leakage of Sbox(pt⊕k∗) is slightly amplified for the distinguisher to
fully distinguish the correct key. Compared to simulated traces, attacks on real
measurements are significantly more difficult, as the leakage of Sbox(pt⊕ k∗) is
no longer dominant as it was in the simulated setting.
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(a) Input (b) Layer 1 (c) Layer 2

(d) Layer 3 (e) Layer 4 (f) Layer 5 (Logit)

Fig. 11: GlimpseDNN on ASCADf_desync50
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Fig. 12: Trained CNN architecture for key recovery of ASCADf_desync100
dataset.

ASCADf_desync100 A CNN is trained to successfully recover the secret
key for the ASCADf_desync100 dataset. The proposed CNN architecture is
composed of a single convolutional block followed by fully connected layers. The
convolutional block consists of a 1D convolutional layer with 16 filters, a kernel
size of 42, stride 42, and padding 8, followed by an ELU activation function and
batch normalization. The overall CNN architecture is illustrated in Figure 12.

The extracted features are then flattened and passed through two fully con-
nected layers, each followed by an ELU activation function. Finally, a linear
output layer with 9 neurons is used, followed by a softmax activation to produce
the probability distribution over the key classes. This architecture managed to
recover the secret key with NTGE = 5477 under higher desynchronization con-
ditions.
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(a) Input (b) Layer 1 (c) Layer 2

(d) Layer 3 (e) Layer 4 (Logit)

Fig. 13: GlimpseDNN on ASCADf_desync100

We apply the GlimpseDNN framework to a well-trained CNN. As illustrated
in Figure 13a, the stochastic leakage model alone is unable to recover any leakage
directly from the raw input traces. However, because the CNN itself is capa-
ble of successful key recovery, applying GlimpseDNN allows us to observe how
the hidden leakages are progressively extracted across the layers. After the first
layer, the leakages associated with shares m1 to m5 become noticeably more
prominent in the intermediate features, suggesting that the network effectively
denoises the signal. From layer 2 to layer 3, these leakages become highly pro-
nounced. Notably, starting at layer 3, the leakage corresponding to the target
sensitive variable, Sbox(pt ⊕ k∗), begins to distinguish itself from the incorrect
key hypotheses. Finally, by layer 4, the DNN successfully combines the shares
and extracts the Sbox(pt⊕ k∗) leakage to achieve key recovery. Here, we do not
see the trend of compression of the mask but there is an increase in the leakage
of the target sensitive variable.

5.5 Discussion

Previously, when a DNN succeeds in an attack, the evaluator may not have in-
sight into the specific leakage being exploited by the model. Prior work, such as
gradient visualization [21], can highlight regions of the trace that contribute to
key recovery, but it does not provide direct information about the underlying
leakage extracted by the DNN. Similarly, other attribution-based techniques [14],
Key Guessing Occlusion (KGO) [28], and n-occlusion [25] primarily assign im-
portance scores to sample points, and therefore share the same limitation. We
illustrate this by plotting the gradient visualizations and n-occlusion of the CNN
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(a) Gradient Visualization (b) n-occlusion (window size = 50)

Fig. 14: Prior Explainability Techniques of the well-trained CNN from AS-
CADf_desync100.

trained on ASCADf_desync100 in Figure 14. For gradient visualizations, we can
roughly observe two peaks, but n-occlusion the peaks are very prominents. These
peaks may correspond to the two mask-dependent leakage points. However, these
methods can only provide importance values at the level of sample points, with-
out directly characterizing the nature of the leakage itself.

Unlike those prior works, the GlimpseDNN framework provides an additional
tool for evaluators to better understand what leakage is being extracted. This
is shown from the results on ASCADf_desync50 and ASCADf_desync100. In
particular, these results reveals that leakage which were not recoverable us-
ing stochastic leakage modeling in the original trace domain can, in fact, be
successfully captured in the deeper layers of a well-trained DNN through the
GlimpseDNN framework.

Although there are no direct temporal relationship between intermediate
representation of deeper layers and the orignal trace, the practical value of
GlimpseDNN’s point-wise analysis at this depth is instead mechanistic rather
than physical. Specifically, it characterizes how the network internally repre-
sents, transforms, and combines leakage information after countermeasures such
as masking or desynchronization have already been processed, an aspect that
remains largely unexplored in prior work.

We further note an interesting, though not universal, trend across our re-
sults: the leakage of the mask shares is first extracted and amplified before being
compressed in later layers, while the leakage of the target sensitive variable cor-
respondingly increases with depth. This is broadly related to the compression
behavior observed by Perin et al. [23], where the perceived information of ir-
relevant features diminishes while that of the target sensitive variable increases
across deeper layers. However, this trend does not hold uniformly across all our
results. For ASCADr, the mask correlations remain enhanced through most of
the network and the target variable correlation never becomes clearly dominant.
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For ASCADf_desync100, we observe a different deviation: the leakage of the
masks is amplified but does not undergo the expected compression in later lay-
ers, even though the leakage of the target sensitive variable still increases and is
ultimately extracted by the network.

Both GlimpseDNN and [23] answer complementary questions: perceived in-
formation measures how much information about a share or the target variable
a layer contains, whereas GlimpseDNN determines where within the layer this
information resides and what function of the variable is encoded there. Con-
cretely, GlimpseDNN provides finer-grained explainability than [23], by reveal-
ing the flow of leakage in each intermediate feature point’s by modeling these
points with stochastic leakage models. These stochastic leakage models offer ex-
act closed-form expressions per point. Both approaches require access to the
sensitive variable and the corresponding shares for explainability, but finer gran-
ularity of GlimpseDNN comes at the cost of stronger assumptions, namely a
Gaussian noise model at each point and an assumption of linear dependence
between variables.

It should be noted that the GlimpseDNN framework is not without limita-
tions, it dependent on generalization power of stochastic leakage modeling and
also relies on Pearson correlation, which captures only linear dependencies be-
tween intermediate features and the stochastic leakage model. This could be
some reasons why the trend is different from those observed in [23]. Nonethe-
less, our experimental results indicate that Pearson correlation is useful for an
evaluator to detect leakage in practice. A promising direction for future work is
to explore non-linear dependency measures, such as mutual information, to cap-
ture more complex relationships on each specific point within representations.
Moreover, GlimpseDNN assumes the success of an attack under the DLSCA

setting and also requires the evaluator’s domain knowledge to select which sen-
sitive variable should be considered in the analysis. Currently, GlimpseDNN is
primarily designed as an post-hoc explainability tool; accordingly, our analysis
starts from models that successfully recover the key. We also examined models
for which key recovery was unsuccessful, but did not observe any meaningful
patterns. Therefore, our claims are restricted to models that achieve successful
key recovery. Adapting GlimpseDNN to untrained networks, or in other words,
to models not capable of recovering a key, is an interesting future direction.

Furthermore, while the stochastic leakage model provides weights that en-
able evaluators to analyze the learned representations, how these insights can
be leveraged to improve the design of the underlying implementation remains
an open problem. In [18], the authors demonstrated that specific bits of a sen-
sitive variable can contribute disproportionately to the overall leakage of an
FPGA when analyzed using a stochastic model. An interesting direction for fu-
ture work is to investigate whether the stochastic leakage patterns identified in
the deeper layers of the DNN can be translated back to the physical device, and
whether such insights can inform more secure hardware or implementation-level
countermeasures.
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6 Conclusion

In this work, we introduced GlimpseDNN, a model-agnostic framework designed
to provide layer-wise explainability of deep learning models in profiled side-
channel analysis. While deep neural networks have demonstrated strong perfor-
mance in recovering secret keys even under challenging countermeasures, their
black-box nature limits our understanding of how leakage information is pro-
gressively extracted across layers. Existing explainability techniques typically
highlight important sample points but do not characterize the nature of the
underlying leakage.

GlimpseDNN addresses this limitation by integrating stochastic leakage mod-
eling with intermediate feature analysis, enabling a structured view of how leak-
age evolves within a trained network. By training stochastic leakage models on
intermediate representations and analyzing their correlation with learned fea-
tures, we provide a method to identify what type of leakage is being extracted
and exploited by the DNN. Furthermore, this also allows a better understand-
ing of the bits interaction of the sensitive variable that the DNN extracted and
exploited through the learned stochastic weights.

Our experiments on simulated traces, ASCADf, ASCADr, and their desyn-
chronized variants demonstrate that GlimpseDNN can reveal meaningful leak-
age even in scenarios where the raw traces do not exhibit clear correlation of
the leakage. In particular, we show that well-trained CNNs are capable of inter-
nally desynchronized traces and extract leakage of sensitive information. These
results highlight that neural networks actively transform and extract hidden
leakage representations for key recovery.

Future work will investigate whether mutual information can more effectively
capture non-linear dependencies on each specific point within representations in
GlimpseDNN, and how the weights of the stochastic leakage model extracted
from deeper layers can be mapped back to physical implementations, with the
goal of informing the design of more robust cryptographic hardware.
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