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Abstract. The LLL algorithm involves reductions and swaps, corresponding to pro-
jection and ordering conditions. But the transformation b, < b; — | ;1 |by is not
a general size-reduction, where p; , = égi’z%, b;. is the orthogonalized vector of by,
which cannot ensure ||b/|| < ||b;||. The condition (§ — ,ulJr“)Hb*H2 < ||br 4 )? for
d € (1/4,1), cannot ensure ||b;|| < ||bi+1||. The two drawbacks possibly result in:
(1) the first vector could be longer than others, (2) some vectors could be further
reduced. In this paper, we present an optimized LLL algorithm which is indepen-
dent of orthogonalization and reduces the complexity from O(n%) to O(n?). By a
probabilistic argument, we show the new algorithm runs in polynomial time.
Keywords: LLL algorithm, projection condition, ordering condition, size-reduction,
Gram-Schmidt orthogonalization.

1 Introduction

For the set of linearly independent vectors B = {b1,bs, -+ ,b,} in Rk (n < k), the associated
lattice of B is defined as £ = {v: v = c1b; + coby + -+ - + ¢by, ¢; € Z}. The set B is the basis
of the rank n lattice £. The Gram-Schmidt orthogonalization B* = {bj,b3,--- b’} of B is
computed as follows:

n—l *

* * <b27b>f> * bn’bj
b1:b17 b2:b2_ PRI * *
< 17b1> j=1 b]’bj

Notice that B C L. In general, B* ¢ L.
Define the projection coefficients

b;. b
Hi ke = <<b* b]i>>a )
k "k

PEk = 1, Wik = 0if 7 < k.
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The Gram-Schmidt orthogonalization can be expressed in matrix form:

1 poy p31 -+ Hpa

I U T R T
B=B"| . . . )
0 0 o - 1

Lemma 1(Ref. [1]). For u,v € L, define u = % Then, ||lu — |p]v|| < ||ul||, where |u]
denotes the nearest integer of u, and |u|| denotes the FEuclidean norm of u.
Proof. When |u| < 1/2, p rounds to 0. Hence, ||u — [p]v|| = ||u|. When |u| > 1/2, rewrite

u = pv + v*, where v* is a vector orthogonal to v. Then
* 1 * *
le = Luloll = (e = Lo + o7 < fl5v + 07 < [lpv + 7] = [lul].

B is called 0-LLL reduced for § € (1/4,1), if it satisfies the following two conditions [5]:
(1) |pik] < 1/2 whenever ¢ > k. (projection condition)
(2) (6 — u§+17i)||b;?‘\|2 < ||bf, 1 ||* for all ¢ < n. (ordering condition)

Given L, the shortest vector problem (SVP) is to find the shortest non-zero vector A\(B)
contained in the set £(B). It is an NP-hard problem to find a vector in a lattice with length
within a factor of v/2 of the length of the shortest vector [0]. Some lattices are used as the core
of certain encryption algorithms [7]. These algorithms rely on both the ease of constructing a
lattice used for encryption, and the difficulty of obtaining the shortest vectors of a given lattice.

In this paper, we revisit the LLL algorithm, and use the general size-reduction u — ngzmv
to replace the transformation u — | <%’Z**>>1v. It needs no swap calls. These changes save lots of

computational cost for Gram-Schmidt orthogonalization. By a probabilistic argument, we show
that the new algorithm terminates in polynomial time. The efficient algorithm suffices for most
application cases, in which only the shorter vector is retrieved. We also present a hybrid of LLL
algorithm which is suitable for the case that all shorter vectors in the reduced basis should be
retrieved.

2 LLL algorithm

The Lenstra-Lenstra-Lovasz (LLL) algorithm aims to reduce vectors in a basis for a lattice so
as to find short vectors. It takes a basis and repeatedly change the vectors in that basis to make
them consistently smaller, while retaining them within the lattice. Notice that the reduction
operation does not affect the Gram-Schmidt orthogonalized basis B*. But the swap operation
does affect the orthogonalization. For example, in the step b; < b; — mbg, k < i, the new



orthogonalized vector is

=L (b — mby), b%)

i—1 i—1
b —mbk Z b* b*> ;k :bi—z,u,ivjb;—mbk—i-mzlik’jb;
j=1 j=1

j=1 7777
k—1
=b} — mby, + mbj, +m Y _ iy ;b5 = b}.
7=1

LLL algorithm
Input: the lattice basis B = {by, ba, - ,b,}.
Repeat the following two steps until finding the LLL reduced basis.
Step 1: Reduction
compute B* = {b},b3,--- , b} }
for i =2 ton do
fork=i—1to1do
if [pik] #0, b < b — [ | br
end
end
Step 2: Swap
fori=1ton—1do
if (6 — 2, ) [B512 > 167,41 then
swap b; 11 and b;
go to step 1
end
end
Output: the reduced basis {b}, b}, , b} }.

Coppersmith [1] have showed that the LLL algorithm can be used to find a small root of
a univariate modular equation. In 2009, Nguyen and Stehlé [10] presented a variation of LLL
algorithm with quadratic complexity. Hanrot [3] used LLL algorithm for effective Diophantine
approximation. May [8] suggested the usage of LLL algorithm for solving RSA and factorization
problems. In 2024, Kalbach and Chinburg [/] revisited the LLL algorithm and its complexity ar-
gument. Li and Nguyen [6] provided a complete analysis of the BKZ lattice reduction algorithm.
Ducas, Pulles, and Stevens [2] investigated a modern LLL implementation.

3 Analysis of LLL algorithm

Since by, could be out of the lattice, the LLL algorithm uses the transformation for reduction

b, by, :
T(i,k:):bib—>bi—{<* ﬁ>-‘bk, where k < i (1)
<bkvbk>



which is a variation of

b;, by
S(i,k):bi»—>bl-—v“ >-‘bk, where k < i (2)
By Lemma 1, we know that S(i, k) is a size-reduction. But T'(4, k) is not a general size-reduction.

Let m = |p;]. Since i > k, we have
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b — mbg[|* = b — m | bf + Y b}

k—1
=||b; — mb[|* — 2m(b; _mbkazp’k]b* +m? Z:U'kfd 372/“6,] j
Jj=1 Jj=1
k—1
_Hb *mbsz2+m mzukj J QbZ’ZUkJ J
j=1
k—1
<[|Bil|* + mim > ;b7 2bz,Zum ;
7j=1

If m # 0, m(m Zf;ll pk, ;05 — 2b;, Z] 1 Mk j *> could be greater than 0. In this case, one can
not ensure ||b; — mby| < Hb .

The original reduction needs to check the projection condition, and is not a general size-
reduction. The original swap operation needs to check the ordering condition. Both operations
are dependent on the Gram-Schmidt orthogonalization, which should be updated after each
swap, and incurs lots of calculations.

Let V(B) = [T, ||bi||* be the volume of the basis B. Then, the output of LLL algorithm
could be not idea:

e the first vector in the output could be longer than others;
e the volume of LLL basis could be further decreased.

Example 1. B = {{11,23,75,301}, {102, 273,13, 51}, {912, —123, 2,0} }. Its LLL basis is
By = {{11,23,75,301}, {102,273, 13,51}, {—708, 423, 28,102} }.

But {11, 23,75,301}||> = 96876, || {102,273, 13,51}||?> = 87703. Its first vector is longer than the
second vector. Actually, the basis

By = {{102,273,13,51},{11,23,75,301},{—810, 150, 15,51} }
is more desirable because
II{102,273,13,51}| < ||{11,23, 75,301}, ||{—810,150,15,51}| < |[{—708,423,28,102}|.

The Mathematica codes (Fig. 1) can be used to check the correctness.



(x-- External function --x)
rfu_List, v_List] :=Round[Dot[u, v] /Dot[v, v]]; RD[u_, v_] := (u-rf[u, V] *V);
LF[B_List, k_Integer] :=Module[{1len, i, j, s, t, A, u, v, w, X, Y},
len=Length[B]; t=0; A=Sort[B, Norm[#1] ~2 < Norm[#2] ~2&];
Label[begin]; t +=1; X =A;
For[j=1, j<len, j++, Y={};
For[i=1, i<len, i++, u=A[i]; v=A[jl;
If[i#j, w=RD[u, v]; Y=Append[Y, w], Y=Append[Y, u]ll;
A =Sort[Y, Norm[#1] ~2 < Norm[#2] ~2&]];
s = Length[Union[X, A]];
If[s == 1len, Print["repetitions=", t]; Goto[end]];
If[t <k, Goto[begin]]; Label[end]; Return[A]];

(x-- 01d basis --x)

B={{11, 23, 75, 301}, {102, 273, 13, 51}, {-912, -123, 2, 0} };
k=5; S=LF[B, k]; Print["Optimized basis: ", S];

(x-- Internal function: LatticeReduce --x)

T = LatticeReduce[B]; Print["LLL basis: ", T]

repetitions=2
Optimized basis: {{1@2, 273, 13, 51}, {11, 23, 75, 301}, {-81@, 150, 15, 51}}

LLL basis: {{11, 23, 75, 301}, {162, 273, 13, 51}, {-708, 423, 28, 102} }

Figure 1: An example of LLL algorithm (Mathematica codes)

4 An optimized LLL algorithm

To improve the original LLL algorithm, one can use the general size-reduction

w e u— V“’”WU. (3)

(v,v)

, which means HZ:H is more likely to unequal to zero. Thus,

(u,v)
(v,9)
(u,v)

Fact 1. For random binary vectors u,v € L, u = (v’v>, define the size-reduction ratio

(v,u)

(u,u)
the probability of event that ||u— {

(u,v)
(v,9)

>

If [[o]| < [Jufl; then

(v,u)
(u,u)

—‘ v|| < ||u|| is greater than that of ||v— L —‘ ul| < ||v]|.

= [lu— L]/

Then r =~ 0.95. For random positive integer vectors, the ratio r =~ 0.503. For random integer
vectors, the ratio r = 1. This is verified by the software Mathematica.
Theorem 1. The optimized LLL algorithm for binary vectors terminates in polynomial time.
Proof. Let B be the original basis, and B(®) be the basis after s size-reductions. Since



Optimized LLL algorithm

Input: the lattice basis B = {by,bs, - ,b,}.
Step 1: Reduction

bi < b; — pikby
Repeat Step 1 until ;= 0 for all @ # k
Output: the reduced basis B.

V(B) =[]~ ||bil|?, we have 1 < V(B®)) ~ 0.95°V(B). At worst, we have

s = O(nlog||b[| /| 10g(0.95)[)

where Hth — max; HbZH

The new algorithm is free of swap calls and Gram-Schmidt orthogonalization. These changes
save much computational cost. On average, it terminates after O(n) repetitions. The complexity
is O(n?), less than that of LLL algorithm which needs O(n?) reductions [1].

In experiments, we find the new algorithm always finds the same shorter vector as LLL
algorithm. In the case involving only shorter vectors, the new algorithm is more desirable. But
the advantage of smaller volume of reduced basis cannot be kept in some cases. Here is an

example.
Example 2. Let the old basis is

2 1 -2 2 1 -2 -1 -1
-1 0 2 -1 -2 1 -1 2
2 0 1 -1 -1 -2 0 -1
-1 -2 0 -1 1 -1 2 0
o -1 2 0 2 =2 2 0
1 2 0 -1 0 2 1 1
1 1 2 1 1 -2 0 O
B = 2 2 1 -1 -2 -2 0 =2
0o -1 0 -2 -2 1 2 1
-2 0 -1 2 -2 0 0 -1
2 -1 0 -2 -1 2 0 O
-1 1 -2 1 -1 1 2 -1
o -2 -2 1 0 1 0 =2
-1 2 0 2 1 1 1 -2
-1 0 2 0 2 -1 0 -2

S O N
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Its LLL basis is

-1 3 -1 0 -1 0 -1 -1 -1 0 2 0 -1 1 0
1 -1 0 -1 0 -2 1 1 -1 1 -1 1 0 0 2
o 1 1 -1t 0 0 -1 1 0O 0 -2 -2 1 -2 -3
2 0 -t 1 0o o 0 -2 2 1 1T 0 1 1 -1
o o o 1 o 2 1 2 2 0 1 0 -1 -1 1
o o 1 0 3 1 o 1 0 0O O 0 1 0
-1 1 o o o0 1 1 3 0 -2 1 2 2 0

B=y-1 0 2 o0 3 0 -1 2 0 0 1 -4 -1 1 0
1 -1 1 0 1 -1 0 -1 2 -1 -1 1 0 -2 1
-1 -1 -1 3 1 -3 1.0 O 2 O -2 0 0 1
o o 2 -1 0 1 1 0 0 -2 -2 0 2 -1 1
-1 -1 0 1 1 -1 -1 -1 2 -1 -1 0 =2 0
-1 0 0 2 -1 0 1 -1 0 -2 1 0 0 1 =3
o 1 -2 -1 -1 -1 1 0 1 0 0 0 -2 -1 0
1 0 -1 1 1 1 2 1 0O -1 0 0 0 0 O

with the volume 94628666845440000000.
The basis generated by the new algorithm is

13 -1 -1 0 O O -1 -1 2 1 -1 -1 -1 -1
-1 -1 0 -1 1 0 1 O -2 0 O 1 0 -1 1
o 1 1 o 1 -1 -1 0 -2 1 -1 1 -2 -1 =2
-2 06 -1 2 -1 1 -2 0 -1 0 -1 -2 -1 1 =2
o o o 2 -1 0 o0 3 2 -2 -2 2 0 -2 -1
o o 1 1 o 2 1 1 O 1T 2 0 0 2 =2
+r 1 o0 o0 O o0 1 o0 1 0 -1 3 2 -1 2

By = i 0o 2 o0 O 1 -1 -1 -1 0 -2 2 1 2 0
-1 -1 1 2 o0 0O O O -2 -2 0 -1 1 -1 -1
1 -1 -1 0 -3 2 0 2 0 -1 -1 0 -4 2 2
o o 2 oo 1 -2 0 1 -1 1 2 0 1 2 2
1 -1 0 2 -1 1 o0 O 1 3 0 -1 0 -2 0
i 0o o0 0O -2 -1 -1 1 1 0 1 -1 1 2 =2
o 1 -2 1 1 1 -2 1 0 0O 2 0 0 -1
-1 06 -1 0 -1 2 -3 -2 1 0O -1 1 0 -1 1

with the volume 350141110338539520000, which is greater than the previous volume. But both
have the same shorter vector +{1,-1,0,-2,0,0,1,1,-1,1,0,1,1,0,—1}.

In the case that the reduced basis should be of smaller volume, one can use the hybrid of
new algorithm and LLL algorithm. Let n be the number of independent vectors of B, By be the
LLL basis and Bs be the optimized basis. Let A be the union of By and Bs. Sort the set A by
the length of each vector. Take the first n shorter vectors to generate a new output.
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Conclusions

We present an efficient version of LLL algorithm, which is more applicable to the case that only
the shorter vector is needed. It reduces the reductions from O(n*) to O(n?). In some cases, it
can find a reduced basis with smaller volume than LLL algorithm, though it cannot always keep
this advantage. The new algorithm can be used to test the security levels of some encryption
algorithms based on lattices. We hope the findings could inspire more readers to develop new
versions of LLL algorithm and their new applications.
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