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Abstract. The overwhelming majority of the KECCAK instances standardized and
used in practice today make use of the KECCAK-f[1600] permutation or reduced-
round versions of it. There are a few use cases where using a smaller permutation
width would be beneficial, notably when one has to hash many very short messages.
To address this, the present note defines instances that use the KECCAK-p[800, n, = 12]
permutation, collectively under the name MiniSHAKE.
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The performance of hash and extendable output functions is often studied in the
scope of long inputs or long outputs, for which optimizing the execution time leads to
more substantial benefits than for short inpupts and outputs. In some cases, however,
one needs to hash many short messages in batch, and the performance must be studied
accordingly.

A particular use case lies in the scope of zero-knowledge proofs, and more specifically
succinct non-interactive arguments of knowledge (SNARKSs), where one proves the knowl-
edge of the input to a hash function without revealing it. While this is traditionally an
application where primitives working over large finite fields perform best, recent works
have shown that these can also be efficient for more traditional binary-oriented functions
evaluated in batches [1, 6, 14].

The cost of these proof systems depends on the Boolean circuit that represents the
hash function. In the case of the family KECCAK-p[b, n,| of permutations, the number of
Boolean operations is proportional to the width b and to the number of rounds n,.

e Let us first discuss the impact of a narrower permutation, and let us illustrate
this with a concrete example. Assume we need to evaluate a hash function on
an input size of 512 bits and to get an output of 256 bits. SHAKE128 is based on
KECCAK[r = 1344, ¢ = 256] with a block size of r = 1344 bits and processes our input
using a single call to KECCAK-p[1600] [12]. Alternatively, KECCAK[r = 544, ¢ = 256]
can also make our input (and its padding) fit in a single block, hence using a single
call to KECCAK-p[800], thereby halving the number of Boolean operations compared
to SHAKE128. (For this specific example, and sticking to ¢ = 256 for 128-bit secu-
rity, shrinking further down to KECCAK[r = 144, ¢ = 256] is less useful, as processing
a 512-bit input would require 4 calls to KECCAK-p[400], but there may be other use
cases where this permutation could come in handy.)

e Next, the number of rounds n, is an important parameter that influences both
performance and security, and it needs to be high enough to provide safety margin
against possible progresses in attacks. Ideally, this choice is driven by cryptanalysis
on round-reduced versions, but cryptanalysis requires hard work by cryptographic
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experts. Fortunately, KECCAK has received quite a large amount of cryptanalysis
since its publication. In the light of these publications, we feel we can confidently
propose to reduce the number of rounds in KECCAK-p[800] from the nominal 22 to
12 without compromising security. This is also the number of rounds chosen when
defining TurboSHAKE [3].

1 Specifications of MiniSHAKE

MiniSHAKE is a family of eXtendable Output Functions (XOF) parameterized by their
capacity ¢, where the capacity directly relates to the claimed security level as detailed in
Section 2. We restrict the capacity ¢ to multiples of 8 not greater than 512.

A given instance, denoted MiniSHAKE|c], takes as input:

e a message M, a byte string of variable length, and

o a domain separation parameter D, a byte with a value in the range [0x01, ..., 0x7F]
in hexadecimal.

As a XOF, the output of MiniSHAKE|c] is unlimited, and the user can request as
many output bits as desired. It can be used for traditional hashing simply by generating
outputs of the desired digest size.

MiniSHAKE produces unrelated outputs on different tuples (¢, M, D). For a given
capacity, the value D is meant to provide domain separation, that is, for two different
values Dy # Dy, MiniSHAKE[(|(-, D1) and MiniSHAKE][¢](-, D2) act as two independent
functions of M. We believe the range of D to be sufficient to cover all use cases.

Users that do not require multiple instances can take as default D = 0x01.

Named instances In addition, we define:
o MiniSHAKE128 as MiniSHAKE[c = 256], and
o MiniSHAKE256 as MiniSHAKE[c = 512].

Procedure To compute MiniSHAKE[c|(M, D), proceed as follows. Let R = 100 — ¢/8
be the rate in bytes and f the KECCAK-p[800, n, = 12] permutation [12].

1. Input preparation

(a) Append to M the byte D, followed by the minimum number of bytes 0x00
(possibly none) until M’ = M||D||0x00* has a length that is multiple of R
bytes.

(b) Bitwise add (XOR) the byte 0x80 into the last byte of M’.
(c) Cut M’ into m blocks of R bytes each, i.e., M’ = M||... || My,.

2. Absorbing phase

(a) Let S = 0x001%.
(b) For each block M; for i =1 to m:
i. Let S < f(S @ (M;]|0x00100~£)),

3. Squeezing phase

(a) Repeat as long as necessary:
i. Output the first R bytes of S.
ii. Let S« f(9).
(b) Truncate the output if longer than needed.



2 Security claim

We make a flat sponge claim [4] with ¢ bits of claimed capacity in Claim 1. Informally,
it means that MiniSHAKE shall offer the same security strength as a random oracle
whenever that offers a strength below ¢/2 bits and a strength of ¢/2 bits in all other cases.

Claim 1 (Flat sponge claim [4]). The success probability of any attack on MiniSHAKE/c]
2

shall not be higher than the sum of that for a random oracle and 1 — e_T]CV‘Ff, with N the
attack complexity in calls to KECCAK-p[800,n, = 12] or its inverse. We exclude from the
claim weaknesses due to the mere fact that the function can be described compactly and can
be efficiently executed, e.g., the so-called random oracle implementation impossibility [10],
as well as properties that cannot be modeled as a single-stage game [13].

The flat sponge claim covers all attacks against MiniSHAKE[c] up to a given security
strength of ¢/2 bits. Informally, saying that a cryptographic function has a security
strength of s bits means that no attacks exist with complexity N and success probability
p such that N/p < 2% [11]. For more details on the implications of the claim, we refer
to [5, Section 4.1].

3 Rationale

In this section, we exhibit the equivalence with KECCAK reduced to 12 rounds and moti-
vate our security claim.

Equivalence Consider the sponge function on top of the KECCAK-p[800, n, = 12] permu-
tation, with multi-rate padding pad10*1, capacity ¢ and rate r = 800 — ¢, as defined in
the FIPS 202 standard [12], and let us call it MS,. for short, i.e.,

MS.. £ sSPONGE[KECCAK-p[800, n, = 12], pad10*1,7 = 800 — ] .
Then, MiniSHAKE|[c](M, D) is equivalent to MS.(M |[unpad(D)), where

e D and each byte of M is interpreted as a string of 8 bits, from the least to the most
significant bit of the byte;

o unpad(D) removes the trailing bits ‘0’ of D, if any, then the last bit ‘1’ (e.g.,
unpad(0x01) is the empty string, unpad(0x0B) = ‘110’).

The reasoning is the same as for TurboSHAKE [3].

Security Changing the number of rounds in the underlying permutation from 22 as
specified in FIPS 202 to 12 in MiniSHAKE implies a drastic reduction in safety margin.
Still, MiniSHAKE is a reduced-round version of KECCAK and thereby directly benefits
from all the cryptanalysis on the latter.

The cryptanalysis on KECCAK is a living activity, with new papers published every
year. To keep track of these, we maintain a list of cryptanalysis results on our ciphers [2].
At the time of this writing, the best collision attack applicable to MiniSHAKE or to any
KECCAK instance works only when the permutation is reduced to 6 rounds [15, 7, 18], and
preimage attacks reach only 5 rounds [8, 19, 9]. Hence our proposal has a safety margin
of 6 out of 12 rounds for collision and (second) preimage resistance.

Currently, the structural distinguisher that reaches the highest number of rounds is
called SymSum and works on KECCAK reduced to 9 rounds [17] or even 10 rounds [16] al-
though with a complexity that does not contradict MiniSHAKFE’s security claim. This dis-
tinguisher consider self-symmetric strings of bits, that is, strings of the form X || X||Y||Y]|



... |1Z]|1Z, where X, Y and Z are 32-bit strings. The SymSum distinguisher produces
a set of self-symmetric strings such that the set of corresponding outputs through the
function sums to a self-symmetric string.

Finally, as for TurboSHAKE, we limit the supported capacity to at most 512 bits, as

we do not think that it makes much sense to claim more than 256 bits of security.
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