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Abstract
The Fujisaki–Okamoto (FO) transform (Journal of Cryptology, 2013) is the standard route

from weakly secure public-key encryption to chosen-ciphertext security, and it underlies many

practical post-quantum key-encapsulation schemes, including ML-KEM. Security proofs for FO

are set in the (quantum) random oracle models. FO uses two hash functions: the derandom-

ization hash 𝐻, which turns the base scheme into a deterministic trapdoor function (TDF) by

Encrypt-with-Hash, and the key-derivation hash 𝐺. We ask whether it is possible to instantiate

the hash functions in the FO transform while retaining its security guarantees.

While prior work mainly focused on the 𝐻 step, our focus is the 𝐺 step, and we take an

underlying injective TDF as given. We first show that the message-only implicit-rejection vari-

ant 𝑈
̸⊥
𝑚, a key-encapsulation mechanism formulation of FO that follows ML-KEM’s choices of

rejection and key derivation, is uninstantiable in general. Namely, assuming standard LWE and

subexponentially secure indistinguishability obfuscation and puncturable PRFs, for every effi-

cient hash function family 𝐺 with superlogarithmic output length there is a one-way, perfectly

correct injective trapdoor function for which the resulting KEM is not IND-CCA2 secure.

We next give sufficient conditions on 𝐺 to instantiate the TDF-based hybrid-encryption for-

mulation of FO, rather than the KEM version. To this end, we introduce distributional injective
extractability (DINJEXT), a new hash function property defined relative to a partially injec-

tive “wrapping function.” Under this assumption relative to the FO-derived wrapping func-

tion, combined with an achievable form of universal computational extractor security (Bellare,

Hoang, and Keelveedhi, CRYPTO 2013) on 𝐺 and suitable assumptions on the base schemes,

we obtain standard-model IND-CCA2 security. As evidence that DINJEXT is achievable, we

show that a random oracle satisfies it for every partially injective wrapping function, and that a

quantum random oracle satisfies aformulation of it for the FO wrapping function, in both cases

even relative to an oblivious sampling oracle. We leave a standard-model construction open.
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1 Introduction

1.1 Background and Motivation

The Fujisaki–Okamoto transform. The Fujisaki–Okamoto (FO) transform [46] is a central

method for obtaining public-key encryption secure against chosen-ciphertext attack. It underlies

Kyber and the derived ML-KEM standard [21, 66]. In the random oracle model (ROM) [14], FO

converts suitably secure public-key encryption into encryption secure against chosen-ciphertext

attack; variants also admit proofs in the quantum random oracle model (QROM). We study which

standard-model properties of a hash function can replace the features of the random oracle used

in these proofs.

Random-oracle instantiability. The ROM models a cryptographic hash function as a random

function accessible to all parties via an oracle. The study of instantiability goes back to Canetti,

Goldreich, and Halevi [32] and to many follow-on works showing that there are (contrived) ROM

schemes that become insecure when the random oracle is replaced by any concrete function. Recent

work has given more natural examples [44, 61]. A parallel line of work initiated by Canetti [27]

studies what standard-model properties a hash function must satisfy to replace a random oracle

in specific cases. That is, for each ROM proof one needs to study which property its use of the

random oracle actually needs and whether that property is achievable. Our negative result belongs

to the first line of research, and our positive result belongs to the second.

Two uses of hashing in FO. In the case of FO, hashing is used in two different ways. Starting

from randomized public-key encryption, a hash function 𝐻 derives the encryption coins from a

sampled plaintext 𝑥. This is the Encrypt-with-Hash [7] step, which defines the deterministic map

𝑥 ↦−→ PKE.Enc(𝑝𝑘, 𝑥;𝐻 (𝐾𝐻 , 𝑥)).

A second hash function 𝐺 derives a session key from 𝑥 and, in some variants, the resulting public-

key ciphertext. We call these two steps the 𝐻 step and the 𝐺 step. If one starts directly from a

suitable trapdoor function, such as in the case of Classic McEliece [4] or NTRU [35], the 𝐻 step is

skipped entirely.

Whereas prior uninstantiability results concern the 𝐻 step [25, 49, 75], our focus is the 𝐺 step.

We take the underlying injective trapdoor function (TDF) as given, including one obtained through

the 𝐻 step, as in Kyber [21], provided it satisfies the hypotheses of our result. The prior 𝐻-step

impossibility results do not establish insecurity for a fixed scheme such as Kyber. It is therefore

meaningful to assume the required properties of the resulting TDF and ask what is needed of 𝐺.

Our motivating question is:

What properties of the key-derivation hash function 𝐺 suffice to instantiate the 𝐺 step of
FO in the standard model?

1.2 Main Results

Overview. We give complementary negative and positive results. We first show that the 𝐺 step

is uninstantiable in general: under the assumptions stated below, no fixed hash function family 𝐺

with superlogarithmic output length makes the implicit-rejection key-encapsulation mechanism
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(KEM) variant of FO secure for every one-way injective TDF. Here, the session key is derived from

the TDF preimage alone, and the result holds even when the TDF is perfectly correct. Thus, no

property of𝐺 on its own gives a standard-model security theorem for this KEM formulation of FO

that covers every one-way injective TDF.

For our positive results, we adopt the view of FO as a hybrid encryption scheme, in which the

derived key encrypts the message under an authenticated symmetric scheme. Murphy, O’Neill,

and Zaheri [65] showed this setting to be beneficial for standard-model instantiation versus the

KEM setting. Our negative result does not apply to it, because the attack tests a candidate

encapsulated key and an adversary against hybrid encryption never receives one. In this setting

we prove a modular, standard-model CPA-to-CCA lifting theorem. Namely, under standard

assumptions on the base schemes, IND-CCA2 security of FO follows from two properties of 𝐺: an

achievable form of universal computational extractor (UCE) security [10, 36], and a new property

we call distributional injective extractability (DINJEXT).

More on distributional injective extractability. DINJEXT is not a property of𝐺 alone. We define

it relative to a partially injective wrapping function, which combines a preimage 𝑥, the hash of 𝑥, and

auxiliary data into an image. The FO wrapping function produces the ciphertext from the TDF

preimage 𝑥 and the message, using the hash 𝐺 (𝐾𝐺 , 𝑥) as the symmetric key, so the assumption is

joint on the base primitives as well as on 𝐺. At a high level, DINJEXT translates the observability
property of a random oracle, in which the simulator watches the adversary’s query log, to the

standard model. It is distributional in that it asks for simulation of the adversary’s interaction with

an ideal inversion oracle rather than extraction from the adversary’s coins. This is what makes it

post-quantum compatible, which is what the FO setting needs, as well as weaker than conventional

coin-based extractability even in the classical setting. We describe the notion and the FO wrapping

function in Section 1.4.

While we apply DINJEXT only to FO, we expect it and the distributional approach behind it

to have other applications. Candidates include instantiating, in the standard model, other ROM

transforms whose random-oracle proofs rely on observability, such as OAEP and OAEP+, and

addressing post-quantum knowledge-soundness for proofs of knowledge.

1.3 Uninstantiability of the 𝐺 Step for FO as a Key Encapsulation

We show that no standard-model hash function 𝐺 with superlogarithmic output length makes the

KEM 𝑈
̸⊥
𝑚 [F, 𝐺] secure for every injective one-way TDF F, assuming standard LWE together with

subexponentially secure indistinguishability obfuscation (iO) and puncturable PRFs. Namely,

for each concrete hash function 𝐺, we construct an injective TDF F★
𝐺

for which 𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺] is not

CCA-secure (Theorem 4.1), where𝑈
̸⊥
𝑚 denotes a variant of the FO transform described below.

Which variant of FO we attack. The variant of FO we attack follows two choices made in ML-

KEM [66].

• Implicit rejection. On an invalid input 𝑐 that fails the re-encryption check, decapsulation

returns a fallback key 𝐺 (𝐾𝐺 , 𝑍 ∥𝑐), where 𝑍 is a secret prefix chosen during key generation.

• Message-only key derivation. The session key is 𝐺 (𝐾𝐺 , 𝑢), computed from the preimage

alone, rather than 𝐺 (𝐾𝐺 , 𝑢∥𝑐), which also takes the ciphertext.
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Hofheinz, Hövelmanns, and Kiltz write the resulting KEM as𝑈
̸⊥
𝑚 [F, 𝐺] for TDF F and hash function

𝐺; we keep their notation [54]. Using implicit rejection only makes the negative result stronger, as

it shows that hiding the validity bit still does not make one-wayness sufficient for instantiation.

The counterexample is tailored to the code of 𝐺; it does not give an attack on a deployed

scheme. Its significance is that no standard-model property of 𝐺 alone can give a theorem for this

KEM covering every one-way injective TDF. In particular, an instantiation of this variant must rely

on properties of the underlying TDF beyond one-wayness, regardless of what is assumed about 𝐺.

The attack. We present a simplified version here to convey the main ideas. Let 𝑓 (·, ·) be a lossy

trapdoor function. The counterexample uses two key pairs (𝑒𝑘0, 𝑡𝑑0), (𝑒𝑘1, 𝑡𝑑1) of 𝑓 and public

vectors 𝑎0, 𝑎1 chosen uniformly at random. Define

F★𝐺 ( 𝑗 , 𝑥) =
(
𝑗 , 𝑓 (𝑒𝑘 𝑗 , 𝑥), ⟨𝑎 𝑗 , 𝑥⟩

)
.

Inversion uses 𝑡𝑑 𝑗 and checks the recovered preimage by re-evaluation. We call the first compo-

nent 𝑗 the tag.

Define the predicate 𝑃(𝑐, 𝐾𝐺 , 𝐾) to equal one if and only if 𝑐 is a valid tag-zero ciphertext

whose preimage (0, 𝑥) satisfies 𝐺 (𝐾𝐺 , (0, 𝑥)) = 𝐾 . Access to 𝑃 would let an adversary test the

challenge key and hence break the CCA-security of 𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺]. However, directly obfuscating 𝑃

makes one-wayness of F★
𝐺

difficult to establish, since 𝑃 has 𝑡𝑑0 hardcoded. Instead, the public

key contains an obfuscation of a leaky circuit 𝐶leak. On input (𝑐, 𝐾𝐺 , 𝐾), this (probabilistic) circuit

computes 𝛽 = 𝑃(𝑐, 𝐾𝐺 , 𝐾) and encodes it in the pair

𝑄 =
(
1, 𝑓 (𝑒𝑘1, 𝑋), 𝛽 ⊕ ⟨𝑎1, 𝑋⟩

)
, 𝑅 = 𝐺 (𝐾𝐺 , (1, 𝑋)),

where 𝑋 is sampled uniformly. With access to the decapsulation oracle of𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺], the adversary

queries it on 𝑄 and compares the answer with 𝑅. When 𝛽 = 0, 𝑄 is valid and decapsulation

returns 𝑅, whereas when 𝛽 = 1, 𝑄 is invalid and decapsulation returns the fallback key, which

for an arbitrary 𝐺 can also equal 𝑅. The full attack (Section 4.2) therefore also uses a second test,

applied when the challenge ciphertext has tag one, whose advantage is large when this equality is

frequent.

Keeping the trapdoor function one-way. It remains to show that F★
𝐺

is one-way, even though its

public key contains an obfuscation of 𝐶leak. Using the security property of probabilistic iO [33],

it suffices to prove that 𝐶leak hides the bit 𝛽 statistically. To this end, we first switch 𝑒𝑘1 to lossy

mode. Switching to lossy mode leaves enough uncertainty about 𝑋 for the random inner product

to hide 𝛽 statistically, even given 𝑅. The full construction in Section 4.1 amplifies this statistical

hiding property to meet the condition required by the probabilistic iO of [33], which can be based

on subexponentially secure deterministic iO and subexponentially secure puncturable PRFs. The

lossy TDF can be based on LWE.

1.4 Instantiability of the 𝐺 Step for FO as Hybrid Encryption

The role of extractability. We first discuss the extractability property of 𝐺 used in our instantia-

bility result. Consider a decryption query (𝑐1, 𝑐2)made in the IND-CCA2 game. Recovering 𝑥 with

F.Eval(𝑝𝑘, 𝑥) = 𝑐1 lets the reduction derive the key 𝐺 (𝐾𝐺 , 𝑥) and decrypt 𝑐2. When 𝐺 is a random
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oracle, its query log contains the candidate preimages. However, a concrete hash function does

not give any query log. We therefore seek a standard-model property that supports the simulation

of decryption queries.

In the context of FO, 𝐺 may be compressing, and the adversary submits a ciphertext to its

decryption oracle that does not contain any hash value. Either of these makes the standard notions

of extractability of Canetti and Dakdouk [31] insufficient. This is why we define extraction relative

to a wrapping function, which for FO is the map

𝑔𝑝𝑘 (𝑥, 𝑦, 𝑚; 𝜌) =
(
F.Eval(𝑝𝑘, 𝑥), SE.Enc(𝑦, 𝑚; 𝜌)

)
where 𝑦 = 𝐺 (𝐾𝐺 , 𝑥) is the hash value, 𝑚 is the message, and 𝜌 are the encryption coins. We call the

ciphertext the image and 𝑥 its preimage, and extraction means recovering the preimage of a valid

image. This approach builds on the QROM extractability techniques of Don, Fehr, Majenz, and

Schaffner (DFMS) [41], capturing them as a standalone notion and extending them to the standard

model.

We require a wrapping function to be partially injective. The image determines 𝑥, and only a

bounded number of hash values 𝑦 are consistent with a given image. For FO the first holds because

the TDF is injective, and the bound is the number of keys under which the symmetric ciphertext 𝑐2

decrypts to a valid message. This is why the symmetric scheme appears in the assumption. Under

the KEM formulation of FO, a ciphertext has no component that depends on the hash value, so it

admits no such bound, which is a second reason to work with hybrid encryption.

Our notion: distributional injective extractability. Coin-based extractability notions, starting

with Canetti and Dakdouk [31], give the extractor the adversary’s classical coins, and so does

the coin-based injective extractability notion we define. However, we show that plain coin-based

extractability is incompatible with post-quantum one-wayness (Theorem 5.4), so post-quantum

security needs a different formulation. Our notion generalizes the distributional approach that

Zhandry suggested for post-quantum knowledge assumptions based on isogenies [76]. The idea

is that an offline simulator, without the adversary’s coins, must emulate the adversary’s transcript

of its interaction with the ideal inversion oracle, achieving a similar acceptance probability on a

given test predicate of the transcript. The simulator may depend on the test predicate, and it does

not answer inversion queries online.

The inversion oracle returns preimages of valid wrapped images, but rejects queries for images

with the same preimage as the challenge. The challenge is generated by a preimage creator, which

sees the hidden setup state and the adversary’s challenge input, and produces a hidden preimage.

The preimage creator plays the role of the plaintext creator in the PA2 definition of plaintext

awareness [13]. The simulator may query the challenge oracle, but it has no inversion oracle.

CPA-to-CCA lifting theorem. We prove that the FO hybrid encryption scheme is IND-CCA2-

secure when 𝐺 satisfies DINJEXT for the FO wrapper and one-query UCE security for strongly

computationally unpredictable sources, under the stated correctness and security assumptions on

the base schemes (Theorem 6.2). This notion of UCE also implies IND-CPA security of the scheme.

The theorem also holds under the corresponding post-quantum assumptions.

We note that the distributional extractability relaxation we work with prevents a straightforward

proof structure. Namely, a standard proof would replace the decryption oracle by a simulator once

and for all, then argue about the resulting game. In our case, a simulator only reproduces the
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probability that one fixed test predicate accepts, so it tells us nothing about the simulated game

beyond that one test predicate. The proof instead bounds three probabilities and applies the

assumption separately to each, namely the probability that the adversary guesses the challenge

bit, the probability that the ideal inversion oracle answers some query differently from decryption

under 𝑠𝑘 , and the probability that the adversary submits a ciphertext that shares the challenge

preimage and is valid under the challenge symmetric key. Each of the three uses its own test

predicate and gives its own simulator. We give the details in Section 6.2.

Modular composition theorem. A single hash function family satisfying both UCE and DINJEXT
may be hard to build. To address this, we also give a composition theorem that combines a UCE

hash function and a separate hash function satisfying DINJEXT for an associated wrapping function

to achieve both properties together, under an additional unpredictability-preservation condition.

This separates the two design tasks while isolating the conditions needed for their composition.

The theorem and its proof are in Appendix A (Theorem A.4).

Toward a general class of wrappers. We would prefer to make an assumption that is not specific

to FO, stated for a general class of wrapping functions rather than for the FO one. This would

be similar to the way UCE [10] is stated for a class of sources, or correlation intractability [32]

for a class of relations. We have not found such a general class for which DINJEXT is plausibly

achievable. To guide future study, we give four counterexamples that any such general class must

exclude (Section 5.5). Two of them plant an obfuscated program, one in the public setup and one

in the challenge image, following the technique used against extractable one-way functions and

differing-inputs obfuscation with auxiliary input [19, 48].

We leave finding such a class as the main open problem raised by our work. Settling it would

say what makes FO a good wrapper, rather than leaving that as something established one scheme

at a time, and it would let DINJEXT be applied to other transforms.

In this work, we do not give a standard-model construction of a hash function satisfying

DINJEXT relative to the FO wrapper or any more general class. This parallels the initial situations

for correlation intractability and UCE. Correlation intractability was introduced together with a

proof that no hash function achieves it for the general class of sparse relations, and standard-model

constructions came later for restricted classes, starting with [29]. UCE was introduced without a

standard-model construction, then shown unachievable for the class of all computationally unpre-

dictable sources assuming indistinguishability obfuscation [24], with constructions for narrower

source classes following [26, 36].

Achievability in idealized models. Finally, we show that, under suitable assumptions, a random

oracle satisfies 1-DINJEXT2 for every partially injective wrapping triple whose honest algorithms

have no oracle access, and that a quantum random oracle satisfies a QROM version of the definition,

in which the simulator answers some of the random-oracle queries, for the FO wrapping triple

(Section 7). Furthermore, both results hold even relative to an oblivious sampling oracle, which

returns wrapper images whose preimages the adversary does not know. This contrasts with

our standard-model impossibility of post-quantum coin-based extractability, which uses oblivious

sampling (Theorem 5.4). While it may seem backward to show our notion is achievable in the

ROM and QROM, one reason this is worthwhile is that some proposed hash function notions
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for random-oracle instantiation cannot be constructed in the ROM, while some others can. For

example, extremely lossy functions [73] cannot [45], while UCEs can [10].

1.5 Related Work

Prior instantiability results on FO and OAEP. Kiltz, O’Neill, and Smith [63] gave an IND-CPA

instantiation of OAEP, using 𝑡-wise independent hashing together with lossiness of the underlying

trapdoor permutation. Bellare, Hoang, and Keelveedhi [10], in the work that introduced UCE, gave

standard-model IND-CPA instantiations of the Encrypt-with-Hash mechanism [7] and of OAEP

from UCE-secure hash function families. Murphy, O’Neill, and Zaheri [65] gave the first standard-

model IND-CCA2 instantiation of a modified variant of the FO transform, for lossy PKE [11],

combining indistinguishability obfuscation, extremely lossy functions [73], and multi-bit auxiliary-

input point obfuscation to build 𝐺.

Negative and adjacent UCE results. Brzuska, Farshim, and Mittelbach [24] showed, assuming

iO, that UCE for computationally unpredictable sources is unachievable, and subsequently [25]

that the 𝐻 step of FO with an IND-CPA scheme cannot be instantiated in general. Goyal, Koppula,

and Waters [49] weakened the assumptions behind such barriers. Zhandry [75] recovered them in

the augmented random oracle model (AROM) and also gave a counterexample to CCA security

of the full FO transform, even with lossy public-key encryption and perfectly secure symmetric

encryption [75, Theorem 5.1]. Both hash functions are random oracles in his counterexample.

Positive UCE constructions exist for split sources from iO and point obfuscation [26] and for

strongly unpredictable sources from the lattice-based assumptions of Chen and Mao [36]. Matsuda

and Hanaoka [64] show that UCE security of the derandomization hash 𝐻 and IND-CPA security

of the base scheme do not by themselves give IND-CPA security of the original FO transform.

Hash-function abstractions. Proposed hash-function abstractions include correlation intractabil-

ity [32, 29, 28], extractability [30, 31], preimage awareness [40], and UCE [10]. Dedicated standard-

model constructions have enabled instantiations of full-domain hash signatures [55, 73], Fiat–

Shamir [60, 28], and OAEP [63, 10, 65].

Plaintext and preimage awareness. Plaintext awareness asks that an adversary producing a

ciphertext already know the plaintext, formalized by an extractor that recovers it [15, 8]. Our

notion asks the same of wrapper images and their preimages, and the correspondence is close at

the level of the games. The preimage creator in 1-INJEXT2 plays the role of the plaintext creator

in the PA2 definition of Bellare and Palacio [13], and our challenge oracle plays the role of their

encryption oracle. There are two salient differences, however. Plaintext awareness is a property

of an encryption scheme, whereas ours is a property of a hash function relative to a wrapping

function. In PA, as in our coin-based 1-INJEXT2, extractors take the adversary’s coins, which is

the type of extractability Theorem 5.4 rules out against quantum adversaries. Our distributional

notion DINJEXT avoids it. Preimage awareness [40] is the hash-function counterpart to PA, but it

is still idealized, whereas our notion is defined in the standard model.

Observability and QROM extraction. Ananth and Bhaskar [5], building on earlier criticism

by Nielsen [67], identified observability as an artificial feature of the ROM and introduced non-
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observing reductions. Alamati, Maram, and Masny [2] extend this line to the post-quantum

setting with the non-observable QROM. QROM security of FO was first proved by Targhi and

Unruh [71], and later works gave tight QROM analyses [54, 58, 70, 57]. Zhandry’s compressed

oracle technique [74] and the QROM-based online-extractability framework of Don, Fehr, Majenz,

and Schaffner [41] provide the core of our QROM proof.

2 Preliminaries

2.1 Notation

Notation and conventions. We write𝜆 for the security parameter, negl(𝜆) for a negligible function,

and QPT/PT/PPT for quantum polynomial-time, polynomial-time, and probabilistic polynomial-

time. Unless explicitly called QPT, an efficient algorithm is classical polynomial-time, probabilistic

when randomized and deterministic for predicates and maps. Thus setup samplers, preimage

creators, scheme algorithms, and UCE sources are classical PPT algorithms unless stated otherwise.

All algorithms, games, and advantage functions are implicitly parameterized by 𝜆; we write, e.g.,
Adv(A) rather than Adv(A, 𝜆). For a finite set 𝑆, we write 𝑥←$ 𝑆 for uniform sampling from 𝑆.

We write [𝑛] = {1, . . . , 𝑛}. For a string 𝑠, |𝑠 | denotes its length in bits, 𝑠𝑖 denotes its 𝑖-th bit, and

𝑠 | [𝑖.. 𝑗 ] denotes its restriction from the 𝑖-th bit to the 𝑗-th bit for any 1 ≤ 𝑖 < 𝑗 ≤ |𝑠 |. For a function

𝑓 , we write Im[ 𝑓 ] := { 𝑓 (𝑥) : 𝑥 ∈ dom( 𝑓 )} for its image set. For sets 𝐴 and 𝐵, we write Funcs(𝐴, 𝐵)
for the set of all functions from 𝐴 to 𝐵, so that 𝐺←$ Funcs({0, 1}∗, {0, 1}ℓ) samples a random oracle

with ℓ-bit outputs. For a randomized algorithmA, we write 𝑦←$A(. . .) for executing it on a fresh

coin tape on the elided inputs, assigning the result to 𝑦. We write [A(. . .)] for the support of A’s

output distribution on input the elided inputs.

Statistical distance. For distributions 𝑃,𝑄 on a finite set, their statistical distance is SD(𝑃,𝑄) def

=
1

2

∑
𝑧 |𝑃(𝑧) −𝑄(𝑧) |.

2.2 Encryption Schemes and Key Encapsulation

We use both public-key and symmetric-key encryption. This subsection fixes their syntax and

recalls the standard security notions we need. Our positive result also uses two properties of

symmetric encryption that are not standard; they are in Section 2.4.

Definition 2.1 (Public-key encryption). A public-key encryption (PKE) scheme is a tuple PKE =

(PKE.Kg,PKE.Enc,PKE.Dec) of PPT algorithms with message space MsgSp and coin space CoinSp. Key
generation PKE.Kg(1𝜆) outputs a key pair (pk, sk); PKE.Enc(pk, 𝑚; 𝑦) on input 𝑚 ∈ MsgSp and coins
𝑦 ∈ CoinSp outputs a ciphertext 𝑐; PKE.Dec(sk, 𝑐) outputs a message 𝑚 or ⊥.

A PKE scheme is deterministic if its coin space is the singleton {𝜀}.

Definition 2.2 (Symmetric-key encryption). A symmetric-key encryption (SE) scheme is a tuple
SE = (SE.Kg,SE.Enc,SE.Dec) of PPT algorithms with message space MsgSpSE and coin space CoinSpSE.
The key space is {0, 1}ℓ𝐾 , and key generation SE.Kg(1𝜆) outputs a uniform key 𝐾←$ {0, 1}ℓ𝐾 . Encryption
SE.Enc(𝐾, 𝑚; 𝜌) on input 𝑚 ∈ MsgSpSE and coins 𝜌 ∈ CoinSpSE outputs a ciphertext. Decryption
SE.Dec(𝐾, 𝑐) is deterministic and outputs 𝑚 ∈ MsgSpSE or ⊥. Correctness requires that for all 𝐾 ∈
[SE.Kg(1𝜆)], messages 𝑚 ∈ MsgSpSE, and coins 𝜌 ∈ CoinSpSE, SE.Dec(𝐾, SE.Enc(𝐾, 𝑚; 𝜌)) = 𝑚.
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We use the standard notions of IND-CPA and IND-CCA2 security for PKE, and IND-CPA

security for symmetric encryption, as games in which A submits equal-length messages (𝑚0, 𝑚1),
receives an encryption 𝑐∗ of 𝑚𝑏 for uniform 𝑏←$ {0, 1}, and outputs a bit 𝑏′; the advantage is

|2 Pr[𝑏′ = 𝑏] − 1|. For IND-CCA2 the adversary has a decryption oracle that rejects 𝑐∗. We equiva-

lently use the left-or-right-oracle form in which the adversary makes at most one challenge query.

The post-quantum variants allow QPT adversaries, whose oracle queries, including decryption

queries, remain classical. For symmetric encryption, the game above is the one-time form of

IND-CPA security, because the adversary has no encryption oracle. This form suffices for us,

because in FO each symmetric key is used to encrypt a single message.

Definition 2.3 (Ciphertext integrity (INT-CTXT) [12]). Let SE = (SE.Kg,SE.Enc,SE.Dec) be a
symmetric encryption scheme and A a PPT adversary with oracle access to an encryption oracle Enc
and a verification oracle Vfy. The INT-CTXT advantage of A against SE is AdvINT-CTXT

SE (A) def

=

Pr

[
INT-CTXTASE ⇒ 1

]
, where the game is defined in Figure 1. We say SE is INT-CTXT-secure if

AdvINT-CTXT

SE (A) is negligible for every PPT A, and post-quantum INT-CTXT-secure if the same holds
for every QPT adversary.

Game INT-CTXT
A
SE

𝐾←$ SE.Kg(1𝜆)
𝐶 ← ∅; won← 0

AEnc, Vfy (1𝜆)
Return won

Enc(𝑚)
𝑐←$ SE.Enc(𝐾, 𝑚)
𝐶 ← 𝐶 ∪ {𝑐}
Return 𝑐

Vfy(𝑐)
𝑏 ← [ 𝑐 ∉ 𝐶 ∧ SE.Dec(𝐾, 𝑐) ≠ ⊥ ]
If 𝑏 = 1: won← 1

Return 𝑏

Figure 1: The INT-CTXT game [12].

Remark 2.4. [Multi-verification-query INT-CTXT] The formulation in Definition 2.3 permits the

adversary to make many verification queries (rather than outputting a single end-of-game forgery),

which is the standard multi-query INT-CTXT of Bellare–Namprempre [12]. We use this multi-

query formulation directly in our reductions.

Correctness notions for PKE. Following Hofheinz, Hövelmanns, and Kiltz [54], we say PKE is

𝛿-correct if Pr

[
CORRAPKE ⇒ 1

]
≤ 𝛿 for every (unbounded) adversary A, where the CORR game is

defined in Figure 2. When 𝛿 = 0 we say PKE is perfectly correct.

Game CORRAPKE

(pk, sk) ←$ PKE.Kg(1𝜆)
𝑚 ← A(pk, sk) // A unbounded

𝑦←$ CoinSp
𝑚′ ← PKE.Dec(sk, PKE.Enc(pk, 𝑚; 𝑦))
Return (𝑚′ ≠ 𝑚)

Figure 2: The 𝛿-correctness game of [54].
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Key encapsulation mechanisms. We use the standard KEM syntax.

Definition 2.5 (Key encapsulation mechanism). A key encapsulation mechanism (KEM) is a tuple
KEM = (KEM.Kg, KEM.Encaps, KEM.Decaps) of PPT algorithms. Key generation KEM.Kg(1𝜆) outputs
a key pair (pk, sk); KEM.Encaps(pk) outputs a ciphertext 𝑐 together with a session key 𝐾 ∈ {0, 1}ℓ𝐾 ;
KEM.Decaps(sk, 𝑐) outputs a key 𝐾 or ⊥. We say KEM is 𝛿-correct if

Pr[KEM.Decaps(sk, 𝑐) ≠ 𝐾] ≤ 𝛿,

where (pk, sk) ←$ KEM.Kg(1𝜆), (𝑐, 𝐾) ←$ KEM.Encaps(pk). When 𝛿 = 0 we say KEM is perfectly correct.
Definition 2.6 (KEM security). Let KEM be a KEM. The KEM-CCA2 game KEM-CCA2

A
KEM is defined

in Figure 3. The KEM-CPA game is the same game with no access to the decapsulation oracle. The
KEM-CCA2 advantage of A against KEM is

Advkem-cca2

KEM (A) def

=
��
2 Pr

[
KEM-CCA2

A
KEM ⇒ 1

]
− 1

�� .
The KEM-CPA advantage Advkem-cpa

KEM (A) is defined analogously. We say KEM is KEM-CCA2-secure if
Advkem-cca2

KEM (A) is negligible for every PPT A, and post-quantum KEM-CCA2-secure if the same holds
for every QPT adversary. We say KEM is KEM-CPA-secure if Advkem-cpa

KEM (A) is negligible for every
PPT A, and post-quantum KEM-CPA-secure if the same holds for every QPT adversary.

Game KEM-CCA2
A
KEM

𝑏←$ {0, 1}
(pk, sk) ←$ KEM.Kg(1𝜆)
(𝑐∗, 𝐾∗

1
) ←$ KEM.Encaps(pk)

𝐾∗
0
←$ {0, 1}ℓ𝐾

𝑏′←$AOdec (1𝜆, pk, 𝑐∗, 𝐾∗
𝑏
)

Return (𝑏 = 𝑏′)

Odec (𝑐)
If 𝑐 = 𝑐∗: return ⊥
Return KEM.Decaps(sk, 𝑐)

Figure 3: KEM-CCA2 game for a KEM.

2.3 Trapdoor Functions

Injective trapdoor functions. An injective trapdoor function (TDF) is a tuple F = (F.Kg, F.Eval, F.Inv)
of PPT algorithms with domain F.Dom = F.Dom(𝜆) and the following syntax. Key generation

F.Kg(1𝜆) outputs a key pair (𝑝𝑘, 𝑠𝑘). Evaluation F.Eval(𝑝𝑘, 𝑥) on 𝑥 ∈ F.Dom is deterministic and

outputs 𝑦 ∈ {0, 1}∗. Inversion F.Inv(𝑠𝑘, 𝑦) is deterministic and outputs 𝑥 ∈ F.Dom or ⊥. We

require that F.Eval(𝑝𝑘, ·) is injective for every public key in the support of F.Kg(1𝜆). We allow

inversion errors and state the required correctness separately. We say that F is perfectly correct if

F.Inv(𝑠𝑘, F.Eval(𝑝𝑘, 𝑥)) = 𝑥 for every (𝑝𝑘, 𝑠𝑘) ∈ [F.Kg(1𝜆)] and every 𝑥 ∈ F.Dom.

Injectivity concerns F.Eval: each image determines a unique preimage. Correctness concerns

the specified algorithm F.Inv. Perfect correctness implies injectivity, since two distinct preimages

of the same image could not both be recovered. The converse need not hold: F.Inv may fail even

when F.Eval is injective.

When the key 𝑝𝑘 is clear from context, we abbreviate the image of the TDF under 𝑝𝑘 as

Im[F] def

= Im[F.Eval(𝑝𝑘, ·)].
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Definition 2.7 (One-wayness). Let F be an injective TDF. The one-wayness advantage of an adversary
A is Advow

F (A)
def

= Pr[A(𝑝𝑘, 𝑦) = 𝑥] , where (𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆), 𝑥←$ F.Dom, 𝑦 ← F.Eval(𝑝𝑘, 𝑥).
We say F is one-way if Advow

F (A) is negligible for every PPTA, and post-quantum one-way if the same
holds for every QPT adversary.
Definition 2.8 (𝛿-adaptive correctness for TDFs). Let F be an injective TDF. The adaptive-correctness

advantage of an adversary A is

Advadapt-corr
F (A) def

= Pr

[
(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆), 𝑥 ← A(1𝜆, 𝑝𝑘, 𝑠𝑘) :

𝑥 ∈ F.Dom ∧ F.Inv(𝑠𝑘, F.Eval(𝑝𝑘, 𝑥)) ≠ 𝑥

]
.

We say F is 𝛿-adaptively correct if this advantage is at most 𝛿 for every PPT adversaryA, and post-quantum

𝛿-adaptively correct if the same holds for every QPT adversary.
If we view F as a PKE scheme with empty coins, Definition 2.8 is the CORR game of Figure 2

restricted to efficient adversaries, so 𝛿-correctness implies 𝛿-adaptive correctness, and in particular

perfect correctness implies 0-adaptive correctness. The adversary in Definition 2.8 receives both

keys and chooses 𝑥, so 𝛿 bounds its ability to find an inversion failure. A small failure probability

for uniformly sampled 𝑥 alone does not establish this property. Our positive FO theorem allows

negligible adaptive correctness error while retaining exact injectivity.

Discussion of adaptive correctness. Adaptive correctness (Definition 2.8) gives a PPT adversary

the key pair (𝑝𝑘, 𝑠𝑘) and asks it to output a domain point at which inversion fails. This is

related to the find-failing-ciphertext (FFC) game of Bindel, Hamburg, Hövelmanns, Hülsing, and

Persichetti [18], which gives the adversary only 𝑝𝑘 and asks for a list containing a failing ciphertext,

and to the single-shot formulations behind the tighter CCA analyses of [70, 59, 50]. Adaptive

correctness and FFC security are incomparable in general. An adaptive-correctness adversary

receives 𝑠𝑘 , which an FFC adversary does not. Conversely, an FFC adversary outputs only a failing

ciphertext, whereas an adaptive-correctness adversary must output its preimage, and injectivity

makes that preimage unique but gives no efficient way to recover it.

When F comes from the 𝐻 step, a failing point 𝑥 is exactly a failing message-coin pair

(𝑥, 𝐻 (𝐾𝐻 , 𝑥)) for the underlying PKE. For deployed schemes the evidence that adaptive cor-

rectness holds comes from the failure-boosting cryptanalysis literature [38, 39]. Those analyses do

not establish it formally, since our adversary also receives 𝑠𝑘 and must produce an explicit failing

point.

Almost-always lossy trapdoor functions. We use a one-sided almost-always variant of the

Peikert–Waters notion of lossy trapdoor functions [68]: injectivity and inversion remain exact

in the injective mode, but the image bound in the lossy mode may fail with negligible probability.

Definition 2.9 (Almost-always lossy TDF). An almost-always lossy trapdoor-function family

LT = (IKg, LKg,Eval, Inv)

consists of PPT algorithms, has domain {0, 1}𝑛(𝜆) and range {0, 1}𝑞 (𝜆) , and has the following properties.

1. Exact injectivity and inversion. The algorithm IKg(1𝜆) outputs (𝑒𝑘, 𝑡𝑑) such that 𝑢 ↦→ Eval(𝑒𝑘, 𝑢)
is injective and

Inv(𝑡𝑑,Eval(𝑒𝑘, 𝑢)) = 𝑢
for every 𝑢 ∈ {0, 1}𝑛(𝜆) .
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2. Mode indistinguishability. The evaluation-key ensembles

{𝑒𝑘 : (𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆)}𝜆 and {𝑒𝑘 : 𝑒𝑘←$ LKg(1𝜆)}𝜆

are computationally indistinguishable.

3. Almost-always lossiness. There are functions ℓloss and 𝛽loss such that

Pr

𝑒𝑘←$ LKg(1𝜆 )

[
|Im(Eval(𝑒𝑘, ·)) | ≤ 2

𝑛(𝜆)−ℓloss (𝜆)
]
≥ 1 − 𝛽loss(𝜆).

We call an evaluation key satisfying the displayed image bound good.
This relaxation matches what our proofs need. We apply lossiness only to an honestly generated

lossy key, condition on the key being good, and charge the bad-key event as an additive 𝛽loss. For

the counterexample, we choose ℓloss = 𝜅 + 𝜆 and 𝛽loss = negl(𝜆); exact lossiness is the special case

𝛽loss = 0.

Instantiation from LWE. Peikert and Waters [69, Section 6] construct lossy trapdoor functions

from standard decisional LWE, with polynomial modulus and inverse error rate, for any constant

lossiness rate below one. With rate 3/4 (their Theorem 6.6) and a lattice dimension 𝑠 ≥ 𝜆 large

enough that the input length 𝑛 = Θ(𝑠 log 𝑠) is at least 2(𝜅 + 𝜆), the lossiness is at least
3

4
𝑛 ≥ 𝜅 + 𝜆. In

injective mode, their construction inverts correctly only with overwhelming probability over key

generation. We make inversion exact by testing the sampled error matrix in both the injective and

the lossy key generation and replacing it by the zero matrix if the test fails. The test requires, in

every column, that the sum of the positive entries and the absolute sum of the negative entries are

both less than𝑄/(4𝑃), where 𝑃 and𝑄 are the plaintext and LWE moduli, which is the error bound

of their Lemma 6.3. It fails with probability at most 𝑤2
−𝑛

for 𝑤 columns, so the key distributions

are statistically close. The inversion and image-size arguments of their Theorem 6.4 then hold

for every key, which gives Definition 2.9 with 𝛽loss = 0. Quantum hardness of LWE gives the

post-quantum variant.

2.4 Two Properties of Symmetric Encryption

Key-ambiguity. We introduce a notion of key-ambiguity for symmetric encryption, which bounds

how many keys can make a length-bounded ciphertext valid, meaning it decrypts to something

other than ⊥.

Definition 2.10 (Key-ambiguity). Let SE be a symmetric encryption scheme with key length ℓ𝐾 . For an
integer 𝐿 ≥ 0, the 𝐿-bounded key-ambiguity of SE is

ΓSE(𝜆, 𝐿)
def

= max

𝑐∈{0,1}≤𝐿

��{𝐾 ∈ {0, 1}ℓ𝐾 : SE.Dec(𝐾, 𝑐) ≠ ⊥
}��,

and we call ΓSE(𝜆, 𝐿)/2ℓ𝐾 the corresponding key-ambiguity ratio.
We also write ΓSE for the function 𝑡 ↦→ ΓSE(𝜆, 𝑡), which is nondecreasing in 𝑡 because the

maximum is over {0, 1}≤𝑡 .
For a fixed 𝐿, the case ΓSE(𝜆, 𝐿) = 1 is a perfect, length-𝐿 form of key-robustness [1]; ordinary

key-robustness asks that no ciphertext, of any length, is valid under two different keys, and its
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computational form asks only that such a ciphertext be hard to find. It is also closely related to key-
commitment [9], which asks that the encryption algorithm itself does not produce a ciphertext valid

under some second key. However, deployed AEAD schemes such as AES-GCM and ChaCha20-

Poly1305 satisfy neither key-robustness nor key-commitment [3]. This motivates our relaxation

to ΓSE(𝜆, 𝐿) ≪ 2
ℓ𝐾

. Lemma 2.11 below shows that INT-CTXT security against non-uniform

adversaries makes this ratio negligible, which is why the relaxation is plausible for deployed

AEAD schemes.

INT-CTXT bounds the key-ambiguity ratio. The next lemma bounds the key-ambiguity ratio by

the INT-CTXT advantage of a non-uniform adversary.

Lemma 2.11 (INT-CTXT bounds key-ambiguity). Let SE be a symmetric encryption scheme with key
length ℓ𝐾 and uniform key generation over this key space. For every polynomial 𝐿, there is a non-uniform
INT-CTXT adversary B𝐿 such that

ΓSE(𝜆, 𝐿)/2ℓ𝐾 ≤ AdvINT-CTXT

SE (B𝐿).

In particular, if SE is INT-CTXT-secure against non-uniform adversaries, then ΓSE(𝜆, 𝐿)/2ℓ𝐾 is negligible
for every polynomial 𝐿.

Proof. For each 𝜆, let 𝑐𝜆 ∈ {0, 1}≤𝐿 (𝜆) attain the maximum in the definition of ΓSE(𝜆, 𝐿). The

non-uniform adversary B𝐿 hardcodes 𝑐𝜆, makes no Enc queries, and queries Vfy(𝑐𝜆). Then its

INT-CTXT advantage is exactly |{𝐾 : SE.Dec(𝐾, 𝑐𝜆) ≠ ⊥}|/2ℓ𝐾 = ΓSE(𝜆, 𝐿)/2ℓ𝐾 . □

Standard INT-CTXT is often stated against non-uniform adversaries. In this case, Lemma 2.11

says that ΓSE(𝜆, 𝐿)/2ℓ𝐾 is negligible for every polynomial 𝐿. However, strictly speaking, this is

an asymptotic use of non-uniformity; concrete claims about, say, 128-bit security require some

care [16]. We omit such claims here.

Image-closedness. We need decryption to reject every string outside the image of encryption.

Definition 2.12 (Image-closedness). We say that a symmetric encryption scheme SE is image-closed if
for every key 𝐾 and every string 𝑐,

SE.Dec(𝐾, 𝑐) ≠ ⊥ =⇒ ∃𝑚 ∈ MsgSpSE, 𝜌 ∈ CoinSpSE such that SE.Enc(𝐾, 𝑚; 𝜌) = 𝑐.

Combined with correctness, image-closedness gives, for every 𝐾 ,

{𝑐 : SE.Dec(𝐾, 𝑐) ≠ ⊥} = Im(SE.Enc(𝐾, · ; ·)).

Thus, SE.Dec is an efficient membership test for Im(SE.Enc). Image-closedness is a weakening of

the rigidity notion of [17]. Standard nonce-based AEAD schemes used in practice satisfy it, since

a valid ciphertext-nonce pair is one that encryption could have produced with that nonce.

2.5 Hash Functions and Universal Computational Extractors

Keyed hash function families. A keyed hash function family is a tuple Hash = (Hash.Gen,Hash.Eval)
of efficient algorithms. Here Hash.Gen(1𝜆) outputs a key hk and Hash.Eval(hk, ·) : D → R is deter-

ministic on the application-specific domain and range. When convenient, we identify the family

with the induced keyed map Hash(hk, ·), or write the family itself as a function Hash : K ×D → R.
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Universal computational extractors. We recall the UCE (Universal Computational Extractor)

notion of Bellare, Hoang, and Keelveedhi [10]. All sources in our results make a single hash query;

we state the definition for this single-query setting and vary the source class as needed.

A single-query UCE adversary is a pair A = (𝑆, 𝐷), where the source 𝑆 is a stateless oracle

algorithm that makes exactly one query 𝑥 to Hash and outputs leakage 𝐿, and the distinguisher
𝐷, given (𝐿, hk), outputs a bit. A source class S is a set of single-query sources satisfying some

condition; we define the source classes we use below.

Definition 2.13 (S-UCE security [10]). Let Hash = (Hash.Gen,Hash.Eval) be a keyed hash function
family, S a class of single-query sources, and A = (𝑆, 𝐷) a single-query UCE adversary with 𝑆 ∈ S. The
UCE game UCEAHash is defined in Figure 4. The UCE advantage of A against Hash is Advuce

Hash(A)
def

=��
2 Pr

[
UCEAHash ⇒ 1

]
− 1

�� . We say Hash is S-UCE-secure if Advuce
Hash(A) = negl(𝜆) for every 𝑆 ∈ S and

every PPT distinguisher 𝐷.

We say Hash is post-quantumS-UCE-secure if the same condition holds for QPT distinguishers.

The sources we use in post-quantum statements are still classical PPT algorithms. For source classes

defined through prediction, the post-quantum reading also allows QPT predictors.

Game UCEAHash

𝛽←$ {0, 1}
hk←$ Hash.Gen(1𝜆)
𝑄 ← ∅, 𝑇 ← ∅
𝐿←$ 𝑆Hash (1𝜆)
𝛽′←$ 𝐷 (𝐿, hk)
Return (𝛽 = 𝛽′)

Hash(𝑥)
If 𝑥 ∉ 𝑄:

𝑄 ← 𝑄 ∪ {𝑥}
If 𝛽 = 0: 𝑇 [𝑥] ←$ R
Else: 𝑇 [𝑥] ← Hash.Eval(hk, 𝑥)
Return 𝑇 [𝑥]

Figure 4: Single-query UCE security game [10].

UCE source classes: cup and scup. Our results use the strongly computationally unpredictable (scup)

class of Bellare, Hoang, and Keelveedhi [10], restricted to single-query sources; we also recall the

computationally unpredictable (cup) class for comparison. Intuitively, a source is unpredictable if its

leakage 𝐿 does not let a predictor output 𝑆’s hash query; the strong variant additionally reveals

the oracle’s responses on those queries to the predictor. Granting the predictor strictly more

information only makes 𝑆’s task harder, so Sscup
1
⊆ Scup

1
. Hence Scup

1
-UCE security is the stronger

assumption.

Formally, both classes are defined via the prediction game Predxcup
𝑆,𝑃

of Figure 5, parameterized by

a variant xcup ∈ {1-cup, 1-scup}. The game runs 𝑆 with the same Hash oracle as the 𝛽 = 0 game of

the UCE definition (Figure 4): a lazy-sampled random function that records 𝑆’s queries in a set 𝑄

and its responses in a table 𝑇 , and 𝑆 outputs leakage 𝐿. The predictor 𝑃 then receives a view view
and outputs a guess 𝑥′; the game returns 1 iff 𝑥′ ∈ 𝑄. The variant selects view: in the 1-cup variant

view = 𝐿, so 𝑃 sees only the leakage, whereas in the 1-scup variant view = (𝐿,𝑇 .values), so 𝑃

additionally sees the oracle’s responses on 𝑆’s queries.

A single-query source 𝑆 is in Scup
1

(resp. Sscup
1

) if for every PPT predictor 𝑃,

Pr

[
Pred1-cup

𝑆,𝑃
⇒ 1

]
= negl(𝜆)

(
resp. Pr

[
Pred1-scup

𝑆,𝑃
⇒ 1

]
= negl(𝜆)

)
.
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In the post-quantum case, the same definition quantifies over QPT predictors. Correspondingly,

Scup
1

-UCE security of a keyed hash function family is a stronger assumption thanSscup
1

-UCE security.

Game Predxcup
𝑆,𝑃

𝑄 ← ∅, 𝑇 ← ∅
𝐿←$ 𝑆Hash (1𝜆)
If xcup = 1-cup: view← 𝐿

If xcup = 1-scup: view← (𝐿, 𝑇 .values)
𝑥′←$ 𝑃(1𝜆, view)
Return (𝑥′ ∈ 𝑄)

Hash(𝑥)
If 𝑥 ∉ 𝑄:

𝑄 ← 𝑄 ∪ {𝑥}
𝑇 [𝑥] ←$ R
Return 𝑇 [𝑥]

Figure 5: Prediction game for single-query UCE sources.

2.6 Obfuscation and Leftover Hash Lemma

The two tools below are used only by the negative results of Section 4 and Appendix B.

Static-input 𝑋-pIO. Indistinguishability obfuscation is stated for deterministic circuits, and the

circuit we obfuscate is randomized. We therefore use probabilistic indistinguishability obfuscation
(pIO), in the exact-output 𝑋-pIO variant of Canetti, Lin, Tessaro, and Vaikuntanathan [33], which

they build from subexponentially secure indistinguishability obfuscation and subexponentially

secure puncturable PRFs. Since the obfuscated circuit is deterministic, it cannot use fresh random-

ness on each execution. Instead, on every input it selects one output that the original randomized

circuit could have produced.

The security condition compares two randomized circuits via one execution on an input chosen

in advance. The adversary first chooses an input 𝑣. Only afterward are the circuits 𝐶0, 𝐶1 and their

correlated auxiliary information 𝑧 sampled. The adversary then sees both circuits and one sample

from 𝐶𝑏 (𝑣), and tries to determine 𝑏. The order is important here. Namely, the adversary cannot

tailor 𝑣 to the sampled circuits; this is what “static input” means.

The parameter 𝑋 bounds a fixed set of exceptional inputs on which the two circuits may differ.

Outside this set, they agree for every choice of randomness. At an input selected in advance, the

adversary’s distinguishing advantage is at most 𝜈/𝑋 . The factor 1/𝑋 allows a hybrid argument

to sum over all exceptional inputs while retaining a negligible bound. We now formalize these

requirements.

Definition 2.14 (Static-input 𝑋-Ind sampler [33]). Let 1 ≤ 𝑋 (Λ) ≤ 2
Λ. A circuit sampler DΛ outputs

(𝐶0, 𝐶1, 𝑧), where𝐶0, 𝐶1 are same-size randomized circuits of size at mostΛwith the same input, randomness,
and output lengths, and 𝑧 is arbitrary correlated auxiliary information. For 𝑏 ∈ {0, 1} and a two-stage
adversary A = (A1,A2), the static-input experiment is defined in Figure 6. Its static-input advantage is���Pr[Static-Input-INDAD,1(1

Λ) ⇒ 1] − Pr[Static-Input-INDAD,0(1
Λ) ⇒ 1]

��� .
A circuit sampler D = {DΛ}Λ is 𝑋-Ind if, for every Λ, there is a fixed set XΛ of size at most 𝑋 (Λ),
independent of the sampled circuits, such that:
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1. Agreement outside the exceptional set: With overwhelming probability over (𝐶0, 𝐶1, 𝑧) ←$DΛ,
for every 𝑣 ∉ XΛ and every random tape 𝑟 ,

𝐶0(𝑣; 𝑟) = 𝐶1(𝑣; 𝑟);

2. Static-input hiding: For every non-uniform PPT adversary A, there is a negligible function 𝜈 such
that its static-input advantage is at most

𝜈(Λ)
𝑋 (Λ) .

Game Static-Input-INDAD,𝑏 (1Λ)

(𝑣, st) ←$A1 (1Λ)
(𝐶0, 𝐶1, 𝑧) ←$DΛ

𝑌 ←$ 𝐶𝑏 (𝑣)
Return A2 (st, 𝐶0, 𝐶1, 𝑧, 𝑣,𝑌 )

Figure 6: The static-input indistinguishability experiments.

The two experiments differ only in whether 𝑌 is sampled from 𝐶0(𝑣) or 𝐶1(𝑣). The preceding

definition identifies the randomized circuit pairs to which the compiler’s security applies. We now

define the compiler.

Definition 2.15 (Exact-output 𝑋-pIO compiler). Let 1 ≤ 𝑋 (Λ) ≤ 2
Λ. An exact-output 𝑋-pIO com-

piler X-pIO is a uniform PPT algorithm with three properties.

1. Exact output: On input (1Λ, 𝐶), where 𝐶 has size at most Λ, it outputs a deterministic circuit 𝜔,
and every output of 𝜔 is an actual output of 𝐶: for every 𝑣 there is a random tape 𝑟𝑣 such that

𝜔(𝑣) = 𝐶 (𝑣; 𝑟𝑣).

2. Computational correctness: For every efficiently sampled (𝐶, 𝑧) independent of the compiler coins
and every non-uniform PPT oracle distinguisher given (𝐶, 𝑧), oracle access to 𝜔←$ X-pIO(1Λ, 𝐶)
is computationally indistinguishable from oracle access to 𝐶 using fresh randomness on each query,
provided the queries use distinct inputs. Queries may be adaptive; the distinguisher is not given the
description of 𝜔.

3. Obfuscation security: For every 𝑋-Ind sampler that outputs (𝐶0, 𝐶1, 𝑧) and every non-uniform
PPT distinguisher, the distributions

(𝑧,X-pIO(1Λ, 𝐶0)) and (𝑧,X-pIO(1Λ, 𝐶1))

are computationally indistinguishable.

Discussion. The descriptions 𝐶0, 𝐶1 are given to the adversary in the static-input experiment,

but are not given to the obfuscation distinguisher unless they are separately included in 𝑧. The

second property follows from the correctness requirement of CLTV [33, Definition 2.1]; the third
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is their static-input 𝑋-Ind pIO security. They construct a compiler satisfying these two proper-

ties from subexponentially secure indistinguishability obfuscation for deterministic circuits and

subexponentially secure puncturable PRFs [33]; see also [6] for indistinguishability obfuscation.

Their compiler has the form

X-pIO(1Λ, 𝐶) = 𝑖O
(
1
Λ′ , [𝑣 ↦→ 𝐶 (𝑣; PRF𝑘prf (𝑣))]

)
for a freshly generated PRF key 𝑘prf and polynomially related Λ′. Under the standard convention

that 𝑖O preserves functionality exactly, this construction also has the first property: for each 𝑣,

take 𝑟𝑣 = PRF𝑘prf (𝑣). Its computational correctness follows from PRF security and correctness of

deterministic 𝑖O [33, Appendix B.2]. Here “subexponentially secure” means that the distinguishing

advantage of every non-uniform PPT adversary is at most 2
−Λ𝜖

for some constant 𝜖 > 0.

The single-query case of computational correctness gives the consequence used in our attack

analysis. If an efficient sampler produces (𝐶, 𝑣, 𝑧) independently of the compiler coins, then(
𝑧,X-pIO(1Λ, 𝐶) (𝑣)

)
≈𝑐

(
𝑧, 𝐶 (𝑣; 𝑅)

)
, (1)

where 𝑅 is fresh uniform randomness of the required length. The auxiliary information 𝑧 may

contain 𝐶 and relevant trapdoors, but not the compiled object itself. Thus an experiment that

uses the compiled object only for one designated evaluation may replace that evaluation by a

fresh randomized execution. This is a statement about the whole experiment, and does not assert

uniform output randomness after conditioning on the compiled object. Exact output alone would

not imply this property.

Average conditional collision probability. For jointly distributed random variables 𝑋, 𝑍 over

finite sets, define

cp(𝑋 | 𝑍) def

=
∑︁

𝑧:Pr[𝑍=𝑧 ]>0

Pr[𝑍 = 𝑧]
∑︁
𝑥

Pr[𝑋 = 𝑥 | 𝑍 = 𝑧]2.

The inner sum is the squared ℓ2 norm of the conditional distribution of 𝑋 given 𝑍 = 𝑧, equivalently

the probability that two independent samples from it collide, and cp(𝑋 | 𝑍) is its average over 𝑍 .

We use the following conditional form of the leftover-hash lemma. It follows from the standard

lemma [52] by conditioning and Jensen’s inequality.

Lemma 2.16 (Leftover-hash lemma with side information). Let H = {ℎ𝑣 : X → {0, 1}𝑚}𝑣∈V be a
two-universal family, meaning that

Pr

𝑉 ←$ V
[ℎ𝑉 (𝑥) = ℎ𝑉 (𝑥′)] ≤ 2

−𝑚

for all distinct 𝑥, 𝑥′ ∈ X. Let 𝑉 ←$V be independent of (𝑋, 𝑍), and let 𝑈𝑚←$ {0, 1}𝑚 be independent of
(𝑋, 𝑍,𝑉). Then

SD
(
(𝑍,𝑉, ℎ𝑉 (𝑋)), (𝑍,𝑉,𝑈𝑚)

)
≤ 1

2

√︃
2
𝑚

cp(𝑋 | 𝑍).

Proof. For each 𝑧 in the support of 𝑍 , let 𝑋𝑧 have the conditional distribution of 𝑋 given 𝑍 = 𝑧. Since

the two distributions in the statement have the same marginal distribution on 𝑍 , their statistical

distance is ∑︁
𝑧

Pr[𝑍 = 𝑧] SD
(
(𝑉, ℎ𝑉 (𝑋𝑧)), (𝑉,𝑈𝑚)

)
.
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The standard leftover-hash lemma bounds the summand corresponding to 𝑧 by

1

2

√︄
2
𝑚

∑︁
𝑥

Pr[𝑋 = 𝑥 | 𝑍 = 𝑧]2.

It follows that the distance in the statement is at most

1

2

√
2
𝑚

∑︁
𝑧

Pr[𝑍 = 𝑧]
√︄∑︁

𝑥

Pr[𝑋 = 𝑥 | 𝑍 = 𝑧]2.

Since the square-root function is concave, Jensen’s inequality bounds this by

1

2

√︄
2
𝑚

∑︁
𝑧

Pr[𝑍 = 𝑧]
∑︁
𝑥

Pr[𝑋 = 𝑥 | 𝑍 = 𝑧]2 =
1

2

√︃
2
𝑚

cp(𝑋 | 𝑍),

as claimed. □

3 The Fujisaki–Okamoto Transform

The Fujisaki–Okamoto (FO) transform [46] converts a public-key encryption scheme that is CPA-

secure, or only one-way, into one that is CCA-secure in the random-oracle model, and it is used

by Kyber and the derived ML-KEM standard [21, 66]. As described in Section 1, it hashes twice,

with 𝐻 deriving the encryption coins and 𝐺 deriving the key. We take the 𝐻 step as given and

define the two forms of the 𝐺 step that our results concern. Both start from an injective TDF

F = (F.Kg, F.Eval, F.Inv) with domain F.Dom.

Let 𝐺 : K𝐺 × {0, 1}∗ −→ {0, 1}𝜅 (𝜆) be a keyed hash function family. We write 𝐺.Kg for its key

generation, 𝐾𝐺 for its key, and 𝐺 (𝐾𝐺 , ·) for its evaluation.

Message-only implicit rejection. Our negative result uses the KEM𝑈
̸⊥
𝑚 [F, 𝐺] of Hofheinz, Hövel-

manns, and Kiltz [54], which derives the key from the preimage alone and returns a fallback key

rather than⊥ on an invalid ciphertext. Key generation samples (𝑒𝑘, 𝑡𝑑) ←$ F.Kg(1𝜆), independently

samples 𝐾𝐺←$ 𝐺.Kg(1𝜆) and 𝑍←$ F.Dom, and returns

𝑒𝑘 = (𝑒𝑘, 𝐾𝐺), 𝑡𝑑 = (𝑡𝑑, 𝐾𝐺 , 𝑍).

Encapsulation samples 𝑢←$ F.Dom and returns (F.Eval(𝑒𝑘, 𝑢), 𝐺 (𝐾𝐺 , 𝑢)). Decapsulation computes

𝑢′ = F.Inv(𝑡𝑑, 𝑐) and returns{
𝐺 (𝐾𝐺 , 𝑢′), 𝑢′ ≠ ⊥ and F.Eval(𝑒𝑘, 𝑢′) = 𝑐,
𝐺 (𝐾𝐺 , 𝑍 ∥𝑐), otherwise.

Decapsulation thus inverts 𝑐 and re-evaluates F on the result; when F comes from the 𝐻 step, this

is FO’s re-encryption check.
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Hybrid-encryption formulation. Our positive result concerns FO as a hybrid public-key en-

cryption scheme, as in [65]: the key 𝐺 (𝐾𝐺 , 𝑥) derived from the preimage is used with a sym-

metric scheme SE to encrypt the message. This is also the form our wrapping-function treat-

ment needs, since the first ciphertext component determines the trapdoor-function preimage and

the second encrypts the message under the derived key. Let SE have key length ℓ𝐾 , and let

𝐺 : K𝐺 × {0, 1}∗ → {0, 1}ℓ𝐾 . The scheme FO[F,SE, 𝐺] is defined in Figure 7. Decryption performs

the same re-evaluation check as the KEM.

FO.Kg(1𝜆)
(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
𝑠̂𝑘 ← (𝑠𝑘, 𝑝𝑘, 𝐾𝐺)
Return (𝑝𝑘, 𝑠̂𝑘)

FO.Enc(𝑝𝑘, 𝑚)
(𝑝𝑘, 𝐾𝐺) ← 𝑝𝑘

𝑥←$ F.Dom
𝑐1 ← F.Eval(𝑝𝑘, 𝑥)
𝐾 ← 𝐺 (𝐾𝐺 , 𝑥)
𝑐2←$ SE.Enc(𝐾, 𝑚)
Return (𝑐1, 𝑐2)

FO.Dec( 𝑠̂𝑘, (𝑐1, 𝑐2))
(𝑠𝑘, 𝑝𝑘, 𝐾𝐺) ← 𝑠̂𝑘

𝑥 ← F.Inv(𝑠𝑘, 𝑐1)
If 𝑥 = ⊥: return ⊥
If F.Eval(𝑝𝑘, 𝑥) ≠ 𝑐1:

return ⊥
𝐾 ← 𝐺 (𝐾𝐺 , 𝑥)
Return SE.Dec(𝐾, 𝑐2)

Figure 7: The hybrid FO scheme FO[F,SE, 𝐺].

4 A Negative Result for𝑈 ̸⊥𝑚
We show that no fixed hash function𝐺 makes the KEM𝑈

̸⊥
𝑚 secure for every one-way injective TDF.

Recall from Section 3 that 𝑈
̸⊥
𝑚 derives the session key from the sampled preimage alone, and that

on an invalid ciphertext it returns a fallback key rather than ⊥.

Previously, Brzuska, Farshim, and Mittelbach [25] showed that the𝐻 step cannot be instantiated

when the base scheme is only assumed IND-CPA secure, assuming indistinguishability obfusca-

tion. Goyal, Koppula, and Waters reduced this to lockable obfuscation and fully homomorphic

encryption, and Zhandry further reduced it to circularly secure LWE [49, 75]. Murphy, O’Neill, and

Zaheri [65] showed instantiability of a modified hybrid-encryption variant. Our negative result

addresses the message-only 𝐺 step under ordinary one-wayness.

Theorem 4.1 (Implicit-rejection uninstantiability). Let 𝐺 : K𝐺 × {0, 1}∗ → {0, 1}𝜅 be a keyed hash
function. Assume an almost-always lossy TDF (Definition 2.9) with lossiness ℓloss = 𝜅 + 𝜆 and negligi-
ble 𝛽loss. Assume an exact-output 𝑋-pIO compiler as in Definition 2.15. Then there is a one-way, perfectly
correct injective TDF F★

𝐺
, PPT adversary A, and a polynomial 𝑡 such that

Advkem-cca2

𝑈
̸⊥
𝑚 [F★𝐺 ,𝐺 ]

(A) ≥ 1

2𝑡
− 2
−𝜅 (𝜆)−1 − negl(𝜆). (2)

Canetti, Lin, Tessaro, and Vaikuntanathan construct the required compiler from subexpo-

nentially secure deterministic iO and puncturable PRFs [33]; Definition 2.15 records the needed

properties. The attack is classical and uses post-challenge queries. The theorem claims ordinary

one-wayness, without a validity or inversion oracle.

4.1 Building the Counterexample

Let LT = (IKg, LKg,Eval, Inv) be an almost-always lossy TDF (LTDF) with input length 𝑛 and

lossiness ℓloss = 𝜅 +𝜆, where 𝜅 is the output length of𝐺. LTDFs with these parameters can be based
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on the standard LWE assumption. Let ℓ𝐺 be the key length of 𝐺 and let 𝑞 be the output length

of LT. Put 𝐿0 = 𝑞 + ℓ𝐺 + 𝜅 + 2 and set

𝑡 = 2
⌈log

2
(4(𝐿

0
+𝜆+1) )⌉ ,

the least power of two that is at least 4(𝐿0 + 𝜆 + 1). We take 𝑡 to be a power of two so that the

domain of F★
𝐺

defined below can be sampled uniformly with a fixed number of coin flips. The

counterexample TDF F★
𝐺

uses 2𝑡 LTDF key pairs {(𝑒𝑘 𝑗 ,𝑖 , 𝑡𝑑 𝑗 ,𝑖)} 𝑗∈{0,1},𝑖∈[𝑡 ] . Besides all 𝑒𝑘 𝑗 ,𝑖’s, its

evaluation key also contains uniformly chosen strings 𝑎 𝑗 ,𝑖←$ {0, 1}𝑛 and an obfuscation of a leaky

circuit 𝐶leak. The circuit 𝐶leak can be used to break the CCA security of𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺].

Evaluation and inversion. The domain of F★
𝐺

is F.Dom★
𝐺 = {0, 1} × [𝑡] × {0, 1}𝑛. On input ( 𝑗 , 𝑖, 𝑥),

evaluation outputs 𝑐 = ( 𝑗 , 𝑖,Eval(𝑒𝑘 𝑗 ,𝑖 , 𝑥), ⟨𝑎 𝑗 ,𝑖 , 𝑥⟩). We sometimes refer to the bit 𝑗 as the tag.

The inversion algorithm uses 𝑡𝑑 𝑗 ,𝑖 to recover 𝑥 from the third component of 𝑐 and performs a

re-evaluation check. If the check passes, it outputs ( 𝑗 , 𝑖, 𝑥); otherwise it returns ⊥.

The leaky circuit 𝐶leak. Define a predicate 𝑃 ®𝑡𝑑
0

as follows. The predicate has the trapdoors

®𝑡𝑑0 = (𝑡𝑑0,𝑖)𝑖∈[𝑡 ] , evaluation keys, and public vectors hardcoded. On input a ciphertext 𝑐, a hash

key 𝐾𝐺 , and a candidate key 𝐾 , it

1. parses 𝑐 = ( 𝑗 , 𝑖, 𝑦, 𝜏) and returns 0 if 𝑗 ≠ 0;

2. computes 𝑥 = Inv(𝑡𝑑0,𝑖 , 𝑦) and returns 0 if 𝑥 ∉ {0, 1}𝑛;

3. returns 1 if and only if Eval(𝑒𝑘0,𝑖 , 𝑥) = 𝑦 ∧ ⟨𝑎0,𝑖 , 𝑥⟩ = 𝜏 ∧ 𝐺 (𝐾𝐺 , (0, 𝑖, 𝑥)) = 𝐾.

We omit
®𝑡𝑑0 and write 𝑃 for this predicate for ease of notation. An adversary with access to 𝑃 can

break the CCA security of 𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺]. However, since 𝑃 has part of the trapdoors hardcoded, it

is hard to show that F★
𝐺

remains one-way given an obfuscation of 𝑃. Instead, 𝐶leak first computes

𝛽 = 𝑃(𝑐, 𝐾𝐺 , 𝐾) and outputs an encryption of 𝛽 with two properties:

• an adversary with access to the decapsulation oracle for𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺] can use this output in the

CCA attack below;

• in the one-wayness proof, the obfuscation hides 𝛽.

The description of 𝐶leak is given in Figure 8 below. The complete description of F★
𝐺

is given in

Figure 9.

4.2 The Attack

The adversary in Figure 10 uses the public challenge tag to choose a test. Let Flip(𝑐) denote the

string obtained by flipping the last bit of 𝑐.

LetΘ = ({(𝑒𝑘 𝑗 ,𝑖 , 𝑡𝑑 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖 , 𝐾𝐺 , 𝑍) denote the base state, excluding the independent compiler

coins and 𝜔. For fixed Θ, write

𝑐𝑖,𝑥 = Flip(F★𝐺 .Eval(𝑝𝑘, (1, 𝑖, 𝑥)))
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Figure 8: The circuit 𝐶leak.

• Input (𝑐, 𝐾𝐺 , 𝐾)

• Hardcoded: (𝑒𝑘 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)𝑖∈[𝑡 ], 𝑗∈{0,1} , ®𝑡𝑑0 = (𝑡𝑑0,𝑖)𝑖∈[𝑡 ] .

1. Compute 𝛽 = 𝑃(𝑐, 𝐾𝐺 , 𝐾).

2. Choose 𝑏1, . . . , 𝑏𝑡 ∈ {0, 1} uniformly conditioned on

⊕𝑡

𝑖=1
𝑏𝑖 = 𝛽:

sample the first 𝑡 − 1 bits uniformly and use the parity constraint to

determine 𝑏𝑡 .

3. Independently choose 𝑋1, . . . , 𝑋𝑡 ←$ {0, 1}𝑛.

4. For each 𝑖 ∈ [𝑡], compute

𝑄𝑖 = (1, 𝑖,Eval(𝑒𝑘1,𝑖 , 𝑋𝑖), 𝑏𝑖 ⊕ ⟨𝑎1,𝑖 , 𝑋𝑖⟩),

𝑅𝑖 = 𝐺 (𝐾𝐺 , (1, 𝑖, 𝑋𝑖)).
(3)

5. Output ((𝑄𝑖 , 𝑅𝑖))𝑖∈[𝑡 ] .

and define

𝑝𝑖 (Θ) = Pr

𝑋←$ {0,1}𝑛
[𝐺 (𝐾𝐺 , 𝑍 ∥𝑐𝑖,𝑋) = 𝐺 (𝐾𝐺 , (1, 𝑖, 𝑋))],

𝑆(Θ) =
∑︁
𝑖∈[𝑡 ]

𝑝𝑖 (Θ), 𝛼(Θ) =
∏
𝑖∈[𝑡 ]
(1 − 𝑝𝑖 (Θ)).

(4)

Lemma 4.2 (Parity decoding cannot reverse the signal). Let 𝑝
real

and 𝑝
rand

be the probabilities that the
adversary in Figure 10 outputs 1, conditioned on the challenge having tag 0, in the real-key and random-key
games, respectively. Then

𝑝
real
− 𝑝

rand
≥ (1 − 2

−𝜅 ) 𝔼Θ [𝛼(Θ)] − negl(𝜆).

Proof. By the correctness of 𝑋-pIO, we may replace the adversary’s evaluation of 𝜔 by a fresh

randomized execution of 𝐶leak, changing each acceptance probability by a negligible amount.

Indeed, its input (𝑐∗, 𝐾𝐺 , 𝐾∗) and the auxiliary information Θ are independent of the compiler

coins; Θ suffices to simulate decapsulation, and the adversary makes no other use of 𝜔.

Consider this modified experiment using𝐶leak and fixΘ. For 𝐵 ∈ {0, 1}, let 𝑞𝐵 be the probability

that the decoded parity is 1 when𝐶leak samples its bits with parity 𝐵. Define 𝐸𝑖 =
[
𝐺 (𝐾𝐺 , 𝑍 ∥𝑐𝑖,𝑋𝑖 ) =

𝑅𝑖
]
.When 𝑏𝑖 = 0, decapsulation returns 𝑅𝑖 . When 𝑏𝑖 = 1,𝑄𝑖 is invalid and decapsulation returns the

fallback key. Thus 𝑏̂𝑖 = 𝑏𝑖 (1− 𝐸𝑖). The indicators 𝐸𝑖 are independent and have probabilities 𝑝𝑖 (Θ).
If no collision occurs, the decoded parity equals 𝐵. Otherwise, decoding retains only a proper

subset of the sampled bits. Every nonempty proper subset has uniform parity under either choice

of 𝐵; the empty subset has parity zero. Consequently,

𝑞1 − 𝑞0 = Pr[𝐸𝑖 = 0 for every 𝑖] = 𝛼(Θ).
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F★
𝐺
.Kg(1𝜆)

For 𝑗 ∈ {0, 1}, 𝑖 ∈ [𝑡]:
(𝑒𝑘 𝑗 ,𝑖 , 𝑡𝑑 𝑗 ,𝑖) ←$ IKg(1𝜆)
𝑎 𝑗 ,𝑖←$ {0, 1}𝑛

𝜔←$ X-pIO(1Λ, 𝐶leak)
𝑝𝑘 ← ({(𝑒𝑘 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖 , 𝜔)
𝑠𝑘 ← {(𝑒𝑘 𝑗 ,𝑖 , 𝑡𝑑 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖
Return (𝑝𝑘, 𝑠𝑘)

F★
𝐺
.Eval(𝑝𝑘, 𝑢)

Parse 𝑢 = ( 𝑗 , 𝑖, 𝑥) ∈ F.Dom★
𝐺

𝑦 ← Eval(𝑒𝑘 𝑗 ,𝑖 , 𝑥); 𝜏 ← ⟨𝑎 𝑗 ,𝑖 , 𝑥⟩
Return ( 𝑗 , 𝑖, 𝑦, 𝜏)

F★
𝐺
.Inv(𝑠𝑘, 𝑐)

Parse 𝑐 = ( 𝑗 , 𝑖, 𝑦, 𝜏); else return ⊥
𝑥 := Inv(𝑡𝑑 𝑗 ,𝑖 , 𝑦)
If 𝑥 ∉ {0, 1}𝑛: return ⊥
If Eval(𝑒𝑘 𝑗 ,𝑖 , 𝑥) ≠ 𝑦: return ⊥
If ⟨𝑎 𝑗 ,𝑖 , 𝑥⟩ ≠ 𝜏: return ⊥
Return ( 𝑗 , 𝑖, 𝑥)

Figure 9: The counterexample TDF for message-only implicit rejection.

Adversary AOdec (1𝜆, (𝑝𝑘, 𝐾𝐺), 𝑐∗, 𝐾∗)
Parse the tag 𝑗∗ of 𝑐∗

If 𝑗∗ = 1: 𝑇 ← Odec (Flip(𝑐∗)); return [𝑇 = 𝐾∗]
((𝑄𝑖 , 𝑅𝑖))𝑖∈[𝑡 ] ← 𝜔(𝑐∗, 𝐾𝐺 , 𝐾∗)
For 𝑖 ∈ [𝑡]: 𝑇𝑖 ← Odec (𝑄𝑖); 𝑏̂𝑖 ← [𝑇𝑖 ≠ 𝑅𝑖]
Return [

⊕
𝑖∈[𝑡 ] 𝑏̂𝑖 = 1]

Figure 10: The CCA adversary for𝑈
̸⊥
𝑚 [F★𝐺 , 𝐺].

A real candidate key makes 𝐶leak choose parity 1. A uniform candidate makes it choose

parity 1 with probability 𝜀 = 2
−𝜅

, and parity 0 otherwise. Thus the conditional difference between

acceptance probabilities is

𝑞1 −
(
𝜀𝑞1 + (1 − 𝜀)𝑞0

)
= (1 − 𝜀)𝛼(Θ).

Averaging over Θ and accounting for the negligible cost of the replacement proves the claim. □

Proposition 4.3 (Implicit-rejection attack advantage). The adversary of Figure 10 satisfies Equation (2);
every query differs from the challenge.

Proof. Write 𝜀 = 2
−𝜅

. For 𝑗 ∈ {0, 1}, let 𝑎 𝑗 be the real-key acceptance probability minus the

random-key acceptance probability, conditioned on challenge tag 𝑗 . By Lemma 4.2,

𝑎0 ≥ (1 − 𝜀)𝔼Θ [𝛼(Θ)] − negl(𝜆).

On tag one, the flipped challenge is invalid. For fixed Θ, its fallback answer equals the real key

with probability 𝑆(Θ)/𝑡, averaged over the uniform index and preimage, and equals a uniform

candidate with probability 𝜀. Hence 𝑎1 = 𝔼Θ [𝑆(Θ)/𝑡] − 𝜀. Since the challenge tag is uniform, the

total signed advantage satisfies

𝑎0 + 𝑎1

2

≥ 1

2

𝔼Θ

[
(1 − 𝜀)𝛼(Θ) + 𝑆(Θ)

𝑡
− 𝜀

]
− negl(𝜆). (5)

If 𝜀 ≥ 1/𝑡, the claimed advantage bound is nonpositive and holds trivially. Otherwise, 𝑡 ≥ 2

implies 1− 𝜀 ≥ 1/𝑡. Fix Θ and abbreviate 𝑆 = 𝑆(Θ) and 𝛼 = 𝛼(Θ). The union bound gives 𝛼 ≥ 1− 𝑆.
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If 𝑆 ≥ 1, then (1 − 𝜀)𝛼 + 𝑆/𝑡 ≥ 1/𝑡. If 𝑆 ≤ 1, then

(1 − 𝜀)𝛼 + 𝑆
𝑡
≥ (1 − 𝜀) (1 − 𝑆) + 𝑆

𝑡
≥ 1 − 𝑆

𝑡
+ 𝑆
𝑡
=

1

𝑡
.

Substituting into Equation (5) gives a signed advantage of at least 1/(2𝑡) − 𝜀/2 − negl(𝜆), which

proves the claimed bound.

No query equals the challenge ciphertext. For a tag-zero challenge, exact-output correctness

ensures that every 𝑄𝑖 returned by 𝜔 has tag one; for a tag-one challenge, the query differs in its

last bit. □

4.3 One-Wayness

Theorem 4.4 (One-wayness of the counterexample). Under the assumptions of Theorem 4.1, F★
𝐺

is
one-way in the sense of Definition 2.7.

Proof overview. The detailed reductions are in Section 4.4.4. Recovering 𝑥 from (𝑒𝑘, 𝑎,Eval(𝑒𝑘, 𝑥),
⟨𝑎, 𝑥⟩) for independent uniform 𝑎, 𝑥 is hard by mode indistinguishability and the lossy image

bound (Lemma 4.6). The remaining task is to show that publishing 𝜔 preserves this hardness.

To this end, we aim to replace 𝜔 by an obfuscation of a dummy circuit that contains no

trapdoor. Define 𝐶dum(𝑐, 𝐾𝐺 , 𝐾) to ignore 𝑐, 𝐾 , set 𝛽 = 0, and execute steps 2–5 of 𝐶leak. It contains

only (𝑒𝑘1,𝑖 , 𝑎1,𝑖)𝑖∈[𝑡 ] and the code of 𝐺. The key step is to show that these circuits satisfy the 𝑋-Ind

condition required by 𝑋-pIO when the keys 𝑒𝑘1,𝑖 are generated independently in lossy mode, with

the public evaluation data and an honest tag-zero challenge as auxiliary information.

Assuming this claim, consider the following hybrid sequence for a tag-zero challenge:

(injective 𝑒𝑘1,𝑖 ,X-pIO(𝐶leak)) ≈𝑐 (lossy 𝑒𝑘1,𝑖 ,X-pIO(𝐶leak))

≈𝑐 (lossy 𝑒𝑘1,𝑖 ,X-pIO(𝐶dum))

≈𝑐 (injective 𝑒𝑘1,𝑖 ,X-pIO(𝐶dum)).

The first and last transitions follow from mode indistinguishability, switching each key in its public

and hardwired occurrences together. Neither circuit uses 𝑡𝑑1,𝑖 . The second transition follows from

the claimed 𝑋-Ind property and 𝑋-pIO security. In the final hybrid, choose the challenge index 𝐼

uniformly from [𝑡] and embed the hard instance (𝑒𝑘, 𝑎,Eval(𝑒𝑘, 𝑥), ⟨𝑎, 𝑥⟩) at (0, 𝐼). Since 𝐶dum
contains no trapdoor, the reduction can construct the entire public key without the target trapdoor.

Successful inversion recovers 𝑥.

For a tag-one challenge, embed the hard instance directly at a uniformly chosen (1, 𝐼) in the

original experiment. The reduction can construct 𝐶leak, because it uses 𝑒𝑘1,𝐼 , 𝑎1,𝐼 but not 𝑡𝑑1,𝐼 .

Successful inversion again recovers 𝑥. Both embeddings have the correct challenge distribution

and incur no index-guessing loss. Thus, subject to the claim, both tag-conditional inversion

probabilities are negligible, proving one-wayness.

It remains to establish the claimed 𝑋-Ind property. Consider the sampler that generates the

tag-zero keys in injective mode, the tag-one keys independently in lossy mode, and all public

vectors independently and uniformly. Its auxiliary information consists of the public evaluation

data and an honest tag-zero challenge. The common well-formed input domain is

V = ({0, 1} × [𝑡] × {0, 1}𝑞 × {0, 1}) × {0, 1}ℓ𝐺 × {0, 1}𝜅 , |V| = 𝑡2𝐿0 .
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Set 𝑃 = 0 on malformed inputs and syntactically invalid hash-key encodings, assigning hash

value 0
𝜅

to the latter. We useV as the exceptional set and take 𝑋 (Λ) = |V|, with the polynomially

larger compiler parameter Λ specified in Lemma 4.11.

Fix an input 𝑣 = (𝑐, 𝐾𝐺 , 𝐾) before running the sampler. Whenever 𝑃(𝑣) = 0, the two circuits

agree on every random tape. Otherwise, they execute the same output procedure with parity

one and parity zero, respectively. We therefore bound the distance between these two output

distributions.

For fixed 𝑒𝑘, 𝑎, 𝐾𝐺 , 𝑖, define

𝐷
𝑒𝑘,𝑎,𝐾𝐺 ,𝑖

𝑏
=

(
Eval(𝑒𝑘,𝑈), 𝑏 ⊕ ⟨𝑎,𝑈⟩, 𝐺 (𝐾𝐺 , (1, 𝑖,𝑈))

)
, 𝑈←$ {0, 1}𝑛,

and write

Δ(𝑒𝑘, 𝑎, 𝐾𝐺 , 𝑖) = SD(𝐷𝑒𝑘,𝑎,𝐾𝐺 ,𝑖
0

, 𝐷
𝑒𝑘,𝑎,𝐾𝐺 ,𝑖

1
).

These distributions describe one output pair, omitting its fixed tag and index. In lossy mode,

revealing the image and the 𝜅-bit reference key leaves residual lossiness ℓloss − 𝜅 = 𝜆. Since the

reference computation does not depend on 𝑎, the conditional leftover-hash lemma gives

𝔼𝑒𝑘←$ LKg(1𝜆 )
𝑎←$ {0,1}𝑛

[Δ(𝑒𝑘, 𝑎, 𝐾𝐺 , 𝑖)] ≤ 𝜌
def

= 𝛽loss + 2
−(𝜆−1)/2 = negl(𝜆), (6)

uniformly for every fixed𝐾𝐺 , 𝑖, where 𝛽loss is the probability that 𝑒𝑘 fails to be lossy; see Lemma 4.7.

Now fix (𝑒𝑘1,𝑖 , 𝑎1,𝑖)𝑖∈[𝑡 ] and 𝐾𝐺 , and let R𝐵 denote the output distribution of steps 2–5 with 𝛽 =

𝐵. The parity product identity (Lemma 4.8) gives

SD(R0,R1) =
∏
𝑖∈[𝑡 ]

Δ(𝑒𝑘1,𝑖 , 𝑎1,𝑖 , 𝐾𝐺 , 𝑖). (7)

The evaluation keys and 𝑎 𝑗 ,𝑖 vectors are sampled independently, and hence

𝔼[SD(R0,R1)] ≤ 𝜌𝑡 ≤
2
−𝜆

|V| (8)

for all sufficiently large 𝜆, by our choice of 𝑡 (Lemma 4.10).

Conditioned on the sampled circuit descriptions and auxiliary information, the output distance

at 𝑣 is either zero or SD(R0,R1). Averaging consequently gives the same bound for the complete

static-input views, including both circuit descriptions and the auxiliary information. Outside V,

the circuits agree on every random tape. Since Λ is polynomially related to 𝜆, the bound is of the

required form
negl(Λ)
𝑋 (Λ) .This establishes the 𝑋-Ind condition and justifies the obfuscation replacement

used above. □

Proof of Theorem 4.1. By construction, F★
𝐺

is injective and perfectly correct. The theorem then follows

from Proposition 4.3 and Theorem 4.4. □

4.4 Supporting Proofs

The four subsections below give the detailed proofs for the counterexample above. We use the

notation and parameters of Section 4.1; in particular, ℓloss = 𝜅 + 𝜆. Write 𝛽loss for the probability

that a key generated by LKg fails to satisfy the lossy image bound.
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4.4.1 Inversion with a Public Inner Product

For an injective-mode key pair (𝑒𝑘, 𝑡𝑑) and a public vector 𝑎 ∈ {0, 1}𝑛, recover the encoded bit

and input from (𝑦, 𝜏) as follows. Compute 𝑥 = Inv(𝑡𝑑, 𝑦) and return ⊥ unless 𝑥 ∈ {0, 1}𝑛 and

Eval(𝑒𝑘, 𝑥) = 𝑦. Otherwise return

(𝑏, 𝑥) =
(
𝜏 ⊕ ⟨𝑎, 𝑥⟩, 𝑥

)
.

Lemma 4.5 (Recovering the encoded bit). For every injective key pair (𝑒𝑘, 𝑡𝑑) ∈ [IKg(1𝜆)] and every
𝑎, 𝑥 ∈ {0, 1}𝑛 and 𝑏 ∈ {0, 1}, the preceding procedure recovers (𝑏, 𝑥) from

(
Eval(𝑒𝑘, 𝑥), 𝑏 ⊕ ⟨𝑎, 𝑥⟩

)
.

Consequently, for fixed (𝑒𝑘, 𝑎), the map

(𝑏, 𝑥) ↦−→
(
Eval(𝑒𝑘, 𝑥), 𝑏 ⊕ ⟨𝑎, 𝑥⟩

)
is injective.

Proof. Exact inversion recovers 𝑥 from Eval(𝑒𝑘, 𝑥), and the last component recovers 𝑏⊕⟨𝑎, 𝑥⟩⊕⟨𝑎, 𝑥⟩ =
𝑏. Applying this decoder to two equal encodings proves injectivity. □

The one-wayness proof uses the following inversion problem. Sample

(𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆), 𝑎, 𝑥←$ {0, 1}𝑛, (𝑦, 𝜏) =
(
Eval(𝑒𝑘, 𝑥), ⟨𝑎, 𝑥⟩

)
.

An inverter receives (𝑒𝑘, 𝑎, 𝑦, 𝜏) and succeeds if it recovers 𝑥. The public vector 𝑎 is independent

of 𝑥.

Lemma 4.6 (One-wayness with a public inner product). Under TDF mode indistinguishability and
𝛽loss + 2

1−ℓloss = negl(𝜆), every PPT inverter succeeds in this inversion problem with negligible probability.

Proof. Given an evaluation key 𝑒𝑘 from the mode-indistinguishability game, a distinguisher sam-

ples

𝑎, 𝑥←$ {0, 1}𝑛, (𝑦, 𝜏) =
(
Eval(𝑒𝑘, 𝑥), ⟨𝑎, 𝑥⟩

)
.

It runs the inverter on (𝑒𝑘, 𝑎, 𝑦, 𝜏) and accepts exactly when the answer is 𝑥. In injective mode its

acceptance probability is the inverter’s success probability.

Fix a lossy key 𝑒𝑘 satisfying the image bound and any 𝑎 ∈ {0, 1}𝑛. The deterministic map

𝑔𝑒𝑘,𝑎 (𝑥) =
(
Eval(𝑒𝑘, 𝑥), ⟨𝑎, 𝑥⟩

)
has image size at most 2

𝑛−ℓloss+1
. For every image value (𝑦, 𝜏), the inverter receives the same input

for all preimages in 𝑔−1

𝑒𝑘,𝑎
(𝑦, 𝜏). Hence∑︁

𝑥∈𝑔−1

𝑒𝑘,𝑎
(𝑦,𝜏 )

Pr[B(𝑒𝑘, 𝑎, 𝑦, 𝜏) = 𝑥] ≤ 1.

Summing over the image shows that, for uniform 𝑥, even an unbounded inverter recovers 𝑥 with

probability at most

| Im(𝑔𝑒𝑘,𝑎) |
2
𝑛

≤ 2
1−ℓloss .

The same argument applies to the classical output distribution of a quantum inverter. Averaging

over 𝑎, and bounding success by one when the key fails to satisfy the image bound, gives the

lossy-mode bound 𝛽loss + 2
1−ℓloss

. Mode indistinguishability completes the proof. □
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4.4.2 Hiding the Encoded Bit and Parity

Each output pair (𝑄𝑖 , 𝑅𝑖) of 𝐶leak encodes 𝑏𝑖 and includes the reference key 𝑅𝑖 . As in Section 4.3,

fix 𝑒𝑘, 𝑎, a hash key 𝐾𝐺 ∈ K𝐺 , and 𝑖 ∈ [𝑡], and define

𝐷
𝑒𝑘,𝑎,𝐾𝐺 ,𝑖

𝑏
=

(
Eval(𝑒𝑘,𝑈), 𝑏 ⊕ ⟨𝑎,𝑈⟩, 𝐺 (𝐾𝐺 , (1, 𝑖,𝑈))

)
, 𝑈←$ {0, 1}𝑛,

and put Δ(𝑒𝑘, 𝑎, 𝐾𝐺 , 𝑖) = SD(𝐷𝑒𝑘,𝑎,𝐾𝐺 ,𝑖
0

, 𝐷
𝑒𝑘,𝑎,𝐾𝐺 ,𝑖

1
).

Lemma 4.7 (Statistical hiding with a reference key). For every lossy key 𝑒𝑘 satisfying the image bound
and every fixed 𝐾𝐺 ∈ K𝐺 and 𝑖 ∈ [𝑡],

𝔼𝐴←$ {0,1}𝑛 [Δ(𝑒𝑘, 𝐴, 𝐾𝐺 , 𝑖)] ≤ 2
−(𝜆−1)/2.

Consequently, uniformly over all fixed 𝐾𝐺 and 𝑖,

𝔼𝑒𝑘←$ LKg(1𝜆 )
𝐴←$ {0,1}𝑛

[Δ(𝑒𝑘, 𝐴, 𝐾𝐺 , 𝑖)] ≤ 𝜌(𝜆)
def

= 𝛽loss(𝜆) + 2
−(𝜆−1)/2.

The function 𝜌 is negligible.

Proof. Fix such a key 𝑒𝑘 , and write

𝑉 = (𝑌, 𝑅) =
(
Eval(𝑒𝑘,𝑈), 𝐺 (𝐾𝐺 , (1, 𝑖,𝑈))

)
.

The deterministic map from 𝑈 to 𝑉 has image size at most 2
𝑛−ℓloss+𝜅

. If 𝑁𝑣 is the size of its fiber at

𝑣, then the average conditional collision probability is

cp(𝑈 | 𝑉) =
∑︁

𝑣∈Im(𝑉 )

𝑁𝑣

2
𝑛

1

𝑁𝑣
=
| Im(𝑉) |

2
𝑛

≤ 2
−(ℓloss−𝜅 ) .

The uniform vector 𝐴 is independent of (𝑈,𝑉): 𝐾𝐺 is fixed, and the reference computation does

not depend on 𝐴. The family 𝑥 ↦→ ⟨𝐴, 𝑥⟩ is two-universal, so Lemma 2.16, with one output bit,

gives

SD
(
(𝐴,𝑉, ⟨𝐴,𝑈⟩), (𝐴,𝑉,𝑈1)

)
≤ 1

2

√︁
2

1−(ℓloss−𝜅 ) ,

where 𝑈1 is an independent uniform bit. Flipping the last bit preserves the uniform comparison

distribution. The triangle inequality therefore bounds the distance between the distributions

for 𝑏 = 0 and 𝑏 = 1, with 𝐴 included, by 2
−(ℓloss−𝜅−1)/2 = 2

−(𝜆−1)/2
. Since the marginal distribution

of 𝐴 is the same in both distributions, this distance is exactly 𝔼𝐴[Δ(𝑒𝑘, 𝐴, 𝐾𝐺 , 𝑖)].
When the image bound fails, use Δ ≤ 1 and average over lossy key generation. Finally, the

lossiness condition ℓloss = 𝜅 + 𝜆 and negligible 𝛽loss imply that 𝜌 is negligible. □

The bound averages over the public vector and requires 𝐾𝐺 to be fixed before that vector is

sampled. This is the order used in the 𝑋-Ind experiment. The independence of the reference

computation from the public vector allows us to apply the conditional leftover-hash lemma.

Fix (𝑒𝑘1,𝑖 , 𝑎1,𝑖)𝑖∈[𝑡 ] and 𝐾𝐺 . Write R𝐵 for the output distribution of steps 2–5 of𝐶leak with 𝛽 = 𝐵.

This is the distribution obtained by choosing (𝑏1, . . . , 𝑏𝑡 ) uniformly subject to

⊕
𝑖∈[𝑡 ] 𝑏𝑖 = 𝐵,

choosing 𝑋1, . . . , 𝑋𝑡 ←$ {0, 1}𝑛 independently, and returning (𝑄𝑖 , 𝑅𝑖)𝑖∈[𝑡 ] , where

𝑄𝑖 =
(
1, 𝑖,Eval(𝑒𝑘1,𝑖 , 𝑋𝑖), 𝑏𝑖 ⊕ ⟨𝑎1,𝑖 , 𝑋𝑖⟩

)
,

𝑅𝑖 = 𝐺 (𝐾𝐺 , (1, 𝑖, 𝑋𝑖)).

27



Its 𝑖-th coordinate is the tagged and indexed version of 𝐷
𝑒𝑘

1,𝑖 ,𝑎1,𝑖 ,𝐾𝐺 ,𝑖

𝑏𝑖
.

Lemma 4.8 (Parity product identity). For every fixed (𝑒𝑘1,𝑖 , 𝑎1,𝑖)𝑖∈[𝑡 ] and 𝐾𝐺 ,

SD(R0,R1) =
∏
𝑖∈[𝑡 ]

Δ(𝑒𝑘1,𝑖 , 𝑎1,𝑖 , 𝐾𝐺 , 𝑖).

Proof. For each 𝑖, let 𝐷𝑖,𝑏 denote 𝐷
𝑒𝑘

1,𝑖 ,𝑎1,𝑖 ,𝐾𝐺 ,𝑖

𝑏
with its fixed tag and index added. This injective

encoding preserves statistical distance. Expanding the parity-conditioned mixtures gives the

signed-measure identity

R0 − R1 = 2
−(𝑡−1)

⊗
𝑖∈[𝑡 ]
(𝐷𝑖,0 − 𝐷𝑖,1).

The 𝐿1 norm of a tensor product of finite signed measures is the product of their 𝐿1 norms.

Consequently,

SD(R0,R1) =
1

2

2
−(𝑡−1)

∏
𝑖∈[𝑡 ]

2Δ(𝑒𝑘1,𝑖 , 𝑎1,𝑖 , 𝐾𝐺 , 𝑖),

which is the claimed identity. □

Corollary 4.9 (Average parity amplification). For every fixed 𝐾𝐺 , if the keys 𝑒𝑘1,𝑖 are generated inde-
pendently in lossy mode and the vectors 𝑎1,𝑖 are independently uniform, then

𝔼[SD(R0,R1)] ≤ 𝜌(𝜆)𝑡 .

Proof. The coordinate pairs (𝑒𝑘1,𝑖 , 𝑎1,𝑖) are independent and 𝐾𝐺 is fixed. By Lemmas 4.7 and 4.8,

the displayed expectation is ∏
𝑖∈[𝑡 ]

𝔼𝑒𝑘
1,𝑖 ,𝑎1,𝑖

[Δ(𝑒𝑘1,𝑖 , 𝑎1,𝑖 , 𝐾𝐺 , 𝑖)] ≤ 𝜌𝑡 .

Each expectation already includes the probability that the sampled key fails to satisfy the lossy

image bound. □

Lemma 4.10 (Parameters). With the choice of 𝑡 in Section 4.1, for all sufficiently large 𝜆, it holds that
𝑡 ≥ 𝐿0 + log

2
𝑡 + 𝜆 and 𝜌𝑡 ≤ 2

−𝜆

𝑡2𝐿0

.

Proof. Recall that 𝐿0 = 𝑞+ℓ𝐺+𝜅+2 and 𝑡 = 2
⌈log

2
(4(𝐿

0
+𝜆+1) )⌉

. For 𝑡 ≥ 4, log
2
𝑡 ≤ 𝑡/2, while 𝐿0+𝜆 < 𝑡/4.

Hence 𝐿0 + log
2
𝑡 + 𝜆 < 𝑡, proving the first claim. By Lemma 4.7, eventually 𝜌 ≤ 1/2, and therefore

𝜌𝑡 ≤ 2
−𝑡 ≤ 2

−𝜆/(𝑡2𝐿0). □

4.4.3 The 𝑋-Ind Condition

Recall that𝐶dum ignores 𝑐, 𝐾 , sets 𝛽 = 0, and executes steps 2–5 of𝐶leak using the input hash key 𝐾𝐺 .

Pad 𝐶leak and 𝐶dum to the same size, with identical input, randomness, and output formats. As in

Section 4.3, let

V = ({0, 1} × [𝑡] × {0, 1}𝑞 × {0, 1}) × {0, 1}ℓ𝐺 × {0, 1}𝜅 , |V| = 𝑡2𝐿0 .
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Set 𝑃 = 0 on malformed inputs and syntactically invalid hash-key encodings, assigning hash

value 0
𝜅

to the latter.

Generate all tag-zero key pairs in injective mode, all tag-one evaluation keys independently in

lossy mode, and all public vectors independently and uniformly. Sample 𝐼←$ [𝑡] and 𝑥★←$ {0, 1}𝑛,
and set

𝑢★ = (0, 𝐼, 𝑥★), 𝑐★ =
(
0, 𝐼,Eval(𝑒𝑘0,𝐼 , 𝑥

★), ⟨𝑎0,𝐼 , 𝑥
★⟩

)
.

The circuit sampler T outputs (𝐶leak, 𝐶dum, 𝑧), with

𝑧 =
(
{(𝑒𝑘 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖 , 𝑐★

)
.

Thus 𝑧 contains the public evaluation data and an honest tag-zero challenge. The challenge

depends only on the tag-zero data, which are independent of the tag-one keys and vectors.

Lemma 4.11 (The circuit sampler is 𝑋-Ind). There are constants 𝑎 and 𝜆0 for which the following sampler
is 𝑋-Ind. On indices Λ = 𝜆𝑎 for an integer 𝜆 ≥ 𝜆0, use the sampler above and put 𝑋 (Λ) = 𝑡 (𝜆)2𝐿0

(𝜆) . On
every other index, output a fixed pair of identical circuits and put 𝑋 (Λ) = 1. Consequently, in the hybrid
with all tag-one keys lossy, (

𝑧,X-pIO(1Λ, 𝐶leak)
)
≈𝑐

(
𝑧,X-pIO(1Λ, 𝐶dum)

)
.

Proof. Fix an index Λ = 𝜆𝑎 with 𝜆 ≥ 𝜆0, and condition on the classical input 𝑣 = (𝑐, 𝐾𝐺 , 𝐾) selected

by the first stage before the sampler runs. In particular, 𝐾𝐺 is fixed before the tag-one keys and

vectors are sampled. The first stage’s retained state, conditioned on 𝑣, is independent of the

sampler. Condition further on the tag-zero data and auxiliary information derived from them,

and on fixed public tag-one keys and vectors.

If 𝑣 ∉ V or 𝐾𝐺 has a syntactically invalid encoding, the two circuits produce identical outputs

on every tape, so their conditional distance is zero. Otherwise, if 𝑃(𝑐, 𝐾𝐺 , 𝐾) = 0, both circuits use

parity zero and again produce identical outputs on every tape. If 𝑃(𝑐, 𝐾𝐺 , 𝐾) = 1, their output

distributions are R1 and R0, respectively. The circuit descriptions and auxiliary data are identical

side information in the two conditional views. For valid 𝐾𝐺 , Lemma 4.8 therefore bounds their

conditional statistical distance by ∏
𝑖∈[𝑡 ]

Δ(𝑒𝑘1,𝑖 , 𝑎1,𝑖 , 𝐾𝐺 , 𝑖).

Averaging over the independent tag-one keys and vectors and using Corollary 4.9 and lemma 4.10

bounds the distance between the complete static-input views by

𝜌𝑡 ≤ 2
−𝜆

𝑡2𝐿0

.

This bound holds uniformly for every fixed 𝑣, so it survives averaging over the first stage. It

bounds every second-stage distinguisher even though that stage receives both circuit descriptions.

In the post-quantum setting, adjoining the same conditional retained quantum state preserves

trace distance, giving the identical bound.

Choose a constant integer 𝑎 and 𝜆0 such that, for every 𝜆 ≥ 𝜆0, the parameter bound applies

and both the padded circuit size and log
2
|V| = 𝐿0 + log

2
𝑡 are at most 𝜆𝑎. On these indices,

𝑋 (Λ) = |V| ≤ 2
Λ
. TakeV as the exceptional set on these indices and the empty set on all remaining

29



indices. OutsideV, both circuits use parity zero and agree on every random tape; on the remaining

indices, the two circuits are identical. The function

𝜈(Λ) = 2
−⌊Λ1/𝑎 ⌋

is negligible in Λ. The static-input advantage is at most 𝜈(Λ)/𝑋 (Λ) when Λ = 𝜆𝑎 with 𝜆 ≥ 𝜆0 and

zero otherwise. This proves the 𝑋-Ind requirement of Definition 2.14. The claimed obfuscation

indistinguishability follows from 𝑋-pIO security, where the distinguisher receives (𝑧, 𝜔). □

4.4.4 The One-Wayness Reduction

Detailed proof of Theorem 4.4. LetA be a one-wayness adversary against F★
𝐺

. For a candidate preim-

age 𝑢′ and challenge 𝑐, define the public test

Win(𝑝𝑘, 𝑐, 𝑢′) def

=
[
𝑢′ ∈ F.Dom★

𝐺 ∧ F★𝐺 .Eval(𝑝𝑘, 𝑢′) = 𝑐
]
.

In the real game, injectivity makes this equivalent to recovering the sampled preimage. The

equivalence also holds in every tag-zero hybrid below, since the tag-zero keys remain injective.

We first record the advantages used in the reduction. For a mode distinguisher D, write

Advmode
LT (D) def

=
��

Pr

(𝑒𝑘,𝑡𝑑) ←$ IKg(1𝜆 )
[D(𝑒𝑘) = 1] − Pr

𝑒𝑘←$ LKg(1𝜆 )
[D(𝑒𝑘) = 1]

��.
For an inverter B in the experiment of Lemma 4.6, write

Advinv
LT (B)

def

= Pr


(𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆), 𝑎, 𝑥←$ {0, 1}𝑛,
𝑦 ← Eval(𝑒𝑘, 𝑥), 𝜏 ← ⟨𝑎, 𝑥⟩,
𝑥′←$ B(𝑒𝑘, 𝑎, 𝑦, 𝜏) : 𝑥′ = 𝑥

 .
For the sampler T of Lemma 4.11, define

𝑝𝑏 (D)
def

= Pr[ (𝐶0, 𝐶1, 𝑧) ←$ T (1Λ), 𝜔←$ X-pIO(1Λ, 𝐶𝑏) :

D(𝑧, 𝜔) = 1],

Advxpio
X-pIO,T (D)

def

= |𝑝0(D) − 𝑝1(D)|.

Here𝐶0 = 𝐶leak and𝐶1 = 𝐶dum on the parameter indices used by the construction. The distinguisher

receives only (𝑧, 𝜔).
The proof of Lemma 4.6 gives, for every B, a mode distinguisher D inv

B such that

Advinv
LT (B) ≤ Advmode

LT (D inv
B ) + 𝛽loss(𝜆) + 2

1−ℓloss (𝜆) . (9)

Given 𝑒𝑘 , it samples 𝑎, 𝑥 uniformly, computes 𝑦 = Eval(𝑒𝑘, 𝑥) and 𝜏 = ⟨𝑎, 𝑥⟩, and accepts exactly

when B(𝑒𝑘, 𝑎, 𝑦, 𝜏) returns 𝑥.

30



The tag-zero hybrids. Recall that 𝐶dum ignores 𝑐, 𝐾 , sets 𝛽 = 0, and executes steps 2–5 of 𝐶leak. It

contains only (𝑒𝑘1,𝑖 , 𝑎1,𝑖)𝑖∈[𝑡 ] and the code of 𝐺, and hence contains no trapdoor. For 𝑘 ∈ {0, . . . , 𝑡},
define Hleak

0,𝑘
as follows. Generate every tag-zero key pair by IKg. Generate 𝑒𝑘1,𝑖 in lossy mode for

𝑖 ≤ 𝑘 and in injective mode for 𝑖 > 𝑘 . Sample all 𝑎 𝑗 ,𝑖←$ {0, 1}𝑛 independently, construct 𝐶leak, and

set

𝜔←$ X-pIO(1Λ, 𝐶leak), 𝑝𝑘 =
(
{(𝑒𝑘 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖 , 𝜔

)
.

Sample 𝐼←$ [𝑡] and 𝑥★←$ {0, 1}𝑛, form

𝑐★ =
(
0, 𝐼,Eval(𝑒𝑘0,𝐼 , 𝑥

★), ⟨𝑎0,𝐼 , 𝑥
★⟩

)
,

run 𝑢′←$A(𝑝𝑘, 𝑐★), and return Win(𝑝𝑘, 𝑐★, 𝑢′).
Define Hdum

0,𝑘
in the same way, except that 𝑒𝑘1,𝑖 is injective for 𝑖 ≤ 𝑘 and lossy for 𝑖 > 𝑘 , and

𝜔←$ X-pIO(1Λ, 𝐶dum). The endpoints of the hybrid sequence are therefore

Hybrid Tag-one keys Published obfuscation

Hleak
0,0

all injective X-pIO(𝐶leak)
Hleak

0,𝑡
all lossy X-pIO(𝐶leak)

Hdum
0,0

all lossy X-pIO(𝐶dum)
Hdum

0,𝑡
all injective X-pIO(𝐶dum).

Let 𝜖0 be the real inversion probability conditioned on challenge tag zero. Then 𝜖0 = Pr[Hleak
0,0
⇒ 1].

Switching to lossy keys. For each 𝑘 ∈ [𝑡], a mode distinguisher D leak
𝑘

embeds its challenge

evaluation key at (1, 𝑘), generates the tag-one keys with index 𝑖 < 𝑘 in lossy mode and those

with 𝑖 > 𝑘 in injective mode, and samples all tag-zero key pairs and public vectors as above.

It uses the challenge key in both its public and hardcoded occurrences, constructs 𝐶leak and

its obfuscation, runs A, and returns Win(𝑝𝑘, 𝑐★, 𝑢′). Since 𝐶leak uses no tag-one trapdoor, the

reduction can construct it without 𝑡𝑑1,𝑘 . Hence���Pr[Hleak
0,𝑘−1

⇒ 1] − Pr[Hleak
0,𝑘 ⇒ 1]

��� = Advmode
LT (D leak

𝑘 ). (10)

Replacing the leaky circuit. Define D𝜔 (𝑧, 𝜔) to parse the public evaluation data and 𝑐★ from 𝑧,

form 𝑝𝑘 = ({(𝑒𝑘 𝑗 ,𝑖 , 𝑎 𝑗 ,𝑖)} 𝑗 ,𝑖 , 𝜔), run 𝑢′←$A(𝑝𝑘, 𝑐★), and return Win(𝑝𝑘, 𝑐★, 𝑢′). On the parameter

indices where T outputs identical circuits, it returns zero. The sampler T gives precisely the two

endpoint distributions, so���Pr[Hleak
0,𝑡 ⇒ 1] − Pr[Hdum

0,0 ⇒ 1]
��� = Advxpio

X-pIO,T (D𝜔). (11)

This advantage is negligible by Lemma 4.11 and 𝑋-pIO security. The reduction gives A the entire

obfuscation, allowing arbitrary polynomial-time use of it.

Switching back to injective keys. For each 𝑘 ∈ [𝑡], a mode distinguisher Ddum
𝑘

embeds its

challenge key at (1, 𝑘), generates the tag-one keys with index 𝑖 < 𝑘 in injective mode and those

with 𝑖 > 𝑘 in lossy mode, and completes the hybrid with 𝐶dum. It uses the challenge key in its

public and hardcoded occurrences together. Since 𝐶dum contains no trapdoor, this gives���Pr[Hdum
0,𝑘−1

⇒ 1] − Pr[Hdum
0,𝑘 ⇒ 1]

��� = Advmode
LT (Ddum

𝑘 ). (12)
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Inverting a tag-zero challenge. The inverterB0 receives (𝑒𝑘★, 𝑎★, 𝑦★, 𝜏★), where 𝑦★ = Eval(𝑒𝑘★, 𝑥★)
and 𝜏★ = ⟨𝑎★, 𝑥★⟩. It samples 𝐼←$ [𝑡], embeds (𝑒𝑘★, 𝑎★) at (0, 𝐼), and generates all other key pairs

and vectors honestly. It constructs 𝐶dum and its obfuscation without 𝑡𝑑0,𝐼 , since the dummy circuit

contains only tag-one public data. It gives A the resulting public key and 𝑐★ = (0, 𝐼, 𝑦★, 𝜏★).
If the returned preimage passes Win, its tag and index force it to have the form (0, 𝐼, 𝑥′), and

injectivity gives 𝑥′ = 𝑥★. The reduction returns 𝑥′ in this case and ⊥ otherwise. This exactly

simulates Hdum
0,𝑡

. Since the reduction samples the challenge index itself, it incurs no index-guessing

loss:

Pr[Hdum
0,𝑡 ⇒ 1] = Advinv

LT (B0). (13)

Combining these transitions gives

𝜖0 ≤
𝑡∑︁
𝑘=1

Advmode
LT (D leak

𝑘 ) +
𝑡∑︁
𝑘=1

Advmode
LT (Ddum

𝑘 )

+Advxpio
X-pIO,T (D𝜔) +Advinv

LT (B0). (14)

Inverting a tag-one challenge. Let 𝜖1 be the real inversion probability conditioned on challenge

tag one. Given (𝑒𝑘★, 𝑎★, 𝑦★, 𝜏★), the inverter B1 samples 𝐼←$ [𝑡] and embeds (𝑒𝑘★, 𝑎★) at (1, 𝐼). It

generates all other key pairs and public vectors honestly. Since 𝐶leak uses no tag-one trapdoor, the

reduction can construct the leaky circuit and its obfuscation without 𝑡𝑑1,𝐼 . It givesA the resulting

public key and 𝑐★ = (1, 𝐼, 𝑦★, 𝜏★). A preimage passing Win has the form (1, 𝐼, 𝑥′); injectivity again

gives 𝑥′ = 𝑥★. The reduction returns 𝑥′ on success and ⊥ otherwise. This exactly simulates the real

game conditioned on challenge tag one, including the published obfuscation. Thus, again without

an index-guessing loss,

𝜖1 = Advinv
LT (B1). (15)

The challenge tag is uniform, so Advow
F★
𝐺

(A) = 𝜖
0
+𝜖

1

2
.Combining Equation (14) and Equation (15)

gives

Advow
F★
𝐺

(A) ≤ 1

2

(
𝑡∑︁
𝑘=1

Advmode
LT (D leak

𝑘 ) +
𝑡∑︁
𝑘=1

Advmode
LT (Ddum

𝑘 )

+Advxpio
X-pIO,T (D𝜔) +Advinv

LT (B0) +Advinv
LT (B1)

)
. (16)

Applying Equation (9) to both inverters gives

Advow
F★
𝐺

(A) ≤ 1

2

(
𝑡∑︁
𝑘=1

Advmode
LT (D leak

𝑘 ) +
𝑡∑︁
𝑘=1

Advmode
LT (Ddum

𝑘 )

+Advmode
LT (D inv

B
0

) +Advmode
LT (D inv

B
1

)

+Advxpio
X-pIO,T (D𝜔)

)
+ 𝛽loss(𝜆) + 2

1−ℓloss (𝜆) . (17)

□
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5 Injective Extractability

We define the extractability-style assumption for a general keyed hash function family. The starting

point is plain extractability, due to Canetti and Dakdouk [31], where an extractor recovers a

preimage of the adversary’s output from the adversary’s coins. Plain extractability does not apply

to FO, so we recast it relative to a partially injective wrapping function, which combines a preimage,

the hash of that preimage, and further data into an image. This abstracts the QROM technique of

Don, Fehr, Majenz, and Schaffner [41] and ports it to the standard model. In Section 5.1 we give

the resulting notion, which we call injective extractability (INJEXT).

However, in Section 5.2, we show that plain coin-based extractability is incompatible with post-

quantum one-wayness, so in Section 5.3 we recast the notion in a distributional form, distributional
injective extractability (DINJEXT), generalizing Zhandry’s approach to post-quantum isogeny-based

knowledge assumptions [76]. In Section 5.4 we place it in a broader hierarchy, following [34].

Plain extractability. The notion generalizes earlier knowledge-of-exponent assumptions [37, 51].

An adversary that outputs a point 𝑦 in the image of 𝑓𝑘 must “know” a preimage, in the sense that

an extractor given the adversary’s coins can recover one.

Definition 5.1 (EXT). An efficiently computable injective function family 𝑓 = { 𝑓𝑘 : {0, 1}𝑛 → {0, 1}𝑚}𝑘∈K
is extractable (EXT) if for every PPT (resp. QPT) adversary A there exists a PPT (resp. QPT) extractor E
such that

Pr

[
𝑘←$K; 𝑟←$ {0, 1}𝑞A (𝜆) ; 𝑦 ← A(𝑘 ; 𝑟) :

𝑦 ∈ Im( 𝑓𝑘) ∧ 𝑓𝑘
(
E(𝑘, 𝑟, 𝑦)

)
≠ 𝑦

]
≤ negl(𝜆).

Here 𝑞A bounds the length of the coins that A uses, and we interpret 𝑓𝑘 (𝑥) as ⊥ for 𝑥 ∉ {0, 1}𝑛.

Note that the notion is coin-based: in addition to the key and output, the extractor receives the

adversary’s classical coins, but no other private execution state.

From plain EXT to injective extraction. Two features of FO make Definition 5.1 inapplicable

to instantiability. The hash function 𝐺 may be compressing, and the ciphertext the adversary

submits to its decryption oracle contains no hash value. Extraction is therefore defined relative to

a wrapping function, and we begin with the structural condition such a function must satisfy.

Definition 5.2 (Wrapping function, Γ-partial injectivity). A wrapping function is a family G =

{𝑔𝑝}𝑝∈P of maps
𝑔𝑝 : X × {0, 1}ℓ ×W × R −→ {0, 1}∗,

where P = P(𝜆) is a parameter set, X ⊆ {0, 1}≤𝑞 (𝜆) is a preimage domain for a polynomial 𝑞, W is an
auxiliary-input space, and R is a coin space. The consistency predicate of 𝑔𝑝 is defined on all bit strings
by

𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1 ⇐⇒ 𝑥 ∈ X ∧ 𝑦 ∈ {0, 1}ℓ ∧ ∃𝑤 ∈ W, 𝜌 ∈ R : 𝑔𝑝 (𝑥, 𝑦, 𝑤; 𝜌) = 𝑧.

Both 𝑔𝑝 and 𝐶𝑝 are required to be efficiently computable for every 𝑝 ∈ P. Let Γ = Γ(𝜆, 𝑡) be a function of
the security parameter and an image length 𝑡. The family G is Γ-partially injective (Γ-PI) if the following
hold.

1. 𝑥-injectivity. For every 𝑝 ∈ P, if 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 𝐶𝑝 (𝑥′, 𝑦′, 𝑧) = 1 then 𝑥 = 𝑥′.
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2. 𝑦-ambiguity. For every 𝑝 ∈ P, 𝑥 ∈ X, and 𝑧 ∈ {0, 1}∗,��{ 𝑦 ∈ {0, 1}ℓ : 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1

}�� ≤ Γ(𝜆, |𝑧 |).

In the FO wrapping function of Section 6.1, Γ bounds the number of keys that decrypt the

symmetric component of a ciphertext. So Γ > 1 there unless each ciphertext decrypts under at

most one key, a perfect form of key commitment [53, 43, 9].

Wrapping triple. Every notion in this section is defined for a wrapping triple (G,Param, 𝑃), and

the rest of the paper refers to triples by that name. The first component is a wrapping function,

defined in Definition 5.2. We define the other two here.

A setup sampler for G is an efficient algorithm Param that, on input 1
𝜆
, outputs a pair (𝑝, aux)

with 𝑝 ∈ P. The parameter 𝑝 selects the wrapping function 𝑔𝑝 and is public. The auxiliary

output aux is hidden state. For example, 𝑝 may be a public key and aux the corresponding secret

key. The setup sampler is not given the hash key, so (𝑝, aux) is independent of hk.

A preimage creator for (G,Hash) is an efficient algorithm 𝑃 with a challenge-input space W′
,

and membership inW′
must be efficiently decidable. On input (hk, 𝑝, aux, 𝑤′) with 𝑤′ ∈ W′

, it

outputs wrapping-function inputs (𝑥, 𝑤, 𝜌) ∈ X ×W × R. WhenW′
is not specified, it is {0, 1}∗.

The preimage creator is what the games below run to produce an honestly generated image.

5.1 Coin-Based Injective Extractability

Injective extractability compares the execution of two games with the same two-stage adversary

A = (Arun,Aout). In the ideal inversion game, the run stage submits wrapped images to an

ideal inverter, which answers with the true preimages, which are unique by 𝑥-injectivity. In the

extraction game, that oracle is replaced by an efficient extractor given the adversary’s coin tape,

which is what makes the notion coin-based. Both games also give the run stage a challenge oracle,

which runs 𝑃 on an input inW′
to produce one honestly generated image. The preimage 𝑥∗ of that

image goes to neither the adversary nor the extractor. We require that for every adversary there

is an extractor making the two games accept with negligibly different probabilities. Acceptance is

decided by the output predicate, which receives the hidden setup state aux. The extractor does

not, so it has to answer without knowing what the predicate will check.

Definition 5.3 (Injective extractability). Let G = {𝑔𝑝}𝑝∈P be a Γ-PI wrapping function (Definition 5.2).
Let Hash = (Hash.Gen,Hash.Eval) be a keyed hash function family with Hash.Eval(hk, ·) : {0, 1}∗ →
{0, 1}ℓ for every hash key hk. Let Param be an efficient setup sampler for G and let 𝑃 be a preimage creator for
(G,Hash). The extraction game Ext-1-INJEXT2A,EHash,G and the ideal inversion game Inv-1-INJEXT2AHash,G
are defined in Figure 12. The advantage of an adversary A with extractor E is

Adv1-INJEXT2
Hash,G,Param,𝑃 (A, E)

def

=

������ Pr[Ext-1-INJEXT2A,EHash,G ⇒ 1]

− Pr[Inv-1-INJEXT2AHash,G ⇒ 1]

������ .
We say Hash is 1-INJEXT2[Γ] for (G,Param, 𝑃) if for every PPT adversaryA there exists a PPT extractor
E such that Adv1-INJEXT2

Hash,G,Param,𝑃 (A, E) is negligible. We write Adv1-INJEXT2
Hash,G,𝑃 when Param is clear.
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The prefix 1 in 1-INJEXT2, and in 1-DINJEXT2 below, indicates that the challenge oracle answers

only one query.

The extractor may depend on both stages of A, including its output predicate. It receives

the list 𝐿chal of challenge images but not their preimages, just as the PA2 extractor of Bellare and

Palacio [13] receives the ciphertexts returned by the encryption oracle but not their plaintexts.

Weaker variants, with no challenge oracle and possibly a single inversion query, are defined in

Section 5.4.

Same-𝑥-preimage mauling queries. The extractor is not expected to find the challenge preim-

age 𝑥∗, which need not appear in the adversary’s execution. When G has non-trivial auxiliary

inputs or wrapping coins, the adversary may be able to produce a different image 𝑧′ ≠ 𝑧∗ with the

same preimage 𝑥∗. Answering such a query would reveal 𝑥∗, which the extractor cannot match

because 𝑥∗ is hidden from it, so by definition Oinv returns ⊥ on such a query. In applications where

same-𝑥-preimage mauling is an issue, matching the output of Oinv on such queries must be argued

per application.

Achievability in the ROM and QROM. In Section 7, we show that a random oracle satisfies

the distributional form of this notion (Section 5.3) for every partially injective wrapping triple

whose honest algorithms have no oracle access. We also prove the corresponding result for the FO

wrapping triple under a QROM version of the definition, in which the simulator answers some

of the random-oracle queries. In Section 5.5 and Appendix B, we show that, if injective one-way

functions exist, no standard-model hash function family satisfies the notion for every wrapping

triple.

5.2 Impossibility of Post-Quantum Coin-Based Extractability

Using the quantum oblivious-sampling technique of Zhandry [76, Section 1.3], we show that

plain coin-based extractability (Definition 5.1) is incompatible with post-quantum one-wayness

for injective function families. The intuition is that after a quantum adversary creates an image

by measuring a superposition, the classical coins may be independent of the hidden preimage.

An extractor that only sees those coins is then being asked to invert a one-way function. We state

the theorem for plain extractability, since that is where the argument is cleanest, but nothing in it

uses the structure of 𝑓 beyond one-wayness, and we expect the same obstruction to apply to any

coin-based variant of extractability, 1-INJEXT2 included.

Theorem 5.4 (Post-quantum impossibility of plain EXT). Let 𝑓 = { 𝑓𝑘 : {0, 1}𝑛 → {0, 1}𝑚}𝑘∈K be an
efficiently computable injective keyed function family. If 𝑓 is one-way against QPT adversaries, then 𝑓 is
not EXT (Definition 5.1) with respect to QPT adversaries and extractors.

Discussion. The same statement holds for the stronger variant of EXT against QPT adversaries

in which the extractor is also given the private quantum state the adversary retains at termination.

Discarded registers are excluded from this state, which is the right convention here because

an adversary may always discard a register, and this one discards exactly the register holding

the preimage. Furthermore, the theorem concerns extraction in the standard model, where the

extractor receives the key, the output, and the adversary’s classical coins, but no other private

execution state. It says nothing about idealized models, where the extractor has more to work
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with, and indeed we obtain positive results there. A random oracle satisfies 1-DINJEXT2 for every

partially injective wrapping triple whose honest algorithms have no oracle access (Proposition 7.3),

and a quantum random oracle satisfies a version with an oracle-simulation interface for the FO

wrapping triple (Theorem 7.4). The ROM simulator uses the adversary’s query log and the QROM

simulator implements the oracle away from the challenge preimage, and neither is available to a

standard-model extractor.

Proof. Assume towards contradiction that 𝑓 is EXT with respect to QPT adversaries and QPT

extractors. We construct a QPT adversary A (Figure 11) that produces elements of Im( 𝑓𝑘) using

no classical randomness at all.

A(𝑘)
|𝜓⟩ ← H⊗𝑛 |0𝑛⟩ ⊗ |0𝑚⟩
|𝜓⟩ ← 𝑈 𝑓𝑘 |𝜓⟩
⊲ 𝑈 𝑓𝑘 : |𝑥⟩ |𝑢⟩ ↦→ |𝑥⟩ |𝑢 ⊕ 𝑓𝑘 (𝑥)⟩
Measure second register to obtain 𝑦

Discard the remaining private register

Return 𝑦

Figure 11: QPT adversary A for Theorem 5.4.

The adversary discards its remaining private register before returning. Thus, under the stronger

extractor interface described above, the extractor receives only a fixed empty final state; we sup-

press this harmless extra input below. Since A uses only H⊗𝑛, 𝑈 𝑓𝑘 , and a computational-basis

measurement—none of which depend on the coin string 𝑟—the output distribution is entirely

determined by the quantum measurement:

Pr

[
A(𝑘) ⇒ 𝑦′

]
= Pr

𝑥←$ {0,1}𝑛
[
𝑓𝑘 (𝑥) = 𝑦′

]
for all 𝑘 ∈ K, 𝑦′ ∈ {0, 1}𝑚.

Since 𝑓 is EXT against QPT adversaries with QPT extractors, there exists a QPT extractor E
such that 𝑓𝑘 (E(𝑘, 𝑟, 𝑦)) = 𝑦 with overwhelming probability when 𝑟←$ {0, 1}𝑞A (𝜆) and 𝑦 ← A(𝑘 ; 𝑟).
Define a QPT inverter B that, on input (𝑘, 𝑦), samples 𝑟←$ {0, 1}𝑞A (𝜆) and outputs E(𝑘, 𝑟, 𝑦). We

claim B breaks post-quantum one-wayness of 𝑓 . Write Dow and DA for the joint distributions

Dow : 𝑘←$K, 𝑥←$ {0, 1}𝑛, 𝑦 ← 𝑓𝑘 (𝑥), 𝑟←$ {0, 1}𝑞A (𝜆) ,

DA : 𝑘←$K, 𝑟←$ {0, 1}𝑞A (𝜆) , 𝑦 ← A(𝑘 ; 𝑟).

These two distributions are identical. The marginal of 𝑘 agrees; in both, 𝑟 is uniform and inde-

pendent of (𝑘, 𝑦), in DA because A ignores 𝑟 ; and by the display above the conditional law of 𝑦

given 𝑘 is that of 𝑓𝑘 (𝑥) for uniform 𝑥 in both. Therefore:

AdvOW
𝑓 (B) = Pr

Dow

[
𝑓𝑘 (E(𝑘, 𝑟, 𝑦)) = 𝑦

]
= Pr

DA

[
𝑓𝑘 (E(𝑘, 𝑟, 𝑦)) = 𝑦

]
≥ 1 − negl(𝜆),

where the inequality follows from the assumption that 𝑓 is EXT. This contradicts the post-quantum

one-wayness of 𝑓 . □
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Game Ext-1-INJEXT2A,EHash,G

hk←$ Hash.Gen(1𝜆)
(𝑝, aux) ←$ Param(1𝜆)
𝑟←$ {0, 1}𝑞A
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

stE ← 𝑟 // coins

𝑣←$AOchal , Oext
run (1𝜆, hk, 𝑝; 𝑟)

Return Aout (hk, 𝑝, aux, 𝑣)

Oext (𝑧)
If 𝑧 ∈ 𝐿chal: return ⊥
(𝑥, stE) ← E(hk, 𝑝, 𝑧, 𝐿chal, stE)
Return 𝑥 // 𝑥 may be ⊥

Game Sim-1-DINJEXT2B,RHash,G

hk←$ Hash.Gen(1𝜆)
(𝑝, aux) ←$ Param(1𝜆)
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

𝑣←$ ROchal (1𝜆, hk, 𝑝)
Return Bout (hk, 𝑝, aux, 𝑣)

Game Inv-1-INJEXT2AHash,G

// = Inv-1-DINJEXT2, without the coin tape

hk←$ Hash.Gen(1𝜆)
(𝑝, aux) ←$ Param(1𝜆)
𝑟←$ {0, 1}𝑞A
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

𝑣←$AOchal , Oinv
run (1𝜆, hk, 𝑝; 𝑟)

Return Aout (hk, 𝑝, aux, 𝑣)

Oinv (𝑧)
If 𝑧 ∈ 𝐿chal: return ⊥ // challenge

If � 𝑥 ∈ X with

𝐶𝑝 (𝑥,Hash.Eval(hk, 𝑥), 𝑧) = 1: return ⊥
Let 𝑥 be the unique 𝑥-preimage of 𝑧 // by 𝑥-inj.

If ∃ (𝑥∗, 𝑧∗) ∈ 𝐼chal with 𝑥 = 𝑥∗ and 𝑧 ≠ 𝑧∗:
return ⊥ //mauling

Return 𝑥

Ochal (𝑤′)
If 𝑤′ ∉W′

: return ⊥
𝑞chal ← 𝑞chal + 1

If 𝑞chal > 1: return ⊥
(𝑥, 𝑤, 𝜌) ←$ 𝑃(hk, 𝑝, aux, 𝑤′)
𝑧 ← 𝑔𝑝 (𝑥,Hash.Eval(hk, 𝑥), 𝑤; 𝜌)
𝐼chal ← 𝐼chal ∪ {(𝑥, 𝑧)}; append 𝑧 to 𝐿chal
Return 𝑧

Figure 12: Games for 1-INJEXT2[Γ] (extraction and ideal inversion) and for 1-DINJEXT2[Γ] (sim-

ulation and ideal inversion, the latter without the coin tape). The challenge oracle is shared by all

of them.

5.3 Distributional Injective Extractability

Since we want our FO theorem to hold against quantum adversaries, we replace the extractor by

an offline simulator that never sees the adversary’s coins. The simulator is asked only to reproduce

the acceptance probability of the output predicate, which is all the FO proof uses. This follows

Zhandry’s approach to post-quantum knowledge assumptions [76], and it lowers the requirement

already in the classical setting, where coin-based injective extractability implies its distributional

counterpart (Proposition 5.8). The basic version of the notion generalizes Zhandry’s post-quantum

knowledge assumptions in two ways: it considers an arbitrary hash function family and quantifies

over all test predicates of the transcript.

The wrapping triple is as in Section 5. The ideal inversion game for 1-DINJEXT2 is that of

Definition 5.3 with the adversary’s coin tape removed, and the randomness of a QPT adversary is

not captured by a classical coin tape anyway. In the post-quantum case, Brun and Bout may be QPT,

but the calls of Brun to Ochal and Oinv are classical.

Definition 5.5 (Distributional injective extractability). Let G = {𝑔𝑝}𝑝∈P be a Γ-PI wrapping
function (Definition 5.2). Let Hash = (Hash.Gen,Hash.Eval) be a keyed hash function family with
Hash.Eval(hk, ·) : {0, 1}∗ → {0, 1}ℓ for every hash key hk. Let Param be an efficient setup sampler for G
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and let 𝑃 be a preimage creator for (G,Hash). The simulation game Sim-1-DINJEXT2B,RHash,G and the ideal
inversion game Inv-1-DINJEXT2BHash,G are defined in Figure 12. The advantage of an adversary B with
distributional simulator R is

Adv1-DINJEXT2
Hash,G,Param,𝑃 (B,R)

def

=

������ Pr[Inv-1-DINJEXT2BHash,G ⇒ 1]

− Pr[Sim-1-DINJEXT2B,RHash,G ⇒ 1]

������ .
We say Hash is 1-DINJEXT2[Γ] for (G,Param, 𝑃) if for every PPT (resp. QPT) adversary B there exists
a PPT (resp. QPT) distributional simulator R such that Adv1-DINJEXT2

Hash,G,Param,𝑃 (B,R) is negligible and, if, for
every 𝜆, 𝑞chal = 0 with probability 1 at the end of the ideal inversion game with B, then, for every 𝜆, 𝑞chal = 0

with probability 1 at the end of the simulation game with R. Here 𝑞chal is the challenge-query counter of
Figure 12. We write Adv1-DINJEXT2

Hash,G,𝑃 when Param is clear.

Discussion. The second condition is needed because the simulator runs offline. It does not

answer the adversary’s queries but replaces the run stage and produces a transcript on its own,

so it has to be given the challenge oracle. Without the second condition, a simulator for an

adversary that never queries Ochal could query it anyway and use the reply, which depends on

the hidden setup state. Its success would then say nothing about the replies to the adversary’s

inversion queries. The second condition rules this out, because it requires the simulator for such

an adversary never to query Ochal. The second condition also connects 1-DINJEXT2[Γ] to the

weaker notions of Section 5.4. Because of it, 1-DINJEXT2[Γ] implies DINJEXT1[Γ] and hence

DINJEXT0[Γ] (Proposition 5.7). Two of the counterexamples in Appendix B are stated for 𝜄 = 0,

and this implication is what makes them counterexamples to 1-DINJEXT2[Γ] as well.

As a point of comparison, the plaintext awareness notion of Bellare and Palacio [13] needs

no such condition, because the extractor has no encryption oracle. Ebrahimi and van Wier [42]

define post-quantum plaintext awareness by giving the extractor the adversary’s internal quantum

registers in place of its coins. Again, the extractor also has no access to the plaintext creator.

5.4 The (Distributional) Injective Extractability Hierarchies

In this subsection we put 1-INJEXT2 and 1-DINJEXT2 in separate hierarchies containing weaker

notions and relate the coin-based notions to the distributional ones. These results are used later in

Appendix B, where we give negative results.

Definition 5.6 (The 𝜄 hierarchy). Fix 𝜄 ∈ {0, 1, 2} and let Hash, G, Param and 𝑃 be as in Definition 5.3.
Modify the games of Figure 12 as follows.

1. For 𝜄 = 0, the challenge oracle is removed, and the inversion and extraction oracles answer only the
first query and return ⊥ on every later one.

2. For 𝜄 = 1, the challenge oracle is removed, and the inversion and extraction oracles are unchanged.

3. For 𝜄 = 2, the games are unchanged.

Write INJEXT𝜄[Γ] and DINJEXT𝜄[Γ] for the notions defined from the modified games as in Definition 5.3
and Definition 5.5. For 𝜄 = 2 these are the notions 1-INJEXT2[Γ] and 1-DINJEXT2[Γ] of those definitions.
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Proposition 5.7 (Implications among the distributional notions). Fix Γ, Hash, and a wrapping triple
(G,Param, 𝑃) with G a Γ-PI wrapping function. Against PPT adversaries, and also against QPT adver-
saries, 1-DINJEXT2[Γ] implies DINJEXT1[Γ], and DINJEXT1[Γ] implies DINJEXT0[Γ].

Proof. In each case we run the given adversary in the game one level up and use the simulator

given there. For the first implication, a DINJEXT1 adversary B is a 1-DINJEXT2 adversary that

never queries Ochal, and its ideal inversion games for 𝜄 = 1 and 𝜄 = 2 are the same. By the condition

on challenge queries in Definition 5.5, the 1-DINJEXT2 simulator for B never queries Ochal either, so

it is a DINJEXT1 simulator for B with the same advantage. For the second implication, a DINJEXT0
adversary receives ⊥ on every inversion query after the first, so we may assume it makes only one.

It is then a DINJEXT1 adversary with the same ideal inversion game, and the simulation games for

𝜄 = 0 and 𝜄 = 1 are the same, since neither has an inversion oracle or a challenge oracle. □

From coin-based to distributional extraction. Against classical adversaries, each coin-based

notion implies the corresponding distributional notion. The idea is that the simulator samples its

own coin tape, runs a version of the adversary on it, forwards its challenge queries, and answers

its inversion queries with the coin-based extractor.

Proposition 5.8 (Coin-based extractability implies distributional extractability). Fix 𝜄 ∈ {0, 1, 2}, Γ,
Hash, and a wrapping triple (G,Param, 𝑃) with G a Γ-PI wrapping function. For every PPT DINJEXT𝜄
adversary B = (Brun,Bout) there is a PPT INJEXT𝜄 adversary AB such that, for every PPT extractor E,
there is a PPT simulator RE with

AdvDINJEXT 𝜄
Hash,G,Param,𝑃 (B,RE) = AdvINJEXT 𝜄

Hash,G,Param,𝑃 (AB , E).

For 𝜄 = 2, the simulator RE also meets, for B, the condition on challenge queries in Definition 5.5. In
particular, if Hash is INJEXT𝜄[Γ] for (G,Param, 𝑃), then it is DINJEXT𝜄[Γ] for (G,Param, 𝑃) against
PPT adversaries.

Proof. Write Inv(·), Ext(·, ·), and Sim(·) for the ideal inversion, extraction, and simulation games

at level 𝜄 with the indicated algorithms, and write PrG [𝐸] for the probability of an event 𝐸 in a

game G. Let B− be B with its challenge query removed: whenever Brun is about to query Ochal, B−
continues it with ⊥ instead. Let

AB =

{
B− if 𝜄 = 2 and PrInv(B) [𝑞chal ≥ 1] = 0 for every 𝜆,

B otherwise.

Which case applies depends only on B and not on 𝜆, so AB is a PPT algorithm in either case.

Given an extractor E forAB , the simulator RE samples coins 𝑟 , runs the run stage ofAB on them,

forwards its challenge query to its own challenge oracle, and answers each inversion query as Oext
does using E with coin tape 𝑟 . We show

Pr[Inv(B) ⇒ 1] = Pr[Inv(AB) ⇒ 1], (18)

Pr[Sim(RE) ⇒ 1] = Pr[Ext(AB , E) ⇒ 1], (19)

which together give the equality of advantages. Equation (19) holds because RE runs AB exactly

as the extraction game does. Equation (18) is immediate when AB = B. When AB = B−, the
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games Inv(B) and Inv(B−) proceed identically until Brun is about to query Ochal on an input inW′
,

since on any other input the challenge oracle returns ⊥ anyway. The counter 𝑞chal counts exactly

these queries, and

PrInv(B) [𝑞chal ≥ 1] = 0

by the choice of AB .

For 𝜄 = 2, the condition on challenge queries in Definition 5.5 asks that PrSim(RE ) [𝑞chal ≥ 1] = 0

for every 𝜆 whenever PrInv(B) [𝑞chal ≥ 1] = 0 for every 𝜆. In that caseAB = B−, which never queries

Ochal, so RE never does either. □

The adversary B− is needed only because an extractor may answer an inversion query incor-

rectly without changing the acceptance probability, and Brun could react to an incorrect answer by

querying Ochal.

5.5 Negative Results and an Open Problem

Our FO theorem in Section 6 assumes a hash function family that is 1-DINJEXT2 for the FO

wrapping triple WrapFO. We would prefer to assume 1-DINJEXT2 for every wrapping triple in a

general class that contains WrapFO for all suitable F and SE. This would parallel the treatment

of correlation intractability [32] and UCE [10]. Unfortunately, we were not able to find a general

class of wrapping triples for which a 1-DINJEXT2 hash function family plausibly exists, even before

requiring that the class contain WrapFO.

Negative results. As a guide for future work in the area, in Appendix B we give four counterexam-

ples that impact what a class of such wrapping triples can plausibly contain. Each uses a different

channel for “dangerous data”, namely the input (Appendix B.1), the witness (Appendix B.2), the

setup (Appendix B.3), and the challenge image (Appendix B.4). In each case, the adversary man-

ages to then form a valid image without knowing its preimage. The adversary submits this image

to the ideal inverter, which returns its preimage. A simulator would have to find that preimage on

its own, because the output predicate checks whether the reported preimage is correct. The setup

and challenge-image counterexamples use indistinguishability obfuscation, following [19, 48], and

the challenge-image one is the most involved.

Pseudorandom wrapping triples. One natural candidate condition is that the wrapping triple

be pseudorandom, meaning that the setup parameters together with an honestly generated image,

formed with a uniform string in place of the hash value, is indistinguishable from uniform. The FO

wrapping triple is pseudorandom if the trapdoor function has jointly pseudorandom public keys

and images and the symmetric encryption scheme has pseudorandom ciphertexts. The condition

plausibly excludes the two obfuscation-based counterexamples, because they would require an

obfuscator whose output is indistinguishable from uniform. Obfuscation results for restricted

classes of evasive programs [27, 49, 72] do not directly provide the pseudorandom obfuscations

needed here. The heuristic construction of doubly pseudorandom obfuscation [23] requires the

program’s entire truth table to be pseudorandom against distinguishers running in time polynomial

in the table’s length. The programs in our counterexamples do not satisfy this requirement.

However, pseudorandomness on its own is insufficient. It does not exclude our input-channel

counterexample when hash keys are uniform, F is a keyless one-way permutation, and the preimage
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creator samples a uniform preimage. A general class would thus also need to restrict what the

wrapping function computes from its preimage. We leave such an exploration to future work.

6 A Positive Result for FO Hybrid Encryption

We give sufficient hash-function assumptions for instantiating the 𝐺 step of FO as defined in

Section 3, taking the trapdoor function F as given. Throughout, F is assumed to be an injective

trapdoor function that is one-way and 𝛿-adaptively correct (Definition 2.8), SE is image-closed,

and the keys output by 𝐺.Kg(1𝜆) have a fixed public encoding length ℓ𝐺 .

Our theorem lifts IND-CPA security to IND-CCA2 security. In other words, IND-CPA security

of the transform is assumed. For FO, IND-CPA security is satisfied just assuming one-wayness of

the TDF, UCE of 𝐺, and IND-CPA security of SE (Proposition 6.6). The lifting proof is not simply

to switch the decryption oracle to the extractor and reduce to IND-CPA security of the scheme.

Rather, the proof is involved; see the proof outline below.

6.1 The FO Wrapping Function

Unlike most prior work analyzing FO in the ROM/QROM and implicitly using extractability

through 𝐻 (e.g., [54, 41, 56]), our extractability assumption for FO is on 𝐺. We first say what the

wrapping function is, then show that it is partially injective.

The wrapping function. Fix the hybrid scheme FO[F,SE, 𝐺] of Section 3, and write F.Dom =

{0, 1}𝑛 for the domain of F. Define the wrapping function GFO = {𝑔FO
𝑝𝑘
}, with preimage domain

X = F.Dom, auxiliary-input spaceW = MsgSpSE, and coin space R = CoinSpSE, by

𝑔FO
𝑝𝑘 (𝑥, 𝐾, 𝑚; 𝜌) def

=
(
F.Eval(𝑝𝑘, 𝑥),SE.Enc(𝐾, 𝑚; 𝜌)

)
(20)

for all 𝑥 ∈ F.Dom, 𝐾 ∈ {0, 1}ℓ𝐾 , 𝑚 ∈ MsgSpSE, and 𝜌 ∈ CoinSpSE. The setup sampler ParamFO
samples

(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆), 𝑥∗←$ F.Dom, 𝑏←$ {0, 1},

and returns the pair (𝑝, aux) with 𝑝 = 𝑝𝑘 and aux = ((𝑠𝑘, 𝑥∗), 𝑏). The preimage creator is

𝑃FO(𝐾𝐺 , 𝑝𝑘, ((𝑠𝑘, 𝑥∗), 𝑏), (𝑚0, 𝑚1)) : 𝜌←$ CoinSpSE; return (𝑥∗, 𝑚𝑏, 𝜌).

Its challenge-input spaceW′
consists of the pairs (𝑚0, 𝑚1) of equal-length messages in MsgSpSE,

and the challenge oracle returns ⊥ on any other input. We write WrapFO = (GFO,ParamFO, 𝑃FO) for

the resulting FO wrapping triple.

Proposition 6.1 (Partial injectivity of the FO wrapper). Let F be an injective TDF and let SE be
image-closed. Then GFO is ΓSE-PI with consistency predicate

𝐶𝑝𝑘 (𝑥, 𝐾, (𝑐1, 𝑐2)) = 1 ⇐⇒ 𝑥 ∈ F.Dom ∧ 𝐾 ∈ {0, 1}ℓ𝐾

∧ 𝑐1 = F.Eval(𝑝𝑘, 𝑥) ∧ SE.Dec(𝐾, 𝑐2) ≠ ⊥.
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Proof. The consistency predicate is clearly efficient. By correctness and image-closedness of SE,

the consistency predicate accepts exactly when (𝑐1, 𝑐2) is in the image of 𝑔FO
𝑝𝑘
(𝑥, 𝐾, ·; ·). Injec-

tivity of F.Eval(𝑝𝑘, ·) ensures 𝑥-injectivity. For 𝑧 = (𝑐1, 𝑐2) the consistent keys are those with

SE.Dec(𝐾, 𝑐2) ≠ ⊥. Since 𝑐2 has length at most |𝑧 |, Definition 2.10 bounds their number by

ΓSE(𝜆, |𝑧 |). □

Note that the need for the injectivity assumption on F comes from the 𝑥-injectivity requirement

of our extractability framework, not from the FO construction itself. Treating noninjective F would

require an ambiguity- or list-based extension of 1-DINJEXT2, which we leave for future work. In

particular, whether the TDF derived from standardized ML-KEM via the 𝐻 step is injective and

adaptively correct would require separate justification that we do not address here—its negligible

decapsulation-failure probabilities [66] do not by themselves imply these properties.

The UCE source. For our analysis, define the single-query UCE source 𝑆F by

𝑆Hash

F (1𝜆) : (𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆); 𝑥←$ F.Dom;

𝑐1 ← F.Eval(𝑝𝑘, 𝑥); 𝐾 ← Hash(𝑥);
return (𝑝𝑘, 𝑐1, 𝐾).

If F is one-way, this source is strongly computationally unpredictable, namely 𝑆F ∈ Sscup
1

.

Indeed, a strong predictor for this source receives the leakage (𝑝𝑘, 𝑐1, 𝐾) together with the hash

answer, which is 𝐾 itself, and must output the query 𝑥. An inverter for F therefore samples 𝐾 on

its own, runs the predictor on (𝑝𝑘, 𝑐1, 𝐾), and recovers 𝑥 whenever the predictor succeeds.

Hash function families that are Sscup
1

-UCE-secure, and hence UCE-secure for 𝑆F, have been

built from lattice assumptions. Chen and Mao [36] construct one from LWE with subexponential

hardness and private-coin evasive LWE for specific samplers, together with the existence of point

obfuscation with auxiliary input in NC1

.

6.2 The Fujisaki–Okamoto CPA-to-CCA Lifting Theorem

Our main theorem says that if the hash function 𝐺 used in the 𝐺 step is 1-DINJEXT2 for the

FO wrapping triple, then IND-CPA security of FO[F,SE, 𝐺] implies IND-CCA2 security. The

remaining assumptions are standard. The trapdoor function F must be adaptively correct, the

symmetric scheme SE must have ciphertext integrity, and 𝐺 must also be UCE-secure for the

single source 𝑆F defined above. We show separately that IND-CPA security itself follows from

one-wayness of F, UCE security of 𝐺, and IND-CPA security of SE (Proposition 6.6). The proof

outline after the theorem explains where each assumption is used.

Theorem 6.2 (Instantiability of FO). Let F be a 𝛿-adaptively correct injective TDF, let SE be an
image-closed, INT-CTXT-secure symmetric encryption scheme, and let 𝐺 be {𝑆F}-UCE-secure and
1-DINJEXT2[ΓSE] for WrapFO. If 𝛿 is negligible and FO[F,SE, 𝐺] is IND-CPA-secure, then it is
IND-CCA2-secure.

Concretely, for every PPT IND-CCA2 adversary A there are PPT 1-DINJEXT2[ΓSE] adversaries B1,
Bcorr

1
, and Bmaul

1
such that, for all PPT simulators R1, Rcorr

1
, and Rmaul

1
, there are a PPT UCE adversary B2
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with source 𝑆F, a PPT IND-CPA adversary B3, and a PPT INT-CTXT adversary B4 with

Advind-cca2

FO (A) ≤ 2

(
Δ1 + Δcorr

1
+ Δmaul

1

)
+ 2𝛿 + 2Advuce

𝐺 (B2)

+Advind-cpa

FO (B3) + 2AdvINT-CTXT

SE (B4),

where Δ1 = Adv1-DINJEXT2[ΓSE ]
𝐺,WrapFO

(B1,R1), and Δcorr
1

and Δmaul
1

are defined analogously.
Both statements also hold against QPT adversaries, with QPT in place of PPT throughout and the

post-quantum versions of all assumptions.

The UCE assumption concerns only the source 𝑆F of Section 6.1. It follows from Sscup
1

-UCE

security of 𝐺 when F is one-way, since 𝑆F is then in Sscup
1

.

The bound ΓSE is the 𝑦-ambiguity parameter in the 1-DINJEXT2 assumption. If SE is INT-CTXT-

secure against non-uniform adversaries, its key-ambiguity ratio ΓSE(𝜆, 𝐿)/2ℓ𝐾 is negligible for every

polynomial 𝐿 by Lemma 2.11. The INT-CTXT assumption is used separately to rule out same-𝑥-

preimage mauling of the challenge ciphertext.

In Appendix A, we give a composition theorem showing how to build a hash function family

satisfying the two assumptions we need on 𝐺 from two hash functions that individually satisfy

the respective property. In particular, in light of the results of Chen and Mao [36], this reduces the

task of constructing such a 𝐺 to constructing an unpredictability-preserving hash function family

that satisfies 1-DINJEXT2 for a derived FO wrapping triple.

Proof outline. The main difficulty is that 1-DINJEXT2 does not let us replace the decryption

oracle in one step. With a coin-based extractor, one usually swaps the decryption oracle for the

extractor and argues that the adversary’s view does not change. A distributional simulator runs

offline, and it only guarantees that one fixed output predicate accepts with about the same probability

as in the ideal inversion game. We therefore need to identify each of the events that could make

the games differ, and bound each one by a separate application of 1-DINJEXT2, with an output

predicate tailored to that event. The three 1-DINJEXT2[ΓSE] adversaries in the proof share one run

stage, which runs the IND-CCA2 adversary, and differ only in their output predicates. In each

application, we get a separate simulator.

In more detail, the proof uses three games. Game𝐺0 is the real IND-CCA2 game. Its decryption

oracle inverts F using 𝑠𝑘 , performs the re-evaluation check, and decrypts the symmetric component

under the key given by the output of 𝐺.

Game 𝐺1 is the ideal inversion game for the first of the three adversaries above, which we

call B1; its output predicate checks whether the guess bit of the assumed IND-CCA2 adversary is

equal to the challenge bit. Here, decryption queries are answered using the ideal inverter instead

of 𝑠𝑘 , the challenge ciphertext comes from the challenge oracle, and every later query other than

the challenge whose first component equals that of the challenge is rejected and recorded. The

games 𝐺0 and 𝐺1 are identical unless one of two bad events occurs in 𝐺1.

The first event is that the ideal inverter returns a preimage 𝑥 on which inversion under 𝑠𝑘 fails.

Note that such a preimage is chosen by the adversary rather than chosen at random, so the usual

correctness condition on F does not suffice. We apply 1-DINJEXT2 with a predicate that tests for

this event, and then bound the probability of it in the simulation game using adaptive correctness.

The adaptive-correctness adversary receives 𝑠𝑘 , so it can run the simulation game itself and find a

reported preimage on which inversion fails.
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The second event is that one of the rejected queries would have been accepted in 𝐺0. Such a

query has the form (𝑐∗
1
, 𝑐′

2
) with 𝑐′

2
≠ 𝑐∗

2
, where𝐶∗ = (𝑐∗

1
, 𝑐∗

2
) is the challenge ciphertext. Decryption

in 𝐺0 recovers the challenge preimage 𝑥∗ from 𝑐∗
1

and decrypts 𝑐′
2

under the challenge key 𝐾∗ =
𝐺 (𝐾𝐺 , 𝑥∗), so the event is that 𝑐′

2
is a valid ciphertext under 𝐾∗. We again apply 1-DINJEXT2 with

a predicate that tests for this event. In the simulation game, UCE security of 𝐺 for the source 𝑆F
allows us to replace the challenge symmetric key with a random one, and then ciphertext integrity

of SE bounds the probability of the event in question.

Game 𝐺2 is the simulation game for B1. The simulator that 1-DINJEXT2 guarantees for B1

produces a transcript without an inversion oracle, and the same output predicate is checked on

it. Since 𝐺1 and 𝐺2 are the two games of the 1-DINJEXT2 definition for the same adversary,

the 1-DINJEXT2 advantage directly bounds the difference in the probabilities that they output 1.

As Game 𝐺2 has no decryption oracle, the simulator, with its challenge query forwarded to the

IND-CPA challenge oracle, is an IND-CPA adversary against FO. Summing the bounds gives the

theorem.

Proof of Theorem 6.2. Recall that Advind-cca2

FO (A) = |2 Pr[𝑏′ = 𝑏] −1|, where, as in the standard game,

A submits a pair of equal-length messages in MsgSpSE and outputs a bit 𝑏′. Throughout the proof

we write Γ
def

= ΓSE and

Advdext(B,R)
def

= Adv1-DINJEXT2[Γ]
𝐺,WrapFO

(B,R).

For a transcript 𝑣, let Guess(𝑣) be the first component 𝑏′ if 𝑣 parses as (𝑏′, 𝐶, 𝜏, 𝜇) with 𝑏′ ∈ {0, 1},
and 0 otherwise. The output predicates of Bcorr

1
and Bmaul

1
below, and the distinguisherD, return 0

on a transcript that does not parse in the stated form.

Game 𝐺0. This is the IND-CCA2 game for FO, shown in Figure 13. Its decryption oracle rejects

the challenge ciphertext, inverts 𝑐1 under 𝑠𝑘 , performs the re-evaluation check, and decrypts 𝑐2

under the key 𝐺 (𝐾𝐺 , 𝑥).

Game 𝐺A
0

𝑏←$ {0, 1}
(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
𝐶∗ ← ⊥
(st, 𝑚0, 𝑚1) ←$ADec

1
(1𝜆, 𝑝𝑘)

𝑥∗←$ F.Dom
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝐾∗ ← 𝐺 (𝐾𝐺 , 𝑥∗)
𝑐∗

2
←$ SE.Enc(𝐾∗, 𝑚𝑏)

𝐶∗ ← (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$ADec
2
(st, 𝐶∗)

Return (𝑏 = 𝑏′)

Dec(𝑐)
Parse 𝑐 as (𝑐1, 𝑐2)
If parsing fails: return ⊥
If 𝐶∗ ≠ ⊥ and 𝑐 = 𝐶∗: return ⊥
𝑥 ← F.Inv(𝑠𝑘, 𝑐1)
If 𝑥 = ⊥: return ⊥
If F.Eval(𝑝𝑘, 𝑥) ≠ 𝑐1: return ⊥
𝐾 ← 𝐺 (𝐾𝐺 , 𝑥)
Return SE.Dec(𝐾, 𝑐2)

Figure 13: Game 𝐺0: the IND-CCA2 game for FO.
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The 1-DINJEXT2 adversaries. The proof uses 1-DINJEXT2[Γ] for the hash function 𝐺 and the FO

wrapping triple WrapFO, in which the hash key is 𝐾𝐺 , the setup parameter is the public key 𝑝𝑘 ,

and the hidden setup state is aux = ((𝑠𝑘, 𝑥∗), 𝑏). On a challenge input (𝑚0, 𝑚1), the challenge oracle

returns

𝐶∗ = (𝑐∗
1
, 𝑐∗

2
) =

(
F.Eval(𝑝𝑘, 𝑥∗), SE.Enc(𝐺 (𝐾𝐺 , 𝑥∗), 𝑚𝑏; 𝜌∗)

)
for fresh coins 𝜌∗, which is distributed exactly as the challenge ciphertext in 𝐺0. After this query,

the inversion oracle returns ⊥ on 𝐶∗ and on every other image whose preimage is 𝑥∗.
The three adversaries B1, Bcorr

1
, and Bmaul

1
share the run stage Brun of Figure 14 and differ only in

their output predicates. The run stage runsA, obtains the challenge ciphertext from the challenge

oracle, and answers the decryption queries of A with the procedure Dec′. This procedure rejects

the challenge ciphertext, and for every other query made after the challenge whose first component

is 𝑐∗
1
, it records the second component in the set 𝜇 and returns ⊥. Every remaining query that

parses goes to the inversion oracle, and for each answer 𝑥 ≠ ⊥, the procedure records the query

and 𝑥 in the set 𝜏 and returns SE.Dec(𝐺 (𝐾𝐺 , 𝑥), 𝑐2). The run stage outputs 𝑣 = (𝑏′, 𝐶∗, 𝜏, 𝜇).
The three output predicates, shown in Figure 15, test for the three events whose probabilities

the proof bounds. The output predicate of B1 checks the guess ofA. The output predicate of Bcorr
1

checks whether some recorded preimage disagrees with inversion under 𝑠𝑘 . The output predicate

ofBmaul
1

checks whether the reported ciphertext is (𝑐∗
1
, 𝑐̃2)with 𝑐̃2 valid under the challenge key, and

some recorded second component other than 𝑐̃2 is also valid under that key. For the simulators R1,

Rcorr
1

, andRmaul
1

of the theorem, we writeΔ1,Δcorr
1

, andΔmaul
1

for Advdext(B1,R1), Advdext(Bcorr
1
,Rcorr

1
),

and Advdext(Bmaul
1

,Rmaul
1
).

BOchal ,Oinv
run (1𝜆, 𝐾𝐺 , 𝑝𝑘)

𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺); 𝜏 ← ∅; 𝜇← ∅; 𝐶∗ ← ⊥
(st, 𝑚0, 𝑚1) ←$ADec′

1
(1𝜆, 𝑝𝑘)

𝐶∗ ← Ochal (𝑚0, 𝑚1); parse 𝐶∗ = (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$ADec′
2
(st, 𝐶∗)

Return 𝑣 = (𝑏′, 𝐶∗, 𝜏, 𝜇)

Dec′ (𝑐)
Parse 𝑐 as (𝑐1, 𝑐2)
If parsing fails: return ⊥
If 𝐶∗ ≠ ⊥ and 𝑐 = 𝐶∗: return ⊥
If 𝐶∗ ≠ ⊥ and 𝑐1 = 𝑐∗

1
:

𝜇← 𝜇 ∪ {𝑐2}
Return ⊥

𝑥 ← Oinv (𝑐)
If 𝑥 = ⊥: return ⊥
𝜏 ← 𝜏 ∪ {(𝑐, 𝑥)}
𝐾 ← 𝐺 (𝐾𝐺 , 𝑥)
Return SE.Dec(𝐾, 𝑐2)

Figure 14: The shared run stage Brun of the three 1-DINJEXT2[Γ] adversaries for FO, and the

procedure Dec′ that answers the decryption queries of A.

Game𝐺1. This is the ideal inversion game Inv-1-DINJEXT2[Γ] forB1. It outputs [𝑏 = 𝑏′], where 𝑏′

is the guess of A, whose decryption queries are now answered by Dec′. In 𝐺1, let Badcorr be the

event that some ((𝑐1, 𝑐2), 𝑥) ∈ 𝜏 has 𝑥 ∈ F.Dom, F.Eval(𝑝𝑘, 𝑥) = 𝑐1, and F.Inv(𝑠𝑘, 𝑐1) ≠ 𝑥. Let Badmaul
be the event that some 𝑐′

2
∈ 𝜇 has SE.Dec(𝐾∗, 𝑐′

2
) ≠ ⊥, where 𝐾∗ = 𝐺 (𝐾𝐺 , 𝑥∗). Every 𝑐′

2
∈ 𝜇 differs

from 𝑐∗
2
, since a second component 𝑐2 is recorded only for a query (𝑐∗

1
, 𝑐2) ≠ 𝐶∗.
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B1,out (𝐾𝐺 , 𝑝𝑘, aux, 𝑣)
Parse aux = ((𝑠𝑘, 𝑥∗), 𝑏)
Return [ 𝑏 = Guess(𝑣) ]

Bcorr
1,out (𝐾𝐺 , 𝑝𝑘, aux, 𝑣)

Parse aux = ((𝑠𝑘, 𝑥∗), 𝑏) and 𝑣 = (𝑏′, 𝐶, 𝜏, 𝜇)
Return 1 iff some ((𝑐1, 𝑐2), 𝑥) ∈ 𝜏 has

𝑥 ∈ F.Dom, F.Eval(𝑝𝑘, 𝑥) = 𝑐1,

and F.Inv(𝑠𝑘, 𝑐1) ≠ 𝑥

Bmaul
1,out (𝐾𝐺 , 𝑝𝑘, aux, 𝑣)

Parse aux = ((𝑠𝑘, 𝑥∗), 𝑏) and 𝑣 = (𝑏′, 𝐶, 𝜏, 𝜇)
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗); 𝐾∗ ← 𝐺 (𝐾𝐺 , 𝑥∗)

Parse 𝐶 = (𝑐1, 𝑐̃2); if 𝑐1 ≠ 𝑐∗
1
: return 0

If SE.Dec(𝐾∗, 𝑐̃2) = ⊥: return 0

Return 1 iff some 𝑐′
2
∈ 𝜇 has

𝑐′
2
≠ 𝑐̃2 and SE.Dec(𝐾∗, 𝑐′

2
) ≠ ⊥

Figure 15: The output predicates of B1, Bcorr
1

, and Bmaul
1

.

The ideal inversion games for Bcorr
1

and Bmaul
1

run exactly as 𝐺1 and differ only in the predicate

applied to 𝑣 at the end. The predicate of Bcorr
1

is exactly the definition of Badcorr. In the predicate

of Bmaul
1

, the reported ciphertext is𝐶∗, so that 𝑐̃2 = 𝑐∗
2
, which is valid under 𝐾∗ by correctness of SE,

and the predicate therefore accepts exactly when Badmaul occurs. Hence

Pr[Badcorr in 𝐺1] = Pr[Inv-1-DINJEXT2[Γ]Bcorr
1 ⇒ 1],

Pr[Badmaul in 𝐺1] = Pr[Inv-1-DINJEXT2[Γ]Bmaul
1 ⇒ 1] .

(21)

Claim 6.3. | Pr[𝐺1 ⇒ 1] − Pr[𝐺0 ⇒ 1] | ≤ Pr[Badcorr in 𝐺1] + Pr[Badmaul in 𝐺1].

Proof. Both games output [𝑏 = 𝑏′], and they sample the keys, the challenge bit, and the challenge

ciphertext in the same way. We show that the two decryption oracles give the same answer to every

query, unless the query itself causes Badcorr or Badmaul. The two games are therefore identical until

the first such query, and the claim follows by the identical-until-bad argument. The argument

concerns only the classical queries and answers, so it applies to a QPT adversary as well.

Consider a query 𝑐 = (𝑐1, 𝑐2). If 𝑐 does not parse, or if 𝑐 = 𝐶∗ after the challenge, both games

return ⊥.

Suppose next that the challenge has not been made, or that 𝑐1 ≠ 𝑐∗
1
. Then Dec′ sends 𝑐 to

the inversion oracle. If the oracle returns 𝑥 ≠ ⊥, then 𝐶𝑝𝑘 (𝑥, 𝐺 (𝐾𝐺 , 𝑥), 𝑐) = 1, so 𝑥 ∈ F.Dom
and F.Eval(𝑝𝑘, 𝑥) = 𝑐1, and Dec′ records (𝑐, 𝑥) in 𝜏 and returns SE.Dec(𝐺 (𝐾𝐺 , 𝑥), 𝑐2). Unless

Badcorr occurs, F.Inv(𝑠𝑘, 𝑐1) = 𝑥, so 𝐺0 passes the re-evaluation check and returns the same value.

If the oracle returns ⊥, then 𝐺0 also returns ⊥. Indeed, suppose 𝐺0 returned a value other

than ⊥. Then 𝑥 = F.Inv(𝑠𝑘, 𝑐1) satisfies F.Eval(𝑝𝑘, 𝑥) = 𝑐1 and SE.Dec(𝐺 (𝐾𝐺 , 𝑥), 𝑐2) ≠ ⊥. By image-

closedness of SE, there are 𝑚 ∈ MsgSpSE and 𝜌 ∈ CoinSpSE with 𝑐2 = SE.Enc(𝐺 (𝐾𝐺 , 𝑥), 𝑚; 𝜌), so

𝑐 = 𝑔FO
𝑝𝑘
(𝑥, 𝐺 (𝐾𝐺 , 𝑥), 𝑚; 𝜌) and 𝐶𝑝𝑘 (𝑥, 𝐺 (𝐾𝐺 , 𝑥), 𝑐) = 1. The inversion oracle returns ⊥ on such a

query only if it is𝐶∗ or its preimage 𝑥 is 𝑥∗. The first is excluded. The second is impossible, because

before the challenge no preimage is registered, and after it 𝑐1 ≠ 𝑐∗
1
= F.Eval(𝑝𝑘, 𝑥∗) gives 𝑥 ≠ 𝑥∗. So

the inversion oracle would have returned 𝑥, a contradiction.

Finally, suppose the challenge has been made and 𝑐1 = 𝑐∗
1

with 𝑐 ≠ 𝐶∗, so 𝑐2 ≠ 𝑐∗
2
. Then 𝐺1

records 𝑐2 in 𝜇 and returns ⊥. In 𝐺0, let 𝑥 = F.Inv(𝑠𝑘, 𝑐∗
1
). If 𝑥 = ⊥, then 𝐺0 returns ⊥. If 𝑥 ≠ ⊥ and

𝑥 ≠ 𝑥∗, then F.Eval(𝑝𝑘, 𝑥) ≠ F.Eval(𝑝𝑘, 𝑥∗) = 𝑐∗
1

because F.Eval(𝑝𝑘, ·) is injective, so the re-evaluation

check fails and𝐺0 returns⊥. If 𝑥 = 𝑥∗, then𝐺0 returns SE.Dec(𝐾∗, 𝑐2), which is⊥ unless this query

causes Badmaul. □
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Claim 6.4. For every PPT simulator Rcorr
1

, there is a PPT adaptive-correctness adversaryAcorr
such

that

Pr[Badcorr in 𝐺1] ≤ Δcorr
1
+Advadapt-corr

F (Acorr).

Proof. By Equation (21) and the definition of Δcorr
1

,

Pr[Badcorr in 𝐺1] ≤ Pr[Sim-1-DINJEXT2[Γ]Bcorr
1
,Rcorr

1 ⇒ 1] + Δcorr
1
.

The adversary Acorr
, given (𝑝𝑘, 𝑠𝑘), samples 𝐾𝐺←$ 𝐺.Kg(1𝜆), 𝑥∗←$ F.Dom, and 𝑏←$ {0, 1}. It

runs Rcorr
1
(1𝜆, 𝐾𝐺 , 𝑝𝑘) and answers its challenge query as the challenge oracle does, which it can

because it knows 𝐾𝐺 , 𝑥∗, and 𝑏. From the transcript it outputs the first 𝑥 that appears in a pair

((𝑐1, 𝑐2), 𝑥) ∈ 𝜏 with 𝑥 ∈ F.Dom, F.Eval(𝑝𝑘, 𝑥) = 𝑐1, and F.Inv(𝑠𝑘, 𝑐1) ≠ 𝑥, or an arbitrary element

of F.Dom if there is none. The values it samples have the same distribution as in the simulation

game. When the predicate accepts, the 𝑥 it outputs satisfies F.Inv(𝑠𝑘, F.Eval(𝑝𝑘, 𝑥)) ≠ 𝑥. So Acorr

wins the adaptive-correctness game (Definition 2.8) whenever the predicate of Bcorr
1

accepts in the

simulation game. It is PPT because Rcorr
1

is. □

Claim 6.5. For every PPT simulator Rmaul
1

, there are a PPT UCE adversary B2 = (𝑆F,D), with 𝑆F
the source of Section 6.1, and a PPT INT-CTXT adversary B4 such that

Pr[Badmaul in 𝐺1] ≤ Δmaul
1
+Advuce

𝐺 (B2) +AdvINT-CTXT

SE (B4).

Proof. By Equation (21) and the definition of Δmaul
1

,

Pr[Badmaul in 𝐺1] ≤ 𝑝sim + Δmaul
1

, where 𝑝sim = Pr[Sim-1-DINJEXT2[Γ]Bmaul
1

,Rmaul
1 ⇒ 1] .

We bound 𝑝sim in two steps.

First, the distinguisher D of Figure 16 receives the leakage (𝑝𝑘, 𝑐∗
1
, 𝐾∗) of 𝑆F and the hash

key 𝐾𝐺 . It samples the challenge bit, runs Rmaul
1
(1𝜆, 𝐾𝐺 , 𝑝𝑘), answers its challenge query with

(𝑐∗
1
,SE.Enc(𝐾∗, 𝑚𝑏)), and applies the output predicate of Bmaul

1
to the transcript, using 𝐾∗. In the

UCE game with challenge bit 𝛽 = 1, we have 𝐾∗ = 𝐺 (𝐾𝐺 , 𝑥∗), so D runs the simulation game

for Bmaul
1

exactly. With 𝛽 = 0, the key 𝐾∗ is uniform in {0, 1}ℓ𝐾 and independent of (𝑝𝑘, 𝑥∗, 𝐾𝐺).
Writing 𝑝𝛽 for the probability that D outputs 1 when the UCE challenge bit is 𝛽, the definition of

the UCE advantage gives

𝑝sim = 𝑝1 ≤ 𝑝0 +Advuce
𝐺 (B2).

Second, the adversary B4 of Figure 17 runs the 𝛽 = 0 execution of D with the key of the

INT-CTXT game in place of 𝐾∗. That key is uniform in {0, 1}ℓ𝐾 by Definition 2.2, so the execution

is distributed as in the case 𝛽 = 0. Adversary B4 samples 𝑝𝑘 , 𝑥∗, 𝐾𝐺 , and the challenge bit itself,

answers the challenge query of the simulator with (𝑐∗
1
, 𝑑) for 𝑑 = Enc(𝑚𝑏), and after the simulator

stops, submits verification queries. Suppose that D would output 1. Then the reported ciphertext

is (𝑐∗
1
, 𝑐̃2) with 𝑐̃2 valid under 𝐾∗, and some 𝑐′

2
∈ 𝜇 with 𝑐′

2
≠ 𝑐̃2 is valid under 𝐾∗. If no challenge

query was answered, so that 𝑑 = ⊥, or if 𝑐̃2 ≠ 𝑑, then 𝑐̃2 is a valid ciphertext that Enc did not return.

If 𝑐̃2 = 𝑑, then 𝑐′
2
≠ 𝑑 is a valid ciphertext that Enc did not return. In either case, B4 submits it

to Vfy and wins, so 𝑝0 ≤ AdvINT-CTXT

SE (B4). Both D and B4 are PPT because Rmaul
1

is. Combining

the three inequalities proves the claim. □
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Source 𝑆Hash

F (1𝜆)

(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝑥∗←$ F.Dom; 𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝐾∗ ← Hash(𝑥∗)
Return 𝐿 = (𝑝𝑘, 𝑐∗

1
, 𝐾∗)

Distinguisher D(𝐿, 𝐾𝐺)
(𝑝𝑘, 𝑐∗

1
, 𝐾∗) ← 𝐿; 𝑏←$ {0, 1}; 𝑞chal ← 0

𝑣←$ (Rmaul
1
)Ochal (1𝜆, 𝐾𝐺 , 𝑝𝑘)

Parse 𝑣 = (𝑏′, 𝐶, 𝜏, 𝜇) and 𝐶 = (𝑐1, 𝑐̃2)
If 𝑐1 ≠ 𝑐∗

1
or SE.Dec(𝐾∗, 𝑐̃2) = ⊥: return 0

Return 1 iff some 𝑐′
2
∈ 𝜇 has

𝑐′
2
≠ 𝑐̃2 and SE.Dec(𝐾∗, 𝑐′

2
) ≠ ⊥

Ochal (𝑚0, 𝑚1)
If (𝑚0, 𝑚1) ∉W′

: return ⊥
𝑞chal ← 𝑞chal + 1

If 𝑞chal > 1: return ⊥
Return (𝑐∗

1
,SE.Enc(𝐾∗, 𝑚𝑏))

Figure 16: UCE adversary B2 = (𝑆F,D) for Claim 6.5.

BEnc, Vfy
4

(1𝜆)

(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆); 𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑥∗←$ F.Dom; 𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝑏←$ {0, 1}; 𝑑 ← ⊥; 𝑞chal ← 0

𝑣←$ (Rmaul
1
)Ochal (1𝜆, 𝐾𝐺 , 𝑝𝑘)

Parse 𝑣 = (𝑏′, 𝐶, 𝜏, 𝜇) and 𝐶 = (𝑐1, 𝑐̃2)
If 𝑐1 ≠ 𝑐∗

1
: return

If 𝑐̃2 ≠ 𝑑: Vfy(𝑐̃2)
For each 𝑐′

2
∈ 𝜇 with 𝑐′

2
≠ 𝑑: Vfy(𝑐′

2
)

Ochal (𝑚0, 𝑚1)
If (𝑚0, 𝑚1) ∉W′

: return ⊥
𝑞chal ← 𝑞chal + 1

If 𝑞chal > 1: return ⊥
𝑑 ← Enc(𝑚𝑏)
Return (𝑐∗

1
, 𝑑)

Figure 17: INT-CTXT adversary B4 for Claim 6.5.

Game 𝐺2. This is the simulation game Sim-1-DINJEXT2[Γ] for B1 and R1. The simulator is given

(1𝜆, 𝐾𝐺 , 𝑝𝑘), has access to the challenge oracle, and outputs a transcript 𝑣 on its own, and the game

outputs [𝑏 = Guess(𝑣)]. Since 𝐺1 and 𝐺2 are the two games of the 1-DINJEXT2 definition for B1,

| Pr[𝐺2 ⇒ 1] − Pr[𝐺1 ⇒ 1] | ≤ Δ1.

Since 𝐺2 has no decryption oracle, it can be run by the IND-CPA adversary B3 of Figure 18,

which receives the public key (𝑝𝑘, 𝐾𝐺) of FO, runs R1(1𝜆, 𝐾𝐺 , 𝑝𝑘), answers its challenge query

with its own left-or-right oracle, and outputs Guess(𝑣). The challenge oracle accepts only pairs of

equal-length messages, so every query that B3 forwards is a legal IND-CPA query. The reply is an

encryption of 𝑚𝑏 under a fresh uniform preimage, which is distributed as the challenge ciphertext

in 𝐺2, since the simulator sees 𝑥∗ only through that ciphertext. Hence

|2 Pr[𝐺2 ⇒ 1] − 1| = Advind-cpa

FO (B3).

Combining the bounds. By the triangle inequality,

Advind-cca2

FO (A) = |2 Pr[𝐺0 ⇒ 1] − 1| ≤ 2| Pr[𝐺0 ⇒ 1] − Pr[𝐺1 ⇒ 1] | + 2| Pr[𝐺1 ⇒ 1] − Pr[𝐺2 ⇒ 1] |

+ |2 Pr[𝐺2 ⇒ 1] − 1|.
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BLR( ·, · )
3

(1𝜆, 𝑝𝑘)

Parse 𝑝𝑘 = (𝑝𝑘, 𝐾𝐺); 𝑞chal ← 0

𝑣←$ ROchal
1
(1𝜆, 𝐾𝐺 , 𝑝𝑘)

Return Guess(𝑣)

Ochal (𝑚0, 𝑚1)
If (𝑚0, 𝑚1) ∉W′

: return ⊥
𝑞chal ← 𝑞chal + 1

If 𝑞chal > 1: return ⊥
Return LR(𝑚0, 𝑚1)

Figure 18: IND-CPA adversary B3 for the final step.

By Claims 6.3 to 6.5 and the two bounds for 𝐺2,

Advind-cca2

FO (A) ≤ 2

(
Δ1 + Δcorr

1
+ Δmaul

1

)
+ 2Advadapt-corr

F (Acorr)

+ 2Advuce
𝐺 (B2) +Advind-cpa

FO (B3) + 2AdvINT-CTXT

SE (B4).

The adversary Acorr
is PPT, so 𝛿-adaptive correctness gives Advadapt-corr

F (Acorr) ≤ 𝛿, which proves

the claimed bound. □

6.3 IND-CPA Security of FO Hybrid Encryption from UCE

Theorem 6.2 assumes IND-CPA security of FO[F,SE, 𝐺]. We show that it follows from one-wayness

of F, IND-CPA security of SE, and Sscup
1

-UCE security of 𝐺, which implies the UCE assumption of

the theorem when F is one-way.

Proposition 6.6 (IND-CPA security of FO[F,SE, 𝐺] from UCE). Let F be a one-way injective trapdoor
function. Let SE be an IND-CPA-secure symmetric encryption scheme and 𝐺 an Sscup

1
-UCE-secure keyed

hash function family. Then for every IND-CPA adversary A there exist a single-query UCE adversary
B1 = (𝑆, 𝐷) with 𝑆 ∈ Sscup

1
and an IND-CPA adversary B2 against SE such that

Advind-cpa

FO (A) ≤ 2 Advuce
𝐺 (B1) + Advind-cpa

SE (B2).

The same bound holds for QPT adversaries under post-quantum one-wayness of F, post-quantumSscup
1

-UCE
security of 𝐺, and post-quantum IND-CPA security of SE.

Proof. We bound Advind-cpa

FO (A) = |2 Pr[𝑏′ = 𝑏] − 1| via a sequence of two games.

Games 𝐺0 (Real IND-CPA) and 𝐺1 (Random challenge key). 𝐺0 is the standard IND-CPA game

for FO, shown in Figure 19 (left): the adversary receives the public key 𝑝𝑘 = (𝑝𝑘, 𝐾𝐺) and a

challenge ciphertext (𝑐∗
1
, 𝑐∗

2
) computed using the real hash function 𝐺. 𝐺1 replaces the challenge

key 𝐾∗ = 𝐺 (𝐾𝐺 , 𝑥∗) with a uniformly random key 𝐾̃←$ SE.Kg(1𝜆); the only change from 𝐺0 is

boxed in Figure 19 (right).

Claim 6.7. There exists a UCE adversary B1 = (𝑆F,D) such that

| Pr[𝐺1 ⇒ 1] − Pr[𝐺0 ⇒ 1] | ≤ Advuce
𝐺 (B1),

where 𝑆F is the single-query source of Section 6.1, which belongs to Sscup
1

.

Proof of Claim 6.7. The source 𝑆F and distinguisher D are defined in Figure 20.

When Hash = 𝐺 (𝐾𝐺 , ·), 𝐾∗ = 𝐺 (𝐾𝐺 , 𝑥∗) andD perfectly simulates𝐺0. When Hash is a random

function, 𝐾∗ is uniform and D simulates 𝐺1.
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Game 𝐺A
0

𝑏←$ {0, 1}
(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
(st, 𝑚0, 𝑚1) ←$A1 (1𝜆, 𝑝𝑘)
𝑥∗←$ F.Dom
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝐾∗ ← 𝐺 (𝐾𝐺 , 𝑥∗)
𝑐∗

2
←$ SE.Enc(𝐾∗, 𝑚𝑏)

𝐶∗ ← (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$A2 (st, 𝐶∗)
Return (𝑏 = 𝑏′)

Game 𝐺A
1

𝑏←$ {0, 1}
(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
(st, 𝑚0, 𝑚1) ←$A1 (1𝜆, 𝑝𝑘)
𝑥∗←$ F.Dom
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝐾̃←$ SE.Kg(1𝜆)
𝑐∗

2
←$ SE.Enc(𝐾̃, 𝑚𝑏)

𝐶∗ ← (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$A2 (st, 𝐶∗)
Return (𝑏 = 𝑏′)

Figure 19: Left: Game 𝐺0, the real IND-CPA game for FO. Right: Game 𝐺1, with a uniform

challenge key.

Source 𝑆Hash

F (1𝜆)

(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝑥∗←$ F.Dom
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝐾∗ ← Hash(𝑥∗)
Return (𝑝𝑘, 𝑐∗

1
, 𝐾∗)

Distinguisher D(𝐿, 𝐾𝐺)
(𝑝𝑘, 𝑐∗

1
, 𝐾∗) ← 𝐿

𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
𝑏←$ {0, 1}
(st, 𝑚0, 𝑚1) ←$A1 (1𝜆, 𝑝𝑘)
𝑐∗

2
←$ SE.Enc(𝐾∗, 𝑚𝑏)

𝐶∗ ← (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$A2 (st, 𝐶∗)
Return (𝑏 = 𝑏′)

Figure 20: UCE adversary B1 = (𝑆F,D) for the 𝐺0 → 𝐺1 transition.

𝑆F is strongly computationally unpredictable. We show 𝑆F ∈ Sscup
1

in the sense of Figure 5.

𝑆F’s single oracle query is 𝑥∗, and its leakage is 𝐿 = (𝑝𝑘, 𝑐∗
1
, 𝐾∗) with 𝐾∗ = Hash(𝑥∗). In the

prediction game Hash is a uniform random function, so 𝐾∗ is uniform in the hash-output space

and independent of (𝑝𝑘, 𝑥∗, 𝑐∗
1
). The strong prediction view adds only the single oracle response,

and that response is already included in 𝐿 = (𝑝𝑘, 𝑐∗
1
, 𝐾∗). A predictorPwinning Pred1-scup

𝑆F,P therefore

outputs 𝑥∗ from (𝑝𝑘, 𝑐∗
1
, 𝐾∗), so one can invert F as follows: given (𝑝𝑘, 𝑐∗

1
= F.Eval(𝑝𝑘, 𝑥∗)), sample

𝐾̃ uniformly in the hash-output space, run P(𝑝𝑘, 𝑐∗
1
, 𝐾̃), and return its output. Since F is one-way,

Pr

[
Pred1-scup

𝑆F,P ⇒ 1

]
is negligible, so 𝑆F ∈ Sscup

1
. □

Completing the proof. In 𝐺1, the challenge ciphertext is (𝑐∗
1
,SE.Enc(𝐾̃, 𝑚𝑏)) where 𝐾̃ is a uniform

random key, independent of A’s view. The adversary’s advantage in 𝐺1 is therefore bounded by

the IND-CPA security of SE. The reduction B2 is shown in Figure 21.

B2 perfectly simulates 𝐺1, so

|2 Pr[𝐺1 ⇒ 1] − 1| ≤ Advind-cpa

SE (B2).
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BLR( ·, · )
2

(1𝜆)

(𝑝𝑘, 𝑠𝑘) ←$ F.Kg(1𝜆)
𝐾𝐺←$ 𝐺.Kg(1𝜆)
𝑝𝑘 ← (𝑝𝑘, 𝐾𝐺)
(st, 𝑚0, 𝑚1) ←$A1(1𝜆, 𝑝𝑘)
𝑥∗←$ F.Dom
𝑐∗

1
← F.Eval(𝑝𝑘, 𝑥∗)

𝑐∗
2
← LR(𝑚0, 𝑚1)

𝐶∗ ← (𝑐∗
1
, 𝑐∗

2
)

𝑏′←$A2(st, 𝐶∗)
Return 𝑏′

Figure 21: IND-CPA adversary B2 for the reduction from 𝐺1 to IND-CPA security of SE.

Combining the two transitions via the triangle inequality,

Advind-cpa

FO (A) = |2 Pr[𝐺0 ⇒ 1] − 1|

≤ 2 |Pr[𝐺0 ⇒ 1] − Pr[𝐺1 ⇒ 1] | + |2 Pr[𝐺1 ⇒ 1] − 1|

≤ 2 Advuce
𝐺 (B1) +Advind-cpa

SE (B2).

This proves the proposition. □

7 Distributional Injective Extractability in the ROM and QROM

We show that, under the conditions stated below, a random oracle satisfies distributional injective

extractability for every Γ-PI wrapping triple whose honest algorithms have no oracle access. We also

prove the corresponding result for the FO wrapping triple under a QROM version of the definition,

in which the simulator answers some of the random-oracle queries. Both results hold even relative

to an oblivious sampling oracle, which gives the adversary valid images whose preimages it does

not know. This contrasts with our standard-model impossibility of post-quantum coin-based

extractability, which uses oblivious sampling (Theorem 5.4). The ROM result also contrasts with

the standard model, where no hash function family satisfies (distributional) injective extractability

for every Γ-PI wrapping triple (Section 5.5). This can be viewed as analogous to UCE, which a

random oracle satisfies for all computationally unpredictable sources [10], whereas no standard-

model hash function family does, assuming indistinguishability obfuscation [24].

7.1 Modeling in the ROM and QROM

Throughout this section, 𝑛 = 𝑛(𝜆) is a fixed polynomial input length satisfying 𝑛 = 𝜔(log𝜆), and

the random oracle is an unkeyed function

𝐺←$ Funcs({0, 1}𝑛, {0, 1}ℓ).

The preimage domain X is a subset of {0, 1}𝑛.
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Wrapping triples. A wrapping triple (G,Param, 𝑃) is as in Section 5. For the oblivious sampling

oracle, we require that X and R can be randomly sampled in polynomial time. We also assume

that the bound Γ of a Γ-PI wrapping function is nondecreasing in its length argument 𝑡. This loses

no generality, because a Γ-PI wrapping function is also Γ′-PI for Γ′(𝜆, 𝑡) = max𝑡 ′≤𝑡 Γ(𝜆, 𝑡′), and it

holds for ΓSE (Section 2.4).

Oracle access. The setup sampler, preimage creator, wrapping function, and consistency predi-

cate have no oracle access. The adversary has oracle access to𝐺. In the ROM, so does the simulator;

its QROM interface is specified below. The challenge oracle evaluates 𝐺 at the preimage returned

by the preimage creator and passes the result to the wrapping function, as in Figure 12. The

oblivious sampling oracle defined below also evaluates 𝐺 at the preimage it samples. These oracle

calls do not give the wrapping function oracle access.

Games in the ROM. We adapt the games of Figure 12 with𝐺←$ Funcs({0, 1}𝑛, {0, 1}ℓ) in place of

hash-key generation and with𝐺 (𝑥) in place of Hash.Eval(hk, 𝑥). In the ROM and QROM, there is no

hash key. The run stage and simulator receive (1𝜆, 𝑝), the output predicate receives (1𝜆, 𝑝, aux, 𝑣),
and the preimage creator receives (1𝜆, 𝑝, aux, 𝑤′). Oracle access is as stated above.

The FO wrapping triple. The FO wrapping triple WrapFO of Section 6.1 is built from a trapdoor

function F and a symmetric encryption scheme SE whose algorithms have no oracle access. The

random oracle 𝐺 takes the place of the hash function 𝐺 of FO. The hash function output length ℓ

is the key length ℓ𝐾 of SE, the preimage domain is X = F.Dom = {0, 1}𝑛, the auxiliary-input space

is W = MsgSpSE, and the coin space is R = CoinSpSE. The condition 𝑛 = 𝜔(log𝜆) is necessary

for F to be one-way, since guessing a uniform preimage succeeds with probability at least 2
−𝑛

.

Throughout this section we assume that F is injective and SE is image-closed. Then WrapFO is

ΓSE-PI by Proposition 6.1, whose proof does not use one-wayness. The setup sampler ParamFO
samples the challenge preimage 𝑥∗ uniformly from F.Dom, independently of 𝑝𝑘 , and stores it in

the hidden state aux = ((𝑠𝑘, 𝑥∗), 𝑏). The preimage creator 𝑃FO outputs this 𝑥∗.

Oblivious sampling. Our results hold even when the adversary has an oracle that returns valid

images whose preimages it does not know. This oracle, Osamp, takes an auxiliary input 𝑤, samples

a fresh preimage 𝑥 and fresh coins 𝜌, and returns the wrapped image of 𝑥 and 𝑤 (Figure 22). For

the FO wrapping triple, 𝑤 is a message 𝑚, and the oracle returns an FO ciphertext of 𝑚 whose

randomness 𝑥 is hidden from the adversary.

Definition 7.1 (1-DINJEXT2 relative to Osamp in the ROM). Let (G,Param, 𝑃) be a wrapping triple with
G Γ-PI. All oracle queries are classical. For the games of Figure 22, the advantage of an adversary B with
simulator R is

Adv1-DINJEXT2-samp
RO,G,Param,𝑃 (B,R)

def

=

������ Pr[Inv-1-DINJEXT2-sampBRO,G ⇒ 1]

− Pr[Sim-1-DINJEXT2B,R
RO,G ⇒ 1]

������ .
We say that 1-DINJEXT2[Γ] holds relative to Osamp in the ROM for (G,Param, 𝑃) if for every PPT
adversary B there is a PPT simulator R such that this advantage is negligible and R meets the condition on
challenge queries of Definition 5.5 for B. We write Adv1-DINJEXT2-samp

RO,WrapFO
for the FO wrapping triple.
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Game Inv-1-DINJEXT2-sampB
RO,G

𝐺←$ Funcs({0, 1}𝑛, {0, 1}ℓ)
(𝑝, aux) ←$ Param(1𝜆)
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

𝑣←$ B𝐺,Ochal ,Oinv ,Osamp
run (1𝜆, 𝑝)

Return B𝐺out (1𝜆, 𝑝, aux, 𝑣)

Osamp (𝑤)
If 𝑤 ∉W: return ⊥
𝑥←$ X; 𝜌←$ R
Return 𝑔𝑝 (𝑥, 𝐺 (𝑥), 𝑤; 𝜌)

Oinv (𝑧)
If 𝑧 ∈ 𝐿chal: return ⊥
If � 𝑥 ∈ X with

𝐶𝑝 (𝑥, 𝐺 (𝑥), 𝑧) = 1: return ⊥
Let 𝑥 be the unique 𝑥-preimage of 𝑧

If ∃ (𝑥∗, 𝑧∗) ∈ 𝐼chal with

𝑥 = 𝑥∗ and 𝑧 ≠ 𝑧∗: return ⊥
Return 𝑥

Game Sim-1-DINJEXT2B,R
RO,G

𝐺←$ Funcs({0, 1}𝑛, {0, 1}ℓ)
(𝑝, aux) ←$ Param(1𝜆)
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

𝑣←$ R𝐺,Ochal (1𝜆, 𝑝)
Return B𝐺out (1𝜆, 𝑝, aux, 𝑣)

Ochal (𝑤′)
If 𝑤′ ∉W′

: return ⊥
𝑞chal ← 𝑞chal + 1

If 𝑞chal > 1: return ⊥
(𝑥, 𝑤, 𝜌) ←$ 𝑃(1𝜆, 𝑝, aux, 𝑤′)
𝑧 ← 𝑔𝑝 (𝑥, 𝐺 (𝑥), 𝑤; 𝜌)
𝐼chal ← 𝐼chal ∪ {(𝑥, 𝑧)}
Append 𝑧 to 𝐿chal; return 𝑧

Figure 22: The ROM games for 1-DINJEXT2 relative to oblivious sampling, for a wrapping triple

(G,Param, 𝑃). The challenge oracle is shared by the two games.

The QROM. We define the QROM version of the notion directly for the FO wrapping triple,

because the definition uses the fact that its challenge preimage 𝑥∗ is fixed at setup. The ideal

inversion game is the one of the ROM for WrapFO, with quantum oracle access.

A simulator R = (R.Init,R.RO,R .Sim) consists of three QPT subroutines sharing a private

quantum register 𝑆. The subroutine R.Init(1𝜆) prepares 𝑆 once, without oracle access.

The subroutine R.RO receives an 𝑛-qubit query register 𝑄 and an ℓ-qubit answer register 𝑌 ,

both disjoint from 𝑆. It applies a unitary of the form

𝑈R =
∑︁

𝑥∈{0,1}𝑛
|𝑥⟩⟨𝑥 |𝑄 ⊗ 𝑈𝑥 ,

where each 𝑈𝑥 acts on 𝑌 and 𝑆. Thus it leaves the query input unchanged. Its circuit is part of R
and makes no oracle calls. It returns 𝑄,𝑌 to the caller and retains 𝑆.

The subroutineR.Sim receives (1𝜆, 𝑝), may operate on 𝑆 and its own workspace, and produces 𝑣.

It has quantum access to the oracle 𝐺 defined below and classical access to Ochal. After it finishes,

the game retains 𝑆 to answer the queries of Bout. The output predicate has no direct access to 𝑆.

The simulation game samples 𝑦∗←$ {0, 1}ℓ independently of setup. It gives neither 𝑥∗ nor 𝑦∗

as an input to R. Write X𝑦∗ |𝑎⟩ = |𝑎 ⊕ 𝑦∗⟩. The oracle 𝐺 applies the unitary

𝑈 = |𝑥∗⟩⟨𝑥∗ |𝑄 ⊗ (X𝑦∗ ⊗ 𝐼𝑆) +
∑︁
𝑥≠𝑥∗
|𝑥⟩⟨𝑥 |𝑄 ⊗ 𝑈𝑥 (22)

to 𝑄,𝑌, 𝑆. This answers the branch 𝑥 = 𝑥∗ using 𝑦∗ and applies the simulator’s oracle subroutine

on all other branches, without measuring 𝑄. The operator is unitary because its blocks on the

orthogonal basis states of 𝑄 are unitary. The game implements it by coherently computing the
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test 𝑥 = 𝑥∗, applying the appropriate controlled circuit, and uncomputing the test. All calls use the

same register 𝑆, without resetting it. Thus 𝐺 denotes a stateful quantum oracle; we do not assume

that it evaluates a fixed function. In the simulation game, Ochal is the challenge oracle of Figure 22,

except that it uses 𝑦∗ in place of 𝐺 (𝑥∗). This evaluation leaves 𝑆 unchanged. The simulation game

is given in Figure 23.

Game Inv-1-DINJEXT2-sampB
QRO,WrapFO

𝐺←$ Funcs({0, 1}𝑛, {0, 1}ℓ)
(𝑝, aux) ←$ Param(1𝜆)
𝐿chal ← [ ]; 𝐼chal ← ∅
𝑞chal ← 0

𝑣←$ B𝐺,Ochal ,Oinv ,Osamp
run (1𝜆, 𝑝)

Return B𝐺out (1𝜆, 𝑝, aux, 𝑣)

Game Sim-1-DINJEXT2B,R
QRO,WrapFO

𝑦∗←$ {0, 1}ℓ
𝑆 ← R.Init(1𝜆)
(𝑝, aux) ←$ Param(1𝜆)
((𝑠𝑘, 𝑥∗), 𝑏) ← aux
𝐿chal ← [ ]; 𝐼chal ← ∅; 𝑞chal ← 0

𝑣←$ R .Sim𝐺,Ochal (1𝜆, 𝑝)
Return B𝐺out (1𝜆, 𝑝, aux, 𝑣)

𝐺 (𝑄,𝑌 )
Apply𝑈 of Equation (22) to 𝑄,𝑌, 𝑆

Return 𝑄,𝑌

Figure 23: The QROM games for 1-DINJEXT2 relative to oblivious sampling. The value 𝑦∗ is

sampled once and used for every query at 𝑥∗. Queries to 𝐺 and 𝐺 may be quantum, and the

routing for 𝐺 is applied coherently to each query input 𝑥; queries to other oracles are classical.

Definition 7.2 (1-DINJEXT2 relative to Osamp in the QROM). Let (G,Param, 𝑃) = WrapFO. For the
games of Figure 23, the advantage of an adversary B with simulator R is

Adv1-DINJEXT2-samp
QRO,WrapFO

(B,R) def

=

������ Pr[Inv-1-DINJEXT2-sampBQRO,WrapFO
⇒ 1]

− Pr[Sim-1-DINJEXT2B,R
QRO,WrapFO

⇒ 1]

������ .
We say that 1-DINJEXT2[ΓSE] holds relative to Osamp in the QROM if for every QPT adversary B there is
a QPT simulator R with the interface specified above such that this advantage is negligible and R meets the
condition on challenge queries of Definition 5.5 for B.

Discussion. In the ROM, the simulator runs the adversary with oracle access to𝐺. It can therefore

see the adversary’s queries to 𝐺, which is the usual way of extracting in the ROM [15], but it does

not see the queries inside the challenge oracle. So, as in the standard model, the challenge preimage

goes to neither the adversary nor the simulator.

In the QROM, the simulator also answers the queries to 𝐺, because quantum queries cannot be

recorded without disturbing the adversary’s state. By answering the queries itself, the simulator

can extract by measuring its own oracle state, following the online extraction of Don, Fehr, Majenz,

and Schaffner (DFMS) [41]. It answers only the queries away from 𝑥∗. The game answers the query

at 𝑥∗ itself, since forwarding the challenge oracle’s query to the simulator would reveal 𝑥∗, which

the ROM simulator never sees. For the same reason, R.RO must not change the query input, so

that the game can answer the point 𝑥∗ on the corresponding branch of a query in superposition.

The output predicate queries the same oracle 𝐺, using the state left by R.Sim.

We do not separately require R .RO to behave like a random oracle. The advantage compares

the complete experiments, including the output predicate’s queries to 𝐺 in the simulation game.
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7.2 Achievability Results in the ROM and QROM

We now prove that distributional injective extractability holds under the ROM definition above

for every Γ-PI wrapping triple, and under the QROM definition above for the FO wrapping triple,

even relative to oblivious sampling.

The main condition is that Γ(𝜆, 𝑡)/2ℓ is negligible for every polynomial 𝑡. For the FO wrapping

triple, this means that every ciphertext of polynomial length is valid under only a negligible fraction

of the symmetric keys. Since SE has no oracle access, this condition follows from INT-CTXT

security against non-uniform adversaries (Lemma 2.11).

Proposition 7.3 (1-DINJEXT2 relative to Osamp in the ROM). Let (G,Param, 𝑃) be a wrapping triple
with G Γ-PI. Let B be a PPT adversary in the ROM that makes at most 𝑞inv queries to its inversion oracle,
each on an image of length at most 𝑡max. Then there is a PPT simulator R that meets the condition on
challenge queries of Definition 5.5 for B and satisfies

Adv1-DINJEXT2-samp
RO,G,Param,𝑃 (B,R) ≤ 𝑞inv ·

Γ(𝜆, 𝑡max)
2
ℓ

.

The proof is in Appendix C.1. For the FO wrapping triple, the bound is 𝑞inv · ΓSE(𝜆, 𝑡max)/2ℓ𝐾 .

Theorem 7.4 (1-DINJEXT2 relative to Osamp in the QROM). Let B be a QPT adversary in the QROM
that makes at most 𝑞inv queries to its inversion oracle, each on an image of length at most 𝑡max. Then there is
a QPT simulator R that meets the condition on challenge queries of Definition 5.5 for B and satisfies

Adv1-DINJEXT2-samp
QRO,WrapFO

(B,R) ≤ 𝑞inv

(
2

√︂
ΓSE(𝜆, 𝑡max)

2
ℓ𝐾

+ 1

2
𝑛

)
.

The proof is in Appendix C.2.

The term 1/2𝑛 bounds the probability that an inversion query made before the challenge query

has preimage 𝑥∗. Our simulator returns ⊥ on such a query, because the game answers the queries

at 𝑥∗. The term is negligible by our standing assumption on 𝑛.
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A Modular Composition for DINJEXT and UCE

Theorem 6.2 requires one hash function family that is both UCE-secure for the source 𝑆F and

1-DINJEXT2[ΓSE] for the FO wrapping triple. The first property follows from Sscup
1

-UCE security

when F is one-way. We show that the two properties can be obtained modularly from two

separate hash function families; thus, research can focus on each property separately, subject to

the conditions of Theorem A.4. Let 𝐺EXT be a family that provides extraction and 𝐺UCE a family

that provides UCE security, and let 𝐺 be their cascade

𝐺
(
(𝑘1, 𝑘2), 𝑥

)
def

= 𝐺UCE
(
𝑘1, 𝐺EXT (𝑘2, 𝑥)

)
.

Theorem A.4 says that 𝐺 has both properties, assuming extraction of 𝐺EXT for a derived wrapping

triple that contains 𝐺UCE, one further assumption on 𝐺EXT (Definition A.2), and nothing beyond

Sscup
1

-UCE security of 𝐺UCE.

The cascade. Let𝐺UCE and𝐺EXT be keyed hash function families, with key generation algorithms

𝐺UCE.Kg and 𝐺EXT.Kg, key spaces K1 and K2, and evaluation maps

𝐺UCE(𝑘1, ·) : {0, 1}𝑠 → {0, 1}ℓ and 𝐺EXT (𝑘2, ·) : {0, 1}∗ → {0, 1}𝑠 .

The cascade 𝐺 has key space K1 × K2. Its key generation 𝐺.Kg(1𝜆) samples 𝑘1←$ 𝐺UCE.Kg(1𝜆)
and 𝑘2←$ 𝐺EXT.Kg(1𝜆) independently and returns (𝑘1, 𝑘2). Its evaluation is the cascade displayed

above.

The derived wrapping triple. Fix a Γ-PI wrapping function G = {𝑔𝑝}𝑝∈P with 𝑦-input length ℓ,

a setup sampler Param for G, and a preimage creator 𝑃 for (G, 𝐺). The derived wrapping function is

G̃ = {𝑔̃ 𝑝̃} 𝑝̃∈ P̃ with parameter set P̃ = K1 × P, preimage domain X̃ = X, 𝑦-input length 𝑠, and

𝑔̃(𝑘
1
, 𝑝) (𝑥, ℎ, 𝑤; 𝜌) def

= 𝑔𝑝
(
𝑥, 𝐺UCE(𝑘1, ℎ), 𝑤; 𝜌

)
.

Its auxiliary-input space isW and its coin space is R. The derived preimage creator has the same

challenge-input spaceW′
as 𝑃. The derived setup sampler and preimage creator are�Param(1𝜆) : 𝑘1←$ 𝐺UCE.Kg(1𝜆); (𝑝, aux) ←$ Param(1𝜆);

return

(
(𝑘1, 𝑝), aux

)
;

𝑃
(
𝑘2, (𝑘1, 𝑝), aux, 𝑤′

)
def

= 𝑃
(
(𝑘1, 𝑘2), 𝑝, aux, 𝑤′

)
.

The setup sampler puts the key 𝑘1 of the outer hash into the public wrapper parameter. The

derived preimage creator 𝑃 reassembles the two keys and calls 𝑃.
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Definition A.1 (Preimage multiplicity). A keyed function family 𝐻 with evaluation maps 𝐻 (𝑘, ·) : X →
Y has preimage multiplicity at most 𝜇 if��{𝑥 ∈ X : 𝐻 (𝑘, 𝑥) = 𝑦}

�� ≤ 𝜇
for every key 𝑘 ∈ [𝐻.Kg(1𝜆)] and every 𝑦 ∈ Y.

Definition A.2 (Unpredictability-preserving). A keyed function family𝐻 with evaluation maps𝐻 (𝑘, ·) :

{0, 1}∗ → {0, 1}𝑠 is unpredictability-preserving if for every PPT sampler Samp and every PPT predic-
tor Q there are a PPT predictor Q′ and a polynomial 𝑞 such that

Pr

[
Q(𝑘, 𝑧) = 𝐻 (𝑘, 𝑥)

]
≤ 𝑞(𝜆) · Pr

[
Q′(𝑧) = 𝑥

]
+ negl(𝜆),

where (𝑥, 𝑧) ←$ Samp(1𝜆) and 𝑘←$ 𝐻.Kg(1𝜆) are sampled independently. The post-quantum version
quantifies over QPT predictors Q and Q′.

Discussion. Preimage multiplicity of 𝐺UCE bounds how much the 𝑦-ambiguity grows in the

derived triple (Proposition A.3). Unpredictability preservation (Definition A.2) is the additional

assumption that the composition requires. It says that a hash query which is hard to predict stays

hard to predict after 𝐺EXT is applied to it. The sampler does not receive 𝑘 , so the pair (𝑥, 𝑧) is

independent of the key.

Proposition A.3 (Structure of the derived wrapping triple). Let G be Γ-PI and let𝐺UCE have preimage
multiplicity at most 𝜇. Then G̃ is 𝜇Γ-PI, where 𝜇Γ denotes the bound (𝜆, 𝑡) ↦→ 𝜇 · Γ(𝜆, 𝑡).

Proof. Evaluation is efficient by composition, and the preimage-length bound is inherited from G.

Fix 𝑝 = (𝑘1, 𝑝). The consistency predicate of 𝑔̃ 𝑝̃ is zero when ℎ ∉ {0, 1}𝑠; otherwise it is

𝐶 𝑝̃ (𝑥, ℎ, 𝑧) = 1 ⇐⇒ 𝑥 ∈ X ∧ ∃(𝑤, 𝜌) : 𝑔𝑝
(
𝑥, 𝐺UCE(𝑘1, ℎ), 𝑤; 𝜌

)
= 𝑧

⇐⇒ 𝐶𝑝
(
𝑥, 𝐺UCE(𝑘1, ℎ), 𝑧

)
= 1,

where 𝐶𝑝 is the consistency predicate of 𝑔𝑝. The predicate 𝐶 𝑝̃ is efficiently computable because 𝐶𝑝

and𝐺UCE are. For 𝑥-injectivity, suppose that𝐶 𝑝̃ (𝑥, ℎ, 𝑧) = 1 and𝐶 𝑝̃ (𝑥′, ℎ′, 𝑧) = 1. Put 𝑦 = 𝐺UCE(𝑘1, ℎ)
and 𝑦′ = 𝐺UCE(𝑘1, ℎ

′). By the display above, 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1 and 𝐶𝑝 (𝑥′, 𝑦′, 𝑧) = 1, so 𝑥 = 𝑥′ by 𝑥-

injectivity of 𝑔𝑝. For 𝑦-ambiguity, fix 𝑥 ∈ X and 𝑧 ∈ {0, 1}∗, and let𝑌 = {𝑦 ∈ {0, 1}ℓ : 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1},
so that |𝑌 | ≤ Γ(𝜆, |𝑧 |). Then{

ℎ ∈ {0, 1}𝑠 : 𝐶 𝑝̃ (𝑥, ℎ, 𝑧) = 1

}
=

{
ℎ ∈ {0, 1}𝑠 : 𝐺UCE(𝑘1, ℎ) ∈ 𝑌

}
,

and each 𝑦 ∈ 𝑌 has at most 𝜇 preimages under 𝐺UCE(𝑘1, ·). Hence this set has size at most

𝜇 · Γ(𝜆, |𝑧 |). □

The notions DINJEXT𝜄 below are those of Definition 5.6, and for 𝜄 = 2 this is 1-DINJEXT2 of

Definition 5.5.

Theorem A.4 (Modular composition). Let G be Γ-PI, let Param be a setup sampler for G, let 𝑃 be a
preimage creator for (G, 𝐺), and let (G̃, �Param, 𝑃) be the derived wrapping triple. Let 𝐺UCE have preimage
multiplicity at most 𝜇 and fix 𝜄 ∈ {0, 1, 2}. Assume
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1. 𝐺EXT satisfies DINJEXT𝜄[𝜇Γ] for (G̃, �Param, 𝑃),

2. 𝐺EXT is unpredictability-preserving, and

3. 𝐺UCE is Sscup
1

-UCE-secure.

Then the cascade 𝐺 satisfies DINJEXT𝜄[Γ] for (G,Param, 𝑃) and is Sscup
1

-UCE-secure.
Concretely, for every DINJEXT-adversary B for 𝐺 there is a DINJEXT-adversary B̃ for 𝐺EXT that makes

the same oracle queries, and for every distributional simulator R̃ for B̃ there is a distributional simulator R
for B with

AdvDINJEXT 𝜄
𝐺,G,Param,𝑃 (B,R) = AdvDINJEXT 𝜄

𝐺EXT , G̃,�Param,𝑃
(B̃, R̃),

and for every single-query UCE adversary (𝑆, 𝐷) against 𝐺 with 𝑆 ∈ Sscup
1

there is a single-query UCE
adversary (𝑆′, 𝐷′) against 𝐺UCE with 𝑆′ ∈ Sscup

1
and Advuce

𝐺 ((𝑆, 𝐷)) = Advuce
𝐺UCE
((𝑆′, 𝐷′)). For 𝜄 ∈ {0, 1}

the preimage creators are ignored. The same holds post-quantum when hypotheses 1 and 3 hold post-quantum
and 𝐺EXT is unpredictability-preserving against QPT predictors.

Proof. Extraction. Fix B = (Brun,Bout). Define B̃ as follows. Its run stage, on input (1𝜆, 𝑘2, (𝑘1, 𝑝)),
runs Brun on (1𝜆, (𝑘1, 𝑘2), 𝑝), forwards its oracle queries unchanged, and returns its transcript.

Its output stage, on input (𝑘2, (𝑘1, 𝑝), aux, 𝑣), returns Bout((𝑘1, 𝑘2), 𝑝, aux, 𝑣). Given a simulator R̃
for B̃, define R to run R̃ with the same regrouping of its input and with the same challenge oracle,

and to return its transcript.

Call the games of B against𝐺 with the triple (G,Param, 𝑃) the games for𝐺, and the games of B̃
against𝐺EXT with the triple (G̃, �Param, 𝑃) the games for𝐺EXT. We show that the two ideal inversion

games are the same experiment and that the two simulation games are the same experiment. The

equality of advantages follows.

Setup. The game for 𝐺 samples its hash key and setup as

(𝑘1, 𝑘2) ←$ 𝐺.Kg(1𝜆), (𝑝, aux) ←$ Param(1𝜆),

and the game for 𝐺EXT samples its hash key and setup as

𝑘2←$ 𝐺EXT.Kg(1𝜆),
(
(𝑘1, 𝑝), aux

)
←$

�Param(1𝜆).

In both games the values 𝑘1, 𝑘2, and (𝑝, aux) are independent, with 𝑘1 from 𝐺UCE.Kg, 𝑘2 from

𝐺EXT.Kg, and (𝑝, aux) from Param. So the setup distributions agree, and B̃run gives Brun the same

input that the game for 𝐺 gives it.

Hash values. For every 𝑥 ∈ X,

𝑔̃(𝑘
1
, 𝑝)

(
𝑥, 𝐺EXT (𝑘2, 𝑥), 𝑤; 𝜌

)
= 𝑔𝑝

(
𝑥, 𝐺UCE(𝑘1, 𝐺EXT (𝑘2, 𝑥)), 𝑤; 𝜌

)
= 𝑔𝑝

(
𝑥, 𝐺 ((𝑘1, 𝑘2), 𝑥), 𝑤; 𝜌

)
.

(23)

Challenge oracle. For 𝜄 = 2, on input𝑤′ the oracle of the game for𝐺EXT runs 𝑃, which by definition

runs 𝑃((𝑘1, 𝑘2), 𝑝, aux, 𝑤′), to obtain (𝑥, 𝑤, 𝜌). It returns the image 𝑔̃(𝑘
1
, 𝑝) (𝑥, 𝐺EXT (𝑘2, 𝑥), 𝑤; 𝜌).

By Equation (23) this equals 𝑔𝑝 (𝑥, 𝐺 ((𝑘1, 𝑘2), 𝑥), 𝑤; 𝜌), which is what the oracle of the game for 𝐺

returns on the same (𝑥, 𝑤, 𝜌). Call this image 𝑧∗. Both oracles record (𝑥, 𝑧∗) and append 𝑧∗ to 𝐿chal.

For 𝜄 ≠ 2 neither game has a challenge oracle.
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Inversion oracle. On input 𝑧, both oracles apply the same query-count rule and the same 𝐿chal
rule. The oracle of the game for 𝐺EXT then returns ⊥ unless there is (𝑥, 𝑤, 𝜌) with 𝑥 ∈ X̃ = X and

𝑔̃(𝑘
1
, 𝑝) (𝑥, 𝐺EXT (𝑘2, 𝑥), 𝑤; 𝜌) = 𝑧. By Equation (23) this is the condition 𝑔𝑝 (𝑥, 𝐺 ((𝑘1, 𝑘2), 𝑥), 𝑤; 𝜌) = 𝑧

tested by the oracle of the game for 𝐺. So the unique 𝑥-preimage of 𝑧 is the same string in both

games, and the same-preimage rule compares it with the same recorded set.

Conclusion. In the two ideal inversion games, Brun receives the same input and the same

oracle answers, so it produces the same transcript distribution. The output predicate of the game

for 𝐺EXT is by definition the output predicate of the game for 𝐺 applied to the regrouped inputs.

In the two simulation games, R̃ receives the same input and the same challenge oracle, so it too

produces the same transcript distribution, and the output predicates coincide as before. Hence

the four acceptance probabilities agree pairwise. For 𝜄 = 2, the condition on challenge queries in

Definition 5.5 also transfers from R̃ to R. The ideal inversion games for B and B̃ are the same

experiment, so B makes no challenge query with probability 1 exactly when B̃ does, and R makes

a challenge query exactly when R̃ does. The same argument applies to QPT algorithms. That G̃ is

𝜇Γ-PI, as hypothesis 1 requires, is Proposition A.3.

UCE. Let (𝑆, 𝐷) be a single-query UCE adversary against 𝐺 with 𝑆 ∈ Sscup
1

, and write 𝑥∗ for the

single query of 𝑆. Define (𝑆′, 𝐷′) as in Figure 24. The source 𝑆′ samples a key 𝑘2 for 𝐺EXT, runs 𝑆,

answers the query 𝑥∗ of 𝑆 by querying its own oracle at 𝐺EXT (𝑘2, 𝑥
∗), and leaks 𝑘2 together with

the leakage of 𝑆. It makes exactly one query.

Advantage. In the UCE game for 𝐺UCE with 𝛽 = 1, the answer to the query of 𝑆 is

𝐺UCE(𝑘1, 𝐺EXT (𝑘2, 𝑥
∗)) = 𝐺 ((𝑘1, 𝑘2), 𝑥∗),

and the pair (𝑘1, 𝑘2) has the distribution of 𝐺.Kg(1𝜆). So 𝑆 and 𝐷 see the UCE game for 𝐺 with

𝛽 = 1. With 𝛽 = 0, the answer is a uniform string in {0, 1}ℓ independent of everything else, since

the random function is evaluated at a single point. So 𝑆 and 𝐷 see the UCE game for 𝐺 with 𝛽 = 0.

Hence Advuce
𝐺 ((𝑆, 𝐷)) = Advuce

𝐺UCE
((𝑆′, 𝐷′)).

Membership of 𝑆′ in Sscup
1

. Fix a PPT predictor Q. In the game Pred1-scup
𝑆′ ,Q of Figure 5, the single

query of 𝑆′ is 𝑞∗ = 𝐺EXT (𝑘2, 𝑥
∗), the oracle answers it with a uniform ℎ←$ {0, 1}ℓ , and Q receives

the view ((𝑘2, 𝐿), ℎ), where 𝐿 is the leakage of 𝑆. The game returns 1 if and only if the output of Q
equals 𝑞∗. Below we write this input of Q as (𝑘2, (𝐿, ℎ)), which is the same information regrouped.

Let Samp(1𝜆) sample ℎ←$ {0, 1}ℓ , run 𝑆 with the constant oracle that answers ℎ, and return

(𝑥∗, (𝐿, ℎ)), where 𝑥∗ is the query of 𝑆 and 𝐿 its leakage. The sampler does not use 𝑘2. In the

prediction game for 𝑆′, the answer ℎ to the single query is uniform and independent of (𝑘2, 𝑥
∗), so

the joint distribution of (𝑘2, 𝑥
∗, 𝐿, ℎ) there is the distribution of a key 𝑘2 from 𝐺EXT.Kg(1𝜆) together

with an independent output (𝑥∗, (𝐿, ℎ)) of Samp(1𝜆). Applying Definition A.2 to 𝐺EXT with this

sampler and the predictor Q gives a PPT predictor Q′ and a polynomial 𝑞 with

Pr

[
Q(𝑘2, (𝐿, ℎ)) = 𝐺EXT (𝑘2, 𝑥

∗)
]
≤ 𝑞(𝜆) · Pr

[
Q′(𝐿, ℎ) = 𝑥∗

]
+ negl(𝜆).

The left-hand side is Pr[Pred1-scup
𝑆′ ,Q ⇒ 1]. On the right-hand side, the triple (𝑥∗, 𝐿, ℎ) produced

by Samp has the distribution of the query, the leakage, and the oracle answer in the game Pred1-scup
𝑆,Q′ ,

whose view is (𝐿, ℎ). So the right-hand side is 𝑞(𝜆) ·Pr[Pred1-scup
𝑆,Q′ ⇒ 1] +negl(𝜆), which is negligible

because 𝑆 ∈ Sscup
1

. Hence 𝑆′ ∈ Sscup
1

. For QPT 𝐷 and QPT predictors the same argument applies,

using the post-quantum form of Definition A.2.

□
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𝑆′ O (1𝜆)
𝑘2←$ 𝐺EXT.Kg(1𝜆)
𝐿←$ 𝑆Hash (1𝜆)
Return (𝑘2, 𝐿)

Hash(𝑥)
Return O(𝐺EXT (𝑘2, 𝑥))

𝐷′ ((𝑘2, 𝐿), 𝑘1)
Return 𝐷

(
𝐿, (𝑘1, 𝑘2)

)

Figure 24: The UCE adversary (𝑆′, 𝐷′) against 𝐺UCE built from (𝑆, 𝐷).

The FO instance. For the FO triple WrapFO of Section 6.1, the derived wrapping function is

𝑔̃(𝑘
1
, 𝑝𝑘 ) (𝑥, ℎ, 𝑚; 𝜌) =

(
F.Eval(𝑝𝑘, 𝑥), SE.Enc

(
𝐺UCE(𝑘1, ℎ), 𝑚; 𝜌

) )
.

The symmetric key is derived from the inner hash value by𝐺UCE, and the ambiguity bound is 𝜇ΓSE.

By Theorem A.4, Theorem 6.2 applies to the cascade 𝐺 whenever 𝐺EXT satisfies 1-DINJEXT2[𝜇ΓSE]
for this derived wrapping triple, 𝐺EXT is unpredictability-preserving, 𝐺UCE is Sscup

1
-UCE-secure, F

is one-way, and the remaining assumptions on F and SE in that theorem hold. The convention of

Section 6 that the keys of 𝐺 have a fixed encoding length holds for the cascade when it holds for

𝐺UCE and 𝐺EXT.

Discussion. The theorem moves an assumption; it does not remove one. Extraction is assumed

of 𝐺EXT for the derived triple, which contains the outer hash 𝐺UCE, and the theorem moves that

assumption, together with unpredictability preservation, to the cascade. It does not say that

extraction for the derived triple is any easier to achieve than for the original one.

The ambiguity parameter changes under the composition. If 𝐺UCE maps 𝑠-bit strings to ℓ-bit

strings with preimage multiplicity at most 𝜇, the derived wrapper is 𝜇Γ-PI with 𝑠-bit hash values,

so the ratio that governs extraction for 𝐺EXT is

𝜇Γ

2
𝑠
=

( 𝜇 2
ℓ

2
𝑠

)
· Γ

2
ℓ
.

A negligible ratio Γ/2ℓ for the original wrapper is therefore preserved whenever the factor 𝜇2
ℓ/2𝑠

is polynomially bounded, for instance when 𝐺UCE is regular, and this is a property of 𝐺UCE that

UCE security does not by itself provide.

B Negative Results for 1-DINJEXT2

In this appendix we give the four counterexamples mentioned in Section 5.5. In each, we build

from a given hash function family, under the assumptions stated in each result, a wrapping

triple for which that family does not satisfy 1-DINJEXT2[1]. The four use different channels to

pass “dangerous data”, namely the wrapper input, the challenge witness, the public setup, and

the challenge image. The input-channel and setup-channel counterexamples are proved for the

weakest notion DINJEXT0[1], and by Proposition 5.7 they also work for 1-DINJEXT2[1] for every

preimage creator. By Proposition 5.8, each counterexample to a distributional notion works for the

corresponding coin-based notion.
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Conventions. Throughout this appendix, Hash = (Hash.Gen,Hash.Eval) is a keyed hash func-

tion family with ℓ-bit outputs, and we write 𝐻hk for Hash.Eval(hk, ·). The hash keys output by

Hash.Gen(1𝜆) lie in a finite set K𝜆 ⊆ {0, 1}𝜅 (𝜆) for a polynomial 𝜅, and membership in K𝜆 is decid-

able in polynomial time. All computational assumptions are against non-uniform PPT adversaries.

Obfuscation and punctured PRFs. Two of the counterexamples use indistinguishability obfus-

cation [47] and punctured PRFs [20, 22, 62] with their standard definitions. We write 𝑖O(𝐶; 𝑠) for

the obfuscation of a circuit 𝐶 with coins 𝑠, 𝐾{𝜉} for a PRF key 𝐾 punctured at the point 𝜉, and 𝜖𝑖O
and AdvPPRF

PRF for the respective advantages.

B.1 Input Channel Counterexample

If the wrapper input may contain a hash key, the wrapping function can evaluate the hash under

that key and cancel the hash value it is given. We show that this already breaks DINJEXT0[1], with

no auxiliary input, no wrapping coins, and no obfuscation.

Counterexample wrapping triple. Let F = (F.Kg, F.Eval) be a keyed injective one-way function

whose domain F.Dom𝜆 can be sampled uniformly, has polynomial-time membership, and contains

only polynomial-length strings. The setup sampler

Param⊥(1𝜆) : 𝑝𝑘←$ F.Kg(1𝜆); 𝑎←$ F.Dom𝜆; return

(
(𝑝𝑘, F.Eval(𝑝𝑘, 𝑎)), 𝜀

)
publishes the image 𝑢0 = F.Eval(𝑝𝑘, 𝑎) of a uniform point 𝑎 and discards 𝑎. For 𝑝 = (𝑝𝑘, 𝑢0), the

wrapping function G⊥ = {𝑔⊥, 𝑝} has preimage domain X = F.Dom𝜆 × K𝜆 and is defined by

𝑔⊥, 𝑝 ((𝑎, 𝐾 ′), 𝑦)
def

=
(
F.Eval(𝑝𝑘, 𝑎), 𝐾 ′, 𝑦 ⊕ 𝐻𝐾 ′ (⟨𝑎, 𝐾 ′⟩)

)
,

where ⟨𝑎, 𝐾 ′⟩ is the canonical encoding of the preimage (𝑎, 𝐾 ′), on which the games also evaluate

the hash. Its consistency predicate parses 𝑥 = (𝑎, 𝐾 ′) and 𝑧 = (𝑢, 𝐾, 𝑡), rejects if parsing fails, 𝑥 ∉ X,

or 𝑦 ∉ {0, 1}ℓ , and otherwise accepts exactly when F.Eval(𝑝𝑘, 𝑎) = 𝑢,𝐾 ′ = 𝐾 , and 𝑡 = 𝑦⊕𝐻𝐾 ′ (⟨𝑎, 𝐾 ′⟩).
An image determines 𝑥, because F.Eval(𝑝𝑘, ·) is injective and 𝐾 ′ appears in the image, and together

with 𝑥 it determines 𝑦. So G⊥ is 1-PI.

Proposition B.1 (Input-channel counterexample). There is a PPT DINJEXT0 adversary B such that for
every PPT simulator R

AdvDINJEXT0
Hash,G⊥,Param⊥ (B,R) ≥ 1 − negl(𝜆), (24)

and there is a PPT INJEXT0 adversary A such that for every PPT extractor E

AdvINJEXT0
Hash,G⊥,Param⊥ (A, E) ≥ 1 − negl(𝜆). (25)

Proof. The run stage of B queries its inversion oracle on 𝑧 = (𝑢0, hk, 0ℓ) and returns (𝑧, 𝑥), where 𝑥

is the reply. The output predicate accepts exactly when 𝑧 = (𝑢0, hk, 0ℓ), 𝑥 parses as (𝑎′, hk) with

𝑎′ ∈ F.Dom𝜆, and F.Eval(𝑝𝑘, 𝑎′) = 𝑢0. In the ideal inversion game the two hash values cancel,

𝑔⊥, 𝑝
(
(𝑎, hk), 𝐻hk (⟨𝑎, hk⟩)

)
= (𝑢0, hk, 0ℓ),

so the inverter returns (𝑎, hk) and the predicate accepts with probability 1.
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In the simulation game, an accepting output contains a preimage of 𝑢0. So a simulator R gives

an inverter for F, which on input (𝑝𝑘, 𝑢0) samples hk←$ Hash.Gen(1𝜆), runsR(1𝜆, hk, (𝑝𝑘, 𝑢0)), and

outputs 𝑎′ if the reported 𝑥 parses as (𝑎′, hk). The inputs of R have the same distribution as in the

simulation game, so by one-wayness of F the simulation game accepts with negligible probability.

This proves Equation (24), and Equation (25) follows from Proposition 5.8. □

A class of wrapping triples whose input length is bounded below the hash-key length excludes

this counterexample, and it contains the FO wrapping triple when the preimage length 𝑛 of the

trapdoor function is below that bound. The remaining counterexamples show that such a bound

is not enough on its own.

B.2 Witness Channel Counterexample

Here the wrapping function copies its auxiliary input into the image, and a preimage creator that

reads the hash key places a second valid image there. The adversary submits this second image

for inversion. The output predicate knows the preimage of the second image and checks the reply,

so a simulator must invert that image on its own. The wrapper input has bounded length, so the

length bound of Appendix B.1 does not exclude this counterexample.

Counterexample wrapping triple. Let F = (F.Kg, F.Eval) be as in Appendix B.1. The triple

Wrapwit = (Gwit,Paramwit, 𝑃wit) consists of

Paramwit(1𝜆) : 𝑝𝑘←$ F.Kg(1𝜆); 𝑥0←$ F.Dom𝜆; return (𝑝𝑘, 𝑥0),

the wrapping function

𝑔wit
𝑝𝑘 (𝑥, 𝑦, 𝑤)

def

= (F.Eval(𝑝𝑘, 𝑥), 𝑦, 𝑤)

with preimage domain X = F.Dom𝜆 and auxiliary-input space W = {0, 1}∗, and the preimage

creator

𝑃wit(hk, 𝑝𝑘, 𝑥0, 𝑤
′) : 𝑥∗←$ F.Dom𝜆; 𝑧0 ← 𝑔wit

𝑝𝑘 (𝑥0, 𝐻hk (𝑥0), 𝜀); return (𝑥∗, 𝑧0, 𝜀).

So the public parameter is 𝑝𝑘 , the hidden state is 𝑥0, and the challenge image is

𝑧∗ = (F.Eval(𝑝𝑘, 𝑥∗), 𝐻hk (𝑥∗), 𝑧0).

The consistency predicate accepts (𝑥, 𝑦, 𝑧) exactly when 𝑥 ∈ F.Dom𝜆, 𝑦 ∈ {0, 1}ℓ , and 𝑧 parses as

(𝑢, 𝑡, 𝑤) with F.Eval(𝑝𝑘, 𝑥) = 𝑢 and 𝑦 = 𝑡. So Gwit is 1-PI.

Proposition B.2 (Witness-channel counterexample). Suppose that every PPT algorithm, given
(hk, 𝑝𝑘, 𝑧0) for hk←$ Hash.Gen(1𝜆), (𝑝𝑘, 𝑥0) ←$ Paramwit(1𝜆), and 𝑧0 = 𝑔wit

𝑝𝑘
(𝑥0, 𝐻hk (𝑥0), 𝜀), outputs 𝑥0

with negligible probability. Then there is a PPT 1-DINJEXT2 adversary B such that for every PPT
simulator R

Adv1-DINJEXT2
Hash,Wrapwit

(B,R) ≥ 1 − negl(𝜆), (26)

and there is a PPT 1-INJEXT2 adversary A such that for every PPT extractor E

Adv1-INJEXT2
Hash,Wrapwit

(A, E) ≥ 1 − negl(𝜆). (27)
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Proof. The run stage of B queries its challenge oracle on 𝜀, reads 𝑧0 from the last component of

the challenge image 𝑧∗, queries its inversion oracle on 𝑧0, and returns (𝑧0, 𝑥), where 𝑥 is the reply.

Given the hidden state 𝑥0, the output predicate accepts exactly when 𝑥 ∈ F.Dom𝜆 and

𝑧0 = 𝑔wit
𝑝𝑘 (𝑥0, 𝐻hk (𝑥0), 𝜀) = 𝑔wit

𝑝𝑘 (𝑥, 𝐻hk (𝑥), 𝜀).

In the ideal inversion game, 𝑧0 ∉ 𝐿chal, because the last component of 𝑧∗ is 𝑧0 while the last

component of 𝑧0 is 𝜀. The 𝑥-preimage of 𝑧0 is 𝑥0. So the inverter returns 𝑥0 unless 𝑥0 = 𝑥∗, in

which case it rejects the query as same-𝑥-preimage mauling. The ideal inversion game therefore

accepts with probability 1− 1/|F.Dom𝜆 |, which is overwhelming because guessing a uniform point

of F.Dom𝜆 breaks the hypothesis with probability 1/|F.Dom𝜆 |.
In the simulation game, an accepting output contains 𝑥0, because F.Eval(𝑝𝑘, ·) is injective. So

a simulator R gives an algorithm that, on input (hk, 𝑝𝑘, 𝑧0) as in the hypothesis, outputs 𝑥0. It

runs R(1𝜆, hk, 𝑝𝑘), answers the first challenge query by sampling 𝑥∗←$ F.Dom𝜆 and returning

𝑔wit
𝑝𝑘
(𝑥∗, 𝐻hk (𝑥∗), 𝑧0), answers later challenge queries with ⊥, and outputs the 𝑥 that R reports. This

is exactly the challenge oracle of the simulation game, because the preimage creator uses 𝑥0 only

through 𝑧0. By the hypothesis, the simulation game therefore accepts with negligible probability.

This proves Equation (26), and Equation (27) follows from Proposition 5.8. □

The attack relies on the preimage creator reading the hash key. The FO preimage creator does

not read it.

B.3 Setup Channel Counterexample

Here the public setup parameter contains an obfuscated program that, on input a hash key,

outputs a valid image whose preimage is hidden. We show that this breaks DINJEXT0[1] even for

a wrapping function of the same two-component form as the FO wrapping function, with input

length 𝑛. There is no preimage creator, and the program computes images directly rather than by

calling the wrapping function.

Counterexample wrapping triple. Let LT = (IKg, LKg,Eval, Inv) be an almost-always lossy trap-

door function with domain {0, 1}𝑛 (Definition 2.9), lossiness ℓloss ≥ ℓ+𝜔(log𝜆), and negligible 𝛽loss,

and write Φ𝑒𝑘 = Eval(𝑒𝑘, ·). Let PRF be a punctured PRF with inputs in {0, 1}𝑛 × K𝜆 and outputs

in {0, 1}𝑛. The wrapping function GLT = {𝑔𝑝}𝑝∈P has preimage domain X = {0, 1}𝑛 and is indexed

by pairs 𝑝 = (𝑒𝑘,Λ), where 𝑒𝑘 is an injective-mode evaluation key and Λ is any string. It ignores Λ

and computes

𝑔𝑝 (𝑥, 𝑦)
def

= (Φ𝑒𝑘 (𝑥), 𝑦).
Its consistency predicate accepts (𝑥, 𝑦, 𝑧) exactly when 𝑥 ∈ {0, 1}𝑛, 𝑦 ∈ {0, 1}ℓ , and 𝑧 = (Φ𝑒𝑘 (𝑥), 𝑦).
Since Φ𝑒𝑘 is injective, GLT

is 1-PI. The setup sampler is

ParamLT (1𝜆) : (𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆); 𝐾←$ PRF.Kg(1𝜆); return

(
(𝑒𝑘, 𝑖O(𝐷𝑒𝑘,𝐾 )), 𝜀

)
,

where the circuit

𝐷𝑒𝑘,𝐾 (𝑞, hk′) def

=
(
Φ𝑒𝑘 (PRF𝐾 (𝑞, hk′)), 𝐻hk′ (PRF𝐾 (𝑞, hk′))

)
outputs the image of the preimage PRF𝐾 (𝑞, hk′) under the hash key hk′. It is padded to the size of

the circuit 𝐷′ in the proof below.
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Proposition B.3 (Setup-channel counterexample). Assume that 𝑖O is an indistinguishability obfuscator,
PRF is a secure punctured PRF, and LT is as above. Then there is a PPT DINJEXT0 adversary B such that
for every PPT simulator R

AdvDINJEXT0
Hash,GLT ,ParamLT (B,R) ≥ 1 − negl(𝜆), (28)

and there is a PPT INJEXT0 adversary A such that for every PPT extractor E

AdvINJEXT0
Hash,GLT ,ParamLT (A, E) ≥ 1 − negl(𝜆). (29)

Proof. Parse 𝑝 = (𝑒𝑘,Λ). The run stage of B computes 𝑍 = Λ(0𝑛, hk), queries its inversion oracle

on 𝑍 , and returns (𝑍, 𝑥̂), where 𝑥̂ is the reply. The output predicate accepts exactly when 𝑥̂ ∈
{0, 1}𝑛, 𝑍 = Λ(0𝑛, hk), and 𝑔𝑝 (𝑥̂, 𝐻hk (𝑥̂)) = 𝑍 . Let 𝑥∗ = PRF𝐾 (0𝑛, hk). By correctness of 𝑖O,

𝑍 = (Φ𝑒𝑘 (𝑥∗), 𝐻hk (𝑥∗)) = 𝑔𝑝 (𝑥∗, 𝐻hk (𝑥∗)), so the ideal inverter returns 𝑥∗ and the predicate accepts

with probability 1.

Now fix a PPT simulator R with output (𝑍 ′, 𝑥̂). If the predicate accepts, then 𝑍 ′ = Λ(0𝑛, hk) and

Φ𝑒𝑘 (𝑥̂) = Φ𝑒𝑘 (𝑥∗), so 𝑥̂ = 𝑥∗ because 𝑒𝑘 is an injective-mode key. It therefore suffices to bound the

probability 𝑝0 that 𝑥̂ = 𝑥∗ in the simulation game G0. We change G0 in three steps and let 𝑝𝑖 be the

probability that 𝑥̂ = 𝑥∗ in G𝑖 . The setup sampler does not receive hk, so every reduction below can

sample hk first. Every reduction also knows 𝑥∗, so it can check whether 𝑥̂ = 𝑥∗.

• In G1, let 𝜉 = (0𝑛, hk) and 𝐾{𝜉} = PRF.Punc(𝐾, 𝜉), and let the setup parameter contain 𝑖O(𝐷′)
in place of 𝑖O(𝐷𝑒𝑘,𝐾 ). The circuit 𝐷′ outputs 𝑍 = (Φ𝑒𝑘 (𝑥∗), 𝐻hk (𝑥∗)) on input 𝜉, and on every

other input (𝑞, hk′) it outputs (Φ𝑒𝑘 (𝑣), 𝐻hk′ (𝑣)) for 𝑣 = PRF𝐾 { 𝜉 } (𝑞, hk′). The circuits 𝐷′ and

𝐷𝑒𝑘,𝐾 compute the same function, by punctured-PRF correctness, and have the same size.

So |𝑝0 − 𝑝1 | ≤ 𝜖𝑖O .

• In G2, the value 𝑥∗ is a uniform string in {0, 1}𝑛, independent of𝐾{𝜉}. The reduction chooses 𝜉,

receives 𝐾{𝜉} and a value for 𝑥∗, and builds 𝐷′. So |𝑝1 − 𝑝2 | ≤ AdvPPRF
PRF .

• In G3, the key 𝑒𝑘 is sampled by LKg(1𝜆). The reduction receives 𝑒𝑘 and samples everything

else, so |𝑝2 − 𝑝3 | is at most the advantage of a distinguisher between the two modes.

In G3, everything that R receives depends on 𝑥∗ only through 𝑍 = (Φ𝑒𝑘 (𝑥∗), 𝐻hk (𝑥∗)), and 𝑥∗ is

uniform on {0, 1}𝑛. Except with probability 𝛽loss, the map 𝑥 ↦→ (Φ𝑒𝑘 (𝑥), 𝐻hk (𝑥)) takes at most

2
𝑛−ℓloss+ℓ

values, and then any guess for 𝑥∗ given 𝑍 is correct with probability at most 2
𝑛−ℓloss+ℓ/2𝑛 =

2
ℓ−ℓloss

. So 𝑝3 ≤ 𝛽loss + 2
ℓ−ℓloss

, which is negligible, and hence so is 𝑝0. This proves Equation (28),

and Equation (29) follows from Proposition 5.8. □

B.4 Challenge Image Counterexample

The last counterexample places the obfuscated program in the challenge image itself. Suppose

that from a genuine challenge image anyone can compute a second valid image with a different

preimage, and that this preimage is hard to find without the inversion oracle. The ideal inverter

inverts the second image, whereas a simulator has to find its preimage on its own. The following

proposition states this obstruction in general.

Proposition B.4 (Challenge-image barrier). Let Wrap = (G,Param, 𝑃) be a wrapping triple withG 1-PI,
and fix a challenge input 𝑤0 ∈ W′. Let Next be a deterministic polynomial-time algorithm and Check a PPT
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algorithm. In the two conditions below, probabilities are over hk←$ Hash.Gen(1𝜆), (𝑝, aux) ←$ Param(1𝜆),
and all coins, and Ochal is the challenge oracle of Figure 12. The predicates 𝐶𝑝 and Check reject when an
input is ⊥ or malformed.

1. Let 𝑧ch ← Ochal(𝑤0), let the oracle use the preimage 𝑥ch, and let 𝑧 = Next(1𝜆, hk, 𝑝, 𝑧ch). Except with
negligible probability, Check(hk, 𝑝, aux, 𝑧ch) = 1 and 𝐶𝑝 (𝑥, 𝐻hk (𝑥), 𝑧) = 1 for some 𝑥 ≠ 𝑥ch.

2. Every PPT algorithm AOchal (1𝜆, hk, 𝑝) has negligible probability of outputting a pair ( 𝑧̂ch, 𝑥̂) with
Check(hk, 𝑝, aux, 𝑧̂ch) = 1 and 𝐶𝑝

(
𝑥̂, 𝐻hk (𝑥̂),Next(1𝜆, hk, 𝑝, 𝑧̂ch)

)
= 1.

Then Hash does not satisfy 1-DINJEXT2[1] for Wrap.

Proof. The run stage of the adversary B queries its challenge oracle on 𝑤0, receives 𝑧ch, computes

𝑧 = Next(1𝜆, hk, 𝑝, 𝑧ch), queries its inversion oracle on 𝑧, and returns (𝑧ch, 𝑥), where 𝑥 is the reply.

The output predicate accepts exactly when

Check(hk, 𝑝, aux, 𝑧ch) = 1 and 𝐶𝑝
(
𝑥, 𝐻hk (𝑥),Next(1𝜆, hk, 𝑝, 𝑧ch)

)
= 1.

In the ideal inversion game, suppose that the event of condition 1 occurs, and let 𝑥 ≠ 𝑥ch be

the 𝑥-preimage of 𝑧. Then 𝑧 ≠ 𝑧ch, since 𝑧ch has 𝑥-preimage 𝑥ch and 𝑥-preimages are unique. So

𝑧 ∉ 𝐿chal, and the mauling test does not apply because 𝑥 ≠ 𝑥ch. The inverter therefore returns 𝑥,

and the predicate accepts. So the ideal inversion game accepts with probability 1 − negl(𝜆).
In the simulation game, a simulator R computes its output ( 𝑧̂ch, 𝑥̂) from (1𝜆, hk, 𝑝) with access

to the challenge oracle, and the predicate accepts exactly when this pair satisfies the event of

condition 2. So the simulation game accepts with negligible probability, and the advantage of B is

1 − negl(𝜆) for every PPT simulator. □

A concrete construction. Here the obfuscated program has to lie in an image of the very wrapping

function it attacks. To avoid self-reference, the wrapping function has two branches. A branch-1

image consists of an injective tag of the preimage and the hash value. A branch-0 image also

contains an obfuscated circuit that, on input a hash key, computes a branch-1 image of a preimage

derived from that key by a PRF. The PRF key and the obfuscator’s coins are derived from the

preimage by a tag generator. Since the challenge image also contains the hash value of its preimage,

the tag generator must stay pseudorandom given that hash value, which is the property defined

next.

Definition B.5 (Leakage-resilient injective-tag generator). Let TG be a keyed function family with key
generation TG.Kg, input length 𝑛, and output length 𝑎 + 𝑁 . For a key 𝜃, write

TG(𝜃, 𝑢) = 𝜏𝜃 (𝑢)∥𝑇𝜃 (𝑢), |𝜏𝜃 (𝑢) | = 𝑎, |𝑇𝜃 (𝑢) | = 𝑁.

Then TG is an (ℓ, 𝑎)-leakage-resilient injective-tag generator (LRITG) if the following hold.

1. For every key 𝜃 ∈ [TG.Kg(1𝜆)], the map 𝑢 ↦→ 𝜏𝜃 (𝑢) is injective.

2. For every non-uniform polynomial-size function 𝐿 : {0, 1}𝑛 → {0, 1}ℓ and every non-uniform PPT
adversary A, the advantage

Adv(ℓ,𝑎)-LRITG
TG,𝐿 (A) def

=

��� Pr

[
A(𝜃, 𝜏𝜃 (𝑢), 𝐿(𝑢), 𝑇𝜃 (𝑢)) = 1

]
− Pr

[
A(𝜃, 𝜏𝜃 (𝑢), 𝐿(𝑢),𝑈) = 1

] ���
71



is negligible, where 𝜃←$ TG.Kg(1𝜆), 𝑢←$ {0, 1}𝑛, and𝑈←$ {0, 1}𝑁 .

We need non-uniform security because the proof fixes a hash key hk and applies the definition

to the leakage function 𝑢 ↦→ 𝐻hk (𝑑∥𝑢). In Appendix B.4.1 we build an LRITG from an almost-

always lossy trapdoor function and pairwise-independent hashing. The obfuscator may be taken

to use a short random seed, using a standard PRG.

The two-branch wrapping function. We identify (𝑑, 𝑢) ∈ {0, 1} × {0, 1}𝑛 with the string 𝑑∥𝑢, so

that the hash value of the preimage (𝑑, 𝑢) is 𝐻hk (𝑑∥𝑢). Let PRF be a punctured PRF with uniform

𝑘-bit keys, inputs in {0, 1}𝑛 × K𝜆, and outputs in {0, 1}𝑛. Let 𝑖O use 𝑟-bit coins with 𝑟 ≥ 𝜆. Let TG
be an (ℓ, 𝑎)-LRITG with 𝑁 = 𝑘 + 𝑟 , and parse 𝑇𝜃 (𝑢) = 𝐾𝑢∥𝑠𝑢 with |𝐾𝑢 | = 𝑘 and |𝑠𝑢 | = 𝑟 . For a key 𝜃

of TG and a PRF key 𝐾 , define the circuit

𝐷 𝜃,𝐾 (𝑞, hk′)
𝑢∗ ← PRF𝐾 (𝑞, hk′)
𝜏∗∥𝑇∗ ← TG(𝜃, 𝑢∗)
Return ((1, 𝜏∗), 𝐻hk′ (1∥𝑢∗)),

(30)

padded to the size of the circuit 𝐷 in the proof of Proposition B.7. The wrapping function

Gflip = {𝑔flip
𝜃
} has parameter 𝜃 and preimage domain X = {0, 1} × {0, 1}𝑛, and 𝑔

flip
𝜃

is the algorithm in

Figure 25. The encodings of the two kinds of image are canonical and disjoint.

Algorithm 𝑔
flip
𝜃
((𝑑, 𝑢), 𝑦)

𝜏∥𝑇 ← TG(𝜃, 𝑢)
If 𝑑 = 1: return ((1, 𝜏), 𝑦)
Parse 𝑇 = 𝐾 ∥𝑠
Λ← 𝑖O(𝐷 𝜃,𝐾 ; 𝑠)
Return ((0,Λ, 𝜏), 𝑦)

Figure 25: The two-branch wrapping function. A branch-0 image contains a circuit, and a branch-1

image is terminal.

The setup sampler and the preimage creator are

Paramflip(1𝜆) : 𝜃←$ TG.Kg(1𝜆); 𝑢ch←$ {0, 1}𝑛; return (𝜃, 𝑢ch),

𝑃flip(hk, 𝜃, 𝑢ch, 𝑤
′) : return ((0, 𝑢ch), 𝜀, 𝜀).

So the preimage creator ignores the hash key, and the challenge preimage is fixed by the hidden

setup, as in FO. Write Wrapflip = (Gflip,Paramflip, 𝑃flip).

Lemma B.6. Gflip is 1-PI, and its preimages, parameters, and images have polynomial length.

Proof. The consistency predicate of 𝑔
flip
𝜃

rejects malformed inputs and otherwise checks 𝑔
flip
𝜃
(𝑥, 𝑦) = 𝑧,

which is efficient because 𝑔
flip
𝜃

is deterministic and efficient. If an image 𝑧 is consistent with 𝑥 = (𝑑, 𝑢)
and with 𝑥′ = (𝑑′, 𝑢′), then its branch encoding gives 𝑑 = 𝑑′ and its tag gives 𝜏𝜃 (𝑢) = 𝜏𝜃 (𝑢′), so 𝑢 = 𝑢′

by injectivity of the tag. The last component of 𝑧 is 𝑦, so at most one 𝑦 is consistent with given 𝑥

and 𝑧. The length bounds follow from the polynomial running times of TG, PRF, and 𝑖O. □
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To apply Proposition B.4, let Next(1𝜆, hk, 𝜃, 𝑧ch) parse 𝑧ch = ((0,Λch, 𝜏ch), 𝑦ch) and return

Λch(0𝑛, hk), or ⊥ if parsing fails. Let Check(hk, 𝜃, 𝑢ch, 𝑧ch) return 1 exactly when 𝑧ch is the genuine

challenge image, that is, when

𝑧ch = 𝑔
flip
𝜃

(
(0, 𝑢ch), 𝐻hk (0∥𝑢ch)

)
.

Proposition B.7 (Challenge-image counterexample). Assume that TG is an (ℓ, 𝑎)-LRITG, PRF is
a secure punctured PRF, and 𝑖O is an indistinguishability obfuscator. Then Hash does not satisfy
1-DINJEXT2[1] for Wrapflip, and it does not satisfy 1-INJEXT2[1] for Wrapflip either.

Below we check the two conditions of Proposition B.4. The first holds because the challenge

image is a branch-0 image whose circuit outputs a valid branch-1 image with a PRF-derived

preimage. For the second, the leakage resilience of TG is used twice. First, it replaces the PRF key

and the obfuscator’s coins in the challenge image by uniform strings, even given the tag and the

hash value of the challenge preimage. Then, after the circuit has been replaced by one with the

terminal image hardwired, and that image’s preimage has been made uniform by puncturing the

PRF, it turns any simulator that finds the terminal preimage into a distinguisher. The same proof

shows that Hash does not satisfy 1-DINJEXT2[1] against QPT simulators if the three assumptions

hold against non-uniform QPT adversaries. The adversary in that statement is classical.

Proof of Proposition B.7. By Lemma B.6, Gflip is 1-PI. We show that Next and Check satisfy the two

conditions of Proposition B.4, which then gives the 1-DINJEXT2[1] statement. The 1-INJEXT2[1]
statement follows from Proposition 5.8. Write 𝐶𝜃 for the consistency predicate of 𝑔

flip
𝜃

.

The first condition. The challenge oracle uses the preimage 𝑥ch = (0, 𝑢ch). Write𝑇𝜃 (𝑢ch) = 𝐾ch∥𝑠ch.

The challenge image is

𝑧ch =
(
(0,Λch, 𝜏𝜃 (𝑢ch)), 𝐻hk (0∥𝑢ch)

)
, Λch = 𝑖O(𝐷 𝜃,𝐾ch ; 𝑠ch).

Let 𝑢∗ = PRF𝐾ch (0𝑛, hk). By correctness of 𝑖O,

Next(1𝜆, hk, 𝜃, 𝑧ch) = Λch(0𝑛, hk)

= ((1, 𝜏𝜃 (𝑢∗)), 𝐻hk (1∥𝑢∗))

= 𝑔
flip
𝜃
((1, 𝑢∗), 𝐻hk (1∥𝑢∗)).

So the image computed by Next is valid, and its preimage (1, 𝑢∗) differs from (0, 𝑢ch). Also, Check
accepts the genuine challenge image. The first condition therefore holds with probability 1.

The second condition. Fix a non-uniform PPT algorithm A as in the second condition, and

let ( 𝑧̂ch, 𝑥̂) be its output. Its challenge oracle returns 𝑧ch on the first query and ⊥ afterwards.

Since Check accepts exactly the genuine challenge image, the event of the second condition is the

event Good that

𝑧̂ch = 𝑧ch and 𝐶𝜃
(
𝑥̂, 𝐻hk (𝑥̂),Next(1𝜆, hk, 𝜃, 𝑧ch)

)
= 1.

We bound Pr[Good] through a sequence of games. In each game the challenge oracle returns that

game’s 𝑧ch on the first query and ⊥ afterwards, and the game outputs 1 exactly when Good occurs.

73



Let 𝑝𝑖 = Pr[G𝑖 ⇒ 1]. Every reduction below knows 𝜃, hk, and 𝑧ch, so it can check whether Good
occurs.

Game G0 is the experiment of the second condition, so 𝑝0 = Pr[Good].

Game G1 is G0 with 𝑇𝜃 (𝑢ch) = 𝐾ch∥𝑠ch replaced by a uniform 𝐾 ∥𝑠 ∈ {0, 1}𝑘 × {0, 1}𝑟 , so that

𝑧ch =
(
(0, 𝑖O(𝐷 𝜃,𝐾 ; 𝑠), 𝜏𝜃 (𝑢ch)), 𝐻hk (0∥𝑢ch)

)
.

Fix, for each 𝜆, a hash key hk0 that maximizes

��
Pr[G0 ⇒ 1 | hk] − Pr[G1 ⇒ 1 | hk]

��
, and let

𝐿0(𝑢) = 𝐻hk
0
(0∥𝑢). The distinguisher D0 has hk0 as advice. On input (𝜃, 𝜏, 𝑦, 𝑇) from the LRITG

experiment for 𝐿0, it parses 𝑇 = 𝐾 ∥𝑠, sets 𝑧ch = ((0, 𝑖O(𝐷 𝜃,𝐾 ; 𝑠), 𝜏), 𝑦), runs A with hash key hk0,

and outputs 1 exactly when Good occurs. With 𝑇 = 𝑇𝜃 (𝑢) this is G0 with hk = hk0, where 𝑢 plays

the role of 𝑢ch, and with uniform 𝑇 it is G1 with hk = hk0. So

|𝑝0 − 𝑝1 | ≤ Adv(ℓ,𝑎)-LRITG
TG,𝐿

0

(D0).

Game G2. Let 𝜉 = (0𝑛, hk), and let

𝑢∗ = PRF𝐾 (𝜉), 𝑧∗ = ((1, 𝜏𝜃 (𝑢∗)), 𝐻hk (1∥𝑢∗)), 𝐾{𝜉} = PRF.Punc(𝐾, 𝜉).

Game G2 is G1 with 𝐷 𝜃,𝐾 replaced by the circuit 𝐷 that outputs 𝑧∗ on input 𝜉 and, on every other

input (𝑞, hk′), outputs ((1, 𝜏𝜃 (𝑣)), 𝐻hk′ (1∥𝑣)) for 𝑣 = PRF𝐾 { 𝜉 } (𝑞, hk′). The two circuits compute the

same function, at 𝜉 by the definition of 𝑧∗ and elsewhere by punctured-PRF correctness, and they

have the same size. The coins 𝑠 are uniform in G1. So a distinguisher that samples everything

except the obfuscation gives

|𝑝1 − 𝑝2 | ≤ 𝜖𝑖O .

Game G3 is G2 with 𝑢∗ in 𝑧∗ replaced by a uniform string in {0, 1}𝑛, independent of 𝐾{𝜉}. The

punctured-PRF adversary D1 samples 𝜃, hk, 𝑢ch, and 𝑠, chooses 𝜉 = (0𝑛, hk), receives 𝐾{𝜉} and a

value for 𝑢∗, builds 𝑧ch, and runs A. So

|𝑝2 − 𝑝3 | ≤ AdvPPRF
PRF (D1).

Bounding 𝑝3. In G3, the value 𝑢∗ is uniform and 𝑧∗ is the branch-1 image of (1, 𝑢∗). Fix, for each 𝜆,

a hash key hk1 that maximizes Pr[G3 ⇒ 1 | hk], and let 𝐿1(𝑢) = 𝐻hk
1
(1∥𝑢). The distinguisher D2

has hk1 as advice. On input (𝜃, 𝜏, 𝑦, 𝑇) from the LRITG experiment for 𝐿1, it sets 𝑧∗ = ((1, 𝜏), 𝑦) and

simulates G3 with hash key hk1. That is, it samples 𝑢ch, a PRF key 𝐾 , and coins 𝑠, punctures 𝐾

at 𝜉 = (0𝑛, hk1), forms 𝐷 with 𝑧∗ hardwired, and runs A. The simulation does not use 𝑇 , and it

is exactly G3 with hk = hk1, where the LRITG input 𝑢 plays the role of 𝑢∗. If Good occurs and

𝑥̂ = (1, 𝑢̂), then D2 computes 𝜏̂∥𝑇 = TG(𝜃, 𝑢̂) and outputs [𝑇 = 𝑇]. Otherwise it outputs 0.

If Good occurs, then 𝑥̂ is the preimage of the branch-1 image 𝑧∗, so 𝑥̂ = (1, 𝑢̂) with 𝜏𝜃 (𝑢̂) = 𝜏𝜃 (𝑢∗),
and tag injectivity gives 𝑢̂ = 𝑢∗. So with 𝑇 = 𝑇𝜃 (𝑢∗) the distinguisher outputs 1 whenever Good
occurs. With uniform 𝑇 it outputs 1 with probability at most 2

−𝑁
, because 𝑇 is independent of

everything else that it computes. Therefore

𝑝3 ≤ Pr[G3 ⇒ 1 | hk = hk1] ≤ Adv(ℓ,𝑎)-LRITG
TG,𝐿

1

(D2) + 2
−𝑁 .
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Combining the games gives

Pr[Good] ≤ Adv(ℓ,𝑎)-LRITG
TG,𝐿

0

(D0) + 𝜖𝑖O + AdvPPRF
PRF (D1)

+ Adv(ℓ,𝑎)-LRITG
TG,𝐿

1

(D2) + 2
−𝑁 ,

which is negligible because 𝑁 ≥ 𝑟 ≥ 𝜆. This proves the second condition. □

B.4.1 Leakage-Resilient Injective-Tag Generators from Lossy TDFs

We build the tag generator used in Proposition B.7 from an almost-always lossy trapdoor function

and pairwise-independent hashing. Let

LT = (IKg, LKg,Eval, Inv)

be an almost-always lossy trapdoor function (Definition 2.9) with domain {0, 1}𝑛, range {0, 1}𝑎,
lossiness ℓloss, and failure probability 𝛽loss. Let H = {ℎ𝜎 : {0, 1}𝑛 → {0, 1}𝑁 }𝜎∈S be a pairwise-

independent hash function family. Define TG by

TG.Kg(1𝜆)
(𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆)
𝜎←$ S
Return 𝜃 = (𝑒𝑘, 𝜎),

TG((𝑒𝑘, 𝜎), 𝑢) = Eval(𝑒𝑘, 𝑢)∥ℎ𝜎 (𝑢).

So 𝜏𝜃 (𝑢) = Eval(𝑒𝑘, 𝑢) and 𝑇𝜃 (𝑢) = ℎ𝜎 (𝑢).
Theorem B.8. Let 𝛽loss and 𝜖 be negligible, and suppose that

ℓloss ≥ ℓ + 𝑁 + 2 log(1/𝜖).

Then TG is an (ℓ, 𝑎)-leakage-resilient injective-tag generator. The same holds against non-uniform QPT
adversaries if the mode indistinguishability of LT does.

Proof. An injective-mode key makes 𝑢 ↦→ Eval(𝑒𝑘, 𝑢) injective, so the tag is injective. For leakage

resilience, fix a non-uniform polynomial-size function 𝐿 : {0, 1}𝑛 → {0, 1}ℓ and a non-uniform PPT

adversary A. In the first experiment of Definition B.5, the adversary receives(
(𝑒𝑘, 𝜎),Eval(𝑒𝑘, 𝑢), 𝐿(𝑢), ℎ𝜎 (𝑢)

)
for (𝑒𝑘, 𝑡𝑑) ←$ IKg(1𝜆), 𝜎←$ S, and 𝑢←$ {0, 1}𝑛. We change this experiment in three steps.

First, sample 𝑒𝑘←$ LKg(1𝜆) instead. A reduction that receives 𝑒𝑘 samples 𝜎 and 𝑢, forms

the tuple, and runs A, so this changes the output probability by at most a mode-distinguishing

advantage.

Second, replace ℎ𝜎 (𝑢) by a uniform 𝑈 ∈ {0, 1}𝑁 . Fix a lossy key 𝑒𝑘 whose image has at most

2
𝑛−ℓloss

elements. A random lossy key has this property except with probability 𝛽loss. The pair

𝑉 = (Eval(𝑒𝑘, 𝑢), 𝐿(𝑢)) is a function of the uniform 𝑢 with at most 2
𝑛−ℓloss+ℓ

values. If 𝑁𝑣 is the

number of 𝑢 with 𝑉 = 𝑣, then

cp(𝑢 | 𝑉) =
∑︁
𝑣

𝑁𝑣

2
𝑛
· 1

𝑁𝑣
=
| Im(𝑉) |

2
𝑛

≤ 2
ℓ−ℓloss .
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A pairwise-independent family is two-universal, and 𝜎 is independent of (𝑢,𝑉). So Lemma 2.16

gives

SD
(
(𝑉, 𝜎, ℎ𝜎 (𝑢)), (𝑉, 𝜎,𝑈)

)
≤ 1

2

√︁
2
𝑁+ℓ−ℓloss ≤ 𝜖

2

,

using ℓloss ≥ ℓ + 𝑁 + 2 log(1/𝜖). So this step changes the output probability by at most 𝛽loss + 𝜖/2.

Third, sample 𝑒𝑘 in injective mode again. The same reduction, now using 𝑈 in place of ℎ𝜎 (𝑢),
bounds this change by a second mode-distinguishing advantage. The result is the second experi-

ment of Definition B.5. So the LRITG advantage is at most two mode-distinguishing advantages

plus 𝛽loss + 𝜖/2, which is negligible. For QPT adversaries the argument is the same, because the

second step is statistical. □

For the two-branch wrapping function, 𝑁 = 𝑘 + 𝑟 , so the required lossiness is ℓloss ≥ ℓ + 𝑘 + 𝑟 +
2 log(1/𝜖).

C Proofs for the ROM and QROM Results

C.1 Proof of Proposition 7.3

Proof. Fix a wrapping triple (G,Param, 𝑃) with G Γ-PI, and fix B = (Brun,Bout). In this proof, Γ

denotes the value Γ(𝜆, 𝑡max).
Removing the sampling oracle. Let B′ run Brun and answer each call Osamp(𝑤) itself. If 𝑤 ∉W, it

returns ⊥. Otherwise it samples 𝑥←$ X and 𝜌←$ R, queries 𝑦 ← 𝐺 (𝑥), and returns 𝑔𝑝 (𝑥, 𝑦, 𝑤; 𝜌).
It forwards every other query to its own oracles, and its output predicate is Bout. Write InvRO(B′)
for the ideal inversion game of Figure 22 with B′ in place of B and without Osamp. The sampling

replies have the same distribution in the two games, so

Pr[Inv-1-DINJEXT2-sampBRO,G ⇒ 1] = Pr[InvRO(B′) ⇒ 1] .

The adversary B′ makes the same inversion and challenge queries as B.

Preserving the condition on challenge queries. Let B′− be B′ with each challenge query answered

locally by ⊥. Set A = B′− if 𝑞chal = 0 with probability 1 for every 𝜆 in the ideal inversion game

for B, and set A = B′ otherwise. Which case applies depends only on B, so A is PPT. In the first

case, the ideal executions with B′− and B′ agree until a challenge query inW′
, which occurs with

probability 0. Queries outsideW′
receive ⊥ in both executions. Thus, in either case,

Pr[Inv-1-DINJEXT2-sampBRO,G ⇒ 1] = Pr[InvRO(A) ⇒ 1] . (31)

The run stage ofA makes at most 𝑞inv inversion queries, each of length at most 𝑡max, and its output

predicate is Bout.

The simulator. On input (1𝜆, 𝑝), the simulatorR runsArun(1𝜆, 𝑝) and keeps an empty table𝑇 and

an empty list 𝐿chal. It answers each query 𝑥 to𝐺 by querying its own oracle, recording 𝑇 [𝑥] = 𝐺 (𝑥),
and returning this value. It forwards challenge queries to its own oracle Ochal and records the

challenge image, if one is returned, in 𝐿chal. To answer an inversion query 𝑧, it returns⊥ if 𝑧 ∈ 𝐿chal.

Otherwise it searches 𝑇 for an 𝑥 with 𝐶𝑝 (𝑥, 𝑇 [𝑥], 𝑧) = 1. If there is none, it returns ⊥. If there is

one, it is unique by 𝑥-injectivity. The simulator returns this 𝑥 unless 𝐶𝑝 (𝑥, 𝑇 [𝑥], 𝑧∗) = 1 for some

𝑧∗ ∈ 𝐿chal, in which case it returns ⊥. Finally, it outputs the output 𝑣 of Arun.
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By 𝑥-injectivity, the last test rejects exactly when 𝑥 is the preimage of a registered challenge

image, as required by Oinv. All searches are over the polynomial-size table 𝑇 , so R is PPT.

Analysis. Compare InvRO(A) with the simulation game of Figure 22 using R. Run them on the

same 𝐺 and the same coins for the setup sampler, the preimage creator, and Arun. They use the

same output predicate, and differ only in how inversion queries are answered, so they proceed

identically until the first query on which the two answers differ. Writing bad for the event that

some query receives different answers, Equation (31) gives

Adv1-DINJEXT2-samp
RO,G,Param,𝑃 (B,R) ≤ Pr[bad] .

We first identify when a single query can receive different answers. Consider a query 𝑧 and

suppose every earlier query received the same answer in both games. If 𝑧 ∈ 𝐿chal, both oracles

return ⊥. Otherwise, let 𝑥 be the unique element of X with 𝐶𝑝 (𝑥, 𝐺 (𝑥), 𝑧) = 1, if there is one. If

there is none, then Oinv returns ⊥, and so does the simulator. If 𝑥 exists and is the 𝑥-preimage of a

registered challenge image 𝑧∗ ≠ 𝑧, both return ⊥. If 𝑥 exists and lies in dom(𝑇), both return 𝑥. So

the two answers differ only when 𝑥 exists, is not the preimage of a registered challenge image, and

is not in dom(𝑇); in that case Oinv returns 𝑥 and the simulator returns ⊥.

It remains to bound the probability that some query falls in this last case. For 𝑥 ∈ X and a

string 𝑧 put

𝑌𝑥,𝑧
def

=
{
𝑦 ∈ {0, 1}ℓ : 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1

}
,

so that |𝑌𝑥,𝑧 | ≤ Γ for |𝑧 | ≤ 𝑡max by 𝑦-ambiguity, since Γ(𝜆, 𝑡) is nondecreasing in 𝑡, and for a fixed 𝑧

at most one 𝑥 has 𝑌𝑥,𝑧 ≠ ∅ by 𝑥-injectivity. The predicate 𝐶𝑝 has no oracle access, so the sets 𝑌𝑥,𝑧
are determined by 𝑝, 𝑥, and 𝑧 without further evaluation of 𝐺.

Run the simulation game with 𝐺 sampled lazily. During the run stage, this execution eval-

uates 𝐺 only at the points of dom(𝑇), including the queries used to answer sampling calls, and

at the preimage 𝑥∗ of the registered challenge image once the challenge query is made. Indeed,

the honest algorithms have no oracle access, and the simulator answers inversion queries using

only 𝑇 and 𝐶𝑝. Let 𝑧1, . . . , 𝑧𝑞inv denote the inversion queries, omitting indices for queries that are

not made. For each 𝑗 , let 𝑥 𝑗 be the unique 𝑥 ∈ X with 𝑌𝑥,𝑧 𝑗 ≠ ∅, if there is one, which is determined

by 𝑝 and 𝑧 𝑗 . Let bad 𝑗 be the event that all of the following hold at the time of the 𝑗th query.

• 𝑧 𝑗 ∉ 𝐿chal and 𝑥 𝑗 exists.

• 𝑥 𝑗 ∉ dom(𝑇), and 𝑥 𝑗 ≠ 𝑥
∗

if a challenge image has been registered.

• 𝐺 (𝑥 𝑗) ∈ 𝑌𝑥̂ 𝑗 ,𝑧 𝑗 .
The last condition says exactly that 𝑥 𝑗 is the element 𝑥 in the case analysis above. So, by that case

analysis, bad occurs if and only if some bad 𝑗 does.

Fix 𝑗 and condition on the execution up to the 𝑗th query. This fixes 𝑧 𝑗 , and hence 𝑥 𝑗 and 𝑌𝑥̂ 𝑗 ,𝑧 𝑗 .

If the first two conditions of bad 𝑗 fail, then bad 𝑗 does not occur. If they hold, then 𝐺 has not

yet been evaluated at 𝑥 𝑗 . The value 𝐺 (𝑥 𝑗) is therefore uniform on {0, 1}ℓ and independent of the

conditioning. Thus the conditional probability of bad 𝑗 is at most |𝑌𝑥̂ 𝑗 ,𝑧 𝑗 |/2ℓ ≤ Γ/2ℓ . Averaging

gives Pr[bad 𝑗] ≤ Γ/2ℓ . A union bound over the at most 𝑞inv queries gives

Adv1-DINJEXT2-samp
RO,G,Param,𝑃 (B,R) ≤ 𝑞inv ·

Γ

2
ℓ
.

Finally, when the condition on challenge queries applies to B, the algorithm A never queries the

challenge oracle, so neither does R. This proves the proposition. □
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C.2 Proof of Theorem 7.4

We prove Theorem 7.4 by replacing the simulator’s replies with ideal inversion replies one at a

time. Write Γ = ΓSE(𝜆, 𝑡max) and ℓ = ℓ𝐾 . The main step is Lemma C.1, which compares the two

replies together with the remaining quantum state.

Quantum notation. We use registers for finite-dimensional quantum systems, |𝜓⟩ for a pure

state, and 𝜏 for a density operator. We write ∥𝐴∥ for the operator norm and ∥𝐴∥1 = tr

√
𝐴†𝐴 for

the trace norm. The trace distance of two states 𝜏, 𝜏′ is
1

2
∥𝜏 − 𝜏′∥1. It bounds the difference in the

acceptance probabilities of any subsequent test and cannot increase under a common quantum

channel, meaning a completely positive, trace-preserving map. For classical states, it equals the

statistical distance defined in the preliminaries. Let 𝜏 =
∑
𝑐 Pr[𝑐] |𝑐⟩⟨𝑐 | ⊗ 𝜏𝑐 be a classical-quantum

state, and consider two channels that leave the classical register 𝑐 unchanged and act on the rest of

the state depending on 𝑐. Then the trace distance of their outputs on 𝜏 is the average, weighted by

Pr[𝑐], of the trace distances of their outputs on the states 𝜏𝑐.

The compressed oracle. We use the formulation by Don, Fehr, Majenz, and Schaffner (DFMS) [41]

of Zhandry’s compressed oracle [74]. LetU be a finite, efficiently ordered set, and let Y = {0, 1}ℓ .
A random function U → Y is represented by a database register 𝐷 = (𝐷𝑥)𝑥∈U . Each cell 𝐷𝑥 has

orthonormal basis {|𝑦⟩ : 𝑦 ∈ Y} ∪ {|⊥⟩} and starts in |⊥⟩. The symbol ⊥ marks an empty cell; it is

not a value of the function. Let

|𝑢⟩ def

= 2
−ℓ/2

∑︁
𝑦∈Y
|𝑦⟩ ,

and let Φ be the unitary on one cell that exchanges |⊥⟩ and |𝑢⟩ and fixes every vector orthogonal to

both, so that Φ is its own inverse. A query with input register𝑄 and answer register 𝑌 is answered

by the unitary

𝑂
def

=
∑︁
𝑥∈U
|𝑥⟩⟨𝑥 |𝑄 ⊗ Φ𝐷𝑥 CNOT𝐷𝑥𝑌 Φ𝐷𝑥 ,

where CNOT𝐷𝑥𝑌 maps |𝑦⟩𝐷𝑥 |𝑎⟩𝑌 to |𝑦⟩𝐷𝑥 |𝑎 ⊕ 𝑦⟩𝑌 and acts as the identity when 𝐷𝑥 is in |⊥⟩. We

call Φ𝐷𝑥CNOT𝐷𝑥𝑌Φ𝐷𝑥 the block of 𝑂 at 𝑥.

Let V𝑥 be the subspace of the cell 𝐷𝑥 orthogonal to |𝑢⟩, and put V𝐷
def

=
⊗

𝑥∈UV𝑥 . A joint

state is supported onV𝐷 if its support lies inV𝐷 tensored with the spaces of all other registers. The

map Φ sends the span of {|𝑦⟩ : 𝑦 ∈ Y} ontoV𝑥 , so Comp

def

=
⊗

𝑥∈U Φ𝐷𝑥 sendsV𝐷 onto the span

of the product states

⊗
𝑥 | 𝑓 (𝑥)⟩𝐷𝑥 for functions 𝑓 : U → Y. We identify this span with a register

that holds a function table 𝑓 and call it the table representation. On it,

∑
𝑥 |𝑥⟩⟨𝑥 |𝑄 ⊗ CNOT𝐷𝑥𝑌 is

the standard oracle 𝑂st
, which maps |𝑥⟩ |𝑎⟩ | 𝑓 ⟩ to |𝑥⟩ |𝑎 ⊕ 𝑓 (𝑥)⟩ | 𝑓 ⟩. Since Φ is its own inverse, we

have 𝑂 = Comp

(∑
𝑥 |𝑥⟩⟨𝑥 |𝑄 ⊗ CNOT𝐷𝑥𝑌

)
Comp, and hence 𝑂 acts on states supported on V𝐷 as

Comp𝑂st
Comp. The initial database |⊥⟩⊗U is Comp applied to the uniform superposition of all

function tables. So, as long as the database is acted on only by𝑂, the compressed oracle is unitarily

equivalent, via Comp, to the purified random oracle, and it answers queries exactly as a uniformly

random function does [74, 41]. In the table representation, 𝑂st
acts on the table only as a control in

its computational basis.
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The extraction measurement. For a relation 𝑅 ⊆ U × Y, let Γ𝑅
def

= max𝑥 |{𝑦 : (𝑥, 𝑦) ∈ 𝑅}|. The

relation is 𝑥-unique if at most one 𝑥 has (𝑥, 𝑦) ∈ 𝑅 for some 𝑦, and we then write 𝑥𝑅 for that input

when it exists. The extraction measurement 𝑀𝑅
of DFMS returns the least 𝑥 whose cell 𝐷𝑥 holds

some 𝑦 with (𝑥, 𝑦) ∈ 𝑅, and returns ⊥ if there is none. For an 𝑥-unique 𝑅 only the cell 𝐷𝑥𝑅 matters,

and 𝑀𝑅
is the projective measurement {Π, 𝐼 − Π} on that cell, with outcomes 𝑥𝑅 and ⊥, where

Π
def

=
∑︁

𝑦:(𝑥𝑅 ,𝑦) ∈𝑅
|𝑦⟩⟨𝑦 |𝐷𝑥𝑅 .

If 𝑅 is empty, 𝑀𝑅
returns ⊥ and does nothing. Since Π |⊥⟩ = 0, a cell in the state |⊥⟩ always gives

the outcome ⊥ and is left unchanged. Using the sparse representation of the database, which

stores only its nonempty cells, 𝑀𝑅
can be performed in quantum polynomial time whenever

membership in 𝑅 can be decided in polynomial time, by testing every nonempty cell [41]. The

same representation lets each query 𝑂 be answered in polynomial time.

Ideal inversion. Let 𝑅 be 𝑥-unique. The ideal inversion operation 𝑀𝑅
returns ⊥ if 𝑅 is empty.

Otherwise it applies the block of 𝑂 at 𝑥𝑅 with a fresh answer register, tests whether the answer 𝑦

satisfies (𝑥𝑅, 𝑦) ∈ 𝑅, and copies 𝑥𝑅 or ⊥, according to the test, to an output register. It then reverses

the test and applies the block of 𝑂 at 𝑥𝑅 again, which restores the answer register, and measures

the output register. In the table representation this is the projective measurement of the table

entry 𝑓 (𝑥𝑅) onto the values 𝑦 with (𝑥𝑅, 𝑦) ∈ 𝑅. Finding 𝑥𝑅 may require exhaustive search, which

is acceptable because the operation is used only to describe ideal inversion in the hybrid games

below.

Lemma C.1 (Replacing one extraction reply). Let 𝑅 ⊆ U ×Y be 𝑥-unique with Γ𝑅 ≤ Γ.

1. The initial database is supported onV𝐷 . The query𝑂, each block of𝑂, ideal inversion operations 𝑀𝑅′

for 𝑥-unique relations 𝑅′, operations that do not act on 𝐷, and unitaries that apply one of these
operations controlled on a basis state of another register all preserve this support condition, also after
conditioning on classical outcomes.

2. For every joint state 𝜏 supported onV𝐷 ,

1

2



𝑀𝑅 (𝜏) − 𝑀𝑅 (𝜏)




1
≤ 2

√︂
Γ

2
ℓ
.

Both output states include the classical answer, the database, and all remaining registers of 𝜏.

Proof. Item 1. Initially every cell is in |⊥⟩ ∈ V𝑥 . On V𝐷 the query 𝑂 acts as Comp𝑂st
Comp, and

the block of 𝑂 at 𝑥 acts as Comp CNOT𝐷𝑥𝑌 Comp. Both 𝑂st
and CNOT𝐷𝑥𝑌 preserve the span of

the function tables, and Comp maps that span onto V𝐷 , so the query and its blocks preserve the

support condition. Operations that do not act on 𝐷, including measurements of other registers,

preserve the condition trivially. An ideal inversion operation consists of two blocks of𝑂, a test and

a copy that do not act on𝐷, and a measurement of its output register, so it preserves the condition as

well. A unitary that applies one of these operations controlled on a basis state of another register

acts separately on each basis state of that register, so it also preserves the condition. Finally,

conditioning on a classical outcome keeps the support inside the same subspace.
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Item 2. If 𝑅 is empty, both operations return ⊥ and the distance is zero. Otherwise let

𝑇𝑅
def

= {𝑦 : (𝑥𝑅, 𝑦) ∈ 𝑅}, 𝑟
def

= |𝑇𝑅 | ≤ Γ,

and let Π be the projector onto the span of {|𝑦⟩ : 𝑦 ∈ 𝑇𝑅} in the cell 𝐷𝑥𝑅 . The measurement 𝑀𝑅
is

{Π, 𝐼 − Π}, with respective answers 𝑥𝑅 and ⊥. We show that on states supported onV𝐷 , the ideal

inversion operation 𝑀𝑅
is the measurement {Π̂, 𝐼 − Π̂} on the same cell, where

Π̂ = ΦΠΦ.

Let the cell be in a state 𝜙 ∈ V𝑥𝑅 , and write Φ𝜙 =
∑
𝑦 𝛼𝑦 |𝑦⟩, which is possible because Φ mapsV𝑥𝑅

into the span of the |𝑦⟩. The first block of 𝑂 gives

∑
𝑦 𝛼𝑦 Φ |𝑦⟩ |𝑦⟩𝑌 , and the test and the copy give∑

𝑦 𝛼𝑦 Φ |𝑦⟩ |𝑦⟩𝑌 |𝑏𝑦⟩, where 𝑏𝑦 = 𝑥𝑅 if 𝑦 ∈ 𝑇𝑅 and 𝑏𝑦 = ⊥ otherwise. The second block of 𝑂 first

applies Φ, which turns Φ |𝑦⟩ back into |𝑦⟩, then clears 𝑌 , and then applies Φ again. The result is

ΦΠΦ𝜙 ⊗ |𝑥𝑅⟩ +Φ(𝐼 −Π)Φ𝜙 ⊗ |⊥⟩, with the answer register back in |0⟩. By linearity, the same holds

for joint states supported onV𝐷 , which proves the claim.

We bound ∥Π−Π̂∥. The projectorsΠ andΦΠΦ share the (𝑟−1)-dimensional subspace of vectors

supported on 𝑇𝑅 whose coefficients sum to zero, because Φ fixes these vectors. Their remaining

unit vectors are

|𝑠⟩ = 𝑟−1/2
∑︁
𝑦∈𝑇𝑅
|𝑦⟩ and Φ |𝑠⟩ , ⟨𝑠 |Φ|𝑠⟩ = 1 − 𝑟/2ℓ ,

and both are orthogonal to the shared subspace. Consequently,

∥Π − Π̂∥ =
√︃

1 − (1 − 𝑟/2ℓ)2 ≤
√︁

2𝑟/2ℓ .

The same bound appears in DFMS [41].

Purify the input state, retaining all reference registers. Before the output register is measured,

the two operations have the isometries

𝑉Π |𝜓⟩ = Π |𝜓⟩ |𝑥𝑅⟩ + (𝐼 − Π) |𝜓⟩ |⊥⟩

and 𝑉
Π̂

, defined in the same way with Π̂. For every normalized |𝜓⟩,

∥(𝑉Π −𝑉Π̂) |𝜓⟩ ∥
2 = 2∥(Π − Π̂) |𝜓⟩ ∥2 ≤ 4𝑟

2
ℓ
,

so ∥(𝑉Π − 𝑉Π̂) |𝜓⟩ ∥ ≤ 2

√︁
Γ/2ℓ . The trace distance of two pure states is at most their Euclidean

distance, and measuring the output register and discarding purification registers cannot increase

trace distance. This proves item 2 also for mixed input states. □

Item 1 applies only before the first extraction measurement, because 𝑀𝑅
need not preserveV𝐷 .

This suffices, because item 2 compares the complete states at that point, and no common con-

tinuation, including further oracle queries and extraction measurements, can increase their trace

distance.

Proof of Theorem 7.4. Fix B = (Brun,Bout). Construct B′ and A for the triple WrapFO as in Ap-

pendix C.1, using the QROM ideal inversion game for the condition on challenge queries. Both

modifications use only classical sampling and classical challenge queries, so they also give QPT
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algorithms in the QROM. Write InvQRO(A) for the ideal inversion game of Figure 23 with A and

without the sampling oracle. The same argument gives

Pr[Inv-1-DINJEXT2-sampBQRO,WrapFO
⇒ 1] = Pr[InvQRO(A) ⇒ 1] . (32)

The simulator. Let U = {0, 1}𝑛. The simulator uses the interface of Definition 7.2, with the

compressed database 𝐷 as its private register 𝑆. The subroutine R.Init(1𝜆) prepares the empty

database, representing |⊥⟩⊗U . The subroutine R.RO applies the query 𝑂 above. It has the form

required in Definition 7.2 and makes no oracle calls.

The subroutine R.Sim runs Arun(1𝜆, 𝑝) and starts with an empty list 𝐿chal. It forwards queries

to 𝐺 and Ochal to its own oracles and records the challenge image, if one is returned, in 𝐿chal. It

answers an inversion query 𝑧 with ⊥ if 𝑧 ∈ 𝐿chal. Otherwise it applies 𝑀𝑅𝑝,𝑧
to 𝐷 for the relation

𝑅𝑝,𝑧
def

=
{
(𝑥, 𝑦) ∈ U × Y : 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1

}
,

and returns the outcome. It outputs the output 𝑣 of Arun. The predicate 𝐶𝑝 has no oracle access,

so the simulator can evaluate it coherently without querying 𝐺. Membership in 𝑅𝑝,𝑧 takes one

evaluation of 𝐶𝑝. The relation is 𝑥-unique by 𝑥-injectivity, and Γ𝑅𝑝,𝑧 ≤ Γ by 𝑦-ambiguity whenever

|𝑧 | ≤ 𝑡max. The database has a sparse representation, so all three subroutines are QPT.

Analysis. For an image 𝑧, let cand(𝑧) be the unique 𝑥 ∈ X with 𝐶𝑝 (𝑥, 𝑦, 𝑧) = 1 for some 𝑦, if there

is one. It is unique by 𝑥-injectivity and determined by 𝑝 and 𝑧, and we call it the candidate of 𝑧.

The cell at the challenge preimage. We show that the cell 𝐷𝑥∗ stays in the state |⊥⟩, in tensor

product with all other registers, throughout the simulation game and the hybrids below. Let 𝑥∗

and 𝑦∗ be as in Figure 23, and let 𝑧∗ be the challenge image once it exists. The preimage creator

outputs 𝑥∗, so 𝑥∗ is the preimage of 𝑧∗. No algorithm applies the block of 𝑂 at 𝑥∗. Indeed, the

setup sampler, the preimage creator, the wrapping function, and the consistency predicate have

no oracle access, and the game answers every query at 𝑥∗ with 𝑦∗ itself, including the challenge

oracle’s evaluation 𝐺 (𝑥∗) = 𝑦∗. The ideal replies in the hybrids below never act on the cell at 𝑥∗

either. A measurement 𝑀𝑅
with 𝑥𝑅 ≠ 𝑥∗ acts only on the cell 𝐷𝑥𝑅 , and a measurement 𝑀𝑅

with

𝑥𝑅 = 𝑥∗ applied to a cell in the state |⊥⟩ returns⊥with probability 1 and leaves the state unchanged,

since Π |⊥⟩ = 0. By induction over the operations of the game, the cell 𝐷𝑥∗ therefore stays in |⊥⟩,
and every measurement 𝑀𝑅

with 𝑥𝑅 = 𝑥∗ returns ⊥ and leaves the state unchanged.

The ideal reply. On a basis state 𝑓 : U → Y of 𝐷 in the table representation, the oracle 𝐺

evaluates the function that equals 𝑓 except that 𝐺 (𝑥∗) = 𝑦∗. Define the ideal reply to an inversion

query 𝑧 as follows.

• If 𝑧 ∈ 𝐿chal, or 𝑧 has no candidate, it is ⊥.

• If 𝑧 ∉ 𝐿chal, and 𝑥𝑧 = cand(𝑧) exists with 𝑥𝑧 ≠ 𝑥
∗
, it is the operation 𝑀𝑅𝑝,𝑧

on 𝐷.

• If 𝑧 ∉ 𝐿chal and cand(𝑧) = 𝑥∗, it is 𝑥∗ when 𝐶𝑝 (𝑥∗, 𝑦∗, 𝑧) = 1 and 𝐼chal contains no pair (𝑥∗, 𝑧′)
with 𝑧′ ≠ 𝑧, and it is ⊥ otherwise. This reply does not act on 𝐷.

Write O𝐺inv for the ideal inverter of Figure 22, with𝐺 in place of𝐺. We claim that, on each basis state

of the table representation of 𝐷, the ideal reply to 𝑧 returns O𝐺inv (𝑧) with probability 1 and leaves

the state unchanged. The first case matches the first two tests of the ideal inverter. In the second

case, 𝐼chal contains at most the pair (𝑥∗, 𝑧∗), since the preimage creator outputs 𝑥∗, and 𝑥𝑧 ≠ 𝑥∗,
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so the ideal inverter returns 𝑥𝑧 exactly when 𝐶𝑝 (𝑥𝑧 , 𝐺 (𝑥𝑧), 𝑧) = 1. Here 𝐺 (𝑥𝑧) = 𝑓 (𝑥𝑧), so this is

the condition (𝑥𝑧 , 𝑓 (𝑥𝑧)) ∈ 𝑅𝑝,𝑧 that 𝑀𝑅𝑝,𝑧
tests, and on a basis state of the table this test has a

certain outcome and does not change the state. The third case matches the ideal inverter because

𝐺 (𝑥∗) = 𝑦∗.
Hybrids. For 𝑖 ∈ {0, . . . , 𝑞inv}, let Hyb𝑖 be the simulation game of Figure 23 with R above, except

that the first 𝑖 inversion queries of Arun receive the ideal reply. Then Hyb
0

is the simulation game.

We show that Pr[Hyb𝑞inv ⇒ 1] equals the probability that InvQRO(A) outputs 1. In Hyb𝑞inv no

measurement𝑀𝑅
is applied, so the database𝐷 is acted on only by blocks of𝑂 and by ideal inversion

operations, all of which act on 𝑓 only as a control or as a measurement in its computational basis.

We may therefore measure 𝑓 at the start without changing the distribution of the game. Then 𝑓

and 𝑦∗ are uniform and independent of each other and of the coins of the setup sampler. For

each fixing of these coins, and hence of 𝑥∗, the function 𝐺 is therefore uniform, so 𝐺 is uniform

and independent of (𝑝, aux). In Hyb𝑞inv every algorithm uses the oracle 𝐺 in the way the ideal

inversion game uses 𝐺. The setup sampler has no oracle access, and the challenge oracle forms the

challenge image from 𝐺 (𝑥∗) = 𝑦∗. The replies to inversion queries are O𝐺inv by the claim above, and

the adversary’s run stage and output predicate query 𝐺. So Hyb𝑞inv and the ideal inversion game

output 1 with the same probability.

Adjacent hybrids. Fix 𝑖 < 𝑞inv. The games Hyb𝑖 and Hyb𝑖+1 agree until the (𝑖 + 1)st inversion

query, and afterwards they apply the same continuation. If that query is not made, the two games

are identical. Otherwise let 𝜏 be the joint state just before the query is answered. It is a classical-

quantum state whose classical part 𝑐 includes the query 𝑧, the lists 𝐿chal and 𝐼chal, and the values 𝑥∗,
𝑦∗, and 𝑝. No measurement 𝑀𝑅

has been applied so far, and for each query input 𝐺 either applies

a block of 𝑂 or adds a fixed value 𝑦∗ to the answer register. So, by item 1 of Lemma C.1, each 𝜏𝑐
is supported on V𝐷 . Let 𝛿𝑐 be the trace distance between the states after the two replies to 𝑧 on

input 𝜏𝑐. Then ��
Pr[Hyb𝑖 ⇒ 1] − Pr[Hyb𝑖+1 ⇒ 1]

�� ≤∑︁
𝑐

Pr[𝑐] 𝛿𝑐 .

We bound 𝛿𝑐 in three cases.

• 𝑧 ∈ 𝐿chal, or 𝑧 has no candidate, or cand(𝑧) ≠ 𝑥∗. If 𝑧 ∈ 𝐿chal, both games return ⊥. If 𝑧 has

no candidate, then 𝑅𝑝,𝑧 is empty and both games return ⊥. Otherwise the simulator applies

𝑀𝑅𝑝,𝑧
and the ideal reply is 𝑀𝑅𝑝,𝑧

, and item 2 of Lemma C.1 gives 𝛿𝑐 ≤ 2

√︁
Γ/2ℓ .

• cand(𝑧) = 𝑥∗, 𝑧 ∉ 𝐿chal, and the challenge image has been registered. The simulator returns ⊥ and

leaves the state unchanged, as shown above, and the ideal reply is ⊥, because (𝑥∗, 𝑧∗) ∈ 𝐼chal
and 𝑧 ≠ 𝑧∗. So 𝛿𝑐 = 0.

• cand(𝑧) = 𝑥∗, 𝑧 ∉ 𝐿chal, and no challenge image has been registered. Here we use only 𝛿𝑐 ≤ 1.

Let early𝑖+1 be the event of the third case. Then��
Pr[Hyb𝑖 ⇒ 1] − Pr[Hyb𝑖+1 ⇒ 1]

�� ≤ 2

√︂
Γ

2
ℓ
+ Pr[early𝑖+1],

where the probability is taken in the part of the games before the reply.

Early queries at the challenge preimage. It remains to show that Pr[early𝑖+1] ≤ 1/|X|. Consider

the run stage up to the earlier of its (𝑖 + 1)st inversion query and its first challenge query with an
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input inW′
. In this part of the games every inversion query receives the ideal reply, the lists 𝐿chal

and 𝐼chal are empty, and no measurement 𝑀𝑅
is applied. So, as in the argument for Hyb𝑞inv , we

may measure 𝑓 at the start, and 𝐺 is then a uniform function independent of (𝑝, aux). Each ideal

reply in this part is O𝐺inv (𝑧) with empty lists, which is determined by 𝑝, 𝑧, and 𝐺. So the run stage’s

behavior in this part is determined by 𝑝, by 𝐺, and by its own randomness. The setup sampler

samples 𝑥∗ uniformly from X = F.Dom and independently of 𝑝. Since 𝐺 is independent of (𝑝, aux),
the value 𝑥∗ is uniform and independent of (𝑝, 𝐺), and hence of everything that determines the

run stage in this part. The event early𝑖+1 requires the (𝑖 + 1)st inversion query 𝑧 to be made in this

part and to have cand(𝑧) = 𝑥∗. Since cand(𝑧) is determined by 𝑝 and 𝑧, this has probability at most

1/|X|.
Conclusion. Summing over 𝑖 < 𝑞inv gives

��
Pr[Hyb

0
⇒ 1] − Pr[Hyb𝑞inv ⇒ 1]

�� ≤ 𝑞inv

(
2

√︂
Γ

2
ℓ
+ 1

|X|

)
.

By Equation (32), this bounds Adv1-DINJEXT2-samp
QRO,WrapFO

(B,R) by the same quantity. Since X = F.Dom =

{0, 1}𝑛, we have 1/|X| = 2
−𝑛

. Finally, when the condition on challenge queries applies to B, the

algorithm A never queries the challenge oracle, so neither does R. This proves the theorem. □
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