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Abstract. The One-Way-to-Hiding (O2H) theorem is a useful tool for
analyzing reprogramming in the quantum random oracle model (QROM).
It bounds the distinguishing advantage by the probability ¢ that a one-
wayness attacker finds the reprogrammed point. A sequence of works has
improved the tightness of this theorem. Currently, the Measure-Rewind-
Extract O2H (MRE-O2H) theorem proved by Ge et al. (ASIACRYPT
2024) achieves the tightest known upper bound of O(,/q-€), where ¢ is the
number of quantum queries. This theorem follows the Double-Sided idea
introduced by Bindel et al. (TCC 2019), which requires the one-wayness
attacker to access both the original and reprogrammed random oracles,
thereby imposing stronger requirements on the reduction. Moreover, it
incurs a g-dependent loss of O(,/q).

In this paper, we address these limitations by proving two Extract-
Amplify-Measure (EAM) O2H theorems. First, we prove a Single-Sided
EAM-O2H (SSEAM-O2H) theorem, which achieves the same O(,/q - €)
upper bound as the MRE-O2H theorem, while the resulting attacker only
needs access to either the original or the reprogrammed random oracle,
reducing the requirements on the underlying reduction. Second, we prove
a Double-Sided EAM-O2H (DSEAM-O2H) theorem, which retains the
Double-Sided idea used in the MRE-O2H theorem but removes the g¢-
dependent loss, yielding a tight O(e) upper bound.

As applications, we revisit the security of several Fujisaki-Okamoto
variants proposed by Hofheinz et al. (TCC 2017) in the QROM, namely
U’L, FO*L7 FO;%, FO1, and FO;;, and obtain the following results:

— The IND-CCA security of U can be reduced to the OW-CPA security
of the underlying PKE scheme. Compared with the previous proofs
by Bindel et al. (TCC 2019) and Kuchta et al. (EUROCRYPT 2020),
we avoid both the square-root loss and the g-dependent loss in the
underlying adversary’s OW-CPA advantage.

— The IND-CCA security of FOX, FO%, FOT, and FOZ can be reduced
to the IND-CPA security of the underlying PKE scheme. Compared
with the previous proofs by Ge et al. (ASTACRYPT 2024), we reduce
the g-dependent loss from O(g*-%) to O(¢°%).



— Assuming unique randomness recoverability, the IND-CCA security
of FOL7 FOTL,L, FO+, and FO; can be reduced to the OW-CPA security
of the underlying PKE scheme. Compared with the previous proofs
by Ge et al. (ASTACRYPT 2024), we avoid the g-dependent loss in
the underlying adversary’s OW-CPA advantage.

Keywords: quantum random oracle model - security proof - Fujisaki-
Okamoto transformation - key encapsulation mechanism.

1 Introduction

The Fujisaki-Okamoto (FO) transformation [12] is a generic tool for upgrad-
ing a public key encryption (PKE) scheme to achieve indistinguishability under
chosen-ciphertext attacks (IND-CCA) in the random oracle model (ROM) [3].
The underlying PKE scheme only needs to satisfy a weaker security notion, such
as indistinguishability under chosen-plaintext attacks (IND-CPA) or one-wayness
under chosen-plaintext attacks (OW-CPA). Rather than directly constructing an
IND-CCA-secure PKE scheme, a common and often more efficient way is to first
build an IND-CCA-secure key encapsulation mechanism (KEM) and then obtain
an IND-CCA-secure PKE scheme via the KEM-DEM paradigm [8]. Dent [9] pro-
posed the first KEM variant of FO and showed how to construct IND-CCA-secure
KEM schemes in the ROM. Later, Hofheinz et al. [16] proposed some KEM vari-
ants of FO, including U*, FO, FO%, FO*, and FO};, and proved their IND-CCA
security in the ROM?®. These variants are also called the FO-like transformations.

The FO-like transformations have been widely adopted in the NIST post-
quantum cryptography standardisation process [24]. In the post-quantum set-
ting, Boneh et al. [5] suggested lifting the ROM to the quantum random oracle
model (QROM). Hence, the QROM security of FO-like transformations has be-
come an important research topic. To date, a series of works [26,18,19,4,21,17,13]
have proved the IND-CCA security of FO-like transformations in the QROM,
where an important tool is the One-Way to Hiding (O2H) theorem and its vari-
ants. The original O2H theorem was introduced by Unruh [27] and then restated
by Ambainis et al. [1]. Its statement can be informally described as follows.

e Original O2H theorem. There are two functions G, H : X(= {0,1}™) —
Y and a subset S C X such that G(x) = H(x) for all z ¢ S. Thus, G and H
differ only on S. There is also a ¢-query quantum distinguisher A with the
distinguishing advantage Adv(A) := | Pr[l + A7] —Pr[1 + A%]|. The O2H
theorem states that Adv(A) < 2q-+/Adv(Boy), where Boy, is a one-wayness
attacker that has quantum oracle access to G or H, and Adv(B,y) denotes
its probability of finding an element in S.

® The notation [ denotes implicit rejection, whereas L denotes explicit rejection. In
the former case, decapsulation of an invalid ciphertext returns a pseudorandom value,
while in the latter case it returns the failure symbol L.



For the O2H variants used in [26,18,19,4,21,17,13], we briefly review four rep-
resentative variants below. By introducing additional constraints, these variants

achieve tighter bounds than the original O2H bound 2q - y/Adv(Bgy)-

e Semi-Classical O2H (SC-O2H) theorem. This variant is proved by Am-
bainis et al. [1]. By allowing Boy to access G\\S, which is an oracle that first
queries the semi-classical oracle (’)gc and then G, this variant proves that
Adv(A) < 2y/g+ 1+ /Adv(Boy). Intuitively, the introduction of OZ¢ en-
ables B,y to determine whether x belongs to .S, thereby improving its ability
to find an element in S.

e Double-Sided O2H (DS-O2H) theorem. This variant is proved by Bindel
et al. [4]. By allowing B,y to query G and H and assuming |.S| = 1, this vari-
ant proves that Adv(A) < 2-1/Adv(Bow). The "Double-Sided" idea of Bindel
et al., namely allowing B,y to query both the original and reprogrammed
random oracles and thereby improving its ability to find an element in S, is
inspired by Zhandry’s compressed oracle technique [29].

e Measure-Rewind-Measure O2H (MRM-O2H) theorem. This variant
is proved by Kuchta et al. [21]. It follows the Double-Sided idea and uses
quantum rewinding to improve By ’s ability to find an element in S, achiev-
ing a bound Adv(A) < 4¢ - Adv(Boy) without the square-root advantage
loss. Here, quantum rewinding means that, roughly speaking, if A performs
the unitary operation U, then B, performs its inverse UT at some point.

e Measure-Rewind-Extract O2H (MRE-O2H) theorem. This variant
is proved by Ge et al. [13]. It can be viewed as a variant of MRM-O2H, which
tightens the bound to Adv(A) < 4,/q - Adv(Bow). This variant also follows
the Double-Sided idea and allows By, to rewind A. In addition, it enables
Bow to query the indicator function 1g of the set S, where 1g(z) = 1ifz € S
and 0 otherwise, further improving B, ’s ability to find an element in S.

The above four O2H variants improve the original O2H bound in different ways,
and MRM-O2H and MRE-O2H theorems further eliminate the square-root ad-
vantage loss. Moreover, SC-O2H, MRM-O2H, and MRE-O2H theorems support
quantum parallel queries, where the term ¢ in their bounds can be replaced by
the query depth d, which provides an additional improvement®.

When assessing the post-quantum security of FO-like transformations, tighter
security proofs in the QROM are highly desirable, as the tightness determines
the flexibility of parameter selection and the strength of the resulting security
guarantee. In fact, the goal of the long line of work [26,18,19,4,21,17,13] on tighter
O2H variants is to obtain tighter IND-CCA security proofs for FO-like transfor-
mations in the QROM. However, the currently tightest MRE-O2H theorem still
follows the Double-Sided idea and introduces a loss factor of 4,/q depending on
the number of quantum queries. The former requires the reduction algorithm to
simulate both the original and reprogrammed random oracles, which may limit
its applicability in settings where the two oracles are difficult to simulate simul-

5 For the sake of simplicity, we do not consider quantum parallel queries in this paper.



taneously”. Moreover, the latter introduces an additional 4,/q security loss in
the resulting security proof. Hence, a natural question arises:

Can we prove a new OZH theorem that goes beyond the Double-Sided idea or
eliminates the q-dependent loss?

1.1 Owur Contributions

We address the above question by developing a new Extract-Amplify-Measure
(EAM) technique based on amplitude amplification [6] and using it to prove two
O2H theorems as follows:

Single-Sided Extract-Amplify-Measure O2H (SSEAM-O2H),
Double-Sided Extract-Amplify-Measure O2H (DSEAM-O2H).

The SSEAM-O2H theorem has the same asymptotic bound as the MRE-O2H
theorem, while the resulting one-wayness attacker B, only needs access to either
the original or the reprogrammed random oracle, rather than both. Therefore, it
provides broader applicability than the MRE-O2H theorem. The DSEAM-O2H
theorem retains the Double-Sided idea used in the MRE-O2H theorem, but has a
tight upper bound 22 - Adv (B, ), thereby completely removing the ¢g-dependent
loss. In the following Table 1, we also compare our SSEAM-O2H theorem and
DSEAM-0O2H theorem with previous O2H theorems.

Table 1: Comparison of O2H theorems. The "B, accesses" column shows the
oracles quantum accessible to Byy. The 1g refers to the indicator function of .S,
that is, 1g(z) = 1 if x € S and 0 otherwise. The "Running time" column gives
the relationship between the running time 7p_, of By and the running time 74
of A. The T5.> denotes the expected running time of By,

O2H theorem | Bound (Adv(A) <) | [S|| Bow accesses |  Running time
SC-O2H [1] |2v/q+ 1 \/Adv(Bow)|Any| G\S or H\S | Thow =~ T
DS-02H [4] | 2-y/Adv(Bow) |One| GandH | Tbow ~ T4

MRM-O2H [21] |  4¢-Adv(Bow) |Any| GandH |  Ts, $3-Ta

MRE-O2H [13] | 4,/q-Adv(Bow) |Any| G, H and 1s | TBow S3-Ta

SSEAM-O2H Thm. 2| 221/g + 1 - Adv(Bow) |Any|(G or H) and 15|7T5® < (2m +5) - Ta*
DSEAM-O2H Thm. 4|  22-Adv(Bow) |One| Gand H [T5P < (2m+5)-Ta®

“ Recall that S C X (= {0,1}™). Hence, m is the bit length of the element in S and X.

" For example, in proving the OW-CPA security of the transformation T [16], the value
H(m™) is embedded in the challenge ciphertext ¢* = Encpr(m™; H(m™)). In this case,
a reduction algorithm receiving (pk, ¢*) can directly simulate the reprogrammed ver-
sion of H, where H(m") is replaced by a fresh random value. However, the reduction
algorithm may be unable to perfectly simulate the original random oracle H, since
it generally cannot recover H(m™) from c*.



Trade-off of our O2H. Although our O2H theorems improve applicability and
tightness compared with previous results, they have two trade-offs in the running
time of B,y,. We believe these trade-offs are acceptable, as analyzed below.

1. Previous O2H provide a running time bound for B, that is at most 3-74. In
contrast, our O2H introduces a factor of 2m+5, where m is the bit length of
the elements in X. Nevertheless, we believe that this is an acceptable trade-
off because, in practice, at least for the FO-like transformations considered
in this paper, X = {0, 1} is the message space of underlying PKE schemes,
where m is usually fixed to 256. Hence, although 2m + 5 = 517 is still much
larger than 3, it only introduces a constant-factor overhead in T4.

2. Unlike previous O2H, where the running time of By, is actually bounded in
the worst case, we only give an expected running time bound for B,,. In fact,
our By needs to repeatedly run A for k times, where k may take exponential
values with some probability. Hence, even if A runs in strict poly-time, the
worst case running time of our B, may still be exponential. Fortunately,
since the expectation of k£ can be bounded by m+2, our By, runs in expected
poly-time with bound (2m + 5) - T4. We believe this is an acceptable trade-
off. First, expected poly-time QROM security proofs have already appeared
in the literature, such as the expected poly-time acHVZK simulator in the
EUF-CMA security proof of Dilithium [2]. In addition, assuming Adv(.A) is
non-negligible, we can apply the cutoff argument [20, Lemma 1.2] to convert
B,y into a strict poly-time attacker while preserving the relationship between
Adv(A) and Adv(Bow) up to a constant factor. Thus, if A can distinguish G
and H with a non-negligible advantage, we can then design B, to find an
element in S in strict poly-time and achieve a similar advantage. So our O2H
theorems preserve the essential reduction functionality of O2H theorems.

Moreover, similar to the DS-O2H theorem, our DSEAM-O2H theorem requires
|S| = 1. Nevertheless, following [4], this restriction can be relaxed by introducing
a function f, where S is allowed to contain multiple elements as long as the set
{f(x) : x € S} that By actually guesses still contains only one element.

By using our O2H theorems, we give tighter IND-CCA security proofs for the
FO-like transformations U*L, FOJ‘, FO;fL7 FO*, and FO#T in the QROM, and the

security bounds are shown in Table 2. For U*{‘, under the n-injective assumption,
we give a tight IND-CCA security proof. Moreover, without assuming n-injective,
we still prove the IND-CCA security of U’L, while avoiding both the square-root
loss and the g-dependent loss in €. This comes with a trade-off: replacing the
FFC game used in [4,21] with the COR game defined in [16] and introducing a
Va loss®. For FO’L7 FO;&, FO*, and FOfn, compared with [13], our bounds reduce
the ¢g-dependent loss in € by a factor of ¢ + qp, (¢ + qp)°>, q, or ¢°5.

8 Note that the third-round finalist NTRU [25] uses ut (called SXY in their specifica-
tion) and has zero decryption error, implying that the corresponding COR advantage
dcor is also zero. Hence, our Theorem 6 in fact gives a tight IND-CCA proof for NTRU
based on the standard OW-CPA security. This is also non-trivial, since previous tight
IND-CCA proofs for NTRU relied on the non-standard DS-IND security [26].



Table 2: Security bounds in the QROM. Here ¢ is the total number of queries
to random oracles and gp is the total number of queries to the decapsulation
oracle. 0 and e denote the decryption error and security bound of the underlying
PKE scheme. dgrc and dcor denote the advantages in the FFC and COR games.
Here we abbreviate unique randomness recoverable as URR for simplicity.

Transformation Ugljcelﬁi};l;g Assumption lzecillllilte; Security bound
U+t [4] OW-CPA | 7-injective |IND-CCA Ve+ Orrc + 1
U+ [21] OW-CPA | 7-injective [IND-CCA q-€+0rrc+ 1
UL Thm. 5 OW-CPA | n-injective [IND-CCA €+ O0rrc + 1
UL Thm. 6 OW-CPA \ IND-CCA €+ /G- dcor

FO*,FO; [13] | IND-CPA | ~-spread [IND-CCA|(q+qp)'® - e+q-vVd+qp-V2~7
FO',FOL Thm. 9 | IND-CPA | ~-spread |IND-CCA|(q+qp)®®-e+q-vV6+qp V27

FO',FO:: [13] | OW-CPA URR  |IND-CCA (q+qp)°P-e+q-V6
FOL,FO: Thm. 10| OW-CPA | URR |IND-CCA etq-Ve

FO*,FOZ [13] | IND-CPA \ IND-CCA " e+ s
FO*,FOL Thm. 17| IND-CPA \ IND-CCA P e+q?-b

FO* FO [13] | OW-CPA | URR [IND-CCA e+ >0
FO,FO% Thm. 18 OW-CPA | URR  |IND-CCA e+q- 6

1.2 Technique Overview
In this section, for clarity, we explain our techniques in the following two steps:

e We first explain how to prove the SSEAM-O2H and DSEAM-O2H theorems.
Roughly speaking, the proof first extracts a queried input into an auxiliary
register if it is in S, then uses amplitude amplification [6] to amplify the
successful-extraction component, and finally measures the auxiliary register
to obtain an element in S. This Extract-Amplify-Measure (EAM) technique
allows us to design a one-wayness attacker with a higher success probability,
thereby yielding tighter bounds.

e Next, we explain how to use our new O2H theorems to give tighter IND-CCA
security proofs of U%, FO*, FOX, FO', and FO in the QROM.

m? m

Recall that G, H : X(= {0,1}") — Y are functions such that G(z) = H(z) for
all ¢ S. For simplicity, we set S = {m*}. That is, there is only one point where
G and H may differ. We also consider the following simple distinguisher A:

AS M4 0 UsOcUyOgle), AH : Mg o UsOrUyOg ), (1) := Upl0%)).

Specifically, A works on a quantum register with a qubits and first performs the
unitary operation Uy on |[0%) to prepare its initial state |¢p). Uy and Us are the



unitary operations performed by A between its oracle queries Og/Op, where
Oc¢lz,y) = |z, y® G(z)) and Og|z,y) = |z,y® H(x)). M 4 is a binary projective
measurement and its outcome is the final output of A.

How to prove SSEAM-02H theorem. Define g := 2 to represent the number
of queries made by A. The first step of this proof is to invoke [1, Theorem 1],
which introduces the semi-classical oracle 03¢ (Definition 1) and ensures that

|Pr[1+ A% —Pr[1+ A"]| <2y/g+1-/Pr[Find: AG\5]. (1)

Here G\ S is an oracle that first queries O2¢ on the input of G and then queries
G. Find is the event that OgC ever has outcome 1.

Note that 03¢ can be simulated by querying 1g, where 1g(z) = 1if z € S
and 0 otherwise. Moreover, roughly speaking, if a query to Ogc has outcome 1,
then the state of its input register is a superposition of elements in S. Hence,
Pr[Find : AG\S | naturally corresponds to the success probability of the following
one-wayness attacker B: it runs A“\S by querying G and 1g, and once a simu-
lation of Ogc has outcome 1 (i.e., Find occurs), it stops and measures the input
register to obtain an element in S. Here, to facilitate the analysis of probability
differences, we design a purified version of B with additional record registers as:

e BY!s has auxiliary register BT and initial state |02)|0,0™)gt. It performs
UgOgUg U:0qU é Up, then measures BT in the computational basis to obtain
(b,t), and finally outputs ¢ if b # 0 and outputs L otherwise.

The unitary operations U} (i € {1,2}) used by B are defined as follows and can
also be implemented by querying 1g.

. |x,y>|z,t@x>BT xESandbzo,
Uslz, y)|b, t)eT := < |2, 9)[0,tDa)gr xz€ Sandb=1,
|z, y)|b, t)BT otherwise.

Compared with A, B additionally applies U} before the i-th G query (i € {1,2}).
Intuitively, Ug serves three purposes. First, it records in T the inputs in S queried
by A to G. Second, it records in B the index of the first G query that records
the element « € S in T. Third, if some U} with j < ¢ has already recorded (j, z)
in BT, then U} does not make any record in BT again.

Indeed, Pr[Find : A%\9] equals the probability that B outputs some ¢ € S.
This is because Find can be decomposed into two mutually exclusive events:
either Find occurs in the first G\S query, or it first occurs in the second one?,
and these two events correspond respectively to the records (1,¢; € S) and
(2,t2 € S) in the BT register. More precisely, (1,¢; € S) means that an element
in S is recorded at the first query, whereas (2,t5 € S) means that such an element
is first recorded at the second query. Hence, B essentially transforms Find into

9 Recall that the distinguisher A considered here makes only two oracle queries.



the event that measuring the BT registers yields (b, t) satisfying b # 0 and t € S.
Thus, by Eq. (1), we have

[Pr(1 e AS] —Pr[l e A"][ <2\/g 1 \/Prlte S:t e BO1s] (2)

In addition, an important observation of B is that the final state of B before
measurement can be decomposed into two orthogonal components according to
whether the B register is in state |0). Specifically, define the projectors g :=
Y owes ) (x| = [m*)(m*| (recall that S = {m*} in our simple case) and II :=
I —IIg. Then, the final state of B before measurement can be written as

|wﬁnal> = UQOGHJ_UIOGHJ_|w> ® |07 0m>BT +
=|pad)
U20cU1Oclg|) @ |1, m™ )t + U2OcIlsUr O¢IL |¢) ® |2, m™ )T
=[good)

:|wbad> + ngood>~

Now, we have ||[tgo0d)|| = \/Pr[t € S : t + BF1s], since by the definition of B,
the probability Pr[t € S : t + BY1s] is exactly |||1good) |-

The above analysis shows that B is well suited for applying amplitude am-
plification [6]: its initial state [0%)|0,0™)gT is the all-zero state, its success prob-
ability is determined by the norm of the state |¢go0d), and |¢haa) and |1good)
can be distinguished according to whether the B register is in state |0). In fact,
by defining Up := UsOcgU2U10cULUy, Lemma 1 of [6] and the analysis in Egs.
(2)—(8) of the same paper show that the following operation Am can be used to
amplify the success probability of B'°.

Am = Ug o (2100, 0™)g7(0%(0, 0™ |7 — 1) 0 U} o (2]0)(0]g — Ig).

Since Og and U} (i € {1,2}) are Hermitian, we have Uj; = Ul ULOcU U204 U] .
We stress that we do not need to amplify Pr[t € S : ¢ + B%15] to a value close
to 1; it suffices to amplify it to around /Pr[t € S : ¢ < BG-1s]. In other words,
based on B and Am, we aim to design a new one-wayness attacker B,y such that

VPrlt €S i+ BGls) <c PrlteS:te BY] (3)

for some suitable constant ¢, e.g., ¢ = 10. At this point, combining Eq. (3) with
Eq. (2), we obtain

|Pr[1<—AG]—Pr[l(—AHH§2c\/q+1-Pr[t€S:teB§“’,ls].

The above is the core inequality of our SSEAM-O2H theorem, bounding the dis-
tinguishing advantage of A in terms of the success probability of B,y,. Although
the above analysis assumes that B, queries G and 1g, the same argument ap-
plies directly when it queries H and 1g, since the starting point Eq. (1) is actually
single-sided and remains valid with G\S replaced by H\S.

10 For completeness, we provide a proof of this claim in the main body (Lemma 1).



Table 3: The distribution ©. Here T := Y"1 1/2".

k 20 21 22 ... 9om
N 1 1 1 1
probability T 0T AT 92 T.gm

Notice that in the previous paragraph, we only described the desired effect of
Bow without giving its concrete construction. We now provide the construction.

e B&:'s has auxiliary register BT and initial state |0%)]0,0™)gT. It first samples
k according to the distribution © defined in Table 3, then performs (Am)*Us
and measures BT in the computational basis to get (b,t). BS;'s outputs ¢ if
b # 0 and outputs L otherwise.

The construction of B, is the same as that of B, except that it additionally
performs k iterations of Am before the final measurement. Thus, the key is how
to choose k. A larger k generally gives stronger amplification but also increases
the running time. As mentioned before, our goal is not to amplify the success
probability of B to a value close to 1, but only to around \/Pr[t € S : t + B%1s].
Hence, we simplify the amplification-iteration distribution used in [6, Theorem 3|
to the distribution defined in Table 3. We prove that this distribution is sufficient
to achieve our desired amplification effect, and its expectation is at most m + 2,
where m is the bit length of the elements in S and X. So our theorem introduces
a certain trade-off in running time. Nevertheless, as explained in Section 1.1, we
believe that this trade-off is acceptable.

Remark 1. We intuitively explain why the distribution © in Table 3 achieves
the desired amplification effect. Let |’(/J§ ) denote the good component after k

ood
amplification iterations. To derive Eq. (3) based on D, it suffices to prove that, for

some suitable constant ¢, ||[¢good)|| < ¢+ Do (T - 2i)_1|||¢§god>||2. We consider

three cases. When |[|[tgooa)l| is relatively large, |[[1s,00) 1> and |[[1)2,,q)|I° are
also relatively large. Hence, for a suitable constant ¢, the first two terms of the
sum already suffice to upper bound |||1go0d)||- When ||[t)go0a) || is relatively small

but there exists some 0 < j < m such that 1/27 & |||¢)go0a)||. For this j, the 27

amplification iterations makes || \wéiod>||2 close to 1, while 1/(T - 27) is within a

constant factor of |||Ygo0a)|| since 1 < T' < 2. Hence, for some suitable constant c,

the term ¢ (T-27)71|| |1/J§;Od> ||? alone suffices to upper bound ||[{)go0q)||. Finally,

when |||t¥go0d)|| is very small such that [||t)ge0d)| < 1/2™, we obviously have
1Y go0d) || < c-Z;’;O(Tﬂi)*lﬂwiod)”? +1/2™. Thus, this case can be handled
by adding a tail term 1/2™ to the desired inequality, which is also acceptable

since 1/2™ is generally negligible. This gives the desired amplification effect.

How to prove DSEAM-0O2H theorem. Our proof starts from [4, Lemma 5],
which gives a one-wayness attacker B with access to both G and H satisfying

[Pr[1 e A] ~Pr[1 e AM][ <2 \/Prte 5t B, (4)



The construction of B follows that of A, except that the oracle queries Og/Og
are replaced by ROg, g R. Here R : |x,)|b, t)gT — |2,¥)|b,t & (b- x))gT records
information in the BT register, and Og,m := (|+)(+|s ® On) + (|—)(—|s ® O¢)
performs a coherent query to G and H controlled by B. The concrete construction
of B is given below.

e BYH has auxiliary register BT and initial state [0%)|0,0™)gT. It performs
Us(ROg, 5 R)U1(ROg,u R)Up, then measures BT in the computational basis
to obtain (b, ), and finally outputs ¢ if b # 0 and outputs L otherwise.

In our simple case where S = {m*}, by defining P := 1/2 - (Us0gU0gUy +
UQOGUlogU()) and Q = 1/2 . (UQOHUlOHUO — UQOGUlOgUO), [4, Lemma 5]
gives the following final state of B before measurement:

|¢ﬁna1> - P|Oa> ® ‘Oa Om>BT + Q|O¢l> & |1’m*>BT'

‘We can observe that, unlike the proof of the SSEAM-0O2H theorem discussed
earlier, where we need to construct a one-wayness attacker suitable for amplitude
amplification, the attacker B constructed in [4] already has the desired structure.
Specifically, its initial state |0%)|0,0™)gr is the all-zero state, its success proba-
bility is determined by the norm of Q|0%) ® |1, m*)gT, and P|0%) ®0,0™)gT and
Q]0%) ® |1, m*)gT can be distinguished according to whether the B register is in
state |0). Hence, applying the same amplitude amplification technique as in our
SSEAM-O2H proof, we can construct a new one-wayness attacker By, satisfying

VPrlteS:te BaH) <c-Prltes:te BGY] (5)

for some suitable constant c. Define Ug := Us(ROg,u R)U1(ROg,m R)Uy. Then,
the amplification operation used by By is

Am = Upg o (2|0%)]0,0™)g7(0%[(0,0™|gT — I) 0 U; o (2|0)(0|g — Ig)-

Since R and Og, g are both Hermitian, Ug equals Ug (ROg.uR) UI (ROg.uR) Ug.
Next, the concrete construction of By, is as follows.

o B%.H has auxiliary register BT and initial state [02)|0,0™)gT. It first samples
k according to the distribution © defined in Table 3, then performs (Am)*Us
and measures BT in the computational basis to get (b,t). BS:2 outputs ¢ if
b # 0 and outputs L otherwise.

At this point, by combining Eq. (4) with Eq. (5), we obtain
|PrL+ A9] —PrL«+ A"]| <2c-PrteS:t« BS].
The above is the core inequality of our DSEAM-O2H theorem, bounding the

distinguishing advantage of A in terms of the success probability of By. Note
that, as in [4], our By is double-sided, requiring access to both G and H.
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QROM security proofs for U%. Here, we briefly explain how to prove the
IND-CCA security of UL in the QROM. When the underlying PKE scheme is
n-injective, we follow the proof of [4, Theorem 2|, replacing the DS-O2H the-
orem used there with our tight DSEAM-O2H theorem. When the underlying
PKE scheme is not n-injective, however, the random oracle reprogramming ar-
gument of [4, Theorem 2] no longer applies. We therefore give a new proof of the
reprogramming step using the COR game [16]. Roughly speaking, to keep the
reprogramming of random oracle G undetectable, the previous proof requires
the encryption algorithm to be injective and the adversary not to query the
decapsulation oracle on an error ciphertext c. Instead, we only require the ad-
versary not to query G on an error (m, c) pair'!, thereby avoiding the n-injective
assumption. To this end, we use the MRE-O2H theorem [13] to transform the
probability of detecting the reprogramming into that of guessing an error (m, ¢)
pair, resulting in an adversary against the COR game at the cost of a \/q loss'?.
The remaining proof follows [4, Theorem 2|, with the DS-O2H theorem replaced
by our DSEAM-O2H theorem to obtain a tighter bound.

QROM security proofs for FO’L, FO#, FO*, and FOTJ;l. The proofs for these
transformations are similar, so we briefly explain the case of FOf;L. The first step
is to invoke [14, Theorem 2|, which shows that, in the QROM, the IND-CPA
security of FOfn implies its IND-CCA security. We therefore focus on proving
the IND-CPA security of FO# using our SSEAM-O2H theorem. In this proof, we
first combine the generation of the randomness r := H(m) and the session key
k := G(m) by introducing a single random oracle F' with (r,k) := F(m). We
then follow the idea of [4, Theorem 1] to reduce the IND-CPA security of this
reformulated construction to that of the underlying PKE scheme in two steps:

e First, instead of sampling the challenge plaintext as m* <g M, where M
is the message space, we equivalently sample mg < M, my <g M\{mo},
¢ +3 {0,1}, and set m* := m.. Then, the reprogramming of F' at m* can be
covered by a broader reprogramming: we reprogram F' at both mg and my,
and it suffices to show that the adversary cannot distinguish whether F' is
reprogrammed on .S := {mg, m1}. The reason for this approach is that, when
only m* is reprogrammed, a reduction receiving the challenge ciphertext c*
may be unable to test whether an element equals m* without additional
properties of the underlying PKE scheme. With this broader reprogramming
on S, however, the reduction against the IND-CPA security of the underlying
PKE scheme can sample mq and m; itself and hence compute 1g, allowing
us to apply our SSEAM-O2H theorem.

"1 Here, an error ciphertext ¢ means that there exists some m such that Encyx(m) =
c¢ A\ Decsi(c) # m, and an error (m, ¢) pair means that Encyx(m) = ¢ A Decsk(c) # m.

12 Although our SSEAM-O2H could also be used here, we use MRE-O2H because it has
a simpler structure and gives the same asymptotic bound. Note that our DSEAM-
O2H cannot be directly applied to remove the /g loss, since the set S in this case
does not necessarily satisfy |S| = 1.
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e As in the proof of [4, Theorem 1], after applying the SSEAM-O2H theorem,
it remains to bound a tail probability that the reduction outputs m;_. af-
ter receiving Encpp(m.). Since mg is sampled uniformly from M and m,
uniformly from M\{mg}, for either value of ¢, conditioned on m,, the value
mq_. is uniformly distributed over M\ {m.} from the reduction’s view. Thus,
following the proof of [4, Theorem 1], this tail probability should be bounded
by q/(]JM| — 1), where ¢ is the number of random oracle queries.

Nevertheless, we stress that the bound ¢/(]JM| — 1) requires some additional
care, since the SSEAM-O2H theorem amplifies the success probability of the
one-wayness adversary and may also increase the probability of outputting m;_..
Fortunately, as discussed in the proof overview of the SSEAM-O2H theorem, its
amplification is actually bounded: the Pr[t € S : t + B%1!s] only needs to be
amplified to around +/Pr[t € S : t < BS1s]. We can hence rigorously show that
the amplified tail probability is at most /g/+/|M|— 1'?. Next, combining this
bound with the ,/g loss introduced by the SSEAM-O2H theorem yields a final
bound of ¢/+/| M| — 1. Although larger than ¢/(|M]|—1), this bound remains ac-
ceptable, and similar terms commonly appear in existing QROM security proofs
for FO-like transformations [18,26,22].

2 Preliminaries

2.1 Notation

By [w] we denote a bit that is 1 if w is true and otherwise 0. For a finite set
S, © +g S denotes that = is an element uniformly sampled from set S. For a
distribution ®©, x < © denotes that = is chosen according to distribution ®.
2x _,y refers to the set containing all functions from X to Y. For a game G
in the security proof, 1 + G denotes that G finally returns 1. Pr[A : B,C] (or
Prc[A : B], Prp ¢[A] for short) is the probability that the predicate A holds
where all variables in A are conditioned according to predicates B and C. For
an algorithm A, we use T4 to denote its running time. In particular, we use 7,
to denote the expected running time of A.

2.2 Quantum Background

We refer to [23] for basics of quantum computation. In Supplementary Material
B, we introduce several important quantum notions and QROM theorems that
are used throughout this paper.

3 Single-Sided Extract-Amplify-Measure O2H

Our Single-Sided Extract-Amplify-Measure (SSEAM) O2H focuses on the tuple
(G,H, S, z). Here G, H are functions with domain X (= {0,1}") and codomain

13 That is, Lemma 6 used in the proof of Theorem 8.
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Y, z € Z is arandom bitstring, S C X, and G, H, S satisfy that G(x) = H(x) for
all z ¢ S. The tuple (G, H, S, z) may have arbitrary joint distribution. During
our proof, we will frequently use the following three unitary operations.

OG : |$,y> = |fE,y@G(l’)>, OH : |z7y> — |$,y@H(ZL‘)>,

) |z, Y)|i,t®x)gr x€Sandb=0, (6)
Uglz,y)|b, t)eT := ¢ |z, 9)[0,t B x)gr x€Sandb=1i,
|z, y)|b, t)BT otherwise.

Here O¢ (resp. Op) is used to simulate G (resp. H) queries of the adversary. B
(resp. T) is the quantum register defined over {0,1,...,q} (resp X), where q is
a fixed positive integer. The unitary operation U% (i € {1,...,q}) updates the
register B (resp. T) by recording the flag i (resp. the query z) when x € S, and
reverses this update when the operation is applied again. One can directly verify
that all the unitary operations defined above are Hermitian, i.e., their Hermitian
transpose is exactly themselves.

In the following, we first prove the fixed version of the SSEAM-O2H, where
the tuple (G, H, S, z) is fixed. Then, we extend the result to the random version,
where the tuple follows an arbitrary joint distribution.

Theorem 1 (Fixed SSEAM-O2H). Let G,H : X — Y be fized functions
and S C X (= {0,1}™) be a fized set. Let z € Z be a fized bitstring. The tuple
(G,H, S, z) satisfies that Vo ¢ S, G(z) = H(x). Let 1g denote the indicator
function of the set S, that is, 1s(x) = 1 if x € S and 0 otherwise. Let A be a
q-query quantum oracle algorithm. Define
PSS  =Prb=1:b« A" (2)], PSH =Pr[b=1:b+ A%(2)].
Then, we can construct an algorithm D-'s(z) (O € {G,H}), which makes

an expected (2m + 5)q queries to O and an expected (4m + 10)q queries to lg,
has running time T3 < (2m +5) - Ta, and satisfies

| Pkt ** — PShe*| < 22¢/q +1- Adv(D). (7)
Here Adv(D) can be Pr[z € S : 2 + D's(2)] or Prfz € S: x «+ DH1s(2)].

Proof. By Fact 1 in Supplementary Material B, any quantum oracle algorithm
can be transformed into a unitary one with the same query times. Hence, with-
out loss of generality, we assume A°(z) (O € {G,H}) to be unitary. Next,
we suppose that AP(z) operates on an a-qubit register with the initial state
[¢,) := U,|0%), and we denote Uy, ...,U, as the unitary operations performed
by A°(z) between its oracle queries.

We first prove Eq. (7) under Adv(D) = Pr[z € S : x + D%!s(2)]. At this
point, we define the probability

P{HSz . — pr [Find : AS\9(2), (G, H, S, 2)| . (8)
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By using Theorem 11 under the fixed (G, H, S, z) we considered, we have

| P = P | < 24/ (a+1) - PEES. (9)

We then define two projectors as:

Mg =Y |o)a|, Dy =T-Tg= Y |)l, (10)

z€S zeX\S

where [ is the identity operator. For i € {1,...,q}, let Find; be the event that,
during the execution of A%\%(z), the measurement outcome of O is 1 for the
first time at the i-th query. One can check that Find; for different ¢ are mutually
exclusive, and Find = V{_, Find;. Thus, we can compute

PEHS: _py [Find L ANS (), (G, H, S, z)}

—Pr [v;?:lFindi L AGNS(2), (G, H, S, z)} (11)
q q i—1 2
~3 Pr {Findi  AGNS () (G, H, S, z)] =" | us [ 10,0611 102)
i=1 i=1 j=1

Here H(;:l [U;O¢I1, ] is defined as the identity operator and H;;ll [U;O0¢I1, ] for
1> 11is defined as U;,_10¢gIl| ... U10gI1, .

Note that P{H9% in Eq. (8) denotes only the probability of Find, rather than
the probability that the algorithm successfully guesses an element in S. In the
following, by using the oracle 15, we design a new algorithm B%'s(z) and then
establish a connection between its probability of guessing an element in S and
PRS2 The detailed construction of B%15(z) is as follows:

e B%15(2) has initial state |0)|0,0™)gT and performs U, to get |1.)[0,0™)pT.
Then, BY s (z) performs [[_, [U;0cU%] = U,0cUL ... U1OcU} and finally
measures the registers BT in the computational basis to get the measurement
outcome (b, t).

e B%1s(2) outputs x := ¢t if b # 0 and outputs L otherwise.

We note that the Ug defined in Eq. (6) for any ¢ € {1, ..., ¢} can be implemented
by querying 1g twice. Specifically, on the basis state |z, y)|b, t)gT, we first query
1s to obtain the membership bit [z € S] and compute r := [z € SJA[b € {0,¢}];
then, according to r, we apply a controlled-XOR operation on the register T and
a controlled permutation (]0) — |¢) and |i) — |0)) on the register B; next, since
the permutation preserves the predicate b € {0, 4}, we uncompute r using [z € 5]
and [b € {0,4}]; finally, we query 1g again to erase the membership bit [z € S].
Hence, BY15(z) queries G for ¢ times and queries 1g for 2q times.

Below, we analyze the probability that B%1s(z) outputs an x satisfying = €
S. Based on the definition of U} in Eq. (6) and the definitions of IIg and I, in
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Eq. (10), the final state of B%'1s(2) before performing the measurement is

::]Q

[UiOcUg][4:)]0,0™)eT

=1

::]Q

[UiOcUg)(Is +111)[4.)|0,0™) g7

1=1
q
=" [MwiocUy]|z)(x[[¢:-)]0,0™)er + H [UiOcUSILL[¢2)[0,0™)eT
z€eS i=1 i=1

q
(@) S [IWi0cU UL 06 2) el [v.)|1, 2)er + H [U;0cULULOGILL [1,)]0, 0™ T

TES i=2 =2
q q
b )
@ > TTIw06) @) (@llv:) |1, 2)er + [ [[T:06UL] 920, 0™ )6t
zeS i=1 =2

Here (a) follows from the facts that Uk|z)(z|[1.)]|0,0™)sT = |z)(x||v.)[1, 2)sT
and Ul does not change the state I} [1/,)|0,0™)gT. (b) follows from two facts.
First, for any i € {2,...,q}, U leaves any state of the form |¢)|1,z)gT un-
changed, and hence the U} can be omitted from the first term. Second, we
introduce the notation |¢,) := U1Ogll||1,) and rewrite the second term ac-
cordingly. It can be observed that the above equation essentially provides an
iterative structure, allowing us to derive

[U:0cUE]|2)]0,0™)gT

ZH [UiOg]|z) (x| H [UiOcILL][¥:)|j, x)eT (12)

TES i=j

Il
>
q
H UiOGTLL|¢2)[0,0™ g7
Here H?:1 [U;0cI1,] is defined as the identity operator and Hz;ll [U;0cI1, ] for
j > 1is defined as U;—10¢ll; ...U;Ogll, . Define

Adv(B) :=Pr [z € S:a + BY'5(2)]. (13)

Thus, based on Eq. (12), the probability Adv(B) can be computed as

2

Adv(B)

ZZHUOG ) wIHUOGHL [0:)j, 2)eT

j=1lzeSi=j

ZZ [[T:0c]|x) wiHanmmu, z)et

i=j i=1
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j—1

|3€> (z| H[UiOGHJ_”l/)z)

i=1

-y

j=1
q
Jj=1

The equation (a) follows from Eq. (11). Therefore, the probability that the al-
gorithm B 15 () constructed above outputs an element in S is exactly P H9%.
Next, we will apply the amplitude amplification technique to amplify Adv(B).

We first introduce the following notation.

Z|l’ J;\HUOglL_ [1.)

zeS

2

(@) pbGHS:=
— < find .

j—1

s [ [[V:OcI L ]|¢.)

i=1

q

q
Us := [[[UViOcUSIU., |vg) := [[[U:OcTLL]|¥2)]0,0™ e,
=1 i=1

(15)

Jj—1
s) : ZZ H [UiOg||z)(z H [UiOcILL][¢:) |4, x)eT

j=lzeSi=j

Here Ug denotes the unitary operation implemented by BS:'s(z). By Eq. (12)
and Eq. (14), we have Ug|0%)|0,0™)pT = |[¢bg) + |¢s) and Adv(B ) ws)|I? =
P§HS2 Since [¢hg) and |¢g) are orthogonal, Ugl0%)|0,0™)sr = |1bg) + [¥s)
implies that |Hw$>||2 + |||s)]|? = 1. Therefore, defining 6 := aurcsir1(|\|1pg>||)7 we
have 0 < 0 < /2, sin(0) = |||vs)]|, cos(0) = [||vg)]], and

Adv(B) = PGd® = [[[s)|* = sin®(6). (16)

We next define two new states as:

= { O 0L ons) = {0 LPZ0 an)

where 0 denotes the zero vector. With these definitions, the final state of BS>1s (z)
just before measurement, namely Ug|0%)|0,0™)gT, can be written as

Ugl0%)[0,0™)gT = c0s(0) - [Ypad) + sin(f) - [¢good)- (18)

At this point, we introduce the amplitude amplification technique, i.e., following
Lemma 1. This lemma follows directly from [6, Lemma 1] together with the
analysis in Eq. (2) to Eq. (8) of the same paper. For completeness, we provide a
detailed proof of this lemma in Supplementary Material D.1.

Lemma 1. Let Am be the amplitude-amplification operator, which is defined as

Am = Ug 0 (20%)]0,0™)g7(0%|(0,0™ g1 — I) 0 Uj; 0 (2|0)(0]g — Ig)-
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Here I denotes the identity operator on the whole register while Iz denotes the
identity operator on the register B. Then, for any k € NT, we have

(Am)*Up|07)[0,0™)gT = cos((2k +1)0) - [thpaa) + sin((2k + 1)0) - [¢g00d)-

For any fixed constant 0 < ¢ < 1, we define the following algorithm C&1s (z),
which aims to amplify the success probability of BZ1s(z), i.e., the Adv(B) de-
fined in Eq. (13).

e C%15(2) has initial state |0)|0,0™)gT and first samples k according to the
distribution ®. defined in Table 4. Then, C1s(z) performs (Am)*Ug, and
finally measures the registers BT in the computational basis to get the mea-
surement outcome (b, t).

e CE1's(2) outputs x := ¢t if b # 0 and outputs | otherwise.

For the running time, since the time complexity of one application of Ug or U, ng
(Eq. (15)) is close to that of one execution of A, the running time of C&+!5 (z)
satisfies 75" < (2E[®.] + 1) - T4. For the expectation E[D.], we can compute

L

L
1 L+1@
ER] =)~ ZT L <L+1_[1og2 —‘+1<10g2 +2. (19)

Here (a) uses the fact that T > 1. Therefore, we have 75" < (5 — 2logy €) - Tx.

Table 4: Distribution D for 0 < € < 1. Here L := [logy e '] and T := Zszo 1/2%

k 20 2! 22 ... 2ol
1 1 1 1
T-20 721 T.22 T -2k

probability

According to Lemma 1, for a fixed number of iterations k € {2°,2!, ... 2L},
the whole state of C%15 () before performing the final measurement is

(Am)*U5|0%)[0,0™) g1 = cos((2k + 1)0) - [thpaa) + sin((2k + 1)0) - [g00a)- (20)

Define
Adv(C.) :==Prlz € S: 2 + CY'5(2)).

Hence, by the definition of [peq) and |¥ge0q) in Eq. (17), we have

L
1
Adv(Ce) = g sin®(2-2' 4+ 1)) - [[[togooa) |

Il
o
—~
[\
[t
~—

1
T-2

sin?((2- 2" 4+ 1)9).

g
=

I
=)
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Here (a) is derived by considering two cases. If = 0, then sin((2-2' +1)8) =0
for every I and |||t good)|| = 0. Similarly, if & # 0, then |1g00q) is a unit vector, so
1¥g00a)|| = 1. Therefore, the factor ||[tgo0a)||? can be directly omitted in either
case. In the following lemma, up to an additive error €, we bound sin(6) in terms
of the sum ZzL:o o sin®((2- 28 4+ 1)0).

Lemma 2. For any 0 <6 <7/2, sin(f) < 10 - ZlL:O rsin®((2- 20 +1)0) + ¢
Proof. The full proof of this lemma is given in Supplementary Material D.2. O

Recall that Adv(B) = sin*(f) (Eq. (16)). Hence, the previous lemma shows
that, up to an additive error e, the algorithm C%!s(z) successfully amplifies
Adv(B) from sin?(#) to at least sin(f)/10. That is to say,

Adv(B) =sin(f) < 10 - Adv(C.) + e.
Combining the above equation with Eq. (9) and Eq. (16), we have

|PGHS= — PGHS=| < 2/g+1- (10 Adv(C.) + ). (22)

This inequality holds for every 0 < € < 1. Set ¢ = 27™, and define C’ to be the
algorithm that samples  +—¢ {0,1}™ and outputs z as its guess for an element
of S. Then, we have Adv(C’) = |S|/2™. Moreover, let D%!s(2) be an algorithm
that runs C&1s(z) with probability 10/11 and C’ with probability 1/11, and
define Adv(D) := Prjz € S : 2 + D%!s(2)]. We then have 11 - Adv(D) =
10 - Adv(C) + Adv(C’) and

[P = PERE| < 2V/a 5 T Adv(D >

In fact, the above inequality follows by considering two cases. If |S| = 0, then
G is the same as H, and hence Rgcf 52 = Pfﬁt‘gz so the above inequality holds
trivially. If |S| > 0, the above inequality follows from Eq. (22) and the fact that
Adv(C’) = |S]/2™ > 27™ = €. As for the running time, recall that we have
TP < (5 — 2logy€) - Ta, thus we have T5™® < (2m + 5) - T4. This completes
the proof of Theorem 1 under Adv(D) = Pr[z € S : x + D15 (2)].

As for the case of Adv(D) = Pr[z € S : x + DH:1s(2)], the proof is com-
pletely analogous. Indeed, none of the arguments from Eq. (8) to Eq. (23) relies
specifically on G, and the entire analysis can be carried over to H in the same
way. This completes the proof of Theorem 1. O

Theorem 2 (Random SSEAM-O2H). Let G,H : X — Y be random func-
tions and S C X (= {0,1}"™) be a random set. Let z € Z be a random bitstring.
The tuple (G, H, S, z) may have arbitrary joint distribution ® and satisfies that
Ve ¢ S, G(x) = H(x). Let 1g denote the indicator function of the set S, that
is, 1g(z) = 1 if x € S and 0 otherwise. Let A be a q-query quantum oracle
algorithm. Define

Piegt := P =1: H ) ieht 1= P =1: G .
eft (G7H,S,1;;)e b=1:b<+ A" (2)], Pright (G,H,S’,rz)eﬁ[b b« A% (2)]
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Then, we can construct an algorithm D's(z) (O € {G,H}), which makes
an expected (2m + 5)q queries to O and an expected (4m + 10)q queries to lg,
has running time T3 < (2m +5) - Ta, and satisfies

|Heft - Pright‘ < 22\/(]? . AdV(D)

Here Adv(D) can be Pr[z € S : x < D%s(2)] or Pr[z € S : z «+ DH:1s(z)],
where the probability is taken over (G, H,S,z) + D.

Proof. Based on Eq. (7) in Theorem 1, we can directly prove this theorem by
averaging over (G, H, S,z) + D. O

4 Double-Sided Extract-Amplify-Measure O2H

Our Double-Sided Extract-Amplify-Measure (DSEAM) O2H focuses on the tuple
(G,H, S, z) and the function f. Here G, H are functions with domain X and
codomain Y, z € Z is arandom bitstring, S C X and G, H, S satisfy that G(z) =
H(x) for all z ¢ S. The tuple (G, H, S, z) may have arbitrary joint distribution.
As for the function f, it has input space X and output space {0, 1}™, and satisfies
f(S) = {w*} for a single w* € {0,1}™, that is, f(x) = w* for any = € S.

Let B (resp. T) be the quantum register defined over {0,1} (resp {0,1}™).
During our proof, we will frequently use following five unitary operations.

Og : |z, y) = |,y ® G(x)),
On : |z, y) = |z,y ® H(z)),
Ty« |z, y)|b, t)er = |z, 1)|b,t © (b f(2)))BT, (24)
Og,u = (On ®@ [+){+[s) + (O ® |[-)(—Is),
Oé’H :=TroO0g,nuoTy.

Here Og (resp. Opg) is used to simulate G (resp. H) queries of the adversary.
The Ty acts as the identity when b = 0, whereas when b = 1, it XORs the tag
f(z) into the register T. The O¢, g uses B as the control register, and performs
Op (resp. O¢) if the state of B is |[4) (resp. |—)). The Oé,H is the same as Og. g,
except that it performs 7 both before and after the performing of Og g .

One can directly verify that all the unitary operations define in Eq. (24) are
Hermitian, i.e., their Hermitian transpose is exactly themselves. Now, for Oé, I
we introduce the following lemma, which will be used in later proof.

Lemma 3. For any initial state |¢) and any unitary operations Uy, ..., U (t €
NT) acting on |¢), we have

t
(H[Uioé,H}Uo) |#)10,0™)pT = Pi|¢) @ |0,0™)sT + Q¢|¢) ® |1, w")BT,

i=1
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where

P = % (H[UiOH]Uo + I:II[UiOG]UO> )
Q: = % (E[UiOH}Uo - E[UiOG]U0> :

Here [[;_,[U;OL 4] is defined as U,Of Uy 10k 4 ... U1OL, 41, and analogously
for TT._,[U:Ox] and [];_,[U:Oc].

Proof. This lemma was already implicitly used in the proof of [4, Lemma 5],
although it was not explicitly stated as a lemma or formally proved. For com-
pleteness, we provide a detailed proof in Supplementary Material D.3, which is
achieved by induction. We also note that the Uy used here is not essential, since
one may regard Up|¢) as a new initial state. We include Uy here only to facilitate
subsequent applications of this lemma. a

In the following, we first prove the fixed version of the DSEAM-O2H, where
the tuple (G, H, S, z) is fixed. Then, we extend the result to the random version,
where the tuple follows an arbitrary joint distribution.

Theorem 3 (Fixed DSEAM-02H). Let G,H : X — Y be fized functions
and S C X be a fized set. Let z € Z be a fized bitstring. The tuple (G, H, S, z)
satisfies that Vo ¢ S, G(x) = H(x). Let f : X — {0,1}™ be a function such
that f(S) = {w*} for a single w* € {0,1}™. Let A° (O € {G,H}) be a q-query

quantum oracle algorithm. Define
PGS =Pr[b=1:b+ A"(2)], rci’:;ﬁtsz =Prb=1:b+ A%2)].

Then we can construct an algorithm D (2), which makes an expected (2m-+
5)q queries to G and an expected (2m + 5)q queries to H, has running time
To® < (2m+5) - Ta, and satisfies

|PGE5= — PSS | < 22 Adv(D). (25)

right
Here Adv(D) := Prjw = w* : w + DHH(2)].

Proof. The proof of this theorem follows the same high-level idea as that of
Theorem 1: both aim to amplify the success probability of the one-wayness
attacker constructed in prior work. First, similar to the proof of Theorem 1, we
assume A% (2) (O € {G, H}) to be unitary and suppose that A°(z) acts on an
a-qubit register with the initial state |¢,) := U,|0%). We then denote Uy, ..., U,
as the unitary operations performed by A (z) between its oracle queries.

At this point, by using Theorem 13 under the fixed (G, H, S, z) we considered,
we can construct a new algorithm B% ¥ (z) such that

P& — P | < 2¢/Adv(B), (26)
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where

Adv(B) :=Pr[w=w":w + BG’H(Z)] .
For the sake of simplicity, Theorem 13 does not explicitly describe the construc-
tion of B (z). Here, based on the Oé‘,H defined in Eq. (24), we provide the
explicit construction of B (z) given in [4] as follows:

e BYH (%) has initial state |0%)|0,0™)gT and performs U, to get |1.)[0,0™)gT.
Then, BSH (z) performs [[7_,[U; o OéH] = UqOé,H . UlOé,H and finally
measures the registers BT in the computational basis to get the measurement
outcome (b, t).

o BYH (%) outputs w :=t if b = 1 and outputs L otherwise.

Since Oé g can be implemented using one query to G and one query to H, the

algorithm B% ¥ () makes q queries to G and ¢ queries to H.
Below, we analyze the probability that B%(z) outputs w*. By using Lemma
3, the final state of B (z) before performing the measurement is

q
[[T:0F 114:2)10,0™)er = Pyltb.) @ [0,0™)er + Qqltoz) @ 1, w e,
i=1

where Pq = 1/2 szl[UzOH} + 1/2 ngl[UiOg] and Qq = 1/2 H;I:I[UzOH] -

1/2T12_,[U;O¢). Thus, we have Adv(B) = [|Qq|v.) @ |1, w*)gr|*. Next, we will

apply the amplitude amplification technique to amplify Adv(B). We first intro-
duce the following notation.
q
Us := [ [[U:Of 41U,
i=1

[o,0m) = Pyltp.) @10,0™)BT, [11,w+) = Qqlt-) ® |1, w")pT.

Here Ug denotes the unitary operation implemented by B (z). The above two
equations show that we have Ug|0%)|0,0™)gT = [00,0m) + [¢)1,0+) and Adv(B) =

(27)

|11 ) || Since |1pg,om ) and |th1 4 ) are orthogonal, Ug|0%)|0,0™)gt = [tbg om )+
|¥01.0+) implies that |||t.om)||? + ||[|#91,0+)]|> = 1. Therefore, defining the angle
0 = arcsin(|||t1,w+)]]), we have 0 < 6 < w/2, sin(0) = |||th1,w+)], cos(d) =
lltb0,0m) |, and

Adv(B) = [[[¢1,u-)]1* = sin®(6). (28)

We next define two new states as:

m 3 if w+)/ sin if ,
B i R R R

where 0 denotes the zero vector. With these definitions, the final state of B%H ()
just before measurement, namely Ug|0%)|0,0™)gT, can be written as

Ugl0%)|0,0™)gT = c0s(8) - [¢baa) + sin(f) - |¥good)-

Now, we introduce the amplitude amplification technique, i.e., following Lemma
4. The proof of this lemma is identical to that of Lemma 1, up to the corre-
sponding changes in notation. For simplicity, we omit the detailed proof.
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Table 5: Distribution ®, for 0 < e < 1. Here L := [logy ¢ '] and T := Y"1 1/2%.
This is the same distribution ®. (Table 4) used in the proof of Theorem 1.

k 20 2! 22 ... 2ol
1 1 1 1
T-20T.28 T.22 T -2k

probability

Lemma 4. Let Am be the amplitude-amplification operator, which is defined as
Am = UB o (2|Oa>|070m>BT<Oa|<O,Om|BT — I) o UZ; o (2|O><O|B - IB).

Here I denotes the identity operator on the whole register while Ig denotes the
identity operator on the register B. Then, for any k € NT, we have

(Am)kU3|0“>\0, 0")gT = cos((2k + 1)0) - |Ypaa) + sin((2k + 1)0) - |¥gooa)-

For any fixed constant 0 < € < 1, we define the following algorithm C&+# (z),
which aims to amplify the success probability of B%(z), i.e., the Adv(B).

o C&H (2) has initial state |0)|0,0™)gt and first samples k according to the
distribution ®. defined in Table 5. Then, C%(z) performs (Am)*Ug, and
finally measures the registers BT in the computational basis to get the mea-
surement outcome (b, t).

o CHH(2) outputs w :=t if b = 1 and outputs L otherwise.

For the running time, since the time complexity of one application of Ug or U, 2;
(Eq. (27)) is close to that of one execution of A, the running time of C&(z)
satisfies 7™ < (2E[®.] + 1) - Ta. For the expectation E[®.], by Eq. (19) we
have E[D.] < 2 —log, €. Therefore, we have 73" < (5 — 2logy€) - Ta.

According to Lemma 4, for a fixed number of iterations k € {2°,2!,... 25},
the whole state of C&#(z) before performing the final measurement is

(Am)kU3|0“>\0, 0")gT = cos((2k + 1)0) - |Ypaa) + sin((2k + 1)0) - |¥gooa)-

Define
Adv(Ce) :=Pr [w=w": w+ C9H(2)].

Hence, by the definition of [¢qq) and [1go0q) in Eq. (29), we have

L
Adv(C) =3 gy sin(2- 2+ 1) [ oo

Il
=)

1
T -2

sin?((2- 2! + 1)9).

Iz
=

l

Il
o

Here (a) is derived by considering two cases. If § = 0, then sin((2-2' +1)0) =0
for every I and |[¢g004)| = 0. Similarly, if 6 0, then [1)g004) is a unit vector, so
19 g00a)|| = 1. Thus, the factor ||[14004)]|* can be directly omitted in either case.

22



Recall that Adv(B) = sin?(#) (Eq. (28)). Hence, Lemma 2 shows that, up to
an additive error €, the algorithm C&¥ (2) successfully amplifies Adv(B) from
sin?(f) to at least sin(6)/10. That is to say,

Adv(B) =sin(f) < 10 - Adv(C.) + e.
Combining the above equation with Eq. (26), we have

|PGH5% — PSR <20+ Adv(Ce) + 2.

T

This inequality holds for every 0 < € < 1. Set ¢ = 27™, and define C’ to be
the algorithm that samples x +g {0,1}"™ and outputs z as its guess for w*.
Then, we have Adv(C') = 1/2™ = e. Moreover, let D% (z) be an algorithm
that runs C&H () with probability 10/11 and C’ with probability 1/11, and
define Adv(D) := Prjw = w* : w < D%H(z)]. We then have 11 - Adv(D) =
10 - Adv(C) + € and
| PG9% — PG| < 22 Adv(D).

As for the running time, recall that we have 7™ < (5 — 2logy €) - T4, thus we
have 75" < (2m + 5) - Ta. This completes the proof of Theorem 3. 0

Theorem 4 (Random DSEAM-02H). Let G, H : X =Y be random func-
tions and S C X be a random set. Let z € Z be a random bitstring. The tuple
(G, H, S, z) may have arbitrary joint distribution © and satisfies that Vo ¢ S,
G(x) = H(x). Let f : X — {0,1}™ be a function such that f(S) = {w*} for a
single w* € {0,1}™. Let A be a q-query quantum oracle algorithm. Define

Pty = Pr [b=1:b+ A"(2)], Pigns :=

R I [b=1:b< A%>2)].

Pr
(G,H,S,2)«D

Then we can construct an algorithm D (2), which makes an expected (2m+

5)q queries to G and an expected (2m + 5)q queries to H, has running time
TP < (2m+5) - Ta, and satisfies

‘-Pleft - Pright| S 22 - AdV(D)
Here Adv(D) := Prjw = w* : w + D%H(2),(G, H, S, 2) + D].
Proof. Based on Eq. (25) in Theorem 3, we can directly prove this theorem by

averaging over (G, H, S, z) + D. O

5 IND-CCA Security Proof of U* in the QROM

In this section, by using our DSEAM-O2H (Theorem 4), we prove the IND-CCA

security of U* in the QROM. All the relevant security notions can be found in
Supplementary Material C.
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Transformation U*. Let P = (Gen, Enc, Dec) be a dPKE scheme with message
space M(= {0,1}"™) and ciphertext space C. For a given key space K, let G :
M x C — K be a hash function, and let F : KP"f x C — K be a pseudorandom
function (PRF) with key space KP"/. We associate the KEM scheme

UL[P, G,F] := (Gen’, Enca, Deca).

The constituting algorithms of U’L[P, G, F] are given in Fig. 1.

Gen' Enca(pk) Deca(sk’ = (pk, sk, s), c)

1: (pk,sk) + Gen 1: m<g M 1: m' := Decsk(c)

2: s+g KPY 2: c:=Encpr(m) 2: if m' # L AEnc(m') =c
3: sk’ := (pk,sk,s) 3: k:=G(m,c) 3 return G(m’,c)

4: return (pk,sk’) 4: return (k,c) 4: else return F(s,c)

Fig. 1: Key encapsulation mechanism U*L[P, G, F] with key space K.

Theorem 5 (OW-CPA of P QEOM IND-CCA of UL[P,G,F]). For n-injective

dPKE scheme P = (Gen, Enc, Dec) with message space M(= {0,1}™), let A be
an IND-CCA adversary against UJ/-[P,G7 F], making qp classical queries to the
decapsulation oracle and qa quantum queries to the random oracle G. Then,
we can construct a OW-CPA adversary Aow against P, a PRF adversary Apys
against F, and an adversary Ag. of the FFC game of P such that

Adv(P 0 (A) SAAVERT (Aper) + 22 Advp ™V PR (A,y)
+ AdvE  (Age) + 24 - 1.

Here, we have TAprf 5 TA +O(QG +QD) ' (,nEnc +7bec) +O(Qg;’ +q2D); TAffc S TA +
0(q6) Tenc+O0(q2+a3) and TP < (2m+5)-Ta+0(mgc) - Tenc+0(ma+ma3).

Proof. The full proof of Theorem 5 is given in Supplementary Material D.4. O

The above theorem gives a tight IND-CCA security proof of Ut [P, G, F] in the
QROM, but requires P to be n-injective. In the following, we give a new proof
without this requirement, at the cost of replacing the FFC game with the COR

game, where the adversary has stronger capabilities'?, and introduce an O(,/qg)

loss in the term involving AdngR(.Acor).

14 We regard the COR adversary as having stronger capabilities, since it is given both
the public and secret keys, while the FFC adversary is given only the public key.
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Theorem 6 (OW-CPA of P “5™ IND-CCA of UL[P, G, F]). For dPKE scheme
P = (Gen, Enc, Dec) with message space M(= {0,1}"™), let A be an IND-CCA
adversary against U*L[P, G, F], making qp classical queries to the decapsulation
oracle and qg quantum queries to the random oracle G. Then, we can construct
a OW-CPA adversary Aow against P, a PRF adversary Apye against F, and an
adversary Acor of the COR game of P such that

AdvT e (A) SAAVERT (Aper) + 22 - Advp " PA(Aoy)
+ (4v/q6 + 14 46) - AdvEOR(Acor).
Here, we have Ta,., Ta., S 3-Ta+O0(ga + qp) - (Tene + Toec) + O(¢% + q3)
and Tj’:f: S (2m+5) - Ta+ O(mge) - Tene + O(magk + ma3).

Proof. The proof of this theorem closely follows that of Theorem 5, and a detailed
proof is given in Supplementary Material D.5. a

6 IND-CCA Security Proofs of FO-like Transformations

In this section, by using our SSEAM-O2H (Theorem 2), we prove the IND-CCA
security of FO-like transformations FO’ZL7 FO;%, FO', and FO#I in the QROM.

Recall that [4, Theorem 5] has shown that FO* (resp. FO1) is as secure as FO;LT
(resp. FO#) and vice versa. Hence, we only prove the IND-CCA security of FO#1

and FO* in the QROM.
6.1 FO-like transformation FOf;L
Transformation FO;.: Let P = (Gen, Enc, Dec) be an rPKE scheme with mes-
sage space M(= {0,1}™) and randomness space R(= {0,1}"). For a given set
K(={0,1}*),let H: M — R, G : M — K be hash functions. We associate the
KEM scheme

KEM:, := FO.- [P, H,G] = (Gen’, Enca, Decaz;).

The constituting algorithms of KEMTJ;E are given in Fig. 2.

Gen’ Enca(pk) Deca;: (sk, c)
1: (pk,sk) < Gen 1: m+gM 1: m' = Decs(c)
2: return (pk,sk) 2: c:=Encye(m;H(m)) 2: if m'= L Vec#Encp(m’; H(m'))
3: k:=G(m) 3: return L
4: return (k,c) 4: else return G(m')

Fig. 2: Key Encapsulation Mechanism KEI\/I,J,‘l with key space KC.
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We first introduce the following theorem, which shows that in the QROM,
the IND-CPA security of KEMY implies its IND-CCA security.

m

L QROM ND_CCA of KEML [14, Thm. 2]).

Theorem 7 (IND-CPA of KEM;, ™

Let rPKE scheme P = (Gen, Enc, Dec) be §,,c-worst-correct and weakly ~-spread.
Let A be an IND-CCA adversary against KEM; :FO#@[P,H, G], making qp
classical queries to the decapsulation oracle and making qa (resp. qu) quantum
queries to the random oracle G (resp. H). Then, we can construct an IND-CPA

adversary Aing (in the QROM) against KEI\/I,J,; such that
AdVIDICA(A) < AdvREPA (i) +8(qsr+1)V/ Gt (6411 +2) 8 +40g -2/,

Here Aijng makes at most qa + qp (resp. 2qg) quantum queries to the random
oracle G (resp. H). The running time of Aina 18 Ta,, S Ta+ O(quqp + q%)-

Then, by using our SSEAM-O2H (Theorem 2), we prove the following the-
orem, which shows that the IND-CPA security of KEan in the QROM can be
reduced to the IND-CPA security of P without the square-root advantage loss.

Theorem 8 (IND-CPA of P **™ IND-CPA of KEMY). For an rPKE scheme

P = (Gen, Enc, Dec) with message space M(= {0,1}™), let A be an IND-CPA ad-
versary against KEM#L = FO,J;I[P,H, G], making qc (resp. qm) quantum queries
to the random oracle G (resp. H ). Then, we can construct an IND-CPA adversary
Aing against P such that

- } taqu+1
AdviRSPA(A) < 4446 + qur + 1 AdvP A () + 1100 - 1L

VIMI =1
Here, we have Ty < (2m +5) - Ta + O(mqg + maz;).
Proof. The full proof of this theorem is given in Supplementary Material E. O

Combining Theorem 7 with Theorem 8, we finally obtain the following the-
orem. This theorem shows that, in the QROM, the IND-CCA security of KEM,J;L
can be reduced to the IND-CPA security of the underlying rPKE scheme without
the square-root advantage loss.

Theorem 9 (IND-CPA of P %™ IND-CCA of KEMY ). Let rPKE scheme
P = (Gen, Enc, Dec) be d,yc-worst-correct and weakly y-spread. Suppose that P has
message space M(= {0,1}™). Let A be an IND-CCA adversary against KEM:;
:FO#@[P, H, G], making qp classical queries to the decapsulation oracle and mak-
ing qc (resp. qu) quantum queries to the random oracle G (resp. H). Then, we
can construct an IND-CPA adversary Ajnq against P such that

AdvIRSA(A) <44v/2q1 + e +ap + 1+ AdvEP A (Uina)

24 +qc + qp + 1
+1100- = |ch;| L2+ 8law 1) Vo

+ (64(11'1 + 2) . 6wc + 40(]D . 27A//2.

Here, we have Tx" < (2m +5) - Ta + O(mag, + mqi; + mquqp)-
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If the underlying rPKE scheme P is unique randomness recoverable (Defi-
nition 8) with the recover algorithm Rec, we can prove the following theorem.
This theorem shows that, in the QROM, the IND-CCA security of KEan can be
reduced to the OW-CPA security of P without the square-root advantage loss.
QROM 1
Theorem 10 (OW-CPA of P =" IND-CCA of KEM;, ). Let rPKE scheme
P = (Gen, Enc, Dec) be unique randomness recoverable with the recover algorithm
Rec. Suppose that P is dc-worst-correct and has message (resp. randomness)
space M(= {0,1}™) (resp. R). Let A be an IND-CCA adversary against KEM;-
:FOTL,L[P7 H, G|, making qp classical queries to the decapsulation oracle and mak-
ing qc (resp. qu) quantum queries to the random oracle G (resp. H). Then, we
can construct a OW-CPA adversary Aow against P such that

AVINDCA(4) <110 - Adv@" A (o) + 8(qn + 1) - Voo
+ (64gr + 200) - 8,5 + 40qp - |R| 7V,

Here, we have T3> < (2m+5) - Ta + O(mqa +mqu) - (Tenc + Trec) + O (g +
mqf + mquqn).

Proof. The proof of this theorem is identical to that of [13, Corollary 2] based on
the unique-randomness-recoverability, except for the following two differences:

1. The MRE-O2H (Theorem 14) used in [13, Corollary 2| should be replaced
by our DSEAM-O2H (Theorem 4).

2. The random oracles should be simulated by 2¢-wise independent functions
before applying the O2H theorem. This is similar to the proof of Theorem
8, where the distribution © (Fig. 13) initially samples G as a 2(qg + qm)-
wise independent function. We adopt this approach because the one-wayness
attacker designed in DSEAM-O2H requires repeatedly running the distin-
guisher, possibly for an exponential number of repetitions. Therefore, if we
convert the random oracles into 2¢-wise independent functions only after ap-
plying DSEAM-O2H, we need to choose an exponentially large ¢ to ensure a
perfect simulation of the random oracle, since the number of random oracle
queries at this point may be exponential.

Despite these two differences, the proof of [13, Corollary 2] can still be transferred
in a straightforward manner. Hence, we omit the detailed proof. a

6.2 FO-like transformation FO*

Due to space restrictions, the full proofs are given in Supplementary Material F.

Acknowledgments. The core ideas for the two new O2H theorems (Theorems 2
and 4) were proposed by the authors, and GPT-5.6 Sol Ultra and GPT-6 Astra
Ultra were then used to help refining the detailed proof strategies. For Lemmas 2
and 7, these models generated proof drafts, and then the authors checked and
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Supplementary Material

A Further Related Work

As discussed in Section 1.1, our SSEAM-O2H and DSEAM-O2H involve two
running time trade-offs: the one-wayness attacker By, has a relatively large run-
ning time overhead, and we only provide an expected running time bound. Thus,
a natural question is whether the distribution ® in Table 3 can be modified to
avoid branches with exponentially large iterations, thereby reducing this over-
head and yielding a nontrivial worst case running time bound. In addition, as
with DS-O2H, our DSEAM-O2H requires |S| = 1, which limits its applicability.
For example, in the case discussed in Footnote 12, DSEAM-O2H cannot be used
to avoid the ,/q loss. Hence, another natural question is whether this restriction
can be removed to obtain a more general tight O2H theorem.

Regarding applications, this work focuses only on FO-like transformations
based on worst-case decryption error. In contrast, recent works consider the
weaker average-case decryption error and propose new FO-like transformations
with IND-CCA security proofs in the QROM [11,15,7]. It is therefore natural
to ask whether our SSEAM-O2H and DSEAM-O2H can yield tighter proofs for
these transformations.

B Quantum Background

A quantum system (register) @) is a complex Hilbert space Hg with an inner
product (-|-), and notation like ’|-)’ or ’(-|” is called the Dirac notation. We denote
Ho = C[X] if @ is defined over a finite set X. The orthonormal basis of C[X]
is {|z)}zcx, where the basis state |z) is labeled by the element x of X. We also
refer to {|z)}zex as the computational basis. The norm of a state |¢) is defined

as |||} := /(Y), and we say [¢) is a unit vector if |||i)| = 1.

Composite quantum system. Given quantum systems @)1 and @2, we call
tensor product Q1 ® Q2 is the composite quantum system and the product state
is Y1) @ |[¢2) € Q1 ® Q2, where [¢1) € Q1, |[tp2) € Q2. We sometimes also
abbreviate |¢)1) ® [1)2) into |¢1)[12) for simplicity. If the composite quantum
system @1 ® @2 is in the state [1), we say that the systems @ and Qo are
entangled if |¢)) cannot be written as a product state |1)1) ® |[¢2) (here |¢1) € Qq,
[1)2) € @Q2). Otherwise, we say that the systems @ and Q2 are un-entangled.
A single qubit is a quantum system defined over {0,1}. A single qubit in su-
perposition is a linear combination vector |b) = «|0) + 5]1) of two computational
basis states |0) and |1) with a, 3 € C and |a|? + |B]? = 1, a, B are the proba-
bility amplitudes of |b). An n-qubit system is Q®™ where @ is single qubit system.

Evolution of quantum systems. A pure state 1)) can be manipulated by

performing a unitary operation U, and the resulting state can be denoted as
|¢') = Ulp). For any unitary operation U, we have UU' = I, where UT is the
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Hermitian transpose of U and I is the identity operator.

Projector on the quantum system. We introduce a special operation called
projector. For the state |1)) of a quantum system defined over finite set X, a
projector My, (y € X) applies the operation |y)(y| to |¢) to get the new state
ly)(y|¥). M, can also be generalized to a new projector Mg (S C X) which
applies the operation } ¢ |y)(y|. We stress that any projector M is Hermitian

(i.e., we have M = M) and idempotent (i.e., we have M2 = M).

Basic measurement. The state |1)) in a quantum system can be measured in
the computational basis. For example, suppose [1)) = > oy ag|z) (3 oy laa|® =
1) with computational basis {|z)}.cx, if we measure |¢)) in basis {|z)}rex, we
obtain the measurement result z with probability |(z[¢)|> = |a.|*. Given that
result = obtained, the state |¢)) collapses to the state |x). Moreover, we explain
an important special class of measurements known as projective measurement.
Indeed, a projective measurement M is defined by a set of projectors My, ..., M,
where M; are mutually orthogonal and > -, M; = L Upon measuring the
state |¢), the probability of obtaining measurement result ¢ (i € {1,...,n})
is (|M;[¥) (= ||M;|1)]|?). Given that result i obtained, the state |) collapses
to the state M; |1} /1/ (Y| M;|1)).

Quantum oracle algorithm. A quantum oracle algorithm A (z) has a clas-
sical input z and quantum oracle access to H. It can perform a combination of
classical and quantum operations. In this paper, without loss of generality, we
default that A’s final output is a single bit b € {0, 1}.

Unitary quantum oracle algorithm. We say that A (z) is a unitary quan-
tum oracle algorithm if its entire execution can be described as:

MU,OnUy 1O ... UsOnUyOp i)

Here |¢,) is an initial pure state that may depend on input z, Ui,...,U, are
the fixed unitary operations applied between oracle queries, Oy is the unitary
operation used to implement the oracle H. M 4 := {Mg', M1'} is the final binary
projective measurement performed by A. The measurement result of M 4 (0 or
1) is the final output of A. Assume that A works on a quantum register with
a qubits. Then, we denote the unitary operation preparing the initial state |, )
by U, where U, may depend on the input z, and we have U,|0%) = |v,).

Next, following [1], we introduce a well-known fact about the quantum oracle
algorithm.

Fact 1 Any quantum oracle algorithm can be transformed into a unitary quan-
tum oracle algorithm with constant factor computational overhead and the same
query times.

The above fact implies that, without loss of generality, we can directly assume
the quantum oracle algorithms to be unitary.
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B.1 Quantum Random Oracle Model

The random oracle model (ROM) is an ideal model in which a uniformly ran-
dom function H is selected, and all parties have access to H. In real schemes, the
random oracle is implemented using a suitable hash function. In the quantum set-
ting, the ROM should be lifted into the quantum random oracle model (QROM)
[5], where all parties have quantum access to the random oracle. In the QROM,
we take the random oracle H as a unitary operation Oy : |z,y) — |z, y® H(z)).

Definition 1 (Semi-Classical Oracle [1]). For a subset S C X, the indica-
tor function 1g from X to {0,1} equals 1 iff its input © € S. The semi-classical
oracle, O3, is a quantum accessible oracle that performs the following two op-

erations on its query state )y Qp|x):

1. Initialize a single qubit register B with the state |0)g.

2. Transform ), az|2)|0)g into Y ax|2)|1s(2))s and then measure B.

During the execution of quantum oracle algorithm Aogc, let Find be the classical
event that the measurement of O3 (on B) ever has outcome 1.

Theorem 11 (Semi-Classical O2H [1, Theorem 1]). Let G,H : X — Y be
random functions and S C X be a random set. Let z € Z be a random bitstring.
The tuple (G, H, S, z) may have arbitrary joint distribution © and satisfies that
Vo ¢ S, G(z) = H(z). Let G\S be an oracle that first queries OZC on the input
of G and then queries G. Let A be a q-query quantum oracle algorithm. Define
Peg :=Pr[b=1: b+ A(2),(G, H,8S,z) +~ 9],
Prght ==Pr[b=1:b+ A%(2),(G, H,S,2) + D],
Phipg := Pr[Find : AG\S(z), (G,H,S,z) «+ D].

Then we have Panq = Pr[Find : A"\3(2), (G, H, S, 2) < D] and

‘Pleft_Pright| SQ\/ (q+1)Pﬁnd and ’\/Pleft_ V Pright §2\/ (q+1)Pﬁnd

Remark 2. There are several other definitions of Pyight in [1, Theorem 1]. In this
paper, we only need the above definition of Pjignt.

Theorem 12 (Search in Semi-Classical Oracle [1, Theorem 2]). Let S C
X be random and z be a random bitstring. (S, z) may have an arbitrary joint
distribution ©. Let A be any quantum oracle algorithm making at most q queries
to a semi-classical oracle with domain X .

Let B be an algorithm that on input z, chooses i <g [q]; runs A95° (2)
until (just before) the i-th query, measures the input register and outputs the
measurement outcome x. Then,

Pr [Find : Aogc(z), (S,2) @} <4q-Prlr € S:z + B(z),(S,2) + D].
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Theorem 13 (Double-Sided O2H [4, Lemma 5]). Let G,H : X — Y be
random functions and S C X be a random set. Let z € Z be a random bitstring.
The tuple (G, H, S, z) may have arbitrary joint distribution ® and satisfies that
Ve ¢ S, G(x) = H(x). Let f : X — {0,1}™ be a function such that f(S) = {w*}
for a single w* € {0,1}™. Let A be a q-query quantum oracle algorithm. Define

Piest := Pr b=1:b+ A" (2)], P, right 1= Pr [b=1:b+ A%(2)].
(G,H.S,2)«D (G,H.S,2)<D

Then, we can construct an algorithm B (2), which makes at most q queries
to G and H respectively and

|P1eft - r1ght| < 2 V AdV (l’I’Ld ’ V P)left V rlght

Here Adv(B) := Prlw = w* : w + B%H(2),(G,H,S,z) + D]. The running
time of BEH (2) is T ~ T4.

Adv(B).

Theorem 14 (MRE-O2H [13, Theorem 4]). Let G,H : X — Y be random
functions, S C X be a random set and z € Z be a random bitstring. The tuple
(G,H, S, z) may have arbitrary joint distribution © and satisfies that Vx ¢ S,
G(z) = H(x). Let 15 denote the indicator function of the set S, that is, 1g(z) =1
if x € S and 0 otherwise. Let A be a q-query quantum oracle algorithm. Define

Piegy == Pr [b=1:b A7 (2)], Prgns := Pr [b=1:b« A%>2)].
(G,H.S,2)«D (G,H.S,2)<D

Then, we can construct an algorithm BE1s(2), which makes at most 3q
queries to G, H, and 1g, respectively, and satisfies

|Pleft - Pright' S 4\/& ! AdV(B)

Here Adv(B) := Pr[z € S : 2 « BSH1s(2) (G, H,S,z) + D]. The running
)

time of B&H:1s (2) is T < 3- TA

C Cryptographic Primitives and Security Definitions

Definition 2 (Public key encryption). A public key encryption (PKE) scheme
= (Gen, Enc, Dec) consists of three polynomial time algorithms (in the security
parameter ) with a finite message space M such that

1. Gen, the key generation algorithm, is a probabilistic algorithm that on input
1* outputs a public/secret key pair (pk, sk).

2. Enc, the encryption algorithm, on input pk and a message m € M, it chooses
r &R (R is the randomness space), computes Encpi(m;r) € C (C is the
ciphertext space) and outputs ciphertext ¢ := Encyp(m;r). If Enc does not
use randomness r to compute ¢, Enc is a deterministic algorithm and outputs
¢ 1= Enc,i(m).

34



3. Dec, the decryption algorithm, is a deterministic algorithm that on input
ciphertext ¢ € C outputs a message m := Decgg(c), or a special symbol
1 ¢ M to indicate that ¢ is not a valid ciphertext.

We say P is a randomized PKE (rPKE) scheme if Enc uses randomness r to com-
pute ciphertext c. Otherwise, we say P is a deterministic PKE (dPKFE) scheme.

Definition 3 (Decryption error [11]). We say an rPKE scheme P = (Gen, Enc,
Dec) with message/randomness space M /R is dyc-worst-correct or has worst-
case decryption error Oy if

E | max Pr[Decg;(c) # m : ¢ = Encpr(m;r),m <5 R]| < due-
me
where the expectation is taken over (pk, sk) <— Gen and the choice of the random
oracles involved (if any). Similarly, we say an rPKE or dPKE scheme P =
(Gen, Enc, Dec) with message space M is dqc-average-correct or has average-case
decryption error 0qc if

Pr[Decg(c) # m : ¢ = Encyi(m), (pk, sk) < Gen,m <—g M| < dqe.

Definition 4 (Correctness (COR) game [16]). For an rPKE or dPKE scheme
P = (Gen, Enc, Dec), we define the correctness (COR) game of P with the adver-
sary A in Fig. 3. We then define the advantage of A as AdvsOR(A) := Pr[l «
GS&?}. Notice that the adversary A receives both pk and sk.

a8
1: (pk,sk) < Gen

2: m <« A(pk, sk)

3: c¢:=Encpr(m)

4: return [Decs(c) # m]

Fig.3: The correctness game of P with the adversary A.

Definition 5 (7-injective [21]). We say a dPKE scheme P = (Gen, Enc, Dec)
is n-injective if Pr[Ency () is not injective : (pk, sk) <— Gen, H <3 2x_y] < 7.
Here the H +g 2x_,y represents the random oracle that may be used by P.

Definition 6 (Weakly ~-spread [10]). We say a randomized PKE scheme
P = (Gen, Enc, Dec) with message/ciphertext space M /C is weakly ~v-spread if

E Prle=E <277
(pk, sk)+Gen mEInMa,}c(EC rle ncp(m)] | < ’

where the probability is over the randomness of the encryption.
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Definition 7 (Find failing ciphertext (FFC) game [4]). For a dPKE scheme
P = (Gen, Enc, Dec), we define the find failing ciphertexts (FFC) game with the
adversary A in Fig. 4, and define its advantage as AdVEFC(A) = Pr[l + GZF,C;]

Gk

1: (pk,sk) < Gen

2: L« A(pk)

3: return [3(m,c) € M X L : Encpr(m) = c A Decgi(c) # m]

Fig. 4: The FFC game of P with the adversary A.

Definition 8 (Unique randomness recoverable [13]). We say a random-
ized PKE scheme P = (Gen, Enc, Dec) with message/randomness space M /R is
unique randomness recoverable if there exists a deterministic (recover) algorithm
Rec such that for allm € M andr € R,

Pr[Rec(pk, m, Encyi(m;r)) # 1] =0,

where the probability is taken over (pk, sk) < Gen. For the pair (m,c), if fr € R
such that ¢ = Encpi(m; ), Rec(pk, m, c) returns the symbol L ¢ R.

Remark 3. Since Rec is a deterministic algorithm, a unique randomness recover-
able PKE scheme must satisfy that, for any (m,r) € M xR, there does not exist
" # r such that Encpr(m;r) = Encyp(m; 7). This is why we call this property
as unique randomness recoverable.

Definition 9 (Security notions for PKE schemes). For any polynomial
time quantum adversary A, we define its OW-CPA and IND-CPA advantage
against PKE scheme P = (Gen, Enc, Dec) as follows:

AdvV PR (A) :=Pr [1 + GRE

AdvpPPA(A) == |Pr 1« GIRPA] — =

Here games GSlV\{;CPA and G'E%CPA are shown in Fig. 5. We say scheme P is

OW—CPA-secure/IND—CPA—secdre, if for any polynomial time quantum adversary
A, the AdvaW"PA(A) /AdvIP-PA(A) is negligible.

Definition 10 (Key encapsulation mechanism). A key encapsulation mech-
anism KEM = (Gen, Enca, Deca) consists of three polynomial time algorithms
with the key space K and the ciphertext space C such that
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OW-CPA IND-CPA
GA,P GA,P

1: (pk,sk) < Gen 1: (pk,sk) < Gen

2 m'tEM 2: b {0,1}

3: ¢ :=Encp(m”) 3: (mg,m7) + A(pk)
4: m + A(pk,c") 4: c" :=Encpr(my)

ot
t

b+ A(pk,c”)
6: return [’ = b]

return [m' = m”]

Fig.5: Games G%Y\F’;CPA and G'}{')‘?{CPA.

1. Gen, the key generation algorithm, is a probabilistic algorithm that on input
1* outputs a public/secret key pair (pk, sk).

2. Enca, the encapsulation algorithm, is a probabilistic algorithm that on input
pk outputs a key k € K and a ciphertext c € C.

3. Deca, the decapsulation algorithm, is a deterministic algorithm that on input
ciphertext ¢ outputs a key k := Deca(sk,c) or a special symbol L ¢ I to
indicate that ¢ is not a valid ciphertext.

IND-CPA IND-CCA
G4 KEM G A Kem oDeca(c)
1: (pk,sk) «+ Gen 1: (pk,sk) < Gen 1: ifc=c"
2: b(i{O,l} 9 - bi{O,l} 2: return L

3: else return Deca(sk, c)

3: (ko,c") < Enca(pk) (ko,c") < Enca(pk)

w

1 k&K 10 k&K
5: b« Apk,c*, k) b ./LlODG"CQ(pk7 c, ky)
6: return [b' = b] return b’ = b]

o

(=2}

Fig. 6: Games G%',D('EC,\'ZA and G%%’EC,&A.

Definition 11 (Security notions for KEM schemes). For any polynomial
time quantum adversary A, we define its IND-CPA and IND-CCA advantage
against KEM scheme KEM = (Gen, Enca, Deca) as follows:

1
AN = [ 1 a1

1
AdVI}L\IEDIV—ICCA(A) = ‘Pr [1 — GI,L\\I,DK_ECI\SI:A] - 2’ :
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Here games G'WOSHA and G'NRSGA are shown in Fig. 6. We say scheme KEM is

IND-CPA-secure/IND-CCA-secure, if for any polynomial time quantum adversary
A, the advantage Advigg ™ (A) /Advitea " (A) is negligible.

We also define OW-CPA /IND-CPA security of PKE schemes and IND-CPA /IND-
CCA security of KEM schemes in the QROM, where the adversary A can make
quantum queries to random oracles.

D Some Missing Proofs

D.1 Proof of Lemma 1

Proof. We first explain the definition of Am. The operator 2|0)(0|g — Ig used by
Am acts on the register B, and it leaves the state |b) unchanged if b = 0, while
mapping it to —|b) if b € {1,...,¢}. The operator 2/0%)|0,0™)g7(0*{0, 0™ |gT — I
used by Am is similar, except that it focuses on the whole register and maps
|w, b, t) into —|w, b, t) for any (w, b, t) # (0%,0,0™). Now, for any angle 1, we can
compute

Am(cos(n) - [Ypaa) + sin(n) - |¢good>)
= {UB o (2/0%)]0,0™)gT(0%|(0,0™|gT — I) © Uj;} (cos(n) - [Ypaa) — sin(n) - [tgood))
= [2U5]0%)]0,0™)eT(Us[0%)|0,0™)e1)" — I] (cos(n) - [tead) — sin(n) - [¥gooa))-

—
=

Here (a) is because 2|0)(0|g — Ig maps |tpqeq) into itself and maps |go0q) into
—[1hgooa) " By substituting Us|0)]0,0™)gt with cos(0) - [tpaa) +sin(8) - [¢good),
and using the properties that (¥paa|¥good) = 0 and (Ygood|Wsada) = 0, the above
equation can be further computed as

Am(cos(n) - [Yead) + sin(n) - [Vgood))

_ [2(3052(9) cos(n) (Yvad|Vbad) } Npad)
—2cos(0) sin(0) sin(n) (Y good|Vgood) — cos(n) ‘

[28111(9) cos(6) cos(n) (Vpad|Vbad) ]  good)
—~25sin?(0) sin(1) (Ygooalgood) + sin(n) | 17971

(30)

Note that the coefficient above contains the terms (¥pqd|¥pad) and (Ygood|¥good)-
This is because, by the definitions of |1peq) and [1geoq) in Eq. (17), their norms
are not always fixed.

5 According to the definitions of [{paa) and |1geoa) in Eq. (17), one of these vectors is
the zero vector 0 in each boundary case. Hence, here we actually use the fact that
every linear operator maps O to itself and that 0 = —0.

38



We first consider the case that § = 7/2, which implies (Ypqa|tpaqd) = 0 and
(g00d|Wgooa) = 1. Thus, Eq. (30) can be simplified as

Am(cos(n) - [pad) +sin(n) - [Ygo0d))
=[—2cos(0) sin(0) sin(n) — cos(n)] - [Ypaa) + [~2sin*(0) sin(n) + sin(n)] - |¥good)
= —c08(n) - [Ypad) — sin(n) - [¥good)

— cos (n L. g) - [tbbad) + sin (n vy g) NWgo0d)
=cos (1 + 20) - [¢paa) + sin (1 + 260) - [¥g00d)-

For the case that § = 0, which implies (¥pea|¥baa) = 1 and (Ygo0d|Vgood) = 0.
Thus, Eq. (30) can be simplified as

Am(cos(n) - [Ybad) +sin(n) - [Vgood))
=[2cos?(0) cos(n) — cos(n)] - [paa) + [25in() cos(8) cos(n) + sin(n)] - [Ygood)
=c0s(n) - [Ybaa) + sin(n) - [1Pgood)
=cos (7 +20) - [thpaq) + sin (7 + 20) - [hg00d)-

As for the case 0 < 8 < m/2, we have (Ypad|Vbad) = (Vgood|Vgood) = 1 and thus
the Eq. (30) can be further computed as

Am(cos(n) - [Yvaa) + sin(n) - [gooa))
=[2cos?(0) cos(n) — 2 cos(f) sin(f) sin(n) — cos(n)] - |Vbad)

+ [25in(0) cos(6) cos(n) — 2sin(6) sin(n) + sin(n)] - |Ygood)
(a)

= cos (n + 20) - [paa) + sin (n + 20) - [Ygo0d)-

Here (a) is obtained through a straightforward trigonometric calculation. At this
point, the above three equations show that for any angle 7, we always have

Am(cos(n) ' |wbad> +Sin(77) : |¢good>) = COos (77 + 29) : |7/)bad> +sin (77 =+ 20) ' |¢good>-

Since Up|0%)]0,0™)pT is exactly cos(f) - [tpaa) + sin(f) - [¢go0a) (Eq. (18)),
the above equation implies that for any k € N,

(Am)*Up|07)[0,0™)gT = cos((2k + 1)0) - [thpaa) + sin((2k + 1)0) - [¢g00d)-

This completes the proof of Lemma 1. a0

D.2 Proof of Lemma 2
Proof. If sin(6) < e, this lemma holds trivially. As for the case of sin() > e,

since it implies sin(f) > 0 and thus # > 0, in this proof we can only consider
0<9<%and%§0§ﬂ'/2.
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Ifo<é < L let R = 2* be the smallest power of two satisfying R > 5;. By

the mmlmahty of R, we have 5 < 29, and thus

<R< (31)

S

€
20

Since L = [log, 1| and sin(f) > € implies § > ¢, we have R < § < 1 < 2L

Thus k < L, and hence the summation ZlL:o 77 sin®((2 - 2! 4 1)) necessarily
contains the term 5 sin®((2R + 1)6). From Eq. (31), we have

1+0§(2R+1)9<2+9<;

For every x € [1,5/2], we have sin® z > sin®(2). Consequently,

L

>

=0

1
csin®((2-2' + 1)) > RwN@R+U@

2 (5
bln ( 2

ln §
RS 2

.o (5 sin(f) . 5 (5 sin(6)
sin (2 > ——sin® (5 ) > .

Y%

NID N

>

Here we use T' = Zl o3 <2, R<1/8 (Eq. (31)), and $sin*(3) ~ 0.179 > 4.

Next, we consider the case é < 6 < w/2. Since 0 < € < 1, we have

L = [log, 1] > 1. Hence the sumrnation ZlL:o = sin®((2 - 20 + 1)0) neces-
sarily contains the term 7 sin® (39) + 2T sin?(56). One can directly verify that

the minimum of the function sin®(3z)+ 1 sin®(5z) over the interval = € [1/2,7/2]
is greater than =, and thus we have

L
1 1
l - il
EO sm ((2-2°+1)0) > 258 n?(30) + 5T sin?(560)
— (30) + 1 2(50)
=7 sin® 2 sin
1 1 1 _ sin(6)
_ — — > .
2 (sm (30) + 2 sin (59)) 102 10

Here we use T' = ZZL:O 7 < 2 and sin(d) < 1. Now, for sin(f) > €, we have

EIL:() 77 sin®((2- 2! +1)0) > sin(#)/10, which implies 10 ZIL:O T sin®((2- 2+
1)0) + € > sin(f). This completes the proof of Lemma 2. O
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D.3 Proof of Lemma 3

Proof. We first consider the case of t = 1, i.e., we need to prove

(U1 0 OF 4y 0 Up)[)[0,0™ et = P1[6)[0,0™)6T + Q1 |6} 1, w er,  (32)
where
UyoOgoUy+U;o00OgoU Ui00g0oUy—U;j 0OgoU
p .= N1°0n 02 1°0¢ 0 g, .= Y1o0n 02 100U (33)
In fact, for the state (Uy o OéH o Up)|9)]0,0™)gT, we can directly compute
(U1 0 Of 1 0 Uo)[9)]0,0™)eT
=(Uy 0 Of, 11)Uo|)]0,0™)eT
(g)(U1 0Ty oOgq,nm o Ty)Uo|9)[0,0™)eT
b
& (U1 0 Ty © Oc,1m)Us|6)[0, 06t
(©) 1 1 )
=(Uy0Tr00 — U +,0™ + —=U 0™
(U o7 0 Oc) (5 Ualé)|+.0er + =Tk~ 0"
(d) 1 1 )
DU, oTs) [ —=0p 0 Up|d) |+, 0™V et + —=Oc o Up|é)|—, 0™
(Uro f)(\/i u o Uo|9) )BT 50 ° ol®)] )BT
1 1
505 0 Us|9)[0,0™)eT + 501 © Upld)[1,0™)pT (34)
=(Uy 0T
(UroTy) (+§OGOUO¢>|070m>BT_QOGOUO|¢>|1aOm>BT

s 1(OHOU0+OGOU0)|¢>0’0m>BT)
=(U10Ty) (-i—f(OH oUy — Og o Up)|e)|1,0™)sT

<:e>U< %(OHoU0+oGoU0)|¢>|o,om>BT>
"\ +3(05 o Uy — Og o U)|¢) |1, w*)er

1
:§(U1 0 Og o U+ Uy 0 Og o Up)|$)]0,0™)pT
1
+ §(U1 0Og o Uy — Uy 0Og o Up)|p)|1,w*)eT
@P1|¢>|0,0m>BT + Q1) |1, w")eT.

Here (a) (resp. (b)) follows from the definition of Oé}H (resp. T) given in Eq.

(24), (c) uses [0) = 1/v/2|+) +1/v/2|=), (d) follows from the definition of Og i
given in Eq. (24), and (f) follows from Eq. (33). As for the (e), it follows from
the definition of T’y and the following fact:

for any state |¢), (Og — Og)|Y) must be a superposition in the form of
ZacES,y,z afc,y"xa Y, Z>

Now, the above equation shows that Eq. (32) holds, and thus Lemma 3 holds
fort = 1.
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Next, we assume that Lemma 3 holds for ¢ = k& and then based on this
assumption to consider the case of ¢ = k + 1. At this point, we have

i=1

k
(H[Ui 0 OF ylo Uo> 16)10,0™)6T = Pil6)[0,0™)6T + Qk|6)|1, w")6T

Then we can compute

k+1
(H[Ui 0 Of ylo Uo> |6)]0,0™)gT
=1

k
=Ugt10 Oé,H (H[Ui o Oé,H] ° Uo) |$)[0,0™)gT

=1
=Ug 110 Of 1 Pel)]0,0™)e1 + Uk 41 0 OF, 5 Qr|#)[1,w")er.

(35)

For the first part Ugyq o Oé,HPk|¢>|O, 0™)gT, similar to Eq. (34), we have
Ukt10 OF 1 Pl¢)[0,0™) e

1 1
U1 0Ty 0 Ocn (ﬁpk|¢>|+,om>m N ﬂpk|¢>|—,om>m)

1

V2

1
V2

U oT ( %OH o P;|¢)|0,0™)gT + 50m © Pk¢>|170m>BT)
T\ 4306 © Pil9)[0,0m)eT — 506 © Pil6)|1,0m)eT

Uiy oT %(OHOPk+OGoPk)‘¢)>|O,Om>BT
+1 f +§(OHOPk—OGoPk)|¢>‘1,Om>BT

=U ( %(OHOPkJFOGOPk)¢>|070m>BT)
kel +§(OHOP]€—OGOP]C)|¢)>‘1,’[U*>BT

1
=§(Uk+1 0 Op 0 Py 4 Up4100¢ o Py)|$)|0,0™)pT

=Uq10Ty ( Op o Pel¢)|+,0™)gT + —=0Og¢ o Pk|¢>|—,0m>BT)

(36)

1
+ §(Uk+1 0Opg 0 Py — Uy100¢ o Py)|¢)|1,w")gT.

For the second part Upy; o Oé,HQk|¢>|1,w*>BT, also similar to Eq. (34) and
denote Qk|®) :==>_, , . B3 |z, y,2), we can compute

Ukq10 OéVHQk|¢>‘1aw*>BT
=Uk1 0T 0O¢,uoTy Z BrylT,y, 2)[ 1w )T

z,Y,z

:Uk+1 OTf o OG,H Z 5;,y|x7yvz>‘]—7w* 2] f(x»BT

x,Y,z

=Upt10TroO0cm Y, B2,

z,Y,z

?M,y,zﬂ—&-,w* D f($)>BT
_ﬁ|x7yaz>|_7w* D f('r»BT
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=Upp10Ts Y B,

z,Y,z

Tl y @ H(z), 2) |+, 0" & f(z))er
—%va @ G(x), 2)|—,w* D f(x))pT

%x,yEBng),Z;m w* @f(( )>>BT
_ z +3lz,y @ H(z), 2)|1,w* @ f(z)
=Upp10Ts Y B, %|x Ly @ G(2),2)]0,w* eaf(x)>:TT
e +llz,y @ G(a), )1, w* eaf(w)>BT
by & @), 2) 0,0 69f
=Uk+1 Z Bay —7|x y@G($)72>|0 w” ESTf
Y +3l7,y ® G(z), 2)[1,w")
|x y® H(x),2)|0,w" @f
Uk+12ﬁzy< S|z, y @ G(z), 2)|0,w* & f(x )

T,Y,2
(Ug41 00 0 Qg + Ugt1 0 Og o Q) |d)| 1, w*)gT

(v |33 y @ H(x),2)|0,w* ® f(x))sT
=V D, B ( 3lz,y @ Gx), >OaW*@f(w)>BT>

z€S,y,z

l\D\’—‘

(Uk4100m 0 Qi + U410 Og o Q) |¢) |1, w")gT

1

t3
|x y® H(z),2)]0,0™)

—Uk+1 Z ﬂ ( |x y® G(x), >070m>:-:—>

TES, Y,z

1
+ §(Uk+1 00 0Qk +Uit100¢g0Q)|d)|1,w")sT
d) 1
(=)§(Uk+1 00p °0Qr — Uky100¢g o Q)|4)|0,0™)sT

1
+ *(Uk+1 00 0Qr+Upt100¢ 0 Q) |d)|1,w )T

Bz y\sc y, z), (b) follows from G(x) = H(x) for any

Here (a) uses Qo) =
% = w* for any x € S, and (d) uses the fact that

x ¢S, (c) follows from f
O o Qxlg) —OgoQilo) = > Bi,(z.ye H(z),2) — |2,y & G(x), 2)),

z€S,y,z

which is obvious under the definition Qxl¢) = >_, , .55 |2, y,2) and the fact
that G(z) = H(x) for any « ¢ S. Now, by combining Eq. (35) to Eq. (37), we

obtain

kt1 .
<H[U¢ ° OégH] o Uo) |9)[0,0™) 8T

=1

1
=—(Uk+100g 0 Py 4+ Up41 0 Og o Py,)|$)[0,0™)gT
2

1
+ §(Uk+1 0 Op 0 P, — U410 0¢ o Py)|o)|1,w)sr
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+ = (Up+100m 0 Q. — Upg1 0 Og 0 Q1) |$)0,0™) T

el

+ §(Uk+1 00p 0Qp+ Ukt100¢0Qy)|d)|1, w)sT

(38)
1
:§(Uk+1 0O0p o (Py+ Q) + Ury100g o (Pr. — Qr))|#)0,0™)pT
1
+ §(Uk+1 00p o (P + Q) —Ury100¢g o (P — Qr))|#)|1, w*)pT.
According to the definition of P, and @, given in Lemma 3, we have
k k
Py + Q= [[[Ui 0 Onl 0 Uo, P = Q1 = [[1Ui 0 Oc] 0 Us.
i=1 i=1
This further implies that
k+1
U1 00m 0 (P + Qi) = [[ Vi Ol o Uy,
i=1
i1 (39)

Ukt100¢o (P, —Qx) = H[Ul 0 Og]| o Up.

i=1

Combining Eq. (38) with Eq. (39) we finally obtain

k+1
<H[Uz‘ 0 Of ylo U0> [9)]0,0™) BT = Prt1]$)|0,0™ )BT + Qt1|9)|1, w*)BT.

i=1

In fact, the above equation shows that, if Lemma 3 holds with ¢ = k, then
this lemma also holds with ¢ = k + 1. Since we have proved that this lemma
holds with t = 1 in the beginning, by induction we can prove this lemma. a

D.4 Proof of Theorem 5

Proof. To prove this theorem, we define a sequence of games Gg to Gg (Fig. 7).

Game Gy: This is the IND-CCA game of UL[P, G, F] with the adversary A in
the QROM. Obviously, we have

1
AdVP e (A) = [Pr 1+ Gol — 3| (40)

Game Gi: In this game, the pseudorandom function F used in the decapsula-
tion oracle Deca is changed into a fresh uniformly random function R <g 2¢_ k.

We define a PRF adversary A, with oracle access to O € {F(s,-), R(-)} as:

e By using a 2(g¢ + ¢p)-wise independent function [28] to simulate G, Aps
runs the adversary A in game Gg. If A makes a Deca(c) query that failed
to decapsulate, Ap,¢ returns O(c) to A by querying O. A, finally outputs
1 if game Gg returns 1 and 0 otherwise.
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GAMES Go—Ge G(m, C) //G4, GG

1: (pk,sk) < Gen //Go-Ge 1: if Encpr(m) =c¢
2: G143 Pmxcoi //Go-Ge 2: return R(c)
31 s<g KV //Go 3: elsereturn Gi(m,c)
4: R 3 .Qcﬁ)c //Gl-Ge
5: m* g M //Go-Ge G(m,c) //Gs
6: c":=Encp(m") //Go-Ge 1: if (m,c) = (m”, ")
7: b+g{0,1} //Go-Ge 2 return &
8: kg :=G(m",c") //Go-Ga 3: else if Encyp(m) =c¢
9: k¥ g K ky :=k" //Gs-Gg  4: return R(c)
10: ki +s K //Go-Gg 5 elsereturn Gi(m,c)
/ G,Deca -
11: b+ A / (pk,c", ky) //Go-Ge Decac £ ¢*)
12: return [b' = b] //Go-Ge
1: m' := Decsi(c) //Go-G2
G(m,c) //Go-G1 2: if m' # L AEncpr(m’) = ¢ //Go-G2
1: return Gi(m,c) 3 return G(m’, c) //Go-Gz
4: else return F(s,c) //Go
G(m,c) //Ga-Gs 5: else return R(c) //G1-Ga

1: if Encpr(m) = ¢ A Decgi(c) =m

Deca(c # ¢*) //G3-Ge

1: return R(c)

2: return R(c)

3: else return Gi(m,c)

Fig. 7: Games Go-Gg for the proof of Theorem 5. Note that the oracle G can
be quantumly accessed in those games. In this figure, we just write the classical
description of G for brevity.

Since the pseudorandom function F is only used by Deca, Ap,¢ makes at most
qp classical queries to its oracle O and its running time can be bounded as
T S Ta+ap - (Tene + Toec) + O(q& + q3)- By the definition of Ay, we have

Pr[l + A7) = Pr[l  Go) and Pr[l + A"()] = Pr[l ¢+ Gy]. Thus

IPr[1 + Go] — Pr[l + G1]| = Advi®F (Apw). (41)

Game Gg: This game is the same as game Gy, except that the G(m,c) is re-
placed with R(c) if Encpr(m) = ¢ and Decgy(c) = m.

In game Gq, the adversary A can obtain R(c) ounly through a Deca(c) query
for which decryption fails or the re-encryption check fails. Hence, the R(c) used
to reprogram G in game Gg remains uniformly random from A’s view. Moreover,
since Dec is a deterministic algorithm, there do not exist m; # mo and c¢ such
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that both (m = mq,c) and (m = mg,c) pass the check that Enc,i(m) = ¢ A
Decg(¢) = m. These two observations imply that, from A’s view, the oracle G
reprogrammed using R in game Go is equivalent to the original one in game Gj.
Consequently,

Pr[l + G1] =Pr[l + Gg]. (42)

Game Gg: This game is the same as game G, except that the decapsulation
oracle Deca is changed as it directly returns R(c) for any ¢ # ¢*. Therefore, the
answer of Deca in this game no longer uses the secret key sk.

Since we have already reprogrammed G(m, c) to R(c) whenever Enc,,(m) = ¢
and Decgi(c) = m, the value G(m, c) returned by Deca in game Gg is in fact
exactly R(c). Therefore, game Gj is an equivalent rewriting of game Ga. Thus

Pr[l + G2] =Pr[l + Gj]. (43)

Game Gy: In this game, the reprogramming of G(m, ¢) no longer checks whether
Decyi(¢) = m, and directly returns R(c) if Enc,i(m) = c.

The only difference between game G4 and game Gg is that, for any (m,c)
satisfying Encpip(m) = ¢ A Decgi(c) # m, G(m,c) is set to G1(m,c) in game
G3 and to R(c) in game Gy4. Note that, in game Gg, whenever the adversary
A obtains a value R(c) through a G query, there must exist some m such that
Encyr(m) = ¢ A Decgi(c) = m. Hence, as long as A does not make a Deca query
on a ¢ € L, where

L :={c|[3m € M s.t. Encpp(m) = ¢ A Decgi(c) # m},

all values R(c) with ¢ € L remain uniformly random from A’s view. Moreover,
if Encpi(-) is injective, there do not exist m; # mo and ¢ such that both (m =
mi,c) and (m = mg, ¢) satisfy Encpr(m) = ¢ A Decgi(c) # m. This means that,
as long as A does not make a Deca query on ¢ € L and Enc,,(-) is injective,
for every (m, c) satisfying Enc,,(m) = ¢ A Decg(c) # m, the responses G1(m, c)
and R(c) to G on (m,c) are indistinguishable to A. Thus, by the definitions of
FFC game and n-injective, we have

[Pr(l + Gg] — Pr[l « Gy]| < AdvEF¢(Ag) + 1. (44)

Here, Ag. runs A in game Gy, simulates GG; by a 2gg-wise independent func-
tion and R by a 2(g¢ + gp)-wise independent function, and finally outputs the
list of Deca queries made by A. Obviously, Ta,,. < Ta+0(qc) Tenc+O(q%+q3).

Game Gs: This game is the same as game Gy, except that kj is replaced with a
fresh uniformly random value k* and G directly returns k* if its input is (m*, ¢*).

Game Gj actually reprograms G at (m*,c*) to a fresh uniformly random

value k* before G is queried. Hence, as long as G(m*, ¢*) in game G is uniformly
random and G(m*, ¢*) is independent of G(m, ¢) for every (m,c) # (m*,c*), the
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adversary A cannot detect the modification made in game Ggs. We next justify
these two properties of G(m™*, ¢*). For the first property, since G(m*, ¢*) = R(c*)
in game G4, G(m*, ¢*) is indeed uniformly random. For the second property, note
that, as long as the Encp(-) is injective, there is no (m,c) # (m*, ¢*) such that
Encyi(m) = ¢ and ¢ = ¢*. This implies that, during the simulation of G in game
G4, the value R(c*) is used only to answer the G(m*, ¢*). Therefore, G(m*, c*)
is independent of G(m,c) for every (m,c) # (m*,c*), establishing the second
property as well. Thus, we have

IPr[l « Ga] — Pr[l « Gs]| <. (45)

Game Gg: This game is the same as game Gy, except that the simulation of
G(m, c) no longer additionally checks whether (m,c) = (m*,c*).

As long as the adversary A does not query G on (m*,c*), the modification
made in game Gg cannot be detected by A, and we need to use the O2H theorem
to formalize this argument. To this end, we first define a distribution ® over
the tuple (G, H, S,z = (pk,c*,b, ki, R)) as shown in Fig. 8. We then define a
quantum oracle algorithm BP(z) (O € {G, H}), which runs A9-Pe2(pk, c* k7))
to get b and then outputs [b = ¥']. During the running, B°(z) answers each
Deca(c) query with R(c).

1. Sample (pk, sk) < Gen, m™ < M, b <3 {0,1}, k™ +5 K, and k] +5 K.
Sample G1 (resp. R) as a 2qg-wise (resp. 2(ge + gp)-wise) independent function.
2. Define ¢” := Encyr(m™), S := {(m",c")}, ko := k™, z := (pk,c",b, ks, R).
3. Let H be a function that H(m,c) = R(c) if Encpr(m) =c
and H(m,c) = G1(m,c) if Enc,i(m) # c.
4. The function G is the same as H, except G(m",c") := k*.

Fig.8: The distribution © of (G, H, S, z := (pk,c*,b,k, R)). Here, the R in z
is not represented by its value table, but by a description of a 2(¢¢ + gp)-wise
independent function.

Observe that B (z) makes qg queries to O and Tg < Ta + O(¢2 + ¢%). By
the definitions of G and H in the above distribution ©, we have

Pr1 «— B%(2): (G, H,S,2) +~ D] =Pr[l + Gs],
Pr [l + B (z):(G,H,S,2) + D] =Pr[l + Gg].

Then, by using Theorem 4 and setting f as the function that maps (m,c) € MxC
to m, we can construct an algorithm C such that

IPr[l < Gs] — Pr[l « Ggl| < 22 Adv(C),
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where
Adv(C) :=Pr [m =m*:m+ C%H(2),(G,H,S,z) ”D} .

Recall that M = {0,1}™. Thus, C makes an expected (2m + 5)qg queries to G
and an expected (2m + 5)qg queries to H, and 7™ < (2m +5) - Tg.

At this point, we can equivalently transform C into an adversary A,y against
the OW-CPA security of P as follows:

o Ao gets the challenge ciphertext ¢* := Enc,i(m*) and public key pk, where
m™ is the challenge plaintext uniformly sampled from M by the challenger
and pk is sampled by (pk, sk) < Gen.

o Ay samples b, k*, kj, G1, and R according to the distribution © in Fig. 8,
and then uses z := (pk,c*,b,k;, R) as input to run C%#(z) and simulates
the oracles G and H for C:

1. When C queries G with input (m,¢):
(a) If Encpp(m) = c* Ac = c*, Aoy answers k*.
(b) If Encpr(m) # ¢* V ¢ # ¢, but Enc,p(m) = ¢, Aow answers R(c).
(c¢) Otherwise, Aqy, answers G (m, c).

2. When C queries H with input (m, ¢), Aow answers R(c) if Enc,i(m) = ¢,
and answers G1(m, ¢) otherwise.

e After C returns m, A,y outputs m.

One can check that the running time of A, is Tj’:f: ST+ 0(mag) - Tene +
O(mgZ + mg%). In the above construction, since Aoy, cannot get the chal-
lenge plaintext m* directly, it checks whether m equals m* by testing whether
Encpr(m) equals ¢* during the simulation of oracle G for C. In fact, as long as
the Encpi () is injective, Aoy simulates the oracle G for C perfectly'S. Thus,

Adv(C) < AdvVPA(Aoy) + 1.

Combining the above analysis and three equations, we have 7" < (2m +5) -
Ta + O(mge) - Tenc + O(mgZ + mg?) and

|Pr[1 « Gs] — Pr[l « Gg]| <22 Advd"W"PA(A,y) +22 1. (46)

As for the probability Pr[1 + Gg], since the adversary A’s view in game Gg is
independent of b, we have

Pr[l & Gol = 5. (47)

By combining Eq. (40) to Eq. (47), we finally have
Adv s chr (A) SAAVERT (Api) 422 - Advp ™ P4 (A4oy)
+ AdvE “ (Age) + 24 - 1.
This completes the proof of Theorem 5. ad

16 Here the "perfectly" means that, in C’s view, the oracle G simulated by Aoy is per-

fectly indistinguishable with the oracle G obtained by sampling (G, H, S, z) according
to the distribution ® in Fig. 8.
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D.5 Proof of Theorem 6

Proof. To prove this theorem, we define a sequence of games Gg to Gg (Fig. 9).

Game Gg: This is the IND-CCA game of UL[P, G, F] with the adversary A in
the QROM. Obviously, we have

Adv(P e (A) = [Pr 1+ Gol — % . (48)
GAMES Go-Gg G(m,c) //Ga,Ge
1: (pk,sk) < Gen //Go-Ge 1: if Encpr(m) =c¢
2: G143 Pmxcoi //Go-Ge 2 return R(c)
31 s+ KPT //Go 3: elsereturn Gi(m,c)
4: R<+g Qi //Gl-GG
5: m" g M //Go-Ge G(m,c) //Gs
6: ¢ :=Encp(m”) //Go-Ge 11 if (m,c) = (m",c")
7: b<«yg {0,1} //Go-Ge 2 return k;
8: ko :=G(m" c") //Go-Ga 3 elseif Encpe(m) =c
9: kg K,k =k //Gs-Gg 4:  return R(c)
10: ki +sK //Go-Gg 5 elsereturn Gi(m,c)
11 b A9 (pk, ¢, ky) //Go-Ge Deca(c # ¢*)
12: return [b' =] //Go-Ge
1: m' := Decsi(c) //Go-G2
G(m,c) //Go-Gy 2: if m' # L AEncpe(m’) = ¢ //Go-Ga
1: return Gi(m,c) 3 return G(m’, c) //Go-Gz
4: else return F(s,c) //Go
G(m,c) //G2-Gs 5: else return R(c) //G1-Gz2
; ! f:tciflml;(c; et Deca(c # ¢*) //G3-Gg
3: else return G1(m,c) 1: return R(c)

Fig.9: Games Gg-Gg for the proof of Theorem 6. Note that the oracle G can
be quantumly accessed in those games. In this figure, we just write the classical
description of G for brevity.

Game Gi: In this game, the pseudorandom function F used in the decapsula-
tion oracle Deca is changed into a fresh uniformly random function R +—g 2¢_.x.

We define a PRF adversary A, with oracle access to O € {F(s,-), R(-)} as:
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e By using a 2(g¢ + ¢p)-wise independent function [28] to simulate G, Ap,y
runs the adversary A in game Gg. If A makes a Deca(c) query that failed
to decapsulate, Ap,¢ returns O(c) to A by querying O. A, finally outputs
1 if game Gg returns 1 and 0 otherwise.

Since the pseudorandom function F is only used by Deca, Ap,¢ makes at most
qp classical queries to its oracle O and its running time can be bounded as
T S Ta+ap - (Tene + Toec) + O(qg + q3)- By the definition of Ay, we have
Pr[l + A7) = Pr[l - Go) and Pr[l + A"()] = Pr[l ¢+ Gy). Thus

[Pr[1 < Go] — Pr[l « Gq]| = AdvER" (AL). (49)

Game Gg: This game is the same as game Gy, except that the G(m,c) is re-
placed with R(c) if Encpr(m) = ¢ and Decgy(c) = m.

In game Gy, the adversary A can obtain R(c) only through a Deca(c) query
for which decryption fails or the re-encryption check fails. Hence, the R(c) used
to reprogram G in game Gg remains uniformly random from A’s view. Moreover,
since Dec is a deterministic algorithm, there do not exist m; # mq and ¢ such
that both (m = mi,¢) and (m = mao,c) pass the check that Encyi(m) = ¢ A
Decgi(¢) = m. These two observations imply that, from A’s view, the oracle G
reprogrammed using R in game G is equivalent to the original one in game Gj.
Consequently,

Pril + G1]=Pr[l + Gg]. (50)

Game Gg: This game is the same as game G, except that the decapsulation
oracle Deca is changed as it directly returns R(c) for any ¢ # ¢*. Therefore, the
answer of Deca in this game no longer uses the secret key sk.

Since we have already reprogrammed G(m, ¢) to R(c) whenever Enc,(m) = ¢
and Decgi(c) = m, the value G(m, c) returned by Deca in game Go is in fact
exactly R(c). Therefore, game Gj is an equivalent rewriting of game Ga. Thus

Game Gy: In this game, the reprogramming of G(m, ¢) no longer checks whether
Decyi(¢) = m, and directly returns R(c) if Enc,i(m) = c.

Define S := {(m,c) : Encpip(m) = ¢ A Decgi(c) # m}. It is obvious that, as
long as G has never been queried on any (m,c) € S, the modification made in
game G4 cannot be detected. However, since G can be quantumly accessed, we
need to use the O2H theorem to formalize this argument. In particular, we reduce
the distinguishing advantage between games (Gg and G4 to the probability of
guessing an element in S. To this end, we first define a distribution ® over the
tuple (G1, G2, S, z := (pk, sk, m*, c*,b, k¥, R)) as shown in Fig. 10.

We then define a new quantum oracle algorithm B°(z) (O € {Gi,G2}),
which first sets ki := G(m*,c*), then runs A% P2 (pk,c* k) to get V', and
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1. Sample (pk, sk) < Gen, m” <5 M, b <3 {0,1}, and ki <3 K.
Sample G1 as a 2(g¢ + 1)-wise independent function.
Sample R as a 2(gqc + gp + 1)-wise independent function.
2. Define ¢* := Encpr(m™) and S := {(m, ¢) : Encpr(m) = c A Decgi(c) # m}.
Define z := (pk, sk,m”,c", b, kI, R).
The function G is the same as G1, except Gz2(m,c) := R(c) for every (m,c) € S.

Fig. 10: The distribution © of (G1, Gs, S, z := (pk, sk, m*, c*, b, kT, R)). Here, the
R in z is not represented by its value table, but by a description of a 2(¢a+gp+1)-
wise independent function.

finally outputs [b = b']. During the running, for each G(m,c) query, B°(z)
returns R(c) if Encpr(m) = ¢ and Decg(c) = m. Otherwise, B9 (z) queries
O and returns O(m,c). Observe that B°(z) makes gg + 1 queries to O and
T5 < Ta+ac - (Tene + Toec) + O(q% + ¢%). By the definitions of G; and G» in
the distribution ®, we have

Pr[l+ BY(2): (G1,G2,8,2) « D] = Pr[l + Gg],
Pr [l B%(2): (G1,G2,8,2) < D] =Pr[l + Gy4l.
Then, by using Theorem 14, we can construct an algorithm C such that
Pr(l « Gs] — Pr(l + G4]| < 4y/gc + 1 Adv(C),
where
Adv(C) :=Pr [(m,c) € S: (m,c) + CE9215(2),(G1, G, S, 2) + D] .

Here, C makes at most 3(qg + 1) queries to Gy, G2, and 1g, respectively, and
Te < 3-Tg. By the definition of the COR game (Definition 4), we can equivalently
transform C into an adversary Ao, of the COR game of P. That is, Acor(pk, sk)
samples G, G, and z according to the distribution ® (Fig. 10) with the key pair
(pk, sk) fixed to its input, runs C%+%2:15(2) to get (m,c), and finally outputs
m'7. Now we have T, < Tc 4+ O(qc) - (Tenc + Toec) + O(¢2 + ¢%) and

Adv(C) < AdvsOR (Acor).

Combining the above analysis and three equations, we have T4, S 3- T4 +
O(QG) ’ (Enc + 7E)ec) + O(Q?; + qu) and

[Pr[l + Ga] — Pr[l + G4]| <4y/q6 + 1- AdvER (Acor). (52)

Game Gs5: This game is the same as game Gy, except that kg is replaced with a
fresh uniformly random value k* and G directly returns k* if its input is (m*, ¢*).

17 Note that Acor can directly simulate G1, Ga, and 1g for C since it knows sk.
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Game Gj actually reprograms G at (m*,c¢*) to a fresh uniformly random
value k* before G is queried. Hence, as long as G(m*, ¢*) in game Gy is uniformly
random and G(m*, ¢*) is independent of G(m, ¢) for every (m,c) # (m*, c*), the
adversary A cannot detect the modification made in game Gg. We next justify
these two properties of G(m*, ¢*). For the first property, since G(m*, ¢*) = R(c*)
in game Gy, G(m*,c¢*) is indeed uniformly random. For the second property,
observe that, as long as the following event Bad does not occur, there is no
(m, ) # (m*, ¢*) such that Encpr(m) = c and ¢ = ¢*:

Bad: 3m # m” s.t. Encyr(m) = Encp(m™), m* < M, (pk, sk) < Gen. (53)

This implies that, during the simulation of G in game Gy, the value R(c*) is used
only to answer the G(m*, ¢*). Therefore, G(m*, ¢*) is independent of G(m, ¢) for
every (m,c) # (m*,c*), establishing the second property as well. Thus, we have

[Pr[l + G4] — Pr[l + Gs]| < Pr[Bad]. (54)
As for the probability Pr[Bad], the following Lemma 5 ensures that
Pr[Bad] < 2- eqe, (55)

Lemma 5 ([15, Lemma G1]). Let P = (Gen, Enc,Dec) be a dPKE scheme
with message space M. For a fized (pk, sk), we define two sets S;gfik ={m €
MFm’ € M s.t.m/ # m A Encp(m') = Encypr(m)} and Syl == {m €
M|Decsk(Encpr(m)) # m}. Define eqc := Prim € Sl m <5 M, (pk, sk) <
Gen]. Then we have Pr[m € Sgglfsk :m g M, (pk, sk) + Gen] <2 eqe.

Remark 4. Although the claim of [15, Lemma G1] is Prfm € S, m
M, (pk, sk) + Gen] < 2 d,., where d,. is the average-case decryption error of
P, their proof actually first establishes Pr[m € S;Zlfsk. tm g M, (pk, sk)
Gen] < 2 - eq4, and then derives the result from ey, < d,4.. Therefore, the above
lemma still follows from [15, Lemma G1]. Here, e, < d4. follows directly from

the definition of d,. (Definition 3). -

Game Gg: This game is the same as game Gy, except that the simulation of
G(m, c) no longer additionally checks whether (m,c) = (m*,c*).

Similar to the game hop Gg to Gy, as long as the adversary A does not
query G on (m*, c*), the modification made in game Gg cannot be detected by
A, and we also need to use the O2H theorem to formalize this argument. To this
end, we first define a distribution © over the tuple (G, H, S, z = (pk, ¢*, b, ki, R))
as shown in Fig. 11. We then define a quantum oracle algorithm B°(z) (O €
{G,H}), which runs A?:Pe2(pk, c* k) to get b' and then outputs [b = ¥'].
During the running, B (z) answers each Deca(c) query with R(c).

Observe that BY(z) makes qg queries to O and Tg < Ta + O(¢2 + ¢%). By
the definitions of G and H in the above distribution ©, we have

Pr[l+ BY(2): (G,H,S,z) + D] =Pr[l + Gs],
Pr [1(—BH(Z) (G, H, S, z) < D] =Pr[l « Gg].
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1. Sample (pk, sk) < Gen, m” < M, b < {0,1}, k* <3 K, and k] <35 K.
Sample G1 (resp. R) as a 2qg-wise (resp. 2(gqc + gp)-wise) independent function.
2. Define ¢* := Encpp(m™), S := {(m”*,c")}, ko := k™, 2 := (pk,c", b, ki, R).
3. Let H be a function that H(m,c) = R(c) if Encpr(m) = ¢
and H(m,c) = G1(m,c) if Encyi(m) # c.
4. The function G is the same as H, except G(m”*,c") := k™.

Fig. 11: The distribution ® of (G, H, S,z := (pk,c*, bk}, R)). Here, the R in z
is not represented by its value table, but by a description of a 2(qg + gp)-wise
independent function.

Then, by using Theorem 4 and setting f as the function that maps (m,c) € MxC
to m, we can construct an algorithm C such that

IPr[l < Gs] — Pr[l « Ggl| < 22 Adv(C),

where
Adv(C) :=Pr[m=m":m C9H(2),(G,H, S, z) ?].

Recall that M = {0,1}"™. Thus, C makes an expected (2m + 5)qg queries to G
and an expected (2m + 5)qg queries to H, and 777" < (2m +5) - Tg.

At this point, we can equivalently transform C into an adversary Aq,, against
the OW-CPA security of P as follows:

o Ao gets the challenge ciphertext ¢* := Enc,,(m*) and public key pk, where
m™* is the challenge plaintext uniformly sampled from M by the challenger
and pk is sampled by (pk, sk) < Gen.

o A, samples b, k*, k', G1, and R according to the distribution © in Fig. 11,
and then uses z := (pk,c*,b,k;, R) as input to run C%*(z) and simulates
the oracles G and H for C:

1. When C queries G with input (m, c):
(a) If Encpr(m) = c* A e =c¢*, Aow answers k*.
(b) If Encpr(m) # ¢* V ¢ # ¢*, but Encyp(m) = ¢, Aow answers R(c).
(c) Otherwise, Ay answers G1(m, c).

2. When C queries H with input (m, ¢), Aqw answers R(c) if Enc,i(m) = ¢,
and answers G1(m, ¢) otherwise.

e After C returns m, A,y outputs m.

One can check that the running time of Ay, is Tj’:f: ST + O0(mae) - Tene +
O(mg% + mg%). In the above construction, since Ay, cannot get the chal-
lenge plaintext m* directly, it checks whether m equals m* by testing whether
Enc,i(m) equals ¢* during the simulation of oracle G for C. In fact, since m* is
uniformly sampled from M by the challenger, A, simulates the oracle G for C
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perfectly'® if the event Bad (Eq. (53)) does not occur. Thus we have

Lem. 5
Adv(C) < AdvOVPA(AL,) + Pr[Bad] < AdvOWPA(A,) + 2 eqe.

Combining the above analysis and three equations, we have T," < (2m + 5) -
Ta + O(mgc) - Tenc + O(mgé + mq?) and

[Pr[l « Gs] — Pr[l « Gg]| <22 AdvpV "M (Aow) +44 - €qe.  (56)
As for the probability Pr[1 + Gg], since the adversary A’s view in game Gg is
independent of b, we have
1
Pr[l + Gg] = 3 (57)
By combining Eq. (48) to Eq. (52) and Eq. (54) to Eq. (57), we finally have
Adv( P e (A) AAVERT (Apre) + 22 - Advp ™ A (Aoy)
+ 4/ g6 + 1 AdvEOR (Acor) + 46 - eqe.

We point out that the term e,. can be absorbed into AdVSOR(Acor). By the defini-
tion of the COR game (Definition 4), e,. equals the advantage of a particular ad-
versary Al against the COR game. This adversary simply outputs a uniformly
sampled m. Therefore, let A2, be a new adversary that runs Ao, with probabil-
ity 4v/q¢ + 1/(4v/qc + 1 + 46) and runs A’ , with probability 46/(4/qc + 1 +
46). We then have (4/qc + 1+46)-Adv(A2)) = 4v/qc + 1- Adv(Acor) +46 - €.

Thus, by renaming A2, as Acor, we obtain

AQVINPEEA (A) SAQVERF (Ayre) + 22 AdvEV-CPA(A,,)

+ (4y/qc + 1+ 46) - AdvEOR (Acor).
This completes the proof of Theorem 6. ad

E Proof of Theorem 8

Proof. To prove Theorem 8, we define a sequence of games Gg to G4 (Fig. 12).

Game Gg: This is the IND-CPA game of KEMZ, with the adversary A in the
QROM. Obviously, we have

- 1
Adviggmi " (A) = [Pr[1 + Go| — 5| (58)
Game Gi: In this game, a new random oracle FF : M — R x K is intro-
duced, where R = {0,1}" and K = {0, 1}*. Then, the r* and k is generated as
(r*,kg) = F(m*) and the adversary A is replaced by a new adversary A;, which
runs A and simulates G and H for A by querying F' as follows:

18 Here the "perfectly" means that, in C’s view, the oracle G simulated by Aoy is per-

fectly indistinguishable with the oracle G obtained by sampling (G, H, S, z) according
to the distribution ® in Fig. 11.
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e For a G query ELU Qg oyl y)t?, Ar queries F on Zw,y,zE'R Qgy/ V2|2, 2,Y).
Here,  denotes the value in the input register, while (z, y) denotes the values
in the output register. Similarly, for an H query Y oz ylT,y), A1 queries F

ony . . ck Quy/V2¥|2,y,2). Here, x denotes the value in the input register,
while (y, z) denotes the values in the output register.

Clearly, A1 makes qo +qg queries to F'. Note that game G essentially combines
the two random oracles G and H into a single F', using the basic properties of
random oracles. Hence, game G is equivalent to game Gg. Thus

Pr[l + Go] =Pr[l + G4]. (59)

GAMES Go-G4 F(m) //G1-Gaz

1: (pk,sk) < Gen //Go-Ga4  1: return Fi(m)

2: H<+g 2usr,G g Qmox //Go

31 F) s QMorxk //G1-Ga F(m) //Gs

4: m" g M //Go-G1 1: ifm=mg

5: mo g M,mq 5 M\ {mo} //G2-Ga  2: return (ro, ko)
6: c<+s{0,1},m" :=mec //G2-Ga4  3: elseif m=my

7 (7" ko) == (H(m™),G(m")) //Go  4: return (71, k1)
8: (r,kg):=F(m") //G1-G2  5: elsereturn Fi(m)
9: (ro ko) s RXK,(r1,k1) +s RxK//Gs-Ga

100 (k) == (re, ke) //Gs-Gy  F(m) [//Ga

11: ¢ :=Encp(m™;r™) //Go-Ga  1: return Fi(m)

12: b4y {0,1}, k] <5 K //Go-Ga

13: b« AT (pk,c" k) //Go

14: b Af (pk,c", k7)) //G1-Ga

15: return [b' = 0] //Go-Ga

Fig.12: Games Go-Gy4 for the proof of Theorem 8. Note that the oracle F' can
be quantumly accessed in those games. In this figure, we just write the classical
description of F' for brevity.

Game Go: This game is the same as game G1, except that it samples mg g M,
my g M\{mo}, ¢ <5 {0,1}, and then sets m* := m,. Observe that the m*
sampled in this game is still uniformly distributed over M. Hence,

Pr[l + G1]=Pr[l + Gg]. (60)

19 Here for simplicity, we omit the values that may be entangled with = and y.
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Game Gj: This game first samples (rg, ko) g R X K and (r1,k1) <3 R x K.
Then, it reprograms F' at mg and m to (rg, ko) and (r1, k1), respectively, and
accordingly sets (r*, kg) == (r¢, ke).

Since game Gg reprograms F' at mo and my with fresh uniformly random
values before any query to F' is made, it is equivalent to game Go. Hence,

Game Gy4: This game is the same as game Gg, except that the reprogramming
of F at mgy and m; is removed. Namely, during the simulation of F', it no longer
checks whether m equals mg or m; and directly returns Fy (m).

It is obvious that, as long as the adversary 4; does not query F' on mg or
my1, the modification made in game G4 cannot be detected by A;. However,
since F' can be quantumly accessed, we need to use the O2H theorem to formal-
ize this argument. To this end, we first define a distribution ® over the tuple
(G,H, S,z = (pk,c*,b,k;)) as shown in Fig. 13.

1. Sample (pk, sk) < Gen, mo <—s M, m1 <=5 M\{mo}, b <= {0,1}, and ¢ <5 {0,1}.
Sample (ro, ko) 3 R X K, (r1,k1) <5 R x K, and k] <35 K.
Sample G as a 2(q¢ + qu)-wise independent function.

2. Define kg := ke, ¢* := Encpr(me;7re), S := {mo,m1}, and z := (pk,c", b, k}).
The function H is the same as G, except H(mo) := (ro, ko) and H(my) := (r1, k1).

Fig. 13: The distribution ® of (G, H, S, z := (pk,c*, b, k})).

We then define a new quantum oracle algorithm A9 () (O € {G, H}), which
runs AP (pk, ¢*, ki) to get b’ and then outputs [b = b']. Note that AS (2) makes
g + qm queries to O and T4, =~ Ta. By the definitions of G and H in the
distribution ®, we have

Pr[l«+ Af(2):(G,H,S,z) + D] =Pr[l + Gg],

Pr(l+ AS(2): (G, H,S,z) + D] =Pr[l + Gql. (62

Now, by using Theorem 2, we can construct an algorithm D! (z) such that

IPr[l ¢ Gg] — Pr[l + Gy|

<22 1- P €S :x+ DG1s

< gc +qu + (G)H7S7rz)%© [:c x (z)]

(a)

<22 1- P € {me,mi_c}: @ < D1s
<2Vge+an+1-  Pro [z € {meymu_c} (2)]
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() G,1
=22 - P =m.:x + DS
GG +tan+l B [z=mc: (2)]

+22v/q6 + qur + 1- Pr [t =mi_c:a < DCG1s (2)] .

(G,H,8,2)«D

(63)

Here (a) is because S = {mgp,m1} and (b) is because my # my. Since M =
{0,1}™, DY 15 (2) makes an expected (2m+5)(qa+qm) (resp. (4m+10)(qc+qm))
queries to G (resp. 1g), and has running time 75 < (2m +5) - Ta,.

For the probability Pr[l < Gy], since k§ is sampled uniformly at random
from the two independent uniformly random values ko and k;, k§ remains uni-
formly random. This implies that both kj and k} in game G4 are uniformly
random, and hence the view of the adversary A; is independent of b. Thus,

Pr[l  Gq) = % (64)

In the following, based on the algorithm D%!s(2), we define an IND-CPA
adversary Aj,q against P as follows:

o After getting the public key pk, Ainq samples mg g M, my g M\{mo}
and then sends (mg,m1) to the challenger.

e The challenger returns the challenge ciphertext ¢* := Encyi(me; r*) to Aing,
where ¢ < {0,1} and r* <3 R.

e Aj,q samples G as a 2(qg + qm)-wise independent function, samples b g
{0,1} and k; <3 K, and then runs D! (2) with z := (pk, c*, b, k). Since
Aing samples G itself and knows both mg and mq, it can directly simulate
the oracles G and 1g for D !s(2).

e After D%1s(z) returns z, Ainq outputs ¢ := 1 (resp. ¢ = 0) if z = my
(resp. £ = mq), and outputs a random bit as ¢’ otherwise.

It is straightforward to verify that A;,q perfectly simulates the environment of
D15 ()% and TP < T 4+ O(mgg + maf;). The advantage of Ajng against
the IND-CPA security of P can be computed as:

1
AV A (Asna) = [Pric’ = ez ¢ ¢ Aa] =

1
3 [Pric =c:c « Apa] = Prlc # c: ¢ + Apnd]|

Pr [z =mc: 2« D15 (2)]
1 (G,H,8,z)+D
2 |- Pr [z =mi_c:z+ DS(2)] '
(G,H,8,2) <D

20 This is because the values me, rc, ke, and k] sampled in the distribution © are all
uniformly distributed over their respective sets. Therefore, the ¢* generated accord-
ing to © has the same distribution as that generated by the IND-CPA challenger,
while the k; generated according to ® is also a uniformly random value over XK.
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Combining the above equation with Eq. (63), we obtain

[Pr[l + Gz] — Pr[l + Gyl

<44\/qc +qg +1- Advg\'D'CPA(Aind) (65)
FUao T FT P [o—micio e D).

(G,H,S,2)«D

For the final probability Prg m,s,2)«o [T = mi_¢ : & + D% 15(2)], we can prove
the following lemma. The detailed proof is given in Supplementary Material E.1.

Lemma 6. We have Pr(g,m,s,.)co[® =mi_c : @ + Ds(2)] < 25,/ %.

Finally, by combining Eq. (58) to Eq. (61), Eq. (64), Eq. (65), and Lemma
6, we obtain

- ) fam+1
Advi T (A) < 444/g6 + qu + 1 AdvEP A (Aya) + 1100 - 14T

VIMI =1

This completes the proof of Theorem 8. a

E.1 Proof of Lemma 6

Proof. We first give the detailed construction of D%1s(z) based on the algorithm
AZ () used in Eq. (62) and the proofs of Theorems 1 and 2. By denoting the
initial state of AS(2) as |1.) := U.|0%) and then denoting Uy,...,U, (¢ :=
qc+qg) as the unitary operations performed by A (2) between its oracle queries,
the detailed construction of D% 15 (z) is as follows:

e With probability 1/11, D%1s(z) directly samples x <~ M and outputs z.
e With probability 10/11, DF!s(2) sets € := 1/2™ and then runs C&'s (z),
which performs the following operations:
1. Initialize the state |0%)]0,0™)gT and sample k according to the distribu-
tion ®. defined in Table 4.
2. Perform (Am)*Ug, where Ug := [[?_,[U;0cULU, and

Am = Ug o (20%)|0,0™)g7(0%|{0,0™ g1 — I) 0 U} 0 (2|0)(0]g — Ig).

The O¢ : |z,y) — |,y ® G(x)) used by Up can be implemented with a
single query to G. The U} used by Ug is defined in Eq. (6) and can be
implemented with two queries to 1g2!.

3. Measure BT in the computational basis to get the measurement outcome
(b,t). If b # 0, output ¢. Otherwise, output L.

21 This point has already been explained in the proof of Theorem 1 when constructing
the algorithm B 15 (2); see the analysis after Eq. (11).
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Therefore, we have

P =my_:x DOIs
(G T e @)

1 1 10 (66)
R E P — e G,ls )
11 M| + 11 (G,H,S,rz)<—© [x m v (z)]

Next, for an arbitrary fixed tuple (G, H, S, z) in the support of the distribu-
tion ® (Fig. 13), we analyze the probability Pr[z = mi_. : z < C&1s(2)]. First,
since S = {mg, m1 } and mgy # my, the state |1)g) defined in Eq. (15) in the proof
of Theorem 1 becomes

q j—1

q
[ws) =Y [TIU:0clime) (me| [ [IU:0cTIL][4b2)]5, me)er
j=li=j i=1
j-1

q q
+ZHU0G |m1 c m1 C|HUOGHLH¢Z>‘]7m1 c>BT7

j=11i=j i=1

where IT} = I — |m¢)(mc| — |mi—c)(mi_.|. We define

9 4q Jj—1
Wm) = ZH[U OG”mc mc| H U OGHL]|¢Z>Uvmc>BT,
Jj=1li=j i=1 (67)
4 q i1
Y, o) = Y [ 10O Ima— ) (mi—o| [ [W:OGTLL|2) 5, ma—c)er-
Jj=li=j i=1
Then, |, ) and |, _.) are orthogonal whenever they are nonzero and
[¥s) = [Ym,) + [m, ) (68)

Define 6 := arcsin(|||ts)]|)- At this point, according to Eq. (17) and Eq. (20),
for a fixed number of iterations k sampled from ®., the whole state of C&1s(z)
before performing the final measurement on the registers BT is

cos((2k +1)0) - [paa) + sin((2k 4+ 1)8) - [¥good)

q

[[[Ti0c1 L ]4.)[0,0™)er if 6 =0,
i=1
sin((2k + 1)6) e
- T(Wm) + [Ym, ) if 0 =7/2,
o q
MH U;OcILL [4.)]0,0™) gt
COS -
=t (2 +1)6) if0<6<m/2
Sln
W(|¢WLC> + |[Ym,_.))
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Thus, by the definition of C&*!5(2) given at the beginning of the proof, we can
compute

Prlz=mi_.: 2« CE'5(2)]
0 if 0 =0,
L

= 1 sin?((2-2' 4+ 1)6) 5 .
ma_ fo<6<mw/2

(69)

When 6 # 0, we sum over | because in C&>!5(2) the iteration number & is sampled
according to the distribution ®. (Table 4). Next, to derive an upper bound on
Prlz = mi_. : @ + C&15(2)], we introduce the following lemma. The proof of
this lemma is given in Supplementary Material E.2.

Lemma 7. For any 0 < 6 <7/2, ZZL:O T sin®((2- 20 + 1)8) < 12sin(6).

If § = 0, then |||¢s)|| = 0, and hence |pg) = 0. By Eq. (67), the states |1, )
and |¢),,,__) are orthogonal whenever they are nonzero. Hence, by Eq. (68), when
6 = 0, we must have |[t),,.) = |¥m,_.) = 0, and thus |||t)sm,__)|| = 0. That is
to say, when 6 = 0, we have Prlz = m;_. : x + C&'5(2)] = 0 (Eq. (69)) and
1¢'m,_ )| = 0, which obviously implies

Prlz=mi_c: @ C(2)] <12+ [, )|l

If 0 < 0 < 7/2, by using Eq. (69) and Lemma 7, we can compute

L
_ . Grepn N~ 1 osin?((2- 2l+1>> )
Pr I:x_mlfc '1.(_66 (2)] _Z;TZI Sln ( ) |||{lpm1 c>H
1) |2
s12-7ae)
by )2 (@
=12 12 i)l
AT [ )

Here (a) follows from |[|¢»s)|| > [||t)m,_. )|, which can be derived by Eq. (68) and
the fact that the states |¢,, ) and [, _.) defined in Eq. (67) are orthogonal
whenever they are nonzero.

The above analysis shows that we always have Pr[x = my_. : 7 + C&15(2)] <
12-|||%m,_. || Hence, by averaging over (G, H, S, z) + D and using the Jensen’s
inequality, we have

[2=mi_c:2+ CGG’ls(Z)} <12 1Ymy_ o)l

Pr <
(G,H,S,2)«D (G,H, S 2)«D

=12. l[oma- ol (70)

(GHS )

<12- m .
< \/(GHS H)mw BT
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In the following, for an arbitrary fixed tuple (G, H, S, z) in the support of
the distribution © (Fig. 13), we construct an algorithm D; that queries the
semi-classical oracle O{Sgl_c} (Definition 1) as follows:

e In addition to the input z = (pk, c*, b, ki), D1 is also given m, and G gener-
ated when (G, H, S, z) is sampled according to ©.

e D initializes the state |0%), applies U, to obtain |¢,), and then performs
H?:1[UiOGMcM1—c]-

1. The unitary operation Og : |z,y) — |z,y ® G(z)) can be implemented
by D; since it is given G as input.

2. The measurement M, := {IIy := |m.)(mc|,IIo := I — II;} acts on the
input register of O¢ and can be implemented by D; since it is given m,
as input.

3. The measurement M;_. := {ﬁl = |m1_c><m1_c|,ﬁ0 =1 — ﬁl} acts
on the input register of Og and can be implemented using one query to

OSC
{ml —c} '
e Measure all registers in the computational basis and output the measurement

outcome.??

Note that D; queries Ofglic} q times, where ¢ = gg + qu. Next, we define the
following events that may occur during the execution of D;:

e Find: The measurement M;_., which is implemented by querying Ofgl_c},
ever has outcome 1.

e Find; (i € {1,...,q}): The first ¢ — 1 measurements M;_. have outcome 0,
while the i-th measurement M;_. has outcome 1.

e —Find; (i € {0,1,...,q}): The first ¢ measurements M, have outcome 0. For
i = 0, we define —Find to be the sure event.

For any i € {1,...,q}, the event Find; A =Find;_; means that, the first i — 1
measurements M. and the first ¢ — 1 measurements M;_. all have outcome 0,
while the i-th measurement M _. has outcome 1. Therefore, we have

- Ofmi_od . , 03
Pr |Find; : Dy """ (2,m.,G)| > Pr |Find; A —=Find;_; : D; "¢ (2, m,, G)

) 2
i—1

= |m1—0> <m1—6| H [UjOGHl]|wZ>

Jj=1

Here, I1; = I — |mc)(me| — [mi—c)(mi—c|, and [])_; [U;OGI11] is defined as the
identity operator. Since the events Find; are mutually exclusive for distinct ¢ and

22 In fact, the subsequent analysis does not depend on the output of Ds; it only focuses

on the measurement outcomes of M. and Mj_.. We therefore adopt this simple
output rule for D;.
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Find = v{_,Find;, based on the above equation we can compute

. Ot _y 4 . Ol _a
Pr |Find : D, "' ¢ (2,me, G) :ZPr Find;, : D; """ (2, m,, Q)

=1
) 2
q i—1
>3 (lma—e)(mi—e| TT1U;060L][02)
i=1 j=1

(a) 2
= [[Wms) |
Here (a) follows from the definition of |t,,,_.) given in Eq. (67). Combining the
above equation with Eq. (70), we obtain

Pr [t =m1_c: 2+ CE15(2)]
(G,H,S,2)+D

0sc
<12- Pr {Find : Dy e (z,me, G) |
(G,H,S,2)«D

By the definition of the distribution © (Fig. 13), it is easy to see that the
input (z,m¢, G) of D; depends only on m, and does not directly reveal mj_..
Therefore, according to the sampling procedure of my and m, in ®, after D,
receives the input (z, m., G), the value m;_. remains uniformly distributed over
M\{m.} from its point of view. Recall that D; makes ¢ = qg + g queries to
0?¢ .. Then, by Theorem 12, we have

{mlfc}
ofm 4(9c + qn)
P Find : D, ™! Q)| < e A
(G,H,S,rz)<—© " ! (z;m )} - M|-1
Combining the above two equations yields
Pr [z =mi_c: 2z CHS(2)] < 24 M
(G,H,S,2) D i ¢ - M| -1

Furthermore, by combining the above equation with Eq. (66), we obtain

+ qH
p —my_, x4 DOIs(5)] < 25, /36 T
(GLH.S.2) D o= ()] = M| -1
This completes the proof of Lemma 6. a

E.2 Proof of Lemma 7

Proof. Let o := sin(0). Recall that T = ZlL:o 271 > 1 (Table 4). For every
1 €{0,...,L}, the inequality |sin(nf)| < nsin(9) for n € N, together with the
inequality 2-2! +1 < 3- 2!, gives

sin?((2-2' +1)0) < min {1,9-2%5%}.
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If o > 1/3, then we have

L L

1 1
> ﬁsin?((Q 2h+1)0) < 7 » 27! =1<30 < 120 = 12sin(0).
=0 =0

It remains to consider 0 < o < 1/3. Partition the indices as

1 1
Ligw :=31€{0,...,L}: 2" < — % Lpjgn :=31€{0,...,L}: 2" > — 1.
30 3o

Since 0 < o < 1/3, the set Loy is nonempty. Let I, be its largest element. Then

[
doo2t=> ot =0kt 1 <oh < 2
— 30

l€Liow
Consequently,
1. ! 902 . , 2
Zﬁsm ((2.2 +1)9)§T22§90'37:60-
l€Liow l€ Liow

If Lyign = @, its contribution is zero. Otherwise, let I* be its smallest element.
Since 2" > 1/(30), we have

L o0
Z ﬁ Sing((Q N L 1)0) < % Z 9—! < Z 9l — 911" _ 6.

L€ Lnign =t =t~

Combining the two contributions yields

L
1
> T sin?((2 -2 +1)0) < 120 = 12sin(f),
=0

which proves Lemma 7. O

F Security proofs for the FO-like transformation FO*

FO-like transformation FOX. Let P = (Gen, Enc, Dec) be an rPKE scheme
with message space M, randomness space R and ciphertext space C. For a given
set K,let H: M — R, G: M xC — K be hash functions, let F: KP"f xC — K
be a pseudorandom function (PRF) with key space KP"f. We associate KEM
scheme

KEM* .= FO’L[P,H7 G,F] = (Gen‘L, Enca, Decal)

that has key space K. The constituting algorithms of KEM' are given in Fig. 14.
We first introduce the following theorem. It shows that in the QROM, the
IND-CPA security of KEM* implies its IND-CCA security.
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Gen” Enca(pk) Deca” (sk’ = (sk, s), ¢)

1: (pk,sk) < Gen 1t m<+sg M 1: m':= Decy(c)

2: sy KPS 2: c=Encp(m;H(m))  2: if m' = L Ve #Encpe(m’; H(m'))
3: sk’ :=(sk,s) 3: k:=G(m,c) 3:  return F(s,c)

4: return (pk,sk’) 4: return (k) 4: else return G(m’,c)

Fig. 14: Key Encapsulation Mechanism KEM*.

Theorem 15 (IND-CPA of KEM* *¥™ IND-CCA of KEM* [13, Thm. 5]).
Let rPKE scheme P = (Gen, Enc, Dec) be dy.-worst-correct. Let A be an IND-
CCA adversary against KEM* :FO*L[P,H, G,F], making qp classical queries to
the decapsulation oracle and making qi (resp. qu ) quantum queries to the ran-
dom oracle G (resp. H). Then, we can construct a PRF adversary Ap.¢ against

F and an IND-CPA adversary B (in the QROM) against KEM* such that

Adviein SN A) < AdVERF (Apre) + Adviiin 4 (B) + 16(2qm + 2q6 +1)° - Sue.

Here, B makes at most qc (resp. qc +qu ) quantum queries to the random oracle
G (resp. H). The running time of Ape and B is Ta,.; < TA+aD - (Tenc + Toec) +
O(q% + q%) and Tg S Ta+ O(qc) - Tenc + O(d2 + q3,), respectively.

Then, we prove the following theorem, which shows that the IND-CPA security
of KEM” in the QROM can be reduced to the IND-CPA security of P without
the square-root advantage loss.
QROM L
Theorem 16 (IND-CPA of P "= IND-CPA of KEM*). For an rPKE scheme
P = (Gen, Enc, Dec) with message space M(= {0,1}™), let A be an IND-CPA ad-
versary against KEM* = FO’L[P, H,G,F], making qc (resp. qu ) quantum queries
to the random oracle G (resp. H ). Then, we can construct an IND-CPA adversary
Aing against P such that

1
AdvINDCPA(A) < 443/ qur + 1+ AdvlYPCPA(A,,q) + 1100 - 26 I T2

VIM =1
Here, we have TZP < (2m +5) - Ta + O(mgg + mai;)-

Proof. Since we only consider IND-CPA security, where the adversary has no
access to the decapsulation oracle, the proof of this theorem is almost identical
to that of Theorem 8, and we omit the details. In fact, before following the
proof of Theorem 8, we only need to use the indifferentiability argument from
[4, Theorem 5| to replace the G(m, c¢) used in key derivation with G(m). O

Combining Theorem 15 with Theorem 16, we finally obtain the following
theorem. This theorem shows that, in the QROM, the IND-CCA security of
KEM* can be reduced to the IND-CPA security of the underlying rPKE scheme
without the square-root advantage loss.
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Theorem 17 (IND-CPA of P *:3™ IND-CCA of KEM*). Let rPKE scheme
P = (Gen, Enc, Dec) be §yc-worst-correct. Suppose that P has message space M(=
{0,1}™). Let A be an IND-CCA adversary against KEM' = FO*L[P,H, G, Fl,
making qp classical queries to the decapsulation oracle and making qa (resp.
qm ) quantum queries to the random oracle G (resp. H ). Then, we can construct
a PRF adversary Apyt against F and an IND-CPA adversary Aing against P such
that

AdvINDCCA(A) <AdVERF(Apue) + 444/206 + air + 1 - Advi>PA(A;q)
296 tqun +1

2
+1100 -
VIMI=1

Here, we have Ta,,; S Ta+qp - (Tene + Toec) + O(qF + ¢3) and TLP < (2m +
5) - Ta+ O(mqq) - Tene + O(mag + maf; + ma3,).

+ 16(2qH +2q¢ + 1)2 : 6wc-

If the underlying rPKE scheme P is unique randomness recoverable (Defi-
nition 8) with the recover algorithm Rec, we can prove the following theorem.
This theorem shows that, in the QROM, the IND-CCA security of KEM* can be
reduced to the OW-CPA security of P without the square-root advantage loss.
Th QROM L
eorem 18 (OW-CPA of P =" IND-CCA of KEM* ). Let rPKE scheme
P = (Gen, Enc, Dec) be unique randomness recoverable with the recover algorithm
Rec. Suppose that P is d,,.-worst-correct and has message space M(= {0,1}™).
Let A be an IND-CCA adversary against KEM* = FOJ‘[P,H, G, F], making qp
classical queries to the decapsulation oracle and making qa (resp. qu) quan-
tum queries to the random oracle G (resp. H). Then, we can construct a PRF
adversary Apys against F and a OW-CPA adversary Aoy against P such that

Advign S (A) SAQVERF (Aper) + 110 - Advg™ A (Aoy)
+16(2qx +2qc + 1) - 6upe + 198 - Gy

Here, we have T4, < Ta+qp - (Tene + Toec) + O(qf; + ¢&) and TP < (2m +
5) - Ta + O(mqa +mqnu) - (Tene + Trec) + O(mag + maf; + map).

Proof. The proof of this theorem is identical to that of [13, Corollary 1] based on
the unique-randomness-recoverability, except for the following two differences:

1. The MRE-O2H (Theorem 14) used in [13, Corollary 1] should be replaced
by our DSEAM-O2H (Theorem 4).

2. The random oracles should be simulated by 2¢g-wise independent functions
before applying the O2H theorem. This is similar to the proof of Theorem
8, where the distribution © (Fig. 13) initially samples G as a 2(qg + qu)-
wise independent function. We adopt this approach because the one-wayness
attacker designed in DSEAM-O2H requires repeatedly running the distin-
guisher, possibly for an exponential number of repetitions. Therefore, if we
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convert the random oracles into 2¢-wise independent functions only after ap-
plying DSEAM-O2H, we need to choose an exponentially large ¢ to ensure a
perfect simulation of the random oracle, since the number of random oracle
queries at this point may be exponential.

Despite these two differences, the proof of [13, Corollary 1] can still be transferred
in a straightforward manner. Hence, we omit the detailed proof. a
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