PairSwitch: Efficient Galois-Paired Key Switching
for Gentry—Lee Matrix FHE

Zhenyu Xiong, Mingsheng Wang, and Han Wang

Institute of Information Engineering, Chinese Academy of Sciences, Beijing, China
{xiongzhenyu,wangmingsheng,wanghan}@iie.ac.cn

Abstract. Matrix-native fully homomorphic encryption, introduced by
Gentry and Lee [10] (Crypto’26), multiplies encrypted matrices with a
Trace product and returns its four-component output to an ordinary
ciphertext with a BigSwitch, whose keys over an extended ring dominate
the key material of the scheme. Existing BigSwitches follow two routes:
they either store one key per source, as in the original construction, or
factor the secret through the trace and relinearize at run time, as in the
Trace-Factored BigSwitch (TFB) of Park et al. [19], which halves the
keys at the price of 50% more key switches and a whole switching error
multiplied by the secret. Meanwhile, the Galois splitting of Park [20]
(Eurocrypt’25) decomposes such switches into base-ring diagonals, but
it has not been used to reduce their keys. However, whether a BigSwitch
can publish only the keys of TFB and still run at the speed of the original
one has remained open.

In this work, we first propose the pair-merge BigSwitch, which ob-
serves that the diagonals of a split BigSwitch are indexed by an inversion-
closed coset kH and rewrites the target of a diagonal as = g(s)+y s g(s) =
g(g " (x)s+ 9 ' (y) sg~'(s)), so that it borrows the product key of its
inverse at the cost of one Galois step; it makes the 2n key switches of
the original BigSwitch with n/2 + 1 instead of n product keys, and we
prove that no per-diagonal BigSwitch with 2n key switches holds fewer
than %n + 1 keys. Building on it, we propose public key rebasing, which
turns Galois keys into product keys with one relinearization key placed
one small modulus layer above the chain, so that the client publishes
only the keys of TFB and a 10.6 MiB layer key, at the price of 1.5x%
the resident keys of TFB on the server. Consequently, together with a
Hermitian hop that finishes a partner diagonal of a Gram product with
one Galois step, PairSwitch makes 2n key switches on general inputs and
%n 4+ 1 on Gram products.

On the parameters of Park et al. [19] (n = 256, p = 17, log, PQ =
200), our implementation runs a BigSwitch 1.89-2.00x faster than TFB
and 1.28-1.38x faster than the original BigSwitch, with 2.4 bits less noise
than TFB and 4.3 bits more than the original, with a layer key of 128.3
bits (default estimator model); it is 2.45x faster than TFB on Gram
inputs. Our implementation and the raw logs are public.’
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switching - Galois automorphisms
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1 Introduction

Fully homomorphic encryption (FHE) is a cryptographic primitive that allows

one to compute on encrypted data without learning anything about it. Since

Gentry’s first construction, the field has advanced steadily, and the RLWE-

based schemes BGV [5] and CKKS [7] have become the schemes of choice for

exact and approximate arithmetic. Among the computations that drive their
deployment, matrix multiplication plays a central role: it dominates linear re-
gression, the training of linear models, and the attention layers of transformer
inference [13,22,20,3]. However, BGV and CKKS encrypt vectors rather than
matrices, so an encrypted matrix product has to be emulated by many rotations
and plaintext multiplications, and a long line of work has been devoted to reduc-
ing their number [13,22,20,3]. Recently, Gentry and Lee [10] proposed a different
route, matrix-native FHE, in which a whole batch of matrices is encoded into
one element of a multivariate ring and the product of two encrypted matrices
costs only a few plain matrix products over Z,. Specifically, for a power of two

n and an odd prime p, the Gentry—Lee (GL) scheme works over the base ring

Ry = Z4[i][X, W]/(X™ —i,®,(W)) and the extended ring R} = R,[Y]/(Y"™ —1i),

and it multiplies two encrypted matrices in the following four stages.

— Encoding. A batch of ¢(p) matrices M) € M, (C) is encoded into one
element m € R’ such that m((j, (x,nme) = A - M;ﬁ) for a scaling factor A,
where (; and n, run over the primitive 4n-th and p-th roots of unity, the rows
and columns being indexed by the X and Y roots.

— Encryption. With a secret s € R, that does not involve Y, the matrix is
encrypted as (b,a) € Rﬁf with b+ as = m + e, i.e. as n ordinary RLWE
ciphertexts over R,, one per power of Y.

— Trace product. For two ciphertexts (b, a,,) and (b, a, ), GL compute u®v =
Tr (u(X, ZW)u(Y Yzt W‘l)), where Trz keeps the constant term in an
auxiliary variable Z and the bar conjugates the Gaussian-integer coefficients;
since s does not involve Z, this yields a four-component ciphertext

Cty = (Coo, 010, C()l, 011) with Ooo + ClO S + 001 sy +Ci1ssy Ru® v,

where sy = 5(Y 1, W~1) is a conjugate copy of the secret in the Y variable.
Each block costs a slot-wise matrix product over Zg|i].

— Relinearization Switchy;; and rescaling. The four-component ciphertext
is finally returned to a ciphertext under s alone. Since Cyg + C1g s is already
under s, GL switch the two remaining terms with two key-switching keys over
the extended ring,

ksksy s = RLWE. (o sy ),  kskysy s = RLWE,(go s sy) € R/

990’

where ¢, is the special modulus and ¢ the number of gadget digits, and they
output

(Eo, E1) = (Coo, Cho) + Switchpig (Co1; ksksy ) + Switchpig (Ch1; ksks sy -5 ),



which decrypts under s to Coo+C105+Co15y +C115 sy = u®v. Each Switchy;,
decomposes its input into £ digits over R’, multiplies them with the ¢ rows of
the key, and divides by ¢,. Because the product carries the scale A2, a CKKS
rescaling by A concludes the multiplication.

In this work we concentrate on this relinearization step, which Park et al. [19]
call the BigSwitch: it holds the largest keys of the scheme and a large share of
the time of a product. Every BigSwitch computes

(001, 011) —— Co1 - sy +C11-ssy under S, (1)
and its keys are defined over the extended ring R;, so that each of them is n
times larger than an ordinary key. The original BigSwitch of Gentry and Lee
switches the two terms of (1) with two such keys, of sources sy and s sy; this
costs 2n base-ring key switches, but at n = 256 the two keys occupy 768 MiB.
Recently, Park et al. [19] proposed the Trace-Factored BigSwitch (TFB): exploit-
ing (1,s,sy,ssy) = (1,sy)®(1, s), it switches both terms with the key of source
sy and then relinearizes s> — s, which halves the keys to 385.5 MiB. However,
this third switch per diagonal raises the cost to 3n base-ring key switches and
acts on a ciphertext whose whole switching error is then multiplied by s. Park
et al. [19] also amortize the extra cost over K accumulated Trace products, but
each BigSwitch stays slower than the original. This raises the following question:

Can a BigSwitch publish only the keys of TFB and still run at the
speed of the original one?

1.1 Owur Contributions

In this work, we investigate the algebraic structure that the Galois group imposes
on the BigSwitch of matrix-native FHE. We address the fundamental tension be-
tween the product keys of the original BigSwitch and the runtime relinearization
of TFB through two symmetries of the problem: the inversion symmetry of the
Galois automorphisms that index the diagonals, and the conjugate-transpose
symmetry of the Trace product. Our main contributions are summarized below:

1. Pair-merge BigSwitch with a provably optimal key set. We introduce
a novel construction that exploits the inversion symmetry of the coset kH
that indexes the diagonals of a split BigSwitch. By establishing the pair-
merge identity = g(s) +ysg(s) = g(gil(ac) s+g1(y)s g’l(s)), we show that
a diagonal can borrow the product key of its inverse at the cost of one Galois
step, so that n/2+ 1 product keys serve all n diagonals at the 2n key switches
of the original BigSwitch, with no Y-axis transform and no switching error
multiplied by s. We further prove that every per-diagonal BigSwitch with 2n
key switches holds at least %nJr 1 base-ring keys, so that the pairing is optimal
among per-diagonal BigSwitches at this count, and confirm by an exhaustive
search over all key sets at n = 8 that it lowers the minimal number of key
switches for every key budget from 3 to 15 keys.



2. Publicly derivable product keys. We provide a key-rebasing procedure
that derives every product key from a published Galois key and one relin-
earization key placed one small modulus layer above the chain, extending the
server-side key derivation of [16,20,6] and the square-key multiplication of [14]
to the quadratic sources s - g(s). Our approach identifies a non-prime layer
modulus P’ = 2' — 1, evaluated exactly through an auxiliary NTT prime, as
the key enabler that keeps the largest modulus at 128.3 bits of security under
the default cost model of the lattice estimator (97.2 bits under classical core-
SVP, against 107.3 for the chain itself). Consequently, PairSwitch publishes
the Galois keys of TFB and a 10.6 MiB layer key, under a circular-security
assumption of the same kind as that of TFB, and the derived keys add no
measurable noise.

3. Hermitian hop for structured products. We identify the conjugate trans-
pose v as a second symmetry that maps every diagonal onto its inverse. By
proving that -1 0y = g; ' oy, we show that for y-symmetric or antisymmet-
ric phases a partner diagonal costs a single Galois step, which lowers Gram
products, symmetrized sums, commutators and squaring chains to %n +1 key
switches and yields the conjugate transpose of any product with n further key
switches and no second Trace product.

4. Implementation and comprehensive evaluation. We implement the
BigSwitch of Gentry and Lee, TFB and PairSwitch in one RNS/NTT engine
with identical limbs, digits and key format, and validate every output by
exact decoding with negative controls. On the parameters of Park et al. [19],
PairSwitch runs a BigSwitch 1.89-2.00x faster than TFB with 2.4 bits less
noise and 1.28-1.38x faster than the original BigSwitch, as summarized in
Table 1. Moreover, it is 2.45x faster on Gram inputs, and it accelerates the
GPT-2 attention kernel O = PV of Park et al. by 1.35x in our engine, squar-
ing chains by 2.1x on a non-128-bit five-limb chain, and shared-QK attention
scores by 3.1x, or 2.3x against a TFB that also exploits the symmetry.

These contributions play different roles. The splitting and the use of product
keys instead of a runtime relinearization provide the online speed; key rebasing
keeps the published keys at the size of TFB; the pairing lowers the resident keys
by a quarter against the split direct route, at 5-6% of its time and at the cost
of 1.5x the resident keys of TFB; and the hop saves work on symmetric inputs.

Table 1. One BigSwitch on the parameters of Park et al. [19] (n = 256, p = 17,
log, PQ = 200). Keys are published and resident MiB, N counts base-ring key switches,
times are medians in seconds, and ratios are paired against TFB.

keys noise time (s) ratio
scheme publ. resid. N  (bits) 8thr. 1thr. 8thr. 1 thr.
Gentry-Lee [10] 768.0 768.0 2n  15.37 0.929 6.557 0.691 0.667
TFB [19] 385.5 3855 3n  22.07 1.345 9.844 1 1
PairSwitch 3946 5775 2n  19.67 0.680 4.957 0.506 0.501




1.2 Techniques Overview

Split form of the known BigSwitches. By the Galois splitting of Jai Hyun
Park [20], the extended ring decomposes as R, = ],y R, through maps
with p¢(sy) = k7e(s), where H = (5) is cyclic of order n. Writing

gt = KTy, zp :=n""1(Cor), ye :=n""p(Cr1),

the BigSwitch becomes n independent diagonals, and diagonal ¢ must produce,
under s,

2t 9¢(8) + ye s ge(s)- (2)
The two known constructions produce (2) as follows:
— Gentry—Lee: KS(z; Ky, (s)) + KS(ys; K g,(s)), i-e. two key switches and two
keys per diagonal,
— TFB: KS(z4; Ky, (s)) + 5 - KS(ys; Ky, (5)), where the factor s is removed by a

runtime relinearization with K2, i.e. three key switches, one key per diagonal,
and a switching error multiplied by s.

Hence the former pays one product key per diagonal and the latter one runtime
switch per diagonal. PairSwitch removes both costs with two insights.

Insight 1: inverse pairing. Since the complex conjugation « : (i, X, W) —
(—i, X~1, W~1) is an involution that commutes with H, the coset {g }ter = KH
is closed under inversion, g; ' = g,—1. Applying the ring automorphism g; gives

21 9e(s) +ye59:(s) = g (9;1(%) s+ g () Sgt—1(5)>~ (3)

key-free partner’s product key

Therefore diagonal t is computed as follows, as shown on the right of Figure 1:

— the inner phase costs one key switch, with the product key of the partner t~!;

— the outer g; costs one Galois step, with the linear key K, () that diagonal ¢
holds anyway;

— the Galois step only permutes the error, so no error is multiplied by s.

Since H is cyclic, only 1 and 5™/2 are self-inverse, so n/2 + 1 representatives

carry all product keys.

trace-factored route pair-merge route (ours)
*********** N
Tt KS(+; Kg,(s)) T, —» (0, Px}) J
R e ®

KS(+; Kg,(s)) v, *[KSPQ('% Kag, 1 ()

key Ky (s) Galg, €t

Fig. 1. Diagonal ¢ in the trace-factored route and in the pair-merge route, with z; =
g7 '(z+) and y, = g; *(y:); the bottom box is the runtime step.



Insight 2: key rebasing. A product key is a rebased linear key, by the square-
key multiplication of Kim et al. [14]. Indeed, for a row of K, and a relineariza-
tion of its mask v,

u+vs=Pgyg(s)+e and a+bs=vs’+¢
= a+(u+b)s=Pgy -sg(s)+se+e.

Hence (a,u + b) is a row of K, 4(s), obtained publicly from the published keys,

and the derived product keys add nothing to the view of an adversary. The only

requirement is that the relinearization key decomposes the full mask v € Rpg,

so it lives one small modulus layer P’ above PQ.

Putting the two insights together. The resulting PairSwitch works in three

phases:

— publish: the client publishes the n Galois keys K, 5) and one relinearization
key K, at modulus PQP’, i.e. the key set of TFB up to a small layer;

— expand: once, the evaluator rebases the linear keys of the n/2 + 1 represen-
tatives into product keys by Insight 2;

— switch: per call, it runs the direct route on the representatives and the pair
merge (3) on their partners.

Consequently, PairSwitch makes 2n key switches with no Y-axis transform. In

exchange, the noise carries one rounding per diagonal, about 4 bits whose impact

depends on the precision budget of the computation, and the evaluator holds

%n + 1 keys instead of the n + 1 of TFB. This is optimal among per-diagonal

BigSwitches by Theorem 1.

2 Preliminaries

2.1 Notation

Table 2 summarizes the symbols used throughout. Logarithms are to base 2,
and “noise of b bits” means an output error of £5 norm 2°. For a modulus g,
lalq € (—q/2,q/2] is the centered representative of a, applied coeflicientwise to
polynomials. Key sizes are in MiB of coefficient-form keys, 8 bytes per coefficient.

2.2 Cyclotomic Rings and Galois Groups

Let n > 4 be a power of two, let p be an odd prime, and let ¢ be a modulus whose
prime factors are all =1 (mod 4np). Following GL [10] and Park et al. [19], the
base ring and the extended ring are

A, = Z,[iIW)/8,(W), R, = A,[X]/(X" — i),
R, = R,[Y]/(Y" — i), R, = R, ®a, A,Y]/(Y" - ).

We write R, R’ for the integral versions. Since X4? = 1 and ¢ = X", the base ring
R is the ring of integers Z[C4np| of the 4np-th cyclotomic field and has Z-rank



Table 2. Summary of notation.

Symbol Meaning Symbol Meaning

n, p matrix size; odd prime d rank 2np(p) of R

R, R base ring; extended ring S, Sy secret; copy v(s)

Ky Tty Y Galois maps H, G (5); (k) x H

gt KTt E representatives

Q, P, P moduli L,k ¢ limbs; digits

Ks key 0 — s KS, Gal, key switch; Galois step
Cty, @ Trace product; phase e, nT 0y projection; idempotent

Tty Yt diagonal inputs N, U key switches; resident keys

d = 2np(p), e.g. d = 8192 at (n,p) = (256, 17). Moreover, R’ is a free R-module
with basis 1,Y,..., Y™ ! elements of R C R’ are called Y-free.

Slots and Galois group. When ¢ is prime, the Chinese remainder theorem
splits R, into d copies of Z,, indexed by a branch i — +¢ with .2 = —1, a
primitive 4n-th root of unity ¢ with (" = %+ for X, and a root for W; likewise,
Ry, splits further along the roots of Y. Multiplication is therefore slot-wise, and
the number-theoretic transforms (NTTs) along the X, Y and W axes convert
between coefficients and slots. The Galois group of R over Z is (Z/4np)*, which
acts by Canp Q’fnp and permutes the slots. Following GL [10, §3.6], we use the
conjugation x, the maps 7 and the conjugate transpose v = swap o k, where
swap exchanges X and Y:

k(X Y, W) = (=4, X LY LW, 7 X — X
v (6L, X Y, W) e (=i, YL XL L),

Since X™ = ¢ must be preserved, 7; is defined exactly for ¢t = 1 (mod 4), and
these t form the group

H:={te (Z/4n)* : t =1 mod 4} = (5),

which, for every power of two n, is cyclic of order n and generated by 5. Moreover,
K is an involution that commutes with every 7;, so the automorphisms we use
form the group G := (k) x H. Consequently, the coset xH is closed under
inversion,

(k1) ™" = KTy, (4)

and, since H is cyclic of even order, exactly two of its elements are self-inverse,
namely 1 and 5"/2. These two facts drive our construction.



2.3 RLWE Encryption and Hybrid Key Switching

Ciphertexts. Let s € R be a ternary secret, and let errors be discrete Gaussians
of parameter o = 3.2. A ciphertext over S € {R, R’} is a pair (co,¢1) € S2 with

Chase ot ers — {Am +e  (CKKS [7)),
m+tye (BGV [5]),

for a small error e. More generally, an r-component ciphertext decrypts under a

key vector (1,71,...,7+—1) to >_ ; ¢;Tj- Our constructions manipulate only such

decryption equations and are therefore independent of the flavour [19]. Security

rests on the RLWE assumption [17] and, for published evaluation keys, on the

circular security discussed in Section 2.4.

RNS gadget. We use hybrid key switching [9,12]. The ciphertext modulus
Q = q1 - - qr, has L word-size limbs, and P is a special modulus of k limbs. The
limbs of @ are grouped into ¢ digits (“dnum”); for digit A with limb product Qp,

[c]n = [c]q,. (centered residue),  gn = (Q/Qn) - [(Q/Qn) "], -

h

so that ¢ = 3, _,[c]n gn (mod Q) by the Chinese remainder theorem, since g, =
1 (mod Q) and g, =0 (mod Q) for b’ # h.

Keys and key switching. A key K, = K,_,; with source o € S is a list of
rows (up,vp) € SIQDQ, h < £, generated with uniform v;, and fresh errors e; such
that

up +vps=Pgro+e, (mod PQ).

Key switching computes

KS(c; K,) = ModDownp(Z ModUp([c]s) (uh,vh)),
h<?t

where ModUp extends a digit to all limbs of PQ and ModDownp divides by P
with rounding. The output has phase co + ¢ with

e=P 'Y ldnent+ rotr1s
P 2aldnent rotmns

key term rounding term

where rg,r; are the rounding errors of ModDown; for a large P the rounding
term dominates. We write KSg for a key over R and KSg: for a key over R/;
a key over R acts on an R’-wide input slice-wise over Y [19]. We also write
KST? for a key switch whose output is left at modulus PQ), i.e. without the
final ModDown. A key over R’ consists of n keys over R, one per power of Y;
we therefore measure key sizes in base-ring keys, and one base-ring key occupies
1.5 MiB on the parameters of Park et al. [19].



2.4 Galois Automorphisms and Relinearization

For o € G, applying o to a ciphertext (co, ¢1) with phase ¢ under s yields phase
o(p) under o(s) [9]; a key switch then returns it under s. Similarly, the tensor
of two ciphertexts under s has phase dy + dis + das2, and a key switch of dy
removes the quadratic term [5]. Both are instances of one template: a source
o(s) or s-g(s), with g € G, is switched back to s by the corresponding key,

Galy(co, 1) = (cr(co),O) + KSR(U(Cl);KU(S)), phase o(p) +¢,
Relin(dy, d1,d2) = (do,d1) + KSR(dg; Ksz), phase do + dis + das® + ¢.

We call K, a linear key and Kj. 45 a product key; K,: is the product key of
g = id, and product keys with g # id appear in the transposition of ciphertext
matrices [20] and in the BigSwitch. Since o permutes the canonical embedding,
a Galois step only permutes the input error and adds one switching error. For
many Galois steps on one input, hoisting [11,4] shares the ModUp, and baby-
step/glant-step storage [11] reaches m automorphisms with about 2v/m keys.
Finally, the keys K,(5) and K2 encrypt functions of s under s, so their security
relies on the standard circular-security assumption that every CKKS, BGV or
GL deployment with rotations already makes [9,1]; keys with other sources, or
several keys that are challenged jointly, are covered by explicit joint assumptions
of the same kind, such as Assumption 3 of Park et al. [19].

2.5 Gentry—Lee Matrix Encryption and the Trace Product

We now recall how GL [10] pass from matrices to ciphertexts, and from two
ciphertexts to the four-component ciphertext on which every BigSwitch acts.

From matrices to polynomials. For ¢(p) matrices M) € M, (C), the en-
coding is the unique m € R’, up to rounding, with

m(CjaCkané) =A. M](]l;)a .]7k € [0,7’1)7 le [OaW(p))a

where (; runs over the n primitive 4n-th roots of unity with ¢} = ¢ and 7, over
the primitive p-th roots of unity. Hence the X roots index the rows, the Y roots
the columns, and the W roots the batch.

From polynomials to ciphertexts. Since s € R does not involve Y, writing
m= Zj<n m;Y7 with m; € R gives

(ba) = (Do0Y7, Y a¥I) €RE, by +azs=m;+e,

j<n j<n

i.e. n ordinary RLWE ciphertexts over Ry, one per power of Y. The second
operand of a product is read in the Y variable, and its secret becomes the
conjugate copy

sy ==(s) =5y L, w1,



which is the image of s under the public automorphism ~ rather than an inde-
pendent secret [10,19].

From two ciphertexts to a four-component ciphertext. GL multiply two
encodings u,v by the trace operation [10, Def. 3.4], which keeps the constant
term in an auxiliary variable Z with Z" = i:

u®v:=Trg(u(X,Z,W)-o(Y ", 27" W™).

For ciphertexts (b,a) of u and (8, «) of v, the secrets do not involve Z and can
be taken out of the trace, so that

(b+as)®(ﬂ+as):45:: Coo + Cros+ Co1 sy + Cr1 s sy
with
Coo =b® 3, Cio=a®f, Cor =b®q, Cii=a®a.

Following Park et al. [19], we call this the Trace product, and we denote by
Cty = (Coo, C10,Co1,C11) the resulting four-component ciphertext with phase
@. Tt decodes to n~tM, M! per W-slot, and each of the four blocks costs one
slot-wise matrix product over Z,[i] [10, Thm. 3.6]. Because the product is bilinear
and the key vector is fixed, K Trace products can also be summed in Cty form
before a single BigSwitch, as in the FRee-L technique of Park et al. [19].

3 Previous BigSwitch Constructions

This section reviews the two BigSwitch constructions on which we build, namely
the original one of Gentry and Lee [10] and the trace-factored one of Park et
al. [19], together with the Galois splitting of Jai Hyun Park [20]. Together, they
form the baseline for our construction in Section 4.

Definition 1 (BigSwitch [19]). A BigSwitch is an algorithm that, on input

Cty = (Coo, C10,Co1,C11) € R;‘*, outputs a pair (Eo, E1) € Rf with

Ey+Eys5s=®+eps = Coo + Cio 5+ Co1 sy + C11 55y + eps,

where the error epg lies within the decryption radius.

3.1 The Gentry—Lee BigSwitch

The original construction of Gentry and Lee [10, §3.5] switches the two terms
that are not yet under s separately, each with its own key over the extended
ring. Specifically, it uses the two keys

Koy = {(“h’”h)}hd’ Kssy = {(U;L7U;l)}h<€ C Rig,

with uy, + vps = Pgp, sy + e, and u}, + vj,s = Pgp, s sy + ¢}, and it runs Algo-
rithm 1. Each of the two key switches decomposes an R/-wide input into ¢ digits,
so that every ModUp and ModDown transforms all n slices along the X, W and
Y axes. As a result, the Gentry—Lee BigSwitch makes 2n base-ring key switches
and its error consists of two ordinary switching errors. However, it publishes two
keys over R/, i.e. 2n base-ring keys, which occupy 768 MiB at n = 256.
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Algorithm 1 Gentry—Lee BigSwitch [10]

Require: Cty = (Coo, Ci0,Co1,C11) € Rf;l; keys Ko = {(un,vn)}n and Ksqp =
{(uh, 1)} over R

Ensure: (Eo, E1) € Rff with Fo + E1s ~ @

1: for h=0,...,/—1do

2: dn +— ModUp([Coﬂh), dj, + ModUp([Cu]h) > R'-wide digits, all axes
3: end for

4: (Ao, Ar) <= X dn - (un,vn) + 3, oo diy - (U, v3,) > accumulate at PQ
5: (Ao, A1) + ModDownp (Ao, A1) > phase Co1sy + C118 sy -+ error
6: return (C()o + Ag, Cl() + Al)

3.2 The Trace-Factored BigSwitch

Park et al. [19] observe that the key vector of a Trace product is a tensor product,
(]-7 S, Sy, SSY) = (]-7 SY) & (17 8)7

and therefore route the product secret ssy through two cheaper keys. Specifi-
cally, they switch C7; with the key of source sy instead of s sy, which yields a
ciphertext (Vp, V1) with

Vo+Vis = Ciy sy ES V08+V182 ~ C11 ssy,

so the remaining quadratic term V7 s? is an ordinary relinearization over the base
ring, applied to each of the n Y-slices of V; with the same key K 2. Algorithm 2
summarizes the resulting procedure. Its design has three consequences.

— Keys. TFB never generates the product-secret key K, ; it publishes one
key over R’ and one relinearization key, i.e. n + 1 base-ring keys (385.5 MiB
at n = 256), which saves exactly a fraction (n —1)/(2n) of the keys of Gentry
and Lee.

— Cost and noise. The relinearization is a third key switch on every diagonal,
so TFB makes 3n base-ring key switches, n of them on the runtime input V.
Moreover, the switching error ey of (Vo, Vi) is multiplied by s in Vs + V;s?;
in our reproduction this term dominates and costs about +6.7 bits over the
Gentry-Lee BigSwitch at n = 256. To amortize the extra switch, Park et
al. [19] accumulate K Trace products in Cty form before one BigSwitch (FRee-
L), which reduces the relative overhead as O(1/K) but leaves the cost of each
BigSwitch unchanged.

— Assumption. The two published keys have the related sources sy and s2, so
the pseudorandomness of the pair rests on a joint related-secret assumption,
which Park et al. [19] state as their Assumption 3.

3.3 The Galois Splitting of Park

Recently, Jai Hyun Park [20, §3.1, Alg. 2] decomposed a key switch toward a
transposed secret into ordinary automorphism key switches between a pre- and
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Algorithm 2 Trace-Factored BigSwitch (TFB) [19]

Require: Cty = (Coo, Cio,Co1,C11) € Rff; key Ks, = {(un,vn)}n over R’; relin-
earization key K2 over R
Ensure: (Eo, E1) € Rff with Eg + E1s ~ @

1: for h=0,...,/—1do

2: dn +— ModUp([Coﬂh), dj, + ModUp([Cu]h) > R'-wide digits, all axes
3: end for

4: (Uo, U1) — MOdDOWhp(Zh dh . (uh,vh)) > phase Co1 Sy
5: (Vo, Vi) « ModDownp(Zh dj, - (up, vh)) > same key: phase C11 sy
6: for j=0,...,n—1do > runtime, per Y-slice
T (Wo(j),Wl(j))<—KSR(\/1<j>;KSz) b Vs s
8: end for

9: Eg+ Coo+Upg+Wo, E1 < Cr0+U1 +Vo+ W1 > Vos joins the s-coefficient
10: return (Ey, E1)

a post-processing map. In GL, this decomposition takes the following form. For
t € H, define the Ag-algebra maps and elements
n—1
pe: Ry = Ry, X = X, Y — X =Y X ™MY™eR,

m=0
where y; is well defined because (X*)" = .

Lemma 1 (Galois splitting [20]). Let every prime factor of q be = 1
(mod 4np). Then the following hold.

(a) pi(dp) =n-[t=1] for allt,t' € H.
(b) p = (pe)ecr + Ry — [l,cny Ry is an isomorphism of R,-algebras with in-
verse (z¢)e — n~ " Y, 0uy.
(¢c) melr, = id and ps oy = K7y on Ry. Consequently, pi(sy) = k7i(s) and
ue(ssy) =s- kr(s).
The proof is given in Appendix A; part (b) is the ring-theoretic form of Park’s
identity N’ -m; = >, X 7@ Dm(X?+1) for the ring degree N’ of [20, §3.1].
Applying Lemma 1(b) and (c) to the two terms of (1) yields, for every Cty,

Co1 sy +Cr1 88y = z 0t (:ct KTe(s) + ye s m't(s)), (5)
teH

where x; = n™ 1y (Coy) and y; = n~'p(C11). In other words, the target of a
BigSwitch decomposes into n independent diagonals with the targets (2), recom-
bined by the elements &, i.e. by the idempotents n~'6;. Note that n~! must be
applied to the public input, because n~1d; has coefficients of size about ¢ and
would destroy any error that it multiplies [20, Alg. 2].

4 Galois-Paired BigSwitch

In the previous section, we recalled that both known BigSwitches are R’-wide
and that the Galois splitting decomposes them into n diagonals. We now run
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these diagonals as independent base-ring pipelines, which removes the Y-axis
transforms, and then pair them, which removes the third key switch of TFB.

4.1 Galois-Diagonal BigSwitch

In Algorithms 1 and 2, every key switch is R'-wide, so each ModUp and ModDown
transforms n slices along the X and W axes and, in addition, along the Y axis.
Since these transforms take 79-86% of a key switch on one core, against 4-8%
for the multiply—accumulate with the key, the Y-axis share is worth removing.
In the RLWE setting of Park [20], the maps around the splitting cost O(N'?) for
the ring degree N’. In GL, by contrast, the Y axis has its own transform, and
in the evaluation domain the two maps of Lemma 1 act as follows:

— p; gathers the slots {(a,b) : b = a'}, one R-element of slots per diagonal;

— multiplication by J; scatters them back with a factor n.

Both are index maps, identical for every RNS prime. Consequently, by (5), the
BigSwitch reduces to n independent R-sized ciphertexts e; under s with phase
Tt 9e(8) + ye s e (),

(Eo, E1) = (Coo,Cr0) + Y _ dre, (6)
teH

each of which runs as a pipeline of ModUp, multiply—accumulate and ModDown
without any Y-axis transform. Algorithm 3 states this Galois-diagonal BigSwitch
for an arbitrary route per diagonal. With the trace-factored route on every di-
agonal, it uses exactly the keys of TFB by Proposition 1 below, and we call it
GDB-TFB. It is a direct instantiation of the splitting of Park [20] in GL, and it
already takes 0.68-0.73x the time of TFB.

Algorithm 3 Galois-Diagonal BigSwitch

Require: Cty € Rff; for every t € H, a route and its keys over R
Ensure: (Eo, E1) € R’q2 with Fo + E1s ~ &

1: for all t € H in parallel do

2: xy < n e (Cor), ye < n e (Crr) > slot gather, no transform
3 if the route of t is trace-factored then

4: (Uo, U1) — KSR(xt;th(s)), (Vb, ‘/1) < KSR(yt; th(s)) > R-sized
5: (Wo, Wh) < KSgr(Vi; K,2) > runtime relinearization
6: et < (Up + Wo, Ur + Vo + Wh)

7 else if the route of ¢ is direct then

8 et < MOdDOWhP(KSPQ(xt; th(s)) + KSPQ(yt; K, gt(s)))

9: else > pair-merge route of Section 4.2
10: et < Algorithm 4 on (z¢,y:)
11: end if
12: end for
13: return (Coo, C10) + ZteH Ot et > slot scatter xn, no transform

Noise of the split form. Let v; and v, be the per-coefficient variances of
the key and rounding terms of one R-sized switch. Since the scatter puts one
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signed coefficient of each e; into every output coefficient, the output variance
per switched term is

n (vg + vy) versus nug + v, ,

one ModDown per diagonal R’-wide switch

so that, when rounding dominates, the split form costs +% logy n bits; we mea-
sured +2.00, +3.00 and +4.00 bits at n = 16,64, 256. A following rescale shrinks
both errors alike, so whether the gap matters depends on the precision budget
of the computation.

Big keys and Galois keys. Finally, the splitting relates the key of TFB to the
keys of the diagonal pipelines.

Proposition 1 (Galois decomposition of a big key). Let K, be any key
with source sy over R'. Fort € H, K,r, := >, X" -slice,,(Ks, ) is a key
kTe(8) — s, and the map from the slices to (Kyr,)tcm s invertible with inverse
n~ty, X7t For a fresh K, , the image has uniform masks and Gaussian
errors of standard deviation \/no, but its joint error is correlated.

The proof is Lemma 1(b) in coefficient form. Hence the n Galois keys K., ()
carry exactly the bytes of the big key of TFB. With discrete errors, however, the
converted tuple lies on a sublattice that fresh Galois keys hit with probability 0,
so Appendix C relates their security in both directions.

4.2 Our Novel Pair-Merge Construction

GDB-TFB still makes three key switches per diagonal. We now remove the third
one by exploiting the group structure of the Galois automorphisms that index
the diagonals: the inversion symmetry of this group pairs the diagonals, and one
product key then serves both diagonals of a pair at the price of one Galois step.

Motivation: beyond the two known routes. The direct route holds one
product key per diagonal, whereas the trace-factored route replaces it by a run-
time relinearization whose error is multiplied by s. Both treat the n diagonals
independently. Our goal is to keep the two key switches per diagonal of the direct
route while holding product keys on only half of the diagonals.

Key observation: the Galois group pairs the diagonals. We index the
diagonals by exponents, t = 5¢ with e € Z/n, and write ¢g; := k7. By (4),
g;l = gy with t7! = 57¢ and e — —e is an involution of Z/n with the two
fixed points 0 and n/2. We therefore call

E:={5°:0<e<n/2}

the representatives, n/2 + 1 of them, and the other n/2 — 1 elements of H the
partners, so that every partner ¢ has t~! € &, as illustrated in Figure 2. For
instance, at n = 16 the representatives are 5°,...,5%. The partner 573 = 5!3

borrows the product key K, 953 (5) of its representative 53, while 1 and 5% are
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572 52
O<4+——0
- 53 @ representative ¢: holds K, () and K g, (s)
O« [ ] )
@ self-inverse (t = t~1): 1 and 5"/?
5—4 O o 54 O partner t~1: holds only th,l(s)
pair merge: partner’s product key,
< < P> then one Galois step Gal,
. O« e . 9,—1
577 5
O¢+—-9
57° OT. 5°
_ 7
577 58 5

Fig. 2. Inverse pairing of the n = 16 diagonals ¢ = 5°; filled points are representatives.

their own inverses, so that 9 = n/2 4+ 1 product keys serve all 16 diagonals.
Accordingly, PairSwitch holds the n linear keys K, (s for all t € H, but the
product keys K 4, (s only for ¢ € &; Figure 3 compares this key set with those of
the two known routes. A representative runs the direct route, whereas a partner
runs the pair-merge route below, which uses the product key of its representative.

Lemma 2 (pair merge). Lett€ H, g =g, and z,y € R,. Then

wg(s) +ysg(s) = 9(9‘1(33) s+ g (y) 89‘1(8)), 9 =g
Proof. g is a ring automorphism of Ry, so the right-hand side is z g(s) +y g(s) s.

The identity is elementary; what matters is the keys that its inner phase calls
for, namely two sources:

— the source s, which is free on a public input, since g~!(z) - s is the phase of
(0,97 (2)); and
— the source s g;,~1(s), which is the quadratic source of diagonal ¢~ 1.

Hence the product key of one diagonal of a pair {t,t71} serves both, and the
remaining work is one Galois step with the linear key K, (5) that diagonal ¢ needs
anyway. Since a Galois step acts on the phase by an automorphism, the switching
error of the inner key is only permuted, and no switching error is multiplied by s.
Algorithm 4 spells out the route; in particular, the term P g, 1 (z¢) has P-residue
0, so adding it at PQ is exact, and only the mask Z; is brought down to @) before
the Galois step, while Zj stays at PQ and is permuted by ¢;, an index map.

Proposition 2 (correctness of the merge route). For all public xy,y:,
Algorithm j returns an R-ciphertext under s with phase x; g¢(s) + yi s g1(s) + ¢,
where € = gi(e1 — 118) + 2. Here e1 is the key error of the product-key switch
divided by P, ry = P~1[Z1]p is the rounding of the mask in line 4, and &5 is the
error of the Galois step and of the final ModDown.
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Algorithm 4 Pair-merge route for a partner diagonal ¢, with t~! € £

Require: public inputs z; = nilut(Cm) and yr = nilut(Cu); the partner’s product
key K, 9p—1 ()3 the linear key K, (s)
Ensure: e; € RZ under s with phase x¢ g¢(s) + yt s g+(s) + error

1 @) g7 (2e), i< g7 () > index maps on every limb
2: (Zo, Z1) + KSF@ (y{; K, gtfl(a‘)) > partner’s product key, kept at PQ
3 Z1+ Z1+P-xy > key-free term z; - s; exact at PQ
4: ¢+ gt(ModDownp(Zl)) > only the mask goes down to @
5: (Ao, A1) (gt(Zo),O) + KSPe (c; th(s)) > one runtime Galois step
6: return e; + ModDownp(Ag, A1)

eint=5° 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

O I O
EEEEEEEEEEEEEEE

S I

representatives (n/2 + 1) partners (n/2 — 1)

I:I linear key Kg,(s) I:‘ product key K gt (s) not stored

Fig. 3. Keys stored per diagonal for n = 16.

Proof. After line 3, Z has phase P(x; s+y; Sgt—l(S)) + Pey modulo PQ. Line 4
replaces Z1 by Z1 — [Z1]p up to the factor P, which subtracts [Z1]ps = Prys
from the phase, and line 5 completes the Galois step Galg,, which maps a phase ¢
to g:(¢) plus its switching error. By Lemma 2 and since g, = g,-1, ¢, maps the
inner phase to x; g¢(s) + yt s g+(s). Line 6 divides by P. Here r;s is the rounding
term of hybrid key switching; no switching error is multiplied by s.

With the direct route on the representatives and Algorithm 4 on the partners,
Algorithm 3 becomes PairSwitch.

4.3 Cost and Noise Analysis

Figure 3 summarizes the keys that each route holds per diagonal for n = 16.
The Gentry—Lee route holds a linear and a product key on every diagonal, i.e.
2n keys; TFB holds only the n linear keys and one relinearization key, and pays
for it with a third key switch on every diagonal; PairSwitch holds the n linear
keys and the product keys of the n/2 + 1 representatives only, i.e. %n + 1 keys,
and keeps two key switches per diagonal. The following proposition makes the
resulting cost exact.
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Proposition 3 (cost). Count NTTs of one RNS limb of one R element, and
let Myp = L+ k) and Mg, = L+ k be the counts of one ModUp and of the
ModDown of one component. Per BigSwitch, PairSwitch makes 2n R-sized key
applications, gn + 1 of them on public inputs and n/2 — 1 (the Galois steps of
the partners) at run time; it performs

(n/2+1)(2Mup + 2Man) 4+ (n/2 = 1)(2Myp + 3Man) = (L + k) [(2¢ + 2.5) n — 1]
such NTTs and no Y -axis transform, and it holds %n + 1 base-ring keys.

Proof. A representative runs two ModUps and one two-component ModDown,
its two public-input switches being summed at PQ. A partner runs two ModUps
(one per key switch) and three component ModDowns (the mask before the
Galois step and the final pair). Gather, scatter and ¢; are index maps.

On the chain of Park et al. [19] (L = ¢ =3, k = 1, n = 256) this is 8700 NTTs,
against 8192 for the split direct route and 12288 for TFB; our executor counts
exactly these numbers. Relative to the R-sized GDB-TFB the model predicts
(2042.5)/(3¢+3) = 0.708 of the time. Two further constant-factor levers do not
pay: streaming the shared product key of a pair once for both of its uses changes
the time by 0.2% (the MAC is 5.7% of the thread time and the NTTs 84.6%),
and fusing the gathers with the pre-twists makes it 0.5% slower.

Noise. Both routes end every diagonal with its own ModDown, so PairSwitch
has the per-diagonal rounding of the splitting described in Section 4.1. By Propo-
sition 2, the merge route adds one ordinary switching error per partner and
nothing multiplied by s. We measure 19.67 bits, against 19.37 for the split direct
route, 15.37 for the R'-wide Gentry—Lee BigSwitch, 22.07 for TFB and 26.08 for
GDB-TFB. The %log2 n =~ 4-bit gap to the R’-wide Gentry-Lee BigSwitch is
thus the price of the splitting, whose impact depends on the precision budget.

Low-noise mode. When the output is not rescaled, every diagonal can scatter
the mask component at PQ and leave its ModDown to one R’-wide pass, as an
R'-wide switch does; only this component matters, because its rounding is the
one multiplied by s. This lowers the noise to 18.89 bits at 1.04-1.09x the time,
with the same keys. Removing the partners’ mid-route ModDown as well reaches
the 15.4 bits of the R’-wide Gentry—Lee BigSwitch only with fresh product keys
and 704.5 MiB of upload; with derived keys the floor is 16.5 bits at +17-20%
time. We therefore keep per-diagonal ModDown as the default.

4.4 Optimality of the Pairing

PairSwitch reaches the 2n key switches of the direct method with %n+ 1 resident

base-ring keys. We now show that no BigSwitch of the same shape does better

at this count. A per-diagonal BigSwitch computes every diagonal ¢ with its own

straight-line program on the public inputs x;, y;, in which

— a key application decomposes any value, public or derived from earlier outputs,
against a key whose source is h(s) or hy(s) ha(s) for automorphisms h, hy, he;
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— ciphertexts are combined only with small integer coefficients and auto-
morphisms, and public data enter as key-free ciphertexts (dp,d;) or as
key-application inputs.

This model, stated precisely in Appendix D, contains Gentry—Lee, TFB, GDB-
TFB, PairSwitch and the memory-constrained key sets of Section 5.2. It ignores
noise, treats the mask of every key application as a fresh uniform value, and
requires correctness for every s € Ry, which all these constructions satisfy. It
excludes the Hermitian hop of Section 5.2, which reuses the output of another
diagonal and is correct only on symmetric inputs; this is why the hop makes
fewer than 2n key applications.

Theorem 1 (optimality of the pairing). FEvery per-diagonal BigSwitch
makes at least 2n key applications. If it makes exactly 2n, then every diagonal
t uses the linear key K,y and a product key of source sg;(s) or sgy-1(s).
Consequently, it holds at least n + (n/2 + 1) = %n + 1 base-ring keys, and
PairSwitch attains this bound.

The proof, given in Appendix D, shows that a diagonal with two key applications
either runs the direct route or reuses its first output through a Galois step, and
that the latter forces exactly the source of the inverse diagonal; hence pairing
is the only way to save product keys at this count. The theorem fixes one point
of the trade-off between resident keys U and key applications N. At n = 8, an
exhaustive search over all 23! key sets, with per-diagonal costs that a shortest-
path search over all monomial programs confirmed in 2760 random cases, gives
the whole frontier: pairing lowers the minimal N at every U from 3 to 15, by
up to three applications, e.g. U = 13 gives N = 16 = 2n against 19 without
it. Beyond the per-diagonal model, a dimension argument in Appendix E shows
U+ Wy+2We > 2n for every BigSwitch, where Wy and We count the runtime
switches whose inputs do not and do depend on Cty; in particular U > 2n when
no switch is applied at run time, so the direct method is optimal there.

Remark 1 (pairing and the factor 2). The factor 2 on W cannot be dropped.
A runtime output may serve different targets on different inputs: the Galois step
of a merge route supplies the linear target when Cp; # 0 and the quadratic
one when Cy; # 0. With symmetric baby-step/giant-step sets and one paired
product key per pair, described in Section 5.2, this gives U + W = %n + O(y/n);
at n = 256 our engine executes (U, W) = (162, 246), so U + W = 408 < 2n.

5 PairSwitch with Publicly Expanded Keys

The construction of Section 4 still relies on product keys that the client would
have to publish. We now remove them from the public key set, extend the con-
struction to structured inputs, and integrate both into PairSwitch.
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5.1 Public Expansion of Product Keys

Publishing the product keys would cost n/2 + 1 base-ring keys on top of the key
set of TFB and add a new kind of key to the public tuple. Instead, the evaluator
derives them, following server-side key derivation [16,20,6] and the square-key
multiplication of LFHE [14]. Fix a representative t € £, write g = g, and let
(u,v) € RQPQ be row h of the published linear key, so that

u+vs=Pgpg(s)+e.

The evaluator turns this row into row h of K 4(5) in three steps.

— Step 1 (decompose the mask). Since v is a full element of Rpq, special
limb included, it is split into 12-bit digits, v = Zj<17 21271)]-.

— Step 2 (relinearize the mask). With the layer key K[, = {(u},v})};<17 at
modulus PQP’,

(a,b) = ModDownp/<Z ModUp(v;) - (u;,v;)), at+bs=vs*+e.
j<17

— Step 3 (rebase). Adding the old body to the new mask gives
a+(u+b)s=s(utvs)+e =Pg-sg(s)+se+e,

so that (a, u+ b) is row h of a product key of source s g(s).

Step 2 decomposes all of PQ, so the layer key needs its own special modulus P’

above P(Q); its parameters are chosen as follows.

— Layer modulus. P’ is a special modulus and never an NTT modulus of the
ciphertexts, so it need not be prime; we take P’ = 2'4 —1 and evaluate its limb
exactly through an auxiliary 60-bit NTT prime, since all intermediate sums
stay below 2%*. The key modulus is then log,(PQP’) < 214 bits, for which
the lattice estimator [2,15] gives 128.3 bits of security at d = 8192 under its
default cost model; a layer of 15 bits would give only 127.5 bits. Appendix F
lists the estimates.

— Digits. The 17 rows of 12-bit digits make the layer key 10.62 MiB, or p = 7.08
base-ring keys, and it is used only during the expansion.

— Alternatives. Without a layer, a key at modulus PQ with whole-limb digits
leaves an error of 2925 and makes the derived key useless, while a pure power-
of-two gadget over P(@Q works but costs 51-100 MiB and +0.4-0.8 bits.

Cost and noise. Algorithm 5 runs (n/2 + 1) ¢ base-ring key switches once per
key set, i.e. 387 switches at n = 256, which take about 4s on 8 threads and 27s
on one core; against TFB, this setup pays for itself after about five BigSwitch
calls. The derived row error se + €’ is about 2% per coefficient instead of 217
for a fresh row, but a BigSwitch divides the key error by P, so the output noise
is 19.67 bits with derived and 19.66 bits with fresh product keys.

Steps 1-3 prove the following lemma, which we record for later reference.

Lemma 3 (key rebasing, cf. [14]). Let (u,v) € Ry satisfy u +vs =
Pgn g(s)+e, and let (a,b) € Rp, satisfy a+bs=wvs>+¢'. Thena+(u+b)s=
Pgp, -sg(s) +se+¢.
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Algorithm 5 Public expansion of the product keys

Require: linear keys Ky, sy = {(ue,n,ve,n)}tnce for t € &; layer key K, =
{(u},v})}j<17 at modulus PQP’

3> Vs
Ensure: product keys K g4, (s for all ¢ € £, at modulus PQ

1: for allt € £ and h < ¢ in parallel do

2 (u, v) = (Ut,h, Vi) >u+vs=Pgrgi(s)+e
3: (vj)j<17 < 12-bit digits of v € Rpg > full mask, P-limb included
4 (a,b) + ModDownp/(Zj<17 ModUp(v;) - (uf, v})) ba+bs=vs>+e
5 row h of K, g, sy < (a, u+0b) > Step 3
6: end for

7: return (KS gt(s)) > the layer key may now be deleted

te&

5.2 Extensions to Structured Products

The pair merge treats every input in the same way. Many matrix workloads,

however, produce inputs whose phase satisfies v(®) = 0 ® for a sign § € {£1},

for instance Gram matrices. For such inputs, a partner diagonal needs one key
switch instead of two. Fix a representative ¢ € £ with partner t~!; the partner
is computed in three steps.

— Step 1 (relate the two diagonals). The conjugate transpose maps diagonal
t onto diagonal t=', ;-1 0y = g; ' o jus. Applying g1 to v(®) = 0P therefore
gives

pre-1(P) = 0 g1 (114(P)).

— Step 2 (complete the representative). The direct route returns e; with
phase = u(®) — n 1 (Coo + Cro8), so e; + n~ 1y (Coo, C1p) has phase
n= (D).

— Step 3 (hop). One Galois step with the linear key Ky ()
already holds, applies g;—: to this phase, and by Step 1

€—1 = 0 - Galgrl (et + n_lpt(Coo, ClO)) — ’I’L_lut—l(COo, Clo). (7)

Hence this Hermitian hop replaces the two key switches of the merge route by
one, and N drops from 2n to %n + 1 with the same keys; Figure 4 illustrates
Step 1 on a toy grid of slots. The relation holds between ciphertext phases,

requires exact symmetry modulo ¢, and puts n~! on the hop input.

which PairSwitch

Inputs that admit the hop. The relation applies to the following inputs.

— Gram products z ® x and FRee-L sums ), x;, ® z, are symmetric, § = +1.

— Symmetrized sums. Since y(x ® y) = y ® = for any two ciphertexts, the
input Cty +7(Cty) of a sum AB"+ BA" is symmetric, which covers symmetric
rank-2k updates, the Lyapunov operator AX + X A" for Hermitian X, and
products M®M? of one Hermitian M.

— Commutators. The input Cty — v(Cty) of ABH — BA" has 0 = —1.

— Squaring chains. Each level X;; = n‘lXjX]'-"| is a Gram product, which
COVers powers AQk, scaling-and-squaring and the Newton—Schulz sign iteration
of Hermitian matrices, if a rescale between the Trace product and the switch
commutes with «, as rounding in the basis {W':1 <1< p— 1} does.
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Fig. 4. The Hermitian hop on a toy grid of 16 x 16 slots with t = 3: v reflects diagonal
t onto diagonal t~* across the dashed line, and sends the slot with X-exponent 3 to the
slot with X-exponent —t1.

Moreover, applied to the finished output of x ® y on all n diagonals, the same
relation yields the output of y ® z, i.e. GL’s conjugate transpose of a product,
with n base-ring key switches and no second Trace product.

Memory-constrained key sets. Finally, where resident memory rather than
upload is the constraint, the pair merge extends to smaller key sets. Split H into
babies B, = {5° : |e] < m} and symmetric giants I', and write ¢ = he. Then
one paired product key KTh—l(S) wr.(s) SErves both diagonals of {t,t~1}, since by
the argument of Lemma 2

@ ge(s) + ysge(s) = (' (@) 7e(s) + 7' (y) - 73, (5) 7e(5)),
g1 (s) +ysgi(s) = (@7 (@) 7 (5) + 97 () - 7 (5) ATe(s)),

with 1) = g.-1. As Figure 5 shows, the resulting family pwm spans 243-390 MiB
of resident keys at the noise of the split direct route. Together with the baby-
step/giant-step sets of Table 9, every key set from 60 MiB on is faster than TFB,
and every key set from 229.5 MiB on is at least as fast as GDB-TFB. The paired
keys are derivable as well, but not from the layer key alone: each giant h € I’
needs one Galois key of source 7, !(s) at modulus PQP’, so that the upload of
pw22 is 150.9 MiB.

Step 1 of the hop rests on the following identity of ring maps, whose proof is
given in Appendix B.

Lemma 4 (Hermitian diagonal relation). For every t € H, gt_1 oy =
[lt-1 Oy as maps R; — R,. Consequently, if v(®) = 0P exactly in R:I for a
sign 0 € {£1}, then py—1(®) = 0 g1 (pe(P)). Moreover, the phase of every
self-product x ® x, and of every sum of self-products, satisfies v(®) = @ exactly.

5.3 Integration into PairSwitch

Both optimizations plug into the pipeline of Algorithm 3 without changing its
structure. On the one hand, the expansion of Algorithm 5 runs once, between key
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Fig. 5. Resident keys versus BigSwitch time at n = 256 (8 threads).

generation and the first BigSwitch, and its output replaces the published product
keys. On the other hand, the hop of (7) is a third route for the partner diagonals,
which the evaluator selects whenever the caller declares the input symmetric or
antisymmetric; likewise, the transposed product is an optional final pass over
the finished output. Algorithm 6 states the resulting PairSwitch in full.

Algorithm 6 PairSwitch

KeyGen(s): > client
publish K, () for all t € H at modulus PQ, and K> at modulus PQP’ with
P =2"—-1

Setup:

(Ko gy(s))tee < Algorithm 5
BigSwitch(Cty, 0, tr), with 8 € {0, +1,—1} and v(®) = 0 if 6 # 0:
per call

> evaluator, once

> evaluator,

for all t € £ in parallel do > representatives: direct route
zy < n e (Cor), ye < n e (Crr)
e; < ModDownp (KSPQ(xt; Ky (s)) + KSPQ(yt;ngt(S)))
end for
for all partners ¢t ¢ £ in parallel do
if 0 # 0 then
et < 0 - Galgt (6,571 + nilut71(C()0, Clo)) — ’nil,ut(Coo, 010) > hop (7)
else
et + Algorithm 4 on (n_lut(C(n), n_l/Lt(Cu)) > pair merge
end if
: end for
: (Eo, Br) < (Coo, Cr0) + 2 ,cpy Ot € > slot scatter xn
: if tr then > transposed product y ® x
for all t € H in parallel do
fi + Galg, (™ py—1 (Eo, E1)) > Lemma 4, v(Prey) = Pyos
end for
return (Eo, E1) and ), 6: fi
: end if
: return (Eo, E1)
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Theorem 2 (PairSwitch). For every Cty and every admissible 0, Algorithm 6
returns a BigSwitch output in the sense of Definition 1, whose error is the scat-
tered sum of the per-diagonal errors. It publishes n + p base-ring keys, holds
3n+1 of them after the setup, and makes 2n base-ring key switches per call, or
gn +14f 0 # 0, with no Y-axis transform; the transposed product costs n more.
Proof. Each e; has phase (2) plus its error: on the representatives by the direct
route, on the partners by Proposition 2 or, if § # 0, by Lemma 4, since the hop
maps 1~ L1 (®) to n "y (P) up to one switching error. Summing over ¢ with
the scatter gives Cp1sy + Ci18 sy by (5). For the transposed product, Lemma 4
applied to Pyer = V(Pray) gives ui(Pyez) = gi(ti-1(Prey)), and the counts
follow from Proposition 3.

5.4 Security

Security sketch. PairSwitch publishes the Galois keys K, () for t € H at
modulus PQ and the layer key K, at modulus PQP’, all with fresh errors, and
every product key is a deterministic public function of these keys by Lemma 3.
A reduction that is given this tuple can therefore run Algorithm 5 and the
whole evaluator itself, so that GL with PairSwitch is IND-CPA secure as long
as RLWE samples under s remain pseudorandom given the tuple, a circular-
security assumption on Galois and relinearization keys. This assumption is of
the same kind as Assumption 3 of Park et al. [19]: by Proposition 1, their big
key K, decomposes into the same Galois keys with correlated errors of standard
deviation v/n o, and a smoothing argument in Appendix C relates the two tuples
only up to a factor ¢y/n in the error, with ¢ < 1.44: Galois keys at error o yield
a secure big key, whereas a secure fresh big key yields secure Galois keys only at
error cy/n o. The two assumptions are thus of the same kind but not equivalent,
and ours concerns in addition a layer key at the larger modulus PQP’. Unlike
the original BigSwitch, PairSwitch publishes no key of a product source.

6 Implementation and Evaluation

In this section, we first compare one BigSwitch of PairSwitch with the
BigSwitches of Gentry and Lee and of Park et al. [19] at identical param-
eters. We then attribute the gain to the two steps of Section 4, and finally
measure whole workloads, including the GPT-2 attention kernel of Park et
al. [19]. Our implementation, all experiment scripts and raw logs are public.?

6.1 Experimental Setup

Engine. All schemes run in one C++17 engine (g++-11, OpenMP) with exact
RNS/NTT arithmetic over Ry, separable per-axis transforms and hybrid key

2 https://github.com/acprk/pairswitch-gl
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switching. Specifically, the X and Y axes use Cooley-Tukey and Gentleman—
Sande transforms for X™ = +: and Y™ = +¢, and the W axis uses Rader’s
algorithm, as in Park et al. [19]. The Trace product computes the four blocks as
slot-wise matrix products over Z, with an AVX-512 kernel and is coefficientwise
equal to an independent exact GL implementation.

Schemes. We compare five BigSwitches, all with the same limbs, digits, key

format, transforms and memory layout:

— the Gentry—Lee BigSwitch of Algorithm 1, with one shared ModDown;

— TFB, Algorithm 2, which reproduces the key sizes of Park et al. [19] byte-
exactly; we use an optimized implementation whose output is bit-identical to
their algorithm, and which is 1.61x and 1.03x faster than a literal one at 8
threads and at one;

— GDB-TFB, i.e. Algorithm 3 with trace-factored routes;

— the split direct route, i.e. Algorithm 3 with the direct route on every diagonal
and all n product keys; and

— PairSwitch, Algorithm 6, with every diagonal as one task of an OpenMP loop.

Since the implementation of Park et al. [19] is not public, every comparison runs

within one engine, so ratios are fair while absolute times differ.

Parameters. Unless stated otherwise, n = 256 and p = 17, so d = 8192, and
we use the chain of Park et al. [19]: three 47-bit @ limbs, a 59-bit P, £ = 3
and logy, PQ = 200. The input is a real general GL product = ® y, and the
noise is log, of the ¢ norm of the output error on two independent inputs. The
layer modulus only affects the one-time expansion: the layers P’ = 24 — 1 of
Section 5.1, 215 — 1 and 87041 give the same key size and noise, and BigSwitch
times within 0.4% of each other in paired runs. Tables 1 and 3 use the final layer
P’ =2 — 1, and the workloads of Section 6.4 use P’ = 87041.

Host and statistics. We use a shared dual-socket Intel Xeon Gold 6230R host
(2%x26 cores, 2.1 GHz, AVX-512), and compile with g++-11 -03 -march=native.
Every run uses nice, at most 8 threads pinned to distinct physical cores of one
NUMA node, and all variants interleaved in rotating order in one process; the
warm-up repetition is discarded, and we report medians of 7-15 repetitions, 15
for Table 3 at 8 threads, and fewer for the long workloads. Since other jobs
share a CPU quota with ours, absolute times drift between runs; the runs of
Tables 1 and 3 were taken on a quiet host, at a load average of 4-9; therefore
ratios are paired per repetition within one run, and cells from different runs are
never divided. Keys are reported unseeded.

Correctness. Every variant decodes correctly in every run, and all workload
outputs are exact over Z. As a negative control in every run, a product key
expanded from the wrong linear key yields an error of 246 ~ ¢ on its diagonals.
Moreover, the executed counts of key switches and NTTs match Proposition 3.

6.2 Comparison with Prior Work

Note first that TFB is slower than the Gentry—Lee BigSwitch by design: it trades
half of the keys for a third key switch per diagonal. Park et al. [19] report
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Table 3. One BigSwitch at n = 256, p = 17 and log, PQ = 200, all variants in one
run per thread count. Times are medians in seconds; ratios are paired medians against
TFB; noise is log, ¢2 of the output error; keys in MiB.

keys 8 threads 1 thread
scheme publ. resid. time ratio time ratio noise
Gentry—Lee [10] 768.0 768.0 0.929 0.691 6.557 0.667 15.37
TFB [19] 385.5 385.5 1.345 1 9.844 1 22.07
GDB-TFB 385.5 385.5 0.925 0.686 6.874 0.696 26.08
split direct route 394.6 768.0 0.646 0.479 4.712 0.476 19.37
PairSwitch 394.6 577.5 0.680 0.506 4.957 0.501 19.67

2.979s against 4.181s on one core, i.e. +40.4%, and we measure +45% at 8
threads and +50% at one; the absolute times differ because the CPU and the
implementation differ, which is why all our comparisons are paired within one
engine. As shown in Table 3, PairSwitch takes 0.506x the time of TFB at 8
threads and 0.501x at one, and 0.731x and 0.751x that of the Gentry—Lee
BigSwitch, respectively. Four further runs on a more loaded host, with the layers
2151 and 87041, gave 0.502-0.530x TFB and 0.727-0.779x Gentry-Lee, so that
over all runs PairSwitch is 1.89-2.00x faster than TFB and 1.28-1.38x faster
than the Gentry—Lee BigSwitch. At the same time, it has 2.4 bits less noise than
TFB and publishes 2.4% more bytes, since its 10.6 MiB layer key replaces the
1.5 MiB relinearization key of TFB; in exchange, the evaluator holds 1.5x the
keys of TFB after the one-time expansion, which takes 3.3s at 8 threads and
25.7s at one and pays for itself after about five BigSwitch calls. Finally, on the
strict two-level layout of Appendix F, where the layer key is the 199-bit master
level, PairSwitch takes 0.565x the time of TFB at 8 threads and 0.573x at one.

The split direct route. The split direct route isolates the effect of the pairing.
It runs the same 2n key switches as PairSwitch with 8192 instead of 8700 NTTs,
and if its product keys are derived as in Section 5.1, it publishes the same keys.
It is about 5% faster than PairSwitch (0.951x and 0.948% in paired runs) and
has 0.3 bits less noise, but it holds 768 instead of 577.5 MiB of keys and expands
twice as many product keys. Hence, on general inputs, the speed of PairSwitch
over TFB comes from the splitting and from the product keys, while the pairing
trades about 5% of time for 25% of the resident keys, which by Theorem 1 is
the least possible at 2n key switches. On y-symmetric inputs, the Hermitian hop
needs exactly the keys of PairSwitch and makes %n—i— 1 key switches, so that the
additional product keys of the split direct route bring no benefit there.

6.3 Sources of the Speedup

The gain of PairSwitch over TFB is the product of the two steps of Section 4;
the numbers below are from Table 3.

— Galois-diagonal pipelines remove the Y-axis transforms: GDB-TFB, which
still runs three switches per diagonal, takes 0.686x and 0.696x the time of
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Table 4. Workloads at n = 256, p = 17 and 8 threads: medians of the Trace products,
the BigSwitches and the total, taken separately, and the paired median of the total
against TFB. All outputs are exact.

normal equations, K = 16 GPT-20=PV,K =4
scheme Trace BigS. total ratio Trace BigS. total ratio
TFB [19] 3.24 1.53  4.79 1 540  6.15 11.60 1
GDB-TFB 3.28 1.06 4.34 0.904 5.41 424 970 0.834
PairSwitch 320 0.78 4.05 0.836 548 3.14 8.66 0.740
PairSwitch + hop 3.24 0.61 3.86 0.812 not a Gram product

TFB; this matches the removed Y share of the transforms, since a micro-
benchmark of mixed versus full transforms gives 0.697.

— Pair merging removes one of the three switches on every diagonal: Pair-
Switch runs 8700 instead of 12288 NT'Ts, a model ratio of 0.708, and takes
0.736x the time of GDB-TFB at 8 threads and 0.718x at one.

Since a key switch on one core is transform-bound, with the multiply—accumulate
at 4-8% of the time and the transforms at 79-86%, the transform count predicts
the time; at 8 threads, memory traffic adds a few percent.

6.4 End-to-End Workloads

Table 4 reports two workloads. The first is the normal-equations tile Z7 Z for 255
features and 65536 samples, in BGV with 7-bit data on a 116-bit chain. Here the
BigSwitch is a third of the server time, and PairSwitch cuts the total to 0.836x
that of TFB, or 0.812x with the Hermitian hop, since Z"Z is a Gram sum. The
second is the GPT-2 attention kernel O = P -V that Park et al. [19] use to
motivate TFB, with L = 1024 tokens, 12 heads and K = 4 accumulated Trace
products per output tile. There, the four BigSwitches are 53% of the kernel;
PairSwitch halves them and runs the kernel at 0.740x the time of TFB, with all
four output tiles exact. Note that our Trace kernel is about 3x faster than the
one reported by Park et al. [19], so the BigSwitch share, and hence our gain, is
larger here than in their code. For long contexts, by contrast, the shared Trace
prefix dominates: at K = 160 and K = 512 inner tiles, the single BigSwitch per
output tile takes 6.0% and 2.1% of the time with TFB and 2.1% and 0.8% with
PairSwitch, measured within the same runs on a loaded host.

Structured workloads. Table 5 runs the extensions of Section 5.2 end to end.
First, a four-step squaring chain with the hop at every level takes 0.48x the time
of the same chain with TFB. The hop alone saves 14% over PairSwitch, which
is less than its 20% per BigSwitch because the Trace products and modulus
switches are untouched. Second, for shared-query attention scores Q@QT with
L = 1024 and 4 x 4 tiles of size 256, the four diagonal tiles are Gram products
and the twelve others come in transposed pairs; hence six tiles need neither a
Trace product nor a BigSwitch, but only the transpose hops. The layer then takes
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Table 5. Structured workloads at n = 256, p = 17 and 8 threads in BGV; paired
medians. The squaring chains extend the limb format to 5 limbs and measure work per
level, not a 128-bit parameter set. PS denotes PairSwitch and PST PairSwitch with
the structure-specific steps.

workload PS/TFB PSt/PS PST/TFB
Gram product, one BigSwitch 0.514 0.786 0.408
squaring chain, k = 4 0.544 0.859 0.475
shared-QK scores, L = 1024 0.443 0.732 0.326
SYR2K AB" + BA" - 0.808 -
product pair AB", BA" - 0.812 -

0.33x the time of TFB on all sixteen tiles, and 0.43x that of a structure-aware
TFB that transposes with its R’-wide key.

Large products. Finally, we run two 4096 x 4096 workloads on the 116-bit
chain: the Gram system X'X and X'y, with 136 + 16 GL products, and a
general product AB, with 256 GL products. Every output entry is exact. Both
runs were throttled by the shared CPU quota, which slows the R'-wide TFB
more than the R-sized pipelines; hence we report the ratios against GDB-TFB,
which runs the same pipeline as PairSwitch. Under this comparison, PairSwitch
takes 0.868x the server time of GDB-TFB on the Gram system, 0.812x with
the Hermitian hop, and 0.822x on the general product. For completeness, the
same runs give 0.380, 0.362 and 0.588 against TFB, inflated by the throttling.

7 Conclusion

We presented PairSwitch, a Galois-paired BigSwitch for Gentry—Lee matrix
FHE. After the Galois splitting, the diagonals of a BigSwitch form inverse pairs,
so that the two diagonals of a pair share one product key at the cost of one
Galois step; the resulting %n + 1 base-ring keys are optimal among per-diagonal
BigSwitches with 2n key switches, and all product keys are derived publicly
from the Galois keys and one small layer key. The conjugate-transpose symme-
try further lowers Gram products to %n + 1 key switches. On the parameters of
Park et al. [19], PairSwitch runs a BigSwitch 1.89-2.00x faster than TFB and
1.28-1.38x faster than the original one, with 2.4 bits less noise than TFB, and
it accelerates the GPT-2 attention kernel of Park et al. by 1.35x in our engine.

Two limitations remain. The evaluator holds 1.5x the keys of TFB after the
expansion, and the layer key sits at the 128-bit bound of the default cost model
of the lattice estimator. Future directions include the other big key switches of
GL, such as those of bootstrapping [§], and GPU implementations in which the
paired product keys are streamed instead of stored.
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A  Proof of Lemma 1

Throughout, every prime factor of ¢ is = 1 (mod 4np), t,t' € H, g = k7, and
the maps p; and elements d; are those of Section 3.

Step 1 (Orthogonality). We first evaluate iy on 8. Writing r = X'~

/Jt’((;t) _ Z X—mtth’ _ Z P = it/_t =1,

m<n m<n

since t' —t = 0 (mod 4). If ¢ # ¢/, then modulo each prime of ¢ the X-slots
are primitive 4n-th roots of unity ¢ with ¢(* =t # 1, so r — 1 is a unit and the
geometric sum vanishes; if ¢ = ¢, the sum equals n. This proves (a).

Step 2 (Isomorphism). Next, p is an Rg-algebra map between free R -modules
of rank n, and by (a)

u(nfl Zétxt) = (2¢)ten for all ().
t

Hence p is surjective, thus bijective with the stated inverse, proving (b).

Step 3 (Action on the secret). Finally, y; fixes i, X and W. For r € R we have
v(r) = #(Y =1, W) with i — —i, hence

Lt (’y(r)) =7 X LW = kr(r).

Taking r = s gives p(sy) = x7(s), and multiplicativity gives u:(ssy) = s -
k7¢(8), which proves (c). O

29


https://github.com/malb/lattice-estimator
https://doi.org/10.1007/978-981-99-8736-8_2
https://doi.org/10.1007/978-981-99-8736-8_2
https://eprint.iacr.org/2026/2058
https://doi.org/10.1007/978-3-031-91101-9_6
https://doi.org/10.1007/978-3-031-91101-9_6
https://doi.org/10.1007/s10623-025-01614-y
https://doi.org/10.1007/s10623-025-01614-y
https://doi.org/10.1007/s10623-025-01614-y
https://doi.org/10.1007/s10623-025-01614-y

B Proof of Lemma 4

Step 1 (The identity of maps). Both g{l o and ;-1 0y are ring maps that act
on A, by i — —i and W + W~ so it suffices to compare them on X and Y.
Since gt_1 = KT-1,

gilom: XXXt Y Xt X1
foroy: XYl x Vs Xt X1,

so the two maps agree.

Step 2 (Symmetric phases). Next, if v(®) = 6P, applying p;-1 and the first
identity gives

0 p1y-1(P) = pp—1 (’7(@)) = Q;I(Mt(gp)) =gt (Mt(é))7

and multiplying by 0 = 67! yields the claim.

Step 3 (Self-products). Finally, for the second statement, 7 is an involutive ring
automorphism with 7(s) = sy, and the Trace product satisfies y(z ®y) = y ® z.
Hence a self-product = ® x has (@) = & exactly, noise included. a

C Re-randomizing a Converted Key

The following lemma relates the Galois keys of Proposition 1 to a fresh big key;
here D = nd is the dimension of a key over R’, 7. is the smoothing parameter,
and D, , denotes the discrete Gaussian of standard deviation o.

Lemma 5 (re-randomizing a linear image of a key). Let M € ZP*P be
invertible modulo q, so = 210 > 1 :=n.(Z), r' = (072 —55%)" Y% and ¢ =
V1+12/st. Ife < Dy , and f < Dgo , with p* = ¢*||M||?0?—=c>MMT, then
Me+ [ is within statistical distance 8¢ of Dyzp_o|n)o- For continuous Gaussians
the same holds with ¢ = 1 and distance 0.

Proof. Step 1 (Setup). We have Me ~ D, = with Ay = MZP C 7P and

Yo =sEMMT. Put r = c|M||sg and X; = r2] — X, and apply the convolution
theorem of Peikert [21, Thm. 3.1] with A; = ZP.

Step 2 (First condition). Since ||M|| > 1 and ' > 7,

Ty= (rf = sp | MP)T = |IM*r2T = .

Step 3 (Second condition). With 7 = (r2 — s2||M||?)~" we have X7 < 7T <
7s¢||M||? X5, hence

2o n?

— (-1 —1)~1 _ _ 2 T
Yy= (X 4+ 200 i1+733‘|M||2—¥22—n MMT.
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As (MMT)=1/2]M is orthogonal and smoothing is monotone, 1. (55 /2 45) < 1.

Step 4 (Continuous case). Finally, Me+ f is Gaussian with covariance o> M M T+
p* = | M|]?o1. O
Using 7.(ZP) < /In(2D(1 + 1/¢))/m [18, Lemma 3.3] at o = 3.2, we obtain
c=1.191 for e = 275 and ¢ = 1.435 for ¢ = 27128 at D = 22!, For the map
M of Proposition 1 we have MMT = nl, so ||[M|| = y/n. Consequently, since
pseudorandomness is preserved by public invertible maps, Galois keys at noise o
that are pseudorandom yield a pseudorandom big key, whereas a pseudorandom
fresh big key yields pseudorandom Galois keys only at noise cy/no.

D Proof of Theorem 1

D.1 The Per-Diagonal Model

Fix a diagonal t and write ¢ = ¢;. Noise is ignored, and correctness is required
as an identity for all s € Ry, all public inputs and all key masks, which every
construction of this paper satisfies; this is stronger than correctness for ternary
s only, so the bound below applies to fewer programs.

Definition 2 (per-diagonal model). A route fort is a straight-line program
with public inputs x,y € Ry. Its values are public elements of R, computed from
x, y and public constants, and ciphertexts (co,c1) € Rg with phase co + c1s. It
uses three kinds of steps:

— key applications KS(z; K), whose input z € R, is any value, including an
automorphic image of a component of an earlier output, and whose output is
(zAk (s) — as, a) with a fresh uniform mask a; the source Ak is h(s) for an
automorphism h # id, or hi(s) ha(s);

— key-free ciphertexts (do,dy) with public dy,d;;

— sums of ciphertexts and of their automorphic images with coefficients in Z.

The route is correct if its output has phase x g(s) + ysg(s). Its cost Ny is the
number of key applications, and a per-diagonal BigSwitch runs one route per
diagonal and holds the keys used by all of them.

The integer coefficients reflect that a ciphertext can be multiplied by a large
public value only through a key application, whose gadget decomposition keeps
the noise small. The two slot-level facts that we use are the following.

— Monomials. Since the Galois group acts freely on the slots, the slot values of s
and of its automorphic images are distinct coordinates, which are independent
over Zq by the CRT. Hence distinct monomials in s, its automorphic images
and the masks are linearly independent over the functions of the public inputs,
and we may compare their coefficients.

— Masks. An automorphic image h(a) of a mask is a fresh coordinate, so in a
correct route its total coefficient in the output phase vanishes.
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D.2 Proof

Step 1 (Unused images). Suppose that no later key application takes an image of
the output (ag,a) of a key application A as input. If the output uses h(ag) and
h(a) with integer coefficients €, €', (, (" in its two components, the coefficient of
h(a) is —eh(s) — € sh(s)++(’s. For h # id these four monomials are distinct,
so all coefficients vanish; for h = id we get ¢ = =0 and (' = ¢, i.e. A enters as
the ciphertext e(ag, a) with phase ezA(s).

Step 2 (One key application). Then the output phase is ez1A; + dg + dis. The
monomials g(s) and s g(s) both carry free inputs, while \; is a single monomial;
hence N; = 1 is impossible, and so is N; = 0. Therefore N; > 2 for every
diagonal, and N > 2n.

Step 8 (Two key applications, public inputs). Let Ay = KS(z1; K1) with public 21,
and Ay = KS(z9; K32). If 25 is public as well, the phase is €121 A\1 +€220 A0 +dp+d; s,
and comparing coefficients gives {\1, A2} = {g(s), s g(s)}: the direct route.

Step 4 (Two key applications, a reused output). Otherwise zo = w +
> n(pnh(ao) + oph(a)) for the output (ag,a) of A;. The coefficient of h(a)
in the output phase is now

—enh(s) — €, sh(s) + Cn + (s + e2X2 (o1, — prh(s)) = 0.

Since Ao # 1, s, the term pph(s) A2 matches none of the others, so p, = 0; and
if o, # 0, then Ao € {h(s), sh(s)}. If o5, = 0 for all h, then z3 is public and
Step 3 applies. Otherwise A, is a Galois step (A2 = h(s), h # id, €5, # 0) or a
multiplication by s (A2 = sh(s), €}, # 0), and the output phase is

€211 + €n h(z1) h(A1) + eawh(s) + dog + di s (Galois step), or
e21M1 + €, sh(z1) h(A1) + eaw sh(s) +do +dis  (multiplication by s).

Step 5 (The Galois step). In the first case, A; and h(A;) have the same degree.
If both were linear, no term could produce s g(s); hence they are quadratic, and
the linear monomial g(s), whose coefficient is the free input z, can only come
from wh(s), which forces h = g. The quadratic monomial sg(s) then comes
from A; or from g(A\1). If A\; = sg(s) and ¢g? # id, the monomial g(\;) is not
in the target, so ¢, = 0 and 25 is public, which is the previous case. Otherwise
g(\1) = sg(s), ie. \1 = sg1(s) = sg,—1(s): the merge route of Algorithm 4.
Step 6 (The multiplication by s). In the second case, g(s) can only come from
A1 = g(s) with ez; = x. Then sg(s) comes either from sh(A;), which forces
h = id and the coefficient €},z1 = €}, z/€, not the free input y; or from w s h(s)
with & = g, in which case s g*(s) is not in the target, so €, = 0 and z» is public.
Both contradict the assumption or reduce to the direct route.

Step 7 (Counting). Hence a BigSwitch with N = 2n makes exactly two appli-
cations per diagonal and uses, on diagonal ¢, the linear key of source g;(s) and
a product key of source s g:(s) or sg;-1(s). The n linear sources are distinct. A
product source s g, (s) serves only t € {u,u~1}, and inversion on H has n/2 + 1
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orbits, the fixed points being 1 and 5/2; hence at least n /241 product keys are
needed. After the setup, once the layer key is deleted, PairSwitch holds exactly
these keys. a
For monomial routes, the per-diagonal costs of this model were checked against a
shortest-path search over all programs in 2760 random (key set, diagonal) cases
at n = 4,8; with these costs, an exhaustive search over all 23! key sets at n = 8
gives the frontier quoted in Section 4.4.

E The Phase-Linear Bound

Throughout, ¢ is prime with ¢ = 1 (mod 4np), noise is ignored, and the secret
ranges over a set S that contains the full ternary grid of Y-free secrets.

E.1 The Phase-Linear Model

Definition 3 (phase-linear key-switching model Mpr). A BigSwitch is a
straight-line program on ciphertexts (co, c1) with phase co+c1s. A resident key K
has rows (u,v) with u+vs = PgAk(s) +e for a fized source map Ak : S — Ry,.
The program uses three kinds of steps:

— public-input key applications KS(z; K), with x a function of Cty;

— R'-linear combinations with coefficients that depend on Cty, public constants
and key masks, and the key-free automorphisms Y s Y!; an automorphism
that moves the X-slots occurs only inside a key application, which is then
counted as a runtime step;

— runtime key applications, whose input depends on an earlier key application.

U is the number of resident base-ring keys, and W = Wy + We is the number of
runtime steps weighted by input width (1 for R-sized and n for R'-wide inputs),
where Wy counts the steps whose input is computed without Cty (key derivation)
together with the applications of derived keys to public inputs, and We counts
all others. Correctness is required exactly for all s € S.

Theorem 3 (resident plus runtime work). FEvery BigSwitch in Mpry, satis-
fiesU4+Wy+2We > 2n. If only one of the two terms Cy1sy, C118 Sy is required,
it satisfies U + W > n. Both bounds are tight at W = 0.

Lemma 6 (independence). Let g > 2. Fiz a branch ¢, an X-root a and a
W -root w, and for each Y -root b let w(b) be the R-slot with branch —t, X -root
b=! and W-root w=!. Then the 2n + 2 functions

sl s(r), s(@)s(x®) (b aY-rool)

are linearly independent over Zq as functions on S.
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E.2 Proof of Lemma 6

Step 1 (Distinct slots). Evaluating v in slots gives sy (a,b) = s(m(b)). The n slots
7(b) are pairwise distinct and differ from (¢, a, w), because (b=1)" = 1=t = —.
Step 2 (Change of variables). By the CRT isomorphism, distinct slots give lin-
early independent Z,-linear forms in the d coordinates of s. After an invertible
linear change of variables, these n + 1 forms become coordinates yo, . . ., ¥y, and
the functions become the distinct monomials 1, yo, y» and yoys.

Step 3 (Independence on the grid). Finally, a nonzero polynomial of degree at
most 2 in each variable cannot vanish on {—1,0,1}% over Z, with ¢ > 2, by
induction on the variables; composing with an invertible linear map preserves
this. a

E.3 Proof of Theorem 3

Step 1 (Available functions). Fix a branch ¢, an X-slot a and a W-slot w. Let
R be the span of 1, s(a), the values at X-slot a of all resident sources, and
those of the outputs of the steps counted in Wy; since these do not depend on
the input C,

dimR, <2+ U + Wy.

For an input C, let Q,(C) be the span of the values at X-slot a of the outputs
of the steps counted in W¢, so that dim Q,(C) < We.

Step 2 (Invariant). By induction over the program, every phase produced on
input C has all its values at X-slot a in R, + Q,(C): public-input applications
contribute z(a,b) Ak (s)(a,b), linear operations act slot-wise, Y-automorphisms
permute b within the X-slot a, and runtime outputs are generators.

Step 3 (Two inputs). Let 1, . be the indicator of the n slots (a, b), and put

A= <s(71'(b))>b7 = <s(a)s(7r(b))>b, Z={(1,s(a)) C Ra.

By Lemma 6, Z + A + I is direct and dim A = dim IT = n. Correctness on
Co1 = 1g,4, with all other blocks zero, gives 4 C R, + Q,(C), and similarly on
Ci1 = 14,4; therefore

We >n—dim(ANTR,) and We >n—dim(II NR,).
Step 4 (Conclusion). Since Z, ANR, and II N R, are in direct sum inside R,
2+dim(ANR,) +dim(IT NR,) <2+ U + Wy,

and adding the two bounds on W¢ gives 2We > 2n — U — Wy. For one term, a
single input suffices, which gives W > n — U — Wy, a
The proof evaluates the program on two fixed inputs and never compares runtime
outputs across inputs; this is why it remains valid when runtime outputs depend
on the input, as in Remark 1. The exact ranks of Lemma 6 were checked for
n < 8, and the counts of pwm by a shortest-path search over per-diagonal
programs for n < 32.

34



F Parameters, Noise and Additional Experiments

Throughout, errors are discrete Gaussians with ¢ = 3.2, secrets are uniform
ternary, and (n,p) = (256, 17), so d = 8192.

F.1 Parameters and Concrete Security

Table 6 lists the modulus chains. The two-level layout uses the inner chain ggq;
with P = ¢ and four split 24-bit digits, and its 199-bit master level serves as
the layer key of the expansion.

Table 6. Modulus chains.

chain Q limbs (bits) P (bits) log, PQ log, PQP’
Park et al. [19] 3 x 47 59 200 214
two-level 2 x 47 47 141 199
workload 3 x 30 26 116 132.4

The BGV normal-equations workload uses the plaintext prime ¢ = 1073655809 =~
230 and the GPT-2 kernel a 36-bit plaintext prime with ¢ > 2max|O|, so every
output is exact over Z. For d = 8192, the HE-standard bound for 128 bits is
logy PQ < 218 [1]. Since the GL ring is not a power-of-two cyclotomic, we rely
on the lattice estimator [2,15] instead, for ternary secrets and o = 3.2; Table 7
lists its estimates. The largest modulus of PairSwitch is the layer key, and since
the three () primes are below 247 and P below 2%, we have log,(PQP’) <
200 + log, (24 — 1) < 214. The workload runs of Section 6.4 used the prime
layer P’ = 87041, i.e. a layer key of 216.4-218.2 bits; the layer affects only the
one-time expansion, not the BigSwitch.

Table 7. Lattice-estimator security at d = 8192 (bits).

modulus log, default (MATZOV) classical core-SVP
chain PQ of Park et al. [19] 200 137.7 107.3
layer key PQP’, P' =2 — 1 (ours) 214 128.3 97.2
layer key PQP', P' =21 — 1 215 127.5 96.7

The estimates for the chain reproduce those of Park et al. [19]. Hence the layer
key is at the 128-bit bound of the default cost model, and, like the chain itself,
below it under the more conservative core-SVP model; a deployment that re-
quires core-SVP security must shorten the chain for every scheme in our tables,
and the layer then follows the same rule. The two-level layout needs no extra
layer, since the 199-bit master level of its chain serves as the layer key. The
prototype uses a non-cryptographic PRG; it is a measurement tool.
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F.2 Noise Analysis

We use the standard heuristic that distinct automorphic images and distinct
digits contribute independent errors. For one R-sized switch, let v and v, be
the per-coeflicient variances of the key term and of the rounding term. Since the
coefficient of each monomial X7Y™ in §,, is one signed coefficient of ¢;, every
output coefficient receives one term from each diagonal, as in Table 8.

Table 8. Output variance per coefficient and per switched term.

BigSwitch variance

R’-wide switch (Gentry—Lee) nvL + vy

split, one ModDown per diagonal (GDB-TFB, PairSwitch) novg +nop

split, scatter at PQ, one R’-wide ModDown nvg + vy

TFB, with vy the rounding variance of V nvk, + v + |8 %vv

Moreover, a Galois step permutes its input error, so the merge route has the
variance of two switches on its diagonal, and the Hermitian hop that of its
representative plus one switch. For derived product keys, the row error se + ¢’
of about 254 per coefficient enters a BigSwitch as P~1 3", Dpej, ~ 2!9, where
Dy, are the digits of the switched input, below the rounding term of about 2*4;
this predicts at most +0.05 bit, and we measure +0.01 bit. In the engine, the
split form costs +4.00 bits at n = 256.

F.3 Additional Experiments

Correctness checks. Every variant decodes correctly in every run. In addition,
a product key expanded from the wrong linear key gives an error of 246 ~ ¢y on
its diagonals, a wrong-orientation paired key and a key derived with swapped
layer keys give garbage as well, and the executed counts of key switches and NTTs
equal the plan. With the hop disabled, the output equals the split BigSwitch.

All key sets. Table 9 lists the key sets behind Figure 5, all from one run, which
is a different run from Table 3. The upload column is computed, not measured:
it assumes that the product keys are derived with the layer key as in Section 5.1,
and that the paired keys of pwm are derived with one further layer Galois key
per giant as in Section 5.2, whose number decreases with m; hence the upload is
not monotone in the resident size. The noise column is measured with fresh keys;
deriving the paired keys of pwm adds 0.28-0.41 bits, and deriving the product
keys of PairSwitch adds 0.01 bits. As for the key sets, BSGS stores baby-step and
giant-step Galois keys and relinearizes at run time, and P-giant stores product
keys on the giant steps and reaches every diagonal by a baby step; the rows
between them are hybrids that add a few product keys or merged diagonal pairs
to these two sets, and pwm is the paired family of Section 5.2.

The two-level layout. On the two-level chain of Table 6, the upload is
385.5 MiB against 384.75 MiB for TFB, and PairSwitch takes 0.565x the time of
TFB at 8 threads and 0.573x at one thread, with 9085 NTTs against 11008 and
19.66 bits of noise; the derived product keys add no measurable noise there.
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Table 9. Resident keys (MiB), upload (MiB), key switches with runtime switches in
parentheses, noise (log, £2), and paired time ratios at 8 threads.

key set resident upload N noise /GDB-TFB /TFB
BSGS 48.0 48.0 1233 (736) 26.34 1.577  1.072
BSGS, 9 product keys 60.0 57.1 991 (592) 25.58 1.321  0.897
P-giant 70.5 58.6 1008 (496) 25.63 1.302 0.884
16 babies, products 70.5 57.1 977 (480) 25.54 1.269 0.864
P-giant, 32 pairs 117.0 104.1 941 (429) 25.45 1.199  0.829
P-giant, 64 pairs 159.0  146.6 877 (365) 25.19 1.120  0.775
P-giant, 96 pairs 201.0  189.1 813 (301) 24.77 1.055 0.726
P-giant, 119 pairs 229.5 2104 768 (256) 24.21 0.997  0.690
pw9 243.0 208.9 749 (246) 19.86 0.972  0.670
pwl6 255.0 157.1 735 (239) 19.85 0.971  0.666
pw22 270.0 1509 723 (233) 19.84 0.951  0.657
pw32 297.0 156.6 703 (223) 19.83 0.938  0.649
pw64 390.0 2284 639 (191) 19.78 0.870  0.602
PairSwitch 577.5  394.6 512 (127) 19.67 0.738  0.514
GDB-TFB 385.5  385.5 768 (256) 26.08 1 0.692
TFB 385.5  385.5 768 (256) 22.08 1.445 1
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