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Abstract. We give a new framework for constructing post-quantum
protocols based on graded monoidal actions. An essential difference be-
tween the graded monoidal action framework and the cryptographic
group action framework is that our higher-rank problems give rise to
infinite structures, where elements do not admit inverses, while crypto-
graphic group actions are finite by definition. Nevertheless, we show that
the hard problems for cryptographic group actions reduces to the corre-
sponding family of hard problems for graded monoidal actions. However,
the main motivation is that for general graded monoidal actions, the rel-
evant problems admit no known subexponential quantum attacks, while
still having enough structure to formulate some protocols based on cryp-
tographic group actions, such as the Diffie-Hellman key-exchange.

Our framework can, to the extent we make clear in the paper, be instan-
tiated with the module-action on oriented principally polarized abelian
varieties (PPAV’s), generalizing the class group action on oriented el-
liptic curves. Although the theory involving the module-action is quite
involved, the formulation of a graded monoidal action is strikingly sim-
ple, making it a suitable abstraction for constructing protocols in, which
can then be instantiated with the module-action.

1 Introduction

In 1976, Diffie and Hellman introduced the Diffie-Hellman key-exchange [14],
which started the field of public-key cryptography. Despite being the first public-
key protocol, it is still arguably the most important, with countless other cryp-
tographic protocols being built on it. However, the original protocol worked in
the cyclic group (IF,)*. Due to the Index-Calculus attack, which gives a sub-
exponential attack by exploiting the finite-field structure [26], one needs to use
large sizes of the primes p to instantiate the scheme in a secure way, which lowers
the performance significantly.

Luckily, the Diffie-Hellman protocol can be formulated just as well in any
finite cyclic group. The advantage of this, is that one avoids the index-calculus
attack, as it crucially relies on the finite-field structure. Thus, today the Diffie-
Hellman protocol is rarely implemented in the whole group (F,)*. Instead, if one
still wishes to in the group of units of a finite field, one can choose a low-order
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element g € (F,)* (but still keeping p big enough to avoid Index-Calculus, and
the order of g high enough to avoid generic group attacks), and work in the cyclic
group (g). Even better, one can work over other algebraic groups as well, with
the by far most common choice being to work in the cyclic group generated by a
point P € E/F,, for some elliptic curve E/F, [24, 21]. Today, the overwhelming
majority of Diffie-Hellman instantiations happens in these groups, for efficiency
reasons [22].

However, even in generic cyclic groups, the Diffie-Hellman protocol is broken
by Shor’s algorithm [34], a quantum polynomial-time algorithm. Thus, one needs
to generalise further, if one wishes to avoid this attack. And precisely this is
achieved by instead using a cryptographic group action, which is still sufficient
to construct an analogue of the Diffie-Hellman protocol. This generalizes the
cyclic group situation, as for any cyclic group G of order n, we have a regular
action of (Z/nZ)* on the set of generators of G, and the commutativity of this
action is essentially what gives the Diffie-Hellman key exchange. This was first
noted by Couveignes [10] (and later, independently by Rostovtsev and Stolbunov
[33]), with the introduction of the CRS cryptosystem.

Today, a practical instantiation of the CRS cryptosystem is made possible
through optimizations introduced in CSIDH [8], with closer analogues of the
original formulation of Hard Homogeneous Spaces having been made possible
through (qt)-PEGASIS [11, 12|, which were based on the techniques introduced
in Clapoti [28]. Although the underlying theory behind all these works is quite
mathematically involved, the abstraction of Efficient Group Actions (EGAs) [1]
makes it easy to formulate post-quantum analogues of Diffie-Hellman protocols,
which can then be instantiated with CSIDH, or (qt)-PEGASIS.

However, even the formulation through cryptographic group actions is vul-
nerable to the quantum subexponential attack by Kuperberg [23]. This again
leads to a need for large parameter-sizes for CSIDH and (qt)-PEGASIS, which
lowers the performance on schemes based on such cryptographic group actions
significantly.

1.1 Contributions.

In this work, we introduce the notion of an Efficient Graded Monoidal Action
(EGMA), which, although not obvious, can be seen as a generalization of cryp-
tographic group actions. The cryptographic graded monoidal action still has
sufficient structure to instantiate a version of the Diffie-Hellman key-exchange,
but (conjecturally), the higher-rank problems arising in this framework, do not
have enough structure to run Kuperberg’s algorithm. As supporting evidence
of this conjecture, a result by Robert implies that the general isogeny-problem
(which forms the basis for many post-quantum protocols which have claimed
no subexponential attacks, such as SQIsign [13]), reduces to (1,2)-graded vec-
torization (see Theorem 5.10), one of the natural higher-rank generalizations of
vectorization in this framework.

The formulation of the graded monoidal action is based on the work by
Robert [30], where he introduces the module action. In fact, our axioms can
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simply be seen as a de-categorification of the module action framework intro-
duced by Robert (see Theorem 5.1). Although the mathematics underlying the
module action is highly involved, our formulation of a graded monoidal action
is very simple, but is meant to capture the essential cryptographic properties
of the module-action, similar to how cryptographic group actions captures the
properties of the class-group action coming from complex multiplication theory
underlying CRS. This formulation is meant for cryptographers to create cryp-
tographic protocols, which can be instantiated with the module-action, without
having to learn all the details of the module-action. The motivation for trying
to formulate protocols in this framework rather than group actions, is the lack
of a quantum subexponential algorithms, thus, one may choose much more ag-
gressive parameters, which in turn typically leads to better performance. One
example of this is the MIKE protocol, which has recently been implemented [2],
and massively outperforms CSIDH, both in terms of computational complexity
and public key sizes.

Related work. There is a line of research on semi-group actions for cryp-
tography [32, 17], which at first seems slightly more general than a monoidal
action, as a monoid is a semi-group with unit. However, our formulation of a
graded monoidal action is surprisingly quite different than the one used in this
line of work, with one essential difference being that the grading means that
our monoids are infinite, while [32] only works with finite semi-groups, giving
graded monoidal actions severely different properties. Despite big differences,
there are some similarities as well: notably the sigma protocols we formulate
(see Section 6.2) are quite similar to the ones in [32], and suffer from the same
necessity of additional assumptions.

However, we note that, in practice, the biggest advantage is that we have
a genuine instantiation of the graded monoidal action (which is conjecturally
strictly harder than group actions), while this is to the best of our knowledge
lacking for the semi-group action formulated in [32].

Concurrent work. This paper comes out at the same time as the paper by
Basso, Dartois, Duparc, Eriksen, Kunzweiler, Meyer, Pope, Reijnders, Robert,
Rueger, and Schaeffler [2], which works out the necessary theory to make the
original MIKE protocol by Robert [30] practical, and provides an implementa-
tion. However, this recent work is quite detailed, and may be hard to digest for
non-specialists. These remarks motivates this work, as the results from the MIKE
paper [2] look highly promising for constructing other post-quantum protocols,
while the technical nature of the paper might be an obstacle for non-specialists.
Another paper that comes out at the same time as this work, is the paper by
Eriksen, Invernizzi, Sferlazza, Tasbihgou, and Vercauteren [16], which, among
other things, analyses the instantiation of an EGMA based on the full module
action of Robert, and shows that one can always recover the Steinitz class of the
rank-2 module, thus further motivating the skeleton (see Definition 3.6), which
is for instance used in MIKE.
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Structure of the paper. In Section 2, we recall some necessary preliminar-
ies. In Section 3 we introduce the necessary algebraic properties of our graded
monoidal actions, before defining EGMAs, and discussing relevant cryptographic
problems in Section 4. In Section 5, we discuss to what extent the module-action
satisfies the properties of an EGMA, before we finally give some examples of
some cryptographic constructions based on EGMAs in Section 6.
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2 Preliminaries

Notation N will refer to the set of non-zero, positive integers. Unless otherwise
stated, we will use - to denote a group multiplication, and ® to denote monoid
multiplication. In either case x is used as the operation of a group or monoid on
a set.

All our cryptographic objects are implicitly families indexed by a security pa-
rameter A. An algorithm (or adversary) is called probabilistic polynomial time
(PPT), or simply efficient if its running time is polynomial in A. Ranks and
dimensions appearing in a protocol are regarded as fixed. For a finite set Y,
the notation y <— Y denotes uniform sampling, whereas y < x denotes sam-
pling from a specified distribution x on Y. Computational indistinguishability
is always with respect to PPT adversaries and the implicit security parameter.

2.1 Monoidal actions

Recall that a monoid (M, ®) is a set M with a specified element e € M, together
with a binary operation ® : M x M — M such that the operation is associative,
ie. (a1 ®az) ® ag = a1 ® (a2 ® ag), and such that e acts as the identity, i.e.
e®a; = a1 ®e =aq for all a1, as,a3 € M. A monoid is said to be commutative
if the operation additionally satisfies a; ® as = as ® ap for all a;,as € M.

A monoidal action (M, X,x) is a monoid M together with a set X and a
binary operation x : M x X — X which respects the monoid-operation, i.e.
a1 * (ag xx) = (a1 ®ag) xx and exz = z for all a1,a2 € M and z € X.

A group is a monoid, where every element has an inverse, i.e. for all a € M,
there exists an ¢! such that a @ a™' = ¢~ ® a = e. A group action is then
simply a monoidal action, where M is a group.
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2.2 Cryptographic group actions

Early formulations of group actions with additional properties making them use-
ful for cryptography can be found in [6] under the name one-way group actions,
and in [10] as hard-homogeneous spaces. These formulations are not equivalent,
as noted in [1]. They also further formalize some of the notions from [6, 10] into
effective group actions.

We now recall some standard properties of group actions.

Definition 2.1. Let (G, X,*) be a group action. We say that the action is:

Transitive: if, for every x1,x5 € X, there exists g € G such that g x 1 = za;

Faithful: if, for every g € G, the condition g x x = x for every x € X implies
that g = e;

Free: if, for every g € G and x € X, the equality g x x = x implies that g = e;

Regular: if it is both free and transitive.

Every free group action is faithful. Moreover, for every x € X, the map
G — X, g—g*z,

is a bijection if the group action is regular.

To use a group action in a cryptographic scheme, one needs efficient algo-
rithms for the relevant operations, together with hard computational problems.
With this in mind, we recall the definition of an effective group action from [1].

Definition 2.2. A group action (G, X,*) is an effective group action (EGA) if
the following properties are satisfied.

Algorithms for G: The group G is finite, and there exist PPT algorithms for:
— membership testing in G;
— equality testing in G;
— sampling from a distribution xg on G which is statistically close to uni-
form;
— computing g - h € G, for every g,h € G;
— computing g~ € G, for every g € G.
Algorithms for X: The set X is finite, and there exist PPT algorithms for:
— membership testing in X;
— computing a canonical representation of any v € X.
Origin: There exists a distinguished element xg € X, called the origin, with a
known representation.
Algorithm for the action: There exists a PPT algorithm which, given g € G
and x € X, computes gxx € X.

It is worth noting that CSIDH [8] is not an effective group action. It is,
however, a Restricted Effective Group Action (REGA), a notion also introduced
in [1]. However, (qt)-PEGASIS [11, 12] has shown how to construct an EGA
from the class-group action underlying CSIDH. We choose not to elaborate on
the differences between the two, as the module action we introduce in Section 5
is not a restricted action in the sense of a REGA.
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2.3 The module action

In this section, we recall a few preliminary results needed for Section 5, where
we show that the module actions satisfies the properties we are interested in
from a graded monoidal action, before we prove a few more properties, which
generally will depend on how the graded monoidal action is instantiated. These
preliminaries are not needed outside of Section 5, thus readers who are less
interested in how to instantiate the graded monoidal action is welcomed to skip
this part.

For now, let R be a Dedekind-domain, with field of fractions K. The following
theorem characterizes finitely generated projective modules over R

Theorem 2.3. Let P be a finitely generated projective R-module of rank n.
Then
PR '@,

where a uniquely determines an element [a] € C/(R).
Proof. See e.g. [9, Theorem 1.2.19]. O

Thus, a projective R-module P is uniquely determined by its rank and the
ideal class [a] in the theorem above. This ideal class is called the Steinitz class of
a, and is denoted St(M). Most practical computations for projective R-modules
follow from the existence of pseudobases.

Theorem 2.4. Let P be a finitely generated projective R-module of rank n.
There exists elements e1,...,e, € P, and fractional ideals ay,...,a, C K such
that

P~ae1®---Daey,

and [ay - - - a,] = St(P).
Proof. See e.g. [9, Corollary 1.2.25]. O

We call the tuple ((e1,...,en),(a1,...,0a,)) a pseudobasis of P.

From now, let K = Q(y/—p) for some positive integer p, and let R = Ok, the
ring of integers. Then R is Dedekind, and comes with an involution corresponding
to complex conjugation.

A Hermitian form H on Pisamap H : Px P — R, which is R-linear on the
first component, and R-antilinear on the second, satisfying H(x,y) = H(y, z).
We will be concerned with unimodular, positive-definite Hermitian forms. Uni-
modularity means that

P — HomE(P, R)
x— H(x,—)
is an isomorphism, while positive-definite means that H(x,z) > 0 for all0 # z €

P (note that the Hermitian condition implies that H(z,z) = H(z,z) implying
that H(x,z) € Z).
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For practical computations, we pick a pseudo-basis of P, which induces a
gram matrix G for H, i.e

G =(9i); 9ij = H(ei, ;).

However, the pseudobasis is important for the context of the Gram-matrix,
thus we can define the Gram-data to be the pair (G, (a1, ..., a,)). Unimodularity
and positive-definiteness can then be checked by the following theorem. We state
the theorem for general rings of integers in CM-orders, though we will only need
the quadratic case (in the general case, the last statement must then be extended
to checking the condition for all complex embeddings).

Theorem 2.5. Let R be the ring of integers in a CM field, and let P be a finitely

generated projective R-module of rank n, with chosen pseudo-basis ((e1,...,ey,), (a1,...,a,)).
Let H be a sesquilinear form on P, and write the induced Gram-data as (G, (a1, ...,a,)).
Then:

— H is hermitian < G = GT.

— H is unimodular < []; a; det(G) [[, @i = R.

— In the case that R is quadratic, H is positive-definite < G is positive definite
as a matriz over C (under the unique pair of complex embeddings Frac(R) <

C).

Proof. Follows from the material in [20, Section 2.2-2.4]. O

Note that the condition for unimodularity is easier stated as
det(G)n(ay)...n(a,) € R*.

Finally, we recall the anti-equivalence of categories underlying the module-action
of Robert. For a background on abelian varieties, see the book by Milne [25].

Let Ey/F, be an elliptic curve with a (necessarily primitive) R-orientation,
i.e. R — End(E)y). Let Ag g, denote the category of R-oriented abelian varieties,
that are R-isogenous to E{, for some n.

Theorem 2.6. There exists an anti-equivalence of categories between the cate-
gory of finitely generated projective R-modules and Ag g,. On objects, the anti-
equivalence sends M — M - Ey, and satisfies (M @ N)-Eq= M - (N - Ey).

Proof. See [30, Theorem 4.9] for the anti-equivalence. For the second part, see
[30, Example 3.8]. O

Under the anti-equivalence, a unimodular positive-definite Hermitian form
H on M corresponds to a principal polarization A : A — AV, see [30, Theorem
4.11].
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3 Graded Monoidal Actions and their Properties

In this section, we discuss graded monoidal actions and several properties we are
interested in, in preparation for the next section, where we formally define our
framework, the Effective Graded Monoidal Action (EGMA).

We start with the following definition.

Definition 3.1. A (multiplicatively) graded monoid is a monoid (M, ®) whose
underlying set can be written as a disjoint union M = | ;. M; (as a set) such
that for each r,s € N the monoid-operation restricts to a map:

®: My, x Mg — M,s.

Similarly, o (multiplicatively) graded monoidal action (M, X,*) is a monoidal
action by a (multiplicatively) graded monoid M on a set X = | |,y X, such
that for each r,s € N the action restricts to a map:

st My X Xy = Xy

Remark 3.2. For some readers, it might be helpful to analyse the definition of a
graded monoid as an analogue of the definition of a graded ring in commutative
algebra. Indeed, the set of non-zero homogeneous elements of a graded ring
without zero-divisors? forms a graded monoid. To see this, note that if

R=Pr
€N

is a multiplicatively graded integral domain with 1 € R;, then the multiplica-
tive structure satisfies:
Rr ) Rs g Rr57

For the more common additive grading (which we do not use, but where we
would need 15 € Ry), indexed by N U {0}, the corresponding condition is

Rr : Rs g Rr+5

Thus, the non-zero homogeneous elements of a graded integral domain form a
graded monoid with respect to multiplication.

Similarly, if:
N = @ N;
ieN

is a torsion-free graded module over a multiplicatively graded integral domain
R, then the module action satisfies

RT'NS gNrs

4 This assumption is important, as otherwise, we might have r172 = 0 even for homo-
geneous elements.
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(or, additively graded, R, - Ny C N,.s). Hence, the non-zero homogeneous el-
ements of R act on the non-zero homogeneous elements of N, giving a graded
monoidal action equipped with additional additive structure compatible with
the action.

For the rest of this paper, a monoid M (resp. a set X) will always decompose
as a disjoint union M = | ;o M; (resp. X = | |;c Xi). All gradings from this
point forward will be multiplicative. We will refer to the grading of an element
in M as its rank, i.e. we say that a has rank d if a € M, and similarly, we refer
to the grading of an element in X as its dimension.

Our goal is to generalise finite, free, and transitive group actions. As noted in
the preliminaries, one useful consequence of this is that for any free and transitive
group action and any fixed x¢p € X, the map G — X given by a — axxg is a
bijection.

The natural generalisation of being free, namely that for all x € X, and all
a,b € M satisfying a x x = b* x, we have a = b, is too strong. To see this, note
that it is not even clear that this holds for M alone. If for all a,b,c € M, we
have that a ® ¢ = b® ¢ implies a = b, M is said to be cancellable, which is a very
strong property on M we do not want to impose.

Even worse, neither finiteness nor transitivity generalises directly at all. To
see this, observe that M cannot be finite as soon as M \ M is non-empty, since
for any a € My, with d > 1, the elements

a,a@a,aQa@a,...

are all distinct, since they have strictly increasing rank. Similarly, transitivity is
not possible for graded monoidal actions: if z1 € X4, and xy € X4, with dy < d,
then there is no a € M such that a x x1 = xs.

Thus, we give the following three definitions, which we argue are the “right”
generalizations of free, finite and transitive in our setting.

Definition 3.3. Let M be a graded monoid, and (M, X,*) a graded monoidal
action.

— M is called rankwise finite if My is finite for all d € N.

— (M, X, *) is called base-free if for all x € Xy, and a,b € M, axx =bxx
implies that a = b.

— (M, X, %) is said to be base-transitive , if for all x € X1 and y € X, there
exists an a € M such that y = a * x.

A first trivial observation is that this recovers the bijections in each rank and
corresponding degree.

Lemma 3.4. Let (M, X, %) be a rankwise finite, base-free and base-transitive
graded monoidal action. Then for any x¢g € X1, and any d € N, we have bijec-
tions of finite sets

Md — Xd

a — a*xg
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Proof. The map is injective by base-freeness, and surjective by base-transitivity.
Finally, M, is finite by rankwise finiteness, and hence so is Xj. O

We now give a second observation, relating these graded monoidal actions to
free and transitive group actions.
We start with the following:

Proposition 3.5. If (M, X, %) is a commutative, base-free and base-transitive
graded momnoidal action, then:

— M is an abelian group.
— M acts (not necessarily freely) on X.
— The restricted action:
*1,1 ¢ M1 X X1 — X1

is a free and transitive commutative group action.

Proof. Fix an element z € X;, and let a € M;. By base-transitivity, applied
with base point a xz € X; and target x, there exists a unique b € M; such that
x=bx(axz) = (b® a)*z, where uniqueness follows from base-freeness. Base-
freeness also implies that b ® a = 1,, so every element of M is invertible. Thus
M, is a group, which is abelian since M is commutative, and the two subsequent
statements follow immediately. O

The M;-structure means that we can group X into Mj-orbits. We can visu-
alize this as a disjoint union of Schreier graphs (see Figure 1). As the proposition
specifies, these orbits need not all look the same, since the action of M; is only
guaranteed to be free in dimension 1 (i.e., only the orbit X; is guaranteed to be
a Cayley graph). However, we will later give an easy criterion that is sufficient
to get a free action of M7 on X, in the specific instantiation we have in mind
(see Lemma 5.8).

By Proposition 3.5, M; is a group that acts on X. Define an equivalence
relation on X by x ~js, y whenever there exists an a € M; such that x = axy.
The induced action® by M/M; on X/ ~yy,, which we denote by %, is then well
defined. Indeed, let a € M, let a1, a2 € My, and let z € X. Replacing a by a® aq
and x by as x x does not change the resulting equivalence class, since

[a®ai]F[azs*z] = [(a ®a1) x (az *z)] = [(a1 ® ag) * (a* )] = [a*z] = [a] % [x].
Thus, we give the following definition:
Definition 3.6. Given a rankwise finite, base-free and base-transitive graded

monoidal action (M, X, %), we call the graded monoidal action (M /My, X/ ~n,
, %) the skeleton of (M, X,x).

Quotienting by M7 removes the degree-1 group-action component. The skele-
ton therefore isolates the part of the action to which attacks exploiting that group
structure do not directly apply. We can visualize it as in Figure 2.

5 M/M, is simply the standard quotient of monoids, but since M; is a group, it is
conceptually particularly simple: the elements of M/M; are equivalence classes of
M under the relation a ~ b if a = b ® ¢ for some ¢ € M.
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dimension > 4

dimension 3

dimension 2

dimension 1

Fig. 1. A rankwise finite, base-free and base-transitive graded monoidal action (up to
dimension 3), where the colored edges correspond to action by three different rank-1
elements.

dim > 9
dim 8 s
o Sss PO
e WA
dim 3 ".'e é,","“,4
dim 2 —
dim 1

Fig. 2. The skeleton of a rankwise finite, base-free and base-transitive graded monoidal
action (up to dimension 8). Only the part generated by 5 rank-2 elements of M is shown.
Colored edges (which are directed upwards) correspond to the action by these elements.
Notice that each path passing over the same colored edges ends in the same node. This
is the commutativity of M.
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Remark 3.7. In Figure 2, it seems like for instance the elements of dim 4 can be
reached in a unique way up to ordering, i.e. for ay, as, b1,bs € My, we have that
a1 ® ag = by ® be implies that {a1,as} = {b1,b2}. We warn again that this need
not hold in general.

We now describe a simple way of turning a group action into a monoidal
action which will prove useful later for our security reductions.

Definition 3.8. Given a free and transitive group action (G, X, ), we can con-
struct the graded monoid G := N x G, with operation

(rvg) ® (S’h’) = (’I"S,g : h),

identity (1,eq), and grading G = LLien(i, G). In this way, G acts base-freely (or
in this case, even freely) and base-transitively on the graded set X:=NxX=
Lien (i, X) by the action

* é X Xv — XV
((r,9),(s,2)) = (rs,g*z).
We call (é,)?,;) the associated graded monoidal action of (G, X, x).

Given a free and transitive group action, the associated graded monoidal
action simply has a skeleton that consists of a single element in each dimension.

4 Effective Graded Monoidal Actions

In this section, we define effective graded monoidal actions. The definition closely
follows that of an effective group action in [1] (compare the below to Defini-
tion 2.2), with the algorithms indexed by the ranks in which they are required.

Definition 4.1. Let N C N be a subset, with 1 € N. A base-free and base-
transitive graded monoidal action (M, X, ) is an N-effective graded monoidal
action (N-EGMA) if the following properties are satisfied.

Algorithms for M: The monoid M is commutative, rankwise finite, and there
exist PPT algorithms for:
— membership testing in My, for every d € N;
— equality testing in My, for every d € N;
— sampling from a distribution xq on Mg which is statistically close to
uniform, for every d € N;
— computing a1 @ as € M., for every a1 € M, and as € My with r,s,rs €
N;
— computing a~* € My, for every a € M.
Algorithms for X: Fach set Xy is finite, and there exist PPT algorithms for:
— membership testing in X4, for every d € N;
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— computing a canonical representation of any Xg, for every d € N.
Origin: There exists a distinguished element xo € X1, called the origin, with a
known representation.
Algorithm for the action: There exists a PPT algorithm which, given a €
M, and x € Xg with r,s,rs € N, computes a x ¢ € X,s.

When N is understood from context, or N = N, we may simply call the action
an effective graded monoidal action (EGMA).

As in the definition of an effective group action, the sampling distributions
are part of the description of the action. The condition r,s,rs € N means that
an N-EGMA only includes operations whose inputs and outputs have degrees
in N.

Most protocols only require N-effectiveness for a very small set N C N, and in
informal discussion we will often drop N from the terminology. The algorithms
are not required to run in time polynomial in the rank or dimension. Thus,
we may only be able to apply elements consecutively a few times before the
dimension becomes too large for practical computation.

Remark 4.2. Let M = M/M; and X = X/ ~j,. The skeleton (M, X,%) of
a rankwise finite, base-free and base-transitive graded monoidal action has the
same properties and a trivial degree-1 monoid. However, even if (M, X, %) is an
N-EGMA, showing that (M, X,%) is an N-EGMA requires argument: we must
still be able to compute the induced equality (in both M and X), and sampling
in M. However, if this is satisfied, we can apply the EGMA formalism directly
to the skeleton. This may be preferable when a protocol only depends on M;-
orbits. In this case, working with the skeleton removes the degree-1 group-action
component and can give smaller representations and faster algorithms. Looking
ahead (Theorem 5.6), it may even give new algorithms that were not already
known.

4.1 Security assumptions

In this section, we define natural problems related to an EGMA. We stress that
these problems may serve different purposes in different protocols. We will later
see that the security proof of certain EGMA-protocols may rely both on the
assumption that these problems are hard, or that there are efficient algorithms
for them. These assumptions must then be analyzed for the specific instantiations
of an EGMA.

Just as vectorization, parallelization, and group-action DDH generalize the
discrete logarithm, computational Diffie-Hellman, and decisional Diffie-Hellman
problems to the group-action setting, we can define natural analogues in the
graded monoidal setting. Here they become families of problems indexed by
compatible degrees.

Unlike for discrete logarithms and vectorization in a free group action, the
solution to (r,s)-graded vectorization need not be unique when r > 1. Base-
freeness guarantees uniqueness only when the input lies in X7.
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Problem 4.3 ((r,s)-Graded Vectorization). Given z € X, and y € X,4, with

the guarantee that y = a x x for some a € M,, compute an a’ € M, satisfying
/!

y=a %z

Problem 4.4 ((r,s,t)-Graded Parallelization). Given (x1,x2,x3) € X, X X5 X
X,t, with the guarantee that zo = as x 1 and z3 = a3 x x; for some ay € M,
and ag € My, compute (as ® az) x x1 € Xygt.

Problem 4.5 ((r,s,t)-Graded DDH). Let as,al < xs and as,a} < x: be inde-
pendent. Given x; € X,., distinguish samples drawn from the distributions

(z1, a2 %21, a3 %31, (a2 ® ag) x 1) and (z1, a2 % @1, a3 * 31, (ay @ ay) xx1).

By Proposition 3.5, (r,1)-graded vectorization, (r,1,1)-graded paralleliza-
tion, and (r,1,1)-graded DDH are the ordinary vectorization, parallelization,
and DDH problems, respectively, for the action of the group M; on an M;i-orbit
in X,.. Thus, a protocol intended to avoid attacks exploiting this group structure
must involve secret monoid elements of rank at least 2. Already for » = 1 and
s = 2, we can hope to obtain a significantly harder problem. For instance, a
result of Robert [30], shows that the supersingular endomorphism-ring problem
reduces to (1,2)-graded vectorization (see Theorem 5.10).

In the other direction, the associated graded monoidal action embeds the
usual group-action problems.

Proposition 4.6. For all r,s,t € N, vectorization reduces to (r,s)-graded vec-
torization, parallelization reduces to (r,s,t)-graded parallelization, and group-
action DDH reduces to (r, s,t)-graded DDH.

Proof. Let (G,Y, ) be the EGA where vectorization, parallelization, or DDH is
instantiated, and consider the associated monoidal action (G,Y,%) (see Defini-
tion 3.8). The fact that (G,Y,*) is an EGA immediately implies that (G,Y,%)
is an EGMA.

Given a vectorization instance yi,y2 € Y, form the associated graded in-
stance (r,y1), (rs,y2). If yo = g * y1, its unique solution is (s,g) € Gs, from
which we recover g. Similarly, from a parallelization instance y,vy;,y2 € Y,
form the graded instance (r,y), (rs,y1), (rt,y2). The graded output has the form
(rst, z), where z is the solution to the original parallelization instance. Finally,
the same degree tagging maps a group-action DDH instance (y,y1,y2,ys3) to
((ryy), (rs,y1), (rt,y2), (rst,ys)) and preserves both distributions. O

Remark 4.7. We emphasize that the above proof is about generic algorithms for
EGMAs. Of course, it can happen for a specific instantiation of an EGMA that
e.g. (1,1)-graded vectorization is hard, while (1, d)-graded vectorization is easy
for all 1 < d € N. To see this, take the example where (M7, X1, *) is any EGA,
while My = {4} = X4, consists of a single element. Thus, it is not the case that
for a fired EGMA (M, X, %), the above reductions hold. For a fixed instance,
differently graded problems need to be analyzed individually.
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We now discuss two additional problems which are trivially settled for an
EGA, but which will prove highly interesting for an EGMA. Since solutions to
these problems need not be unique, we state two versions of each problems. We
will later see that when efficient algorithms for these problems are necessary in
security proofs, the full version will typically be the most interesting.

Problem 4.8 ((r,s)-Inversion). Given a € M and y € X, find any 2’ € X,
satisfying y = a x 2/, or decide that none exists.

Problem 4.9 (Full (r,s)-Inversion). Given a € M, and y € X, find all 2’ € X,
satisfying y = a x 2’, or decide that none exists.

Note that (full) (r, s)-inversion is trivial for s = 1, since then a is invertible.
For s > 2, there are no generic algorithms to solve this problem as far as we
are aware. We can also consider inversion for the monoid M acting on itself by
multiplication. We give this problem a special name, since its complexity will be
important when constructing cryptographic schemes (see Section 6.2).

Problem 4.10 ((r,s)-extraction). Given a € M, and ¢ € M,, find any b’ € M,
satisfying a ® b’ = ¢, or decide that none exists.

Problem 4.11 (full (r,s)-extraction). Given a € My and ¢ € M, find all V' €
M, satisfying a ® b’ = ¢, or decide that none exists.

Notice the asymmetry of these problems. In light of Proposition 3.5, (full)
(r,1)-extraction admits a polynomial-time algorithm for any r € N, using rank-1
inversion. To the best of our knowledge, there is no such algorithm for (1, s)-
extraction in a general EGMA. We will see later that (1,2)-extraction is effi-
ciently solvable in one of the specific instantiations we consider (see Proposi-
tion 5.9).

Finally, we define a hiding problem which will very typically be a necessary
assumption for security proofs. In the usual group-action setting, multiplying
a uniformly random group element by a fixed element preserves the uniform
distribution. For a graded monoid, this is no longer the case, and we must for-
mulate the problem relative to the sampling distribution of the relevant EGMA.
The public action value must also be included in the instance, since it is the
information about the secret element available to an adversary.

Problem 4.12 ((r,s)-Hiding). Let a,a’ < x, and b < x;s be independent. Dis-
tinguish samples drawn from the distributions

(a*z0,a®@D) and  (axzp,d ®b).

If r = 1 and y; is invariant under multiplication by M; (as is the uniform
distribution on the finite set Mj), then the two distributions are identical, again
using that a and a’ are invertible. Thus, under this condition, the (1, s)-hiding
problem is information-theoretically hard. If y is only statistically close to an in-
variant distribution, the two distributions are correspondingly statistically close.
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5 Relation to the Hermitian Module Action on Oriented
PPAVs.

In this section we discuss an instantiation of the EGMA-framework, and we
identify open problems to get a full EGMA.

Some of the material in this section is either already discussed in, or follows
quickly from, the material in Robert’s preprint on the module action [30]. Our
purpose here is simply to link it to the graded module action we have discussed
in this paper, and provide some results on the problems defined in Section 4.

We also note that this section requires preliminaries far beyond what is
needed for the abstract graded monoidal action framework. Thus, readers who
are primarily interested in the abstract framework, and less interested in how
to instantiate it, are welcome to skip the current section (although Section 5.3
might still be of interest).

5.1 Hermitian modules acting on oriented principally polarized
abelian varieties

Let R be the ring of integers in a CM field. As for any commutative ring, the
set of isomorphism classes of finitely generated projective R-modules forms a
graded monoid under the tensor product, where the grading is determined by
the rank of the module P. Denote this monoid by M. It is a classical result that
all projective R-modules of rank 1 are invertible (this uses the maximality of R),
and that the rank-1 part of M is in fact isomorphic to the class group C/(R),
see for instance the book by Weibel [35, Section 1.3].

For ease of exposition, let R now be the ring of integers in an imaginary
quadratic number field K = Q(y/—p) for some prime p. Consider now an elliptic
curve Ey/F,, together with a primitive R-orientation R — End(Ep), where \/—p
is sent to the frobenius endomorphism of Ey. Denote by X the set of R-oriented
isomorphism classes of abelian varieties A that are R-isogenous to E{, for some
n.

Theorem 5.1. With the notation as above, there exists a well-defined binary
operation

*  MxX =X

making (M, X, %) into a base-free and base-transitive graded monoidal action.
Further, M (and hence X) is rankwise finite.

Further, let M’ denote the set of positive-definite unimodular Hermitian R-
modules up to isometry, and let X' denote the set of R-oriented isomorphism
classes of PPAVs (A, Aa,t) that are R-isogenous (as principally polarized va-
rieties) to EY, for some n. Then, the action above induces a corresponding,
efficiently computable action

M xX =S X

with the same properties as above.
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Proof. This all follows directly from Theorem 2.6, the aforementioned correspon-
dence between Hermitian forms and polarizations [30, Theorem 4.11], and the
work by Page, Robert, and Soumier [29]. To see this, note that the monoids and
the sets in the statement are simply the isomorphism classes of the respective
categories, and the fact that we have (M ® N) - Ey = M - (N - Ey) (a sym-
metric monoidal action) induces a graded monoidal action. Further, note that
rankwise-finite is implied by Steinitz theorem (see Theorem 2.3) for M, and can
be extended to M’ by [20, Theorem 2.4.5], base-freeness is implied by the func-
tor being fully faithful, while base-transitivity is implied by the functor being
essentially surjective.

The fact that the second action is efficiently computable for any (fixed) rank
and dimension was settled by Page, Robert, and Soumier [29, Theorem 6.5]. O

Remark 5.2. The reason we restrict to the frobenius-orientation case, is that in
the general case, the rank-1 action M; x X7 — X; has two orbits [27]. In the case
that p is inert in R, we could of course restrict to one of these orbits to recover the
necessary base-transitivity axioms. It is then folklore that in dimension one, we
can then do the membership testing by looking at the action of the orientation
on the invariant differential. In higher dimension, this should be generalized
to checking that the action of R on H°(A, (2} ) agrees with the action on

HY(ES, 2gs i) |30, Definition 4.8]°.

We will discuss to what extent (M’, X’ ) satisfies the axioms of an N-
EGMA. However, before that, it is interesting to pause to consider what happens
in dimension 1, in light of Proposition 3.5. As already mentioned, restricting
the modules to rank 1 results in the group (/(R), and the Hermitian structure
makes no difference here, as projective modules of rank 1 all have a canonical
unimodular Hermitian form (see Remark 5.3 below). Thus, we recover the free
and transitive group action underlying many post-quantum primitives, such as
CSIDH [8] (or more accurately, CSURF since we are working with R maximal
[7]) and (qt)-PEGASIS [8, 11, 12].

Remark 5.3. Inrank 1, the Hermitian structure adds nothing, as all rank-1 mod-
ules a have a canonical unimodular Hermitian form given by

Hy:axa— R
(o, B) = aB/n(a).

However, in higher dimensions, Hermitian structures are arguably the most im-
portant part: Steinitz theorem (see Theorem 2.3) implies that the monoid M =
N x C/(R) as sets, with the operation given by (r,[a]) ® (s, [b]) = (rs, [a]*[6]"),
which can be seen by distributivity of the tensor-product. Thus, if one forgets
about Hermitian forms and polarizations, the skeleton (M/CU(R), X/ ~a(r),*)
looks particularly simple, e.g. there is only one set-element in dimension d for
any d coprime to the order of C/(R) (this uses Lemma 5.8 below). However, the

5 We thank Damien Robert for explaining us this result.
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monoid M’, and subsequently the skeleton (M'/CI(R), X'/ ~q(g),*') generally
has a vastly more complicated structure.

In the lemma below, we essentially identify the algorithms missing for making
the action above a full EGMA. We give a discussion of these algorithms in
Section 5.4.

Lemma 5.4. Suppose that, for every d € N, there exist PPT algorithms for
membership and canonical representation in X}, and for sampling from a dis-
tribution on M, that is statistically close to uniform. Then (M', X’ ") is an
EGMA.

Proof. Rankwise finiteness, base-freeness, base-transitivity, and efficient compu-
tation of the action were established in Theorem 5.1. The monoid operation
(which now literally corresponds to tensor products), membership testing and
rank-1 inversion for M’ can be computed from the pseudo-bases, see Theorem 2.4
and Theorem 2.5. Equality testing can be performed by taking the trace-form
down to Z, applying the algorithm by Haviv and Regev [19], and checking if any
of the (polynomially bounded) list of isometries commutes with the R-action.
Finally, we can generate an origin xzy € X7, by generating a supersingular
elliptic curve with a primitive R-orientation, using an algorithm by Wesolowski
[36, Lemma 4]. The assumed algorithms provide the remaining requirements of
Definition 4.1. O

Remark 5.5. The proof above shows an important point: while the algorithms
are polynomial-time in fixed rank and dimension, they might be very costly in
varying rank and dimension, and thus in practice, we want to stay in low rank
for constructing protocols. For instance, the algorithm by Haviv and Regev has
complexity O((2r)°(?)) in the rank (which is also the upper bound on the size
of the list of returned isometries), using that R has rank 2 over Z.

We also remark that if we temporarily allow R to be the ring of integers
in a larger number field, we see that equality testing in M’ for R = Z[(2n]
is in fact closely related to the hard problem underlying the signature scheme
HAWK [4]. Since these lattice-isomorphism-problems are generally easier than
for unstructured lattices, it is likely that there exists more efficient algorithms
for equality testing in M/, as well.

5.2 The quotient action used in MIKE

MIKE does not work with the entire action above [2]. Instead, we now show how
MIKE uses purely the skeletal action from Remark 4.2, which gives the missing
near-uniform sampling and membership testing in rank 2, as well as equality
testing in rank 4.

For this subsection, we fix p = 3 (mod 4), which implies R = Z[(1++/=p)/2],
as in MIKE. In this case, C/(R) is odd, and in light of Lemma 5.8, the actions of
C(R) in even dimensions are free. Further, combining Lemma 5.8 and Steinitz
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theorem shows that any P € (M’/C/(R)),« has a unique representative with
trivial Steinitz class.

This justifies the fact that in MIKE, we work with another monoid, M?,
consisting of positive-definite unimodular Hermitian modules of trivial Steinitz
class, and the corresponding set X0 given by the action of M? on

Ey: y2 =z3 - x,
where the R-action is given by Frobenius”. Since X = {[Ey]}, this is necessarily
our choice of origin.
As the theorem below shows, this is still only enough to get a {1,2}-EGMA.
However, the algorithms that are missing are not necessary to instantiate the cor-
responding key-exchange protocol based on an {1,2,4}-EGMA (see Section 6.1).

Theorem 5.6. Suppose that R is as above, and that there exist PPT algorithms
for computing canonical representations and membership testing in X and sam-
pling from a distribution on MY that is statistically close to uniform. Then
(MO, X9 %) is an {1,2,4}-EGMA.

Proof. As this is equivalent to the skeleton of the action in Lemma 5.4 (at the
relevant ranks), all properties except the already missing canonical representa-
tions, membership testing and random sampling follow.

For our chosen parameters (where \/—p corresponds to frobenius, and the
class number is odd), a result by Robert and Page [31] shows that X3 can be
decomposed as the set

isomorphism classes of supersingular elliptic curves
. . x CU(R).
over IF,;2, up to Galois conjugacy
The first component of the above product corresponds to X° by Scholten con-
struction, which give an easy membership test in X°. Further, on the algebraic
side, this also shows that My can be identified as a set as

Ci(End(Ey)) x C/(R),

where the Steinitz class of the corresponding module corresponds to the element
in the second component, giving a bijection Chs(End(Ep)) < MY, where the
former admits well-known algorithms for statistically close to uniform random
sampling.

O

Note that even though the action (M° X *) is only an {1,2}-EGMA, we
have the necessary algorithms for instantiating the key-exchange and PKE in
Section 6. Random sampling in M$ and membership-testing in XY is not needed.

" Note that this is not necessarily isomorphic to the quotient action, as in degrees
where #C/(R)[d] > 1, we can have that a® P # P for a € (/(R)[d] and P € MY.
However, since we will only look at things generated by M3, this is in fact equivalent.
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And finally, even though efficiently computable invariants in X for d > 3 is a
big open problem, the shared keys in MIKE land in the special locus

{((My,HA) ® (Mp,Hp)) % Ey | My, Mp free} C X2,

for which the MIKE-paper shows how to compute invariants. A priori, this is not
sufficient for canonical representation, since it seemingly only defines the shared
secret up to R-conjugation, however the results of [16] show that these varieties
are also invariant under R-conjugation.

Remark 5.7. In the interest of transparency, we emphasize that the proof of
Theorem 5.6 relies on the unpublished work by Robert and Page. The fact that
the Scholten’s construction lie in X2 follows from results in [30], however, the
missing part is that this is all of XJ. For some intuition on this result, see the
relevant conjecture by Robert [30, Remark 5.23].

5.3 Analysis of assumptions for the module-action.

Recall that in Figure 1, the action of M; is not necessarily free in every dimen-
sion. This is also true for the Hermitian module action (M’, X’ ). However,
we have an easy criterion to determine when it is.

Lemma 5.8. The group C{(R) = My acts freely on X if and only if we have
that C{(R)[d] = {[R]}.

Proof. Let (P,H) € M/, and consider (a,H,) € M. If st(P) = [b], we have
that st(a ® P) = [ab], and thus, we see that [a?b] = [a]?[b] = [b] implies that [a]
has order dividing d, and hence it must be trivial.

For the converse, let a C R be a non-principal ideal with [a] € C/(R)[d], and
let P=R®a® - @®a?"! (with the product Hermitian form). Then we have

d

a@P~ad®a’® - da’~ada®*® - - ®R~P

(even as Hermitian modules!), and thus the action cannot be free in dimension
d. O

Proposition 5.9. For M, there exists an algorithm for (r,2)-extraction. As-
sume now that #C(R)[2] € O(1), then there exists an algorithm for full (r,2)-
extraction. Under the same assumption, there exists an algorithm for full (1,2)-
extraction for M'.

Proof. Assume we are given the instance P, ® Py =: Py, € Ms,., where P, and
Py, are public, and P, € M, is secret. Computing steinitz classes gives

St(Py,) = St(P, @ Py) = St(P,)?St(P,)",

i.e.

St(P,)? = St(Py,.)St(Py)~".
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By dividing by 2 in the class group, which can be done efficiently, even without
knowing the class number [5], we reveal an element [a] € C/(R) with [a]? =
St(P,)2. For M, this is sufficient, as we can take a solution as R"~!®[a]. Further,
it is easy to see that all possible solutions are in bijection with C/(R)[2] (which
is efficiently enumerable), by the map [b] — [ba], where [b] € C/(R)[2]. Thus, the
assumption gives full (r,2)-extraction.

If further r = 1, the above algorithm also reveals P, as a Hermitian module
(see Remark 5.3), hence solving (full) (1,2)-extraction for M’. O

We leave it as an interesting open question whether the above proposition
can be extended to solve (r,2)-extraction for (M’, X”,x) for any r € N.

Finally, we restate an important result due to Robert [30, Section 5.4], in the
context of an EGMA.

Theorem 5.10. The supersingular endomorphism-ring problem reduces to the
(1,2)-graded vectorization problem for (M°, X9 x).

Proof. This is exactly the statement and proof from [30, Theorem 5.22], in our

language: given a supersingular elliptic curve E/F,2, form an (1, 2)-graded vec-

torization instance from Ey € X} and Wy | /F, (E) € XJ. This returns a free
D

module (M,H) € M3 such that W, 2/]FP(E) = (M, H) x Ey, from which we
can recover a left quaternion ideal I C End(FEy) [30, Theorem 5.5] such that
(I, trdgnda(ey)/r © Hr) ~ (M, H) as R-lattices, which reveals End(E) = Og(I)

(here, Hy is the canonical Hermitian form of I as an End(FEjy)-lattice). O

5.4 Open problems towards a full EGMA

The results above reveals some necessary algorithms for (M’, X7, %) to be a full
N-EGMA. In light of Lemma 5.4, the main missing algorithms are the following:

— Near-uniform sampling. For every fixed rank d, construct a PPT algorithm
that samples positive-definite unimodular Hermitian R-modules from a dis-
tribution statistically close to uniform on M/;. By sampling pseudo-bases and
suitable Gram-matrices directly, one obtains easy algorithms for Heuristic
near-uniform sampling, but we are not aware of any provable algorithms.

— Membership testing. For every fixed rank and dimension, efficiently recognize
valid representations of elements of X). For the MIKE action (MY, X9 %)
to be an {1,2,4}-EGMA, the remaining case is near uniform sampling in
rank 4, and membership testing X, though we again stress that this is not
necessary to instantiate the key-exchange in Section 6.1 itself.

— Canonical representations. For every fixed rank and dimension, efficiently
compute canonical representations of elements in X). General-purpose ef-
ficiently computable invariants are not currently known for the set side in
dimension at least 3. The MIKE invariants solve this problem only for the
special family of abelian fourfolds occurring in MIKE.

We leave the question of whether these problems admit efficient algorithms
as an interesting open problem.
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6 Constructions

In this section, we give a few simple constructions, to illustrate how one can use
the EGMA-framework to construct protocols. The first is a family of simple key-
exchanges, which can be instantiated with (M°, X0 x), resulting in the MIKE-
protocol.

Second, we give a family of novel sigma-protocol with binary challenges,
which may also be instantiated with (M°, X9 x). However, we emphasize that
its security relies on the assumption of existence of an efficient algorithm for
(2, 2)-extraction.

All our protocols are direct generalizations of the corresponding protocols
based on class-group actions in dimension 1, in the sense that the families we
define also cover these protocols.

6.1 Families of EGMA-based non-interactive key exchanges and
PKEs

The first protocol is a simple Diffie-Hellman like protocol. It requires an {1, r, s, rs}-
EGMA, although we will remark that this can be relaxed, as we do not need all
algorithms in rank and dimension rs (see Remark 6.1).

Given a {1,r,s,7s}FEGMA (M, X, x), we define the (r, s)-DH protocol by the
following algorithms (see Figure 3):

— Pgen()): On the input of a security parameter \ generates public parameters,
an instantiation of pp := (M, X,*) at the suitable security level. In the
following algorithms, pp will be used as input, even if we do not explicitly
write it.

— KGen(t): On input ¢ € {r, s}, samples random secret element sk := a € M,
(according to the distribution x;) and computes the public key pk := axxg €
X;. The function outputs (pk, sk).

— KA(pksy,sky): On input a public key pky, € X,. and secret key sk, € M, (or
vice versa with respect to the rank and dimension), computes the shared key
sk, x pky € Ms.

Of course, the security of the above protocol clearly relies on the hardness
of (1,7, s)-graded vectorization for (M, X, ). However, when the protocol is in-
stantiated with (M? X% x) and » = s = 2, the protocol can be proven secure
in a suitable model, and assuming a natural gap-assumption, as shown in the
MIKE paper [2].

Remark 6.1. Clearly, a full {1,r,s,rs}-EGMA is not necessary, as the proto-
col above never uses random sampling in M,.;, nor membership testing in X,.
Canonical representations in X, is seemingly necessary, however, as in MIKE,
it is also sufficient to have canonical representations of the key-space, which in
general is a strict subset of X,.
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dim 4

dim 3
dim 2 opky
dim 1
Alice (pp) Bob (pp)
sky 1= a < Xxr sk i= b < Xs
pky == axxo pkg :=bxxo
pka
_—
pkp
-—
k := a % pkg k :=bxpky,

Fig. 3. A non-interactive key-exchange protocol using module action. The upper dia-
gram illustrates the graded relations for r = s = 2, while the lower diagram shows the
protocol for general r and s.

Remark 6.2. Note that if the protocol above is instantiated with (M’ X7 %),
which by (qt)-PEGASIS is a {1}-EGMA [11, 12], and » = s = 1, we recover
the (1,1)-DH protocol as in the original CRS-key exchange. Of course, this then
only gives quantum-subexponential security, which is why the (2, 2)-DH protocol
for (M?, X%, %), whose security is (conjecturally) exponential, massively outper-
forms the r = s = 1 version, both with respect to key-sizes and computational
time. Concretely, the implementation of MIKE reports timings as low as 7 ms,
with public-key sizes at 80 bytes for NIST level 1.

The same construction can of course be adapted to public-key encryption
[32]. The sender computes (a hash of) the canonical representation of the shared
secret to obtain a bit string, which is XORed with the message. This follows the
same structure of the hashed version of the famous ElGamal [15] scheme.

Given a {1,r,s,rs}-EGMA (M, X, %), the (r, s)-PKE scheme reuses Pgen())
and KGen(r) from the key-exchange protocol to generate the public parameters
and the receiver’s key pair (pk,sk) := (b x xg,b). Fix a message space M =
{0,1}* and a hash function H : X,; — M based on the canonical representation,
included in the public parameters. As before, these parameters are implicit inputs
to the algorithms below. Writing xor for bitwise XOR, encryption and decryption
proceed as follows (see Figure 4):
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— Enc(pk,m): On input a public key pk € X, and a message m € M, samples
b < xs and computes ¢ := bxxy € X, and the shared value k := bxpk € X,.;.
It sets co := H(k) xor m and outputs the ciphertext ¢ := (c1, ¢3).

— Dec(sk, ¢): On input a secret key sk := a € M, and a ciphertext ¢ = (¢, ¢2),
computes k := a * ¢; and outputs m := H(k) xor cs.

Sender (pp, pk, M) Receiver (pp, sk)

b4 Xs
c1:=bxxo

k := bx pk

c2 := H(k) xor M

c=(c1,¢2)

k:= * C1
M := ¢z xor H(k)

Fig.4. A PKE protocol using module action, showing encryption and decryption for
general r and s.

Any adversary which can break the (1, r)-graded vectorization problem (4.3),
can obtain the secret key from the public key since pk = axxg, and any adversary
which can break the (1,r, s)-graded parallelization problem (4.4) can obtain the
ephemeral key k = a x (b * x¢) from pk = a * xg,c; = b* x¢ and compute
M = H(k)xorcs.

ElGamal is known to be IND-CPA secure if the CDH problem is hard in the
random oracle model. The approach in [18, Theorem 7.1.0.1] is easily adapted
to showing the same for our scheme by simply swapping ¢%, ¢°, ¢g*® for a % zg, b*
xo,a * (b x x0), as well as swapping CDH for the (1,r,s)-graded paralleliza-
tion problem. Essentially, if an adversary can distinguish between a ciphertext
(c1,¢2) = (b* 2, H(b * (a *x zg)xorm)) when m is randomly selected from one
of two messages mg, m; chosen by the adversary, and H is a random oracle,
they will have demonstrated that they have knowledge of the input value to the
hash function H. The value ¢; is independent of the message. Instantiated as a
(1,2,2)-protocol, MIKE [2] provides this security.

6.2 Families of EGMA-based sigma protocols

We now go on to define a family of EGMA-based sigma protocols. Unlike the
case of key-exchange, we will see that these protocols require assumptions not
provided by [2].
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Our (family of) protocol(s) is constructed as the natural generalization of the
graph-isomorphism protocol underlying CSI-FiSh [3] (see Remark 6.6). The same
protocol has also recently been considered in the context of finite semi-group ac-
tions [17]. Although the context is quite different than the EGMA-setting, we
also encounter the same issues as in [17]: namely the fact that to get special
soundness, we need an additional assumption. We will later see that for large
families of protocols, instantiated as in Section 5, this assumption is satisfied.
Unfortunately, for the families of protocols we can prove secure, although they
generalize the corresponding EGA-based protocols, they seem to offer no partic-
ular benefit. It is an open problem whether we can find a secure instantiation,
for which there are no sub-exponential attacks.

We define the basic (r, s)-ID protocol as follows. Given an {1, r, s, rs}-EGMA,
the protocols runs Pgen(\) from before, fixing the public parameters, and the
signer generates their private key by sk, pk <— KGen(r), where sk := a € M,., and
pk := sk x 2. The protocol then proceeds as by the following algorithms (see
Figure 5).

— Commit(pk): Sample a random ¢ € M, (according to the distribution yy),
and compute Yeom := ¢ * pk. The algorithm outputs (¢, Yeom)-

— Chal: Sample a random bit b € {0,1}, and output b.

— Resp(sk, ¢, Ycom, b): On input a secret key sk € M,, the commitment pair
(¢, Ycom), and a challenge bit b, set z := ¢ if b = 0, or compute z := c® a if
b = 1. The algorithm then outputs z.

— Verify(pk, Ycom, b, 2): On input a public key pk, a public commitment ycom,
the challenge b, and the response z, the function checks that z x pk = yeom if
b = 0, or that z x g = ycom if b = 1. Output True if this check passes, and
False otherwise.

Note that we can again instantiate the (2,2)-ID protocol with (M° X9 x),
since Remark 6.1 still holds. However, as the following theorem specifies, its
security would rely on additional assumptions related to (r, s)-hiding and (r, s)-
extraction.

Theorem 6.3. Let r,s € N, and let N = {1,r,s,rs}. Given an N-EGMA
(M, X, %), for which (1,r)-graded vectorization is hard, the (r,s)-ID protocol de-
fined above satisfies perfect completeness and is computational honest-verifier
zero knowledge assuming the hardness of (r, s)-hiding. Moreover, if there is an
efficient algorithm for full (r,s)-extraction, then the protocol is special sound.

Proof. Completeness is immediate. To simulate a transcript with challenge b = 0,
sample ¢ < X, and output the commitment ¢ x pk and response c. This is
distributed exactly as an honest transcript. For b = 1, sample o’ < ¥, and
' + xs, set 2 =d’ ® V', and output the commitment z x xg and response z. By
the hardness of (r, s)-hiding, the joint distributions of the public key and response
in the simulated and honest transcripts are computationally indistinguishable.
The same therefore holds after applying the action to form the commitment.
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dim 4

dim 3

dim 2
. e/
dim 1 ‘T.o
Prover (pp, ) Verifier (pp, pk)
C < X2
Yeom = C* pk
Ycom
b+ {0,1}
b
—
c, b=0,
Z =
, b=1
z
_
”
2z % pK = Yeom if b =0,
Z % To z Yeom if b =1.

Fig. 5. An illustration of the (2,2)-ID protocol. The upper diagram shows the graded
relations used during verification, while the lower diagram shows the three-message
protocol and the verifier’s checks.
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For special soundness, suppose that two accepting transcripts have the same
commitment and responses zyp € Mg and z; € M, to the challenges 0 and 1,
respectively. Full (r, s)-extraction gives all elements of the fibre (29 ® —)71(z1),
from which we can output the unique element a € M, satisfying axz = pk, where
uniqueness is implied by base-freeness, which gives a solution to the (1, 2)-graded
vectorization problem (pk, zg). O

Remark 6.4. A potential source of confusion in the theorem above, is that at
first glance, the proof does not seem to rely on (r, s) or (1, sr)-graded vectoriza-
tion being hard. However, this assumption is already implied by the hardness
of (r, s)-hiding, full (r,s)-extraction and (1,r)-graded vectorization. The proof
of this is essentially in the proof of the protocol: As an example, if (r, s)-graded
vectorization was easy, then the adversary could take the (1, r)-graded vectoriza-
tion instance (pk, zg), and sample random a’ € M, and V' € M, and attempt to
solve the (r, s)-graded vectorization instance (pk, (a’®b")*xg). If such an instance
have a non-negligible chance of having no solutions, then (r, s)-hiding cannot be
hard when (r,s)-graded vectorization is easy, while if there is a solution, the
adversary recovers the solution to the (1, r)-graded vectorization instance by the
extraction argument. A similar reduction occurs from an efficient algorithm for
(1,7s)-graded vectorization.

Corollary 6.5. For any r € N, the (r,1)-ID protocol has special soundness
assuming the hardness of (r,1)-graded vectorization, and (r,1)-hiding.

Proof. By the discussion at the end of Section 5, full (r,1)-extraction is trivial
by rank-1 inversion. O

Remark 6.6. We again remark that if the (1, 1)-ID protocol is instantiated with
(M, X', %), we recover the original CRS-based ID-protocol [10, 33, 3]. It is in-
teresting that the usual group-action-based ID protocol generalizes to certain in-
stances in higher dimension, though we stress that there seems to be no particular
benefit to the (r, 1)-ID protocol over the simple (1, 1)-ID protocol, since its secret
still has rank 1, and security is thus only quantum sub-exponential. In contrast,
the (1, 2)-ID protocol has a rank-2 secret, but since recovering the commitment is
a (2,1)-graded vectorization problem, we still only get sub-exponential security.
Further, it requires the additional assumption that (2, 1)-hiding is hard.
However, an efficient algorithm solving full (2, 2)-extraction for (M’, X’, x)
would allow us to prove the corresponding (2,2)-ID protocol secure, under the
assumption that (2,2)-hiding is hard. Its witness relation is again (1, 2)-graded
vectorization, which reduces to the endomorphism-ring problem Theorem 5.10.
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