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Abstract

Notions like identity-based encryption (IBE) and attribute-based encryption (ABE) augment public-key encryp-
tion to provide fine-grained access control to encrypted data. In these settings, there is a single master public key
that anyone can encrypt to. Users in turn possess different secret keys that determine which ciphertexts they can
decrypt. The standard, or full, security notion for these schemes stipulates that a ciphertext computationally hides
the message if the adversary does not possess a key that is allowed to decrypt. A relaxed notion of security that
is often much easier to achieve is bounded-collusion security, where we only require security against adversaries
that have an a priori bounded number of keys (and the scheme parameters can grow with this bound). For instance,
it is known that vanilla public-key encryption implies bounded-collusion IBE (and ABE) whereas there is a black-box
separation between public-key encryption and fully secure IBE.

In this work, we develop a general methodology to upgrade a pairing-based encryption scheme with bounded-
collusion security into one that is fully secure. We illustrate our methodology by applying it to two main applications:
batched IBE and multi-authority ABE. First, in the case of batched IBE, we obtain the first pairing-based construction
of batched IBE where there are no tag restrictions (in the generic bilinear group model). All previous pairing-based
batched IBE schemes require attaching a tag to ciphertexts and secret keys, and moreover, restrict the adversary to an
a priori bounded number of secret keys for each tag. Second, we use our techniques to obtain a multi-authority ABE
scheme that supports conjunction policies in the generic bilinear group model. This is the first pairing-based scheme
that makes fully black-box use of the group. Previous pairing-based multi-authority ABE schemes require a random
oracle whose output is a group element (which implicitly assumes the underlying group supports a procedure for
explainable oblivious sampling).
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1 Introduction

Classic public-key encryption [DH76, RSA78] has an “all-or-nothing” guarantee where users who hold the secret
key are able to decrypt ciphertexts and recover the message, while users who do not have the secret key cannot
do anything with the ciphertext. Over the course of the last 25 years, the cryptography community has shown
how to extend public-key encryption to support more fine-grained access to encrypted data. This led to notions
like identity-based encryption (IBE) [Sha84, BF01, Coc01], attribute-based encryption (ABE) [SW05, GPSW06], and
ultimately, functional encryption [BW07, BSW11, O'N10]. For example, in IBE, each secret key sk;q is additionally
associated with an identity id. Using the master public key mpk, anyone can encrypt a message m with respect to a
particular identity id’, with the property that only the user who holds a secret key for the same identity can decrypt.

Collusion resistance in advanced encryption. A common feature in these more sophisticated public-key
encryption schemes is that there are many secret keys associated with the same master public key mpk. In the
example of IBE, we can have a secret key for each identity. The most natural security notion (for the case of IBE) would
stipulate that even if the adversary has secret keys for any polynomial number of identities idy, ..., idp, a ciphertext
encrypted with respect to a new identity id* ¢ {idy,...,idp} should still computationally hide the message. Namely,
the adversary should not be able to mix and match different unauthorized keys to learn information about the encrypted
message. We say that such a scheme is fully collusion resistant, or more simply, fully secure. We say the encryption
scheme satisfies bounded-collusion resistance if security is only required to hold against adversaries that obtain at most
Q secret keys, where the collusion bound Q is a priori fixed, and the scheme parameters are allowed to depend on Q.
Constructing schemes with bounded-collusion security is much easier than constructing schemes with full security.
For instance, the works of [SS10, GVW12] show how to construct bounded-collusion-secure functional encryption
schemes for general circuits just from the minimal assumption of public-key encryption. Since functional encryption
generalizes notions like IBE and ABE, their work also gives bounded-collusion-secure IBE and ABE from vanilla
public-key encryption. On the flip side, there are black-box separations for building fully collusion-resistant IBE from
public-key encryption [BPR*08]. The apparent gap between schemes with bounded-collusion security and those with
full security remains even when we bring in algebraic assumptions. We illustrate this with a few examples below:

« First, consider the very first construction of IBE from bilinear maps by Boneh and Franklin [BF01]. Security of
this construction relied critically on the random oracle model. However, if we only consider bounded-collusion
resistance against collusions of size at most Q, then we could replace the random oracle in the Boneh-Franklin
scheme with a (Q + 1)-wise independent hash function and prove security of the same scheme in the plain
model [HK04]. The random oracle is used to achieve full security in this context.

« In the more general setting of batched identity-based encryption [AFP25], where secret keys are now as-
sociated with a set of identities and can be used to decrypt ciphertexts associated with any identity be-
longing to the set, existing constructions based on bilinear maps are only secure against bounded collu-
sions [AFP25, CGPW25, FPTX25, GWWW26, Pol26].! Strictly speaking, existing constructions mitigate the
bounded-collusion limitation by working in a tag-based setting where secret keys and ciphertexts are addi-
tionally associated with a tag 7, and decryption is only possible when the tag associated with the secret key
and the ciphertext match. In the security game, the adversary is restricted to obtaining at most Q secret keys
per tag. Essentially, these schemes move the bounded-collusion restriction to be per-tag rather than for the
scheme as a whole. It is currently open how to construct batched IBE without tags from bilinear maps (even
in the generic group model). Such a scheme would be analogous to a fully collusion-resistant scheme.

« Finally, turning to multi-authority attribute-based encryption, all existing pairing-based constructions [LW11,
RW15, OT20, DKW23a, DKW23b, DP23] rely on the random oracle. However, similar to the case of the Boneh-
Franklin IBE, if we restrict our attention to bounded-collusion security, then we can replace the random oracle in
a construction like [LW11] with a (Q + 1)-wise independent hash function and prove security in the plain model.

IBatched IBE is commonly used to build batched threshold encryption. Many recent works have also focused on directly building batched threshold
decryption (cf. [BFOQ25, ABD*26, BNRT26, BCF*26, Pol26, ADG*26]). However, batched threshold encryption does not imply batched IBE.



This work. In this work, we introduce a new technique that transforms a bounded-collusion-resistant encryption
scheme based on bilinear maps into a fully secure scheme. In our approach, we start with an encryption scheme that
is secure against collusions of size Q. Intuitively, this means that to break security, the adversary must combine key
material from at least Q + 1 different secret keys. Our approach is to design a new algebraic mechanism with the
property that once an adversary tries to combine a sufficiently-large number of keys (e.g., more than Q), then the
resulting key is defective and can no longer decrypt. Observe that this yields a fully secure scheme. The Q-collusion-
resistance property of the underlying scheme protects against adversarial strategies involving at most Q keys, while
our algebraic mechanism protects against adversarial strategies that involve more than Q keys. To formalize this
intuition, we resort to the generic bilinear group model [Sho97, BB04b]. We illustrate the flexibility of our approach
by applying it to each of the scenarios described above. This yields the following implications:

« Identity-based encryption. Applying our technique to the bounded-collusion Boneh-Franklin IBE scheme in
the plain model, we obtain a fully secure IBE scheme in the generic bilinear group model. This approach does not
subsume existing results and is intended to serve as an illustrative example of our approach. Indeed, there are
already numerous routes to argue full security of IBE in the plain model [BB04a, Wat05, Gen06, Wat09, LW10].

- Batched identity-based encryption. Applying our technique to the tag-based batched IBE scheme from
[GWWW26], we obtain the first pairing-based batched IBE scheme without any tag-based restriction. Security
again holds in the generic bilinear group model. All previous pairing-based batched IBE schemes (including
those analyzed in the generic group model) imposed a tag-based restriction and limited the number of keys
that could be given out for each tag.

+ Multi-authority ABE. Applying our technique to the multi-authority ABE scheme from [LW11], we ob-
tain a fully secure multi-authority ABE scheme that supports conjunction policies in the generic bilin-
ear group model. We note that this result is incomparable to previous pairing-based multi-authority ABE
schemes [LW11, RW15, OT20, DKW23a, DKW23b, DP23]. All of these schemes rely on a random oracle whose
output is a group element. This means the constructions are implicitly assuming the underlying group supports
an (explainable) oblivious sampleability property where it is possible to sample a uniform random group element
without revealing its discrete log. For this reason, these constructions require some non-black-box use of the
group in order to be instantiated. An appealing property of our construction is that it is fully black box in the
use of the group and indeed, it can be instantiated entirely in the generic bilinear group model. Finally, we do
note that our current construction is limited to conjunction policies whereas prior pairing-based constructions
in the random oracle model could support general monotone Boolean formulas.

1.1 Technical Overview

We start by providing an overview of our approach to lift a bounded-collusion-secure encryption scheme into a fully
secure scheme. To illustrate our techniques, we show how to apply it to a plain-model variant of the Boneh-Franklin
IBE scheme with bounded-collusion security. In this case, the final implication we derive is not of interest (fully
secure IBE in the generic group model), but the example will be very helpful for illustrating our main ideas. We start
by fixing some notation for pairing groups and then recalling the structure of the Boneh-Franklin IBE scheme [BF01].

« Notation: Throughout this work, we use asymmetric pairing groups (G, G, Gr) with prime order p. Let
g1 € Gy, g2 € G, be generators and e: G; X G, — Gr be an efficiently-computable non-degenerate bilinear map.
We use implicit notation to denote group elements: namely, we write [x]; = g7, [x]2 = g}, and [x]7 = e(g1, g2)™.

« Master public key: The master public key in the Boneh-Franklin IBE scheme is mpk = (H, [«];), where
H:Z, — Gy is a hash function. The master secret key msk = a. Here, we take the identity space to be Z,,.

+ Key-generation: A secret key for an identity id € Z, is skig = a - [hiq]2 = [ahiq]2 where [hig], = H(id).

+ Encryption: An encryption of a message [m]r with respect to an identity id € Z, is the pair

ct = (s[aly - [hialz + [m]v, [s]1) = ([sahia + m]7, [s]1).



« Decryption: To decrypt using skiq = [@hiq]2, simply compute

[sahig + m]t = [s]i - [ahid]2 = [m]T.
———— — ) N—
ct ct skig

Boneh and Franklin show that when the hash function H is modeled as a random oracle, the above scheme is fully
secure under the decisional bilinear Diffie-Hellman (DBDH) problem. This proof critically relies on the ability to
program the random oracle and “plant” the DBDH challenge on the challenge identity. As shown in the work of Heng
and Kurosawa [HKO04], it is possible to prove bounded-collusion security against collusions of size Q in the plain model
by replacing the hash function H with a (Q+1)-wise independent hash function. Concretely, we would take H to define
a polynomial of degree Q and publish the exponents [ug], [t1]2, .. ., [up]2 in the master public key. Now we define

H(x) = [u0]2 +Xx- [ul]z + .- +XQ . [uQ]2 = [u() + ZIE[Q] u,—xi]z S Gz. (11)

It is not difficult to show that this version of the scheme is statically secure against adversaries that make at most Q
key-generation queries in the plain model (and under the decisional bilinear Diffie-Hellman assumption). Here, static
security means that the adversary has to commit to its key-generation queries at the beginning of the security game.

This scheme is completely broken as soon as the adversary obtains more than Q secret keys. This is because the
hash function H: Z, — Gy is a degree-Q polynomial. Thus, given the secret keys [ahig, ]2, .. ., [@hidy,, |2 for Q +1
distinct identities, the adversary can use Lagrange interpolation in the exponent to obtain [ath¢+ ], for any identity id*
of its choosing. This allows the adversary to generate decryption keys for any identity, which trivially breaks security.

Preventing collusions. To carry out the collusion attack described above, the adversary needs to take a linear
combination of Q + 1 distinct secret keys. Our idea to prevent such collusions is as follows:

« First, we associate a collection of L slots with the ciphertext and the secret key.

« For each slot, the ciphertext will either contain a well-formed helper decryption term or a corrupted term.
These terms are needed for decryption. We let L.y denote the number of well-formed helper terms and L — L
denote the number of corrupted terms. We write Si¢ C [L] to denote the set of slots containing well-formed
helper decryption terms.

« Each secret key (for an identity id) will demand helper terms for a subset Ss € [L] of Ly slots. Decryption
is successful only if the ciphertext provides a well-formed helper term for each slot i € Sy, and will fail to
decrypt if any slot i € S contains a corrupted term. In other words, decryption succeeds whenever Sgi C Sct.

The basic intuition underlying correctness and security is as follows:

« For correctness, we require that Ssx C S¢¢ with probability at least 1 — ¢ for some inverse polynomial ¢. Note that
this yields a scheme with ¢ correctness error, but we can reduce the correctness error to a negligible function
via standard parallel repetition.

« Suppose an adversary takes a linear combination of Q+1 (or more) different secret keys (associated with identities
idy, ..., idg41) to break security. The idea now is that the combined key would now demand helper decryption
components from Sg, U ---U Sskou - If we choose the number of helper terms Ly required by each key to be
sufficiently large, we can ensure that with all but negligible probability, it will be the case that {J;e[o+1] Ssk; & Set-

« Finally, if an adversary tries a strategy that involves at most Q different secret keys, we should still appeal to
the bounded-collusion resistance of the base scheme to argue security.

We illustrate the general idea underlying our slot mechanism in Fig. 1 and describe the algebraic mechanism below
(in the context of the Boneh-Franklin IBE scheme):

« Public parameters: The setup algorithm additionally samples slot exponents y1, ..., y. < Z,. The master
public key is now mpk = (H, [e]1, {[yi]1}ie[z]) and the master secret key is msk = (&, {yi}ie[z]). Here, we
instantiate the hash function H with the concrete function from Eq. (1.1).
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(a) A single secret key individually demands a small number  (b) If an adversary tries to combine multiple secret keys together,

of slots, so with high probability, Sgi C Sct and decryption  decryption succeeds only if the ciphertext provides well-formed

succeeds. helper terms for each slot demanded by one of the underlying keys.
In this case, we set the parameters so that with overwhelming
probability U ; Sskj ¢ Sct.

Figure 1: An illustration of the slot mechanism we introduce to defend against collusion attacks. In this example,
we consider a scheme with L = 10 slots. Each ciphertext has a set St of Ly = 8 slots containing well-formed helper
terms and the remaining slots are corrupted (denoted by an “X”). Each secret key for an identity id demands Ly, = 2
well-formed helper terms (denoted by a e). Decryption succeeds if all of the slots S € [L] demanded by the secret

key are well-formed (i.e., when Ssx € Sct).

« Key-generation: To generate a key for an identity id, the key-generation algorithm samples a random set
Ssk © [L] of size Ly together with fresh blinding factors fjq < Z, for each i € Sq. It then masks the
Boneh-Franklin key [athiq], using the slots in Sg:

skig = ([ahia + Yics, viBiidle {[iid]2}iesy)-

« Encryption: To encrypt a message [m]r to an identity id, the encryption algorithm sets [c; ]t = [sathiq + m]t
and [cz]1 = [s]: as before. Then, it samples a random set St € [L] of size L. and defines [c3;]; = [syi]: if
i € St and [c3;]; < Gy if i ¢ Sr. The ciphertext is then

ct = ([eq]T, [Cz]la{[CS,i]l}iE[L]) = ([sahig + m], [s]1, {[CS,i]l}ie[L])~
When cs; = sy;, we say the helper decryption term is well-formed and when c3 ; is random, we say it is corrupted.

« Decryption: The decryption algorithm proceeds as before, except it must now additionally remove the mask
2ies,, YiBiid- It does so by pairing the slot components of the ciphertext with the blinding factors in the secret key:

[elr = [e2]1 - [ahid + Xies, YiBiidl2 + Zies, [e3.i]1 - [Biid]2
= [sahig + m]t — [sahid + Xics,, SYiBiidlT + Zies, [€3.iBiid]T

= [m+ Siesy\s. (ri = sy Biid] -

where we write [c3;]1 = [ri]; for all i ¢ Sit. When Sg € St then Sqi \ St = @, and this is precisely [m]r.
Conversely, if Ssk € Sct, then the decryption relation essentially produces a random group element; this is the
crux of our security analysis.

In our analysis, we set L = Q = A, Ly = A/3, and Ly = A — A"/ This ensures that Pr[Sq € Sci] < A~'/, which ensures
correctness with inverse polynomial error (which we can reduce via parallel repetition). Moreover, we can show
that if we consider the union U ;c[o+1] Ssk; of Q + 1 such sets Sq, . - -, Ssko,,» then with overwhelming probability
Ujero+1] Ssk; & Sct- We refer to Appendix A for the formal description of the IBE scheme.



Analyzing security in the generic group model. To reason about the security of our construction, we work in
the generic bilinear group model [Sho97, BB04b]. In this model, we replace group elements with random handles, and
the only way the adversary can evaluate the group operation (or pairing) is through querying the generic group oracle.
Thus, every group element that the adversary can construct can be expressed as either a linear function or a quadratic
function of the group elements it has available. Working in the generic bilinear group model allows us to precisely
reason about the adversarial strategies the adversary is employing. For simplicity, we work in the model where the
generic group oracle associates a fresh random handle with each generic group query and there is an explicit zero-test
oracle for testing whether a handle is an encoding of 0 or not. Any lower bound in this model can be translated to
one in Shoup’s model (where we associate a unique handle with every group element) with quadratic overhead.

In our security proof (see the proof of Theorem A.10), we show how to simulate the view of the adversary in the
IBE security game without knowledge of the message [m]t. We proceed via a hybrid argument over generic group
oracle queries that the adversary makes in the security game. For the generic group queries, it suffices to analyze
the distribution of the zero-test queries since the other oracles always output fresh encodings on each query. Our
simulation strategy now goes as follows:

« Whenever the adversary makes a key-generation query on an identity id, the simulator samples the set of
required indices Sk and responds with S along with a fresh set of handles representing the group elements
in skiq. The simulator associates each of these group elements with the identity id.

« When the adversary makes a zero-test query to the generic group oracle, the simulator inspects the variables
associated with the query. If the query does not involve [m]r, then its value is a function of quantities that
the simulator sampled itself. In this case, the simulator can answer the query without knowing [m]r. It thus
suffices to only consider queries that depend on [c1]r. For these queries, we argue that the adversary cannot
obtain the cancellations needed for the zero-test oracle to output “zero,” irrespective of [m]1. The simulator
can thus answer “non-zero” without knowing [m]r.

The crux of the argument is to show that every zero-test query that involves [c1]r = [sah;q- + m]t always evaluates
to a non-zero value. We consider two cases based on the number of secret keys the query combines:

« At most Q keys: To cancel out [c¢1]r, the adversary must construct a linear combination of group elements
that evaluates to [sathiq+|1. The only way to produce monomials containing both s and « is by pairing together
[c2]1 = [s]: with a secret key component [ahig + Yes,, Yifiidlz- By (Q + 1)-wise independence of H, the
value of h;y4- is independent of hiq,, .. ., hidQ aslong as id” ¢ {idy,...,idp}. Since the adversary cannot make a
key-generation query on the challenge identity, we conclude that the query polynomial is a non-zero polynomial
(so answering “non-zero” is correct, independent of the value of [m]r).

« More than Q keys: Suppose the adversary pairs together [s]; with [ahid; + Xjes, . YiBiid,]2 for at least Q + 1
J

different identities idy, ..., idg+1. This accumulates many monomials of the form sy;f;i4;. The only way to
cancel these out is to pair the slot component [c3;]; = [sy;]; with the blinding term [f;;q, ]2 for every slot i in
the union U je[o+1] Ssk;- This is possible only if U je[o+1] Ssk; € Sct- Now, if we can argue that the adversary’s
view up until this point is independent of S, then over the randomness of S, with overwhelming probability,
it will be the case that | je[o+1] Ssk; € Sct- Again, the reduction can answer such queries with “non-zero,”
irrespective of the value of [m]y.

This step of the analysis is contingent on the adversary’s view being independent of the set S;. This is why
the reduction can defer the sampling of S.; until after the adversary has committed to its query, and thus, the
set U je[o+1] Ssk;- To ensure this, we modify our hybrid invariant to show that each query the adversary makes
can be simulated without knowledge of either [m]t or S.. It turns out that essentially the same analysis as
above suffices to show this more general invariant. We also note that security critically relies on the set S
being hidden. If S is public, the adversary can repeatedly query for individual keys and reject any key that is
incompatible with the ciphertext set S;. Then, the adversary can carry out the standard collusion attack using
only the keys that are “good”” Thus, it is important that S is hidden from the adversary, and moreover, that the
adversary cannot learn information about S¢; unless it considers a query that involves more than Q different
keys. This is the invariant we establish in our formal proof (see the proof of Theorem A.10).



Extending to batched identity-based encryption. The basic template described above extends naturally to obtain
collusion-resistant versions of other pairing-based encryption schemes. For instance, in a batched IBE scheme [AFP25],
each secret key is associated with a set I of up to B identities and can be used to decrypt ciphertexts encrypted to
any identity id € I. As mentioned earlier, existing pairing-based batched IBE schemes [AFP25, CGPW25, FPTX25,
GWWW26, Pol26] are only secure in the bounded-collusion model (or consider a tag-based model where they limit
the number of secret keys that can be given out per tag). By applying our approach to the scheme of [GWWW26],
we obtain a batched IBE scheme that supports issuing an arbitrary number of decryption keys (without any tag-based
restrictions). To illustrate our approach, we first recall the scheme from [GWWW26] that supports issuing Q secret
keys. We describe a slimmed-down version of the scheme without tags.

« Public parameters: The master public key is mpk = ([a]1, [W]1, [tw]1, {[7/]2} je[o,5]), Where a, T &~ Z,, and

w & ng' The master secret key is msk = (a, 7, w).

- Key-generation: A secret key for a set I of identities is sk; = (yr, [a + y}w - Fi(1)]), where y; & Zg and
Fi(X) = [Tiger(X —id).

« Encryption: An encryption of a message [m]r with respect to an identity id is the tuple

ct = ([sa +ml]x, [s]y, [s(r = id)w]y).

+ Decryption: To decrypt using sk; when id € I, write F;(X) = (X —id) - Fp {ig} (X). Then compute [Fp (g} (7)]2
from [1], [7]2, ..., [tB],. To decrypt, observe that

[s]1 - [a+yjw - Fi()]2 = y] [s(z = id)w]y - [Fr gy ()] = [salr.
This is sufficient to recover [m]t from [sa + m].

In this scheme, the vector w € Zg plays the role of the (Q + 1)-wise independent hash in the Boneh-Franklin IBE
scheme. Each secret key reveals a single linear function y}w of w. With overwhelming probability, the vectors y;
associated with any Q keys are linearly independent, so the adversary must collect more than Q keys before they
become linearly dependent. To obtain a fully collusion-resistant scheme, we introduce the slots exactly as before:

« First we add the slot exponents y;, .. ., yr to the master public key.

« We add a masking term to each secret key. Specifically, the secret key sk; for a set I is now
skr = (yr [e+y;w - Fr(t) + Xics, viBirla {1 Birl2}ies,)

+ During encryption, we first sample the set S and the ciphertext contains [c4;]1 = [sy:]1 for all i € S¢¢ and
[C4,i]1 & Gl foralli e [L] \Sct~

It is easy to see that as long as Sgk € St, decryption succeeds. The security analysis in the generic bilinear group model
follows a similar argument as that used to analyze the Boneh-Franklin IBE scheme. We give the formal construction
and analysis of our batched IBE scheme in Section 3.

Extending to multi-authority attribute-based encryption. As a final application, we show how to apply our
techniques to the [LW11] multi-authority ABE scheme. First, in standard (ciphertext-policy) ABE [SW05, GPSW06], se-
cret keys are associated with attributes whereas ciphertexts are associated with an access policy. Decryption succeeds
whenever the attributes associated with the key satisfy the policy associated with the ciphertext. In this setting, there
is a single authority that is issuing keys for different attribute sets. In multi-authority ABE, different (and independent)
authorities manage different subsets of attributes, and policies can be defined over the set of attributes associated
with multiple authorities. To tie the secret keys for different authorities together, we associate a global identifier gid
with each user. Existing pairing-based multi-authority ABE schemes [LW11, RW15, OT20, DKW23a, DKW23b, DP23]
all hash the gid to derive a group element, and the security analysis models this hash function as a random oracle.



However, the work of [LW11] also notes that the hash function could have been replaced by a (Q+1)-wise independent
hash function, and the scheme could be proven secure against adversaries that possess at most Q secret keys. Our
techniques described above can be used to lift this scheme to a fully collusion-resistant scheme in the generic bilinear
group model. This yields a construction that is fully black box in the use of the group. We start by recalling the
structure of the [LW11] scheme, for the simplified setting where each authority manages a single attribute:

Global parameters: The global parameters consist of the description of the hash function H: Z, — G, where
H is the (Q + 1)-wise independent hash function from Eq. (1.1). Here, we model the user identifiers as elements
of Z,.

Authority setup: Each authority a samples a,, ya < Z, and publishes a public key mpk, = ([¢a]T, [ya]1)-

Key-generation: A secret key from authority a for a user with identifier gid is skygid = [@q + yahgid]2, Where
[hgia]2 = H(gid).

Encryption: The [LW11] scheme supports any policy with a linear secret sharing scheme. To encrypt a
message [m]t with respect to a policy associated with authorities ay, ..., a, where the public key for g; is
mpk,, = ([@q,]1, [Ya,]1), the encryption algorithm proceeds as follows:

- Sample a random s <- Z,, and secret share s according to the policy. Let v; € Z, be the share associated
with authority a;. For ease of exposition, we assume each authority appears in the policy exactly once.

- Similarly, secret share 0 according to the policy and let w; € Z, be the share associated with a;.

— Finally, for each i € [f], sample a blinding factor r; ¢ Z,.

The ciphertext is then
ct = ([s+m]y1, {[vi + rictg, 17, [ri]1, [7iYa, + Wilitiee))-

Decryption: Suppose a user with global identifier gid holds secret keys from a set of authorities S C [£] that
satisfies the policy. For each i € S, the user pairs the ciphertext components associated with authority a; with
its secret key sky, gig and [hgid]2:

[vi + riag, ]t = [ril1 - [@a; + Ya;hgidl2 + [riya, + wil1 - [hgial2 = [0i + wihgid]T-

Since v; is a secret share of s while w; is a secret share of 0, and S satisfies the policy, the user can take a linear
combination of [v; + w;hgi¢]T to obtain [s], which allows them to recover the message from [s + m]t.

In this scheme, the hash function H plays a similar role as that in the Boneh-Franklin IBE scheme. Each secret key
reveals a single evaluation of H, so H is under-determined until the adversary collects more than Q keys for different
user identifiers. To obtain a fully collusion-resistant scheme, we introduce the slots exactly as before, except each
authority has its own set of slot exponents. We describe the scheme below:

First, each authority a samples slot exponents y1 4, . .., VLq < Zp and adds {[yial1}ie(r] to its public key mpk,.

We add a masking term to each secret key. Specifically, the secret key that authority a issues to a user gid is now

Ska,gid = ([aa + yahgid + Ziesa,gid )/i,aﬂi,a.gid]Zs {[ﬁz}a,gid ]2}i€5(z,gid)’
where Sggig C [L] is the set of slots the user demands (for authority a).

During encryption, we sample a set S ; for each authority a; associated with the policy, and the ciphertext
additionally contains a slot component [c; |, for each j € [L], where [c;;]1 = [riYja]1 if j € Sc; and
[eij]i=[r];]x & Gy is uniform if j € [L] \ St



Whenever Sg, gid € Sct,; and the user has a secret key for authority a;, the blinding terms cancel and the user recovers
the shares [v; + w;hgiq] T, exactly as before. Since Sy, gig € Sct,; must hold for all authorities, we need to additionally
assume an upper bound on the number of authorities that can appear in each policy (and then allow the parameters
to scale with the bound M). Note that we need a different set S ; for each authority to ensure that the sets associated
with honest authorities remain hidden even if some of the other authorities in the ciphertext are corrupted. Using
the same set for all authorities violates this property and breaks our security analysis.

While the construction described above satisfies correctness for any policy that can be described by a linear secret
sharing scheme, to prove security, we need to further restrict to linear secret sharing schemes with a stronger share uni-
formity property. This property requires that the joint distribution of the shares associated with any unauthorized set of
attributes be independent and uniformly random. To see why, consider a user with identifier gid who holds a secret key

Ska,-,gid = ([5a,-,gid]2s {[ﬂj,a,-,gid]Z}jESui’gid)s where 5ai,gid = Og; T Yg; hgid + Zjesai,gid Yjsaiﬁj,ai,gid’

from authority a;. Suppose the user uses skg, 4iq to recover the it share [0; + wihgig] 7. In this case, the user computes

[v: + riaa, )T = [ril1 - [aygidlz + [riyae, + wil1 - [hgia]2 + Z leijli - [Bjaigidlz

jesai,gid

— ’
= [Ui + Wihgid + Zjesai)gid\sct,i (ri,j - ri}/j,ai)ﬂj,ai,gid ]T'

€

We can view this process as recovering a “noisy” version of the share [v; + wihgi¢]T, where the noise is [¢;]1. In most
cases, Sg;gid © Sct,i» and e; = 0, but with noticeable probability, e; # 0. Suppose the user was able to tell whether e; = 0
or e; # 0. This would reveal whether S, gia C Sct,i Of Sg;gid € Scti- Since Sg, gid is known to the user, this now reveals
information about the set S ;, which leads to an attack on the scheme. If the shares for any unauthorized set of
attributes were independent and uniform, then we could rely on v; +w;hgiq to mask e;. However, if the shares v; and w;
were not uniform, then we cannot make this argument. Indeed, in this setting, there is an explicit attack on the scheme.

Concretely, consider the policy a; A (az V as). Suppose (v1, v2, v3) and (wy, wa, w3) are secret shares of s and 0 under
this policy, respectively. Under the standard secret sharing scheme for monotone Boolean formulas [BL88, LW11],
we would set v; = v3 and wy = w3. Now, consider an adversary that obtains secret keys sk, ¢i¢ and skg, gi¢ from
authorities a, and as, respectively. Note that this is an unauthorized collection of keys. Using the above decryption
relation, the adversary can now compute [v; + Wahgiq + e2]T and [03 + w3hgig + e3]7. Since v5 = v3 and wy = ws, the
adversary now learns [e; — es]t. If this is 0, then with overwhelming probability, this means e, = 0 and e; = 0 and thus,
Sasgid C Set,2 and Sg, gid € Sct3- The adversary now has the ability to test whether the keys skg, giq and skg, 4iq are
“compatible” with the challenge ciphertext or not. By assembling more than Q compatible keys, it is able to interpolate
the (Q + 1)-wise independent hash function H and craft a key for a; and a3 with respect to a new user identifier gid*
of its choosing. Then, by requesting a key from a; for identifier gid*, the adversary now breaks security.

For this reason, we are limited to only supporting linear secret sharing schemes with the stronger share uniformity
property. This property is equivalent to asking that the rows of the share-generating matrix associated with any
unauthorized set of attributes be linearly independent. This captures policy classes like conjunctions and, more
broadly, DNF formulas. We note that this issue of “zeroizing” attacks due to releasing noisy shares frequently occurs
in the setting of lattice-based constructions [DKW21, CW26a, AGY26a, CW26b, AGY26b, GY26], and it is for this
reason that all of these aforementioned schemes are restricted to conjunction and DNF policies. We give our full
construction and analysis of our multi-authority ABE scheme in Section 4.

Open problem: proving security in the plain model. In this work, we analyze the security of our technique
in the generic bilinear group model. Working in the generic bilinear group model provides a clean way to design
defenses against the two main classes of adversarial strategies: (1) bounded-collusion security handles adversarial
strategies that try to combine a small number of keys; and (2) our slot randomization mechanism protects against
adversarial strategies that combine a large number of keys. An interesting challenge is to try to prove security of
our construction in the plain model from a concrete assumption. Such a result would give plain-model constructions
of fully secure batched IBE as well as multi-authority ABE for conjunction policies. Neither of these primitives is
currently known from pairings in the plain model.
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2 Preliminaries

In this work, we let A denote the security parameter. For integers a, b € Z with a < b, we write [a,b] = {qa,...,b} and
[a] = [1,a] when a > 1. We write Z, to denote the ring of integers modulo a prime p. We let {0, 1}* denote bit-strings
of length k and assume they can be implicitly interpreted as elements of [0, 25 —1]. For a set S, we write {x; };cs to denote
the set of pairs {(i, x;) : i € S} (i.e., {x;i}ies specifies both the set S and the association between each index i € S and the
corresponding element x;). When S is finite, we write x & S to denote a random sample from S. If not otherwise stated,
sampling is always uniform. A table 7~ consists of entries (or mappings) a +— b. To retrieve an entry, we write b = 7 (a).

We write boldface lowercase letters (e.g., u, v) for vectors and boldface uppercase letters (e.g., A, B) for matrices.
We use non-boldface letters to denote components (e.g., w = (uy,...,u,)). For a vector u, we let (u); denote the
ih component (i.e., (u); = ;). For a polynomial F(X) of degree at most n over Z,,, we define its coefficient vector
f=for s far1) € ZZ“ such that F(X) = ¥cne1) iX' .

We write poly(A) to denote a positive-valued function that is upper bounded by a fixed polynomial in A (i.e., there
exist ¢,d € N such that poly(1) < A° for all A > d). We write negl(1) to denote a positive-valued function that is
0(A7°) for all constants ¢ € N (i.e., for all ¢ € N, there exists some d € N such that negl(1) < A7¢ for all 1 > d). In
prose, we may abuse notation and write a growth class (e.g., w(1)) to refer to a fixed function in that growth class.
We say an algorithm is efficient if it runs in probabilistic polynomial time in the length of its input.

Prime-order pairing groups. Throughout this work, we use asymmetric prime-order pairing groups. The following
presentation is taken nearly verbatim from [SWW26].

Definition 2.1 (Prime-Order Pairing Group). An asymmetric prime-order pairing group consists of an efficient
algorithm GroupGen that takes as input the security parameter 1* and outputs a description of a pairing group G =
(G1, Gy, Gr, p, G1. Gz €), where Gy, G, Gr are cyclic groups of prime order p satisfying 24 < p = 22 e: G;xG, — Gr
is an efficiently computable non-degenerate bilinear map, and g, g, are generators of Gy, G, respectively. We require
that the group operations in Gy, G, Gt are efficiently computable. For ease of exposition, we assume that there is
a fixed function p(A) such that for each security parameter 1, GroupGen(1%) outputs a group of order p = p(A).

Implicit notation. Throughout this work, we will describe group elements using implicit notation [EHK" 13]. Specif-
ically, fix a pair of generators g; and g for G, and Gy, respectively. For a matrix A € Z5*™, we write [A]y, [A],, [AlT
to denote g2, g2, e(g1, g2)*, respectively, where exponentiation is defined component-wise. For matrices A, B with
compatible dimensions, we define [A]; + [B]; = [A + B]; and for a scalar s € Z,, we define s[A]; = [sA];, where
i € {1,2,T}. We define [A]; - [B]2 = [AB]y, where the pairing is used to compute the pairwise products between the
elements in [A]; and [B],. We will often work relative to a random choice of generators g; € Gy, g2 € G, (as opposed
to the generators gy, g, output by GroupGen). We denote this by writing [1]; = g; and [1], = gs.

Formal polynomials. Let V be a set of symbols or formal variables. A formal polynomial f over V is an element
of the polynomial ring Z, [V]. For formal polynomials f;, fo, polynomial addition and multiplication are denoted
fi+ f2and fi - f, respectively. Every formal polynomial f can be written uniquely as f = ¢; - m; +- - - + ¢, - my,, where
my, ..., my, are distinct monic monomials over V (i.e., monomials with coefficient 1) and ¢y, ...,c, € Z,, are nonzero.
For a monic monomial m over V, we define coeff,,(f) = ¢; if m = m; for some i € [n], and coeff,,(f) = 0 otherwise.
We say that f has a term m if coeff,,(f) # 0 and that a term m has a variable v € V if it can be written as the product
of v and some monomial m’ over V. We say a polynomial f has a variable v if it has a term with variable v.

Generic group model. We formalize generic bilinear groups using a simplified version of [Zim15, Definition 2.10],
which was originally defined for generic multilinear maps. We will also make use of the Schwartz-Zippel lemma.

Definition 2.2 (Generic Bilinear Group). An (asymmetric) generic bilinear group over a prime p and handle space
H is a tuple of oracles BGGM = (BGGM.Encode, BGGM.Add, BGGM.Pair, BGGM.ZeroTest) that share an internal
table 7~ and operate as follows:
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« BGGM.Encode(x,v): On input an exponent x € Z, and an index v € {1, 2, T} (representing the “left” group Gy,
the “right” group Gy, or the target group Gr respectively), the oracle samples a handle (k) < 7 and aborts with
output “collision” if 7 ({h)) is already defined. Otherwise, it adds the entry (h) > (x,v) to 7 and returns (h).

BGGM.Add({hy), (h2)): On input handles {h;), (hy) € H, the oracle retrieves the entries 7 ((h;)) = (x1,v;) and
T ({(hs2)) = (x2, ) and aborts with output “invalid” if the entries are undefined or if v; # v;. It then computes
x =x1 +x; € Z,, samples a handle (h) < H, and aborts with output “collision” if 7°((h)) is already defined.
Otherwise, it adds the entry (h) — (x,v;) to 7 and returns (h).

« BGGM.Pair({hy), (hy)): On input handles (h;), (h,) € H, the oracle retrieves the entries 7 ((h;)) = (x1, ;)
and 7 ({hz)) = (x2,v2) and aborts with output “invalid” if the entries are undefined or if either v; # 1 or v, # 2.
It then computes x = xx; € Z,, samples a handle (h) <~ H, and aborts with output “collision” if 7°((h)) is
already defined. Otherwise, it adds the entry (h) — (x,T) to 7 and returns (h).

« BGGM.ZeroTest((h)): On input a handle (h) € H, the oracle retrieves 7 ((h)) = (x,v) and aborts with output
“invalid” if the entry is undefined. It then returns “zero” if x = 0 € Z, and “non-zero” otherwise.

Any security experiment in the plain model can be adapted to the generic group model by augmenting the challenger so
that it maintains a generic bilinear group BGGM, replaces each group element it sends to the adversary with a handle
produced by BGGM.Encode, and allows the adversary to query the BGGM oracles during its query phases. We define
these experiments explicitly in our proofs. We say a scheme is secure in the generic group model if it is secure in the cor-
responding generic group experiment against all efficient adversaries that make polynomially many queries to BGGM.

Lemma 2.3 (Schwartz-Zippel [Sch80, Zip79]). Fix a prime p and let f € Zy[xy, ..., x,] be an n-variate polynomial
of degree at most d that is not identically zero. Then

d
Pr [f(xl,...,xn) =0:x,...,%, & Zp] < -—.
p
Vandermonde matrices. We define a square Vandermonde matrix V = V(x, xs, ..., x,) as
X1 X2 tee Xn
2 2 2
xl xz “ .. xn
xn.—l xn.—l . xn.—l
n
Over Z,, (or more broadly, any finite field), the matrix V is invertible if and only if x1, x5, . . ., x,, are distinct.

Linear secret sharing. Our multi-authority ABE scheme makes use of linear secret sharing schemes with a linear
independence property, both of which are defined below. Our presentation is adapted from [SWW26].

Definition 2.4 (Linear Secret Sharing Scheme [Bei96, adapted]). A linear secret sharing scheme (LSSS) for a set A
over Z,, is a pair (M, p), where M € Zf,x" is a share-generating matrix and p: [f] — A is a row-labeling function.
For a subset B C A, define Xg = {x € [£] : p(x) € B} and let M € ZJDXBIX" be the matrix formed by taking the subset
of rows in M indexed by Xp. The pair (M, p) defines an access policy P as follows:

« Authorized sets: We say a subset B C A satisfies P if there exists a vector wp € ZLXB‘ such that mlT;MB = eI,
where e; is the first elementary basis vector.

- Unauthorized sets: We say a subset B C A does not satisfy P if e] is not in the row-span of Mp. Equivalently,
there exists a vector v* € Zz with o] = 1 such that Mgv* = 0.

To share a value s € Z, with respect to P, sample vy, ..., 0, & Z,, and define the vector v = (s,0s,...,0,). Then,
u=Mve Zf, is the vector of shares where u; belongs to party p(i) € A for each i € [£]. We say that the size of P
is the number of rows £ in the matrix M.
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Definition 2.5 (Linear Independence [DKW21, adapted]). We say a linear secret sharing scheme (M, p) is linearly
independent for unauthorized sets if, for every unauthorized set B C A, the rows of Mp are linearly independent.

3 Tagless Batched Identity-Based Encryption

Batched identity-based encryption [AFP25] generalizes the notions of batch decryption and identity-based encryption
so that a (small) secret key is associated with a set of identities and decryption is possible whenever a ciphertext
is encrypted to an identity contained within the set. Existing pairing-based schemes [AFP25, CGPW25, FPTX25,
GWWW26, Pol26] also require keys and ciphertexts to be associated with a “batch label” and only consider security
against adversaries who obtain a single secret key (or more generally up to an a priori bound K keys) for each batch
label. In this section, we apply our technique to build a pairing-based batched identity-based encryption scheme that
does not require batch label tags. We refer to such a scheme as tagless.

3.1 Batched IBE Definitions

We start by recalling the syntax and security notions for batched identity-based encryption [AFP25]. Our formulation
is for the tagless setting.

Definition 3.1 (Batched IBE [AFP25, adapted]). A batched identity-based encryption (batched IBE) scheme with
identity space 7 = {J } e is a tuple of efficient algorithms ITg,ichipe = (Setup, KeyGen, Encrypt, Decrypt) with the
following syntax:

« Setup(1*,18) — (mpk, msk): On input the security parameter A and a batch size bound B, the setup algorithm
outputs a master public key mpk and a master secret key msk. We assume that mpk implicitly contains the
security parameter 1% and a description of the message space M, (where |M;| > 2).

« KeyGen(msk,I) — sk;: On input the master secret key msk and a set of identities I C I with 0 < |I| < B, the
key-generation algorithm outputs an identity-batch secret key sk; associated with I.

« Encrypt(mpk, id, m) — ct: On input the master public key mpk, an identity id € I, and a message m € M,
the (randomized) encryption algorithm outputs a ciphertext ct.

« Decrypt(mpk, I, skj, ct) — m: On input the master public key mpk, a set of identities I C 7 with 0 < |I| < B, an
identity-batch secret key sk; associated with I, and a ciphertext ct, the decryption algorithm outputs a message m.

Definition 3.2 (Correctness). A batched IBE scheme Ilg,tchisE is statistically correct with error £(A) if, for all A, B € N,
all master key-pairs (mpk, msk) in the support of Setup(1%, 18), all sets of identities I C I with 0 < |I| < B, all
identity-batch secret keys sk; in the support of KeyGen(msk, I), all identities id € I, and all messages m € M, (where
M is the message space associated with mpk),

Pr [Decrypt(mpk, I, sky, ct) = m : ct < Encrypt(mpk,id,m)] > 1 —¢(Q).

Remark 3.3 (Weaker Notions of Correctness). Our definition above requires correctness to hold with a fixed prob-
ability for all master key-pairs and identity secret keys; that is, the probability is taken solely over the encryption
randomness. This is the analog of “almost-all-keys perfect correctness” from [DNR04] (adapted to the setting of
batched IBE). One could also consider weaker notions of correctness where this probability is taken over the ran-
domness of key generation, or even both key generation and setup. While valid, these relaxations are meaningfully
weaker. In particular, under our definition, we can reduce the decryption failure by encrypting the message multiple
times. Under the weaker definitions, there could exist non-functional secret keys (or even a non-functional master
key-pair) where decryption is guaranteed to fail irrespective of the encryption randomness.

Remark 3.4 (Negligible Correctness Error). Our definition allows the correctness error £(1) to be non-negligible.
When (1) < 1/2 — 1/poly(A), we can achieve negligible correctness error by performing a poly’(1)-wise repetition of
encryption (without performing multiple setups or generating multiple keys for each user and thus not affecting any

13



succinctness requirements on keys) where poly’ (1) = w(log A) - poly(1)2. The decryption algorithm then outputs the
majority of the decrypted messages. This form of amplification is possible as the correctness error in Definition 3.2
is taken over the encryption randomness (as opposed to the key-generation or setup randomness); see Remark 3.3.

Definition 3.5 (Succinctness). A batched IBE scheme Ilputchiae is succinct if there exists a universal polynomial
poly(+) such that, for all A, B € N, all master key-pairs (mpk, msk) in the support of Setup(1%, 15), and all sets of
identities I € J; with 0 < |I| < B, every identity-batch secret key sk; in the support of KeyGen(msk, I) satisfies
Isk;| < poly(Q) (ie., |sk;| is independent of the batch size bound B).

Definition 3.6 (Semantic Security). For a batched IBE scheme IIg,tchiae, an adversary (A, a bit b € {0,1}, and a
security parameter A € N, we define the semantic security experiment as follows:

1. Setup phase: The adversary A sends a batch size bound 18 to the challenger. In response, the challenger
samples (mpk, msk) « Setup (14, 1%) and gives mpk to A.

2. Pre-challenge query phase: The adversary ‘A can now make key-generation queries. On each query, the adver-
sary specifies a set of identities I C ) with 0 < |I| < B and the challenger replies with sk; < KeyGen(msk, I).

3. Challenge phase: At some point, A outputs a challenge identity id* € I together with two challenge messages
mg, my € M. The challenger replies with ct* < Encrypt(mpk, id*, m}).

4. Post-challenge query phase: Now, A can continue to make key-generation queries. Like the pre-challenge
query phase, the challenger replies with sk; «<— KeyGen(msk,I) when A queries a setI C 7 with 0 < |I| < B.

5. Output phase: At the end of the experiment, A outputs a bit b* € {0, 1}, which is the output of the experiment.

We say that an adversary A is admissible if it does not make any key-generation queries on any set of identities I
containing the challenge identity id*. We furthermore say that IIg,¢cnige is semantically secure if, for every efficient
admissible adversary A, there exists a negligible function negl(-) such that for all A € N,

|Pr[b* =1:b=0] —Pr[b* =1:b=1]| < negl(d).

3.2 Batched IBE Construction

In this section, we describe our construction of tagless batched identity-based encryption. As described in Section 1.1,
we augment the batched IBE scheme from [GWWW26] (which supports giving out Q = K decryption keys per batch
label tag) with our slot mechanism (see also Fig. 1). We give our full construction below:

Construction 3.7 (Tagless Batched Identity-Based Encryption). Let A be a security parameter and define the slot
count L = L(A), the number of slots Lgx = Le(A4) associated with each secret key, number of slots Lyt = L¢t(A)
associated with each ciphertext, the collusion bound K = K(A), and the prime bit-length P = P(1). Let GroupGen be
a prime-order asymmetric pairing-group generator. We construct a tagless batched identity-based encryption scheme
Ipatchise = (Setup, KeyGen, Encrypt, Decrypt) with identity space 7 = {I; } e where I = {0, 1} as follows:

« Setup(1%,18): On input the security parameter A and batch size bound B, the setup algorithm proceeds as follows:

- Sample a prime-order asymmetric pairing group G = (Gy, Gy, Gr, p, i, go, €) «— GrougGen(lP(’l)) and
generators g; <~ Gy \ {¢\} and g, €= G2 \ {gy}. Define [1]; = g1, [1]2 = g2, and G = (G. [1]1, [1]2).

— Sample exponents &, 7, Wy, ..., WK, Y1, - - -5 VL & Z, and define w = (wy,...,wg) and T = (L,7,..., 8).

Output the master public key mpk = (G, [a]1, [W]1, [tW]1, [T]2, {[yi]l1}ie[r]) as well as the master secret key
msk = (G, @, W, T, {Yi}ie[1])- Define the message space to be M, = Gr.

+ KeyGen(msk, I): On input the master secret key msk = (G, &, W, T, {yi}ie[r]) and a set of identities I C ) with
0 < |I| < B, the key-generation algorithm proceeds as follows:

- Sample exponents yy, . .., Yk, € Z, and define y; = (y11,. .., yx,1)-
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— Sample a set Sy & {S € 2[L1 : [S| = Ly} and sample exponents f;; < Z,, for all i € S;.
— Define the polynomial F;(X) = [[iqe; (X — id) and let f; € Zg“ be its associated coeflicient vector.
— Compute [d1]; = [a + y;w . fIT'[ + Yies; YiPirla.

Output the identity-batch secret key sk; = (y1, [61]2, {[Birlz2}ies;)-

+ Encrypt(mpk, id, [m]7): On input the master public key mpk = (G, [a]r, [W]1, [7W]1, [T]2, {[yil1}ie[z]), an
identity id € I, and a message [m]t € M,, the encryption algorithm proceeds as follows:

- Sample an exponent s <~ Z,, and compute the following ciphertext components:
[eilr =slalr+[mlr . [eali=1[s]h , [esli=s([rw]i —id[w]y).
- Sample a set St < {S € 2111 |S| = Lt} and let [caili = s[yi]i fori € Siy and [cq;]1 < Gy fori € [L]\ Set.

Output the ciphertext ct = (id, [c1]7, [c2]1, [€3]1, {[cail1}ie[r))-

+ Decrypt(mpk, I, sk, ct): On input the master public key mpk = (G, [a]1, [W]1, [TW]1, [T]2, {[yi]1}ie[z]), a set
of identities I C 7) with 0 < |I| < B, an identity-batch secret key sk; = (yr, [1]2, {[Bi1]2}ies,;), and a ciphertext
ct = (id, [e1]7, [e2]1, [es]1, {[caili}ierr]), the decryption algorithm proceeds as follows:

— Define the polynomial Fp\ (i} (X) = [Tigen (g} (X — id") and let fp\ iq) € Zg” be its associated coefficient
vector.
— Output the following message:

[mlt = [ei]r = [e2)s - [8)2 +yyes]s - £ ) [T + 2[04,1-]1 “[Bitle-

ieSy
Theorem 3.8 (Correctness). Suppose P > A. Then Construction 3.7 is statistically correct with error (1) = Lg(1—L¢t/L).

Proof. Take any A, B € N, and any (mpk, msk) in the support of Setup (14, 18) where mpk = (G, [a]1, [W]1, [tW]1,
[tl2, {[yil1}ie[z])- Next, take any set I C T; with 0 < |I| < B and let sk; be in the support of KeyGen(msk, I) where
sk = (y1, [0r]2, {[Bi1l2}ies,) for

[51]2 = a+y}rw.f}rt+zyiﬂi’[l .
2

i€eSy

For any id € I and [m]1 € My, let ct < Encrypt(mpk, id, [m]7) where ct = (id, [c1]T, [c2]1, [e3]1, {[cail1}ie[r]) for

[cl]Tzs[(x]T+ [m]Tz [sa+m]T s )

_ _ S[Yi]l = [SYi]l i € Set
[c2]i = [s]y [04,1']1 = 7] ¢S’
[es]; = s([ew], —id[w],) = [s(z - id)w], o “

where for each i ¢ S, r; € Z, denotes the discrete logarithm of the uniformly random group element [c4;]4 & Gy
sampled by Encrypt. Now consider [m*]r < Decrypt(mpk, I, sky, ct), and recall that id is a root of the polynomial
Fr(X) = [1igres(X — id”) associated with the coefficient vector f; (since id € I), but it is not a root of the polynomial
Fr\(idy (X) = [Tigren iy (X — id") associated with the coefficient vector fy (iq) (because P > A, so the mapping from
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identities to exponents is injective). We have that F;(r) = (7 — id) - Fp\iq} (1), and thus

[m 15 =[xl = [ealy - [81]a +y] [es]y - £ gy [7lp + ) eas], - [Bur],

ieSy

+[s(r—id)y}w-f;\{id}T]T+ Z [Syiﬂi,I]T+ Z [riﬂi,I]T

T i€SINSet 1€S7\Sct

[sa + m]; — |sa + sy}w . fIT'r +s Z YiBir

i€ST

=|sa+m-—sa— sy}w -Fi(1t) —s Z YiBir + sy}w(r —id) - Fp gy (1) + Z syiPir + Z rifir

ieSy i€STNSet i€Sr\Sct T

= sa+m—sa—sy}w-FI(T)—Zsyiﬁ,-,1+sy}w~F1(r)+ Z syifir + Z rifi1

ieSy 1€STNSet iES[\Sd

=|m-— Z 5)’1‘,81‘,1"' Z ri,Bi,I

ieSI\Sct iesl\sct

T

T

=1m+ Z (ri—S}/i)ﬂi,[

i€Sr\Sct

T

Observe that if Sy C S, then Sy \ St = @ and consequently the blinding term 3’;cg,\s,, (i — syi)Bir = 0. Hence, in this
event, [m*]t = [m]y and decryption succeeds. It remains to bound the probability that S; & S. Since S is sampled
independently of S;, we can appeal to the union bound and conclude

SI¢— Sct Zpr[l¢5ct] - sk (1__Ct)- 0

i€eSy L

Theorem 3.9 (Succinctness). Suppose L = poly, (1) and K = poly,(A), Ly < L, and P = poly, (1) and 2P™M < p =
29PA) Then Construction 3.7 is succinct.

Proof. Take any A, B € N, and any (mpk, msk) in the support of Setup(1%, 15). Next, take any set of identities I C 7
with 0 < |I| < B and let sk; be in the support of KeyGen(msk, I) where skr = (y1, [r]2, {[fir]2}ies;). Observe that
any sk contains K exponents in Zj, Lsi + 1 group elements in Gy, and Ly indices.

Now recall that GroupGen is called on input 17*) and outputs primes p such that 28 < p = 29P(M) 1t follows
that there exists some ¢, d € N such that logp < ¢ - P(4) for all 1 > d. Let poly,(x) denote the size of group elements
in G, given x-bit exponents. We have that |sk;| is bounded by

|sk7] < K -c-poly;(A) + (Lsk + 1) - poly,(c - poly;(A)) + Lgy - log L
< poly,(4) - ¢ - poly;(A) + (poly, (1) + 1) - poly,(c - poly;(A)) + poly, (1) - log(poly, (1))
= poly(4),
by standard polynomial closure under addition, multiplication, and composition. O

Theorem 3.10 (Security). Suppose L = poly, (1) and K = poly, (1), Lsx = w(log A) and K - Lg > « - L for some constant
k> 2,L-Ly=w(ogh),andP = w(K -log) > A and 2P < p = 20PN Then Construction 3.7 is semantically
secure in the generic bilinear group model of order p.

Proof. Consider the following hybrids parameterized by a bit b and a security parameter A and, implicitly, an efficient
admissible adversary A. We use green to denote changes between hybrids.

« Hybrid Hybéb) (A): This hybrid is equivalent to an admissible adversary A playing the semantic security
game against Construction 3.7 where the underlying bilinear group is modeled as a generic bilinear group
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of order p as per Definition 2.2. We let gk, gscom, and gzt denote upper bounds on the respective number
of key-generation, generic bilinear group operation (i.e., encode, add, and pair oracles), and zero-test oracle
queries A makes. The game proceeds as follows:

- Setup phase: The challenger, upon receiving a batch size bound 12 from the adversary A, performs the
setup procedure as follows:

« The challenger samples a random prime 2P < p = 20P(1) sets the BGGM handle space
H = {0,1}", and also initializes the table 7~ which maps handles to exponents.

» Next, it samples exponents a, 7, wi, ..., WK, Y1, - - -5 YL & Zp.

» For each i € [K], it executes both BGGM.Encode(w;, 1) and BGGM.Encode(7w;, 1) to produce han-
dles (w;) and (rw;) respectively. Furthermore, for each j € [0, B], it executes BGGM.Encode(7/, 2)
to produce a handle (/). Letw = (wy,...,wx)and t = (1,7,...,75).

«» Finally, it executes BGGM.Encode(a, T) to produce a handle {(«) and, for each i € [L], it executes
BGGM.Encode(y;, 1) to produce a handle (y;).

The challenger sends mpk = (p, (@), {(Wi>}ie[K], {(TWi>}ie[K]s {(Ti>}ie[0,B]’ {(Yi)}ie[L]) to A.

- Pre-challenge key-generation phase: The adversary A may make key-generation queries on sets of
its choosing. Let I denote the set of identities queried on the &M key-generation query, recalling that it
must hold that 0 < |I¢| < B. The challenger generates an identity-batch secret key as follows:

» The challenger samples exponents yy ¢, . .., Yk, <~ Z, and defines yz = (y1¢,...,yx ).

» Next, it samples a set Sy ¢ {S € 2111 : |S| = Ly} and, for each i € Sg, samples an exponent f; s < Z,
and executes BGGM.Encode(f; ¢, 2) to produce a handle (f; ;).

» Finally, it defines the polynomial F¢(X) = [Tige, (X — id) with coefficient vector f; € Zg“, computes
O =a+ y}w . f;'c + Yies; YiPi¢> and executes BGGM.Encode(dy, 2) to produce a handle (J¢).

The challenger sends the identity-batch secret key skg = (y¢, (6¢), {{Bi¢)}ies,) to the adversary A. During
this phase, A may also query the generic group oracles. We reiterate their functionality below:

«+ BGGM.Encode(x,v): On input an exponent x € Z, and an index v € {1, 2, T}, the oracle samples a
handle (k) & 7 and aborts with output “collision” if 7°({h)) is already defined. Otherwise, it adds
the entry (h) — (x,v) to 7 and returns (h).

» BGGM.Add({hy), (h2)): On input handles (h;), (hy) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and T ((h2)) = (x2,v,) and aborts with output “invalid” if the entries are undefined or if
v; # U. It then computes x = x; + x; € Z,, samples a handle (h) & 9, and aborts with output
“collision” if 7°({h)) is already defined. Otherwise, it adds the entry {h) > (x,v;) to 7 and returns {h).

» BGGM.Pair({hy), (hz)): On input handles (h;), (hy) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and 7 (¢h2)) = (x2,v2) and aborts with output “invalid” if the entries are undefined or if either
v; # 1 or vy # 2.1t then computes x = x1x; € Z,, samples a handle (k) & H, and aborts with output
“collision” if 7 ({h}) is already defined. Otherwise, it adds the entry (h) — (x,T) to 7 and returns (h).

» BGGM.ZeroTest((h)): On input a handle (h) € H, the oracle retrieves 7 ({h)) = (x,v) and aborts
with output “invalid” if the entry is undefined. It returns “zero” if x = 0 € Z, and “non-zero” otherwise.

- Challenge phase: In this phase, the adversary A outputs a challenge identity id* (which is not contained
in any set queried during the pre-challenge phase as A is admissible) together with handles (mg), (m])
for A’s challenge messages such that 7 ((mg)) = (mg, T) and 7 ({m])) = (m], T). Namely, both messages
are in the target group. The challenger now produces the challenge ciphertext ct”* encrypting (m; ) under
id* as follows:

» The challenger samples an exponent s < Z,, retrieves the entry 7 ({m})) = (m;,T), and then runs
BGGM.Encode(sa + m;, T) to produce a handle {c}).

« Next, it executes BGGM.Encode(s, 1) to produce a handle (c}).
» Then, for each i € [K], it executes BGGM.Encode(s(z — id*)w;, 1) to produce a handle (€30
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« Finally, it samples a set S* & {S € 2[1) : |S| = L}. For each i € [L], it computes ¢ =syiifies
and samples ¢} ; & Z,, otherwise, and it executes BGGM.Encode(cZ,i, 1) to produce a handle {(c; ;).

The challenger sends the challenge ciphertext ct* = (id", {c}), {c;), {{c5 ;) }ie[x], {{c} ) }ie[r]) to A.

- Post-challenge key-generation phase: The (admissible) adversary A may again make key-generation
queries on sets of its choosing, provided those sets do not contain the challenge identity id*. The challenger
generates identity-batch secret keys using the same procedure as the pre-challenge key-generation phase.
During this phase, A may again make encode, add, pair, and zero-test oracle queries as specified above.

— Output phase: The adversary outputs a bit b* which is the output of the game.
Hybrid Hybib) (A): This hybrid is equivalent to hybrid Hyb(()b), except we add the following halting condition:

- Key-generation phases: If there exists a collection of K or fewer vectors y¢,,...,ys,, € Z;,‘ (i.e., where
K’ < K) sampled during key-generation that are linearly dependent, halt with output 0.

Hybrid Hybéb) (A): This hybrid is equivalent to hybrid Hybib), except we add the following halting condition:

- Key-generation queries: If there exists a collection of K sets S¢,, ..., Sg. € [L] sampled during distinct
key-generation queries (i.e., &, ..., £k are all different) such that | ;c[x] S¢;| < L/x, halt with output 0.

Hybrid Hybgb) (A): This hybrid is equivalent to hybrid Hybgb), except we add the following halting condition:

- Generic group oracle queries: f BGGM.Encode, BGGM.Add, or BGGM.Pair returns “collision” because
the sampled handle (h) has previously been sampled (i.e., 7 ({h)) is already defined), halt with output 0.

Hybrid Hybib) (A): This hybrid is equivalent to Hybgb) (including its handle collision-abort rule) except that
it augments the challenger so that, in addition to maintaining handles that refer to group elements, it also
keeps track of two kinds of formal polynomials to which the handles map. Specifically, handles given to the
adversary map to polynomials over a set of formal variables V, while the challenger simultaneously maintains
polynomials over a set of formal variables V that it will use to evaluate zero-test queries. We refer to the former
as the adversary’s formal polynomials and the latter as the challenger’s formal polynomials. To distinguish
the representations used below, a plain symbol x denotes an actual exponent in Z,, [x], denotes the corre-
sponding concrete group element in group G,, and (x) denotes an opaque handle for that group element in
the generic-group game. A hatted polynomial p records, using only the components exposed to the adversary,
the formal algebraic expression associated with a handle, while a tilded polynomial p expands the same handle
in terms of the challenger’s underlying sampled values.

The set of variables V over which the adversary’s formal polynomials are defined captures the components
the construction returns during setup, key generation, and encryption. In detail, V is specified as follows:
V= {&3} U {wi, 7w, 63 Yietx) Y T €3, il L)
Vo = {z'}iers) YU {0} re gl Y {Bist o) elLix gk
Vr = {4},
(V = (‘}1 U (Vz U (‘)T.
Thus, V contains variables only for handles supplied directly by the challenger. Handles produced by pairing are

instead represented by degree-two monomials in these variables. Consequently, a formal polynomial associated
with a handle in Gr lies in the linear span of {1} U V; UV, U Vy U {06107 : (01,02) € Vi X Wy}

The set of variables V over which the challenger’s formal polynomials are defined captures the group elements
sampled when running setup, key generation, and encryption. In detail, V is specified as follows:

V={a 75} U{witieix) Y T Fitierr) YU 1Bie} o elLixlano-
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At any time t in the hybrid, define an assignment ¢, : V- Z, that maps each challenger variable ¢ € V to the

corresponding value v € Z,, if it has been sampled by time ¢ and to 0 otherwise. We let Evaly, : Z, [V] — Zy
denote the standard polynomial-evaluation homomorphism induced by ¢,. Thus, in particular, the variables
7; and B; ¢ evaluate to 0 until the corresponding values have been sampled.

With adversary and challenger formal polynomials defined, the hybrid proceeds as follows:

— Setup phase: The challenger performs the setup procedure with the following additional steps:
+ When the challenger initializes the table 77, it additionally initializes tables 7 and 7.
» With handles (w;) and {rw;) for each i € [K], it adds the entries (w;) > w; and (tw;) — 7w; to
7 and adds the entries (w;) — w; and (tw;) — Tw; to 7. With the handle (z°), it add/s\ the entry
(r%) > 1to 7" and 7. Next, with handles (/) for each j € [B], it adds the entry (/) - 7/ to 7~ and
adds the entry (/) + 7/ to 7. Let W = (wy, ..., wg) and T = (1,7, 7%, ...,7P).
» Finally, when it produces handles (a), (y1), ..., {yr), it adds the entries (a) — @ and (y;) — §; for
cachi € [L] to 7, and it also adds the entries (a) — & and (y;) — y; foreach i € [L] to T.
— Pre-challenge key-generation phase: For a £ key-generation query on set I¢, the challenger generates
an identity-batch secret key with the following additional steps:
« When the challenger produces the handle (f; s) for each i € S, it adds the entry (f; s) ﬁ, £ to T
and also adds the entry (f; ;) ﬁl ¢ to T.
« When it computes 6 = a +y §W f T+ e s¢ Vi Bi.¢ to produce the handle (5;), it additionally adds

the entry (J¢) 3& to 7 and adds the entry (0¢) — a + (Zie[K] Yyiew;) - Fe(T) + Dies; fq—ﬁlg to T,
where Fz(7) = Hidelg(% — id) is the polynomial associated with f;.
When A makes generic group oracle queries, the challenger performs the following additional steps:

» BGGM.Encode(x,v): In addition to adding the entry (h) > (x,v) to 7" (i.e., no halt occurred), the
challenger adds the entry (h) + x to both 7 and 7~ where x denotes the constant polynomial.

» BGGM.Add((h1), (h2)): When it adds the entry (h) — (x1 +x2,v1) to 7 (i.e., no halt occurred), the
challenger additionally adds the entries (h) > 7 ((h1))+7 ((h2)) to 7 and (h) — T ((h1))+T ((h2))
to 77, where both sums denote formal polynomial addition.

+ BGGM.Pair({hy), (hy)): When it adds the entry (h) — A(xlxz, T) to 7 (i.e., no halt occurred), the
challenger additionally adds the entries (h) > 7 ((hy)) - 7 ((h2)) to 7 and (h) = T ((h1)) - T ((h2))
to 7, where both products denote multiplication in the formal polynomial ring.

» BGGM.ZeroTest((h)): If (h) is present in 7", then it returns “zero” if

Evaly, (fl) =0
for the challenger formal polynomial h = 7°((h)) at the time ¢ of the query, and returns “non-zero”
otherwise.
— Challenge phase: This phase includes the following additional steps:

« When the challenger produces the handle (c}), it also adds the entries (c]) + ¢] to 9 and (c])
sa + ‘7~’((m;)) to 7~ where (m;) is the handle for the challenge message.

« With the handle (c}), it adds the entry (c;) + ¢, to 7 and the entry (c;) — § to T.

» For each i € [K], with (cj ), it adds the entry (c3 ;) — ¢ to 7 and (3,0 — (7 —id")w; to T.

» Finally, for the handles (c} ;) for each i € [L], it adds the entry (c} ;) > ¢, ; to 7.1t additionally adds
to 7 the entry (cii) — Sy;ifi € S* and (c4![.> — 7; otherwise.

— Post-challenge key-generation phase: This phase is the same as the pre-challenge key-generation
phase. In particular, at the time t of each zero-test query, the challenger uses the current assignment ¢y,
which now includes the values sampled during the challenge phase, and returns “zero” if Evalg, (h) = 0

(Where h = T ((h)) is the challenger formal polynomial associated with the queried handle (h)) and
“non-zero” otherwise.
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« Hybrid Hybgb) (A): This hybrid is equivalent to Hyb(b), except for the following change:

— Zero-test oracle queries: When the adversary A queries a handle (h) to the zero-test oracle, the chal-
lenger no longer evaluates the associated challenger formal polynomial » = 7°((h)) under the current
assignment ¢,. Instead, it returns “zero” if 7 ((h)) = 0 in Z, [V] and “non-zero” otherwise. That is, this
hybrid tests whether 7°((h)) is identically zero as a formal polynomial, while previous hybrids tested
whether Evalg, (7 ((h))) = 0.

« Hybrid Hybé O)mt(/l): This hybrid is equivalent to Hybéb) , except for the following change:

- Challenge phase: For each handle (c} ;) fori € [L], the challenger always adds to T the entry (cj;) — 7.2
Previously, it sampled a set S* and added the entry (c} ;) > §y; to 7 ifi € S*and (€30 P Fito 7 otherwise.

— Post-challenge query phase: At the start of the post-challenge query phase, the challenger does the
following additional steps:

« The challenger samples a set $* & {S € 211 : |S| = L} and defines SubSs- : Zy [V] — Z, [V] to
be the ring homomorphism induced by

Fi> §p; forieS" and 0+ 0 otherwise.

For each handle (k) in T, leth = 7°((h)) be the challenger’s formal polynomial indexed by (h) and
define h" = SubSg-(h) (i.e., the formal challenger polynomial 4" is h where the 7; components are
substituted with §y; for i € §*). Replace the entry (h) — hin 7 with (h) — h'.
- Hybrid Hybé’b){) (A) for y € [qzr]: This hybrid is equivalent to HybébX) Lint €xcept for the following change:
- Post-challenge zero-test oracle queries: On the y™ post-challenge query to the zero-test oracle, the

challenger does the following based on the adversary’s formal polynomial h= 7((h)) associated with
the handle (k) queried by the adversary:

*+ Message-dependent component: If coeff;: (h) # 0 (ie., there is a ¢} term in the adversary’s formal
polynomial associated with (h)), then the oracle returns “non-zero” (regardless of whether it is
identical to the zero polynomial or not).

» Challenge-set-dependent component: If coeffézi,;(fz) # 0 for some i € [L] and 6 € {1} UV, then
the oracle returns “non-zero” (regardless of whether it is identical to the zero polynomial or not).

« If neither of the cases above occur, and for the remaining queries to the zero-test oracle, the challenger
(b)
6,x—1,int’

proceeds as in hybrid Hyb
Note that because the hybrid is defined recursively, all post-challenge zero-test oracle queries before the
1™ query have already also been changed to include the above behavior.
- Hybrid Hybg’x),int()t) for y € [gzr]: This hybrid is equivalent to Hybéi?, except for the following change:
— Post-challenge zero-test oracle queries: After the (y — Nk post-challenge zero-test query, the chal-
lenger no longer samples S* and performs the SubSg. substitution. Instead, after the y' post-challenge
query to the zero-test oracle, the challenger performs this substitution, explicitly doing the following:

« Sample a set S* & {S € 2l11 1 |S| = L }. For each handle (h) in T, leth= 7 ((h)) be the challenger’s
formal polynomial indexed by (h) andlet b’ = SubSg- (h) (i.e., A’ is the polynomial h where the 7; com-
ponents are substituted with §7; for i € $*). Replace the entry (h) — h in 7 with the entry (h) — K.

In the previous hybrid, the step was performed after the first y — 1 post-challenge queries to the zero-test
oracle, instead of the y' post-challenge query.

2Note that the behavior of the hybrid on actual exponents is irrelevant to the security analysis, as nothing computed from these exponents is
given to the adversary in this hybrid or later. Thus, for simplicity, we elide this detail in the specification of the hybrid.
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Lemma 3.11. For K = poly,(1), P = o(K -log ) > A, and 2PW < p = 290P) there exists a negligible function
negl(-) such that, for all A € N,

| Pr[Hyb{" (1)] - Pr[Hyb" (1)]] < negl(A).

Proof. The hybrids are equivalent except for the event that the halting condition in Hybgb) is triggered. Namely, the
experiments are equivalent unless some collection of K or fewer vectors yg,, ..., yg,, (i.e, with K’ < K) sampled
during (pre- or post-challenge) key-generation are linearly dependent. Let bad denote this event.
We first consider the probability that a fixed subset D = {{;, ..., &} C [qkc] triggers the halting condition. Let
Yp = (¢, - -» Y& )- The halting condition is equivalent to the event that rank(Yp) < K’. We have that
1 K’

, K
Pr[rank(Yp) < K'] < Z e < e <
SR P P P

To analyze the full bad event, let A = {D € 2[4l . |D| < K} be the set of all possible subsets D of size at most
K. By the union bound, we have that

Pr[bad] < Z Pr[rank(Yp) < |DI] < Z (qI?,G) =

DeA K’€[K] p
¢ K?
< ZQIK(G'_SQIK(G'_
K'€[K] p p

— 2K log gkg+2log K—logp.

Finally, recall that K = poly,(1) < A% for all A > d; and gxg = poly;(1) < A% for all A > dj for some
2,3, dy, d3 € N, and that P = w(K - log A) and 2P < p. Consider any ¢4 > 0. Because P = w(K - log 1), there exists
some dy € N such that P(1) > ¢4 - K - log A for all A > dy. Let ¢ = ¢4 — ¢3 — 2¢; and d = max(dy, ds, ds). We have that,

Pr[bad] < 263K log+2e;logA=P(4) for A > max(d,, d3)
< 2(03+202)~Klog/1—c4~KlogA for A>d
=K for A >d
< A€ forA>d, ifc > 0.

Note that since ¢4 > 0 was arbitrary, ¢ can take any positive value. That is, for every ¢ > 0, it holds that Pr[bad] < A7¢
for all sufficiently large A, and so there exists some negligible function negl(-) such that

| Pr[Hyb " (1)] = Pr[Hyb'? (1)]| < Pr[bad] < negl(A). O

Lemma 3.12. ForL = poly,(4) and K = poly,(1), Ls« = w(logA) and K - Lgx > « - L for some constant k > 2, there
exists a negligible function negl(-) such that, for all A € N,

| Pr[Hyb{" (1)] = Pr[Hyb'" (1)]] < negl(A).

Proof. The hybrids are equivalent except for the event that the halting condition in Hybgb) is triggered. Namely, the
experiments are equivalent unless there exists some collection of sets Sg,,..., Sz € [L] sampled during (pre- or
post-challenge) key-generation for K different keys &, . . ., £k such that the union | U;¢(x) S¢;| < L/, or equivalently,
unless there exists some set T C [L] with |T| = L/« such that S, € T for all i € [K]. Let bad denote this event.

We first consider the probability that a given set S, & {5 e 2lM :|§| = Ly} is contained within a fixed set T

of size L/x. We have that
L L\ (L/K\™
Pr[Ss, CT] < ( /K) . ( ) < (ﬂ) =k bsk,
> Ly L L
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Now, because each set S, ..., S¢, is sampled independently of each other (and any queries the adversary does,
as each key-generation query samples a fresh set), we have that

Pr[Vi e [K] :Sg € T] =Pr[S;, € T1X < kX0,

To analyze the full bad event, observe that there are (?%°) possible collections of K sets and (L?K) possible target

sets T. By applying the union bound and using the fact that ¥ > 2, we have that,

qxc L .
Pr[bad] < . -Pr[Vie [K]:S: CT
ctvad) < () ] ) - privie k155 < 1
< (E-ch )K‘KL‘K—KLS;(
K
< KK-Iog(e~qu/K)/logK+L—K~L5k.

Finally, recall that L = poly, (1) < A for all A > d;, K = poly, (1) < A% for all A > d,, and gk = poly;(4) < A
for all A > ds for some cy, ¢y, 3, d1, dz,d3 € N, and that K - Ly, > k - L. Consider any ¢4 > 0. Because Ly, = w(log 1),
there exists some d; € N such that Lsx > cylogAforallA > dy. Letc = (1-1/k) logk-cs—c3—1 and d = max(ds, dy, 3).
We have that,

Pr[bad] < KK-log(e%‘?)/10gt<+K-Lsk/l<—K-L5k for A > ds
< KK'((C3+1)logA/logK—(l—l/K)~C4Iog/l) forA>d
= Ke forA>d
<A forA>d, ifc > 0.

Note that since ¢4 > 0 was arbitrary, ¢ can take any positive value. That is, for every ¢ > 0, it holds that Pr[bad] < A7¢
for all sufficiently large A, and so there exists some negligible function negl(-) such that

| Pr[Hyb{” (1)] = Pr[Hyb{" (1)]| < Pr[bad] < negl(A). O
Lemma 3.13. For L = poly,(A) and K = poly, (1), there exists a negligible function negl(-) such that, for all A € N,
| Pr[Hyb{" (1)] = Pr[Hyb'" (1)]] < negl(A).

Proof. The two hybrids are identical except for the event that the halting condition in Hybgb) is triggered (i.e., one
of the handles sampled during the experiment is equal to a previously sampled handle). Let bad denote this event.
Since each handle is sampled uniformly from H = {0, 1}*, a union bound over pairs of sampled handles over the
course of the hybrid (both sampled during adversarial queries and by the challenger) gives us

2
Pr[bad] < 27*- 2K+L+B+2+qkg - (Lsk + 1) +gqpeom + K+ L +3 | .

Setup phase Key generation Generic Challenge

queries group phase
queries

Finally, recall that L = poly,(1) < A“ for all A > d;, K = poly,(1) < A% for all A > d,, gkg = poly;(1) < A%
for all A > ds, gggom = poly, (1) < A% for all A > d4, and B = poly;(1) < A% for all A > ds (because the adversary
declares 1B in unary) for some cy, ¢z, ¢3, ¢4, ¢5, di, da, d3, dy, ds € N. Furthermore, Ly, < L. Let ¢ = max(cy, ¢y, €3, C4, C5)
and d = max(dy, d, d3, ds, ds). We have that

2
Pribad] < 274+ (22% 4+ 4 A7+ 24 29 (A 4 1) + 4 4 2% + 2 +3) for 1 > d

2 2
<27t (24827 4 5) for A > d
<274 (162%)° for A >d
— 28—A+4C10g/1 for 1> d
<2 i for A > max (d, 256¢%,32) .
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It follows that there exists some negligible function negl(-) such that
| Pr[Hyb{" (1)] = Pr[Hyb(" (1)]] < negl(A). o
Lemma 3.14. Forall A € N, Pr[Hybgb) D] = Pr[Hybib) W].

Proof. The two hybrids are identical except that, in hybrid Hyb , the challenger additionally maintains adversary
and challenger formal polynomial tables 7~ and 7~ respectively, and it answers a zero-test query on a handle (h) at
time ¢ by testing whether Evaly, (h) = 0 for the challenger’s formal polynomial h=7((h)).In hybrid Hybé ), the
challenger instead tested whether x = 0 for the exponent x where 7 ((h)) = (x,v). Because neither table is given
to the adversary A and neither is used to answer any other oracle query, we need only argue that these two ways of
answering a zero-test query always agree. We do so by showing that the challenger’s formal polynomial h associated
with a handle (h) always evaluates to the exponent x held in 7 ({h)).
Before continuing with the analysis, we first recall the entries the challenger adds to 7~ for the handles it produces
over the course of the experiment:
ez) =8 () > §(7 = id")w; for i € [K]
(w;) > w; forie€ [K] '
.. . . syi 1€S .
(twi) > #w; fori € [K] () { fori € [L],

- . 7;  otherwise
{(ypr—yi foriell]

(@ (3.1)
Goy )@ forje [B] Rk ( Z yi,,EVN"i) - Fe(7) + Z )7i/§i,§ for ¢ € [qkc],
Bie) — Bi,sf for £ € [gkgl.i € S¢ i€[K] ieSy
Gri (@)~ (1) > 5+ iy,

where m; T((mb)) is the challenger’s formal polynomial associated with the challenge message handle (mb) We
also recall that ¢, maps each challenger variable to its corresponding sampled value (ie., @ = @, T 7,5 > s,
Wi 2 wi, Vi 2 ¥, fig o Bigoand 7 o ¢ for i ¢ S7), provided the value has been sampled by time t (otherwise,
it is mapped to 0).

We now argue that Evalg, (h) = x for every handle (h) with 7 ((h)) = (x,v) and every time t > ¢, where ¢,
denotes the time at which (h) is created. For this, it suffices to show that Eva]¢t (h) = x, as Evaly, (h) = Eval@ (h) =x
for all t > t;, because once an actual exponent is sampled, it is never rea551gned Our analysis breaks down into a
case covering handles mapping to values directly sampled by the challenger (i.e., handles output by the challenger
during setup, key-generation queries, and the challenge phase, excluding the message-dependent challenge-ciphertext
component) which we call directly generated handles, and a case covering handles mapping to values computed from
values stored in other handles (i.e., handles produced by generic group oracle queries as well as the message-dependent
challenge-ciphertext component) which we call derived handles.

« Case I: (h) is directly generated: For this case, we can see from Eq. (3.1) that, by construction, each handle
produced by the challenger during these phases maps directly to the polynomial that, when substituted with the
appropriate variables (as is done when executing Eval¢th (h)), exactly computes what the challenger computes to
produce these exponents. We accordingly only need to argue that the appropriate variables have been sampled
before time t, as they are otherwise substituted with 0.

For handles (a), (y:), {w;), {(Bi¢), and (c;), the challenger adds the sampled exponents a, yi, Wi, Bi s, and s, to 7

directly before adding the challenger formal polynomials &, y;, w;, ﬁ, & and S to 7. Similarly, for handles (Tw;)
and (/) produced during setup and a handle (c3,;) produced during the challenge phase, the challenger encodes
tw;, 7/, and s(7 — id*)w;, whose values 7, w;, and s were all sampled prior in setup or in the challenge phase.
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For a handle (c} ;), recall that the challenger computes the exponent c; ; = sy; if i € S* and samples cj & Z
otherwise, and that this occurs in the challenge phase. In the former case, the entry is §}; and both s and y;
have been sampled by this point (in the challenge phase and setup phase respectively), while in the latter case,
the entry is 7; which is added to 7~ directly after sampling Cyir

Finally, for a handle (§¢) which is sampled during a key-generation query, the challenger computes the exponent
S =a+ ygw . fgr + Zie% YiBi ¢ and the values a, 7, wy, ..., wk, and y;, B¢ for i € Sy were all sampled prior
(in setup or earlier in the key-generation query in question).

« Case II: (h) is derived: We use induction on the order in which the handles were sampled.

The base case is the first handle created over the course of the experiment, which is a handle (w;) that the
challenger produces during setup. This is directly covered by Case 1.

For the inductive step, we first consider each of the three generic group oracles separately. For the add and
pair oracles, we write 7 ({h1)) = (x1,v1) and 7 ({hz)) = (x3,02), and we note that the handles (h;) and (hy)
must be sampled before (h) for the oracle to not abort with output “invalid”. Thus, by the induction hypothesis,
we have that Eval(/,th (hy) = x; and EValqb,h (hy) = x at the time .

— BGGM.Encode(x, v): The challenger adds the entry (h) — (x,v) to 7 and the entry (h) > x to 7 where
x denotes the constant polynomial, thus Evaly,, (h) = x.

- BGGM.Add((h1), (h2)): The challenger adds the entry (h) > (x1+x2,v1) to 7 and the entry (h) — hy+hy
to 7. Notably, every variable in h; + h, appears in h; or in hy, and has thus already been sampled by time
tp, or tp, where tp, ty, < tp. Furthermore, because Eval¢th is a ring homomorphism, we have that

Evalg, (hy +hy) = Evalg, (hy) +Evaly, (hy) = x1 +x,.

- BGGM.Pair({h1), (h2)): The challenger adds the entry (h) — (x1x2, T) to 7" and the entry (h) — hy - hy
to 7. Notably, every variable in h; - hy appears in h; or in hy, and has thus already been sampled by time
th, Or tp, where tp,, tp, < tp. Furthermore, because Evaly, is a ring homomorphism, we have that

Eval@h (};1 . ﬁz) = Eva|¢th (fll) . Eva]¢th (izz) = X1X3.

Finally, we analyze the handle {(c}), which the challenger produces during the challenge phase by executing
BGGM.Encode(sa + m;, T) to add the entry (cj) > (s + m;,T) to 7, where 7 ({m;}) = (m;,T) is the entry
for the challenge message handle. The challenger also adds (c}) > s& + m; to 7. As above, the values s and
a were both sampled prior in the challenge phase or in setup. Furthermore, the challenge message handle (m;)
must have been sampled before the adversary A submits it and thus before (c}) is sampled. By the induction
hypothesis Evaly, (m,) = m;, and because Evaly, is a ring homomorphism, we have that

~ ~x) *
Eval¢th (sa + mb) =sa+my,.

As we have shown above, the challenger’s formal polynomial h associated with a handle (h) always evaluates
to the exponent x held in 7 ((h)) = (x,v), and the lemma follows. Before continuing, we remark that we can also
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consider a mapping from the adversary’s formal polynomials to challenger formal polynomials given by:

Cy > S8

¢y, (7 —id")w; fori € [K]
G w; > w;  forie [K] < e
" @i o #w forie [K] G TS e (1,
’ 7;  otherwise

Vi forie[L]

T foriclB . B 3 3 -
Gz{ 7 or j € [B] §§|—)gf+(z yi,§Wi)'F§(T)+ZYi,3i,§ for £ € [qxg],
Pig = B for (i,8) € [L] X [gkc] i€[K] iesy

(3.2)

Gr{ am—a & Sa + mj,.

where m; ‘T((mb)) is the challenger’s formal polynomial associated with the challenge message handle (m, ).

We can extend this to a ring homomorphism MapP: Z, (V] — Zy [V] in the natural way, such that h= MapP(h)
for every handle (h), where h= T((h)) andh=7 ((h)) are the adversary’s and the challenger’s formal polynomials
associated with (h). This holds by construction for the handles the challenger produces, as can be seen by inspection
of Eq. (3.2), and it is preserved by the generic group oracles, as each of them updates 9 and 7~ with the same ring
operation (a constant polynomial for encode oracle queries, and the sum or the product of the entries of the queried
handles for add and pair oracle queries), which MapP respects.

Note that because MapP is a ring homomorphism, it acts on the adversary’s formal polynomial term by term
(i-e., each term of h is mapped to the product of the challenger polynomials of the adversary variables it comprises,
and h is the sum of the resulting polynomials). We accordingly say that a term of h induces the monomials over vV
that appear in its image, and, when analyzing the subsequent hybrids, we will study h by asking which terms of
h can induce a given monomial. Notably, several terms of h may induce the same monomial, in which case their
contributions to A may cancel. O

Lemma 3.15. There exists a negligible function negl(-) such that, for all A € N,
| Pr[Hyb" (A)] — Pr[Hyb{" (1)1 < negl().

Proof. The hybrids are equivalent except for the event where the zero-test oracle is queried on a handle (h) associated
with challenger formal polynomial h = 7 ({h)) where Evaly, (h) = 0 (so Hybib) returns “zero”) but h # 0 (so Hybgb)
returns “non-zero”). Let bad denote this event. For a particular zero-test query on handle (k") at time ¢’, we first observe

that the associated polynomial K’ is at most degree B+4. This is because the construction gives out elements as follows:

« In setup, key generation, and encryption, the adversary formal variables in V; (i.e., the left group Gy) or V,
(i.e., the right group G,) are sums of products of at most three or B + 1 challenger variables in V respectively,
so A cannot pair to produce any polynomial of degree greater than B + 4.

« Setup and encryption each output a component in the target group Gr; these are, respectively, a single variable
in V and a product of two variables in V added to a challenge message polynomial produced by pairing other
elements (which satisfy the case above).

As hybrids Hyb(b) and Hyb(b) are identical until bad, it suffices to bound Pr[bad] in either hybrid [BR06]. In Hyb(b) the
zero-test oracle answers by checking whether h = 0 and the exponentsin 7~ are never used, so A’s view, and hence each
queried polynomial K, is independent of the sampled exponents. We may therefore apply the Schwartz-Zippel lemma
(Lemma 2.3) to each zero-test query as though h” were fixed in advance. We have that Pr[Evalg, (h') =0 A h" # 0] <
(B+4)/p. The lemma follows by applying the union bound and using the fact that gzt = poly, (1) and p > 2P > 24,

(B+4) - qz7

Pr[bad] < gzt - Pr[Evaly, (W)=0AR £0] < = negl(}). O

Lemma 3.16. ForallA € N, Pr[Hybéb) M] = Pr[Hyb(b)A N].

6,0,int
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Proof. All that differs between the two hybrids is when the challenger samples the set S* and performs the substitution
(via the ring homomorphism SubSg- ) on the entries of 7. Specifically, this step is performed at the start of the post-
challenge query phase in hybrid Hyb6 o.int> While in hybrid Hyb( ) it is instead performed at the end of the challenge
phase. That is, the challenger directly records the substltuted entry {c, ;) /> Sy; for each i € 5" in hybrid Hyb ) rather

than the entry (c; ;) > 7; as is done in hybrid Hyb6 oint- We will argue that A’s view is identical in both hybrids.

We first note that, starting in hybrid Hybg ) (and for all remaining hybrids), the zero-test oracle answers a query
on a handle (h) by testing whether h = 0 (or not checking h at all), and nothing derived from exponents from the
table 7™ is given to A. It follows that the set $* influences A’s view only through the entries of 7.

Now, observe that A’s view through the end of the challenge phase is identical in both hybrids, as the two hybrids
differ only in the entries the challenger records in 7~ for the handles (c;)- This is because A cannot make any
generic group oracle queries between the end of the challenge phase and the substitution point at the start of the
post-challenge query phase (notably, no handles are sampled and no zero-test queries are made). In particular, the
handles present in 7~ at the substitution point are exactly those present at the end of the challenge phase.

It remains to argue that the entries of 7~ coincide in both hybrids from the substitution point onwards. Consider
any handle (h) present in 7~ and let &’ denote the entry it would have in the absence of any substitution (i.e., the
entry obtained by recording (c; ;) + 7; for every i € [L]). We argue, by induction on the order in which the handles
are created, that the entry (h) — SubSg- (R) is inserted in 7 in hybrids Hyb( ) and Hybé[g)mt and thus the behavior
of the hybrids is equivalent.

For the base case, consider a handle (k) that is stored in 7~ at the end of the challenge phase. We begin by analyzing
hybrid Hyb If¢h) = (c};) for some i € [L], then hybrid Hyb records the entry (h) + §y; if i € S* and (h) — 7;
otherwise, which in either case is exactly SubSs: (7;) = SubSs- (k") by the definition of SubSs-. Thus the mapping (h) +—
SubSg- (h’) is added to 7. Otherwise, i’ does not contain any term involving any of the variables {7;};e[1]. In particular,
by inspection of Eq. (3.1), the entries (c, ;) > 7; are the only ones the challenger adds that induce such a variable and
they are added at the very end of the challenge phase, while every adversary-added entry is added by a generic group
oracle query and is either a constant polynomial or a sum or product of entries created earlier. Hence, SubSg- (h’) = #’,
and so the entry recorded is again (h) + SubSg- (R). Moving on to hybrid Hybé 0) > the base case holds by definition.

For the inductive step, consider a handle (h) created after the start of the post-challenge phase and suppose that
every handle (h) created before it has entry SubSs: (h;). We go over each way (h) may have been produced below:

« Post-challenge key-generation queries: On the &M key-generation query, the challenger adds the entries
(Big) — Big foreach i € Sg and (6¢) > & + (Xie(k) Yiewi) - Fe(7) + ZiESg ViBi to 7. Neither entry contains
any of the variables {;};c[1] and so both are unaffected by the SubSg- ring homomorphism.

+ Post-challenge generic group oracle queries: The analysis of the generic group oracle queries is as follows:

— BGGM.Encode(x, v): The challenger adds the entry (h) - x to 7~ where x denotes the constant poly-
nomial, which is again unaffected by the SubSgs- ring homomorphism.

- BGGM.Add((h1), (hz)): Recall that the challenger adds the entry (h) — T(h)) + T ((h)) to T. By the
induction hypothesis and the fact that SubSs- is a ring homomorphism, we have that

T ((hy)) + T ((hy)) = SubSs- (K}) + SubSs- (h}) = SubSs- (k) + h},) = SubSs- (k).

— BGGM.Pair((hy), (h3)): The challenger adds the entry (h) — T ((hy)) - T ({h)) to 7. By the induction
hypothesis and the fact that SubSg- is a ring homomorphism, we have that

T ((h)) - T ((hy)) = SubSg- (h’) SubSg- (h ) = SubSg- (h’ k. ) = SubSg- (R).
In each case, the entry (h) +— SubSg- (fl’) is added to 7, and thus A’s view is identical in the two hybrids. It follows that
Pr[Hyb{" (1)] = Pr[Hyb{". (1)]. O

Lemma 3.17. ForL — Ly = w(log A), there exists a negligible function negl(-) such that for all A € N and all y € [qz1],

| Pr[Hyb”)_ . ()] = Pr[Hyb(") (1)]] < negl(A).

6,y—1L,int

26



Proof. All that differs between the two hybrids is the behavior of the zero-test oracle on the ¥ post-challenge query
the adversary A makes. Specifically, for said zero-test query on handle (h), the oracle checks if the challenger’s formal

polynomial h = 7((h)) is identically zero in hybrid H yb while it instead automatically returns “non-zero” when

6,x—1,int’
certain message- and challenge-set-dependent terms are present in the adversary’s formal polynomial h= 7°((h) in
hybrid Hybé, )3 We will argue that, except with negligible probability, the challenger’s formal polynomial h in this case
would anyway not be identically zero and the oracle would output “non-zero” in any case. We let bad denote the event

that h (corresponding to an h that has the challenge message- or challenge-set-dependent terms) is identically zero.
b |
6,x—1,int

denote the ring homomorphism defined as MagP except that ¢;; — 7; for every i € [L] (matching the
). By the same inductive argument as in Lemma 3.14,

Before continuing, we recall how the challenger’s formal polynomials relate to the adversary’s in hybrid Hy

Let MapP;,

entries {c, ;) > 7; recorded in the challenge phase of Hyb60 int

h = Map Pmt(ﬁ) for every handle (h) up to the substitution point, which in this hybrid comes right after the (y — 1)
post-challenge zero-test query. From that point onwards, by the inductive argument of Lemma 3.16 (and since SubSs-
is a ring homomorphism applied to every entry), h = (SubSg: o Mamet)(h) Hence, for any y'" post-challenge
zero-test query, the challenger’s formal polynomial in hybrid Hybﬁb)( Lint €an be derived from the adversary’s formal
polynomial via the following substitutions:

Qs & §(F—id)w; fori € [K]
- w; > w;  forie [K] ’ N
— . , ; * >
1 tw; > Tw; fori € [K] & {SN)G ieS"AY 2 x forie [L],
N ~ ) ’ 7;  otherwise
yim vy forie|[L]
(3.3)
7 forje[B X s 5 3 e
Gy < . . J. L] O a+ ( Z yi,gwi) - Fe(T) + Z YiBie for & € [qkal,
Big > Pig for (i) € [L] X [gka] i€[K] ics:
Gr{ ama & > 5+ ).

where m; T((mb)) is the challenger’s formal polynomial assocrated with the challenge message handle (m;).

We are now ready to go over our main analysis of the y™ zero-test query, which broadly breaks down into
three cases. The first two analyze what happens when the adversary “combines” K or fewer, or more than K, keys
respectively to break the system, while the third covers remaining edge cases. In more detail (but still at a high level),
for an adversary to distinguish the two hybrids, it must query an adversary formal polynomial h that maps to an
identically zero challenger formal polynomial h where hhas a ¢ 1 term and/or a ¢} ;0 term for some 6 € {1} U Vy, per

the conditions added in the subsequent hybrid. Below, we provrde intuition for which terms in / are necessary to
keep track of in our analysis (this applies to both the cases of combining greater than K and K or fewer keys).

If h has a ¢} term, then by construction this induces $a terms in h, which the adversary can attempt to cancel
out by 1nclud1ng other terms in i which induce §& terms in . By inspection of Eq. (3.3) (and as we will justify in
more detail later), $& can only otherwise be obtained by pairing ¢; with some 5@4 (i.e., h must include é ¢ 55 terms for
any cancellation to occur).

Note that the ¢ 55 terms in A also induce § SYi ﬁ, ¢ terms in h, and these can only be cancelled by including additional
terms in h which induce § sy, ,Bl ¢ termsin h. As shown in Eq. (3. 3) (and as we will Justlfy in more detail a bit later), the only
other way to obtain §7;; ¢ is to pair ¢} ; with some ﬂ, i.e., h must include & i /31 ¢ terms for any cancellation to occur).

For any terms of the form ¢} ;6 for o € {1} U V, \ {,Bj,g}(])g)e [L]x[qxq] (i-., the other challenge-set-dependent
terms), a simple linear independence argument shows that cancellation does not occur if they are present.

To formalize the above intuition, consider the following events based on the adversary’s formal polynomial h:

= [Coeﬁ:éi‘(fl) # 0],
E, = [coeffé* _ﬁ}f(fl) # 0 for some (i, j, &) € [L]* x [qKG]],

= [coeffe: 5(h) # 0 for some (i,9) € [L] x ({1} U V2 \ {Bj.e} o) elLixigne)) |-

27



By construction, we have that E; is the message-dependent condition and E; V Ej is the challenge-set-dependent con-
dition, and thus the bad event can only occur in events Ej, E,, or E3. Next, define D = {& € [qkc] : coeffé*gg(h) # 0}
and consider the following event that captures when the adversary “combines” K or fewer keys: o

E,=[ID| < K].
With the above events, we can bound the probability of the bad event as

Pr[bad] = Pr[bad A E4] + Pr[bad A —E,4]

< Pr[bad A (E; V E; V E3) A E4] + Pr[bad A —E4]

r[bad A (E1 V (=E1 A E3) V E3) A E4] + Pr[bad A —E4]

Pr[bad A E; A E4] + Pr[bad A =E; A E; A E4] +Pr[bad A E3 A E4] + Pr[bad A =E4]
< Pr[bad A E1 A Eq] +Pr[bad A =E; A E; A E4] + Pr[bad A E5] + Pr[bad A —E4]
= Pr[badj-,] + Pr[bad;-p] + Pr[bady;] + Pr[bady],

where
badi-, = bad A E; AE; badj-p, = bad A =E;{ A E; A Ey4
bady = bad A =E,4 bady = bad A Es.

We now analyze the individual bad sub-cases below.

. Case I: h combines K or fewer keys: We begin by analyzing the two bad events in which |D| < K. As
mentioned before, within this case we will analyze two sub-cases.

- Case I-a: coeff: (h) # 0: At a high level, we analyze this case by arguing that a ¢} term in h induces
§& terms in h, Wthh can only be cancelled by 0255 terms in A (as these are the only other terms that also
induce S terms in h). These 025§ also induce §w;, or $w;#/ terms in h. If K or fewer different 0255 terms

are present, a cancellation cannot occur between these Sw; or Sw;7/ terms.

We now identify which terms (that are not ¢}) in h can induce §@ terms in . From Eq. (3.3), we can see

that there are three types of terms in h that can induce the variable § in A. These are ¢y, €3 ; for a subset of
i € [K],and éZ,j for a subset of j € [L]. First observe that éij induces §y; or 7;; in either case, this includes
a variable that is not in s&, and so éi ; cannot induce this (even if paired with other variables). Similarly,
é;‘,i induces §w; (7 — id"), which again includes a variable that is not in §&, and so é;‘,i cannot induce this
either (even if paired with other variables). Next, note that ¢; € V, induces § and thus must be paired
with some 4 € V, that induces terms of the form &. From Eq. (3.3), we can see that (§§ for & € [qkc] is

the only type of variable in V, that satisfies this.

Note that 55 also induces w; 7’/ terms, so each 0255 term in h induces § Sw; and Sw;7/ terms in h in addition
to Sa terms. As these are the terms we will use to argue that no cancellation can occur when K or fewer
different c’zkég terms are present, we also identify which other terms in h can induce §w; or §w;7/ terms

in h. Returning to the three types of terms that induce the variable §, we again have that ¢, ; induces §y;
or 7, both of which include a variable not in $w;, and so éi ; cannot induce these terms. The remaining
type is ¢ ;, which induces §w; (7 — id") alone and §w;#/ (7 — id*) when paired with v/ € V, for j € [B].
Pairing ¢; ; with any of the remaining variables in V, (ie., ﬁ & Or 35) induces an additional variable, and
so pairing with these terms cannot induce §w; or §w;7/ terms either. Altogether, the only terms in h that
induce 3, §W;, or §w;#/ terms in h are ¢}, &0, &, and &, 77

Recalling that D = {£ € [qxc] : coeff,. Sf(f’) # 0}, we write the challenger’s formal polynomial h
276
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corresponding to the adversary’s formal polynomial h on the 1™ query as

h = ji + coeffe: (h) - 5@ + Z coeff, &(ﬁ) Sla+ypw T+ Z Vi (3.4)
&eD o i€Sg
+ ) coeffy (h)-sw(F—id)+ D coeffy 7 (h) - 5wt (7 - id"),
ie[K] (i.j)e[K]x[B]

where fi is a polynomial over Y such that coeffsz (f1) = 0, coeffsy, (f1) = 0, and coeffsy, ;i (fi) = 0 for all
(i, j) € [K] X [B+1] (i.e., fi does not contain any @&, $w;, or Sw;7/ terms). This holds because, as argued
above, ¢}, é’;gg, é;"i, and 6;1;7 are the only terms in h that induce §&, §w;, or Sw;7/ terms in h. Note that

while coeff: (fz) - m,, is absorbed into /i, the above holds because m; contains no $& monomial, due to the

b
fact that (m;) must have been created before the challenge phase and § does not appear in any 7~ entry

before then. Next, we define a new polynomial hig- that is equal to substituting 7 = id" into h. We have that

hige = i’ + coeff: (h) - & + Z coeff,, Sg(fz) Sla+ Z ys Fe(id*) - w; + Z Vi (3.5)

&eD i€[K] i€Sg

where I’ is a polynomial over V such that coeffz4 (") = 0 and coeffsy;, (') = 0 for all i € [K]. Notably,
every Sw;7/ term in h maps to a $w; term in fz,d* and the former is not present in /i (as discussed above).
Furthermore, while §&7/ terms in h map to Sa terms in h,d* (so we must argue that /i does not contain them),
we note that such terms cannot be present in hatall. In particular, recall that ¢} and ¢ 5,5 are the only terms
in A that can induce terms in & containing both § and & variables (without extra variables not in §&#/). By
inspecting Eq. (3.3), we can see that neither induces §@7/ terms. Rearranging Eq. (3.5) further, we have that

hig = [ +3a- coefféf(fl)+ZCoeffé;(§§(fl) + Z §w; - Zcoeﬁé;&(ﬁ)-yi&(id*) . (3.6)
&eD ie[K] £eD

where i = [I' + Yzep coeffé*gf(fz) - Dies; Efqﬁlg. Intuitively, we have absorbed the 5}7,~ﬁ~i,§ terms into i
+ 55 : :

so that fi”" contains all the terms that are not core to the analysis of the |D| < K case. By construction,

we have that coeff;;, (") = 0 for each i € [K].

Label the elements of D = {&, .. ., &p|}. We can further rewrite Eq. (3.6) as flid* =i’ + 5w’ (Yx) for

Y= (yeo - Vap) and x= (coeffys, (h) .Fgl(id*),...,coeff@% (h) - Fe,, (id")),

and where "’ = i’ +Sa - (coeffs (h) +2¢eD coeffc <55 (h)) Intuitively, we have absorbed the & term into
[’ as this term is not used in the next step (but W111 come back later).

Observe that if Yx # 0, then §W'Yx # 0. This is because we can express it as a sum sW'Yx = };c (K] Zi*SWi
where Yx = (zy,. .., zk), which is identically zero if and only if z; = 0 for all i € [K]. It follows, in this
case, that by = /1”’ +5W'Yx # 0, because coeffsy, (5W'Yx) # 0 for some i € [K] while coeffs, (i) = 0
for all i € [K] as shown above (i.e., SW'Yx consists solely of §wy, . .., §wx terms and #”"" does not contain
any, so there are no terms in ji””” that can cancel out terms in szYx) Furthermore, if hjg+ # 0, then h#o0,

as h;q» was obtained by evaluating hon id*.

Now suppose that Yx = 0. Recall by the halting condition introduced in hybrid Hyb(b) that any collection
of K or fewer different y; vectors must be linearly independent. Since |D| < K in this case, it follows
that the columns yg,, ...,y of Y are linearly independent (i.e., rank(Y) = |D|), and so the only vector
in the kernel of Y is 0. Consequently x = 0 (i.e., every coefficient in x is 0). Now observe that because the
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adversary A is admissible, then id" is not a member of any of the sets I, .. ., Iz, and thus id" is not a

root of the polynomials Fg,, .. ., Fg,, and so Fg(id") # 0 for £ € D (because I = {0, 1}* and p > 2%). This
implies that, for every coeﬂiment in x to be 0, it must hold that coeff &6 (h) =0 for all £ € D; thatis, D
must be empty. In this case, we can rewrite Eq. (3.6) as

hig = i + coeffg;(i;) - Sa.

As coeffe: (fz) # 0 (per our supposition for this case) and coeffsz (fi’’) = 0 (argued above), then flid* # 0,

and thus h # 0. The zero-test oracle always returns “non-zero” in this case. Thus,
Pr[bad-,] = 0.

Case I-b: coeff;: (h) = 0and coeff .. B (h) # 0 for some (i, j, &) € [L]? x [gxc]: At a very high level,
4,iF7>

we analyze this case by arguing that a éz,i B¢ term in h induces §y; ;¢ or 7;f; ¢ terms in h. The former

can only be cancelled by 1nclud1ng 5§ terms in h (as these are the only other terms that also induce

SYi ﬁ .6)- If K or fewer different 02(55 terms are present, such a cancellation cannot occur per an argument

over $w; terms similar to Case I-a. For the latter, the lack of cancellation is straightforward but tedious.

We now identify which terms in h can induce terms of the form Y ﬂ~ & OF T ﬂ~ & in h. By inspecting Eq. (3.3),
we can see that there are two types of terms in h that can induce the formal variable ,B~ & in h. These are
ﬁ ;& and Sg which are both in V5. For the former, it must be paired with some 9 € V, that induces terms
of the form §y; or 7;. From Eq. (3.3), we can see that ¢} ; is the only type of variable in V, that satisfies
this. For the latter, it must be paired with some & € V; that induces a solo § variable (i.e., without any
additional variables multiplied), and from Eq. (3.3) we can see only ¢; satisfies this.

Let C = {(i, j, &) € [L]? X [qka] : coeff .. ij(fl) # 0} be the set of indices for ¢} iﬁAj’g terms in h and define
4,il’ )55 3 5

the following sets:

C={@§: G5 eCrni=j}, C"={j§eC:i#j}
Cso={(i,&) eC':i €S}, Cs.={(i,j,§) e C" :ie S}

Intuitively, C’ and C"" can be thought of as partitioning C into the “diagonal” and “off-diagonal” ¢}, I i
terms in . Furthermore, Cs. and Cg. are the subsets that induce sy; ﬁ~ ¢ terms in h (because i € S*) as

opposed to fi,BNj,g terms in h.

Like Case I-a, we define a new polynomial h,g+ obtained by substituting in 7 = id* 1nto the challenger’s
formal polynomial h corresponding to the adversary’s formal polynomial h on the y™ query. Recalling
that D = {¢ € [qkc] coeffc 5 (h) # 0}, we can write h,d as

+Zlcoeffc(S (h) Sla+ Z y;,Fe(id”) - w,+Zy,/31

EED ] lESg
+ Z coeff. /;i{(h) . (E?iﬁi,g) + Z coefféziﬁ”ig(h) : (fiﬁi,f) (3.7)
(id)ecy, (i6)C\Cy
+ > coeffy 5 (B)- (gyl- /3]-,5) vy coeffy 5 () (Fl- ﬁj,g)
(i.15)eCy, (i.38)€C\C,
where [i is a polynomial over vV such that coeffT/ e (p) = coeffr fre () =0forall (i, j, &) € [ [qKG]

(i-e., fZ does not contain any sy,ﬁj £ or r,ﬁ] ¢ terms). ThlS holds because as argued above, c25§ and ¢ l/)’] ¢
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are the only terms in h that can induce §}7iﬁ~ & OF ﬁ £ terms, and we do not need to consider the m; term
induced by ¢} because we assume that coeffs: (fz) = 0 in this case. Moreover, while §y; ﬁ i, gf'k and 7; ﬁN i, gf'k
terms in h map to §y; ﬂ & and 7 ﬂ ;& terms in h,d* (so we must argue that they do not contribute to /i), we note
that such terms cannot be present in hat all. In particular, recall that ﬁ . and 55 are the only terms in V,
that induce ﬁ ;¢ By inspecting Eq. (3.3), we can see that neither induces ﬁ i, 57 terms, and that every & € V

inducing a 7 variable (i.e., 7wy or ¢} ;) also induces an extra w; variable. Furthermore, coeffs;, (fi) = 0 for
alli € [K] (i.e., fi also does not contam any Sw; terms). This is because, as shown in Case I-a (and also again

because COeﬁ:é;‘ (ﬁ) =0),¢;;, and 6;35 are the only terms in h that induce sw; terms, and because every

§w; or Sw;7/ term induced by ¢ ; vanishes upon substituting 7 = id*, leaving only the 655} contributions.

By inspection of Eq. (3.7) and using the above fact on fi, we can see that

coefffiﬁi»g(ﬁid*) = Coeﬁ'éz,iﬁi,g(};) for (i,¢) € C"\ Cq.,
coeﬁé?iﬁj,g(f‘id*) = Coeﬁéz,iﬁ},g(ﬁ) for (i, j, &) € Cg.,
coeff;iﬁ-j’g(hid*) = coeffé;,ﬁj,g(ﬁ) for (i,j,&) € C" \ Cq.,

(i.e., the only cancellation that can occur is on ¢} ,[;,-’5 terms in A that induce §}7i,[§i,§ terms in h). Thus, if

Cl/ C// \ CII

Gos &> or C"\ Cg. are non-empty, then h#o0.

Now suppose that C., C” \Cé’*, and C’\ Cy, are all empty (note that this implies that C;. must be non-empty,

as we assume coeff .. ﬁ‘g(h) # 0 for some (i, j, £) € [L]? x [gkc]) in this case. We can simplify Eq. (3.7) to
4,iF"J>¢

i+ Z coeffc 5 (h)-5|a+ Z Yyi e Fe(id™) - w; + Z y,ﬁlg + Z coeffézl_/;ig(fl) : (5}71'[;:‘,5)'

fED ZESg (z,.f)ecig*
(3.8)
Rearranging Eq. (3.8) further, we have that
=+ Z Sw; - Z coeffé;(gg(fl) Y eFe(id®) | + Z Coeffézg&.(fl) -Sa

i€[K] £eD ’ &eD ’

" Z 5)7iﬂ~i,§ . (coeffézgé! (fz) + Coeﬁéjﬁi,g(fl)) (3.9)
(i.£)€UNC,

+ Z coeffé;&(h) SYiPie + Z coefféziﬁi’f(h) - SYiPig
(1,6)€U\Cy, (1,§)eCy\U

where U = Ugep{(i, &) : i € S¢} is the set of indices (i, §) such that & € D and i € 5 (i.e., the indices that
appear in the left-hand sum in Eq. (3.8)).

For the remainder, we will argue that if D is empty, then Eq. (3.9) shows that h is not identically zero;
while, on the other hand, if D is non-empty, then we can rewrite Eq. (3.9) in terms of a matrix as was
done in Case I-a, which we will then use to show that h is again not identically zero.

Now suppose that D is empty. By inspection of Eq. (3.9) and using the fact C%. is non-empty (as argued
above), there exists some (i, £) € Cj. such that

coeffgyi[;l_,g (hig") = coeffé;(gg(ﬁ) + Coefféz,,ﬁ,—,g(ﬁ) = coefféii/;ié(fl) # 0,

and so h Z 0 in this case.
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Now suppose D is non-empty. First, we rewrite Eq. (3.9) as

hig- = [l + Z S - Zcoeffé;&(fz) -y Fe(id) |, (3.10)

i€[K] &eD

where

¥ =ji+ ) coeffys (h)-Sa+ ) Sifie- (coeffé; 5. (h) + coeff, Big(h))
teD (1,§)eUNCy,.
+ Z coeﬁcé;&(ﬁ) . Efi/;i,g + Z coefféziﬁif(fz) . 5)71-/1-,55.
(i,6)eU\Cg. ’ (1,8)€CLA\U c

Notably, because i contains no §w; terms and the absorbed sums consist solely of §& and §y; ﬁ~i’§ terms,
we have that coeffsy;, (fi’) = 0 for all i € [K].

Now, because D is non-empty, there exists some £” € D such that coeff .. S (h) # 0. Label the elements
of D = {&,...,&p|} where & = &. We can further rewrite Eq. (3.10) as h,d* = i’ +5W'(Yx) for

Y=(yz--.ygp) and x= (coef‘F (h) Fg, (id"), . COEﬁCéES.ﬁm (fz) 'Frf\m(id*))'

The remainder is identical to the matrix argument in Case I-a. In particular, if Yx # 0, then SWiYx 20
and furthermore h,d* i’ +5WTYx % 0. Finally, if hijg- # 0, then h#0,ash id* was obtained by evaluating
h on id*. Now, suppose for the sake of contradiction Yx = 0. By the halting condition introduced in hybrid

Hybgb), any collection of K or fewer different ys vectors must be linearly independent. Since |D| < K
in this case rank(Y) = |D| and the only vector in the kernel of Y is 0. Consequently x = 0 (i.e., every
coefficient in x is 0). Because the adversary A is admissible, then id* is not a member of any of the sets
Ig, . .. ,I,f‘D‘ and thus id" is not a root of the polynomials Fg, .. '!Fsﬂm and so Fg(id*) # 0 for £ € D. Thus,

for every coefficient in x to be 0, it must hold that coeffé* 5E(fl) = 0 for all £ € D. However, this contradicts
276
the assumption that coeffé;5§1 (h) = coeffé;(gg/ (h) #0.

Wrapping up, we have shown that if coeff .. ﬂjf(fl) # 0 for some (i, j, ) € [L]? X [qkc], coeffe: (h) =0,

and |D| < K, then there is no condition under which A is identically zero. Thus,
Pr[badi] = 0.

. Casell: A combines more than K keys: We now analyze the bad event in which [D| > K. As argued for Case
I-b, including ¢;5¢ terms in h induces §y;f; ¢ terms in h, which must be cancelled by also including ¢, ; §; ¢ terms

in h (as these are the only other terms which induce terms of the form §y; ﬁ~,-,§). At a high level, we will show that
including K different ¢; 3§ terms in A will induce §7; Bi.¢ terms in A for a sufficient number of i € [L] such that, with
high probability, there is some i’ induced such that i’ ¢ S*. For i/, the ¢} , ﬂA,-rsg term needed in A induces a 7 Pie

term as opposed to Sy ﬂ}’g term (because i’ ¢ S*), and thus cancellation cannot occur and & is not identically zero.

Because the 5}7i,5~,~,§ terms we analyze are identical to those used in Case I-b, we directly proceed with the
cancellation argument. Let C = {(i, j, &) € [L]? X [gxc] : coeffézjﬂ}g(fl) # 0} be the set of indices for 54*,#?1,5
terms in h and define the following sets:

C'={18: 0,8 eCni=j}, C"={(Lj&eC:i#j}
Co ={(i,&) €eC’':ie S}, Co. ={(i,j, &) eC" :ie S}
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As in Case I-b, the challenger’s formal polynomial can be written as

h=fi+ ) coeff s (h) - 5| & +y[W- £t + > iibie

§€D iGSE

e coeffy 5 (h)- (STifie)+ ), coeffy 5 () (Fifie) (311
(id)ecy, ’ (18)€C\Cy, o

+ Z Coeffé;,-[?j,g(ﬁ) . (5)71-/%,5:) + Z Coeﬁé;iﬁj,g(ﬁ) . (fl-,gj,g)
(i EECY, (1.6 €C\CYl

where /i is a polynomial over vV such that Coeﬁgyiﬁjg(l]) = coeff;iﬁjg(ﬂ) =0 for all (i, j, &) € [L]? x [gkc] (ie.,

i does not contain any §y; ﬁ & OF F,ﬁ ¢ terms).

By inspection of Eq. (3.11) and using the above fact on fi, we have

coeff, ﬁi,g(iz) = coeff,, B{_f(fz) for (i, &) € C' \ Ci.,
coeffgyi/;jé(fz) = Coeﬁéj;,i,é,-,g(ﬁ) for (i, j, £) € Cy.,
coeff,. /;j’g(fz) = coeff,, B,-,;(ﬁ) for (i, j, &) € C”" \ C4..
Thus, if C;’*, C”\ C;’*, or C\ Cg* are non-empty, then h#0.
Now suppose that Cg., C” \ C¢., and C" \ Cg. are empty. We can simplify Eq. (3.11) to
h=ji+ ) coeffus () -5\ @+ yiw-fle+ ) e[+ ) coeffy 5 (h)- (5%/3,-,5), (3.12)
£eD i€Se (i.£)€Cy,

Rearranging Eq. (3.12) further, we have that
h=p+ Z SViPie - (coeﬁézég(h) + coefféz’i/;ig (h))
(1.£)eUNCy,

+ Z coeffézég(h) “SVifie + Z Coeﬁéi,,-/?i,g(h) - §YiPig,
(i8)eU\Cy. (i£)eCl\U

(3.13)

where U = Ugep{(i,£) : i € S¢} is the set of indices (i, £) such that £ € D and i € S¢ (ie,, the indices that
appear in the top sum in Eq. (3.12)), and where

F=ji+ ) coeffs ()5 (0? rylw fg%) .
£eD

Notably, we have absorbed the §& and §w;7/ terms into i’ so that ji’ contains all the terms that are not core to
the analysis of the |D| > K case. By construction, we have that coeffgyﬁ,g (') = 0forall (i, j, &) € [L]? X [gkc].
LFJ.8

Intuitively, we can see from Eq. (3.13) that the only cancellations can occur in U N C¢.. That is, the sets U \ Cg,
and Cg. \ U must be empty (which we will formally argue below) and thus C. = U for the bad event to occur.

We conclude by arguing that the adversary has a negligible probability of producing an h such that C, = U.

Proceeding with the argument outlined above, if U # Cj. then there exists some (i, ¢) € (U \ Cg.) U (Cg. \ U).
It follows that coeffg);‘/;_g(fl) = coeffé*gg(fl) #0or coeffgyﬁ_f(fl) = coeff . [;_g(il) # 0, so h # 0 in this case.
iPi, 2 iPié 4,i P18
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It remains to bound the probability that C;. = U, which itself is bounded by the probability that U C Cx..
First we recall that C¢. = {(i,§) € C" :i € '} and U = Ugep{(i, §) : i € S¢}. Per the change added in hybrid

Hybé,l;?—l,int’ the set S* is sampled after the (y — nHh post-challenge zero-test query, and so no zero-test query
is answered between the sampling of S* and the current query. Because S* influences A’s view only through

the entries of ‘7“, the adversary has not received any information on S*, so we have that

L
Usecs s(L—“) :
: L

teD
where the final inequality follows from the halting condition added in hybrid Hybgb) which asks that there
is no collection of sets Sy, ..., Sz, with union size less than or equal to L/x. Since |D| > K in this case, this
condition applies to any K elements of D and yields | Ugep Se| > L/x.

Pr[bady] < Pr[U C Cg.] < Pr

Finally, recall that L — Lt = w(log A) and x > 1. Consider any c¢; > 0. Because L — L = w(log 1), there exists
some d; € N such that L — L > ¢;log A for all A > d;. Let ¢ = ¢; log e/k. We have that,

L
L—Lg\*
Pr[bady] < (1 - Ct)
L
L— Ly
< —
< exp( ” )
log A
< exp (_c1 08 ) for A > d;
K
— y-cloge/x for 1 > d;
=) for A > d,.

Note that since ¢; > 0 was arbitrary, ¢ = ¢; log e/x can take any positive value, and so there exists a negligible
function negl(-) such that
Pr{bady] = negl().

Case III: coeff;: U(h) # 0 for some (i, ) € [L] x ({1} UV, \ {ﬁj £} (.£)e[L1x[qxc]): This final case considers
the remaining challenge set-dependent terms not covered in the previous cases.

Explicitly, this case occurs if, for i € [L], coefféz_(fl) 0, coefféz ,ij(fl) # 0 for some j € [B], or coeff .. 55(};) #0
5L 5L 4,076

for some & € [qkg]. We consider these as sub-cases and analyze them below:

- Case IlI-a: coeff;: (h) # 0 for some i € [L]: A ¢}, term in h induces an Sy; or 7; term in h. We argue
that no other terms induce § §Yi ot F; terms in h, and thus no cancellation occurs in this case. From Eq. (3.3),
we have that no other term in h induces a term of the form § §7; and thus the only remaining option to
induce it is to pair an element 9; € YV, and 6, € V,. If 6, is ¢, then this induces an § term in h, however
no 4, € V, contains a (solo) y; term. If 0; is y;, then this induces a y; term in h, however no 9, € V,
contains an § term. If 9; is wl», Wy, Or c ., for some i’ € [K], then this induces a term containing wy,
which (paired with any 4, € (Vz) cannot equal §¥;. Finally, we have that no other term in h induces a (solo)
7. In particular, a ¢] term induces neither an sj; nor an 7; term pecause (mh> must have been created
before the challenge phase and neither § nor any 7; appears in a 7~ entry before then.

Ak A

- Case III-b: coeffé* # (h) # 0 for some (i, j) € [L] x [B]: A \ Cy; #J term in h induces an §7;¢0 or it/
term in h. We argue that no other terms induce these terms in 4. From Eq. (3.3), we can see that the only
remaining option to induce a §};7/ or 7;7/ term, other than by pairing c4 with TJ itself, is to pair some
other element 0, € ”Vl with 0, € ”Vz If 9, is €3, then this 1nduces an § term in h however no 9, € (Vz
contains a (solo) ;77 term. If ; is J;, then this induces a 7; term in h however no 9, € (Vz contains an §7/
term. If 9, is c4 ., for some i’ # i, then this induces an §}; or 7y term in h, which (paired with any 0, € (Vz)
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cannot equal §§;7/ or 77/ since i’ # i. If 4 is w,/, Wy, or c3 , for some i’ € [K], then this 1nduces a term
containing w;, which (paired with any 9, € Vj) cannot equal §7;7/ or 7;7/. Finally, we have that 7J is the
only element of V, which induces a (solo) 7/ term, so no other pairing can induce the required #/ factor
either. In particular, like Case Ill-a, a ¢ term induces neither an sy; # nor an 77/ term because (m;;) must
have been created before the challenge phase and neither § nor any 7; appears in a 7~ entry before then.
- Case III-c: coeff & 8¢ (h) # 0 for some (i, £) € [L] x [gkc]: Forany j € S¢,a ¢y, 55 term in h induces an
sy,y]ﬂ] gor rly]ﬂ] £ “term in h. We argue that no other terms induce these terms in h. From Eq. (3.3), we can
see that the only remaining option to induce a 5y;y; ,B £ OL FiYj ﬂ ¢ term, other than by pairing ¢, ; with 5§ it-
self, is to pa1r some other element ; € (Vl with d; € V,.1f 9, is ¢, then this induces an s term in h however
no 9, € V, contains a (solo) j Yi¥j ﬁ ;¢ term. If 4 is §; or y], then this induces a y; or y; term in h, however no
b, € V, contains an § or ; term. If 9, is &* " for some i’ # i, then thls induces an sy or 7 term in h, and the
only 4, € V, that supplies a ﬁ ;¢ factor together with a y factor is 55 Pairing the two yields only terms of
the form sy, yi ,Bk £OT Tir g ,Bk ¢ for k € Sg. To match the § + factor we need k = j, and then the remalmng Vi
(resp. 7) factor would have to equal y; (resp. 7;), which forces i’ = i. In particular, this rules out i’ = j as pair-
ing ¢, ; with 55 gives sy]y, ﬁ, ¢ (wheni € S§) which carries ﬁ, ¢ rather than B - and is therefore a different
monormal If 9, is Wy, Twy, or 03 » for some i’ € [K], then this induces a term containing wy ,Wthh (paired
with any 9, € (Vz) cannot equal sylyj/?] gorv; y]ﬂj ¢ Finally, as argued in Case I-b, /3J ¢ and 55 are the only
elements of V, which induce a B¢ term, and the former would have to be paired with an element of V, in-
ducing sy;y; or 7;y;, of which there are none, so no other pairing can induce the required y; ﬁ & factor either.
We note in particular that ﬁ ¢ 1s unique to the key £, so these terms cannot be cancelled by ¢ ; 65 terms for
any £ # & Note that, like Case Ill-a, a ¢} term induces neither an §y;y;; s nor an 7;y; ; - term because (m; )
must have been created before the challenge phase and neither s nor any 7; appearsina 7~ entry before then.

Summarizing the analysis above, we have

coeffsy, (h) = coeffe: (h) fori e S*
coeffy, (h) = coeffz: (h) forie[L]\S*
coeffyy,z (h) = coeﬁ"éz’ifj(fl) for (i, j) € S* x [B],
coeff;, s (h) = coeff, + (h) for (i, /) € ([L]\ $*) x [B],
coeffy; ; 5., () = coeff,, 5 (h) for (i,€) € $" % [qka], j € S,
coeff, ; 5 (h) = coeff,, 5, (h) for (i,€) € ([L]\ ") X [gkal, j € Se.

It follows that if any of the Case III terms are included in h, then h has a corresponding term and thus his

never identically zero. Thus,
Pr[badm] =0

Combining the case analysis above, we overall have that

Pr[bad] < Pr[badi-,] + Pr[badi-,] + Pr[bady] + Pr[bady]
= negl(4).

Lemma 3.18. ForallA € N and all y € [qz1], Pr[Hybéi? N] = Pr[Hybé’b;mt(A)].

Proof. All that differs between the two hybrids is when the challenger samples the set S* and performs the associated
substitution on the entries of 7. Specifically, this step is performed immediately after the (y — nth post-challenge
zero-test query in hybrid Hybé’l;(), while it is instead performed immediately after the y' post-challenge zero-test

query in hybrid Hyb(b) int- We will argue that A’s view is identical in both hybrids.

Throughout, we let SubSg- denote the ring homomorphlsm as defined in hybrid Hyb6 oint> SO that the substitution

step performed in both hybrids replaces each entry h of 7 with SubSs- (h). We also recall that, since hybrid Hyb( )
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the zero-test oracle answers a query on a handle (h) by testing whether h =0, and so the set $* sampled in this step
influences A’s view only through the entries of 7.

We first observe that the first y — 1 post-challenge zero-test queries are answered identically in both hybrids,
as the substitution step is performed after the (y — 1)™ query in either case.

Next, consider the y™" post-challenge zero-test query on a handle (h) with associated adversary formal polynomial
h= ‘7A~((h)) and challenger formal polynomial b’ = T ((h)) (Where the latter is prior to any substitution). As the behav-
ior added in hybrid Hyb( ) apphes to this query, if coeffs (h) # 0 or coeffz: z,(h) # 0 for some (i,8) € [L] x ({1} UW),
then both hybrids return ‘non-zero” without accessmg the table 7~ at all and the query is answered identically.
Otherwise, coeff; 1(h) = coeffc4iz,(h) =0 forall (i,9) € [L] x ({1} U V). By inspection of Eq. (3.3), ¢} ; are the only
variables in “V that can induce a f} varia~ble in #’, and thus A’ contains no monomial involving any of the variables
{Fi}tie[r)- It follows that SubSg:(h’) = h’, and so the ™ query is again answered identically whether or not the
substitution has already been applied.

It remains to argue that the entries of 7~ coincide in both hybrids from the point immediately following the
1™ query onwards, from which it follows that the remaining post- challenge zero-test queries are also answered
identically. Consider any handle (h) present in 7~ at this point and let A’ again denote the entry it would have in the
absence of any substitution. In hybrid Hybé )3 int> the entry is SubSg- (h ), so it suffices to show that the same holds
in hybrid Hyb( );, which we do by induction on the order in which handles are created.

For the base case, a handle created before the substitution step has entry SubSs- (h'), as the step is applied to
every handle in 7 at that time. For the inductive step, consider a handle (k) created after the substitution point and
suppose that every handle (hy) created before it has entry SubSs- (h;). We go over each way in which (h) may have
been produced below:

+ Post-challenge key-generation queries: On the &M key-generation query, the challenger adds the entries
(Big) ¥ Pig for eachi € S and (5¢) > & + (Xje[k) YieWi) - Fe(7) + Zle% ViBi¢ to 7. Neither entry contains
any of the variables {7;};c(1] and so both are unaffected by the SubSs- ring homomorphism.

« Post-challenge generic group oracle queries: The analysis of the generic group oracle queries is as follows:

- BGGM.Encode(x, v): The challenger adds the entry (h) — x to 7 where x denotes the constant poly-
nomial, which is again unaffected by the SubSgs- ring homomorphism.

— BGGM.Add((h1), (hz)): Recall that the challenger adds the entry (h) — T(h)) + T ((h)) to T By the
induction hypothesis and the fact that SubSg- is a ring homomorphism, we have that

T ((hy)) + T ((hy)) = SubSs- (K}) + SubSs- (h}) = SubSs- (k) + h},) = SubSs- (k).

- BGGM.Pair({h;), (h2)): The challenger adds the entry (h) T ((h1)) - T ((h)) to T By the induction
hypothesis and the fact that SubSs- is a ring homomorphism, we have that

T((h)) - T ((hy)) = Sust*(h’) Sust*(h ) = Sust*(h’ h’) = SubSs- (h').
In each case, the entry of (h) coincides with SubSg- (fl’), and thus A’s view is identical in the two hybrids. It follows that

Pr[Hyb) (1)] = Pr[Hyb{"). (1)]. O

Lemma 3.19. Forall A € N, Pr[Hyb(") . (2)] =Pr[Hyb{}) . (A)].

6,qzT,int

Proof. The lemma follows from the fact that both hybrids operate independently of the challenge bit b. In particular,
any zero-test query dependent on the challenge-message-dependent component (which is the only component
dependent on the bit b) must have that coeff: (h) # 0, and the oracle only ever returns “non-zero” in this case (as the
forced-“non-zero” rule applies to every post-challenge zero-test query, and no pre-challenge query can involve ¢}). O
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The theorem follows by applying a standard hybrid argument over Lemmas 3.11 to 3.19. In particular,

|Pr[b* = 1:b=0] = Pr[b* = 1: b =1]| = | Pr[Hyb{" (A)] — Pr[Hyb{" (A)]]
< 2(4+qzr) - negl(})
= negl(4),

where we have used the fact that gz1 = poly(4). O

Parameter instantiation. We now give one example of how to set the parameters of Construction 3.7 so that
Theorem 3.8 yields inverse-polynomial error and the conditions of Theorem 3.10 are satisfied. We stress that there is
nothing special about our parameter selection; any choice of L, Ly, Lct, K, and P satisfying the conditions suffices. Take

L=K=1 , Ly=A , Ly=A-21% , P=2log}.

Per Theorem 3.8, we have that Construction 3.7 is statistically correct with error

L. 1 A _1
,s(/1)=Lsk(1—Tt)=A3~/b =173,

Furthermore, L and K are polynomial in A, Lg = A3 = w(logd),and L — L = A5 = w(log A). Moreover, we have that
K- Ly = A5 >20=x-Lwithk=2 (forall A > 8), and P = Alog* A = w(Alog 1) = w(K - log A) with P > A (for all
A > 2). Thus, by Theorem 3.10, Construction 3.7 is semantically secure in the generic bilinear group model.

Lifting to full correctness. As discussed in Remark 3.4, we can reduce Construction 3.7’s inverse-polynomial
error to negligible correctness error. Applying this with the above parameter instantiation, we obtain the following.

Corollary 3.20 (Tagless Batched IBE from Pairings in the BGGM). Let A be a security parameter and let GroupGen
be a prime-order asymmetric pairing-group generator. There exists a tagless batched identity-based encryption scheme
with identity space I = {I)})en where I) = {0,1}* that is correct with negligible error and semantically secure in the
generic bilinear group model.

4 Multi-Authority Attribute-Based Encryption without Random Oracles

Multi-authority attribute-based encryption (MA-ABE) extends ABE to independent authorities that each issue keys
over the attributes they manage [LW11]. Existing pairing-based schemes rely on a hash function that is modeled
as a random oracle in security analysis [LW11, RW15, OT20, DKW23a, DKW23b, DP23]. In this section, we apply
our technique to obtain an MA-ABE scheme supporting conjunction policies that does not rely on random oracles.’

4.1 Multi-Authority ABE Definitions

We start by recalling the syntax and security notions for (fully decentralized) multi-authority attribute-based encryp-
tion [LW11]. We consider fully-adaptive security [DKW23b].

Definition 4.1 (Multi-Authority ABE [LW11, adapted]). A multi-authority attribute-based encryption (MA-ABE)
scheme with global identifier space G = {G1} 1en, attribute universe U = {U, } 1w, and policy space P = {Pura}maen
is a tuple of efficient algorithms ITpma-age = (GlobalSetup, AuthSetup, KeyGen, Encrypt, Decrypt) with the following
syntax:

3Strictly speaking, our scheme is proven secure in (a model that implies) the Shoup generic group model [Sho97, BB04b], which implies the
random oracle model [ZZ23]. However, our scheme makes only black-box use of the group and does not rely on an explainable oblivious sampler,
unlike schemes that substantively use the random oracle. This gives a meaningful sense in which our construction avoids random oracles.
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« GlobalSetup(14,1M) — pp: On input the security parameter A and a policy-size bound M, the global setup
algorithm outputs parameters pp. We assume that pp implicitly contains the security parameter 14, policy-size
bound 1Y and a description of the message space M; (where |M;| > 2).

+ AuthSetup(pp,a) — (mpk,, msk,): On input the parameters pp and an attribute a € U}, the authority-setup
algorithm outputs an authority (master) public key mpk, and authority (master) secret key msk,. We assume
that mpk, and msk, implicitly contain the parameters pp and the attribute a, and that one can efficiently check
if mpk, is well-formed (e.g., consisting of elements in the correct groups).

+ KeyGen(mskg, gid) — skggiq: On input an authority secret key msk, and a global identifier gid € G,, the
key-generation algorithm outputs a secret key skqgid.

+ Encrypt({mpk,}qsea, P, m) — ct: On input a set of authority public keys {mpk,}4ca for a set of attributes A, a
policy P € Py over A, and a message m € M, the (randomized) encryption algorithm outputs a ciphertext ct.

« Decrypt({skqgid}aca, ct) — m: On input a collection of secret keys {skgid }aca for a set of attributes A and
a fixed identifier gid € G,, and a ciphertext ct, the decryption algorithm outputs a message m € M, or L.

Remark 4.2 (Multi-Attribute Authorities). Following [RW15], we simplify our syntax and definitions by associating
each authority with a single attribute. To handle multiple attributes, an authority can simply internally maintain
several single-attribute authorities.

Definition 4.3 (Correctness). An MA-ABE scheme IIpma-age is statistically correct with error £(4) if, for all ,, M € N,
all parameters pp in the support of GlobalSetup(1%,1M), all sets of attributes A C U, all authority key-pairs
(mpk,, msk,) in the support of AuthSetup(pp, a) for a € A, all policies P € Py, over A, all attribute sets A’ C A
satisfying P, all global identifiers gid € G, all secret keys sk giq in the support of KeyGen(msk,, gid) for a € A’, and
all messages m € M, (where M, is the message space associated with pp),

Pr [Decrypt({ska,gid}aeA/, ct) = m: ct < Encrypt({mpk,}zea, P, m)] >1-¢(A).

Remark 4.4 (Negligible Correctness Error). Like the batched IBE setting discussed in Remark 3.4, our definition allows
the correctness error ¢ = £(A) to be non-negligible. When (1) < 1/2—1/poly(A), we can achieve negligible correctness
error by performing a poly’ (1)-wise repetition of the scheme. Concretely, a sender produces poly’ (1) = w(logA) -
poly(4)? ciphertexts encrypting the same message, and the receiver decrypts all of them and outputs the majority result.

Definition 4.5 (Semantic Security). For an MA-ABE scheme IIya-aBg, an adversary A, a bit b € {0, 1}, and a security
parameter A € N, we define the semantic security experiment as follows:

1. Setup phase: The adversary A sends a policy-size bound 1™ to the challenger. In response, the challenger
samples pp < GlobalSetup(1%, 1M) and gives pp to A.

2. Pre-challenge query phase: The adversary ‘A can now make the following queries:
+ Authority-setup queries: In an authority-setup query, A specifies an attribute a € U),. In response,

the challenger samples (mpk,, msk,) <~ AuthSetup(pp, a) and gives mpk, to A.

« Authority-corruption queries: In an authority-corruption query, A specifies an attribute a € U,. In
response, the challenger gives msk, to A.

« Key-generation queries: In a key-generation query, A specifies an attribute a € U and a global identifier
gid € G). In response, the challenger samples skqgig <~ KeyGen(mskg, gid) and gives skqgiq to A.

3. Challenge phase: At some point, A outputs a challenge policy P* € Py, over attributes A* C U together
with two challenge messages mg, m; € M. It also outputs a well-formed authority public key mpk . for each
corrupt attribute a* € A*\ A where A denotes the set of attributes queried up to this point to the authority-setup
oracle. The challenger replies with ct* « Encrypt({mpk,}acana U {mpk,.}a-can\a, P*, m}).
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4. Post-challenge query phase: Now, A can continue to make authority setup, authority corruption, and
key-generation queries as in the pre-challenge query phase.

5. Output phase: At the end of the experiment, A outputs a bit b* € {0, 1}, which is the output of the experiment.

We let Agjq denote the set of attributes queried to the key-generation oracle for a given global identifier gid € G, and
C € U, denote the set of corrupt attributes (i.e., the attributes a on which A made an authority-corruption query,
together with the attributes a* for which A supplied its own authority public key mpk,. in the challenge phase).
We say that an adversary A is admissible if the following holds:

« For every global identifier gid € G, the set (Ag4jq U C) N A does not satisfy the challenge policy P*.

+ No authority-setup query is made on an attribute a € U that was previously queried to the authority-setup
oracle or supplied by the adversary during the challenge phase.

« No corruption or key-generation queries are made on attributes a € U that were not previously queried to
the authority-setup oracle.

We furthermore say that IIpma-age is semantically secure if, for every efficient admissible adversary A, there exists
a negligible function negl(-) such that for all A € N,

|Pr[b* =1:b=0] —Pr[b* =1:b=1]| < negl(1).

Remark 4.6 (Unique-Attribute-Identity Security). Definition 4.5 allows an adversary to make several key-generation
queries to the same authority on a single identity, potentially receiving a different identity secret key on each query.
We also consider security allowing only one key-generation query per identity to each authority, which we refer
to as unique-attribute-identity semantic security. It is straightforward to upgrade unique-attribute-identity security to
full security by having each authority sample a key for a pseudorandom function (PRF), which it stores in its master
secret key and uses to derive the key-generation randomness.

4.2 Multi-Authority ABE Construction

In this section, we describe our construction of multi-authority attribute-based encryption without random oracles. As
described in Section 1.1, we obtain our scheme by augmenting a variant of the Lewko-Waters [LW11] multi-authority
ABE scheme (where the random oracle is replaced by a K-wise independent hash function) with our slot mechanism
(see also Fig. 1). We provide relevant background on linear secret sharing with linear independence for unauthorized
rows in Section 2, and we give our full construction below:

Construction 4.7 (MA-ABE). Let A be a security parameter, and M be a policy-size bound, and define the slot count
L = L(A, M), the number of slots Lgx = Lgk (4, M) associated with each secret key, number of slots Ly = Lt (4, M)
associated with each ciphertext, and the hash function K-wise independence size K = K(A, M). Let U = {U } e be
an attribute universe and P = {Pum.1} maen be a policy space where Py 1 consists of policies that can be described by
a linear secret sharing scheme of a size at most M for U. Let GroupGen be a prime-order asymmetric pairing-group
generator. We construct an MA-ABE scheme IIpa-ase = (GlobalSetup, AuthSetup, KeyGen, Encrypt, Decrypt) with
attribute universe U, policy space P, and global identifier space G = {G1 }1en for G = {0, 1} as follows:

« GlobalSetup(1%,1M): On input the security parameter A and policy-size bound M, the global setup algorithm
proceeds as follows:

- Sample a prime-order asymmetric pairing group G = (Gy, Gy, Gr, p, G1, G, €) Grqquen(l’l) and
generators g; ¢~ Gy \ {g}} and g, - G \ {9}. Define [1], = g1, [1]; = g2, and G = (G, [1]1. [1]2).

- Sample group elements [u1]s,..., [ux]s € G, and define the function H(X) = 2ie[K] X'"1u;],. Note
that H: Z, — G, is a K-wise independent hash function keyed by ([u1], ..., [ux]2).

Output the global parameters pp = (G, H) and define the message space to be M = Gr.
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« AuthSetup(pp, a): On input the parameters pp = (G, H) and an attribute a € U, the authority-setup algorithm
proceeds by sampling exponents &g, Ya, Y1,a: - - -» Y1,a < Zp and then outputs the authority (master) public key
mpk, = ([@a]r. [al1. {[¥ial1 }ie[1]) and authority (master) secret key mskq = (cas Yas {Yia}ic(11):

+ KeyGen(msk,, gid): On input an authority secret key msk, = (@a, Ya, {Via}ie[1]) and a global identifier gid € G,
the key-generation algorithm proceeds as follows:
- Sample a set Sggiq & (s e2ll |8 =Ly} and sample exponents f; 4 4id & Zp for all i € Sy 4iq.

- Compute [6a,gid]2 = [aalz + yalh gid]z + Ziesa,gid [Yi,aﬁi,a,gid]z where [hgid]Z — H(gid).
Output the secret key skggia = ([Sagid]2s {[ﬁi,a,gid]z}iesu,gid)-

+ Encrypt({mpk,}qsea, (M, p), [m]7): On input a collection of authority public keys {mpk,}sc4 for a set of at-
tributes A where each mpk, = ([aal1, [yal1, {[Vial1}ic[r]) @ policy (M, p) consisting of a share-generating
matrix M € fo(" with £ < M and a row labeling function p: [¢f] — A, and a message [m]r € M,, the
encryption algorithm proceeds as follows:

— Sample an exponent s <- Zp, and let [c1]7 = [s]7 + [m]7.
— Sample exponents vy, . .., Up, Wa, . . ., Wy, < Z, and define v = (s,0,...,0,) and w = (0, wy, ..., wy).
— For each x € [¢], sample an exponent ry ¢ Z, and perform the following:

» Compute the following ciphertext components:

[CZ,x]T = [mIV]T +7rx [ap(x)]T > [CS,x]l =[red1 [‘34,x]1 = rx[yp(x)]l + [m)T(W]l’

where m! is the x'" row of M.
* Sample a set Sct,x - {S g2t |S| = Lct} and let [CS,x,i]l =Ty [Yi,P(x)]l forie Sct,x and [CS,x,i]l & G,
forie [L]\ Sctx-

Output the ciphertext ct = (M, p), [e1]T, {([czx]T [e3x]1, [cax]1s {[esxili}ie[r)) Yxere))-

+ Decrypt({skggid}aca, ct): On input a collection of secret keys {skqgid }aca for a (fixed) global identifier gid € G
and a set of attributes A where each skygia = ([dagid]2: {[Biagid]l2}ic Sagid ), together with an input ciphertext ct =
(M, p), [ea]T, {([ezx]T [esxlt, [cax]t, {[CS,x,i]l}ie[L])}xe[l])s the decryption algorithm proceeds as follows:

- If A does not satisfy the policy (M, p), then the decryption algorithm outputs L.

— Otherwise, let X = {x € [£] : p(x) € A} be the indices of the rows of M associated with the attributes in A
and write X = {xy,...,x|x|}. Now, let Mx be the matrix formed by taking the subset of rows in M indexed
by X. Since A is authorlzed there exists a vector ws = (wa1, ..., w4 x|) € Z Xl such that ooAMX =el

1
— Compute [hgiq], < H(gid).
— Output the following message:

[m]t =[]t Z WA, ( CZxL-]T - [03,x,»]1 : [5p(x,-),gid]2
ie[|X]]

+ [C4,xi]1 . [hgid]Z + Z [C5x,j ,B_/ p(xi), gld] )

JE€Sp(x;)gid
Theorem 4.8 (Correctness). Construction 4.7 is statistically correct with error e(1) = M - Lg (1 — Ly /L).

Proof. Take any A, M € N and any pp in the support of GlobalSetup (1%, 1M) where pp = (G, H). Now take any
set of attributes A C U and, for each a € A, take any (mpk,, msk,) in the support of AuthSetup(pp, a) where
mpk, = ([alT. [Yal1. {[¥ial1}ie[r)) and mska = (¢a, Ya. {yia}ie[r))- Next, take any policy (M, p) where M € Z;*" for

40



¢ < M,and p: [¢{] — A, and take any A’ C A satisfying (M, p). Furthermore, take any gid € G, and, foralla € A’, any
skagid in the support of KeyGen(msk,, gid). We have that each secret key skygia = ([dagid]2: {[Biagid] g}iesavgid) where

[5a,gid]2 =|aq t yahgid + Z Yi,aﬂi,a,gid

iESa)gid 9

Finally, for any message [m]1 € M, let ct « Encrypt({mpk,}aca, (M, p), [m]7) where ct = (M, p), [c1]T, {([c2x]T
[Cs,x]l, [04,x]1,{[Cs,x,i]l}ie[L])}xe[fj) for

fnaly = [0, el = [T regpealr, lendy = s Dol = sy,

[03,x]1 = [rx]l, [CS ] _ [rx}’i,p(x)]l [ € Sctx
xilg = , . >

[04,,(]1 =7y [yp(x)]l + [mlw]l = [rxyp(x) + mlw]l, 1 [rx,l.]1 i ¢ Sctx

where m! is the x'" row of M and, for each x € [£] and i ¢ Scx, r.i € Zp denotes the discrete logarithm of the
uniformly random group element [cs . ;]; < G; sampled by Encrypt.
Now consider [m*]1 < Decrypt({skagid}aca, ct). As A’ satisfies (M, p), there exists wa = (wa1,..., 04 x|) €

Z;,X‘ where coIVMX = eI and X = {x1,...,xx|} = {x € [f] : p(x) € A’} is the set of indices of the rows of M
associated with the attributes in A’. Now, for each i € [|X]], let a; = p(x;) and observe that the interpolation value

[zi]r = [CZ,XL‘]T - [c3,xi]1 ’ [5a,-,gid]2 + [c4»xi]1 ) [hgid]z + Z [CS,xi,j]l ’ [ﬁfﬂi’gid]z

jesai,gid

_ T T
- [mxiv + rxi“ai]T = |Tx;O%a; + hgidrxiyai + Iy Z Yj,aiﬁj,ai,gid + [hgidrxiyai + hgidmxiw]T
jesai,gid T

+ Z [rxin,aiﬁj,ai,gid]T + Z [r;i,jﬁj’ai’gid]T

jesai,gidmsct,xi jESai,gid \Sct,xi

_ T T ’
= |m, v+ hgidmxiw + Z (rxi,j — TwiYjai) Biaigid
jESai,gid\Sct,xi T

This means that

[m1r = [s+mlr— ) owilzls

ie[Ix1]

T T ’
=|s+m-— Z Ay mxiv+ hgidmxiw + Z (rxi,j - rxi}/j,ai)ﬂj,ai,gid

i€ [ ‘Xl jesui,gid \Sct,xi T
T T
= S+m—0)A/MXV—hgid -Q)A,MXW— Z (‘)A',i' Z (rx,j rxly]al)ﬁjalgld
lE“Xl] jesai,gid\sct,xi T
_ T ’
=|[s+m—e;v—hgq- e w— Z wpr Z (rxi’]- - rxi)/j,a,-)ﬂj,ai,gid
ie[[1X]] jESai,gid\Sct,xi T

Slstmos— Y owi| D (- ravia)Biasd

l€[|XH jesai,gid\sct,xi T
’
= Z WA * Z (rx,-,j - rxi}/j,ai)ﬂjsaiagid
i€ [ |X| jesai,gid \Sct,xi T
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Observe that if Sg, gig € Sct,x, for all i € [|X]], then Sg, gid \ Sct.x, = @ for all i € [|X|] and consequently the blinding
term vanishes, so [m*]1 = [m]1 and decryption succeeds. It remains to bound the probability of decryption failure.
For any given i € [|X]], we have that

L
Pr[sai,gid ¢ Sct,x,»] < Z Pr[j¢ Sct,xi] = Ly (1 - TCt) .

jesal,gid
By a union bound and the fact that £ < M, the decryption error is
Pr[[m"]7 # [mlr] < Pr[3i € [IX]] : Sa,gia & St ]

L L
St’~LSk(1—TCt)SM-LSk(1—TCt). o

Theorem 4.9 (Security). Suppose 2* < p = 29 L = poly, (4, M) and K = poly,(4, M), Ly, = w(log)) and
K- Lg > k- M- L for some constant k > 2, and L — Ly = w(log A). Then Construction 4.7 is unique-attribute-identity
semantically secure for the subset of policies P’ = {Pj'\“ Ymaen where PJ,\/I,A C Pu.a consists of policies that achieve
linear independence for unauthorized sets in the generic bilinear group model of order p.

Proof. Consider the following hybrids parameterized by a bit b and a security parameter A and, implicitly, an efficient
admissible adversary A. We use green to denote changes between hybrids.

» Hybrid Hyb(()b) (4): This hybrid is equivalent to an admissible adversary A playing the unique-attribute-identity
semantic security game against Construction 4.7 where the underlying bilinear group is modeled as a generic
bilinear group per Definition 2.2. We let gas, qkG, gsGom, and gzt denote upper bounds on the respective
number of authority setup, key generation, generic bilinear group operation (i.e., encode, add, and pair oracles),
and zero-test oracle queries A makes. We additionally let N = N(1) denote an upper bound on the size of the
number of columns n in the challenge policy P* = (M*, p*) where M* € Zf,x". The hybrid proceeds as follows:

- Setup phase: The challenger, upon receiving a policy-size bound 1™ from the adversary, performs the
setup procedure as follows:

+ The challenger samples a prime 2* < p = 29} sets the BGGM handle space H = {0, 1}*, and also
initializes the table 7~ which maps handles to exponents.
» Next, it samples exponents uy, . .., ug & Z, and executes BGGM.Encode(u;, 2) to produce a handle
(u;) for each i € [K]. Define the hash function H'(X) = };c[k] X'y,
The challenger sends the parameters pp = (p, {{u;) }ic[x]) to the adversary A.

— Pre-challenge query phase: The adversary A may make authority setup, authority corruption, and
key-generation queries of its choosing (subject to admissibility) which proceed as follows:

« Authority-setup query: On the (" authority-setup query on an attribute a; € Uy, the challenger
samples exponents ay, Yz, Y105 - - -» YLL & Zy. It then executes BGGM.Encode(ay, T) to produce (o),
BGGM.Encode(yy, 1) to produce (y;), and BGGM.Encode(y;, 1) to produce (y; ) for each i € [L].
It sends the authority public key mpk, = ({az), (y¢). {{yi) tierr)) to the adversary A.

= Authority-corruption query: On a corruption query on attribute a; € U,, the challenger sends
the authority secret key msky = (az, ys, {Yi¢ bie[r)) to the adversary A.

« Key-generation query: On the £ key-generation query on an attribute az € U, and a global
identifier gid; € G) (where the pair (ag, gid;) is unique, as we are in the unique-attribute-identity
setting), the challenger generates a secret key sk as follows:

- The challenger samples a set Sy ¢~ {S € 2L 1 |S] = L.

- Next, for each i € S, it samples an exponent f; ¢ & Z, and executes BGGM.Encode(f; ¢, 2)
which produces a handle (f; ).
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- Finally, it computes 6; = az + yghs + 2jcs, VigPie where hy — H'(gid;) and where a¢, yz, and
each y;; are from the authority secret key msk; where { = {(£) is the index of the authority
setup query on ag. It then executes BGGM.Encode(d¢, 2) to produce (5¢).

The challenger sends the secret key sk = ((8¢), {{fi¢) }ies,) to the adversary A.
During this phase, A may also query the generic group oracles. We reiterate their functionality below:

«+ BGGM.Encode(x,v): On input an exponent x € Z, and an index v € {1, 2, T}, the oracle samples a
handle (k) & 7 and aborts with output “collision” if 7°({h)) is already defined. Otherwise, it adds
the entry (h) — (x,v) to 7 and returns (h).

» BGGM.Add({h1), (h2)): On input handles (h), (hs) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and T ({(hz2)) = (x2,v2) and aborts with output “invalid” if the entries are undefined or if
U1 # Uy. It then computes x = x; + x; € Z,, samples a handle (h) & H, and aborts with output
“collision” if 77({h)) is already defined. Otherwise, it adds the entry (h) — (x,v;) to 7 and returns {h).

» BGGM.Pair({hy), (h2)): On input handles (h;), (hy) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and T (¢h2)) = (x2, v2) and aborts with output “invalid” if the entries are undefined or if either
v # 1 or vz # 2. It then computes x = x1x; € Z,, samples a handle (h) & H, and aborts with output
“collision” if 7 ({h)) is already defined. Otherwise, it adds the entry (h) > (x,T) to 7 and returns (h).

» BGGM.ZeroTest((h)): On input a handle (h) € H, the oracle retrieves 7 ((h)) = (x,v) and aborts
with output “invalid” if the entry is undefined. It returns “zero” if x = 0 € Z,, and “non-zero” otherwise.

- Challenge phase: In this phase, the adversary A outputs an admissible challenge policy P* = (M*, p*)
over a set of attributes A* C U (where M* € Zf,x" with £ < M and p*: [£] — A¥), together with handles
(mg), (m]) for A’s challenge messages such that 7 ({m;)) = (mg, T) and 7 ({m])) = (m], T). Namely,
both messages are in the target group. For each corrupt attribute a* € A* \ A (where A denotes the set
of attributes queried to the authority-setup oracle at this point), A also provides authority public-key
handles mpk,. = (@), (Ya-) { (Vi Y ic()) such that T((a)) = (e, T) and T((ge-)) = (g, 1), and
T ({Yia*)) = (Yia*» 1) for each i € [L]. Namely, the authority public-key components are in the correct
groups. The challenger produces the challenge ciphertext ct” encrypting (m;) under P* as follows:

» The challenger samples an exponent s <~ Z,, retrieves the entry 7 ({my)) = (m}, T), and then runs
BGGM.Encode(s + m;, T) to produce a handle {c7).

+ Next, it samples exponents vy, . .., U, Wa, ..., Wy & Z,, and then defines the vectors v = (s,09,...,0p)
and w = (0, wy, ..., wp).

« For each x € [£], let a, = p*(x), and let m% denote the x™ row of M*. If a, € A, let {, be the index
of the authority-setup query A made with a, as input. The challenger samples an exponent ry < Z,,
and does the following:

- The challenger executes BGGM.Encode(m:'v + rxaz,, T) to produce (c; ).

- Next, it executes BGGM.Encode(ry, 1) to produce (€30

- Next, it executes BGGM.Encode(m}Tw + rxY¢,» 1) to produce (c; ).

- Finally, it samples a set St ¢~ {S € 2lL1:|§] = L} For each i € [L], it computes Cxi = IxVig, if
i € 5 and samples ¢; _ ; & Z,, otherwise, then runs BGGM.Encode(c;, ;, 1) to produce (c; , ;).

If a, ¢ A, the challenger samples an exponent r, < Z, and does the following:

- The challenger retrieves the entry 7 ({¢g, )) = (a4, T), and then executes BGGM.Encode(m?"v+
rxQa,, T) to produce {(c; ).

- Next, it executes BGGM.Encode(ry, 1) to produce (cj ).

- Next, it retrieves the entry 7 ((ya,)) = (Ya,, 1), then executes BGGM.Encode(m:Tw + ryy,,, 1)
to produce (c; , ).

- Finally, it samples a set S* & {S € 2l1 . |S| = L. }. Foreach i € [L], it does the following. If i € S*,
it retrieves the entry 7 ({yi,qa,)) = (Via,- 1), then executes BGGM.Encode(ryy;q,, 1) to produce
(c5 ;) Otherwise, it samples c; _ ; & Z,, and executes BGGM.Encode(c;, ;, 1) to produce {c; ;)
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The challenger sends the challenge ciphertext

ct® = (M7, p"), (D), {({c3)s (e300 {ehads {5 ) Yierr) Fxeren),

to the adversary A.

- Post-challenge query phase: The adversary A may again make authority setup, authority corruption,
and key-generation queries subject to admissibility. Namely, for every global identifier gid € G, the
corrupted attributes (including those provided by the adversary during the challenge phase) together
with the set Agjq of attributes queried to the key-generation oracle for gid do not satisfy the challenge
policy P*, and no authority-setup query is made on an attribute a € U that was previously queried to
the authority-setup oracle or supplied by the adversary during the challenge phase and all corruption and
key-generation queries are made on attributes previously set up. Furthermore, recall that we are in the
unique-attribute-identity setting, and thus A may only make key-generation queries on distinct (a¢, gid;)
pairs. The challenger responds using the same procedures as the pre-challenge query phase. During this
phase, A may again make encode, add, pair, and zero-test oracle queries as specified above.

— Output phase: The adversary outputs a bit b* which is the output of the game.

« Hybrid Hybib) (A): This hybrid is equivalent to hybrid Hyb(b), except we add the following halting condition:

- Key-generation queries: Let K* = K/M. If there exists a collection of K* sets S¢,, ..., S¢,. € [L] sampled
during distinct key-generation queries (i.e., &, .. ., {x- are all different) on the same attribute a such that

| Uieik+1 S&;| < L/x, halt with output 0.

« Hybrid Hyb'” (1): This hybrid is equivalent to hybrid Hyb!"), except we add the following halting condition:

— Generic group oracle queries: f BGGM.Encode, BGGM.Add, or BGGM.Pair returns “collision” because
the sampled handle (h) has previously been sampled (i.e., 7 ({(h)) is already defined), halt with output 0.

« Hybrid Hybgb) (A): This hybrid is equivalent to Hybgb) (including its handle collision-abort rule) except that
it augments the challenger so that, in addition to maintaining handles that refer to group elements, it also
keeps track of two kinds of formal polynomials to which the handles map. Specifically, handles given to the
adversary map to polynomials over a set of formal variables V, while the challenger simultaneously maintains
polynomials over a set of formal variables <V that it will use to evaluate zero-test queries. We refer to the former
as the adversary’s formal polynomials and the latter as the challenger’s formal polynomials. To distinguish
the representations used below, a plain symbol x denotes an actual exponent in Z,, [x], denotes the corre-
sponding concrete group element in group G,, and (x) denotes an opaque handle for that group element in
the generic-group game. A hatted polynomial p records, using only the components exposed to the adversary,
the formal algebraic expression associated with a handle, while a tilded polynomial p expands the same handle
in terms of the challenger’s underlying sampled values.

The set of variables V over which the adversary’s formal polynomials are defined captures the components
the construction returns during global setup, authority setup, key generation, and encryption. In detail, Vis
specified as follows:

V1= {0z zelgu) Y iz 0elLixians] Y AE xtxerm) U {65 heeny UHE i} oon emixiL,

Vo = {ij}jerx) Y {0e}eeiane) Y {Bist orelLixlac ]

(VT = {éT} U {&é’}ge[q,\s] U {é;,x}xe[M];

V= (Vl U (Vz U (VT.

The set of variables V over which the challenger’s formal polynomials are defined captures the group elements
sampled when running global setup, authority setup, key generation, and encryption. In detail, V is specified
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as follows:

V= {5} U{ar Gctreigns) Y {Tictan)eliixigns] Y {W Ok trezng Y {i} ek
U {Fxtxemm) U ATt onermixiz) Y {Biet (e elLixlgxs]-

At any time ¢ in the hybrid, define an assignment ¢, : V — Z,, that maps each challenger variable 4 € V to the

corresponding value v € Z,, if it has been sampled by time t and to 0 otherwise. We let Evaly, : Z, (V] — Zy
denote the standard polynomial-evaluation ring homomorphism induced by ¢;. Thus, in particular, the variables
r..; and f; ¢ evaluate to 0 until the corresponding values have been sampled.

With adversary and challenger formal polynomials defined, the hybrid proceeds as follows:

— Setup phase: The challenger performs the setup procedure with the following additional steps:
+ When the challenger initializes the table 77, it additionally initializes tables 9 and 7~', along with an
empty set Z of authority-setup query indices for corrupted authorities.
+ With handles (u;) for each i € [K], it adds the entries (1;) > @; to 7 and (u;) > ; to 7.
— Pre-challenge query phase: For each authority setup, authority corruption, and key-generation query,
the challenger responds with the following additional steps:
«+ Authority-setup query: For the (" authority-setup query on attribute ay, with the handles (o),
(ys), and (y; ) for each i € [L], the challenger additionally adds the entries (ay) — dv, (ys) = G,
and (y;¢) = Yz to 7 and {ar) = az, (ys) = g, and (yis) = yig to 7.
= Authority-corruption query: On a corruption query on attribute ay, the challenger defines the

ring homomorphism Corr; : Z,, [V] - Z,[V] induced by

0~{§ (g a'g,

Yo Yo, and 0+ 0 otherwise,

Vi vie forie [L]

and adds { to Z. Label the elements of Z = {{7,..., {m} and define Corrz = Corrgs o --- o Corrg,

(notably, this is the identity mapping when Z is empty). For each handle (h) in T, leth= T ((h))
be the challenger’s formal polynomial indexed by (h) and replace the entry (h) — h with the new
entry (h) — Corrz(h). Note that, after corruption, the variables of a corrupt authority do not appear
in 7. Furthermore, because ¢: maps the variables a;, §j;, and y; s of each corrupt authority { € Z
to az, Yz, and y; s respectively (i.e., the same values Corry itself substitutes), we have that

Evaly, (Corrz(h)) = Evalg, (h).

« Key-generation query: For the £ key-generation query on attribute ag and global identifier gid,,
the challenger additionally does the following:

- With the handle (f; ) for each i € S, it adds the entry (f; s) [%g to 7 and (Big) [}i'_g to 7.
- When it computes 5z = ag+yche+2jcs, VigPie (where az, yz, and each y; ¢ are from the authority
secret key msk; where ' = {(£) is the index of the authority setup query on ag.) to produce the
handle (J¢), it also adds the entries (5;) 35 to 7 and (8¢) > Corrz(az+7e - 2jelK] gidéflﬁj +
Yies, VicPre) to 7. Recall that hy = 3 e k) gidé_lu ;.
When A makes generic group oracle queries, the challenger performs the following additional steps:

» BGGM.Encode(x, v): In addition to adding :[he entry (h) — (x,v) to T (i.e., no halt occurred), the
challenger adds the entry (h) + x to both 7 and 7 where x denotes the constant polynomial.
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» BGGM.Add({hy), (hy)): When it adds the entry (h) > (x1 + x5, v1) to T (i.e., no halt occurred), the
challenger additionally adds the entries (h) + 7 ((hy))+7 ((h,)) to T and (h) > T ((hy))+T ((hy))
to 7, where both sums denote formal polynomial addition.

» BGGM.Pair({hy), (hy)): When it adds the entry (h) +— (x1x2,T) to 7 (i.e., no halt occurred), the
challenger additionally adds the entries (h) + 7 ((hy)) -7 ((hy)) to T and (h) + T ((hy)) - T ((hy))
to 7, where both products denote multiplication in the formal polynomial ring.

+ BGGM.ZeroTest((h)): If (h) is present in 7, then it returns “zero” if

Eval¢t (fl) =0

for the challenger formal polynomial h= 7 ((h)) at the time t of the query, and returns “non-zero”
otherwise.
— Challenge phase: This phase includes the following additional steps:

« When the challenger produces the handle (c}), it also adds the entries (c}) > ¢] to 9 and (c]) =
S+7( (my)) to 7 where (my) is the handle for the challenge message.

» Next, it defines vectors of challenger polynomial variables Vv := (8, 3y, . ..,7,) and W = (0, Wy, ..., Wy).
Then, for each row x € [¢] in the challenge policy (M*, p*), let a, = p*(x) and let (a4 ), (ya, ), and
(Yiay for i € [L] be the components of the authority public key mpk,_used to encrypt (i.e., the
handles the challenger produced on the authority-setup query for ay if ax € A and the handles A sup-
plied in this phase otherwise). In the former case, T((aax)) = ay, for the index {; of that query (or the
value ay_ if a is corrupt), and similarly for (y,,) and (y; 4, ). The challenger then does the following:

- With (¢} ), it adds the entry (cj ) > & to 7 and (c} ) > Corrz(m¥ + 7, - T ((ta,))) to T
- With (¢} ), it adds the entry (cj ) — ¢ to 7 and (¢} ) = Fx to 7.
- With (c ). it adds the entry (¢} ) > ¢} to 7 and (c] ) — Corrz(m"W + 7, - T ((ya,))) to 7
- Finally, with (c; , ;) for each i € [L], it adds the entry (c; ;) = ¢ to 7. It additionally adds
to 7 the entry (c; ;) > Corrz(Fx - T ({yia,))) if i € S; and (ci ;) > F.; otherwise.
— Post-challenge query phase: This phase is the same as the pre-challenge query phase. In particular, at
the time ¢ of each zero-test query, the challenger uses the current assignment ¢, which now includes the
values sampled during the challenge phase, and returns “zero” if Evalg, (h) = 0 (where h = 7 ((h)) is the

challenger formal polynomial associated with the queried handle (h)) and “non-zero” otherwise. Note that
an authority-corruption query made in this phase will rewrite the entries added during the challenge phase.

- Hybrid Hybib) (A): This hybrid is equivalent to Hyb(b), except for the following change:

— Zero-test oracle queries: When the adversary A queries a handle (k) to the zero-test oracle, the chal-
lenger no longer evaluates the assomated challenger formal polynomial h = 7((h) under the current
assignment ¢,. Instead, it returns “zero” if 7 ((h)) = 0in Zy [V] and “non-zero” otherwise. That is, this
hybrid tests whether T ((h)) is identically zero as a formal polynomial, while previous hybrids tested
whether Eva|¢,t(7”((h))) =0.

The behavior of the remaining hybrids is dependent on which authorities the adversary A has corrupted by
a given zero-test query. We define X jon to be the set of rows x € [£] where p*(x) = a; for some { ¢ Z, (i.e.,
x is not for a corrupted attribute), where Z, denotes the set of authority-setup indices for corrupted authorities
Z at the time of the y™ post-challenge zero-test query. Furthermore, let X cor = [€] \ X hon. We let Xg pon and
Xo.cor denote these sets at the start of the post-challenge query phase. Note that, because A is admissible, it
never makes an authority-setup query on attributes that were previously corrupted (either by a corruption
query or by being supplied during the challenge phase).

We also deﬁne the following procedure given a set X C [£]. For each x € X, the challenger samples a set
St & (S e2lll:|S| = Ly}. Let SubSx z: Z,[V] = Z,[V] be the ring homomorphism induced by

71 > Corrz (Fy - T ((Yia,)) forxeX,i€S: and o> otherwise.
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We say that the challenger samples and substitutes (X, Z) if it replaces every entry (h) R of T with the entry
(h) = SubSx z(h’) (i.e., the  ; components are substituted with Corrz (7 - 7 (i, ))) for x € X and i € S}).

- Hybrid Hybé”z int (A): This hybrid is equivalent to Hyb(b) , except for the following change:

- Challenge phase: This phase is modified so that for each (c;, ;) for (x,i) € Xohon X [L], the challenger
no longer samples S* and instead always adds to 7~ the entry (cs ;) > 7. For each handle (c; , ;) for
(x,1) € Xgcor X [L], it proceeds as before and samples a set S* & {S € 2[11 . |S| = L.}, and then it adds
the entry (c; , ;) > Corrz(Fy - ‘f“((yi,ax))) to 7 if i € Syand(c;, ;) P 7, to 7 otherwise. This process
was previously done for all rows x € [¢].

— Post-challenge query phase: At the start of the post-challenge query phase, the challenger additionally
samples and substitutes for (X pon, Z), where Z is the set of corrupted authorities at this point.

« Hybrid Hybé’bX) (4) for y € [gzr]: This hybrid is equivalent to Hyb;’bX)_Lmt, except for the following change:

- Post-challenge zero-test oracle queries: On the y™ post-challenge query to the zero-test oracle on
a handle (h), the challenger defines the ring homomorphism Expd,: Z,[V] — Z,[?V] induced by

S§ = +yg Z gidé_lﬁj + Z y,;év/;i,g for{ e Z,& e [qeg] with { = (¢) , G+ 0 otherwise
jelK] i€Sg

ie., Expd, expands the keys issued by corrupted authorities in terms of the known components that have
been returned to A. Then, it defines Az = ExdeX (7°((h))) and does the following:

» Message-dependent component: If coeff:: (hz) # 0 (i.e., there is a ¢} term in the expanded ad-
versary formal polynomial associated with (h)), then the oracle returns “non-zero” (regardless of
whether it is identical to the zero polynomial or not).

» Uncorrupted-challenge-set-dependent component: If coeffé;xi{,(flz) # 0 for some pair (x,i) €
Xyhon X [L] andd € {1} U V), then the oracle returns “non-zero” (fegardless of whether it is identical
to the zero polynomial or not).

« If neither of the cases above occur, and for the remaining post-challenge queries to the zero-test
b®)

oracle, the challenger proceeds as in hybrid Hyb, Y- Lint’

Note that because the hybrid is defined recursively, all post-challenge zero-test oracle queries before the
x™ query have already also been changed to include the above behavior.

- Hybrid Hybé’l;)’int(ﬂ) for y € [gzr]: This hybrid is equivalent to Hybéﬁ() , except for the following changes:

- Post-challenge zero-test oracle queries: The challenger makes the following changes:
« The challenger no longer samples and substitutes for (X,_1hon, Zy-1) after the first y — 1 post-
challenge queries to the zero-test oracle.

« Immediately before answering the y' post-challenge query to the zero-test oracle, the challenger
samples and substitutes for (X, _1pon \ X;.hon. Z,) (i.e., for the rows whose authority was corrupted
after the first y — 1 post-challenge queries to the zero-test oracle and before the y' one).

« Immediately after the y™ post-challenge query to the zero-test oracle, the challenger samples and
substitutes for (X, hon, Zy).

Lemma 4.10. For Ly, = w(logA) and K - Lyc > x - M - L for some constant x > 2, there exists a negligible function
negl(-) such that, for all A € N,

| Pr[Hyb{" (1)] - Pr[Hyb!" (1)]] < negl(A).
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Proof. The hybrids are equivalent except for the event that the halting condition in Hybib) is triggered. Namely,
letting K* = K/M, the experiments are equivalent unless there exists some collection of sets Ses -5 Sge C [L]
sampled during (pre- or post-challenge) key-generation for K* different keys &;, . . ., &+ for the same attribute a such
that the union | U;ex+] Sg;| < L/x, or equivalently, unless there exists some set T C [L] with |T| = L/x such that
Sg, € T for all i € [K*]. We will bound the event that a collection of sets with union satisfying the above constraint
is sampled on key-generation queries even for different attributes, which strictly contains the halting condition. Let
bad denote this latter event.

We first consider the probability that a given set S, & (S e 2l 1 |S| = Ly} is contained within a fixed set T

of size L/x. We have that
L L -1 L Lk
Pr[Sg,gT]S( /K)( ) S( /K) — Lo
’ Lsk Lsk L

Now, because each set Sg,, ..., S¢,. is sampled independently of each other (and any queries the adversary does,
as each key-generation query samples a fresh set), we have that

Pr[Vie [K*] : S;, € T] =Pr[Sg, € TIX <X 1.

To analyze the full bad event, observe that there are (%¢) possible collections of K* sets and (JK) possible target

sets T. By applying the union bound and using the fact that ¥ > 2, we have that,

qxc L . "
Pr[bad] < . -Pr[Vie [K']:S; CT
r[a]_(K*) (L/K) tlVi € [K']: S € T]
. K* 3
(e QKG) AR
K*
< KK*-log(e-qKG/K*)/logK+L—K*-Lsk'

IA

Finally, recall that gxg = poly(4) < A°! for all 1 > d; for some c1,d; € N, and that K* - Ly = K - Ly /M > x - L.
Consider any c; > 0. Because Lgx = w(log ), there exists some d, € N such that Ly > czlogA for all A > dj. Let
c=(1-1/k)logk - cz — ¢; — 1 and d = max(ds, d, 3). We have that,

Pr[bad] < K,K*-log(e-)tcl)/logK+K*~L5k/K—K*-LSk for A > dl
< KK*-((C1+1)log/l/logkf(lfl/;c)-czlogxl) for A >d
=K for A > d
< A€ forA>d, ifc > 0.

Note that since ¢, > 0 was arbitrary, ¢ can take any positive value. That is, for every ¢ > 0, it holds that Pr[bad] < A7¢
for all sufficiently large A, and so there exists some negligible function negl(-) such that

| Pr[Hyb " (1)] = Pr[Hyb'" (1)]| < Pr[bad] < negl(A). O
Lemma 4.11. ForL = poly, (4, M) andK = poly, (A, M), there exists a negligible function negl(-) such that, forallA € N,
| Pr[Hyb” ()] = Pr[Hyb{” (D)]] < negl(2).

Proof. The two hybrids are identical except for the event that the halting condition in Hybgb) is triggered (i.e., one
of the handles sampled during the experiment is equal to a previously sampled handle). Let bad denote this event.
Since each handle is sampled uniformly from H = {0, 1}*, a union bound over pairs of sampled handles over the
course of the hybrid (both sampled during adversarial queries and by the challenger) gives us

2
Pr[bad]sz”' K +qas- (L+2)+qkc - (Lek + 1) +gpoom+M - (L+3)+ 2| .

—— —_— —
Global  Authority setup Key generation Generic Challenge
setup queries queries group phase
phase queries
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Finally, recall that L = poly, (1) < A% forall A > d;, K = poly, (1) < A% forall A > dy,* gas = poly,;(1) < A% for
all A > ds, gk = poly,(A) < A% for all A > d4, gggom = polys(A) < A% for all A > ds5, and M = poly, (1) < A% for
all A > dg for some cy, ¢y, ¢3, €4, Cs, Cs, d1, do, d3, ds, ds, dg € N. Furthermore, Ly, < L. Let ¢ = max(cy, ¢o, 3, €4, Cs, ¢6) and
d = max(dy, dy, d3, ds, ds, ds). We have that

2
Pribad] < 27+ (A% + 4 (2% +2) 4 2% (A + 1) + A% + 2% (2" +3) + z) for A > d

2
<271 (3/12“+8AC+2) for A > d
<27%. (162%)? for A >d
- 28—/1+4010g/1 for /1 > d
< 9734 for A > max (d, 256¢%, 32) .

It follows that there exists some negligible function negl(-) such that
| Pr[Hyb'” (1)] - Pr[Hyb\"” (1)]| < negl(1). O
Lemma 4.12. Forall A € N, Pr[Hybgb) D] = Pr[Hybéb) M].

Proof. The two hybrids are identical except that, in hybrid Hyb§b>, the challenger additionally maintains adversary
and challenger formal polynomial tables 7~ and 7~ respectively along with the set of corrupt authorities Z, and it
answers a zero-test query on a handle (h) at time ¢ by testing if Evalg, (h) = 0 for the challenger’s formal polynomial
h=9((h)).In hybrid Hybgb), the challenger instead tested whether x = 0 for the exponent x where 7 ((h)) = (x,v).
Because neither table is given to the adversary A and neither is used to answer any other oracle query, we need only
argue that these two ways of answering a zero-test query always agree. We do so by showing that the challenger’s
formal polynomial h associated with a handle (h) always evaluates to the exponent x held in 7 ({h)).

Before continuing with the analysis, we first recall the entries the challenger adds to 7~ for the handles it produces
over the course of the experiment:

(yo) = gy for { € [gas] (€hx) > Corrz (m"W + 7dia, ) for x € [¢]

Giy(vig) = vig for (i,0) € [L] X [gas] | Corrz(Fxfia,) i€ Sk _
<C;,x> — 7 forx e [{] <c5’x’i> BT for (x.1) € [] < [L].

i otherwise

{ (uj) — u; for j e [K]
2

- (0g) +> Corrz (()Nlév + 3¢ Z gidé*laj + Z ?i’gﬂN,-’sz) for £ € [gkal,
(Big) > Pig for& € [gucl.i € S¢

Je[K] i€Sg
—
G {tg . ?i i for < [ans! (c5) +> Corryz (M + Fe@,,) forx € [£],

(4.1)
where msk; is the authority secret kfey where { = {(£) is the index of the authority setup query on the attribute as of
the £ key-generation query, my =7 ({my)) is the challenger’s formal polynomial associated with the challenge mes-
sage handle (m;), and, for each row x € [¢] of the challenge policy, ax = p*(x) and @, = 'i“((aax)), Ua, = ‘i“((yax)),
and Jiq, = ‘i'((yi,ax)) are the challenger’s formal polynomials associated with the components of the authority public
key mpk,_used to encrypt.

We also recall that each authority-corruption query replaces every entry (h) +— h of 7 with (h) — Corrz(h)
for the updated set Z of corrupt authorities, where Corrz maps the variables &, §jr, and y; s of each corrupt authority
{ € Zto ag, yr, and y; ¢ respectively. Furthermore, the assignment ¢; maps each challenger variable to its correspond-
ing sampled value, provided the value has been sampled by time ¢ (otherwise, it is mapped to 0). Note that, because

4L and K are polynomial in A and M, which is itself polynomial in A.
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¢, also maps the variables a;, ¢, and y; to ag, yr, and y; o respectively (i.e., the same values Corry itself substitutes
for the corrupt authorities), we accordingly have that Evalg, (Corrz(h)) = Evaly, (h)

We now argue that Evalg, (h) = x for every handle (h) with 7°((h)) = (x,v) and every time t > t;,, where t;,
denotes the time at which (h) is created. For this, it suffices to show that Eva]¢t (h) = x, as Evalg, (h) = Eval¢z (h) =x
for all t > t;,. This is because once an actual exponent is sampled and stored in 7 ({h)), it is never reass1gned further-
more, the only subsequent modification made to 7((h)) is the ring homomorphism Corrz on an authority-corruption
query, which preserves evaluation as argued above.

Our analysis breaks down into a case covering handles mapping to values directly sampled by the challenger
(i.e., handles output by the challenger during setup, authority setup, key-generation queries, and the challenge phase,
excluding the challenge-ciphertext components that depend on handles supplied by A: namely the handle (c})
together with the handles (c] , ), (¢} ), and {(c; , ;) for i € S} for each row x € [¢] with a, ¢ A, where A denotes the
attributes queried to authority setup prior to the challenge phase) which we call directly generated handles, and a case
covering handles mapping to values computed from values stored in other handles (i.e., handles produced by generic
group oracle queries as well as the message-dependent and malicious-authority-dependent challenge-ciphertext
components listed previously) which we call derived handles.

« Case I: (h) is directly generated: For this case, we can see from Eq. (4.1) that, by construction, each handle
produced by the challenger during these phases maps directly to the polynomial that, when substituted with the
appropriate variables (as is done when executing Evalg, (h)), exactly computes what the challenger computes to
produce these exponents. We accordingly only need to argue that the appropriate variables have been sampled
before time ty, as they are otherwise substituted with 0.

For handles (u;), (az), (yz), (i), (Big), and (cj ), the challenger adds the sampled exponents u;, a, yes Yigs
Pig, and ry to 7 directly before adding the challenger formal polynomials i, &z, 4z, Vi, ﬂ, & and 7y to T.

Next, for a handle (§¢) which is sampled during a key-generation query, the challenger computes the exponent
O = ay +ychg + Ziesg YigBig for by = 3 ek gidg_luj, and the values uy, ..., ux, ar, ys, and y; ¢, Bi s for i € S¢
were all sampled prior in global setup, in the authority-setup query for as (because A is admissible), or earlier

in the key-generation query in question.

For a handle (c; , ;) falling into this case (i.e., p*(x) = ax where a, € A was output by the gvx authority-setup
query or where i ¢ S* +) recall that the challenger computes the exponent ¢§ , ; = rxyiq, if i € S; and it samples
C5xi & Z, otherwise, and that this occurs in the challenge phase. In the former case, this is mapped to the
challenger formal polynomial Corrz(#¥;,q4, ), which is equal to 7y}; 4, if the authority has not been corrupted
and y; 4 7 if the authority has been corrupted. Observe that r, was already sampled in the challenge phase,
and y; o (if used) was sampled in the authority-setup query for a, (in particular, the adversary must provide
authority public-key handles for attributes on which an authority-setup query has not been made, putting
those all in Case II). In the latter case, the entry is 7, ; which is added to 7" directly after sampling ¢ _ ;.

Finally, for the handles (c; , ) and (c; , ) falling into this case, the challenger adds entries mapping the handles to

Corrz(m:Tv + Fray,) and Corrz(m:Tw + FxUz,) respectively, where v = (8,02, ...,0,) and W = (0, Wy, ..., Wy).
Observe that the corresponding values s, v, . .., v,, W2, . .., Wy, and r, were all sampled prior in the challenge

phase, and the values a;, and y; were sampled in the authority-setup query for a, (following the same
argument as above).

« Case II: (h) is derived: We use induction on the order in which the handles were sampled.

The base case is the first handle created over the course of the experiment, which is a handle (u;) that the
challenger produces during setup. This is directly covered by Case 1.

For the inductive step, we first consider each of the three generic group oracles separately. For the BGGM.Add
and BGGM.Pair oracles, we write 7 ({h1)) = (x1,v1) and 7 ({hz)) = (x2,v2), and we note that the handles (h;)
and (h;) must be sampled before (h) for the oracle to not have aborted. Thus, by the induction hypothesis,
we have that Eva|¢th (hy) = x1 and Eval¢th (hy) = x5 at the time ¢y,
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- BGGM.Encode(x, v): The challenger adds the entry (h) — (x,v) to 7" and the entry (h)  x to 7 where
x denotes the constant polynomial, thus Evaly, (h) = x.

- BGGM.Add((h1), (h2)): The challenger adds the entry (h) > (x1+x2,v1) to 7 and the entry (h) hy+hy
to 7. Notably, every variable in h; + h, appears in h; or in hy, and has thus already been sampled by time
th, OF tp, where tp,, tp, < tp. Furthermore, because Evaly, is a ring homomorphism, we have that

Eval¢th (fll + ﬁz) = Eva|¢,th (i:ll) + Eval¢th (i:lg) =x1 + X3.

- BGGM.Pair({h1), (h2)): The challenger adds the entry (h) — (x1x2, T) to 7" and the entry (h) — hy - hy
to 7. Notably, every variable in h; - hy appears in h; or in hy, and has thus already been sampled by time
th, Or tp, where tp,, tp, < tp. Furthermore, because Evaly, is a ring homomorphism, we have that

Evalg, (hy - hy) = Evalg, (hy) - Evaly, (hy) = x1x.

Next, we analyze the handle (c]), which the challenger produces during the challenge phase by execut-
ing BGGM.Encode(s + m;, T) to add the entries {(c}) — (s +m;,T) to 7 and (cj) — $+m; to 7", where
T ({m})) = (mj,T) is the entry for the challenge message handle. As above, the value s was sampled prior
in the challenge phase. Furthermore, the challenge message handle (m;) must have been sampled before the
adversary A submits it and thus before (c}) is sampled. By the induction hypothesis Evalg,, (my) = my, and
because Evaly, is a ring homomorphism, we have that

Evaly, (§+7y) =s+m;.

Finally, we analyze the handles (c; ), (), and {c , ;) for i € S for each row x € [¢] with a, ¢ A, which the
challenger produces during the challenge phase by encoding the exponents m:'v + rya,, , mi'w + ryy, ., and
xYia,> Where it retrieves the exponents a,,, Y4, , and y; . from the entries in 7 for the authority public-key
handles (a4 ), (Ya, ), and (yiq, ) supplied by A in this phase. As above, the values s, vy, ..., 0,, Wa, ..., Wy, and
rx were all sampled prior in the challenge phase. Furthermore, each supplied handle must have been sampled
before A submits it and thus before the corresponding challenge-ciphertext component is sampled. Thus, by the
induction hypothesis, Evalg, (dq,) = da,, Evalg, (Ja,) = Ya,, and Evalg, (yia,) = Via,, and because Evaly,
is a ring homomorphism, we have that

Evaly, (Corrz (m}T¥ + 7y, ) = Evaly, (M + Frea,) = mi'V + reaq,,
e | = o~ T | = o~ #T
Eva|¢[h (Corrz (mx w + rxyax)) = Eval¢th (mx W+ rxyax) =m, W+ IxlYq,,

Eval¢th (Corrz(FxViay)) = Eva|¢th (FxTiay) = I'xViay-

As we have shown above, the challenger’s formal polynomial h associated with a handle (h) always evaluates
to the exponent x held in 7 ((h)) = (x,v), and the lemma follows. Before continuing, we remark that we can also
consider a mapping from the adversary’s formal polynomials to challenger formal polynomials given by:

Gy

|
.

Big > Big for £ € [qrcl.i € S¢

dy > Corrz(ay) for { € [gas]

i > Corrz(i;)  for { € [gas] & > Corrz (mi'W + 7y, ) for x € [¢]

Vie — Corrz(yiy) for (i,{) € [L] X [qas] C "Via j € SF

Vg T RONZL ¢ el o (Comaliia) €S i
3y o Ty for x € [£] - i otherwise

uj—i; for j € [K] 35 — Corrz(dg + 17 Z gidé—lgj + Z fi’gﬁiyg) for & € [qkal,
jelK] ) ieSg

A #*T~ ~ o~
¢ > S+my & > Corrz (my'Vv + Frdq,) forx e [¢],
(4.2)
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where Z is the set of corrupt authorities at the time considered and where m;, a4, , Ja,, and ¥iq, are as in Eq. (4.1).
Note that the variables indexed by rows x € [M] \ [£] never appear in 7, so we do not need to consider them (i.e.,
they can all map to 0).

We can extend this mapping to a rlng homomorphlsm MapP Zy (V] - Zy [V] in the natural way, such that
h= MapP(h) for every handle (h), where h=9 ((h)) and h=7 ((h)) are the adversary’s and the challenger’s formal
polynomials associated with (k). This holds by construction for the handles the challenger produces, as can be seen
by inspection of Eq. (4.2), and it is preserved by the generic group oracles, as each of them updates 7 and 7~ with
the same ring operation (a constant polynomial for encode oracle queries, and the sum or the product of the entries
of the queried handles for add and pair oracle queries), which MapP respects. It is furthermore preserved by the
authority-corruption queries, as these never modify 7, while Corr is applied to every entry of 7, which amounts
to replacing MapP with Corrz o MapP.

Note that because MapP is a ring homomorphism, it acts on the adversary’s formal polynomial term by term
(i.e., each term of his mapped to the product of the challenger polynomials of the adversary variables it comprises,
and h is the sum of the resulting polynomials). We accordingly say that a term of h induces the monomials over V
that appear in its image, and, when analyzing the subsequent hybrids, we will study h by asking which terms of
h can induce a given monomial. Notably, several terms of h may induce the same monomial, in which case their
contributions to h may cancel. O

Lemma 4.13. There exists a negligible function negl(-) such that, for all A € N,
| Pr[HybS” (1)] = Pr[Hyb{” ()] < negl(2).

Proof. The hybrids are equivalent except for the event where the zero-test oracle is queried on a handle (h) associated
with challenger formal polynomial h= 7 ((h)) where Eval¢t(f~1) =0 (so Hybgb) returns “zero”) but h£0 (so Hybib)
returns “non-zero”). Let bad denote this event. For a particular zero-test query on handle (h") at time t’, we first observe
that the associated polynomial A’ is at most degree 4. This is because the construction gives out elements as follows:

« In global setup, authority setup, and key generation, the challenger’s formal polynomials associated with
handles in the left group G; have degree at most 1 and those associated with handles in the right group G, have
degree at most 2, so any handle in the target group Gt produced before the challenge phase (including (e ), the
challenge message handle (m, ), and the authority public-key handles (@,+) supplied by A) has degree at most 3.

« In encryption, the handles {(c; , ), (¢} ), and {(c; , ;) in the left group G; have degree at most 2 (as (y,,) and
(Via,) have degree at most 1, even if supplied by A), and the handles (c}) and (c; , ) in Gt have degree at most
4 (as (m}) and (a,, ) have degree at most 3 by the case above).

Consequently, every handle in G; or G; has degree at most 2, so A cannot pair to produce any polynomial of degree
greater than 4, and every component in Gt has degree at most 4. Furthermore, applying Corrz on an authority-
corruption query never increases the degree.

As hybrids Hyb(b) and Hyb(b) are identical until bad, it suffices to bound Pr[bad] in either hybrid [BR06]. In Hyb(b)
the zero-test oracle answers by checking whether h =0, so the only exponents from 7~ given to A are the authority
secret keys msk; = (ag, ys, {Yig}ie[r)) of corrupt authorities . Consider a zero-test query on a handle (h") at time
t’, and let Z be the set of corrupt authorities at time t’. Then A’s view up to time ¢, and hence #’, is independent of
the values of all challenger variables other than a, ij;, and y;; for { € Z, and none of these occur in k', as Corrz has
already replaced them with constants. Moreover, each variable occurring in K is added to T~ only when the challenger
samples the corresponding exponent uniformly from Z,, so ¢,/ assigns it this sampled value (rather than 0). We may
therefore apply the Schwartz-Zippel lemma (Lemma 2.3) to each zero-test query as though h’ were fixed in advance.
The lemma follows by applying the union bound and using the fact that gzt = poly,(1) and p > 2*.

4-qzr

Pr[bad] < gzt - Pr[Evaly, (R)=0AR £0] < = negl(4). O
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Recall that the behavior of the remaining hybrids is dependent on which authorities the adversary A has corrupted
by a given zero-test query. In particular, let Z; denote the set of authority-setup indices for corrupted authorities
Z at the time t and Z,, denote this set at the time of the 1™ post-challenge zero-test query. We define X hon to be the
set of rows x € [£] where p*(x) = a; for some { ¢ Z, (i.e., x is not for a corrupted attribute) and X, cor = [£] \ X hon-
Furthermore, we let Xy hon and X cor denote these sets at the start of the post-challenge query phase.

Recall that we also defined the following procedure given a set X C [¢]. For each x € X, the challenger samples
asetS; & {Se 212 |S| = L} Let SubSx,z: Z, (V] - Zy [V] be the ring homomorphism induced by

Frib Corrz(Fy - 7~'(<y,~,ax))) forxeX,ieS;, and d+— 3 otherwise.

We say that the challenger samples and substitutes (X, Z) if it replaces every entry (h) B of T with the entry
(h) — SubSx z(h’) (i.e., the 7 ; components are substituted with Corrz(7y - 7 ({yia,))) for x € X and i € S3). To
prove the remaining lemmas, we will require the following claim on the properties of the SubS ring homomorphism.

Claim 4.14. The ring homomorphism SubS satisfies the following properties:

« Time independence: For every X C Xy.hon, at every time t at or after the )(th post-challenge zero-test query (or
the start of the post-challenge query phase if y = 0), and every Z 2 Z;, we have that

SubSx z: 7, ; = Corrz(Fxfig,) forx € X,i€S; and G+ 0 otherwise,

i.e, although SubSx 7 is defined in terms of the entries ’i’((yi,ax)), which may be rewritten by authority-corruption
queries, it is the same ring homomorphism no matter when it is applied.

+ Corruption commutativity: For every X C X, non, at every time t at or after the x™ post-challenge zero-test
query (or the start of the post-challenge query phase if y =0), and all Z; C Z C Z', we have that

Corrz o SubSx z = SubSx 2z o Corrz,

i.e, corrupting Z' after performing the SubS substitution with the smaller corruption set Z is the same as performing
the SubS substitution with the updated corruption set Z' after corrupting Z'.

+ Parallel composition: For all disjoint X1, X C X, hon, at every timet at or after the )(th post-challenge zero-test
query (or the start of the post-challenge query phase if y = 0), and every Z 2 Z;, we have that

SUbSXIUXZ,Z = SUbSXZ,Z o SUbSXl,Z

i.e., performing the SubS substitution for X; U X, at once is the same as first performing the SubS substitution for
X and then performing the SubS substitution for X;.

« Invariance: For every X C [¢] and Z, lfﬁ € Zy [V] does not have any of the variables {f)’c’i}<x,,~)€XX[L], then
SubSx z(h) = h, i.e., substituting for X only affects the terms involving the variables r, ; for rows x € X.

Proof. We prove each property one-by-one. Throughout, let ¢ be a time on or after the y™ post-challenge zero-test
query (or the start of the post-challenge query phase if y = 0), and note that Z,, C Z; (as elements are only ever
added to the corruption set Z).

+ Time independence: For every row x € X, jon, We have that a, was previously queried to authority setup and
{x € Zy, 50 T ({Yia,)) = Corrz,(yiz,) at time t. It thus follows that, for every X C X, hon and every Z 2 Z,,

SubSx,z: 7y ; = Corrz(Fy - Corrz, (Vig,)) = Corrz(7xjiz,) forxe€X,ieS; and 00 otherwise,

following from the fact that Corrz o Corrz, = Corrz whenever Z, C Z.
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+ Corruption commutativity: Let X C X, on and Z; C Z C Z’. As both sides are ring homomorphisms, it suf-
fices to check that they agree on each variable o € V. First observe thatif 6 = 7/ ; withx € X and i € S, we have

Corrz: (SubSx,z(7,;)) = Corrz (Corrz(Fxfig.)) = Corrz (Fxfiz,) = SubSx 7/ (Fy.;) = SubSx z (Corrz (7y.;)),

following from time independence, the fact that Corrz o Corrz = Corrz whenever Z C Z’, and the fact that
Corrz/ (7 ;) =Ty ; (as Corrz only substitutes the variables of corrupt authorities). For every other variable o,
we have SubSx ~ () = 0 by definition, while Corrz (9) is either @ itself or a constant, and is hence mapped to
itself by SubSx . It follows that,

COH‘Z/ (SubSX,Z(ﬁ)) = COH‘Z/ (5) = SubSX’Zr (COFFZ/(ﬁ)).

+ Parallel composition: Let X1, X3 C X, hon be disjointand Z 2 Z;. As both sides are ring homomorphisms, it suf-
fices to check that they agree on each variable 5 € V. First observe that if = 7., withx € X; and i € S, we have

SUbSXz,Z(SUbSXI,Z(F;,i)) = SUbSXg,Z(CorrZ(Fx};i,gvx)) = Corrz(}:xf/i,gx) = SUbSXlqu,Z(f;,j)s

following from time independence and the fact that Corrz(#J;, ) does not have any variable 7/, .,. Similarly,
ifo = F)’C!i with x € X; and i € S, we have

SUbSXZ,Z(SUbSXl,Z(F,’(’i)) = SubSXZ,Z(f;J) = Corrz(fx)?isgx) = SUbSX1UX2,Z(;;/(,i)»

following from time independence and the fact that x ¢ X (as X; and X, are disjoint). For every other variable
0, we have SubSx, z(9) = SubSx, z(0) = SubSx,ux, z(0) = 0 by definition. It follows that,

SUbSXZ,Z(SUbSXl,Z(Z;)) =0= SUbSXIszyz(ZNJ).

« Invariance: By definition, SubSx z maps every variable other than {7/ ;} (xi)exx[r] to itself. As SubSx 7 is a

ring homomorphism and h does not have any of these variables, it follows that SubSX,Z(PNL) = h. O

Lemma 4.15. Foralll € N, Pr[Hybib) M] = Pr[Hybézim(A)].

Proof. All that differs between the two hybrids is when the challenger samples the sets Sy for x € X hon and performs
the substitution (via the ring homomorphism SubSx,, . z,, where Z; denotes the set of corrupt authorities at the start of

the post-challenge query phase) on the entries of 7. Specifically, this step is performed at the start of the post-challenge
(b)
5,0,int’
the challenger directly records the substituted entry (c5 , ;) > Corrz, (Fxyi, ) for each x € Xohon and i € Sy in hybrid
(b)
bS,O,int
Sy and record the same entries during the challenge phase). We will argue that A’s view is identical in both hybrids.

query phase in hybrid Hyb while in hybrid Hybib) itis instead performed at the end of the challenge phase. That is,

Hybib) instead of the entry {(c; ;) /> 7, ; as is done in hybrid Hy (for the rows x € Xg cor, both hybrids sample

We first note that, starting in hybrid Hyb‘(lb) (and for all remaining hybrids), the zero-test oracle answers a query
on a handle (h) by testing whether h=0(or alternatively not checking h at all), and nothing derived from exponents
from the table 7™ is given to A other than the authority secret keys msky = (az, ys, {yi¢ }ie[r)) of corrupt authorities
{, which are sampled independently of the sets S for x € X hon. It follows that the sets S for x € Xg hon influence
A’s view only through the entries of 7.

Now, observe that A’s view through the end of the challenge phase is identical in both hybrids, as the two hybrids
differ only in the entries the challenger records in 7~ for the handles (c5 ;) This is because A cannot make any
generic group oracle queries between the end of the challenge phase and the substitution point at the start of the
post-challenge query phase (notably, no handles are sampled and no zero-test queries are made). In particular, the
handles present in 7 at the substitution point are exactly those present at the end of the challenge phase.

It remains to argue that the entries of 7~ coincide in both hybrids from the substitution point onwards. Consider
any handle (h) present in 7 and let 4" denote the entry it would have at the same point in time in the absence of any
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substitution (i.e., the entry obtained by recording (c; , ;) > 77 ; for every x € Xonon and i € [L]). Note that we have the
requirement on time because h’ can be rewritten by the authority-corruption queries. We write SubSz = SubSx,, . z
(because this hybrid only samples and substitutes with Xy hon) and let ¢y denote the substitution point. By time
independence (Claim 4.14), at every time ¢ > t, and for every Z 2 Z;, SubSz maps 7, ; — Corrz(7x¥ig, ) for x € Xohon
and i € S}, and every other variable to itself. We now argue, by induction on the steps that create or modify entries of
7~ from the substitution point onwards that 7 ((h)) = SubS 7 (h') holds at every such time t > ¢, for every handle
(hy present in 7, in hybrid Hyb( and in hybrid Hyb5 oint>.and thus the behavior of the hybrids is equivalent.

For the base case, consider a handle (h) that is stored in 7~ at the end of the challenge phase (i.e., at the substitution
point, where Z, = Zo) We begin by analyzing hybrid Hyb(b) If (h) = (c5,.) for some x € Xghon and i € [L],
then hybrid Hyb records the entry (h) +— Corrz (¥, ) if i € S; and (h) — 7 ; otherwise, which in either
case is exactly SubSz, (7, ;) = SubSZO(h’) Thus the entry (h) — SubSZO(h’) is added to 7. Otherwise, i’ does not
contain any term involvmg any of the variables {7, ;}(x.i)ex,nox[L]- In particular, by inspection of Eq. (4.1), the entries
(€54 > Ty are the only ones the challenger adds that induce such a variable and no other entry the challenger
adds durmg the challenge phase involves them, while every adversary-added entry is added by a generic group
oracle query and is either a constant polynomial or a sum or product of entries created earlier. Hence, by i 1nvar1ance
(Claim 4.14), SubSZo(h’) = i’, and so the entry recorded is again (h) — SubSZO(h ). Moving on to hybrid Hyb
the base case holds by definition, as the substitution step replaces R in 7~ with SubS 7 (h').

For the inductive step, consider a creation or modification of 7~ performed after the substitution point, and let
t~ and t* denote the times immediately before and after it. Now suppose that T((h)) = SubSz,- (h’) for all handles
(h) in the table at time t~. We go over each possible change to 7~ below:

5,0,int’

« Post-challenge authority-setup queries: On the {'" authority-setup query, the challenger adds the entries
(ag) = ag, (yr) = G, and (y; ) — ¥i¢ for each i € [L] to 7. The corrupted authority set is unchanged, so
Z+ = Z;-, and no entry contains any of the variables {F] ;}(x.i)ex,p.nx[L]> and so, by invariance (Claim 4.14),
all added entries are unaffected by the SubSz,, ring homomorphism.

« Post-challenge authority-corruption queries: A corruption query replaces every entry (h) — h of T~ with
(h) = Corrz, (h) for the updated set Z;+ of corrupted authorities. Let ’ denote the entry (h) would have
at time ¢~ in the absence of any substitution, so that the corresponding entry at time t* is Corrz,, (R). As
Z;- C Zy+, the induction hypothesis and corruption commutativity (Claim 4.14) give us, in both hybrids,

T ((h)) = Corrz,, (SubSz,- (1')) = SubSz,, (Corrz, (K)).

+ Post-challenge key-generation queries: On the §th key- generatlon query, the challenger adds the entries
(Big) > Pi for eachi € Sy and (8¢) > Corrz,. (& +7r X je(k] gld uJ +Dies; VigPis ) to 7. Again Zy+ = Z;-
and neither entry contains any of the variables {7/ ;}(x.i)ex,ponx[L]> 50, by invariance (Claim 4.14), both are
unaffected by the SubSz,, ring homomorphism.

+ Post-challenge generic group oracle queries: All three of these queries also leave the corrupt set unchanged,
so Z;+ = Z;-. The analysis of the generic group oracle queries is as follows:

— BGGM.Encode(x, v): The challenger adds the entry (h) — x to 7 where x denotes the constant poly-
nomial, which is again unaffected by the SubSz,, ring homomorphism.

- BGGM.Add((hy), (h3)): Recall that the challenger adds the entry (h) — 7 ((h;)) + T ((h,)) to 7. By the
induction hypothesis and the fact that SubSz,, is a ring homomorphism, we have that

T ((h1)) + T ((hy)) = SubSz,, (i;) + SubSz, (i) = SubSz,, (i, + k) = SubSg,, (}).

- BGGM.Pair({h;), (h2)): The challenger adds the entry (h) T ((h1)) - T ((h)) to T By the induction
hypothesis and the fact that SubSz,, is a ring homomorphism, we have that

T ((h1)) - T ((ha)) = SubSz,., (h;) - SubSz,, (h}) = SubSz,, (i - k) = SubSz,, ().

55



In each case, we have that 7°((h)) = Sub$S Zp (fz’) at time t* in both hybrids, and thus A’s view is identical in the
two hybrids. It follows that

Pr[Hyb\” (1)] = Pr[Hyb®) (1)]. o

5,0,int

Lemma 4.16. For L — L = w(log A), there exists a negligible function negl(-) such that for all A € N and all y € [qz71],

| Pr[Hyb") . ()] = Pr[Hyb(") (1)]] < negl(A).

5,x—Lint

Proof. All that differs between the two hybrids is the behavior of the zero-test oracle on the y™ post-challenge query

the adversary A makes. Specifically, for said zero-test query on handle (h), the oracle checks if the challenger’s formal
(b)

5,x—1int’
when certain message- and challenge-set-dependent terms are present in the expanded adversary formal polynomial

hy = Expd Z, (7°((h)) (as defined in the hybrid) in hybrid Hybéig . We will argue that, except with negligible prob-

polynomial h = 7°((h)) is identically zero in hybrid Hyb while it instead automatically returns “non-zero”

ability, the challenger’s formal polynomial h in this case would anyway not be identically zero and the oracle would
output “non-zero” in any case. We let bad denote the event that h (corresponding to an h that has the challenge

message- or challenge-set-dependent terms) is identically zero.
(b)

Before continuing, we recall how the challenger’s formal polynomials relate to the adversary’s in hybrid Hyb, Y Lint’

Let MapP;,; denote the ring homomorphism defined as MapP, except that ¢;  ; — 7} ; for every (x, i) € Xohon X [L]
(matching the entries (c;, ;) > } ; recorded in the challenge phase of Hybélz))mt). By the same inductive argument

as in Lemma 4.12, h = MapP (h) for every handle (h) up to the first substitution point. From that point onwards,

int
by the inductive argument of Lemma 4.15 (and since each SubSx 7 is a ring homomorphism applied to every entry), h

is obtained by applying the substitutions performed so far to MapPint(fz). Hence, for any y'™

)
5,x—1Lint

post-challenge zero-test
query, the challenger’s formal polynomial in hybrid Hyb can be derived from the adversary’s formal polynomial

via the following substitutions (where Z = Z,):

§r = Corrz(gy)  for { € [gas] Eix P Corrz (m}'W + Ffja, ) for x € [¢]
Gy 4 fig > Corrz(ig) for (i,) € [L] X P sy
1 yig — N orrz(yig) for (i,) € [L] X [gas] o Corrz (Fefiay) (4 20 Xa) for (x.1) € [¢] (L,
3y o P for x € [£] % Froi otherwise
uj+—>u; forje[K 2 U -1 O
Gy 9 - ! N ]. LK Or Corrz(ag + 4 Z gldé 1uj + Z yi,gﬁi,g) for & € [gqkc],
Big = Pig for (i,8) € [L] X [gka] jelK] ics:

ay — Corrz(«, for €
GT{ ¢ 2(d;) ¢ € lansl é;,x — Corrz(m;T\7+deax) for x € [£],

Atk ~ ~ s
C1 r—>s+mb

(4.3)
where mj, &4, Ya,, and ji q, are as in Eq. (4.1). For the challenge policy P* = (M*, p*), we write mi = (M, ... M)
for the x* row of M* and, recalling that v = (§,0,,...,0,) and W = (0, Wy, ..., W), we have that mj‘CTff = my1S +

2ke[2,n] Mxk0k and m:Ww = 2ke[2,n] Mx kWi We furthermore write Xpon = Xy hon for the set of rows x whose author-
ity a, = p*(x) is honest at the time of the y'" post-challenge zero-test query (i.e., ax € A and ¢ ¢ Z for the index ¢y of
the authority-setup query on a,) and Xcor = X cor for the set of rows whose authority is corrupt. Note that dg,, 4, , and
Via, are the variables a;_, §jc,, and y; s for x € Xjon, while for x € X, they are polynomials associated with handles
created before the challenge phase, in which no variable sampled during the challenge phase (e.g., S, x, or 7, ;) appears.

We are now ready to go over our main analysis of the y™ zero-test query, which broadly breaks down into three
cases. The first two analyze what happens when the adversary “combines” keys for fewer than or at least K distinct
global identifiers respectively to break the system, while the third covers remaining edge cases. In more detail (but
still at a high level), for an adversary to distinguish the two hybrids, it must query an adversary formal polynomial hy
that maps to an identically zero challenger formal polynomial & where hz has a ¢} term and/or a ¢; ;0 term for some
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(x,1) € Xhon X [L] and & € {1} U V3, per the conditions added in the subsequent hybrid. Below, we provide intuition
for which terms in i are necessary to keep track of in our analysis (this applies to both the cases of combining keys
for fewer than and at least K distinct global identifiers).

If hy hasa é 1 term, then by construction this induces a § term in h, which the adversary can attempt to cancel out
by including other terms in b, which induce § terms in h. By inspection of Eq. (4.3) (and as we will justify in more
detail later), § can only otherwise be obtained from the &5, terms (ie., h must include ¢ ¢, . terms for any cancellation
to occur). Since these same terms also induce the oy terms for k € [2, n], which must themselves cancel, the coefficients
coeffs: N (hz) must form a reconstruction vector for the challenge policy P* (in particular, recall that v shares s).

Note that, for a row x € Xhons the é; , termin flz also induces a fydy, term in ﬁ and this can only be cancelled
by including additional terms in h which induce 7 rdy, terms in h. As shown in Eq. (4.3) (and as we will again justify
in more detail a bit later), the only other way to obtain 7y, is to pair ¢;  with some 5,5 for a key ¢ issued on the
attribute ay (i.e., hz must include ¢ 3y 5§ terms for any cancellation to occur).

In turn, the c3’x5§ terms induce both 7, #; terms and 7 ¥; s, ﬁi,§ terms in h. The former can only otherwise be
induced by Cy U terms, which themselves induce wyii; terms. Informally, these wyii; terms cancel only if all rows
use keys issued on the same global identifier gid (since W shares 0), which would mean a single global identifier
satisfies P*, contradicting admissibility. The latter can only otherwise be induced by ¢ _ ; ﬁi,g terms, and only when
i € S, which is what forces Sz C S5.

For any remaining terms of the form ¢ ;0 for ¢ € {1} U Vo \ {,Bj,f}(j,§)E[L]><[qKG] (i.e., the other challenge-set-
dependent terms), a simple linear independence argument shows that cancellation does not occur if they are present.
To formalize the above intuition, consider the following events based on the adversary’s formal polynomial h:

E, = [coeffé*(flz) # 0]
E; = [coeff (hZ) # 0 for some (x, i, j, £) € Xpon X [L]* X [qKG]],

E; = [coeffé;’x,i;,(hz) # 0 for some (x,1,0) € Xpon X [L] X ({1} U V, \ {Ej,§}(j,§)€[L]X[ch])]~

By construction, we have that E; is the message-dependent condition and E; V Es is the challenge-set-dependent
condition, and thus the bad event can only occur in events Ey, E,, or Es. Next, define

D = {(x,&) € Xpon X [gkc] : as = ax A coeffé: 5§(ﬁz) #0} and G= {gid§ : (x, &) € D},

Le, D is the set of indices for the ¢; 55 terms in h, with an honest row x and a key ¢ issued on its attribute a, and
G is the set of distinct global identifiers of the keys they involve, and consider the following event that captures when
the adversary “combines” keys for fewer than K distinct global identifiers:

= [IG] < K].
With the above events, we can bound the probability of the bad event as

Pr[bad] = Pr[bad A E4] + Pr[bad A =E4]

Pr{bad A (E; V E5 V E3) A E4] +Pr[bad A —E4]
= Pr[bad A (E1 V (=E1 A E3) V E3) A E4] +Pr[bad A —E4]
< Pr[bad A E; A E4] + Pr[bad A =E; A E; A E4] + Pr[bad A E3 A E4] + Pr[bad A =E4]
< Pr[bad A E; A E4] +Pr[bad A =E; A E; A E4] + Pr[bad A E3] + Pr[bad A —E,]
= Pr[bad}-,] + Pr[bad;-p] + Pr[bady;] + Pr[bady],

where
badr-, = bad A E; AE; badi, :=bad A =E; AE; AE,
badp := bad A —E,4 bady := bad A Es.

We now analyze the individual bad sub-cases below.
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. Case I: h; combines keys for fewer than K distinct global identifiers: We begin by analyzing the two
bad events in which |G| < K. Before doing so, recall that hy = ExdeX (7 ((h))), where ExdeX replaces each

Sg for a key & issued on a corrupt attribute with its expansion in terms of variables of the form 4; and Bi,f-
We will leverage two properties of this expansion (which also apply to Cases II and III). Firstly, hy contains
no Sg for a key £ issued on a corrupt attribute. Second, the expansion does not affect the challenger’s formal
polynomial k. In particular, if the authority { = {(¢) associated with ag is corrupt, then Eq. (4.3) maps 85 to
a; +Yg 2je[k] gidé_ldj + ZiESg yi,gﬂl-,g (because Corrz substitutes in ay, yy, i), which is what ExdeX (5})
produces in this case. In particular, every key & with (x, £) € D is issued on an honest attribute. Continuing,

as mentioned before we will analyze the following two sub-cases.

- CaseI-a: coeff;: (hz) #0:Ata high level, we analyze this case by arguing that a ¢} term in hz induces an §
term in h, which can only be cancelled by ¢;  terms in h (as these are the only other terms that also induce
§ terms in h) whose coefficients reconstruct the challenge policy P*. For honest rows x, these ¢; , terms also
induce 7y dy, terms in h, which can only be cancelled by ¢; x<§§ terms, whose 7 §j, i; terms can in turn only
be cancelled by ¢} ,ii; terms, which themselves induce wy; terms. If keys for fewer than K distinct global
identifiers are combined, a cancellation cannot occur between all of these terms unless the coefficients

associated with a single global identifier already reconstruct P*, which the admissibility of A precludes.

We now identify which terms (that are not ¢}) in h can induce § or & terms in h. From Eq. (4.3), we can
see that no variable in V; or V; induces the variable § or 9, and so neither can any pairing of a variable in
YV, with a variable in V,. Thus, the only other type of term in hy that can induce them is ¢,  for x € [f],

which specifically induces m:'v = m, ;5 + 2ke[2,n] Mox k-

Note that, for a row x € Xnon, é; . also induces an 7@y, term in h in addition to § and Uk terms. As these,
along with the 7, §j;, @; and wiii; terms that are needed to cancel them, are the terms we will use to argue
that no cancellation can occur when keys for fewer than K distinct global identifiers are combined, we also
identify which other terms in fLZ can induce FxQg.> Fxlg, Uj, OF Wiil; terms in h. Besides é;‘ . itself, a term in-
ducing 7, @, must be a pairing of a variable in V, inducing a (solo) 7 with a variable in V, inducing a (solo)
dz,. From Eq. (4.3), we can see that ¢; , is the only variable in V, that satisfies the former and that 35 fora
key £ issued on the attribute a, is the only type of variable in V, that satisfies the latter. Next, a term induc-
ing Fxfjs, ; must be a pairing of a variable in vV, inducing 7y or Pyl with a variable in V, inducing Ue, Uj
or u; respectively, and from Eq. (4.3), the only options are to pair ¢; , with 35 for a key £ issued on ay, or to
pair ¢; , with ;. Finally, ¢; |, for x” € [¢] is the only type of variable in V, inducing a wy variable and (as hy
contains no 5} for keys issued on corrupt attributes) #; is the only variable in V, inducing a (solo) @i; vari-
able, so a term inducing wyii; must be [y for some x” € [£]. Altogether, the only terms in h ~ that induce

A% A%

8, Ok, x Ay, Fxlg, U, or wiii; terms in h (for x € Xpon) are ¢7, Ch s é;xés: for keys & issued on ay, and éz,xﬁj-

Recalling that D = {(x, ) € Xhon X [qkc] : a¢ = ax A coeff . 5 (hz) # 0}, we can write the challenger’s
- 3,x 76

formal polynomial h corresponding to the adversary’s formal polynomial hz on the ™ query as

h=fi+coeff (hy) -5+ ) coeffs, (hz) -miv+ > coeffs (hz) - Fede, (4.4)

xe[¢] X €Xhon

+ Z coeffé;xég (};Z) - Tx (f({x + ggx Z gidé_lﬁj + Z ?i,{xﬁi,f

(x,§)eD je[K] ieSg
> coeffy g (hz) mWi+ D coeffy a,(hz) - ey, i,
(x,j)e[f]x[K] (x,)) €Xhon X[ K]
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where i is a polynomial over V such that coeffs(ji) = 0, coeffz, (i) = 0, and coeff, 4, (f1) = 0 for all
(k. j) € [2,n]x[K], and coeffr 4, (fi) = 0and coeff; g, 4;(ji) = 0forall (x, j) € Xhon X [K] (ie., fi dczes not
contain any §, O, Wxilj, FxQy,, OF Fxly, Uj terms). This holds because, as argued above, ¢7, é;’x, é;‘,x5§, and
¢, 1 are the only terms in h., that induce these terms in k, and because the remaining terms induced by ¢,
and éz! Hj for x € Xeor (namely, 7y dq, and Fyijg, @i;), which are absorbed into i, contain none of these terms
as dq, and Y,, contain no variables sampled during the challenge phase. Note that while coeffe: (fzz) -y

is absorbed into fi, the above holds because r?zb contains none of these terms, due to the fact that (mZ) must

have been created before the challenge phase and none of §, o, Wy, or 7 appears in any 7~ entry before then.

Next, define the vector
0= (6y,...,00) = (coeffsy (hz),...,coeffs; (hz)),
and for each j € [K] define the vector
;= (M- oneg) = (coeffs; 4 (hz),..., coeffe: i (hz)),

and finally, for each g € G, define the vector ¢, = (Y14, ..., ¥z4) with entries

Yy = Z coeffé;x 5, (hz).
felgrcl: (x.£) eDAgidy=g

Note that 1/, 4 = 0 for every x € Xcor, as D C Xhon X [qkc]. Recalling that miV = m, 5+ 2kel2.n] MxkOk
and m;‘CTvNV = Yke[2.n] MxkWk and rearranging Eq. (4.4) further, we have that

ilZ[l,+§' COeff(}T(l:lZ)'i' Z Oxmyq | + Z Ok + Z Ok |+ Z Frly, - 0x+z¢x,g
xe[f]

xe[f] ke[2,n] x€Xhon geG
+ Z fxggxﬁj | Mxjt Z Iﬁx,g 'gj71 + Z ‘;’kaj : Z Nx,jMx k
(%,7) €Xnon X [K] 9€G (k.j)el2n]x[K] x€e[¢] (4.5)
=g +s- (coeﬁéf(flz) + BTM*el) + Z . - (HTM*ek) + Z Fedy, - (9 + Z tpg)
ke([2,n] x€Xhon geG x

Wil - (n]TM*ek)

D R ('lj > 9y,

+
(x.J) €Xhon X [K] geG )x (k.j)e[2.n]x[K]

where [’ = [i + ¥ #)ep coeff . 5 (hz) - Dies; TxVi gxﬁi ¢- Intuitively, we have absorbed the 7.y; s“x/);is”
> 3,x 5 ’ ? s >
terms into fi’ so that ji’ contains all the terms that are not core to the analysis of the |G| < K case. By

construction, we have that /" does not contain any $, o, Fxay,, 'xJ¢, i, Or Wiii; terms.

Observe that if any of the coefficients in parentheses in Eq. (4.5) is nonzero, then fl::* 0. This is because
each of these is the coefficient of a distinct §, 0, FxQg,s TxYg Uj, Of Wil term in h, while ji’ does not
contain any of these terms as shown above (i.e., there are no terms in fi’ that can cancel them out).

Now suppose that all of the coefficients in parentheses in Eq. (4.5) are zero. Let Vo, = span{mfj}xex

cor

be the span of the rows of M* that are labeled by corrupt attributes. We have that the following four
equations hold. The first equation is that

O™M" = —coeff;; (hz) - e], (4.62)
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which follows because the § and 9 coefficients in Eq. (4.5) imply that "M*e; = —coeffe (hz) and
0"M*e; = 0 for every k € [2,n]. The second equation is that

.
(9 + Z ¢g) M* € Voo, (4.6b)

g€G

which follows because the 7ya;, coefficients state that the vector in parentheses has a zero entry for every
row X € Xhon, so that multiplying it by M* only yields a linear combination of the rows labeled by corrupt
attributes. The third equation is that

T
(rlj + Zgjlq}g) M" € Veor fOI‘j € [K], (4'7a>
geG

which follows in the same way from the 7, ii; coefficients, as they state that the vector in parentheses
has a zero entry for every row x € Xpop. Finally, the fourth equation is that

niM" € span(ej) for j € [K], (4.7b)

which follows because the wyii; coefficients state that r]}M*ek = 0 for every k € [2, n]. Subtracting the
second equation from the first in Eq. (4.7) gives that

Zgj_l ~¢;M* € Vior +span(e]) for j € [K],
geG

where Voo, + span(e{) denotes the span of the rows of M* labeled by corrupt attributes together with eI.

Label the elements of G = {g1,...,g|g/}, let V.= V(g,...,9|G|) be a square Vandermonde matrix of
dimension |G| (see Section 2), and let

_ *T *T T
V=M"y,....My, ),

i.e., the matrix whose i'" row is tp;M* fori € [|G|]. As the j™ row of VW is 316 g{_l -tp;M*, the above
for j € [|G|] (which is well defined because |G| < K) states that every row of VW lies in Vg, + span(eI).
Because the global identifiers gy, .. ., g|g| are pair-wise distinct, we have that det(V) # 0 (i.e., V is invert-
ible), and so ¥ = V"1 (V¥), meaning that every row of ¥ is a linear combination of the rows of V¥. Since
Veor + span(el) is closed under linear combination, it follows that q);M* € Veor +span(e]) for every g € G.
Equivalently, for each g € G there exists a scalar ¢, € Z,, such that

zp;M* —cg- €] € Veor (4.8)

Summing Eq. (4.8) over g € G and substituting Eq. (4.6), we obtain

(Z cg— coefFCA;f(sz)) . eI € Veor-

geG

To conclude, recall that A is admissible and thus the attributes corrupted by the time of the y post-
challenge zero-test query remain corrupt for the rest of the experiment and the corrupt attributes on their
own do not satisfy the challenge policy P* (i.e., e] & Vo). It follows that 2geG €q = coeffer (hz) # 0.

In particular, there exists some g € G with ¢y # 0. For this g, it follows from Eq. (4.8) thate] € cg‘qu;M*Hfcor

(ie., eI is a linear combination of the rows of M* labeled by corrupt attributes and the rows x € Xpon

with . 4 # 0). By the definition of i/, 4, every such row x € Xjon is labeled by an attribute a, on which
A made a key-generation query with global identifier g, and so the corrupt attributes together with A,
satisfy P*, contradicting the admissibility of A. It follows that A # 0 and hence the zero-test oracle always
returns “non-zero” in this case. Thus,

Pr[badi-,] = 0.
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- Case I-b: coeff;: (hz) = 0 and coeffé;x Bre (hz) # 0 for some (x, i, j, £) € Xnon X [L]? X [gkc]: At
a very high level, we analyze this case bif,arguing thata é;x,i/? ;¢ term in h induces FxVide ,B~ & OF F}’c)il[g 1%
terms in h. The former can only be cancelled by including é;"x&f terms in hz (as these are the only other
terms that also induce 7,y; ¢, ﬁ~ ;.£), and then only when i = j and the key ¢ is issued on the attribute
ay. If keys for fewer than K distinct global identifiers are combined, such a cancellation cannot occur
per an argument similar to Case I-a together with the linear independence of the challenge policy for

unauthorized sets. For the latter, the lack of cancellation is straightforward but tedious.

We now identify which terms in hz can induce terms of the form Fa¥ite ﬁ~ £ Or T l.ﬂ~ & in h. By inspecting
Eq. (4.3), we can see that there are two types of terms in h that can induce the formal variable ﬁ~ & I h.
These are ,B ;¢ and 55 which are both in (VZ. For the former, it must be paired with some ¢ € (Vl that induces

terms of the form 7y ;. or 7, ;, and from Eq. (4.3) we can see that ¢; __; is the only type of variable in V,

x,i°

that satisfies this. For the latter, it must be paired with some ¢ € ‘171 that induces a solo 7 variable (i.e.,
without any additional variables multiplied), and from Eq. (4.3) we can see only ¢} , satisfies this; moreover,

¢, xc§§ induces 7xy; ¢ B ;¢ only for the authority { = {(£) on which the key £ was issued and only for j € S¢.

Let C = {(x,1, j, &) € Xhon X [L]1? X [gkc] : coeff (hz) # 0} be the set of indices for ¢; 1ﬁ1 ¢ terms

in hy and define the following sets:

C' ={(x,,&) : (x,i,j,) eCAi=j}, C"={(x1ij& eC:i#j}
={(x,i,§) e C" i€ S;}, Cso={(x,i,j,&) e C" :i € S¢}.

Intuitively, C" and C”” can be thought of as partitioning C into the “diagonal” and “off-diagonal” ¢;  ; B i
terms in hz. Furthermore, Cs. and C¢, are the subsets that induce 7,y; ¢, ﬂ ¢ terms in h (because i € S3)
as opposed to 7 ﬁj ¢ terms in h.

Like Case I-a, recall that D = {(x, &) € Xpon X [qic] : ar = ax A coeff . éf(flz) # 0}. We can write the chal-
3,x76

lenger’s formal polynomial h corresponding to the adversary’s formal polynomial hz on the 1™ query as

ﬁ = 'ﬁ + Z Coeff%x&g(ﬁz) Py &gx + ggvx Z gidé_lﬁj + Z )N/i,g’xﬁi,.f

(x.§)eD je[K] ieSg

+ Z coeff ., ﬁg(hz) (fxf’i,gxﬁi,g)+ Z coeff ., ﬁg(hZ) (N;,iﬁi,g) (4.9)
(x.i,6)€Cy, (21,8 €C\C,

v coefty g (ho)- (i) Y, coefly g (ho)- (Fuibe)
(x,i,j,_f)EC" (x,i,j,g)EC”\C”

where /i is a polynomial over V such that coeffr By 3 E(,u) coeff; e () = 0 for all (x,i,j,¢&) €

Xhon X [L]? X [qkc] (ie., ji does not contain any 7;. G ﬂ] gorry, ﬂJ 3 terms) ThlS holds because, as argued
above, ¢; x5§ and ¢5 l/)’j ¢ are the only terms in h that can mduce FxVi, g“xﬂj gorr, ﬁj ¢ terms (where the
03!x5§ terms for keys & not issued on a,, which are absorbed into /i, only induce such terms with y; o for
{ # {x), and we do not need to consider the ri; term induced by ¢} because we assume that coeffe: (hz) =0
in this case.
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By inspection of Eq. (4.9) and using the above fact on fi, we can see that

coef‘f;;’iﬁié(fl) = Coeﬁé;,x)iﬁi,g(le) for (x,i,&) € C'\ Ci.,
Coefffx)?i,gxﬁj,g(h) = Coeﬁég‘,x,iﬁj,g(hZ) for (x,1, j, &) € C¢.,
coefff;i/;jé(h) = coeffé;x)i[;jg(hz) for (x,1i,j,&) € C"\ Cq.,

(i.e., the only cancellation that can occurison ¢;  ; /);i,ff terms in h that induce Fa¥ide ﬂ~,-,§ terms in fl). Thus,
if C;’*, C”"\Cl,orC'\ C;k are non-empty, then h # 0.

Now suppose that C¢,, C” \ C{., and C’ \ Cg, are all empty (note that this implies that C;. must be

non-empty, as we assume coeff .. /;_E(flz) # 0 for some (x, i, j, &) € Xpon X [L]? X [qKc]) in this case. We
5,x,i17 755

can simplify Eq. (4.9) to

h = Ij + Z coeffé;xgg(hz) . Fx dé’x + ggx Z gldé_lii] + Z ?i,éxﬁi,g*

(x.&)eD jelK] i€Sg (4.10)
+ Z coeffy, 5., (hz) - (fxf’i,ixﬁi,_f) :
(xi)eCy,

Rearranging Eq. (4.10) further, we have that

- s N R
h=j+ Z coeffé;)ng(hz) x| g + U, Z gldé Ui
(x.£)eD JjelK]

D Aghe (coeffé;x 5, (hz) + coeff,, m(ﬁz)) (4.11)
(x,5,6) €UNCY, T o

+ Z coeﬁcé;x&(hz) . Fx?i,gxﬁi,tf + Z Coeﬁ:é;xjﬁiyg(hz) . fx);i,gxﬁi,.f
(x,i,g*)eU\C’S* (x,i,§)eC;*\U

where U = Uy ¢)ep{(x, i, &) i € S¢} is the set of indices (x, i, £) such that (x,&) € D and i € S, i.e., the
indices that appear in the left-hand sum in Eq. (4.10).

For the remainder, we will argue that if D is empty, then Eq. (4.11) shows that his not identically zero; while,
on the other hand, if D is non-empty, then we can apply the analysis of Case I-a together with the linear
independence of the challenge policy for unauthorized sets to show that h is again not identically zero.

Now suppose that D is empty. By inspection of Eq. (4.11) and using the fact C§. is non-empty (as argued
above), there exists some (x, i, ¢) € Cg. = Cg. \ U such that

coeff .

Fefig Big (h) = Coeﬁcégyxyiﬁi,f(hZ) #0,

and so h # 0 in this case.

Now suppose D is non-empty. As in Case I-a, define the vector
6= (61,....0,) = (coeffe;, (hz),...,coeffe; (h2)),
and, for each j € [K], the vector

nj= - nej) = (Coeﬁﬁzvluj(flz), : .~,Coeffa;[aj(ﬁz))
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and finally the vector g, = (Y14, .., ) for each g € G with entries

Yrg = Z coeff ¢ (hz),
£elgral: (x.£)eDAgid,=g

where again {4 = 0 for every x € Xcor. Because coeffz: (hz) = 0 in this case, the same reasoning as in
Case I-a gives that

e o) 3 ac(owa)s 3 na (0 o)

ke[2,n] x€Xhon geG

L Ry (rl,- > 9y,

(4.12)
(/) €Xnon X [K] 9€G )X (k.j)elzn]x([K]

Wil - (r];M*ek),

where ji’ does not contain any S, 0, rxagx, Pyl ), or wiii; terms. Thus, if any of the coefficients in
parentheses in Eq. (4.12) is nonzero, then h % 0, as each is the coefficient of a distinct term in h that /i g

cannot cancel out.

So suppose for the sake of contradiction that all of the coefficients in parentheses in Eq. (4.12) are zero,
and let Voo, = span{m;‘(T}xeX . Then

cor*

T
(,’j + Zgj—lq,g) M" €V, and r]]M € span(e ) forj e [K],
geG

where the former follows because the 7, §j, ii; coefficients state that the vector in parentheses has a zero
entry for every row x € Xhon, and the latter follows because the wyii; coefficients state that r]}M*ek =0
for every k € [2, n]. Subtracting the latter from the former gives that

Zgj_l ~¢;M* € Vior +span(e]) for j € [K].
geG

Label the elements of G = {g1,..., 4|5/}, let V.=V (g1, ..., g|5|) be a square Vandermonde matrix of di-
mension |G|, and let ¥ = (M*qugl, . M*Tq)glsl)T. As the j™ row of V¥ is 2ic[|G]] gfl 'lll;_M*, the above
for j € [|G|] (which is well defined because |G| < K) states that every row of VW lies in V¢, + span(eI).
Because ¢4, . . ., g|g| are pair-wise distinct, V is invertible, and so every row of ¥ = V~1(V¥) also lies in
Veor + span(eI). That is, for each g € G there exists a scalar ¢; € Z, such that

(ng —cy- c::1 € Veor- (4.13)

If ¢; # 0 for some g € G, then Eq. (4.13) states that eI € cg_lq);M* + Veor (e, eI is a linear combination of
the rows of M* labeled by corrupt attributes and the rows x € Xpon With ¢/, 4 # 0). By the definition of /4,
every such row x € Xpon is labeled by an attribute a, on which A made a key-generation query with global
identifier g, and so the corrupt attributes together with A, satisfy P*, contradicting the admissibility of A.

Otherwise, (pTM € Veor for every g € G (i.e, there exists a vector v = (vy,..., Vey) With v,y = 0 for
every x € Xhon such that (g, — v4)™M* = 0"). The nonzero entries of ¥, — vq are all in rows labeled by
attributes in C U Ay, where C denotes the set of corrupt attributes, and C U Ay does not satisfy P* by the
admissibility of A. Because the challenge policy P* is linearly independent for unauthorized sets, the rows
of M* labeled by attributes in C U A, are linearly independent, and so ¢, — v4 = 0. As x4 = 0 for every
x € Xcor and vy, 5 = 0 for every x € Xpon, it follows that P, =0 for every g € G. Finally, because we consider
unique-attribute-identity security, for each x € X}, and g € G there is at most one key £ with as = a,
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and gid; =g, 50 Yy = coeffC 5 (hz) for this key (if it exists). Thus, it must hold that coeffC b (hz) =0
for every (x, &) € Xpon X [qK(;] with ag = ay, which contradicts the assumption that D is non-empty.

Wrapping up, we have shown that if coeff e (hZ) # 0 for some (x,1, j,&) € Xnhon X [L]? X [gkc],

coeffe: (hZ) =0, and |G| < K, then there is no condltlon under which h is identically zero. Thus,
Pr[badi] = 0.

. Case II: h; combines keys for K or more distinct global identifiers: We now analyze the bad event in
which |G| > K. As argued for Case I-b, including é;xég terms in A induces FxVile ,BNi,g terms in h, which must be
cancelled by also including ¢5  ; ﬁi’g terms in Az (as these are the only other terms which induce terms of the form
FxVile ﬁ~,~,§). At a high level, we will show that including é;"xé} terms for K distinct global identifiers in hy will, for
some row x € Xpon, induce 7, y; 7, ﬁ~l—,,§ terms in h for a sufficient number of i € [L] such that, with hlgh probability,
there is some i’ induced such that i’ ¢ S§. For i/, the 65 ﬂ, £ term needed in hZ induces a 7, ﬁl + ¢ term as

opposed to a P}y ¢, ﬂ~,-/!§ term (because i’ ¢ S§), and thus cancellatlon cannot occur and A is not 1dentically zero.

Because the 7,y; ¢, ﬁNi,g terms we analyze are identical to those used in Case I-b, we directly proceed with the
cancellation argument. Let C = {(x, i, j, £) € Xhon X [L]? X [gkc] : coeff .. ﬁqs(ﬁz) # 0} be the set of indices
5,x,iF 756

for é;"x’iﬁ ;& terms in hz and define the following sets:

C'={(x,i,§):(x,i,j,§) eCAIi=j}, C"={(x,i,j,§) eC:i#j},
Cho={(x.i,d) eC':i €S}, Cl={(xi,j,) eC”:ieS).

As in Case I-b, the challenger’s formal polynomial can be written as

h=jit Y coeff, 5, (hz) - o @ + i, D gid i+ Y b

(x.§)eD je[K] ieSg

+ Z coeffy. .. (hz)- (fx?i,gxﬁi,g) + Z coeffy. .. (hz) - (f;,iﬁi,g) (4.14)
(x,i,§) €Cl (x,i,§)€C'\Cy,

+ Z coeff (hZ) (fx}?,-,gxﬁj,g) + Z Coeﬁé;x,,-/?j,g(hZ) . (F;c,iﬁj,§)
(.1,j,§) €Cl (x,5,,€) €C"\CY,

where [i is a polynomial over vV such that coeff, _ by St(/1) = coeff, e (f1) = 0 for all (x,i, j,&) € Xhon X
[L]? x [gkc] (i.e., i does not contain any rxyl,gxﬁj,g orr ,BJ ¢ terms). In partlcular because (m;) must have

been created before the challenge phase, neither 7 nor any 7, ; appear in m, which was absorbed into f.

By inspection of Eq. (4.14) and using the above fact on fi, we have

coef‘f;;i s (h) = coef‘h Y (ftz) for (x,i,¢) € C"\ Cgu,
coeff; - g(h) = coeff b 5(}12) for (x,1,j, &) € Cg.,
coeff (h) = coeff v} f(hZ) for (x,i,j,&) € C” \ Cg..
Thus, if CY., Cc”\ C;;, orC'\ C;* are non-empty, then h%o0.
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Now suppose that Cg., C” \ C¢., and C" \ Cg. are empty. We can simplify Eq. (4.14) to

h= [1 + Z coeffégxég(ﬁz) - Tx (}ng + ggx Z gidé_lﬁj + Z }N’i,gvxﬁi,.f

(x,E)eD JjelK] iS¢ (4.15)
vy coeffy g (ko) (Fefifie).
(x,i.8)€Cy,

Rearranging Eq. (4.15) further, we have that

h=j + Z xVig Pie - (Coeﬁ:égyxég(hZ) + Coeﬁé;,x,iﬁi,-f(hZ))
(%) eUNC,
(4.16)

+ Z coeffé;yxgg(hz) FVig Bie + Z coeffé;xj/;i’f(hz) FVig Bie
(x.1.6)€U\CY, (x.1.E)€Cl,\U

where U = Uy g)ep{(x,i,8) : i € S¢} is the set of indices (x, i, ) such that (x,&) € D and i € S¢ (i.e., the
indices that appear in the left-hand sum in Eq. (4.15)), and where

. T N -1
i =j+ Z coeffé;ng(hz) x|z + e, Z gldé i |.
(x.£)eD JjelK]
Notably, we have absorbed the 7y, and Fyij; %; terms into ji’ so that ji’ contains all the terms that are

not core to the analysis of the |G| > K case. By construction, we have that coeff Fic ﬁ'g(ﬁ’) = 0 for all
XILCx FJs¢
(x4, j, £) € Xnon X [L]* X [gka]-

Intuitively, we can see from Eq. (4.16) that the only cancellations can occur in U N C.. That is, the sets U \ Cq.
and Cg. \ U must be empty (which we will formally argue below) and thus C. = U for the bad event to occur.
We conclude by arguing that the adversary has a negligible probability of producing an hz such that Cl, = U.

Proceeding with the argument outlined above, if U # C. then there exists some (x, i, &) € (U \ Cg.) U (Cg. \ U).
It follows that coefffxyi’gx/;i’g(h) = coeffé;x5~§(hz) # 0or coefffxyigx/;i'g(h) = coeffé;xjﬁif(hz) #0,s0h # 0in
this case.

It remains to bound the probability that C;, = U, which itself is bounded by the probability that U C C,. First

we recall that Cg, = {(x,1,§) € C" :i € S} and U = Uy ¢)ep{(x, 1, £) ¢ i € S¢}, and, for each row x € Xhon, We

let Dy = {¢ € [gkc] : (x, &) € D} denote the set of keys & issued on the attribute a, such that hz has a nonzero
¢; O term. Because [D| > |G| > K and ¢ < M, there exists some row x € Xpon With |Dy| > K/M = K*, and
every key ¢ € D, is issued on the same attribute a,.

Per the change added in hybrid Hyb(b) the sets Sy for x € Xy_1hon are sampled after the (y — nth post-

5,x—1int>
challenge zero-test query, and so no zero-test query is answered between their sampling and the current
query. Furthermore, Xnon = Xy,hon € Xy—1,hon, as corrupt authorities remain corrupt and, by admissibility, no

authority-setup query is made on an attribute supplied during the challenge phase. Because S* influences A’s
view only through the entries of 7, the adversary has not received any information on S; for x € Xpon, so for
any row x € Xpon with |Dy| > K* (e.g., the smallest such row) we have that

| secs:

£eDx

Pr[bady] < Pr[U C Ci.] < Pr
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where the final inequality follows from the halting condition added in hybrid Hybgb) which asks that there
is no collection of sets S¢, ..., Sg,.. sampled during key-generation queries on the same attribute with union
size less than or equal to L/k. Since |Dy| = K* and every key in Dy is issued on ay, this condition applies to
any K* elements of Dy and yields | Ugep, Sel > L/x.

Finally, recall that L — Lt = w(logA) and k > 2 is a constant. Consider any ¢; > 0. Because L — Lt = w(log A),
there exists some d; € N such that L — Ly > ¢;log A for all A > dj. Let ¢ = ¢; log e/x. We have that,

L
L—Lg\*
Pr[badH] < (1 - Tt)

L — L
< DT Rt
< exp( - )
log A
< exp (_ﬂ) for 1 > dy
K
_ j-eiloge/x for 1 > dy
— /1*(‘ fOI' A > dl.

Note that since ¢; > 0 was arbitrary, ¢ = ¢; log e/x can take any positive value, and so there exists a negligible

function negl(-) such that
Pr[bady] = negl(A).

Case III: coeﬁ’é;)r i;,(flz) # 0 for some (x,i,9) € Xnon X [L] X ({1} U V,\ {ﬁj,é’}(i,f)G[L]X[ch])= This final
case considers the remaining challenge-set-dependent terms not covered in the previous cases.

Explicitly, this case occurs if, for (x,i) € Xhon X [L], coeﬁ@;xi(ftz) 0, coeffé;xi,;j(flz) # 0 for some j € [K],

or coeff ., Sf(flz) # 0 for some ¢ € [qkc]. We consider these as sub-cases and analyze them below:
5,x,i 76

- Case III-a coeff@;’x’i(flz) # 0 for some (x,i) € Xnon X [L]: A &5 ; term in hz induces an FxVil, OF
7y ; term in h. We argue that no other terms induce 7y, or 7, ; terms in h, and thus no cancellation
occurs in this case. From Eq. (4.3), we have that no other term in fzz induces a term of the form 7y; s,
and thus the only remaining option to induce it is to pair an element 9, € V; and 0; € V;. If 65 is é;‘,x,
then this induces an 7, term in fz however no 9, € (Vz contains a (solo) j; ¢, term. If 9; is y; ¢, then this
induces a y; ¢ term in h, however no b, € V, contains an 7, term. The same holds if 9 is Jir,¢» for some

(',¢") # (i, {x), which induces a yy s+ term or a constant, or ¢; , ;, for some (x',i") # (x, i), which induces

R
an fy' Yy q,, OITy, , term that, as (x',i") # (x,1), is neither 7y ¥; ¢ nor 71 ;- 101 is g for some " € [gas],
¢ - for some x” € [£], or ¢; , for some x” # x, then each term this induces is a constant or contains a gj;,

Wk, or Py variable for x” # x, which (paired with any 9, € V,, none of which contains an 7y term) cannot
equal 7y}, . Finally, we have that no other term in hz induces a (solo) 7, ;. In particular, a ¢} term induces

neither an 7y;;, nor an 7, ; term because (m; ) must have been created before the challenge phase and

neither 7, nor any 7 ; appears in a 7 entry before then.

- Case III-b coeffy; (hz) # 0 for some (x, i, j) € Xpon X [L] X [K]: A C5 . ;tj term in hz induces an
FxYil Uj OF T ;u; term in h. We argue that no other terms induce these terms in h. From Eq. (4.3), we can
see that the only remaining option to induce an ryy; ¢, u; or f; ;i; term, other than by pairing ¢§ , ; with
il itself, is to pair some other element 4; € (1}1 with 95 € (Vz. If 0; is é;x, then this induces an 7, term
in h, however no b, € V, contains a (solo) y; ¢ it; term. If 91 is y; ¢, then this induces a 7; ¢, term in h,
however no 6, € V, contains an 7yl ; term, and the same holds for any other yy ;+, which induces a y; o

term or a constant. If 9; is é;‘,x,’i, for some (x,i") # (x, i), then this induces an 7y 4, or f}’(,’i, term in h,
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which (paired with any 4, € V,) cannot equal FxVig dj or Ty juj since (x7, i) # (x,i). If 9y is g+ for some
' € [qas], Chxr for some x” € [£], or € for some x” # x, then each term this induces is a constant or
contains a fjgs, Wi, or Iy variable for x” # x, which (paired with any 9, € (Vz) cannot equal 7 rxyl . lj or
Tt L. Finally, we have that #; is the only element of V, which induces a (solo) #; ; term (as hy contains
no 5§ for keys issued on corrupt attributes), so no other pairing can induce the required i; factor either.
In particular, like Case Ill-a, a ¢} term induces neither an ryy; ¢, ; nor an 7y ;ii; term because (mj) must

have been created before the challenge phase and neither 7 nor any 7 ; appears ina 7" entry before then.
- Case III-c Coeffé;x,,ﬁg (hz) # 0 for some (x, i, £) € Xnon X [L] X [gkc]: For any j € S¢, a é;"x’i& term
in hz induces an FaVile }7]-,5/} & OF f;’if/j,g/} ¢ term in h, where { is the authority on which the key & was

issued (which is honest, as hz contains no 35 for keys issued on corrupt attributes). We argue that no
other terms induce these terms in A. From Eq. (4.3), we can see that the only remaining option to induce
an ¥z, )7]-{,5 £ O T Vg ﬁ ;¢ term, other than by pairing ¢ ; with 35: itself, is to pair some other element
0, € ‘Vl with 9, € (Vz. If 9; is é;x, then this induces an 7, term in fl, however no 9, € (Vz contains a
(solo) yi ¢, yj,gﬂ},g term. If ; is J; ¢, or ¥;, then this induces a j; ¢, or y;; term in h, however no 6, € V,
contains an fy or 7 ; term, and the same holds for any other yy ;+, which induces a yy ;+ term or a constant.

If 6, is ¢f for some (x",i") # (x,1), then this induces an 7y yy 4, or 7, term in h, which (paired

5x7,1"
with any 9, € V,) cannot equal fxf/i,gxf/j,g/;j,g or f)’(,if/j,gﬁj,g since (x’,i") # (x,i), except when { = { and
(x,i") = (x, j) with j # i, in which case é;x] induces 7y ¥;, i and 9, would instead have to induce y; Q/;J ¢
with i # j, which no 4, € V, does, as 55 only induces ¥y gﬂlr ¢ terms with matched indices. If 9; is g+ for
some {’ € [gas], ¢; ., for some x” € [£], or &, for some x” # x, then each term this induces is a constant
or contains a §jg/, Wk, Or Ty variable for x” # x, Wthh (palred with any 6, € V) cannot equal 7, j; oYig b e
or Fr ¥, gﬂ ;& Finally, as argued in Case I-b, ﬁ ;& and 55: are the only elements of V, which induce a ,B .
term, and the former would have to be paired with an element of V; inducing 7 Vil Vig ot Ty ¥, of which
there are none, so no other pairing can induce the required y; ,[} ;¢ factor either. We note in particular
that f; ¢ is unique to the key ¢, so these terms cannot be cancelled by ¢5 155 terms for any & # £ Note
that, like Case Ill-a, a ¢] term induces neither an 7, y; s ¥;, gﬁ] gnor an 7, y; gﬂj ¢ term because (m;) must

have been created before the challenge phase and neither 7 nor any 7/ ; appears in a 7 entry before then.

Summarizing the analysis above, we have

coeffr . (fz) = coeffés*xi(flz) for x € Xhon, i € Sy,
coeffy (h) = coeffs: (hz) for x € Xhon i € [L] \ S%,
coeff;x);iygk,;j(fz) = coeff@;xiﬁj(ﬁz) for x € Xhon,i € Sy, j € [K],
coeffy g, (h) = coeff: 4, (hz) for x € Xnon i € [L]\ S, j € [K],
coeffrxylg 71 gﬁjg(h) = coeffé;x’igg(hz) for x € Xpon,i € Sy, € € [qkal. j € S,

Coefff;,iij,gﬁj.g(h) = coeffé;x’igf(hz) for x € Xpon,i € [L] \ Sy, & € [gkc]. j € S,
where, in the last two lines, & ranges over keys issued on honest attributes and ¢ is the authority on which

& was issued. It follows that if any of the Case III terms are included in hz for a row x € Xpon, then h has a
corresponding term and thus A is never identically zero. Thus,

Pr[badm] =0
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Combining the case analysis above, we overall have that
Pr[bad] < Pr[badi-,] + Pr[bad,] + Pr[bady] + Pr[bady]
= negl(4). O

Lemma 4.17. ForallA € N and all y € [qz1], Pr[Hybéi? M] = Pr[Hybéb; it (D]

Proof. All that differs between the two hybrids is when the challenger samples the sets Sy for x € X, _1pon and
performs the substitution (via the ring homomorphism SubSx, 7 for the appropriate X € X1 hon and set Z of corrupt
authorities) on the entries of 7. Specifically, in hybrid Hyb;’b){) this step is performed for all x € X, jon immediately
after the (y — 1)™ post-challenge zero-test query (or at the start of the post-challenge query phase if y = 1), while in
hybrid Hybéx) ot it is instead performed for x € X1 pon \ Xy hon immediately before the ™ post-challenge zero-test
query and for x € X, hon immediately after it. We will argue that A’s view is identical in both hybrids.

We first note that, starting in hybrid Hybib) (and for all remaining hybrids), the zero-test oracle answers a query
on a handle (h) by testing whether h=0(or alternatively not checking h at all), and nothing derived from exponents
from the table 7" is given to A other than the authority secret keys msky = (az, y¢, {yi¢ }ie[r]) of corrupt authorities ¢,
which are sampled independently of the sets S; for x € X, _1 hon. It follows that the sets Sy for x € X),_1 hon influence

A’s view only through the entries of T.

Now, observe that A’s view through the (y — 1)! post-challenge zero-test query (or through the end of the
challenge phase if y = 1) is identical in both hybrids, as the two hybrids perform identical operations up to that point.
We refer to the point immediately following that query (or the start of the post-challenge query phase if y = 1) as the

b

substitution point, at which hybrid Hybgs ) samples and substitutes for (X1 hon, Z,—1) while hybrid Hy . does

not. In particular, the answers to the first y — 1 post-challenge zero-test queries are identical in both hybrlds, and
the handles present in 7~ at the substitution point are the same in both hybrids. We also recall that X, on € X, —1hon,
so that X _1 hon is the disjoint union of X,_1hon \ X hon and Xy hon-

It remains to argue that the y™ post-challenge zero-test query is answered identically and that the entries of
7~ coincide in both hybrids from that query onwards. Consider any handle (h) present in 7~ and let R denote the
entry it would have at the same point in time in the absence of any substitution for the rows in X, on (ie., the
entry obtained by recording (c; , ;) > } ; for every x € Xy _1hon and i € [L]), which is precisely its entry in hybrid
Hyb5 pint

rewritten by the authority-corruption queries. We write SubSz = SubSx, , . z (because hybrid Hyb( )3 samples and
substitutes with X1 hon) and let #; denote the substitution point. By tlme independence (Claim 4.14, applied with

up until the substitution for X, _1 hon \ X, hon. Note that we have the requirement on time because R’ can be

x — lin place of ), at every time ¢ > fy and for every Z 2 Z;, SubS; maps rxi = Corrz(Fyyig,) for x € X;_1hon
and i € S}, and every other variable to itself. We now argue, by induction on the steps that create or modify entries of

7" from the substitution point up to the y™ post-challenge zero-test query, that 7 ((h)) = SubS, (R’ holds at every

(b)

time t > t, for every handle (h) in 7", in hybrid Hyb( ) (recall that the corresponding entry in hybrid Hyb, pint b

K itself throughout this period, by the definition of ). )

For the base case, consider a handle (h) that is stored in 7~ at the substitution point, where Z; = Z,_;. The base
case holds by definition, as hybrid Hybéi? samples and substitutes for (X, _1hon, Z,—1) there, which replaces Wing
with SubSZ)(f1 (iz’) For the inductive step, consider a creation or modification of T performed after the substitution
point and before the y™ post-challenge zero-test query, and let ¢~ and t* denote the times immediately before and
after it. Now suppose that T ((h)) = SubSz,- (fz’) for all handles (h) in the table at time ¢~. We go over each possible

change to 7~ below:
« Post-challenge authority-setup queries: On the (™ authority-setup query, the challenger adds the entries
(ag) = ag, (yr) = b, and (yir) = ji¢ for each i € [L] to 7. The corrupted authority set is unchanged, so
Zy = Z4-, and no entry contains any of the variables {F;,i}(x,i)e Xy 1honX[L]5 and so, by invariance (Claim 4.14),
all added entries are unaffected by the SubSz,, ring homomorphism.
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« Post-challenge authority-corruption queries: A corruption query replaces every entry (h) — h of T~ with
(h) = Corrz, (h) for the updated set Z;+ of corrupted authorities. Let 2’ denote the entry (h) would have
at time ¢~ in the absence of any substitution, so that the corresponding entry at time ¢* is Corrz,, (R). As
Z;- C Zy+, the induction hypothesis and corruption commutativity (Claim 4.14) give us

T ((h)) = Corrz,, (SubSz,- (k') = SubSz, (Corrz, (K)).

+ Post-challenge key-generation queries: On the &M key- generatlon query, the challenger adds the entries
(Big) > Pi for each i € Sy and (8¢) > Corrz,. (&r +7r X je[k] gld Y +Dies; Vighig) to T. Again Zp+ = Z,-
and neither entry contains any of the variables {7, ;}(x,i)e Xy 1honx[L]> S0, by invariance (Claim 4.14), both are
unaffected by the SubSz,, ring homomorphism.

+ Post-challenge generic group oracle queries: All three of these queries also leave the corrupt set unchanged,
so Z;+ = Z;-. The analysis of the generic group oracle queries is as follows:

— BGGM.Encode(x, v): The challenger adds the entry (h) > x to 7 where x denotes the constant poly-
nomial, which is again unaffected by the SubSz,, ring homomorphism.

- BGGM.Add((h1), (hz)): Recall that the challenger adds the entry (h) — T(h)) + T ((h)) to T. By the
induction hypothesis and the fact that SubSz,, is a ring homomorphism, we have that

T ((h)) + T ((hs)) = SubSz,, (B;) + SubSz, (h}) = SubSz,, (h; + k) = SubSz, (k).

— BGGM.Pair((hy), (h3)): The challenger adds the entry (h) — T ((hy)) - T ({h)) to 7. By the induction
hypothesis and the fact that SubSz,. is a ring homomorphism, we have that

T ({h)) - T ({ha)) = SubSz,, (h}) - SubS,, (k) = SubSz,, (h} - k) = SubS,, (k).

In each case, we have that 7°((h)) = SubSz,, (iz’) at time t* in hybrid Hybgi().

Next, consider the y post-challenge zero-test query on a handle (k) With associated adversary formal polynomial
hy (as defined in hybrid Hyb( )) Immediately before this query, hybrid Hyb
Xy hon» Zy), so the entry of (h) in hybrid Hyb(

5, pint samples and substitutes for (X;_1 hon\

ish=Su BSX,, 1 hon\ X hom Zy (h ), while, by the induction above and
“1,hon \Xyhon-Zy (fl,)) =
SubSx, 1002, (h). As the behavior added in hybrid Hybf(ll:; applies to this query, if coeffe: (hz) # 0 or Coeﬂ:é;x’i{,(flz) #0
for some (x,i,9) € X, hon X [L] X ({1} U V), then both hybrids return “non-zero” without accessing the table

5, xint
parallel composition (Claim 4.14), its entry in hybrid Hybéf’; is SubSz (k') = SubSx .z, (SubSx,

7 at all, and the query is answered identically. Otherwise, coeffé;(fzz) = coeffc5 (hZ) = 0 for all (x,i,0) €

Xyhon X [L] x ({1} U V). In particular, by inspection of Eq. (4.3) (where, in hybrid Hyb<b) Cx

5, y.int’ cht = rx,i fOI' every

(x,1) € Xy hon X [L] at the time of this query), ¢;  ; is the only variable in V that can induce a 71 ; variable in h, and
thus h does not contain any term involving any of the variables {f,'c,,-}(x,i)e X, honx[L]- Here, we recall from Lemma 4.16
that applying Expd z, to 7 ((h)) does not change the associated challenger formal polynomial (i.e., 7 ((h)) and hy

have the same image under Eq. (4.3)). Hence, by invariance (Claim 4.14), SubSx_, . z, (h) = h, and so the ™ query
is again answered identically whether or not the substitution for X, hon has already been applied.

It remains to argue that the entries of 7~ coincide in both hybrids from the point immediately following the y™ query
onwards, from which it follows that the remaining post-challenge zero-test queries are also answered identically. Imme-
diately after the y'" query, hybrid Hybé )() it Samples and substitutes for (X, hon, Z,). As no handle is~created or mOfiiﬁed

wZy (k") with SUbSX)(,hon’ZX (h) = SUbSZX (k") by
parallel composition (Claim 4.14), which is exactly the entry of (h) in hybrid Hybgi?. From this point onwards, both

by the " query itself, this replaces each entry h = SubSy

X—l,hon\Xx,ho
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hybrids perform identical operations starting from identical tables, and thus A’s view is identical in the two hybrids.
It follows that . ,
Pr[HybS”) (1)] = Pr[Hyb{"). (D). =

Lemma 4.18. Forall X € N, Pr[Hyb” ()] = Pr[Hyb) (1)

5,gzt.int 5,qzT,int

Proof. The lemma follows from the fact that both hybrids operate independently of the challenge bit b. In particular,
any zero-test query dependent on the challenge-message-dependent component (which is the only component
dependent on b) must have that coeff:: (ﬁz) # 0, and the oracle only ever returns “non-zero” in this case (as the
forced-“non-zero” rule applies to every post-challenge zero-test query, and no pre-challenge query can involve ¢). O

The theorem follows by applying a standard hybrid argument over Lemmas 4.10 to 4.13 and 4.15 to 4.18. In particular,

|Pr[b* = 1:b=0] —Pr[b* = 1: b =1]| = | Pr[Hyb " (A)] — Pr[Hyb{" (A)]]
< 2(3+qzr) - negl(})
= negl(1),

where we have used the fact that gzt = poly(4). O

Parameter instantiation. We now give one example of how to set the parameters of Construction 4.7 so that
Theorem 4.8 yields inverse-polynomial error and the conditions of Theorem 4.9 are satisfied. We stress that there is
nothing special about our parameter selection; any choice of L, Ly, L, and K satisfying the conditions suffices. Take

L=MA , K=M2A , Ly=A% , Ly=MAl—-A3.

Per Theorem 4.8, we have that Construction 4.7 is statistically correct with error
Lct 1 _1
e(A)=M - Ly I—T =M-13 - =5,

Furthermore, L and K are polynomial in A and M, Ly = A5 = w(logA),and L — Ly = A3 = w(log A). Moreover, we
have that K - Ly, = M2)5 > 2M?A = k- M- L with k = 2 (for all A > 8). Thus, by Theorem 4.9, Construction 4.7 is
unique-attribute-identity semantically secure for policies that achieve linear independence for unauthorized sets in
the generic bilinear group model.

Lifting to full correctness and security. As discussed in Remark 4.6, we can lift unique-attribute-identity se-
mantic security to (standard) semantic security by having each authority use a PRF on the global identifier to derive
key-generation randomness. Furthermore, Remark 4.4 allows us to go from the inverse-polynomial error achieved
by Construction 4.7 to negligible correctness error. Applying these remarks with the above parameter instantiation,
we obtain the following.

Corollary 4.19 (MA-ABE from Pairings in the BGGM). Suppose one-way functions exist. Let A be a security parameter,
M be a policy-size bound, and let GroupGen be a prime-order asymmetric pairing-group generator. There exists a multi-
authority attribute-based encryption scheme with global identifier space G = {G)} et where G = {0,1}* and policy
space P’ = {PJ,\/I,A}M’AEN’ where 7)1’\4’/1 consists of policies that can be described by a linear secret sharing scheme of size
at most M that achieves linear independence for unauthorized sets, that is correct with negligible error and semantically
secure in the generic bilinear group model.
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A Identity-Based Encryption

As another illustration of our techniques, we describe an identity-based encryption (IBE) scheme from pairings with
full security in the generic group model. Our scheme achieves collusion resistance through a different approach from
existing pairing-based identity-based encryption schemes without random oracles (e.g., [CHK03, BB04a, Wat05, Gen06,
Wat09, LW10]). Identity-based encryption provides a simpler demonstration of our core bounded- to full-collusion
resistance transformation, which we extend in Sections 3 and 4 to build tagless batched identity-based encryption

and multi-authority attribute-based encryption, respectively. As discussed in Section 1, we apply our approach to
the plain-model variant [HK04] of the classic Boneh-Franklin IBE [BF01], where the random oracle is replaced by
a K-wise independent hash function.
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A.1 IBE Definitions

We start by recalling the syntax and security notions for identity-based encryption (IBE) [Sha84, BF01].

Definition A.1 (Identity-Based Encryption [Sha84, BF01, adapted]). An identity-based encryption (IBE) scheme
with identity space 7 = {I)} en is a tuple of efficient algorithms ITjgg = (Setup, KeyGen, Encrypt, Decrypt) with the
following syntax:

« Setup(1*) — (mpk, msk): On input the security parameter ], the setup algorithm outputs a master public key
mpk and a master secret key msk. We assume that mpk implicitly contains the security parameter 1* and a
description of the message space M, (where |M,| > 2).

« KeyGen(msk,id) — skj4: On input the master secret key msk and an identity id € ), the key-generation
algorithm outputs an identity secret key skiq.

« Encrypt(mpk,id, m) — ct: On input the master public key mpk, an identity id € 7, and a message m € M,
the (randomized) encryption algorithm outputs a ciphertext ct.

« Decrypt(skiq, ct) — m: On input an identity secret key skiq and a ciphertext ct, the decryption algorithm
outputs a message m.

Definition A.2 (Correctness). An IBE scheme I1\gg is statistically correct with error ¢(A) if, for all A € N, all master
key-pairs (mpk, msk) in the support of Setup(1%), all identities id € 7}, all identity secret keys skiq in the support
of KeyGen(msk, id), and all messages m € M, (where M), is the message space associated with mpk),

Pr [Decrypt(skiq, ct) = m : ct « Encrypt(mpk,id,m)] > 1 —¢(A).

Remark A.3 (Weaker Notions of Correctness). Like the batched IBE setting discussed in Remark 3.3, our definition
above requires correctness to hold with a fixed probability for all master key-pairs and identity secret keys; that is, the
probability is taken solely over the encryption randomness. This is the analog of “almost-all-keys perfect correctness”
from [DNRO04] (adapted to the setting of identity-based encryption). One could also consider weaker notions of
correctness where this probability is taken over the randomness of key generation, or even both key generation and
setup. While valid, these relaxations are meaningfully weaker. In particular, under our definition, we can reduce the
decryption failure by encrypting the message multiple times and having the decrypter output the majority message.
Under the weaker definitions, there could exist non-functional secret keys (or even a non-functional master key-pair)
where decryption is guaranteed to fail irrespective of the encryption randomness.

Remark A.4 (Negligible Correctness Error). Like the batched IBE setting discussed in Remark 3.4, our definition
allows the correctness error £(4) to be non-negligible. When (1) < 1/2 — 1/poly(A), we can achieve negligible
correctness error by performing a poly’ (1)-wise repetition of encryption (without performing multiple setups or
generating multiple keys for each user) where poly’ (1) = w(log A) - poly(1)2. The decryption algorithm then outputs
the majority of the decrypted messages. This form of amplification is possible as the correctness error in Definition A.2
is taken over the encryption randomness (as opposed to the key-generation or setup randomness); see Remark A.3.

Definition A.5 (Semantic Security). For an IBE scheme 11 gg, an adversary A, a bit b € {0, 1}, and a security
parameter A € N, we define the semantic security experiment as follows:

1. Setup phase: The challenger samples (mpk, msk) < Setup(1*) and gives mpk to A.

2. Pre-challenge query phase: The adversary A can now make key-generation queries. On each query, the
adversary specifies an identity id € Z) and the challenger replies with skig « KeyGen(msk, id).

3. Challenge phase: At some point, A outputs a challenge identity id* € I together with two challenge messages
mg, m7 € M. The challenger replies with ct* < Encrypt(mpk, id*, m}).

4. Post-challenge query phase: Now, A can continue to make key-generation queries. Like the pre-challenge
query phase, the challenger replies with skig « KeyGen(msk, id) when A queries an identity id € 7.
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5. Output phase: At the end of the experiment, A outputs a bit b* € {0, 1}, which is the output of the experiment.

We say that an adversary A is admissible if it does not make key-generation queries on the challenge identity id”.
We furthermore say that ITjg is semantically secure if, for every efficient admissible adversary A, there exists a
negligible function negl(-) such that for all 1 € N,

|Pr[b* =1:b=0] —Pr[b* =1:b=1]| < negl(1).

Remark A.6 (Unique-Identity Security). Definition A.5 allows an adversary to make several key-generation queries
on a single identity, potentially receiving a different identity secret key on each query. We also consider security
allowing only one key-generation query per identity, which we refer to as unique-identity semantic security. It is
straightforward to upgrade unique-identity security to full security by using a pseudorandom function (PRF) to derive
the key-generation randomness and then including the PRF key in the master secret key. Security of the composed
construction follows by a standard hybrid argument (by first invoking PRF security and then invoking security of
the underlying IBE scheme).

Remark A.7 (Bounded-Collusion Security). Definition A.5 places no a priori bound on the number of key-generation
queries: an efficient adversary may request keys for an arbitrary polynomial number of identities. An IBE scheme that is
secure only when the number of queries is bounded by some fixed polynomial (fixed at setup time) is said to be bounded-
collusion resistant. The goal of this work is to upgrade such schemes to full collusion resistance as defined above.

A.2 IBE Construction

In this section, we describe our construction of collusion-resistant identity-based encryption. As described in Sec-
tion 1.1, we obtain our scheme by augmenting the [HK04] variant of the Boneh-Franklin [BF01] IBE scheme (where
the random oracle is replaced by a K-wise independent hash function) with our slot mechanism (see also Fig. 1). We
give our full construction below:

Construction A.8 (Identity-Based Encryption). Let A be a security parameter and define the slot count L = L(4),
the number of slots Lg = L (1) associated with each secret key, number of slots L = Lt (4) associated with each
ciphertext, and the collusion bound K = K(4). Let GroupGen be a prime-order asymmetric pairing-group generator.
We construct an identity-based encryption scheme IIjge = (Setup, KeyGen, Encrypt, Decrypt) with identity space
T = {I}} e where I; = {0, 1} as follows:

« Setup(1*): On input the security parameter A, the setup algorithm proceeds as follows:

— Sample a prime-order asymmetric pairing group G = (Gy, Gy, G, p, 1, o, ) < GroupGen(1*) and
generators g; < Gy \ {§°} and g, & G, \ {¢}. Define [1]; = g1, [1]2 = g2, and G = (G, [1]1, [1]2).

- Sample group elements [u;]s,..., [uk]s € G, and define the function H(X) = 2ie[K] X' 1[u;],. Note
that H: Z, — G, is a K-wise independent hash function keyed by ([u1], ..., [ux]2).

- Sample exponents @, y1, ..., yL < Zy.

Output the master public key mpk = (G, H, [a]1, {[yi]1 }ie[r]) and master secret key msk = (G, H, &, {yi}ie[1])
and define the message space to be M, = Gr.

+ KeyGen(msk,id): On input the master secret key msk = (G, H,a, {Yi}iejz]) and an identity id € I}, the
key-generation algorithm proceeds as follows:

— Sample a set Sig <~ {S € 211 : |S] = Ly} and sample exponents f;jq < Z,, for all i € Siq.
- Compute [iq]2 = a[hid]2 + Xies, [viBiidal2 where [hig]2 <« H(id).
Output the identity secret key skig = ([Sid]2 {[Biidl2}iesy)-
+ Encrypt(mpk, id, [m]7): On input the master public key mpk = (G, H, [a]1, {[yi]1}ie[z]), an identity id € T,

and a message [m]t € M}, the encryption algorithm proceeds as follows:
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- Sample an exponent s ¢ Z,, and compute the following ciphertext components:
[eilr = slali - [higlz + [m]r and  [e2]y = [s]y,

where [hiq], « H(id).
- Sample a set St < {S € 2111 |S| = Lt} and let [csi]1 = s[yi]1 fori € St and [c3,;]1 < Gy fori € [L]\ Set.

Output the ciphertext ct = ([c1]7, [c2]1, {[c3i]1}ie[r])-

« Decrypt(skig, ct): On input an identity secret key skig = ([Sid]2, {[Biidl2}ies,) and ciphertext ct = ([c1]7, [c2]1,
{[esil1}ie(r)). the decryption algorithm outputs [m]r = [c1]r — [c2]1 - [Sid]2 + Xiesy [esiln - [Biidle-

Theorem A.9 (Correctness). Construction A.8 is statistically correct with error (A1) = Lg (1 — Lt /L).

Proof. Take any A and any (mpk, msk) in the support of Setup(1*) where mpk = (G, H, [ ] {lyil1}ie[r))- Next, take
any identity id € 7 and any skiq in the support of KeyGen(msk, id) where skig = ([id]2, {[Biid]2}ies,) for

ahig + Z Yiﬂi,idl .
2

i€Syq

[id], = a[hid], + Z [viBiid], =

i€Siq

Finally, for any [m]t € M, let ct < Encrypt(mpk, id, [m]t1) where ct = ([c1]T, [c2]1, {[c3,i]1}ie[r]) for

[ei]lr = s[a]1 - [hid]; + [m]y = [sahid + m]y, [c ] _ slyili = [syil; i€ Sat
[e2ly = 5]y, I, i¢ S’

where for each i ¢ S, r; € Z,, denotes the discrete logarithm of the uniformly random group element [c3;]; < G,
sampled by Encrypt. Now consider [m*]t < Decrypt(skig, ct). We have that

[m1r = [endy = 5]y - [8alo + ) Lesili - [Brial

i€Siq

Z [SYiﬁi,id]T+ Z [riﬁi,id]T

T 1€S;gNSct iESid\Sct

= [sahig + m]; — Isahid +s Z Yibiid

i€Siq

= |sahig + m — sahig — Z sYiPiid + Z syiPiid + Z rifiid

i€Siq 1€S5;gNSct i€Sig\Sct

=|m-= Z sYiPiid + Z rifiid

iesid\sct iGSid\Sc1 T

=|m+ Z (ri = syi)Biid

i€Siq \Scl

T

Observe that if Sig C Sct, then Sig \ St = @ and consequently the blinding term ;¢ \s., (ri — s¥i)Biida = 0. Hence,
in this event, [m*]t = [m]r and decryption succeeds. It remains to bound the probability that Sig € Sct. Since St is
sampled independently of S;4, we can appeal to a union bound and conclude

|d,¢—5ct Zprl¢sct= (1_%)- o
ieSyq

Theorem A.10 (Security). Suppose 2* < p = 20 I = poly, (1) and K = poly, (1), L = (logA) andK - Ly >« - L
for some constant k > 2, and L — Lt = w(log A). Then Construction A.8 is unique-identity semantically secure in the
generic bilinear group model of order p.
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Proof. Consider the following hybrids parameterized by a bit b and a security parameter A and, implicitly, an efficient
admissible adversary A. We use green to denote changes between hybrids.

« Hybrid Hybéb) (A): This hybrid is equivalent to an admissible adversary A playing the unique-identity semantic
security game against Construction A.8 where the underlying bilinear group is modeled as a generic bilinear
group of order p as per Definition 2.2. We let qkc, gscom, and gzt denote upper bounds on the respective
number of key-generation, generic bilinear group operation (i.e., encode, add, and pair oracles), and zero-test
oracle queries A makes. The game proceeds as follows:

- Setup phase: The challenger performs the setup procedure as follows:
« The challenger samples a random prime 2* < p = 26 sets the BGGM handle space H = {0, 1}%,
and also initializes the table 7~ which maps handles to exponents.
« Next, it samples exponents uy, . .., ug & Z, and executes BGGM.Encode(u;, 2) to produce a handle
(u;) for each i € [K]. Define the hash function H'(X) = ¥ ¢k X1y,
» Finally, it samples exponents a,y1,...,yr < Z, and executes BGGM.Encode(a, 1) to produce a
handle () and, for each i € [L], BGGM.Encode(y;, 1) to produce a handle (y;).
The challenger sends the master public key mpk = (p, {{u;) }ic[x], (@), {{yi) }ie[r]) to the adversary A.
— Pre-challenge key-generation phase: The adversary A may make key-generation queries on distinct
identities of its choosing (as we are working in the unique-identity setting). Let ids be the identity queried
on the & key-generation query. The challenger generates an identity secret key as follows:
« The challenger samples a set S¢ & (s e2lll |8 = Ly}
+ Next, for each i € S, it samples an exponent ff;; <~ Z, and executes BGGM.Encode(f; ¢, 2) which
produces a handle (f; ).
+ Finally, it computes 6z = ahg+2;cs, Vifi¢ where hy «— H'(id). It then executes BGGM.Encode(J, 2)
which produces a handle (J¢).
The challenger sends the identity secret key skg = ({3¢), {{Bi,¢) }ies;) to the adversary A. During this
phase, A may also query the generic group oracles. We reiterate the oracles and their functionality below:
+ BGGM.Encode(x,v): On input an exponent x € Z, and an index v € {1, 2, T}, the oracle samples a
handle (k) < H and aborts with output “collision” if 7°({h)) is already defined. Otherwise, it adds
the entry (h) — (x,v) to 7 and returns (h).
BGGM.Add({hy), (h2)): On input handles (h;), (h,) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and T ((h2)) = (x2,v) and aborts with output “invalid” if the entries are undefined or if
U1 # Uy. It then computes x = x; + x; € Z,, samples a handle (k) & H, and aborts with output
“collision” if 7({h)) is already defined. Otherwise, it adds the entry (h) — (x,v;) to 7~ and returns {h).
BGGM.Pair({h1), (h2)): On input handles (h,), (hs) € H, the oracle retrieves the entries 7 ({h;)) =
(x1,v1) and 7 (¢h2)) = (x2,v2) and aborts with output “invalid” if the entries are undefined or if either
v; # 1 or vy # 2.1t then computes x = x1x; € Z,, samples a handle (k) & H, and aborts with output
“collision” if 7 ({h}) is already defined. Otherwise, it adds the entry (h) — (x,T) to 7 and returns {h).
» BGGM.ZeroTest((h)): On input a handle (h) € H, the oracle retrieves 7 ((h)) = (x,v) and aborts
with output “invalid” if the entry is undefined. It returns “zero” if x = 0 € Z,, and “non-zero” otherwise.

*

*

- Challenge phase: In this phase, the adversary A outputs a challenge identity id* (which was not queried
during the pre-challenge phase as A is admissible) together with handles (m;), (m}) for A’s challenge
messages such that 7 ({(m3)) = (mg, T) and 7 ({m])) = (m], T). Namely, both messages are in the target
group. The challenger produces the challenge ciphertext ct* encrypting (m; ) under id" as follows:

*

» The challenger samples an exponent s <~ Z,, retrieves the entry 7 ({my)) = (m}, T), and then runs
BGGM.Encode(sah® + m;, T) for h* « H'(id") to produce a handle (c7).

« Next, it executes BGGM.Encode(s, 1) to produce a handle (c}).

« Finally, it samples a set S* & {S € 2lL) : |S| = L }. For each i € [L], it computes ¢z, =syiifieS”
or samples c; ; & Z, otherwise, and it executes BGGM.Encode(c; ;, 1) to produce a handle (cj ;).
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The challenger sends the challenge ciphertext ct* = ({c}), {c;), {{c3 ;) }ie[1]) to the adversary A.

— Post-challenge key-generation phase: The (admissible) adversary A may again make key-generation
queries on distinct identities of its choosing provided they are not the challenge identity id* nor were
they previously queried in the pre-challenge phase. The challenger generates identity secret keys using
the same procedure as the pre-challenge key-generation phase. During this phase, A may again make
encode, add, pair, and zero-test oracle queries as specified above.

— Output phase: The adversary outputs a bit b* which is the output of the game.
« Hybrid Hybib) (A): This hybrid is equivalent to hybrid Hyb(b) , except we add the following halting condition:

- Key-generation queries: If there exists a collection of K sets S¢,, ..., Sg. € [L] sampled during distinct
key-generation queries (i.e., &, ..., £k are all different) such that | ;c[x) S¢;| < L/x, halt with output 0.

« Hybrid Hybgb) (A): This hybrid is equivalent to hybrid Hybih), except we add the following halting condition:

- Generic group oracle queries: f BGGM.Encode, BGGM.Add, or BGGM.Pair returns “collision” because
the sampled handle (h) has previously been sampled (i.e., 7 ({h)) is already defined), halt with output 0.

« Hybrid Hyb;b) (A): This hybrid is equivalent to Hybgb) (including its handle collision-abort rule) except that
it augments the challenger so that, in addition to maintaining handles that refer to group elements, it also
keeps track of two kinds of formal polynomials to which the handles map. Specifically, handles given to the
adversary map to polynomials over a set of formal variables V, while the challenger simultaneously maintains
polynomials over a set of formal variables V that it will use to evaluate zero-test queries. We refer to the former
as the adversary’s formal polynomials and the latter as the challenger’s formal polynomials. To distinguish the
representations used below, a plain symbol x denotes an actual exponent in Z,, [x], denotes the corresponding
concrete group element in group G,, and (x) denotes an opaque handle for that group element in the generic-
group game. We use a hat (e.g., p) to denote polynomials using only the components exposed to the adversary and
a tilde (e.g., p) to denote the same polynomial expanded in terms of the challenger’s underlying sampled values.

The set of variables V over which the adversary’s formal polynomials are defined captures the components
the construction returns during setup, key generation, and encryption. In detail, V is specified as follows:

V= {a, e} U {7 65 ierr)»
Vo = {i}ierx) U (e }eetal Y {Aied e Lixlacc):
Vr={¢}
(V = (Vl U (‘}2 U (‘}T-
Thus, V contains variables only for handles supplied directly by the challenger. Handles produced by the pairing

are represented by degree-two monomials in these variables. Consequently, a formal polynomial associated
with a handle in Gr lies in the linear span of {1} UV, UV, UV U {610, : (01,02) € Vi X Va}.

The set of variables V over which the challenger’s formal polynomials are defined captures the group elements
sampled when running setup, key generation, and encryption. In detail, V is specified as follows:

V={& 5} U {hiex) Y {To Fitierr) Y {Bie} worelrixlone]-

At any time ¢ in the hybrid, define an assignment ¢, : V — Z, that maps each challenger variable o € V to the

corresponding value v € Z,, if it has been sampled by time ¢ and to 0 otherwise. We let Evaly, : Z, [V] — Z,
denote the standard polynomial-evaluation ring homomorphism induced by ¢;. Thus, in particular, the variables
7; and f;  evaluate to 0 until the corresponding values have been sampled.

With adversary and challenger formal polynomials defined, the hybrid proceeds as follows:
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— Setup phase: The challenger performs the setup procedure with the following additional steps:

+ When the challenger initializes the table 77, it additionally initializes tables J and 7.

+ With handles (u;) for each i € [K], it adds the entries (;) > @; to 7 and (1) > ; to 7.

+ Finally, when it produces handles (a), (y1), ..., (yr), it adds the entries (&) > @ and (y;) > ; for
eachi € [L] to 7, and it also adds the entries <a) — @ and (y;) — y; foreach i € [L] to 7.

~ Pre-challenge key-generation phase: On the £ key-generation query on identity id & the challenger
generates an identity secret key with the following additional steps:
« When the challenger produces handles (f; s) for each i € S, it adds the entries (f; ) ,/)’,L to T
and (f; s) > figto T .
+ When it computes 6z = ahg + Y;cs, YiPi¢ to produce the handle (8¢), it adds the entries (5¢) 55
to 7 and (5) > @ ¥je i) id} 'l + Dics, Fifie to T Recall that by = Fie g idy v
When A makes generic group oracle queries, the challenger performs the following additional steps:
» BGGM.Encode(x,v): In addition to adding the entry (h) — (x,v) to 7 (i.e., no halt occurred), the
challenger adds the entry (h) + x to both 7 and 7 where x denotes the constant polynomial.

» BGGM.Add((h1), (h2)): When it adds the entry (h) — (x1 +x2,v1) to 7 (i.e., no halt occurred), the
challenger additionally adds the entries (h) +— 7 ((h1))+7 ((h2)) to 7 and (h) — T ((h1)) +T ((h2))
to 77, where both sums denote formal polynomial addition.

+ BGGM.Pair({hy), (hy)): When it adds the entry (h) — A(xlxz, T) to T (i.e., no halt occurred), the
challenger additionally adds the entries (h) + 7 ((h1)) - T ((hy)) to T and (h) — T ((h1)) - T ({h2))

to 7, where both products denote multiplication in the formal polynomial ring.
» BGGM.ZeroTest((h)): If (h) is present in 7, then it returns “zero” if

Evaly, (k) = 0

for the challenger formal polynomial h =7 ((h)) at the time ¢ of the query, and returns “non-zero”
otherwise.

— Challenge phase: This phase includes the following additional steps:

« When the challenger produces the handle (c}), it also adds the entries (c]) + ¢] to 7 and (c]) —
S Yie[K] id* 7 + ‘7~’((m1‘))) to 7~ where (m;) is the handle for the challenge message.

« With the handle (c}), it adds the entries {(c;) > ¢; to 7 and (c;) = 5to T.

» Finally, for the handles (cj ;) for each i € [L], it adds the entry (¢} ;) > ¢} ; to 7.1t additionally adds
to 7 the entry (cj;) > sy; if i € 5" and (c3;) > 7; otherwise.

— Post-challenge key-generation phase: This phase is the same as the pre-challenge key-generation
phase. In particular, at the time ¢ of each zero-test query, the challenger uses the current assignment ¢y,
which now includes the values sampled during the challenge phase, and returns “zero” if Evalg, (h) = 0
(Where h = 7 ((h)) is the challenger formal polynomial associated with the handle (h) queried) and

“non-zero” otherwise.
» Hybrid Hybib) (A): This hybrid is equivalent to Hyb(b), except for the following change:

— Zero-test oracle queries: When the adversary A queries a handle (h) to the zero-test oracle, the chal-
lenger no longer evaluates the associated challenger formal polynomial 2 = 7 ({h)) under the current
assignment ¢;. Instead, it returns “zero” if 7' ((h)) = 0 in Z, V| and “non-zero” otherwise. That is, this

hybrid tests whether 7°((h)) is identically zero as a formal polynomial, while previous hybrids tested
whether Evalg, (7 (¢h))) = 0.

- Hybrid Hyb5 ! Int(/1): This hybrid is equivalent to Hyb(b), except for the following change:
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- Challenge phase: For each handle (cj ;) for i € [L], the challenger always adds to 7 the entry (5.0 7.0
Previously, it sampled a set S* and added the entry (c3 ;) — $¥; to 7 ifi € S* and (c3;) P Tito T otherwise.

— Post-challenge query phase: At the start of the post-challenge query phase, the challenger does the
following additional steps:

« The challenger samples a set $* & {S € 21 . |§| = L} and defines SubSs- : Zy [V] — Zy [V] to
be the ring homomorphism induced by

Fi> 8§y forieS" and 0+ 0 otherwise.

For each handle (h) in 7", let h = 7 ((h)) be the challenger’s formal polynomial indexed by (h) and
define h’ = SubSg- (h) (i.e., the formal challenger polynomial R is h where the 7; components are
substituted with sy; for i € S*). Replace the entry (h) — hin 7 with (h) — .
- Hybrid Hybé’b){) (A) for y € [gqzr]: This hybrid is equivalent to HybéX) Lint €xcept for the following change:
— Post-challenge zero-test oracle queries: On the y™ post-challenge query to the zero-test oracle, the

challenger does the following based on the adversary’s formal polynomial h= 7((h)) associated with
the handle (k) queried by the adversary:

» Message-dependent component: If coeff: (fl) # 0 (i.e., there is a ¢ term in the adversary’s formal
polynomial associated with (h)), then the oracle returns “non-zero” (regardless of whether it is
identical to the zero polynomial or not).

» Challenge-set-dependent component: If coeffé;’ig,(fz) # 0 for some i € [L] and & € {1} U V3, then
the oracle returns “non-zero” (regardless of whether it is identical to the zero polynomial or not).

« If neither of the cases above occur, and for the remaining queries to the zero-test oracle, the challenger

proceeds as in hybrid Hybg)? Lint*

Note that because the hybrid is defined recursively, all post-challenge zero-test oracle queries before the
x™ query have already also been changed to include the above behavior.

- Hybrid Hyb(b) (A) for y € [qzr]: This hybrid is equivalent to Hybgz(), except for the following change:

,int

— Post-challenge zero-test oracle queries: After the (y — nHh post-challenge zero-test query, the chal-
lenger no longer samples S* and performs the SubSg. substitution. Instead, after the y™ post-challenge
query to the zero-test oracle, the challenger performs this substitution, explicitly doing the following:

« Sample a set S* & {S € 2[11 1 |S| = L }. For each handle (h) in T, leth = 7 ((h)) be the challenger’s
formal polynomial indexed by (h) and let W' = SubSs:(h) (i.e., B’ is the polynomial h where the 7; com-
ponents are substituted with sy; for i € S*). Replace the entry (h) +— hin 7 with the entry (h) — .

In the previous hybrid, the step was performed after the first y — 1 post-challenge queries to the zero-test
oracle, instead of the y' post-challenge query.

Lemma A.11. ForL = poly,(4) and K = poly, (1), Ls = w(logA) and K - Ly > « - L for some constant x > 2, there
exists a negligible function negl(-) such that, for all A € N,

| Pr[Hyb{" (1)] - Pr[Hyb" (1)]] < negl(A).

Proof. The hybrids are equivalent except for the event that the halting condition in Hybib) is triggered. Namely, the
experiments are equivalent unless there exists some collection of sets S¢, ..., Sz € [L] sampled during (pre- or
post-challenge) key-generation for K different keys &, . ., £k such that the union | ;¢ (k] S¢;| < L/x, or equivalently,
unless there exists some set T C [L] with |T| = L/« such that S, € T for all i € [K]. Let bad denote this event.

SNote that the behavior of the hybrid on actual exponents is irrelevant to the security analysis, as nothing computed from these exponents is
given to the adversary in this hybrid or later. Thus, for simplicity, we elide this detail in the specification of the hybrid.
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We first consider the probability that a given set S, & (5 e 2lH :|8| = Ly} is contained within a fixed set T

of size L/x. We have that
L L -1 L Lk
Pr[sf,-QT]g( /K)( ) S(ﬁ) S
’ Lsk Lsk L

Now, because each set S¢,, .. ., Sg, is sampled independently of each other (and any queries the adversary does,
as each key-generation query samples a fresh set), we have that

Pr[Vie [K] :Sg € T] =Pr[Sy, C TIK < s Kbse,
qKG

To analyze the full bad event, observe that there are (7<) possible collections of K sets and (L?K) possible target
sets T. By applying the union bound and using the fact that ¥ > 2, we have that,

qxG L .
Pr[bad] < . - Pr[V K|:S: CT
ctvad) < () [ ) privie k155 < 1
) K
< (e qKG) ik KoLk
K
< KK-Iog(e~qKG/K)/logK+L—K~L5k.

Finally, recall that L = poly, (1) < A“ for all A > dj, K = poly,(4) < A% for all A > d;, and gk = poly;(1) < A%
for all A > ds for some cy, ¢a, 3, d1, d2,ds € N, and that K - Ly > k - L. Consider any ¢4 > 0. Because Ly = w(log 1),
there exists some dy € N such that Lg > cqlogAforall A > dy. Letc = (1-1/k) logk-cq—c3—1and d = max(ds, dy, 3).
We have that,

Pr[bad] < KK'log(e'AC3)/logK+K~L5k/K—K~LSk for A > ds
< KK~((L‘3+1) log A/logk—(1-1/x)-c4log A) for A >d
=K for A >d
< A€ forA>d, ifc>0.

Note that since ¢4 > 0 was arbitrary, ¢ can take any positive value. That is, for every ¢ > 0, it holds that Pr[bad] < A7
for all sufficiently large A, and so there exists some negligible function negl(-) such that

| Pr[Hyb{” (A)] = Pr[Hyb{"” (M)]] < negl(A). o
Lemma A.12. For L = poly, (1) and K = poly,(X), there exists a negligible function negl(-) such that, for allA € N,
| Pr[Hyb{" (1)] - Pr[Hyb{"” (1)1 < negl(A).

Proof. The two hybrids are identical except for the event that the halting condition in Hybgb) is triggered (i.e., one
of the handles sampled during the experiment is equal to a previously sampled handle). Let bad denote this event.
Since each handle is sampled uniformly from H = {0, 1}*, a union bound over pairs of sampled handles over the
course of the hybrid (both sampled during adversarial queries and by the challenger) gives us

2
Pr[bad] <27t K+L+1+qkc - (Lsk +1)+gpcom+ L+3
~—_——— ——— — —— N——

setup phase key generation generic  challenge

queries group phase
queries

Finally, recall that L = poly, (1) < A for all A > d;, K = poly,(4) < A% for all A > d;, gkg = poly;(1) < A for
all A > ds, and gggom = poly, (A1) < A% for all A > d, for some ¢y, c3, ¢3, ¢4, d1, do, d3, dy € N. Furthermore, Ly < L. Let
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¢ = max(cy, ¢, ¢3,¢4) and d = max(dy, ds, d3, d;). We have that

2
Pribad] < 27+ (A% + 2% 4 1427 (A 4 1) + A + 2 + 3] for A > d
2
sz‘k-(A2C+5)L"+4) for A >d
<27%. (160%)° for A >d
— 287)L+4c10g/1 forA>d
1

<2” for A > max (d, 256¢%,32) .

It follows that there exists some negligible function negl(-) such that
| Pr[Hyb{” (1)] = Pr[Hyb{"” ()]] < negl(A). o
Lemma A.13. Forall A € N, Pr[Hyb{"” (1)] = Pr[Hyb\" (1)].

Proof. The two hybrids are identical except that, in hybrid Hyb( ), the challenger additionally maintains adversary
and challenger formal polynomial tables J and T respectively, and it answers a zero-test query on a handle (h) at
time ¢ by testing whether Eval¢t(h) = 0 for the challenger’s formal polynomial h= 7 ((h)).In hybrid Hyb( , the
challenger instead tested whether x = 0 for the exponent x where 7 ((h)) = (x,v). Because neither table is given
to the adversary A and neither is used to answer any other oracle query, we need only argue that these two ways of
answering a zero-test query always agree. We do so by showing that the challenger’s formal polynomial A associated
with a handle (h) always evaluates to the exponent x held in 7 ({h}).

Before continuing with the analysis, we first recall the entries the challenger adds to 7~ for the handles it produces
over the course of the experiment:

(@) > a o e
G {(c) > § () {fy" P forieL]
. ) ’ 7;  otherwise
(yviy >y forielL]
G, (wi) = u fori € [K] (8g) — @ Z idy ' a; + Z jifie for € € [qxcl, (A1)
(Big) = Pig for & € [qicl.i € S¢ i€[K] i€Sg

GT{ () - i Z id* i

i€[K]

where =7 (m})) is the challenger’s formal polynomial associated with the challenge message handle (mb) We
also~recall that ¢, maps each challenger variable to its corresponding sampled value (i.e., @ — @, — s, }; — yi, U; —
ui, Pig > Pig and 7; > c3; for i ¢ S¥), provided the value has been sampled by time ¢ (otherwise, it is mapped to 0).

We now argue that Eval¢t(h) = x for every handle (h) with 7°((h)) = (x,v) and every time t > t;,, where t;,
denotes the time at which (h) is created. For this, it suffices to show that Eval¢ (h) = x, as Evalg, (h) = Eval¢ (h) =x
for all t > t; because once an actual exponent is sampled, it is never reas51gned Our analysis breaks down into a
case covering handles mapping to values directly sampled by the challenger (i.e., handles output by the challenger
during setup, key-generation queries, and the challenge phase, excluding the message-dependent challenge-ciphertext
component) which we call directly generated handles, and a case covering handles mapping to values computed from
values stored in other handles (i.e., handles produced by generic group oracle queries as well as the message-dependent
challenge-ciphertext component) which we call derived handles.

« Case I: (h) is directly generated: For this case, we can see from Eq. (A.1) that, by construction, each handle
produced by the challenger during these phases maps directly to the polynomial that, when substituted with the

82



appropriate variables (as is done when executing Eval¢th (fz)) exactly computes what the challenger computes to
produce these exponents. We accordingly only need to argue that the appropriate variables have been sampled
before time t, as they are otherwise substituted with 0.

For handles (a), (y:), (u;), {Bi¢), and {c}), the challenger adds the sampled exponents a, y;, u;, B¢, and s, to
7 directly before adding the challenger formal polynomials &, y;, 4, ﬁi,g, and§to 7.

For a handle (cj ;), recall that the challenger computes the exponent c; ; = sy; if i € S* and samples cj; & Zp
otherwise, and that this occurs in the challenge phase. In the former case, the entry is sy; and both s and y;
have been sampled by this point (in the challenge phase and setup phase respectively), while in the latter case,
the entry is 7; which is added to T directly after sampling c; ;.

Finally, for a handle (5¢) which is sampled during a key-generation query, the challenger computes the exponent
0 = ahg + Yjcs, viPie where hg = 3¢ () idz;lui, and the values @, uy, ..., ux, and y;, i ¢ for i € S¢ were all
sampled prior (in setup or earlier in the key-generation query in question).

Case II: (h) is derived: We use induction on the order in which the handles were sampled.

The base case is the first handle created over the course of the experiment, which is a handle (u;) that the
challenger produces during setup. This is directly covered by Case 1.

For the inductive step, we first consider each of the three generic group oracles separately. For the BGGM.Add
and BGGM.Pair oracles, we write 7 ((h;)) = (x1,v1) and 7 ({h3)) = (x2, v2), and we note that the handles (h;)
and (h;) must be sampled before (h) for the oracle to not abort. Thus, by the induction hypothesis, we have
that Eval¢th (hy) = x; and EV3|¢>,,, (hy) = x, at the time tp,.

- BGGM.Encode(x, v): The challenger adds the entry (h) + (x,v) to 7" and the entry (h) — x to 7 where
x denotes the constant polynomial, thus Eval¢th (h) = x.

— BGGM.Add((h1), (h2)): The challenger adds the entry (h) > (x1+x2,v1) to 7" and the entry (h) — hy+hy
to 7. Notably, every variable in h; + h, appears in h; or in hy, and has thus already been sampled by time
th, Or tp, where tp,, tp, < tp. Furthermore, because Evaly, is a ring homomorphism, we have that

Evalg, (hy +hy) = Evalg, (hy) +Evalg, (hy) = x1 +x,.

- BGGM.Pair({h1), (h2)): The challenger adds the entry (h) — (x1x2, T) to 7" and the entry (h) — hy - hy
to 7. Notably, every variable in h; - h, appears in h; or in h,, and has thus already been sampled by time
tp, or tp, where tp, ty, < tp. Furthermore, because Eval¢th is a ring homomorphism, we have that

Evalg, (hy - hy) = Evalg, (hy) - Evaly, (hy) = x1x.

Finally, we analyze the handle {(c}), which the challenger produces during the challenge phase by executing
BGGM.Encode(sah”+mj, T) to add the entry (cj) > (sah*+m;,T) to 7, where 7 ({m;)) = (m;,T) is the entry
for the challenge message handle. The challenger also adds (c}) = @& 2;c[k) id* i+ m, to 7. As above, the
values s, @, and uy, . . ., ug were all sampled prior in the challenge phase or in setup. Furthermore, the challenge
message handle (m; ) must have been sampled before the adversary A submits it and thus before (c}) is sampled.
By the induction hypothesis Evalg, (m}) = my, and because Evalg, is a ring homomorphism, we have that

Eval% (50? Z id g+ th) =sa Z id* ly + my = sah® +my.
i€[K] i€[K]
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As we have shown above, the challenger’s formal polynomial h associated with a handle (h) always evaluates
to the exponent x held in 7 ((h)) = (x,v), and the lemma follows. Before continuing, we remark that we can also
consider a mapping from the adversary’s formal polynomials to challenger formal polynomials given by:

a—a <. icst
i €
Gi{& s &, e {fy’ !  forie[L],
A . > 7;  otherwise
Vi y forie[L]
s, Aﬁ,— - ﬁj fori € [K] (§§ — G Z id?lﬁi + Z M”i’g for & € [qka], (A.2)
Big = Pig for (i,&) € [L] X [qka] ie[K] ieSy

Ak ~~ cgxi—1~ ~ %
Gr {cl — Sa Z id™ " a + my,.

i€[K]

where m; T((mh)) is the challenger’s formal polynomial associated with the challenge message handle (my ).

We can extend this to a ring homomorphism MapP: Z, [V] — Zy [V] in the natural way, such that h= MapP(h)
for every handle (h), where h=9 ((h)) and h = T ((h)) are the adversary’s and the challenger’s formal polynomials
associated with (h). This holds by construction for the handles the challenger produces, as can be seen by inspection
of Eq. (A.2), and it is preserved by the generic group oracles, as each of them updates 9 and 7 with the same ring
operation (a constant polynomial for encode oracle queries, and the sum or the product of the entries of the queried
handles for add and pair oracle queries), which MapP respects.

Note that because MapP is a ring homomorphism, it acts on the adversary’s formal polynomial term by term
(i-e., each term of his mapped to the product of the challenger polynomials of the adversary variables it comprises,
and h is the sum of the resulting polynomials). We accordingly say that a term of h induces the monomials over V
that appear in its image, and, when analyzing the subsequent hybrids, we will study h by asking which terms of
h can induce a given monomial. Notably, several terms of h may induce the same monomial, in which case their
contributions to A may cancel. O

Lemma A.14. There exists a negligible function negl(-) such that, for all 1 € N,
| Pr[Hyb{” (A)] = Pr[Hyb{” (1)1 < negl(A).

Proof. The hybrids are equivalent except for the event where the zero-test oracle is queried on a handle (h) associated
with challenger formal polynomial h = 7 ((h)) where Evalg, (h) = 0 (so Hybéb) returns “zero”) but h # 0 (so Hybib)
returns “non-zero”). Let bad denote this event. For a particular zero-test query on handle (h’) at time ¢’, we first observe

that the associated polynomial R’ is at most degree 4. This is because the construction gives out elements as follows:

« In setup, key generation, and encryption, the adversary formal variables in V, (ie., the left group G;) or V,
(i.e., the right group G;) are sums of products of at most two challenger variables in V, so A cannot pair to
produce any polynomial of degree greater than 4.

+ Only encryption outputs a component in the target group Gr, which is a sum of products of three variables in v,
together with a challenge message polynomial produced by pairing other elements (which satisfy the case above).

As hybrids Hyb( ) and Hyb( ) are identical until bad, it suffices to bound Pr[bad] in either hybrid [BR06]. In Hyb(b) the
zero-test oracle answers by checking whether h = 0and the exponentsin 7~ are never used, so A’s view, and hence each
queried polynomial K, is independent of the sampled exponents. We may therefore apply the Schwartz-Zippel lemma
(Lemma 2.3) to each zero-test query as though I’ were fixed in advance. We have that Pr[Evalg, () = 0AR % 0] < 4/p.
The lemma follows by applying the union bound and using the fact that gz7 = poly,(1) and p > 2*.

4-qzr

Pr[bad] < g7 - Pr[Evalg, (') =0 AR #0] < = negl(}). o
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Lemma A.15. Forall A € N, Pr[Hyb{"”’ (1)] = Pr[Hyb("). (A)].

Proof. All that differs between the two hybrids is when the challenger samples the set S* and performs the substitution
(via the ring homomorphism SubSS*) on the entries of 7. Specifically, this step is performed at the start of the post-
challenge query phase in hybrid Hyb5 oine While in hybrid Hyb( ) it is instead performed at the end of the challenge
phase. That is, the challenger directly records the substltuted entry (c3 ;) > ¥; for each i € " in hybrid Hyb ) rather

than the entry (c3 ;) > 7; as is done in hybrid Hyb5 oint- We will argue that A’s view is identical in both hybrids.

We first note that, starting in hybrid Hyb‘(1 ) (and for all remaining hybrids), the zero-test oracle answers a query
on a handle (h) by testing whether h = 0 (or not checking h at all), and nothing derived from exponents from the
table 7~ is given to A. It follows that the set $* influences A’s view only through the entries of 7.

Now, observe that A’s view through the end of the challenge phase is identical in both hybrids, as the two hybrids
differ only in the entries the challenger records in 7~ for the handles (c3,)- This is because A cannot make any
generic group oracle queries between the end of the challenge phase and the substitution point at the start of the
post-challenge query phase (notably, no handles are sampled and no zero-test queries are made). In particular, the
handles present in 7~ at the substitution point are exactly those present at the end of the challenge phase.

It remains to argue that the entries of 7~ coincide in both hybrids from the substitution point onwards. Consider
any handle (h) present in 7~ and let R’ denote the entry it would have in the absence of any substitution (i.e., the
entry obtained by recording (c3 ;) > 7; for every i € [L]). We argue, by induction on the order in which the handles
are created, that the entry (h) +— SubSg- (R) is inserted in 7 in hybrids Hyb(b) and Hybél:))mt and thus the behavior
of the hybrids is equivalent.

For the base case, consider a handle (k) stored in 7~ at the end of the challenge phase. We first analyze hybrid Hybib).
If (h) = (c3;) for some i € [L], then the hybrid records the entry (h) - sy; if i € 5" and (h) > 7; otherwise, which
in either case is exactly SubSs: (7;) = SubSs: (k") by the definition of SubSs:. Thus the mapping (h) + SubSg- (h’)
is added to 7. Otherwise, i’ does not contain any term involving any of the variables {7;};c(7). In particular, by
inspection of Eq. (A.1), the entries (c ;) > 7; are the only ones the challenger adds that induce such a variable and
they are added at the very end of the challenge phase, while every adversary-added entry is added by a generic group
oracle query and is either a constant polynomial or a sum/product of entries created earlier. Hence, SubSg-(h") = K,
and so the entry recorded is again (h) — SubSg- (R). Moving on to hybrid Hyb5 oint> the base case holds by definition.

For the inductive step, consider a handle (h) created after the start of the post-challenge phase and suppose that
every handle (hg) created before it has entry SubSs- (h;). We go over each way (h) may have been produced below:

« Post-challenge key-generation queries: On the §th key-generation query, the challenger adds the entries
(Big) = Pig foreachi € Sg and (6¢) — @ Xjc[k Vi + Yies; ViPig to 7. Neither entry contains any of the
variables {7;}c[r] and so both are unaffected by the SubSs- ring homomorphism.

+ Post-challenge generic group oracle queries: The analysis of the generic group oracle queries is as follows:

— BGGM.Encode(x, v): The challenger adds the entry (h) — x to 7~ where x denotes the constant poly-
nomial, which is again unaffected by the SubSg- ring homomorphism.

- BGGM.Add((h;), (h3)): Recall that the challenger adds the entry (h) — 7 ((h1)) + T ((h,)) to 7. By the
induction hypothesis and the fact that SubSs- is a ring homomorphism, we have that

T ((h)) + T ((hy)) = SubSs- (K,) + SubSs- (h}) = SubSs- (R} + h},) = SubSs- (k).

— BGGM.Pair((hy), (h3)): The challenger adds the entry (h) — T ((hy)) - 7 ((h)) to 7. By the induction
hypothesis and the fact that SubSs- is a ring homomorphism, we have that

T ((hy)) - T ({hg)) = SubSs- (h}) - SubSs- (h}) = SubSs- (K - h}) = SubSs-(h').
In each case, the entry (h) + SubSg- (h’) is added to 7, and thus A’s view is identical in the two hybrids. It follows that

Pr[Hyb\" (1)] = Pr[Hyb? (2)]. o

5,0,int
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Lemma A.16. For L — L = w(log A), there exists a negligible function negl(-) such that for all A € N and all y € [qz71],

| Pr[Hyb(")_, . ()] = Pr[Hybl”) (D)]] < negl(A).
Proof. All that differs between the two hybrids is the behavior of the zero-test oracle on the ' post-challenge query
the adversary A makes. Specifically, for said zero-test query on handle (h), the oracle checks if the challenger’s formal

polynomial h=7((h))is identically zero in hybrid Hybé ; Line> While it instead automatically returns “non-zero” when

certain message and challenge-set-dependent terms are present in the adversary’s formal polynomial h =9 ((h)) in
hybrid Hyb( . We will argue that, except with negligible probablhty, the challenger s formal polynomial h in this case
would anyway not be identically zero and the oracle would output “non-zero” in any case. We let bad denote the event
that h (corresponding to an h that has the challenge message- or challenge-set-dependent terms) is identically zero.
Before continuing, we recall how the challenger’s formal polynomials relate to the adversary’s in hybrid Hybéig Lint*
Let MapP;,,, denote the ring homomorphism defined as MaEP except that ¢;; — F; for every i € [L] (matching the

entries (c3,;) +> 7; recorded in the challenge phase of Hyb5 oi at)- By the same inductive argument as in Lemma A.13,

h= MapP; t(l;) for every handle (h) up to the substitution point, which in this hybrid comes right after the (y — 1)
post-challenge zero-test query. From that point onwards, by the inductive argument of Lemma A.15 (and since SubSg-
is a ring homomorphism applied to every entry), h = (SubSs: o Mamet)(h) Hence, for any y’'! post-challenge
zero-test query, the challenger’s formal polynomial in hybrid Hyb & can be derived from the adversary’s formal
polynomial via the following substitutions:

—1Lint

ar— o ~~ S
. c * >
G &3 é;iH{sf’ PESTAXZX prie )
! . ) > 7;  otherwise
Vi forie[L]
., Aui - uf- fori e [K] 5 — a Z ld’ Y+ Z jifie for £ € [qkcl, (A.3)
ﬁi,§ = ﬁi,f for (i, 5) € [L] X [qKG] i€[K] i€Sg

P o~ s gwi—1~ ~ %
GT{ cleaZId i; + 1.
i€[K]

where m; T((mb)) is the challenger’s formal polyn0m1a1 associated with the challenge message handle (m;).

We are now ready to go over our main analysis of the y™ zero-test query, which broadly breaks down into three
cases. The first two analyze what happens when the adversary “combines” fewer than or at least K keys respectively to
break the system, while the third covers remaining edge cases. In more detail (but still at a high level), for an adversary
to distinguish the two hybrids, it must query an adversary formal polynomial h that maps to an identically zero
challenger formal polynomial h where h has a ¢} term and/or a ¢; ;0 term for some 6 € {1} U V,, per the conditions
added in the subsequent hybrid. Below, we provide intuition for which terms in h are necessary to keep track of in
our analysis (this applies to both the cases of combining fewer than and greater than or equal to K keys).

If h has a ¢} term, then by construction this induces Sau; terms in h, which the adversary can attempt to cancel
out by including other terms in h which induce Sad; terms in h. By inspection of Eq. (A.3) (and as we will justify in
more detail later), Sai; can only otherwise be obtained by pairing ¢; with some 5§ (i.e., h must include c255 terms
for any cancellation to occur).

Note that the ¢; 5§ terms in h also induce §7; b ¢ terms in h, and these can only be cancelled by including more terms
in A which induce § SYi ﬁ, 3 terms in h. As shown in Eq. (A 3) (and as we will again Justlfy in more detail a bit later), the only
other way to obtain §y; ﬂ,,g is to pair ¢; ; with some ﬁl, (ie, h must include & €, ﬁ, ¢ terms for any cancellation to occur).

For any terms of the form ¢; ;6 for 6 € {1} U Py \ {ﬂjé}(ﬁf)e [L1x[qxs] (i-€., the other challenge-set-dependent
terms), a simple linear independence argument shows that cancellation does not occur if they are present.
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To formalize the above intuition, consider the following events based on the adversary’s formal polynomial h:

E; = [Coeﬁ:@i‘(fl) # 0],
E, = [coeffé* _[;jf(fl) # 0 for some (i, j, &) € [L]* x [qKG]],

Es = [coeffz; 5(h) # 0 for some (i,5) € [L] X ({1} U Vo \ {Be} G elnixlane)) |-

By construction, we have that E; is the message-dependent condition and E; V Ej is the challenge-set-dependent con-
dition, and thus the bad event can only occur in events Ej, E, or E3. Next, define D = {& € [gxc] : coeff .5 (h) # 0}
; : « . » 208

and consider the following event that captures when the adversary “combines” fewer than K keys:

E,=[|D| <K].
With the above events, we can bound the probability of the bad event as

Pr[bad] = Pr[bad A E4] + Pr[bad A —E4]
< Pr[bad A (E; V E; V E3) A E4] + Pr[bad A =E4]
=Pr[bad A (E; V (=E1 A E2) V E3) A Eq] +Pr[bad A —E4]
< Pr[bad A E; A E4] +Pr[bad A =E; A E; A E4] +Pr[bad A E5 A E4] + Pr[bad A —E,]
< Pr[bad A E; A E4] +Pr[bad A =E; A E; A E4] + Pr[bad A E3] + Pr[bad A —E,4]
= Pr[badi-,] + Pr[badi-] + Pr[badpy] + Pr[bady],
where
badi-, = bad A E; AE; badp-, :=bad A =E;{ A E; A E4
bady = bad A =E,4 bady = bad A Es.

We now analyze the individual bad sub-cases below.

. Case I: h combines fewer than K keys: We begin by analyzing the two bad events in which |[D| < K. As
mentioned before, within this case we will analyze two sub-cases.
- Case I-a: coeff;: (h) £ 0: Ata high level, we analyze this case by arguing that a ¢} term in h induces

$ii; terms in h, which can only be cancelled by é;‘gg terms in h (as these are the only other terms that also
induce Sai; terms in h). If fewer than K different ¢;0¢ terms are present, such a cancellation cannot occur.

We now identify which terms (that are not ¢}) in h can induce §&ii; terms in h. From Eq. (A.3), we can
see that there are two types of terms in h that can induce the variable § in h. These are ¢, and ¢; ; for a
subset of j € [L]. First observe that e, j induces $y; or 7}; in either case, this includes a variable that is
not in $au;, and so €5 ; cannot induce this (even if paired with other variables). Next, note that ¢, € V)

induces § and thus must be paired with some 0 € vV, that induces terms of the form @i;. From Eq. (A.3),

we can see that 5} for & € [gqkc] is the only type of variable in vV, that satisfies this.

Recalling that D = {¢ € [qkc] : coeff,. 5 (fz) # 0}, we can write the challenger’s formal polynomial h
2

corresponding to the adversary’s formal polynomial h on the 1™ query as

h = i + coeffe: (h) - | 5& Z id 1 |+ Zcoeﬁ%(ﬁ). sa Z id;-la,.+§z 7ibie (A4)

i€[K] &eD i€[K] i€Sg

where /i is a polynomial over V such that coeffsgi, (f1) = 0 for all i € [K] (i.e., fi does not contain any $&d;
terms). This holds because, as argued above, ¢} and ¢3¢ are the only terms in h that induce saii; terms.
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Note, in particular, that while coeffeT (fz) . rhz is absorbed into /i, the above holds because rhz contains no
sau; monomial, due to the fact that (m) ) must have been created before the challenge phase and s does

not appear in any 7~ entry before then. Rearranging Eq. (A.4), we have that

h=j + Z Séiil; - | coeffes (h) - id* ! + Z coeff,. Sg(ﬁ) HidE (A5)
i€[K] &eD
where I = fi+ Y zep coeffé*(;g(fz) . Zie% 5}71'/3;1,5*- Intuitively, we have absorbed the §)7iﬂ~,-,§ terms into fI’ so
2
that fiI’ contains all the terms that are not core to the analysis of the |D| < K case. By construction, we
have that coeffsz, (') = 0 for each i € [K].
Let V =V(id",idg,...,idgy, ) be a square Vandermonde matrix of dimension |D| + 1 (see Section 2) over
id* and the elements of D = {&;, ..., £p|}. Because [D| < K (or equivalently, |[D| + 1 < K), we can rewrite
Eq. (A.5)as h = fi”’ +x"Vy for
x = (Sauy, . ..,Saup+1) and 'y = (coeffs (h), coeffé*gf (h),..., coeffékgglp‘ (h)),

and where [i"” = [I' + };c[|pj+2,k] S@U; - (coeffa (h) id* 2EeD coeffC <55 (h) ldl 1). Intuitively, we have
absorbed the saii|p|+s, . . ., S&iig terms into ji”’, and so coeffsag, (i) = 0 for each i€ [|D]+1].

Observe that if Vy # 0, then xTVy # 0. This is because we can express it as a sum x' Vy = 2ie[|D|+1] Zi S
where Vy = (z1,...,z|p|+1), which is identically zero if and only if z; = 0 for all i € [|D| + 1]. Hence, in
this case, h = i’ +x"Vy # 0, because coeffsz;, (x"Vy) # 0 for some i € [|D| + 1] while coeffszz, (7”) = 0
for all i € [|D] + 1] as shown above (i.e., x' Vy consists solely of §aiii, . . ., $&iip|+; terms and fi”” does not
contain any, so there are no terms in /i’ that can cancel out terms in x' Vy).

Now, suppose for the sake of contradiction that Vy = 0. Because V is a square Vandermonde matrix and
eachid®, id &ree-sid &p € {0, 1})L are pair-wise distinct (as the adversary is admissible and we are working in
the unique-identity setting), and p > 2%, then det(V) # 0 (i.e., V is invertible). It follows that 0 = V-!Vy = y
(i.e., every coefficient in y is 0), but this contradicts the assumption for this case that coeffe: (h) # 0.1t
follows that & # 0 and hence the zero-test oracle always returns “non-zero” in this case. Thus,

Pr[badi-,] = 0.
Case I-b: coeff;: (h) = 0 and coeff, & e (h) # 0 for some (i, j, £) € [L]? x [gkc]: At a very high level,

we analyze this case by arguing that a ¢ ; ﬁ ;& term in h induces § ¥ ﬂ £ OF ﬁ ;& terms in h. The former can
only be cancelled by including ¢é 5§ terms in h (as these are the only other terms that also induce §7;5; .-
If fewer than K different ¢} Ssr terms are present, such a cancellation cannot occur per a Vandermonde
matrix argument (over sau; terms) similar to the previous case. For the latter, the lack of cancellation is
straightforward but tedious.

We now identify which terms in k can induce terms of the form §7; j,& OF Ji ¢ in h. By inspecting Eq. (A.3),
we can see that there are two types of terms in h that can induce the formal variable ﬂ & in h. These are
,[3 ¢ and 35 which are both in (Vz. For the former, it must be paired with some ¢ € (Vl that induces terms
of the form sy; or 7;. From Eq. (A.3), we can see that ¢} ; is the only type of variable in V; that satisfies
this. For the latter, it must be paired with some 0 € (Vl that induces a solo § variable (i.e., without any
additional variables multiplied), and from Eq. (A.3) we can see only ¢} satisfies this.

Let C = {(i, j, &) € [L]? X [qka] : coeffé;iﬁ;l_’g(fz) # 0} be the set of indices for é’;giﬁ},g terms in h and define

the following sets:

C={18: 1,8 eCni=j}, C"={(1j&eC:i#j}
Co. ={(i,&) e C’:ie S}, C.={(i,j,&) e C” :ie S}
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» Ax

G, lﬁ] 3
terms in h. Furthermore, Cg, and C¢, are the subsets that induce $y;f; s terms in h (because i € S*) as

Intuitively, C’ and C” can be thought of as partitioning C into the “diagonal” and “off-diagona

opposed to Fiﬁjsg terms in h.

Recalling that D = {£ € [qkc] : coeff,. 55(};) # 0}, we can write the challenger’s formal polynomial h
276

corresponding to the adversary’s formal polynomial h on the ™ query as

h=ji+ Yy coeff,. 5, (h) - | 5 DT idE 45 ) fifie

&eD i€[K] i€Sg

+ Z Coeﬁé;‘iﬁ,—g(f’)'(5)71'5115)"' Z coeﬁééi'gi’f(ﬁ)-(hﬁié) (A.6)
(i£)eCs. ’ (i.£)eC\Cy, o
LN ot i (a5 ot (i

(i.j.E)eCl, (i.).6)€C\CY,

where /i is a polynomial over vV such that coefﬂy . (p) = coeffr fre () = 0 for all (i, j, &) € [L]* X [gkc]

(i-e., f does not contain any sy,ﬁj £ or r,ﬁ] £ terms). This holds because as argued above, c25§ and ¢ l/)’] ¢
are the only terms in h that can induce § ¥ /3 & OF T /3 ;¢ terms. Furthermore, coeffzz, (ji) = 0 foralli € [K]
(i.e., f1 also does not contain any Sai; terms). This is because, as shown in Case I-a, ¢} and 025§ are the
only terms in h that induce §&ii; terms. The former has coeffe (h)=0 by the definition of this case, and

every contribution of the latter already appears explicitly in the first sum of Eq. (A.6).

By inspection of Eq. (A.6) and using the above fact on fi, we can see that

coeff;_ﬂj{(fz) = coeff . ﬂg(ﬁ) for (i,&) € C'\ Cs.,
iPi 3,iPid

coeffsyﬁ (h) = coeffé;iﬁjé(ﬁ) for (i, j, &) € Cg.,
Coeffi,-ﬁ}-,g(h) = coeffé; iﬁj,f(ﬁ) for (i, j, &) € C" \ C§.,

(i.e., the only cancellation that can occur is on 3 /?,;g terms in / that induce 5}71'/371‘,.5 terms in h). Thus, if
Cgl, Cc”\ C,s’*’ or C’ \ C;. are non-empty, then h % 0.

Now suppose that C¢., C”"\C¢., and C"\ Cg, are all empty (note that this implies that C¢. must be non-empty,
as we assume coeff ., [;_g(fl) # 0 for some (i, j, &) € [L]* X [qkc]) in this case. We can simplify Eq. (A.6) to
3,iFJ>

h=ji+ . coeffys (h)-|5a 3 i +5 ) pau [+ ) coeffé;iﬁig(ﬁ).(§yiﬁi,§). (A7)

&eD i€[K] i€Sg (i,._f)eC’S*

Rearranging Eq. (A.7) further, we have that

h=j+ Y S| Y coeffs ()i |+ D Spifu - (coeffy s () + coeff, 5 (h))

i€[K] £eD (1,§)eUNCy,. (A.8)
+ Z COeﬁ:é;S{(h) . 5)71'181"5 + Z Coeffé;iﬁi,.f(h) ’ §)~/iﬂi,§
(1,6)€U\Cy, (1,8)eCe\U

where U = Ugep{(i, &) : i € S¢}is the set of indices (i, §) such that & € D and i € 5¢ (i.e., the indices that
appear in the left-hand sum in Eq. (A.7)).
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For the remainder, we will argue that if D is empty, then Eq. (A.8) shows that h is not identically zero;
while, on the other hand, if D is non-empty, then we can rewrite Eq. (A.8) in terms of a Vandermonde
matrix as was done in Case I-a, which we will then use to show that h is again not identically zero.

Now suppose that D is empty. By inspection of Eq. (A.8) and using the fact C¢. is non-empty (as argued
above), there exists some (i, ¢) € Ct. such that

coeffgfi fie

(h) = coeffé;&(h) + coeffé;iﬁi’g(h) = Coeﬁé;,iﬁ},;(h) # 0,
and so h # 0 in this case.
Now suppose D is non-empty. First, we rewrite Eq. (A.8) as
~—~' SOl - A A .’i_l
h=p+ Z Saii; Z coeffé;5§(h) ld§ , (A.9)
i€[K] teD

where

i = /j + Z 5)71'/;1‘,._{ . (Coeﬁ:ézég(};) + Coeﬁ:é;il-{}i,f(ﬁ))

(i.£)eUNCy,
v, coeffys () Spfiet ) coeffy 5 (B) - Sific.
(1,6)€U\C, (i.8)€Cy\U

Notably, because ji contains no sai; terms and the three absorbed sums consist solely of §}7,~/)~’i,5: terms,
we have that coeffszq, (i) = 0 for all i € [K].

Now since D is non-empty, there exists some ¢’ € D such that coeff . S (h) # 0. Label the elements of
276

D ={&,....&p|} where & = ¢ and let V.=V (idg, ..., idg,, ) be a square Vandermonde matrix over the

elements of D. Because |D| < K, we can rewrite Eq. (A.8) as h = ji”” + X' Vy for

x = (Saiy,...,Saiup)) and y = (coeff,; (fz),...,coefﬁ*é (h)),
€308 €29 p

and where i”’ = I’ + Zzl'(:\D|+1 Sad; - (Xeep coeffégéf(fl) . idé_l). Intuitively, we have absorbed the $aii|p|1,
..., Sauk terms into fi”’, and so coeffsz4;, (") = 0 for each i € [|D]].

Following the analysis in Case I-a, recall that if Vy # 0, then x'Vy # 0 and the challenger’s formal
polynomial h = 7’/ + x"Vy # 0. Now, suppose for the sake of contradiction that Vy = 0. Because V
is a square Vandermonde matrix and each idg,, ..., idg‘ ) are pair-wise distinct (as we are working in
the unique-identity setting) then det(V) # 0 and 0 = V™1Vy =y (i.e,, every coefficient in y is 0). This
contradicts the proposition that coeffé; 5, (fz) = coefféz B (fl) # 0. It again follows that h # 0 in this case.

Wrapping up, we have shown that if coeff .. ﬂg(’;) # 0 for some (i, j, ) € [L]? X [gkc], coefféi«(fz) =0,
3, J>
and |D| < K, then there is no condition under which # is identically zero. Thus,

Pr[badi-] = 0.

. Case II: i combines K or more keys: We now analyze the bad event in which [D| > K. As argued for Case
I-b, including ¢; Sg terms in h induces ¥ ﬁ~,-,§ terms in h, which must be cancelled by also including 3 ; ﬁA,-kg terms
in h (as these are the only other terms which induce terms of the form §y; ﬁ}g). At a high level, we will show that

including K different ¢; 35 terms in A will induce S¥i ﬁi,g terms in h for a sufficient number of i € [L] such that, with
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high probability, there is some i’ induced such that i" ¢ S*. For i’, the ¢} ,, ﬁA,-rsg term needed in h induces a 7 ﬁ},g

term as opposed to Sy ,8}’5 term (because i’ ¢ S*), and thus cancellation cannot occur and & is not identically zero.

Because the §}7,~,B~,~’§ terms we analyze are identical to those used in Case I-b, we directly proceed with the
cancellatiAon argument. Let C = {(j, j, &) € [L]? X [gxc] : coeffé;iﬁﬁj’g (fz) # 0} be the set of indices for 6;1./)3],5
terms in A and define the following sets:

C={@H:@jpHeCri=j}, C"={(ijdeC:i#j}
Coo ={(i,6) eC':i € 8"}, Cq. ={(i,j,&) e C" :ie S}
As in Case I-b, the challenger’s formal polynomial can be written as
h=ji+ coeff,. ;. () -| 5 D w45 ) fifie
§eb i€[K] i€Sg

£ coeffy s (W) (Tibie)+ Y coefty () (7ifie) (A10
(iéyecy, (1) €CN\Cy

+ Z coeffé;iﬁ}g(h) . (syl-ﬂj’g) + Z coeffégiﬁ}’g(h) . (riﬂj,g)
(i E)eCY, (1.6 €C\CY,

where /i is a polynomial over vV such that coeffg)./iﬁjs(ﬁ) = coefffiﬁjg(ﬁ) =0 forall (i, j, &) € [L]? X [gkc] (ie.,

[i does not contain any §y; ﬁ & Or Fi/;’ ;& terms).

By inspection of Eq. (A.10) and using the above fact on i, we have

coeff, ﬁlf(iz) = coeff,, ﬂ}g(ﬁ) for (i, &) € C' \ Ci.,
coeffgyiﬁjé(fz) = COEﬁég,iﬁ},g(ﬁ) for (i, j, &) € Cg.,
coefffiﬁjé(h) = Coeﬁé;,iﬁ},g(h) for (i, j, &) € C" \ Cq..

Thus, if C;’*, C”\ C;’*, or C’\ Cg* are non-empty, then h#0.

Now suppose that Cg., C” \ C¢., and C” \ Cg,. are empty. We can simplify Eq. (A.10) to

S*>

h=fi+ ) coeffs () |5& Y i a+5 ) B |+ ) coeffy 5 (R)- (sy,-ﬁ,-,g), (A11)

£eD i€[K] i€Sg (i.§) eCy.
Rearranging Eq. (A.11) further, we have that

h=j+ Z ifig - (Coeffé;&(h) + coeffé;iﬁig (h))
(1.6)€UNCy,
+ Z Coeﬁ:é;ég(ﬁ) .5}71./%’5 + Z coeffé; iﬁi,§(ﬁ) . 5)7i/§i,§,
(L5 TC, ’ GfeCe\ww

(A.12)

where U = Ugep{(i,§) : i € S¢} is the set of indices (i, §) such that £ € D and i € S (i.e., the indices that
appear in the top sum in Eq. (A.11)), and where

i =ﬂ+2coeﬁé;§~§(fz)- Z sa; - idi .
&eD i€[K]
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Notably, we have absorbed the $&i; terms into i’ so that fi’ contains all the terms that are not core to the
analysis of the |D| > K case. By construction, we have that coeﬁcgyﬁ_f(ﬁ’) =0 forall (i, j, &) € [L]? X [gkc].
LFJ,8

Intuitively, we can see from Eq. (A.12) that the only cancellations can occur in U N C.. That is, the sets U \ Cq.
and Cg, \ U must be empty (which we will formally argue below) and thus C¢. = U for the bad event to occur.
We conclude by arguing that the adversary has a negligible probability of producmg an h such that C, = U.

Proceeding with the argument outlined above, if U # Cj. then there exists some (i, ¢) € (U \ Cg.) U (Cg. \ U).

It follows that Coefny,ﬁi‘f(fl) coeff 618 (h) # 0 or coeffsyﬁ (h) = coeff (h) # 0, so h # 0 in this case.
It remains to bound the probability that C;. = U, which itself is bounded by the probability that U C Cx..

First we recall that Ci. = {(i,§) € C' :i € S} and U = Ugep{(i, §) : i € S¢}. Per the change added in hybrid
Hybé,b)g_l,im, the set $* is sampled after the (y — 1) post-challenge zero-test query, and so no zero-test query
is answered between the sampling of S* and the current query. Because S* influences A’s view only through

the entries of 7~“, the adversary has not received any information on S*, so we have that

Pri| Jsecst ( ) :

&eD
where the final inequality follows from the halting condition added in hybrid Hybib) which asks that there
is no collection of sets S¢,, ..., Sg, With union size less than or equal to L/x. Since |D| > K in this case, this
condition applies to any K elements of D and yields | Ugep Se| > L/x.

Pr[bady] < Pr[U C

Finally, recall that L — Ly = w(log A) and k > 2. Consider any ¢; > 0. Because L — Ly = w(log A), there exists
some d; € N such that L — L > ¢;log A for all A > d;. Let ¢ = ¢; log e/k. We have that,

L
L—Lg\*
Pr[bady] < (1 - —Ct)
L
< exp (_L_Lct)
K
log A
< exp (_&) for A > d;
K
— )-ciloge/x for A > d;
—1-c for A > d;.

Note that since ¢; > 0 was arbitrary, ¢ = ¢; log e/k can take any positive value, and so there exists a negligible
function negl(-) such that
Pr{bady] = negl(A).

Case III: coeff;: ,,(h) # 0 for some (i, 9) € [L]x ({1} U V5 \ {ﬁ] £} (.£)e[L1x[qxc]): This final case considers
the remaining challenge set-dependent terms not covered in the previous cases.

Explicitly, this case occurs if, for i € [L], coeff;; ,(ﬁ) # 0, coeffe: 4, (fl) # 0 for some j € [K], or coeff .. 55(};) #0
5L 51 3,078

for some & € [gkg]. We consider these as sub-cases and analyze them below:

— Case IlI-a: coeff (h) # 0 for somei € [L]: A ¢3; term in h induces an Sy; or 7; term in h. We argue
that no other terms induce § Sy; or 7; terms in h, and thus no cancellation occurs in this case. From Eq. (A3),
we have that no other term in h induces a term of the form § $y; and thus the only remaining option to
induce it is to pair an element ¢; € (Vl and 0, € (Vz If 9, is ¢3, then this induces an $ term in h, however no
0y € (Vz contains a (solo) y; term. If 9; is y;, then this induces a j; term in h however no 0, € (Vg contains
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an § term. Finally, we have that no other term in h induces a (solo) 7;. In particular, a ¢} term induces
neither an §y; nor an 7; term because (m; ) must have been created before the challenge phase and neither
S nor any 7; appears in a 7 entry before then.

- Case III-b: coeffc* iy (h) # 0 for some (i, j) € [L] x [K]: A ¢ 4; term in h induces an §y:; or Fiil;
term in h. We argue that no other terms induce these terms in . From Eq. (A.3), we can see that the only
remaining option to induce a sy;ii; or 7;ii; term, other than by pairing c3 with d; itself, is to pair some
other element 6; € V; with 6, € V,. If 9 is ¢, then this induces an § term in h, however no o, € V,
contains a (solo) y;ii; term. If 9; is §;, then this induces a §; term in h, however no 9, € V, contains an
siij term. If 9 is c3 ., for some i’ # i, then this induces an Sy or 7 term in h which (paired with any
0y € (Vz) cannot equal §¥;ii; or 7;ii; since i’ # i. Finally, we have that ; is the only element of (Vz which
induces a (solo) 7; term, so no other pairing can induce the required @; factor either. In particular, like
Case Ill-a, a ¢] term induces neither an §y;i; nor an 7;u; term because (m; ) must have been created before
the challenge phase and neither § nor any 7; appears in a 7~ entry before then.

- Case III-c: coeff, & 8¢ (h) # 0 for some (i, £) € [L] x [gkc]: For j € S, a é;lriz term in h induces an
SYi¥j ﬂ & Or T4 ﬂ . term in h. We argue that no other terms induce these terms in h. From Eq. (A.3), we
can see that the only remaining option to induce a 5¥;¥; ,B & Of FiYj ﬁ ¢ term, other than by pairing ¢3;
Wlth 5§ itself, is to palr some other element ¢ 0 € (Vl with 4, € (Vz If 9, is €3, then this induces an § term in
h, however no 6, € V; contains a (solo) y,y]ﬁj ¢ term. If 9y is §; or y], then this induces a y; or y; term in h,
however no 9, € V; contains an § or 7; term. If 9 is ¢; » for some i” # i, then it induces an Sy or 7 term
in h, and the only 4, € Vj that supplies a /3 ;¢ factor together with a y factor is 5§ Pairing the two yields
only terms of the form sy, )/kﬁk ¢ or Ty ¥i ¢ for k € Sg. To match the ,BJ ¢ factor we need k = j, and then
the remarmng Y (resp. Fi7) factor would have to equal y; (resp. 7;), which forces i’ = i. In particular, this
rules out i’ = j as pairing ¢; g with 65 gives Sy;yifiz (When i € S¢), which carries ﬂl ¢ rather than j8; r and
is therefore a different monomial. Finally, as argued in Case I-b, ﬁ ;& and 5§ are the only elements of V,
which induce a ﬂ ;¢ term, and the former would have to be paired with an element of V, inducing §7; yj or
7iy;, of which there are none, so no other pairing can induce the required j; b & factor either. We note in
particular that ﬂ . 18 umque to the key £, so these terms cannot be cancelled by ¢; ; 55/ terms for any & # £
Note that, like Case III-a, a ¢] term induces neither an sy,yjﬂ],sr nor an 7;y; f; ¢ term~because (my) must
have been created before the challenge phase and neither § nor any 7; appears in a 7~ entry before then.

Summarizing the analysis above, we have

coeffg);i(fl) = coeﬁ%;i(fl) forieS*
coeff;i(fl) = Coeﬁ:ﬁ;i(ﬁ) forie [L]\S*
coeffsj,q; (h) = Coeﬁ.(};viﬁj(ﬁ) for (i,j) € S* x [K],
coeffy,a, (h) = coeffe; 4, (h) for (i, j) € ([L]\ §*) x [K],
coeffy; ; 5., () = coeff,, 5 (h) for (i,€) € $* % [qxa]. j € S¢.
coeff; 718, s(h) = coeffé;i(gg(ﬁ) for (i,€) € ([L] \ S*) X [gkc]. j € S¢.

It follows that if any of the Case III terms are included in h, then h has a corresponding term and thus h is
never identically zero. Thus,

Pr[badm] =0
Combining the case analysis above, we overall have that

Pr[bad] < Pr[badi-,] + Pr[bad,] + Pr[bady] + Pr[badyy]
= negl(4). O

Lemma A.17. ForallA € N and all y € [qz71], Pr[Hybé,bX) W] = Pr[Hybé’bX)Jm(}t)].
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Proof. All that differs between the two hybrids is when the challenger samples the set S* and performs the associated
substitution on the entries of 7. Specifically, this step is performed immediately after the (y — 1)
(b)

post-challenge
zero-test query in hybrid Hyb.”), while it is instead performed immediately after the y™ post-challenge zero-test

5x°
query in hybrid Hybél;() int- We will argue that A’s view is identical in both hybrids.

Throughout, we let SubSg- denote the ring homomorphism as defined in hybrid Hyb; 0)|nt’ so that the substitution
step performed in both hybrids replaces each entry h of 7~ with SubSs- (k). We also recall that, since hybrid Hyb(b),
the zero-test oracle answers a query on a handle (h) by testing whether h =0, and so the set $* sampled in this step
influences A’s view only through the entries of 7.

We first observe that the first y — 1 post-challenge zero-test queries are answered identically in both hybrids,
as the substitution step is performed after the (y — Nt query in either case.

Next, consider the y'" post-challenge zero-test query on a handle (h) with associated adversary formal polynomial
h= 7°((h)) and challenger formal polynomial W= T ((h) (where the latter is pr10r to any substitution). As the behav-
ior added in hybrid Hyb( ) apphes to this query, if coeff (h) # 0 or coeffs: U(h) # 0 for some (i,6) € [L] X ({1} UV),
then both hybrids return ‘non-zero” without accessing the table T at all and the query is answered identically.
Otherwise, coeff; 1(h) = coeffcliz,(h) =0forall (i,9) € [L] X ({1} U V). By inspection of Eq. (A.3), é;; are the only
variables in V that can induce a 7; variable in h’, and thus h’ contains no monomial involving any of the variables
{Fi}ie[r). It follows that SubSs:(h") = h’, and so the x™ query is again answered identically whether or not the
substitution has already been applied.

It remains to argue that the entries of 7~ coincide in both hybrids from the point immediately following the
1™ query onwards, from which it follows that the remaining post- challenge zero-test queries are also answered
identically. Consider any handle (h) present 1n 7" at this point and let &’ again denote the entry it would have in the
absence of any substitution. In hybrid Hyb5 pint’ the entry is SubSg- (R'), so it suffices to show that the same holds
in hybrid Hyb( )? , which we do by induction on the order in which handles are created.

For the base case, a handle created before the substitution step has entry SubSg- (R'), as the step is applied to
every handle in 7~ at that time. For the inductive step, consider a handle (h) created after the substitution point and
suppose that every handle (k) created before it has entry SubSs: (h;). We go over each way in which (h) may have
been produced below:

+ Post-challenge key-generation queries: On the fth key-generation query, the challenger adds the entries
(Big) > Big foreach i € Sz and (6¢) — @ Xiek Vi + 21655 ViBi to 7. Neither entry contains any of the
variables {;};c[r] and so both are unaffected by the SubSg- ring homomorphism.

« Post-challenge generic group oracle queries: The analysis of the generic group oracle queries is as follows:

— BGGM.Encode(x, v): The challenger adds the entry (h) > x to 7 where x denotes the constant poly-
nomial, which is again unaffected by the SubSg- ring homomorphism.

- BGGM.Add((hy), (h2)): Recall that the challenger adds the entry (h) — 7 ((h1)) + T ((h,)) to 7. By the
induction hypothesis and the fact that SubSgs- is a ring homomorphism, we have that

T ((h)) + T ((hy)) = SubSs- (K,) + SubSs- (h}) = SubSs- (R} + h},) = SubSg- (k).

— BGGM.Pair((hy), (h3)): The challenger adds the entry (h) — T ((hy)) - 7 ((h)) to 7. By the induction
hypothesis and the fact that SubSg- is a ring homomorphism, we have that

T ((h1)) - T ({h2)) = SubSg- (h’) SubSg- (h ) = SubSg- (h’ h, 5) = SubSg- (R).
In each case, the entry of (h) coincides with SubSg- (fl’), and thus A’s view is identical in the two hybrids. It follows that

Pr[Hyb{") (1)] = Pr[Hyb{"). (1)]. O

Lemma A.18. Forall A € N, Pr[Hyb(O) M] = Pr[Hyb(l) W].

5,qzT,int 5,qzT,int
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Proof. The lemma follows from the fact that both hybrids operate independently of the challenge bit b. In particular,
any zero-test query dependent on the challenge-message-dependent component (which is the only component
dependent on the bit b) must have that coeff: (h) # 0, and the oracle only ever returns “non-zero” in this case (as the

forced-“non-zero” rule applies to every post-challenge zero-test query, and no pre-challenge query can involve ¢}). O

The theorem now follows by applying a standard hybrid argument over Lemmas A.11 to A.18. In particular,

|Pr[b*=1:b=0] -Pr[b*=1:b=1]|

| Pr[Hyb!” (1)] - Pr[Hyb{" (1)]]
2 (3+qzr) - negl(1)
= negl(1),

IA

where we have used the fact that gzt = poly(4).
]

Parameter instantiation. We now give one example of how to set the parameters of Construction A.8 so that
Theorem A.9 yields inverse-polynomial error and the conditions of Theorem A.10 are satisfied. We stress that there is
nothing special about our parameter selection; any choice of L, L, L, and K satisfying the conditions suffices. Take

L=K=21 , Ly=A" , Lu=A-A5.

Per Theorem A.9, we have that Construction A.8 is statistically correct with error

Wi

1 A

- Let) _ 3.8 s
E(A)_Lsk(1 L)_A — =2t

Furthermore, L and K are polynomial in A, Ly = A5 = w(logA),and L — L = A5 = w(log A). Moreover, we have
that K - Ly = A3 > 21 =k - L with x = 2 (for all A > 8). Thus, by Theorem A.10, Construction A.8 is unique-identity
semantically secure in the generic bilinear group model.

Lifting to full correctness and security. As discussed in Remark A.6, we can lift unique-identity semantic security
to (standard) semantic security by using a PRF on the identity to derive key-generation randomness. Furthermore,
Remark A.4 allows us to go from the inverse-polynomial error achieved by Construction A.8 to negligible correctness
error. Applying these remarks with the above parameter instantiation, we obtain the following.

Corollary A.19 (IBE from Pairings in the BGGM). Suppose one-way functions exist. Let A be a security parameter and
let GroupGen be a prime-order asymmetric pairing-group generator. There exists an identity-based encryption scheme
with identity space I = {I)})en where I) = {0, 1} that is correct with negligible error and semantically secure in the
generic bilinear group model.
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