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Abstract. Secure multiparty computation with provable identifiable se-
lective abort (PISA), introduced by Kondi and Ravi (CCS 2025), guar-
antees that every honest party either obtains the computation output
or a certificate that convinces any external auditor that a specific party
cheated. Crucially, honest parties need not agree: some may get output
while others receive evidence of cheating. In contrast, secure computa-
tion with identifiable abort (IA) requires just such unanimity; however,
in the event that an honest party doesn’t get output, it need merely be
able to point to a cheater — not to prove their guilt.

Secure computation with IA classically requires broadcast. Kondi and
Ravi demonstrated that secure computation with PISA, on the other
hand, can be built over point-to-point channels alone.

While PISA is feasible exactly when guaranteed output delivery is, i.e.
for t < m/2, the best known construction over point-to-point channels
requires six rounds. We settle the round complexity of PISA for all but a
narrow band of thresholds. We prove that two rounds are impossible for
t > n/3, even with arbitrary setup and computational assumptions; we
give a three-round protocol for any ¢t < m/2, which is therefore round-
optimal for n/3 < ¢t < n/2; and we give a two-round protocol for ¢t < n/4.
The two-round protocol introduces a new primitive called one-or-nothing
secret sharing with omissions.


https://orcid.org/0009-0008-1848-9234
https://orcid.org/0000-0001-6423-8331
https://orcid.org/0009-0005-3831-5993
https://orcid.org/0000-0001-7958-8537

Table of Contents

LROUND OpTIMAL MPC WITH PROVABLE CHEATER IDENTIFICATION. . 1
| Yashvanth Kond{®, Divya Ravi®, Jure Sternaa™, and Sophia

[ T0ErodUCHON]. « -+« o v eve e et e e e 2
LI Our Results ... 4
L2 Technical Overview]. ........ ..o, 5
L3 Related Workl. . ...... ... 8

2 Background: PISA and BC—PISA|. ... ... ... . . . 8
2.1 Ideal Functionality for PISA| ..... ... ... . ... . 8
2.2 Broadcast with PISAl ... ... . o 10

8 Preliminaries] . ... ..o 12
3.1 Public Key Encryption|............ ... ... ... ... ... ... .. .... 12
3.2 Secret Sharing| ......... . . 13
3.3 Digital Signatures| ........ ... ... 14
3.4 Garbling Scheme|....... ... .. 15
3.0 Non-Interactive Zero-Knowledge Arguments of Knowledge]. ... .. 16

4 Impossibility of Two Round PISA With n <3¢ .................... 17

[ Three Round PISA With Honest Majority] ... ...oovvvvneeeeennn... 20

6 Two Round PISA With Honest Super-majority] .................... 23
6.1 One-or-Nothing Secret Sharing with Omissions (lorOwo)| ....... 23
6.2 MPC Protocoll ... 31
6.3 Security Proofl ........ .. . 36

1 Introduction

Secure multiparty computation (MPC) [CDvdG88IGMWS8T7[Yao86] allows a set
of n mutually distrusting parties to jointly evaluate a function of their private
inputs while revealing nothing beyond the output, even when up to ¢ of them
are corrupt. A maliciously secure protocol even guards against arbitrary protocol
deviations by corrupt parties. While the baseline guarantee is that of privacy, a
full system needs well-specified mechanisms to thwart adversaries that attempt
to prevent its operation altogether. There is a spectrum of methods by which
this is achieved in deployments, from heuristic to provable. For instance, a “se-
cure with abort” threshold signing protocol may simply be restarted with an
alternative signing quorum, with participants determined by out of band meth-
ods such as reputation scores. A distributed sampling protocol for structured
reference strings may be configured to proceed via globally visible, publicly ver-
ifiable updates, so that it suffices for only one trustworthy update to be visibly
included in order for the reference string to be usable. While there is a rich the-
ory of Guaranteed Output Delivery (GOD) that studies this problem formally,
real deployments can introduce layers of complexity.
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One indirect method by which guaranteed output can be achieved is via
Identifiable Abort (IA)—intuitively, an TA protocol identifies the offending party
in the event of a protocol failure, so that this party can either be removed or
punished. This principle is already embodied in how certain blockchains em-
ploy “slashing” mechanisms. However, the canonical formulation of TA in the
literature entails the use of broadcast [CL17], which poses several challenges in
practice. As Kondi and Ravi [KR25|] surveyed, using an appropriate instantia-
tion of broadcast can be prohibitively expensive, leaving deployments to resort
to heuristics. Kondi and Ravi further went on to disentangle what role precisely
broadcast serves towards achieving TA, and defined Provable Identifiable Selective
Abort (PISA) as a notion that permits efficient instantiations over point-to-point
channels alone, while retaining the utility of cheater identification. Roughly, a
protocol that achieves PISA enables parties to certify (even to an external au-
ditor) the identity of some corrupt party that disrupted the protocol—honest
parties may not be in agreement about the identity of the corrupt party, or in-
deed whether the protocol even aborted. In many contexts, such as those where
a slashing oracle can punish misbehaviour, the threat of punitive action can be
sufficient to incentivize adherence to the protocol.

The relationship between PISA and other security notions is subtle. Of course,
its lack of a consensus condition means that it can not subsume traditional TA.
However, its requirement of publicly verifiable certificates means that it is not
subsumed by TA either. Indeed, Kondi and Ravi proved that PISA is infeasible
to achieve in the ¢t > n/2 setting (where n is the number of participants and
t is an upper bound on how many participants may be malicious). While they
do provide constructions that avoid broadcast in the ¢ < n/2 setting, there is
not yet a tight characterization of what switching to PISA can buy in terms of
efficiency. Given that the PISA formulation is in large part motivated by effi-
ciency and implementability over point-to-point channels alone, it is important
to establish to what extent and under what constraints PISA can provide relief
from broadcast.

One particularly important metric in practice is round complexity, i.e. the
number of sequential message exchanges required by a protocol. The minimal
number of rounds required to achieve different security notions is extensively
studied in the literature [GIKRO2IMW16/GGHR14/GLS15/GST18/BLISIACGJ1S];
however, the round complexity landscape for PISA is relatively unexplored. In
the t < n/2 setting, Kondi and Ravi gave a generic compiler that transforms
any r-round TA protocol using broadcast into a (2r 4+ 2)-round PISA protocol
over point-to-point channels. The compiler emulates each broadcast with a two-
round broadcast with PISA (BC — PISA) sub-protocol, and spends two additional
rounds propagating certificates. Instantiated with a round-optimal two-round TA
protocol in the broadcast model [CGZ20], this yields a siz-round PISA protocol,
when both PKI and CRS are available. This leaves a significant gap between
the two rounds needed with broadcast and the six rounds known without it, and
raises the central question of this work:



What is the exact round complexity of MPC with provable identifiable
selective abort over point-to-point channels?

Round complexity is arguably the most important efficiency measure for
MPC in the setting we consider: point-to-point channels are the setting of prac-
tical interest precisely because broadcast (or its emulation via Byzantine agree-
ment) is round-expensive, and a PISA protocol that itself used many rounds
would forfeit much of the benefit. The question is also natural from a founda-
tional perspective, as the round complexity of MPC with various output guar-
antees and various communication models has been characterized almost com-
pletely [GLSTH/ACGIIRPRISICGZ20/DMR21/DRSY23a], and PISA is the one
natural guarantee in the broadcast-free setting whose round complexity has re-
mained open.

1.1 Owur Results

Before presenting our results, we recap (informally) the guarantees of a proto-
col achieving PISA (see Section for a formal definition). Correctness ensures
that every honest party either obtains the correct output or a proof-of-cheating
certificate against some corrupt party, which can be verified by any external au-
ditor. However, honest parties need not agree on their verdicts. Non-frameability
ensures that a corrupt party cannot produce a valid certificate against an honest
party. Privacy is standard, ensuring that the adversary learns nothing beyond
the output.

We resolve the round complexity of PISA MPC for all corruption thresholds
except a narrow band, in the same setting as [KR25)]: point-to-point channels, a
PKI and a CRS, and no broadcast. Our results are as follows.

1. Two rounds are impossible for n/3 < ¢ (Section [4). We show that
there exist functionalities that cannot be computed with PISA security in
two rounds whenever ¢ > n/3. Concretely, we prove that no two-round three-
party protocol tolerating a single corruption computes the simple “selection”
function in which P; chooses which of Py’s and Ps’s inputs to learn; the
general statement follows by a standard player-partitioning argument. This
is in sharp contrast with the broadcast model, where two rounds suffice
for GOD for all ¢ < n/2 [GLS15|, even if broadcast is available only in
the first round [DMR™21|. Hence, for n/3 < ¢t < n/2, giving up broadcast
in exchange for publicly verifiable cheater identification costs at least one
additional round. The argument is information-theoretic in flavor and holds
regardless of setup and computational assumptions.

2. Three rounds suffice for ¢ < n/2 (Section [5)). We give a three-round
PISA protocol for any honest majority, improving on the six rounds obtained
from the compiler of [KR25]. Together with the impossibility of PISA for
t > n/2 [KR25] and our two-round lower bound, this is round-optimal for
the entire range n/3 < t < n/2. The protocol is obtained by revisiting the
compiler of [KR25] and identifying which of its rounds are truly necessary: if



Corruption threshold|2 rounds|3 rounds Reference
t>n/2 X X [KR25)
n/3<t<n/2 X v/ |Section 4| Section
n/4d<t<n/3 ? v Section |5|
t<n/4 v v Section [6

Table 1: Feasibility of PISA MPC over point-to-point channels with PKI and
CRS, as a function of the corruption threshold. Prior to this work, the best
upper bound for every feasible threshold was six rounds [KR25].

the underlying protocol uses broadcast only in its first round and cannot be
made to abort by misbehavior in its last round, then both sources of over-
head in the compiler disappear. The two-round GOD protocol of Gordon,
Liu and Shi |GLS15], as modified in [DMRT21] to use broadcast only in
the first round, has exactly these properties. Like [GLS15], this construction
assumes a structured PKI (supporting threshold fully homomorphic encryp-
tion) together with a CRS.

3. Two rounds suffice for t < n/4 (Section [6]). Finally, we show that when
the adversary controls fewer than a quarter of the parties, PISA is achiev-
able in fwo rounds, matching the round complexity of MPC in the broad-
cast model. We follow the garbled-circuit paradigm of [DMR™21/DRSY23h):
each party sends its first-round message of an underlying two-round GOD
protocol together with a garbled circuit computing its second-round mes-
sage, and in the second round parties “vote” on which first-round messages
they received, so that at most one label per wire is ever reconstructed.
In [DMR™21/DRSY23b] votes are cast over broadcast and a non-voter is
exposed to all. Over point-to-point channels a corrupt party can withhold
its vote without leaving a provable trace, and a few non-receipt claims can-
not be held against a sender without enabling framing, so an honest party
must reconstruct from an incomplete set of votes. Our central new tool,
One-or-Nothing Secret Sharing with Omissions (1orOwo), is a variant of the
one-or-nothing secret sharing of [DMR*21] that does exactly this while still
preventing a corrupt dealer from getting two secrets reconstructed. Guar-
anteeing both from fewer votes is what forces n > 4¢t. We also require
n = O(log(\)), since in one of our proofs of security, the reduction must
make a guess the success of which becomes negligible for larger n.

Table [T summarizes the state of affairs. The only remaining gap is the two-round
question for n/4 <t < n/3, which we leave open.

1.2 Technical Overview

Lower bound. Our impossibility result exploits the tension between non-frameability
and privacy of PISA in a two-round protocol. Consider a three-party function
where P; holds a selection bit b € {2,3} and learns the input x; of P,. Suppose



corrupt P3 behaves honestly except that it withholds its second-round message
from P;. Then P; cannot output a certificate against P3: a corrupt P; that
merely pretends not to have heard from an honest P3 has exactly the same view,
and non-frameability forbids it from producing a valid certificate. Since it can-
not produce a certificate, honest P; must therefore output x; from a view that
does not include P3’s (or, symmetrically, Ps’s) second-round message. The crux
is that first-round messages of Py and Pj3 are independent of b, and each of their
second-round messages depends only on what P; sent to that party in the first
round. A corrupt P; can thus run the protocol with b = 2 towards Py and b = 3
towards Ps, and assemble two views: one that is entirely consistent with b = 2
and excludes only P3’s second-round message (which, as explained above, allows
P, to learn x2) and one that is entirely consistent with b = 3 and excludes only
P2’s second-round message (which allows P; to learn x3). Learning both inputs
is a clear violation of privacy, demonstrating that no two-round protocol can
realize this function with PISA. Note that with a broadcast channel in the first
round, P; would be unable to send inconsistent inputs to Py and Ps, which is
exactly what allows two-round protocols in the broadcast model to sidestep this
attack.

Three rounds for honest magjority. We observe that the compiler of [KR25] that
transforms any r-round TA protocol using broadcast to a 2r + 2 round PISA
MPC protocol over point-to-point channels, incurs its overhead in two places.
First, every round of the underlying protocol that uses broadcast is emulated by
a two-round BC — PISA sub-protocol: In this two-round sub-protocol, a dealer
sends a signed message in the first round and all parties echo what they re-
ceived in the second round. The guarantee is that an honest party obtains either
the dealer’s unique signed message or a proof-of-cheating certificate against the
dealer (which can be either two conflicting signatures, or ¢ + 1 signed complaints
of non-receipt). Second, cheating detected in the last round, whether by the
underlying IA protocol or by the BC — PISA emulation of that round, costs ad-
ditional rounds: the former needs additional rounds to make the identification
certifiable via t+1 signed attestations, and the latter for forwarding the resulting
proof-of-cheating.

We observe that both costs can be avoided by choosing the underlying pro-
tocol being compiled carefully. If broadcast is used only in the first round, only
one BC — PISA emulation is required; and if the underlying protocol has guar-
anteed output delivery (instead of IA) and uses only point-to-point channels in
its second round, then no honest party can be made to abort by second-round
misbehavior, so any certificate ever produced originates in the first-round emu-
lation and can be forwarded “for free” in the third round, in parallel with the
second round of the underlying protocol. The protocol of [GLS15] with the mod-
ification of [DMR.™21] satisfies exactly these requirements, and our three-round
protocol follows. The security proof is a reduction to the underlying protocol
that carefully filters the messages of honest parties who terminated early with a
certificate.



Two rounds for honest super-majority. Without a third round there is no op-
portunity to forward certificates, so every honest party must reach a verdict —
output or certificate — directly from the two rounds of messages it receives.
Following [DMR™21], we compile an underlying protocol with guaranteed out-
put delivery. In the first round, parties send the prescribed first-round messages
from the underlying protocol. Since honest parties are not guaranteed to have
consistent views of corrupt party messages after just one round, responding with
their second-round messages from the underlying protocol is dangerous: security
might not hold if honest parties respond based on inconsistent views. Instead,
like [IDMRT21], we have each party garble the circuit computing its second-
round message of the underlying protocol, and distribute the input labels via a
one-or-nothing secret sharing scheme: for each bit of each first-round message,
every party votes (by releasing an appropriate secret key) for the value it re-
ceived, and the scheme guarantees that at most one label per input wire is ever
reconstructed.

In [DMRT21] the second round is broadcast, so a party that fails to vote
is visible to all and can be identified. In our setting the second round is over
point-to-point channels, and a corrupt party may simply withhold its vote from
some honest parties without any provable trace. An honest party can therefore
only count on n — t votes, of which ¢t may be honest votes for L that cannot
be treated as evidence against the sender (else ¢ corrupt parties could frame an
honest sender).

This leads us to define a new variant, namely, One-or-Nothing Secret Sharing
with Omissions (1orOwo), which guarantees reconstruction whenever n — 2¢ non-
conflicting votes for the same value are available, all other received votes are L
and at least n — t votes were received in total. The price of tolerating missing
and | votes is that a corrupt sender has more room to play with: by sending
different versions of its first-round message to different honest parties, or none
at all, it may try to get the labels for two different bits reconstructed. Ensuring
that this fails is what forces n > 4t. The scheme itself is a two-level threshold
sharing of each label, with shares encrypted under vote-specific public keys, just
like in [DMR™21].

Whenever the lorOwo sharing scheme would not allow reconstruction of a
label, the MPC protocol provides a proof-of-cheating certificate instead. If hon-
est parties voted for conflicting values, the sender must have signed two dif-
ferent first-round messages, which is itself a certificate against it; if too few
votes arrived, more than t signed non-receipt claims certify the sender’s non-
responsiveness; and NIZK proofs ensure that every sharing was formed correctly,
so that whenever the reconstruction condition is met the right label is recovered.
Every honest party thus ends up either with all the labels it needs, and hence
with the output, or with a certificate against a corrupt party, which is exactly
the PISA guarantee.



1.3 Related Work

Cheater identification. Identifiable abort was formalized by Ishai, Ostrovsky
and Zikas [IOZ14], who showed it to be achievable for any number of cor-
ruptions given broadcast. A line of work has since made IA concretely effi-
cient [BOSS20/BMRS24|CDKs24|Riv25]; some of these additionally offer public
verifiability, i.e., a transcript of the (broadcast) execution allows an outsider to
verify which party cheated, in the spirit of publicly auditable MPC [BDO14]. All
of these works rely on broadcast (or an authenticated bulletin board) to reach
agreement on the cheater. PISA [KR25| differs in that it removes broadcast alto-
gether and replaces agreement with transferable evidence; as shown in [KR25],
this requires an honest majority. Our contribution is to settle the round com-
plexity of this notion.

Round complexity of MPC. The round complexity of MPC is well understood
in the broadcast model. With an honest majority, two rounds are necessary and
sufficient for GOD assuming a PKI or CRS [GLS15/ACGJIS], and three rounds
are needed without setup [GIKROIIPR18]. Without setup, two rounds still suf-
fice for unanimous abort [ACGJ18], and even for identifiable abort when t <
n/3 [KRSY26]; for t > n/3, identifiable abort is impossible in two rounds [GTPR21].
Cohen, Garay and Zikas [CGZ2(] initiated the study of broadcast-optimal two-
round MPC, characterizing which security guarantees are achievable when broad-
cast is available in only one of the two rounds, or in neither, in the dishonest-
majority setting; Damgard et al. [DMRT21JDRSY23b] gave the analogous char-
acterization for honest majority, and [DRSY23a] extended it to asynchronous
point-to-point channels. In particular, [DMR'21] shows that when a PKI is avail-
able, two-round GOD is achievable with broadcast only in the first round, and
that with no broadcast at all only selective abort (where only a selected subset
of honest parties may obtain the output) is achievable for ¢ > n/3 in two rounds.
Our lower bound sharpens the latter for PISA: even the weak selective guarantee
cannot be upgraded to a provable one in two rounds when ¢ > n /3, while our two-
round protocol shows that it can be for ¢ < n/4. Both of our constructions build
on the techniques of [DMR™21], in particular the first-round-broadcast variant
of [GLS15] and the garbled-circuit-plus-one-or-nothing-sharing paradigm.

Roadmap. Section recalls the definition of PISA and the BC — PISA building
block from [KR25|]. Standard preliminaries follow. Section [4] presents our two-
round impossibility result. Section ] presents the three-round protocol for honest
majority, and Section [f] introduces the primitive One-or-Nothing Secret Sharing
with Omissions and our two-round protocol for ¢ < n/4.

2 Background: PISA and BC — PISA

2.1 Ideal Functionality for PISA

We recap the formal description of the ideal functionality for PISA, as in [KR25|.
The parties first submit their inputs, where the corrupt parties can choose their



inputs arbitrarily. Next, the adversary first learns the output of the computa-
tion, and then determines which honest parties receive this output. Each hon-
est party that is denied the output is instead given the identity of a corrupt
party (determined by the adversary) along with the type of cheating (either
non-responsiveness denoted as nr or active cheating denoted as cheat). Addition-
ally, there is a provision to transfer this information to any third party via a
transfer interface. The transfer interface captures auditability: it lets an honest
party convince any external party, even one that did not participate in the com-
putation, of the identity of a cheater.

,_( Functionality Fpisa(n,t, f) : Provable Identifiable Selective Abort }—

This functionality is parameterized by the party count n and the threshold
¢ such that n > 2t +1. It is accessed by parties {P;},(, at most ¢ of whom
may be corrupted by an ideal adversary S. Let the set of honest parties be
indexed by H. It is also parameterized by a function f : X; xXg - - -xX;; = Y.

Computation. On receiving (compute,sid, z;), where z; € X; from every
party P; for i € [n],

1. Gompute == f({z}ier)-

2. Send (function-output,sid,y) to S.

3. Receive out = {out; € {y, (cheat,¢;), (nr,c;)} }icpn) from S in response,
where each ¢;(i € [n]) corresponds to an index of a corrupt party.

4. Send (output,sid,out;) to each P;. Additionally, for each pid corre-
sponding to every honest party h € H, set and store outpiq = (sid, outy,).

Transfer. Upon receiving (transfer,sid, pid, pid*) from both Pyg and Ppig=

1. If the party Ppiq is honest and has previously been given outpiq, set
outyig= = outpg and send it to Ppig-.

2. Otherwise, receive outyg € {y, (cheat,c), (nr,c)} from S, where ¢ corre-
sponds to an index of a corrupt party P, € {P;} set outpig« = outpg
and send it to Ppig~ .

i€[n]’

We note that the functionality as written allows cheaters as well as compu-
tation outputs to be certified to external parties. The latter does not harm fea-
sibility of achieving this notion — the functionality itself could compute signed
outputs for example — but may be dropped if desired for efficiency reasons.

We make use of several properties of PISA protocols, which are implied by
the ideal functionality:

Non-frameability: A corrupt party should be unable to create a valid proof
of cheating against an honest party.



Correctness: Each honest party outputs either the correct function output
or a valid proof of cheating.

Privacy: The adversary is unable to learn anything beyond the function
output.

2.2 Broadcast with PISA

Our PISA constructions rely on the building block of Broadcast with PISA, which
was first introduced by [KR25|. Informally, Broadcast with PISA guarantees that
every honest party either obtains a valid message signed by the dealer or outputs
a proof-of-cheating certificate against the dealer (for a corrupt dealer). Some
honest parties may output a certificate while others obtain the dealer’s signed
message. Nevertheless, consistency is preserved: no two honest parties output
distinct signed messages.

Below, we recap the ideal functionality for broadcast with PISA (BC — PISA)
as well as a 2-round protocol Ilgc_pisa that uses only point-to-point channels
and realizes such a functionality (almost verbatim from [KR25]).

_[ Functionality Fac_pisa(n,, D) : BC — PISA }

This functionality is parameterized by the party count n, the threshold ¢
such that n > 2t 4+ 1, and the index of the dealer D. This functionality is
accessed by parties {P;},c(,; at most ¢ of whom may be corrupt. Let the
set of honest parties be indexed by H.

Any party, indexed by a global identifier pid, may register at any point
with this functionality. Each such party P4 is provided with an output
outyig which can be transferred to any other party. The set of such parties
is initially only {P;} icn]’ and can be expanded as necessary subsequently.

Deal. On receiving (deal,sid, msg) from Pp such that sid is fresh, send
(deal-req,sid,D) to S. On receiving (ready,sid) from all honest parties,

1. If Pp is not corrupt, then set out = {out; = msg}ie[n].
2. Otherwise, receive out = {out; € {msg, cheat, nr}}, ., from S.

Send (dealt,sid, out;) to each P;. Additionally, for each pid corresponding
to every party h € H, set and store outyiq = (sid, out;).

Transfer. Upon receiving (transfer, sid, pid, pid*) from both Ppiq and Ppig=

1. If Pp is honest, send outpig to Ppig+.
2. Otherwise, receive outpq € {msg*, cheat,nr} from S and send to Ppig+ .

At a high level, the two-round protocol IIgc_pisa works as follows. In the
first round, the dealer sends a signed message to all parties; in the second round,
parties echo their received messages. An honest party identifies the dealer as

10



a cheater if it either (a) obtains two distinct messages validly signed by the
dealer or (b) more than ¢ parties report having not heard from the dealer. These
cases yield proofs of active cheating cheat and non-responsiveness nr, respectively.
Otherwise, honest parties obtain the dealer’s unique signed message. Consistency
follows from the echo phase as it ensures that no two honest parties output
distinct messages.

,-[ Protocol HBC—PISA } N

Let n denote the number of parties, ¢ denote the threshold such that n >
2t + 1, and the index of the dealer as D. This protocol is run by parties
{Pi}ie[n]. The protocol requires a PKI, where the key pair of P; is given
by (sk; ", pk; ).

In the event that any P; aborts (with an accompanying certificate), it is
taken by assumption that P; sends the certificate to all before halting the
protocol.

Deal:

1. On receiving (deal, sid, msg) from the environment such that sid is fresh,
Pp does the following:
(a) Set dealmsg = (deal, sid, msg) and sign it:

o_PKI—d PKI(

+ Sign" " (dealmsg)

(b) Send (dealmsg, oPK!=9) to each {P;}ic(n

This completes the first round.

2. Each party P; does the following, ignoring any unsigned/malformed
messages from the dealer:

(a) If some (dealmsg = (deal,sid, msg),
dealer, set echomsg, = (echo,dealmsg, o
= (echo, sid, nr).

(b) Set oP! < SignE Sk (echomsg;), and send (echomsg;, aFK!) to all par-
ties. '

This completes the second round.

3. After collecting all messages (echomsgj, O’?KI) sent in the above round
(ignoring malformed messages i.e. messages with non-verifying signa-
tures), each P; does the following:
— If 35,5" € [n] such that echomsg; # echomsg;, and both contain
valid (but conflicting) dealmsg values, then set

was received from the
PKI=d). Else, set echomsg;

O_PKlfd)

- PKI—d _PKl—d
out; = (S|d,cheat, §2; = (msg;, msg;,,0; 10 ))
where (msg;, U?K'*d) and (msg;/, ]F?,K'*d) are parsed from echomsg;
and echomsg;, respectively.

11



— Otherwise if 37 C [n] such that |7| > t and echomsg; =
(echo,sid, nr) for each j € J, set

out; = (sid, nr,w; = {sid, echomsg;, o'} ;c 7)

) for any j where U;?K'

— Otherwise, set out; = (sid,dealt,msgj,aj'?KI
verifies.

Output out; as computed above.

Transfer: On receiving (transfer,sid, i, j) from the environment such that
sid is fresh, P; sends out; to P;. P; accepts out; if any of the following hold:

— out; = (sid, cheat, §2;) with {2; containing two different messages, both
with valid signatures from Pp.

— out; = (nr,w;) with w; containing valid signatures by a set of at least
(t + 1) distinct parties on the message (echo,sid, nr).

— out; = (sid, dealt, msg, UPK'), which contains a valid signed message of
the dealer.

For convenience, we define an audit algorithm that takes as input a proof-of-
cheating 7, and outputs either {accept,reject} indicating whether the proof
was valid or not. We implicitly assume access to a PKI, which enables an external
auditor running audit to verify authenticated messages and identify cheaters as
well as that it is parametrized with the dealer’s identity D. With respect to
output of ITgc_pisa, auditp(m, ) can be described as follows:

— Output accept if 7, = (sid, cheat, £2;) with {2; containing two different mes-
sages, both with valid signatures from Pp for the same sid.

— Output accept if 7, = (sid, nr,w;) with w; containing valid signatures by a
set of at least (¢ 4 1) distinct parties on the message (echo,sid, nr).

— Else, output reject.

3 Preliminaries

3.1 Public Key Encryption

We take the definition of public key encryption directly from the work of Damgard
et al [DRSY23b]. We additionally require our scheme to satisfy key verifiability,
following the formalization in [KRSY26] (can be instantiated based on El Gamal
encryption).

Definition 1 (Public-Key Encryption (PKE)). A public-key encryption
(PKE) scheme is a tuple of efficient algorithms PKE = (KeyGen, Enc, Dec) de-
fined as follows.

KeyGen(1*) — (pk,sk): The probabilistic algorithm KeyGen takes as input the
security parameter X € N, and outputs a public/secret key pair (pk,sk).
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Enc(pk, msg; p) — ct: The probabilistic algorithm Enc takes as input the pub-
lic key pk, a message msg, and implicit randomness p, and outputs a cipher-
text ct = Enc(pk, msg; p).

Dec(sk, ct) — msg: The deterministic algorithm Dec takes as input the secret
key sk and a ciphertext ct and outputs msg = Dec(sk, ct) which is either equal
to some message msg or to an error symbol L.

We require the following properties of a PKFE scheme:

Correctness. We say that PKE satisfies correctness if for all (pk, sk) < KeyGen(1?),
Pr[Dec(sk, Enc(pk, msg)) = msg] = 1
(where the randomness is taken over the internal coin tosses of algorithm Enc).

CPA Security. We say that PKE satisfies semantic security if for all PPT ad-
versaries A, for (msgy, msg;) < A(1"), if |msgy| = |msg; |,

(pk, sk) <+ KeyGen(1*);b < {0,1};

Pr | A(pk,ct) =b: ct < Enc(pk, msg;)

1
< 3 + negl(\)

(where the randomness is taken over the internal coin tosses of A, KeyGen and
Enc).

Key Verifiability. We say that PKE satisfies key verifiability if there exists a
deterministic polynomial-time algorithm KeyVer such that:

— For all (pk,sk) < KeyGen(1*),
Pr[KeyVer(pk,sk) = 1] = 1.
— For all pk, sk such that (pk,sk) were not generated by KeyGen(1*),

Pr[KeyVer(pk, sk) = 1] < negl(A).

3.2 Secret Sharing

Definition 2 (t-out-of-n secret sharing scheme). A t-out-of-n secret shar-
ing scheme is a pair of algorithms (share,reconstruct,), such that:

— (81,...,8,) < share(s,n,t;p) is a randomized algorithm that, on input a
secret s, outputs a set of n shares (s1,...,Sy) using randomness p and fizes
the threshold t.

— s < reconstruct({s; }icr) is a deterministic algorithm that, on input a set
of shares {s;}icr, where T C [n] and |T| > t, outputs the secret s or L in
case reconstruction fails.

A secret sharing scheme must satisfy the following properties:
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Correctness: Vs,VT C [n]| such that |T| > t, we have:
Pr, [reconstruct({s;}icr) = s | (s1,...,8n) < share(s,n,t;p)] = 1.

Perfect Security: Vs,s',VI C {1,...,n} where |I| < t, the following dis-
tributions are identical:

{(si:iel)|(s1,...,8n) < share(s,n,t)}
|

|
{(si:i€l)|(s],...,s)) <« share(s’,n,t)}.
We instantiate the secret sharing scheme using Shamir secret sharing.

Definition 3 (Shamir secret sharing scheme [Sha79]). Let F, be a finite
field with ¢ > n.

— share(s,n, t; p): Using randomness p, sample ay, ..., a;_1 < Fq, build the
polynomial p(x) as p(z) = s—&—ZZ;i a;x' and construct the shares (s1,. .., 8,)
as s; < p(i).

— reconstruct({s; }icr): On input a set of shares {s;}icr, where T C [n]
and |T| > t, check whether there exists a polynomial p(z) of degree at most
t — 1 such that p(i) = s; for every i € T. If such a polynomial exists, output
s =p(0); otherwise, output L.

3.3 Digital Signatures

Definition 4 (Digital signature scheme). A digital signature scheme is a
tuple of efficient algorithms (KeyGen, Sign, Ver) defined as follows:

— (vk,sigk) < KeyGen(1*): The randomized key-generation algorithm KeyGen
takes as input the security parameter and outputs a verification key vk and
a signing key sigk.

— o <+ Sign(sigk, msg): The signing algorithm Sign takes as input a signing key
sigk and a message msg and outputs a signature o.

— {accept,reject} < Ver(vk, msg, o): The verification algorithm Ver takes as
input a verification key vk, a message msg, and a signature o, and outputs
accept if the signature is valid and reject otherwise.

We require the following properties of a digital signature scheme:

— Correctness. For every pair (vk,sigk) < KeyGen(1*) and every msg €
{0,1}*, we have that

Ver(vk, msg, Sign(sigk, msg)) = accept.
— Security. For every PPT algorithm A, we have that

Pr | ASE"Siek) — (msg, o) s.t. msg wasn’t queried by A and Ver(vk, msg, o) = 1| < negl()).
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3.4 Garbling Scheme

Definition 5. [DRSY230/KRSY26] A garbling scheme with independent key
generation G is a pair of algorithms (KeyGen, Garble, Eval) defined as follows.

— K + KeyGen(1*, #wires, p°°): The algorithm KeyGen takes as input a unary
representation of the security parameter A\ and a number of input wires and
outputs #wires pairs of garbled labels K = (K}, K1, ... ,K#“ires, K#res)
For simplicity, we assume that for every i € [#wires] and b € {0,1}, it

holds that K} € {0,1}.

—ac & Garble(1*,C, K, p€): The algorithm Garble takes as input a unary
representation of the security parameter \, a Boolean circuit C' : {0, 1}7#vires
{0,1}™ and keys K, and outputs a garbled circuit GC.

— y « Eval(GC, K1, ..., K#¥ites): The algorithm Eval takes as input the garbled
circuit GC and #wires garbled labels K, ... K#%iTes and outputs a value
y €{0,1}™.

We require the following properties of a garbling scheme:

— Perfect Correctness. We say G satisfies perfect correctness if for any
Boolean circuit C' : {0,1}#%¥es — [0 1}™ and 2 = (T1,. .., Touires) it
holds that

Pr[Eval(GC,K[z]) = C(z)] =1,

where K < KeyGen(1*, #wires, pf/¢en) with K = (K% Kb, ... KO#wires
K1#wires) GC «+ Garble(1), C, K, p%€), and K[x] := (K®11 ... | K@#vuires #uires)

— Privacy. We say that G satisfies privacy if there exists a simulator simGC
such that for every PPT adversary A, it holds that

. 1
Pr{6c™™ =1] < o + negl(\),

where GCP* experiment is defined in the following figure:

,-[ The garbling scheme privacy experiment GCP*’, ] ~

1. A constructs a circuit C : {0,1}#%Tes — {0 1}™ outputs an input
T = (T1,..., Tpuires) € {0, 1}7#¥47% and sends them to the challenger.
2. The challenger chooses a random bit b € {0,1} and does the following:
(a) Ifb=0:
— Sample labels K < KeyGen(1*, #wires, pKeveen).
— Sample garbled circuit GC + Garble(1*, C, K, p¢).
— Set K' := K%' for i € [#wires].
(b) Ifb=1:
— Sample labels K <+ KeyGen(1*, #wires, pKk®®") s.t. only one
label is sampled for every wire.
— Sample simulated garbling GC < simGC(C, C(x), K, p¢°).
— Set K' := K%' for i € [#wires].
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3. The challenger sends GC, K, ..., K#¥ires to A,

4. A outputs a bit .

5. A wins if b = b/, and we say that the experiment evaluates to 1 in this
case.

3.5 Non-Interactive Zero-Knowledge Arguments of Knowledge

Definition 6 (Non-Interactive Zero-Knowledge Arguments of Knowl-
edge). A non-interactive zero-knowledge argument of knowledge (NIZK) scheme
is a tuple of efficient algorithms NIZK = (Gen, Prove, Verify, simP) defined as fol-
lows.

— (ers,7) + Gen(1*,R): The algorithm Gen takes as input the security pa-
rameter A € N and a relation R, and outputs the common reference string
crs and the trapdoor T for the NIZK system.

— 7 < Prove(ers, ¢, w): The algorithm Prove takes as input the common refer-
ence string crs for a relation R, a statement ¢ and a witness w, and outputs
a proof 7 that (¢, w) € R.

— {accept,reject} «+ Verify(crs, ¢, m): The algorithm Verify takes as input
the common reference string crs for a relation R, a statement ¢ and a
proof w, and verifies whether m proves the existence of a witness w such that
(p,w) € R.

— 7w < simP(crs, 7, ¢): The algorithm simP takes as input the common ref-
erence string crs for a relation R, the trapdoor T and a statement ¢, and
outputs a simulated proof of the existence of a witness w such that (¢, w) € R.

We require the following properties of a NIZK scheme:

Correctness. We say that NIZK satisfies correctness if for any (¢, w) € R,
we have that

Pr [Verify(crs, ¢, m) = accept | (crs, 7) < Gen(1*,R), 7 + Prove(crs, ¢, w)]
> 1 — negl(A).

Zero Knowledge. We say that NIZK satisfies zero knowledge if for all PPT
adversaries A,

1
Pr[A wins] < 5t negl(\)

in the following experiment:

The NIZK zero-knowledge experiment }

1. The challenger computes (crs,7) + Gen(1*,R), chooses b <+ {0,1},
and sends crs to A.
2. Repeat poly(A) times:
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(a) A sends (¢, w) to the challenger.
(b) If b =0, compute 7 < Prove(crs, ¢, w).
(c) If b=1, compute 7 < simP(crs, T, ¢).
(d) Send 7 to A.

3. A outputs a bit .

4. A wins if b=V

Simulation Extractability. We say that NIZK satisfies simulation extractabil-

ity if for all PPT adversaries A there exists an extraction algorithm simP.E4
such that
Pr[A wins|] < negl(})

in the following experiment:

,-[ The NIZK simulation-extractability experiment ]

1. The challenger computes (crs,7) + Gen(1*,R), sets Qgm = 0, and
sends crs to A.
2. Repeat poly(\) times:
(a) A sends a statement ¢ to the challenger.
(b) The challenger computes m < simP(crs, T, @), sends 7 to A, and
adds 7 to Qsim-
3. A outputs (¢*,7*).
4. Compute w* + E(7,¢*, 7).
5. A wins if all of the following hold:
- (d)*a w*) ¢ R}
— Verify(crs, ¢*, m*) = accept,

- 7" ¢ Qsim-

4 Impossibility of Two Round PISA With n < 3t

In this section, we prove that PISA cannot be achieved in two rounds without
a broadcast channel, even if the parties hold arbitrary correlated randomness.
(Our bound holds independently of whether broadcast is available in the second
round; it only shows that broadcast is necessary in the first round.)

For simplicity, consider ¢ = 1, n = 3. Consider a three-party functionality
f where P; has input b € {2,3}, P2, P3 have 3,23 respectively, and P; gets
output xyp:

f(b, o, .133) = (Jjb, J_, J_)

Theorem 1 (Two-Round PISA Impossible for n =3, ¢t =1). There does
not exist a two-round three-party protocol for f that achieves PISA security for
a single corruption, in the absence of broadcast in the first round.
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In our proof, we make informal use of several properties of PISA proto-
cols, which are implied by the ideal functionality described in Section 2.1} non-
frameability, correctness and privacy. In the context of our function, privacy
implies that a corrupt P; should be unable to learn both x5 and z3. This is
clearly true in the ideal world, where P; is only given one z; by the ideal func-
tionality.

Proof. For the sake of contradiction, assume that such a protocol does exist. We
describe it in terms of the following functions: frst-msg, ,; and snd-msg,_,, for
i,7 € {1,2,3}, and out; for i € {1,2,3}.

The function frst-msg, ,; (respectively, snd-msg, ,;) computes the first-
round (respectively, second-round) message from P; to P;. frst-msg, ,; takes
in P;’s input z; and randomness p;; snd-msg; = additionally takes in whatever
messages P; received in the first round.

The function out; takes in P;’s input x; and randomness p;, together with
all of the messages P; received in both rounds; the entire protocol view of P;
can be recovered from these things. It outputs either the computed function
output, or an identity j together with a proof of P;’s cheating. (We omit from
our description the audit function that can be used to verify such an accusation.)
Consider the following sequence of scenarios, also illustrated in Figure [I]

Scenario 3C, Ps3 corrupt: P; uses input b = 2. Corrupt Ps does not send
a second-round message to P, and otherwise behaves honestly.

Scenario 1Cinp2, P; corrupt: Corrupt P; uses input b = 2, and pretends
not to hear from P3 in the second round.

Scenario 2C, Py corrupt: P; uses input b = 3. Corrupt Ps does not send a
second-round message to P;, and otherwise behaves honestly. Since P; cannot
produce a certificate of misbehavior, it must receive the correct output xs.
Scenario 1Cinp3, P; corrupt: Corrupt P; uses input b = 3, and pretends
not to hear from P5 in the second round.

Scenario 1C, P; corrupt: Corrupt P; uses input b = 2 when talking to
P2, and uses input b = 3 when talking to P3. P; does not send a second-round
message.

We can now make the following observations:

1. In Scenario 1Cinp2, by non-frameability, P; cannot produce a certificate of
misbehavior against the honest Ps.

2. In Scenario 3C, the view of honest P; is a subset of what corrupt P; sees in
Scenario 1Cinp2. So, honest P; cannot produce a certificate of misbehavior
against Ps3, and, by correctness, must instead receive the correct output zs.

3. In Scenario 1Cinp2, the view of corrupt P; subsumes what honest P; sees
in Scenario 3C, so corrupt P; learns xs.

In particular, P; uses the following to learn x5:
— P1’s own input b = 2 and randomness p;
— First-round messages P; receives, computed by the honest parties inde-
pendently of b:
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Adversary: Corrupt Ps drops its round-2 message to

Scenario 3C
honest P; and is otherwise honest.

(P
ST
SN
©
(7)
>
(7

Must happen: P;’s view is (a subset of) its view in
1Cinp2 below, so P cannot accuse Ps; nor can it accuse
honest Ps. By correctness, P1 outputs xs.

— Obs. [2] (uses Obs. m)

Adversary: Corrupt P; runs honestly with b = 2, but

Scenario 1Cinp2 |
pretends not to receive Ps’s round-2 message.

%0

'

Must happen: By non-frameability, no valid proof
against honest Ps (Obs. . P1’s view contains the
3C-view (b=2, p1, msgs_,,, msgs ., msgs_,,), so out; on it
yields 2 (Obs. .

< Obs.

Adversary: Corrupt P2 drops its round-2 message to
honest P: and is otherwise honest.

Must happen: Symmetric to 3C: P; cannot accuse
anyone, so by correctness it outputs xs.

— Obs. H

Adversary: Corrupt P; runs honestly with b = 3, but
pretends not to receive Pa’s round-2 message.

Must happen: Symmetric to 1Cinp2: out; on

(b=3, p1, msgs_,,,msgs_,,, msg> ) yields z3. Here
msg3_,,, msgs_,, are the same as in the blue scenarios:
round-1 messages do not depend on b.

— Obs. @

Adversary: Corrupt P; uses b = 2 (with p1) towards Pa
and b = 3 (with the same p1) towards P3, and sends
nothing in round 2.

Must happen: Without round-1 broadcast, P2 and Ps
cannot notice the inconsistency, so msg% _,1 is exactly as in
3C/1Cinp2 (blue) and msg2_,, exactly as in 2C/1Cinp3
(red). Evaluating out; twice on this one transcript, P1
learns both x2 and xs—violating privacy.

— Obs.

Fig. 1: The scenarios of the proof of Theorem |1, annotated with what security
forces to happen in each, and the corresponding observation(s). Red node: cor-
rupt party. Blue/red arrows depend on P; using b = 2/b = 3, black arrows on
neither. Dashed: receiver pretends not to have received it; missing: not sent.
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o msg; ., = frst-msg, ,(72;p2)

T _ .
e msgz_,; = frst-msgs_,(x3;p3)
— Ps’s second-round message

2 _ 1 1.
msga_s1 = Snd'msg2ﬁ1(x2> msgi 2, MSE3_,2; P2),

where msgi_,, = frst-msg, ,,(b=2;p1) and msgl_,, = frst-msg; .,(z3;p3).
4. Applying a symmetric sequence of observations (on Scenarios 1Cinp3 and
2C), we can conclude that P; can learn a3 from the same first-round messages
from Ps and P3, as well as a second-round message from Ps:

2 _ 1 1 .
msgs_,1 = snd—msggﬁl(xg, msgy 3, MSZy_ 35 p3)7

where msgl_ 5 = frst-msg, ,,(b = 3;p1) and msg}_,; = frst-msg, ,;(z2; p2).
5. In Scenario 1C, P; collects all of this information, and thus learns both o
and z3. This is a clear violation of privacy, thus proving our theorem.

Corollary 1 (Two-Round PISA Impossible for n < 3t). Theorem im-
plies that there exist n-party functionalities f such that there does not exist a
two-round n-party protocol for f that achieves PISA security for t > %, in the
absence of broadcast in the first round.

Corollary [I] follows by the standard logic: otherwise, a three-party protocol
could be built by having each of the three parties execute the code of a third of
the parties in the n-party protocol.

5 Three Round PISA With Honest Majority

In this section, we present a three-round PISA MPC protocol in the PKI model
that is secure against ¢ < n/2 corruptions. Our starting point is the compiler of
IKR25], which transforms any r-round IA protocol using broadcast channels into
a 2r + 2-round PISA protocol that relies only on point-to-point channels. Unfor-
tunately, their compiler does not directly achieve our target round complexity
of 3, since instantiating it with a round-optimal 2-round TA protocol [CGZ20)]
would still result in a 6-round protocol. We therefore investigate whether some of
the rounds introduced by their compiler can be eliminated. At a high level, the
compiler begins with a 2r-round phase in which each broadcast invocation in the
original protocol is emulated using a two-round BC-PISA protocol from [KR25].
Informally, a BC-PISA protocol guarantees that each honest party either ob-
tains the output of the broadcast or a proof-of-cheating certificate against the
sender. We observe that if the underlying protocol invokes broadcast in fewer
rounds, the overall round complexity of the compiled protocol is immediately
reduced. Next, we observe that the additional rounds are required to generate
proofs-of-cheating certificates for misbehaviors detected in the final (i.e., r-th)
round of the underlying protocol. Thus, if the underlying protocol is such that
aborts cannot be triggered by actions in its last round, this additional overhead
can also be avoided.
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Based on the above observations, we take as the underlying protocol IT the
two-round protocol of [GLS15] in the PKI model, which achieves guaranteed
output delivery, and exploit two key features of its design. First, the protocol
can be modified to use broadcast only in the first round, as shown in [DMR™21].
Second, since the protocol already achieves guaranteed output delivery, aborts
cannot occur due to misbehavior in the second round over point-to-point chan-
nels.

This leads to our three-round PISA construction IIpisa: Every broadcast in-
vocation in the first round of I is replaced by an invocation of a BC-PISA
protocol, which ensures that each honest party either receives the sender’s mes-
sage or obtains a proof-of-cheating certificate against the sender. There are two
possibilities:

(a) If all BC-PISA invocations succeed, the broadcast is perfectly emulated. The
parties can thereby proceed to the second round of II. By the guarantees of
II, all honest parties then obtain the output. The resulting protocol Ilpisa thus
completes in three rounds: two rounds for the BC-PISA invocations, followed by
a third round corresponding to the second round of II.

(b) Otherwise, if any honest party aborts during a BC-PISA invocation, it must
have obtained a proof-of-cheating certificate. This can be forwarded to the re-
maining parties in the third round, preserving PISA guarantees.

We present the formal protocol IIpisa in the Fgc_pisa-hybrid model, where
Fec—pisa (Section is the ideal functionality for BC-PISA.

,_[ Protocol Ilpisa in the Fgc_pisa-hybrid model ]

Input: Each party P; has input z;

Building Blocks:

— Let Fgc denote the ideal functionality for broadcast. IT is a 2-round
honest-majority protocol achieving guaranteed output delivery in the
Fac-hybrid model : The first round communication in II involves invo-
cations to Fgc (and does not have any point-to-point communication).
The second round of II involves only point-to-point communication
(instantiated by [GLS15]).

The Protocol: Assuming the setup of IT, the protocol IIpisa proceeds as
follows:

— Emulating Round 1 of II: Each party P; does the following — Suppose
Round 1 of IT requires P; to broadcast a message msg (i.e. invoke Fgc
as sender with message msg), then P; invokes Fgc_pisa as sender with
(deal, msg).

— Emulating Round 2 of II: Each party P; does the following:
e If any of the above Fgc_pisa invocations terminated with a cheat
(cert = (type,j)) against dealer P;, then P; transfers this output

21



to all other parties using (transfer,i, k) for k € [n] \ ¢ and termi-
nates with output out; = (type € {cheat,nr}, j) as appropriate.

e Llse, let b; denote the output of the BC-PISA invocation with P;
as the sender. Let (by,...,b,) denote the first-round broadcast
messages of II. Compute and send Round 2 messages of II over
point-to-point channels.

— Output: Each P; does the following — If any valid proof-of-cheating
certificate (cert = (type,j)) was received as output of any Fgc_pisa
invocations in the first step or via transfer in the second step, terminate
with output out; = (type € {cheat, nr}, j) identifying P; as the cheater.
Else, output the output of II.

€ J

Round Complezity of IIpisa. We note that if the invocations of Fgc_pisa are
realized using the 2-round BC-PISA protocol of [KR25], and the transfer is
realized in 1 round (as in the protocol of [KR25|] by simply sending the proof-
of-cheating certificate over point-to-point channels); then the overall protocol
comprises of 3 rounds.

We state the theorem below. We assume the same PKI setup as in [GLS15],
where the public keys are structured to enable threshold fully homomorphic
encryption.

Theorem 2. Assume a setup with CRS and (special) PKI (as in [GLS15]).
Consider a 2-round protocol Il that uses only broadcast channels in the first
round, only point-to-point channels in the second round and achieves guaran-
teed output delivery against a malicious adversary corrupting t < n/2 parties.
Then, the Ilpisa realizes Fpisa in the Fec—pisa-hybrid model, against a malicious
adversary corrupting t < n/2 parties.

Proof. Since there must exist a simulator Sy (by virtue of security of IT), we
can use Sy to construct a simulator S for Ilpisa. To argue security, we show
that any adversary Apsa for ITpisa can be transformed to an adversary Ay for
1.

At a high level, the only difference between IT and Ilpisa is with respect
to the first-round broadcast. In IT, the use of standard broadcast guarantees
that all honest parties have a consistent view of every broadcast message. In
contrast, in Ilpisa, an adversary Apjsa may abort a Fgc_pisa invocation in a
way that causes some honest parties to receive the first-round message while
others detect a cheat. Those parties that detect a cheat do not proceed to round
2 of II. In this sense, Ilpisp is a partial emulation of IT: it faithfully runs II for
those honest parties that do not detect any misbehavior, while allowing others to
terminate early with a proof-of-cheating. The reduction is therefore a matter of
correctly filtering messages between the two executions of IT and IIpisa. Below,
we formalize this reduction where given a challenge execution of II in the Fgc
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-hybrid model (either real or simulated by Syr), we construct an execution of
ITpisa where Apisa attempts to decide is real or simulated. Ay internally runs
Apisa and translates between the two executions as follows:

Case 1. Apisa does not abort any Fgc_pisa invocation: Ay behaves identi-
cal to Apisa: Each (deal, m) message sent to Fec—_pisa by a corrupt dealer P;
is forwarded as the corresponding Fgc (standard broadcast) invocation by
P; in II. The second-round point-to-point messages are forwarded directly.

In this case, the honest parties view in Ilpisa is identical to their view in I1:
By the consistency property of Fgc_pisa, they receive the same first-round
broadcast message, proceed to compute their second-round messages and
output exactly as in I7. This case is thus simulated perfectly by Sir.

Case 2. Apisa aborts at least one Fgc_pisa invocation corresponding to a
corrupt dealer, say, P;: In this case, if no honest party receives the intended
message, Ay broadcasts L on behalf of corrupt P; in the corresponding Fgc
invocation in 7. Otherwise, it must be the case that at least one honest party
receives a message, say m as output of Fgc_pisa. Then, A broadcasts m on
behalf of corrupt P; in the corresponding Fgc invocation in I7.

Next, Ajr filters messages sent by honest parties in round 2 of IT while
forwarding them to Apisa in IIpisa: Only the messages of honest parties who
did not discover a cheat in any of the first-round Fgc_pisa invocations are
forwarded. On behalf of an honest party P; who detected a cheat (cert =
(type,j)) against dealer P;, A forwards (cert = (type,j)) to Apisa, when
Apisa invokes Fgc_pisa with (transfer, i, k) on behalf of a corrupt Py.

Lastly, A outputs whatever Apisa does.

This completes the description of A. We observe that any distinguishing
advantage of Apjsa against ITpjsa translates directly to a distinguishing advan-
tage of A against IT. Since I1 is secure, this advantage has to be negligible. For
the honest parties’ outputs, S instructs Fpisa to deliver to each honest party the
certificate (type, j) it obtains from the emulated Fgc_pisa, which always names
a corrupt dealer, and y otherwise; the latter matches the real execution by the
guaranteed output delivery of II. We can thus conclude that IIpisa securely
realizes Fpisa in the Fgc_pisa-hybrid model.

6 Two Round PISA With Honest Super-majority

6.1 One-or-Nothing Secret Sharing with Omissions (1orOwo)

Looking ahead to our 2-round MPC protocol, we build on the technique of
IDMR21/DRSY23b]: Each party sends a garbled circuit that computes its
second-round message, where the garbled circuit takes as input the set of first-
round messages. The labels of these garbled circuits are distributed among the
parties using a special type of secret sharing (referred to as one-or-nothing secret
sharing). Since parties may receive inconsistent first-round messages (due to the
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absence of broadcast), they vote on the version they received. There is also a
provision to vote for L if they do not receive a valid first-round message. The
following guarantees must hold:

— At most one secret may be revealed by the sharing and the available ballots.
Since the secret here refers to a label of a garbled circuit, revealing both
labels would break the security of the garbling scheme.

— Whenever reconstruction fails, the MPC protocol must be able to provably
identify a cheater.

Our setting introduces additional challenges compared to [DMR™21]. First,
the absence of broadcast in both rounds, whereas in [DMR™21], broadcast is ab-
sent only in the first round. Second, we require cheater identification in the MPC
protocol to be accompanied by a proof-of-cheating certificate. In [DMRT21],
cheater identification in the second round is straightforward: since the second
round uses broadcast, all parties can observe who failed to send a message or
does not vote. In our setting, however, since second-round messages are sent
point-to-point, a corrupt party can drop them (in particular, withhold its bal-
lot), and this is a type of misbehavior that cannot by itself be proven to an
external party.

We introduce a new variant of the one-or-nothing secret sharing scheme,
which we call One-or-Nothing Secret Sharing with Omissions (1orOwo). As in
IDMRT21], we define 1orOwo as a semi-honest primitive and handle malicious
behavior at the MPC protocol level. Looking ahead, the MPC protocol enforces
correct sharings using zero-knowledge proofs and discards malformed ballots
using an external validity check (in our construction, a ballot is a secret key
that can be verified using KeyVer). Correctness of this primitive is therefore
needed only for well-formed inputs. A check cannot, however, enforce that a
party sends its ballot over point-to-point channels at all; we therefore allow for
missing ballots in reconstruction.

In particular, an honest party can only count on receiving second-round mes-
sages from n — t parties, as the t corrupt parties can drop their second-round
messages without being held accountable. Among these received n — ¢ messages,
it could be the case that only n — 2t vote on the same value (representing the
first-round message), while the remaining ¢ vote on L (claiming they did not re-
ceive the first-round message). This situation still requires robust reconstruction
of the secret. This is because ¢ parties voting on L cannot be considered a proof
against the sender: otherwise, ¢t corrupt parties could produce such a certificate
against an honest sender as well.

Accordingly, the reconstruction condition (which differs crucially from the
one in [DMR™21DRSY23D]) is stated as follows: if at least n — 2¢ ballots vote
for the same value v, all remaining available ballots vote for L, and there are at
least n — ¢ ballots available in total, then the secret corresponding to v must be
reconstructed.

Next, we analyze the desired privacy guarantee. A first requirement is im-
mediate: if fewer than n — 2t parties vote for v, the secret for v must remain
hidden. However, this alone does not suffice. An adversarial sender could split
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the honest parties into two sets of size n — 3t receiving v and v’, respectively;
together with the ¢ corrupt parties, each set reaches n — 2t votes, so both secrets
would be reconstructed. This is possible whenever 2(n — 3t) < n —t, i.e., for all
n < 5t. We therefore additionally require that the secret for v remains hidden
whenever fewer than n —t parties vote for v or L. Intuitively, this means that
more than ¢ parties voted for some other value, and since at most t of them are
corrupt, at least one honest party voted for a different value v'. In the MPC
protocol, this corresponds to the sender (who determines the votes) having sent
conflicting signed messages, leading to the sender being provably identified at
the MPC level.

However, additional care must be taken to ensure that an adversarial sender
cannot exploit L votes. In particular, it should not be possible for an adversarial
sender to split the honest parties into three groups of sizes |S1| = n — 3t, |S2| =
n — 3t, and |Ss| = t, where parties in S; receive value v, parties in Sy receive
value v, and parties in S3 receive L. Parties in Si, together with ¢ corrupt
parties voting for v and S3 voting for 1, would trigger reconstruction of v as
this enables the adversary to satisfy the requirements of n — 2t votes for v and
at least n — ¢t votes on v or L. Symmetrically, parties in Sa, together with ¢
corrupt parties voting for v’ and Sz voting for | would trigger reconstruction of
v’. Thus, we require

(n=3t)+(n=3t)+t>n—t << n>4t.

While these two voting scenarios capture the main intuition, an adversary could
also try other combinations of v, v/, and L votes; our formal privacy definition
addresses all of them, and n > 4t turns out to suffice throughout.

Finally, we deliberately leave the case when valid ballots vote for different
non-_L values outside the primitive and allow reconstruction to fail in such cases.
As discussed above, such conflicts are resolved at the MPC level where the sender
determining the votes is provably identified.

We are now ready to present the formal definition of One-or-Nothing Secret
Sharing with Omissions. While the syntax closely follows the existing variants of
one-or-nothing secret sharing [DMR™21/DRSY23b], the privacy and correctness
guarantees are adapted to tolerate ballot omissions as described above.

Definition 7 (One-or-Nothing Secret Sharing with Omissions— 1orOwo).
A One-or-Nothing Secret Sharing with Omissions 1lorOwo = (setup, share, vote,
reconstruct) is a protocol among n parties, where every party P;, for i € [n],
plays the role of a voter, and one party additionally plays the role of the dealer
D. The algorithms have the following syntax; all of them are implicitly parame-
terized by n,t and the dealer’s index D.

— setup(1?) — (pk;,sk;) generates a voting key pair for a party.

— share((xl,...,xz),{pki}ie[n]) — sh is run by the dealer on its vector of
secrets and outputs a sharing sh.

— vote(v;,sk;) — sh; ds run by each party on its vote v; € [(JU{L} and outputs
a ballot sh;.
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— reconstruct(sh, {sh;};er) — {zV, L} takes the sharing and the ballots of a
subset T C [n] of the parties and outputs either the secret ¥ corresponding
to a value v or L. [

We require that a 1lorOwo scheme satisfies privacy (deﬁm'tion@ and correctness
(definition[9),

Informally, privacy guarantees that if the dealer is honest, the adversary
learns no information about ¥ when either there are fewer than n — 2¢ votes for
v or fewer than n—t votes for v and L, combined (counting corrupt parties’ votes
in both cases). Correctness requires that when at least n — 2¢ parties produce
their ballot using the same v, the other available ballots are produced with 1,
and at least n — t ballots are available in total, then reconstruct returns x".

Definition 8 (One-or-Nothing Secret Sharing with Omissions: Privacy).
Informally, privacy guarantees, for an honest dealer, that the adversary learns

no information about x¥ when either there are fewer than n — 2t votes for v or

fewer than n — t votes on v and L, combined (counting corrupt parties’ votes

in both cases). More formally, a One-or-Nothing Secret Sharing with Omissions

scheme is private if, for every security parameter A € N and every PPT adver-

sary A, it holds that Pr[A wins] < § + negl()\) in the experiment in Figure @

A Challenger C
C <
TSRSt g
For i € H:
- (pk;,sk;) + setup(1?)
{pk; }ien
{pk;}icr, v € [(]
(6, 27), |w5| = |=7|

>0+ {0,1}, 2" <+ xp
{=” Yoreranioy

>
sh < share((xl, e ,xe), {pk; }ic[n))
sh
{%‘}ie?—t
>
For i € H:
. Ei < VOte(’Ui,Ski)
{Shi}iGH
<t
b/
>

Let S={ieH:v,=v}and S ={i € H:v;, = L}. I |I[|+|S| <n—2tor
[I] + |S| + |S1| < n — ¢, then A wins if ¥’ = b.

Fig. 2: Privacy game

L J
4The cases in which L is output are handled at the MPC level where a cheater is

provably identified.
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Definition 9 (One-or-Nothing Secret Sharing with Omissions: Cor-
rectness). Informally, correctness requires that when at least n — 2t parties
produce their ballot using the same v, the other available ballots are produced
with L, and at least n —t ballots are available in total, then reconstruct returns
zv.

More formally, a One-or-Nothing Secret Sharing with Omissions scheme is
correct if for any security parameter X € N, any vector of secrets (z,...,x%),

any v € [{], and any disjoint S, S C [n] with |S| > n—2t and |SUSL| >n—t,

(pk;, sk;)  setup(1*) fori € [n]
sh < share((z?, ..., 2%), {pk; }ic[m)
Pr| o =2" : sh; + vote(v,sk;) forie S > 1—negl()),
sh; < vote(L,sk;) forie S,
x < reconstruct(sh, {sh;};csus, )

where the probability is taken over the random coins of the algorithms. We say

that the scheme is perfectly correct if this probability is 1, i.e., reconstruction
succeeds for every choice of the random coins.

We note that privacy, as defined above, speaks about one position at a time:
it hides ¥ whenever the votes for v fall short of the reconstruction condition. A
related question is how many positions can meet the condition simultaneously
for a single set of ballots. The following lemma shows that, when n > 4¢, at most
one can, which is what makes the guarantee one-or-nothing.

Lemma 1 (One-or-nothing). Letn > 4t. For every I C [n] with |I| <t and
every choice of honest votes {v;};c, at most one position v € [{] satisfies both

I+ [Sy] > n—2t and [I| 4+ |Su| + S| >n—t,

where Sy = {i € H:v; =v} and S = {i € H : v; = L}. Consequently, in a
private scheme all other positions remain hidden from the adversary.

Proof. Suppose that two distinct positions v; and ve both satisfy the two con-
ditions; let S; and Sy denote their sets of honest voters. Then

lI| +|S1| >n—2t  and [I] + |S2| + |Si| > n —t.
Since each honest party releases a key for at most one vote, these sets of hon-
est voters are disjoint. Thus, |Si| + |S2| + |S1| < n —|I], and adding the two
inequalities gives

2n — 3t < 2|I| +|S1| + |S2| + S| < n+|1).

It follows that n < 3t + |I| < 4¢, contradicting n > 4t.
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Construction. In this section, we describe our one-or-nothing secret sharing con-
struction. Similar to the one-or-nothing secret sharing schemes of [DMR™21]
[DRSY23b], our construction involves two layers of secret sharing. The dealer
first secret-shares each secret ¥ with threshold n—t, producing a first-level share
for each party. Each first-level share is then re-shared with threshold n — 2t, pro-
ducing second-level shares.

During setup, each party generates an encryption key pair for each possible
vote value, including L. The first-level share of a party is encrypted under that
party’s key for the corresponding position. The second-level shares are doubly
encrypted: the share that P; holds corresponding to P;’s first-level share is en-
crypted first under P;’s key for value v, and then under P;’s key for L. Opening
this ciphertext requires both secret keys. The sharing is simply the set of these
ciphertexts.

To vote, each party reveals the secret key corresponding to its vote. Recon-
struction proceeds in two steps: First, the first-level shares of parties voting for
some value v are recovered directly by decryption. For parties voting L, their
first-level shares cannot be recovered directly; instead, the relevant second-level
shares held by the v-voters are decrypted using both parties’ revealed keys,
and the first-level share is reconstructed from these. Finally, the secret is recon-
structed using the available first-level shares.

For honestly generated sharings and ballots, reconstruction returns L only if
the available ballots contain conflicting non- 1 votes, or if there are fewer than
n — 2t available ballots for the same value or fewer than n — ¢ available ballots
in total. These cases are handled at the MPC level.

,-[ One-or-Nothing Secret Sharing with Omissions }

Building Blocks:
— Shamir secret sharing (shamir.share, shamir.reconstruct), as described in
Section [3.21
— A public-key encryption (KeyGen, Enc, Dec) with perfect correctness, as
described in Section 311
setup(1)) — (pk;, sk;)

1. Let pk; = (pkl,...,pk!, pki) and sk; = (skl,...,sk% ski), where

(pk?,sk?) < KeyGen(1*) for v € [(] U L.
2. Return (pk;, sk;).

share((z!,...,z%), {pk;}icpn)) —sh:

1. For v € [{], compute ([z"]1, ..., [x"]n) < shamir.share(z¥,n,n —t; p* ).

2. For v € [f] and ¢ € [n], compute ([[x"]i]1,-.-,[[z"]i]n) <
shamir.share([z"];, n, n — 2t; p® ).

3. For v € [¢] and i € [n], compute ct? < Enc(pk;, [z"];).

For v € [{] and 4, j € [n], compute ct}_, ; < Enc(pki", Enc(pkj, [[z"]i];))-

5. Let ¢t = ({th}ve[l],ie[n]a {Ct;)—ﬁ}ve[l],i,je[n])'

=~
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6. Output sh = ct.

vote(v;,sk;) — sh; : Output sh; = (v;,sk}").

reconstruct(sh, {sh; }ier) — {z, L} :

1. Parse sh = ct. R

2. For each i € T, sh; = (v;, sk;).

. Let S={ieT:v€[f]}and S = {i € T :v; = L}. If there exist
i,j € S with v; # v;, output L. If |S| <n—2tor [SUS,| <n-—t,
output L. Let v denote the common non-_1 vote.

4. For i € S, compute x; « Dec(sk;, ct?) and output L if decryption fails.

5. For i € S| and j € S, compute z;—,; + Dec(s/l\g,Dec(s:I\(i,ct;;j)) and
output L if decryption fails.

6. For i € S|, compute z; < shamir.reconstruct,,—o:({(j, zi—;)};jes) and
output L if reconstruction fails.

7. Compute x < shamir.reconstruct,,—+({(¢,2;) }sesus, ) and output L if
reconstruction fails. Otherwise output x.

Fig. 3: One-or-Nothing Secret Sharing with Omissions

Theorem 3. The One-or-Nothing Secret Sharing with Omissions scheme con-
struction in Fz’gure@ is private, as long as (KeyGen, Enc, Dec) is a secure public
key encryption scheme (Section[3.1)) for n = O(log())).

Proof. Let H and I denote the sets of honest and corrupt parties, respectively.
Let S={ieH:v,=v},S=H\S,and S, = {i € H:v; = L}. The winning

condition requires
I|+|S|<n—2t or I+ |S|+[SL] <n—t

We consider both cases below, since otherwise the adversary does not win.
Recall that the dealer is honest in this case. Let us first unpack the informa-
tion that the adversary learns:

1. From sh, it learns the ciphertexts {ctf,}vfe[g]’ie[n], which encrypt the first-

level shares of each secret under the corresponding party’s public key.

2. From sh, it also learns the ciphertexts {ct%’/_)j}vle[g],me[n], which encrypt the
reshares under the original share holder’s public key for | and the reshare
holder’s public key for position v’.

. From {sh;};cs, it learns the private keys {sk! };cs.

4. From {sh;} it learns the private keys {sk*}

w

i€S? i€S”

We now argue that the above information does not give the adversary more

than a negligible advantage in guessing which of the two challenge values was
shared at position v while satisfying the winning condition.
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Below, we give the argument for a fixed choice of S and S ﬂ Among the
honest parties, the adversary learns a secret key corresponding to position v only
from the parties in S, and it knows all secret keys of corrupt parties. From the
ciphertexts {cty };c}n), the adversary can therefore obtain at most |I| 4 |S]| first-
level shares of z;. The remaining ciphertexts encrypting the first-level shares are
encrypted under honest parties’ public keys whose corresponding secret keys are
not revealed and are therefore protected by the CPA security of the encryption
scheme.

Suppose |I| + [S| < n — 2¢t, i.e. [I| +|S] < n — 2t — 1. Consider the re-
shares of a first-level share [2"];. Opening both layers of the ciphertext ct}_,; =
Enc(pk;-, Enc(pkj, [[x"]:];)) requires both sk and ski; otherwise, at least one
layer is protected by CPA security. In particular, decrypting the inner layer re-
quires sk;. As argued above, such a key is available for at most |/|+|S| < n—2t—1
parties, counting every corrupt party. Consequently, for any first-level share [z"];,
the adversary obtains at most n — 2t — 1 of its reshares. Since every first-level
share is secret shared with reconstruction threshold n—2t using independent ran-
domness, these reshares jointly reveal no information about the corresponding
first-level share. It thus follows that the adversary does not learn any additional
first-level share and has at most |I| + |S| < n — 2t — 1 first-level shares of x}.

Now suppose that |I| + |S| > n — 2¢t. The winning condition then requires
[7|4+]S|+|S.1| < n—t. In addition to the first-level shares indexed by IUS that it
obtains directly, the adversary may reconstruct the first-level shares indexed by
TUS | using their reshares. For every other first-level share, the outer encryption
of its reshares uses an honest party’s key for L that is not revealed, and is
therefore protected by CPA security. Thus, the adversary learns at most

[TUSUS | =|I+]|S|+ S <n—t

first-level shares. We note that the reshares of these first-level shares reveal
no information about the remaining first-level shares, since the re-sharings use
independent randomness.

Further, we note that the choices of the parties in S cannot increase the
number of secret keys corresponding to position v known to the adversary. If
such a party votes for L, the adversary learns only its secret key for L, while if
it votes for another position v’ # v, the adversary learns only its secret key for
v’. In neither case does it learn the party’s secret key for position v.

In either case, the adversary learns fewer than n — ¢ first-level shares of zj.
Since xj is secret shared with reconstruction threshold n — ¢, privacy of the

SHonest votes are chosen after sh, but a CPA reduction must place the challenge
during sharing. The reduction therefore guesses each honest party’s vote (v, L, or
other), embeds the challenge in the ciphertexts whose keys stay hidden under that
guess, and outputs a random bit if the guess turns out wrong. Since sh is independent
of the votes, the guess is right with probability 371" and conditioned on a correct
guess the game is simulated perfectly; the reduction thus loses a factor 3", which is
polynomial in A for n = O(log A).
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underlying secret sharing scheme implies that these shares reveal no information
about whether z§ or z] was shared.

Together with CPA security, this bounds the probability that the adversary
satisfies one of the two inequalities and guesses b correctly. Hence, Pr[A wins] <
% + negl(\); completing the proof.

Theorem 4. The construction in Figure[3 is perfectly correct, as long as Shamir
secret sharing (Section and (KeyGen, Enc, Dec) (Sectz'on satisfy perfect
correctness.

Proof. Let S and S) be the sets of parties voting for v and for L, respectively,
with |S| > n —2t and |[SUS, | > n —t, and consider any execution in which the
keys, the sharing and the ballots are generated honestly (with arbitrary random
coins). We show that reconstruct outputs z”.

Since all ballots in S vote for v and all remaining available ballots vote for
L, there are no conflicting votes, and the two size conditions are satisfied by
assumption. Hence, reconstruct does not output L in step 3 and correctly
identifies v as the common non-_L vote.

Next, we argue that every decryption succeeds. For i € S, the ballot sh;
reveals ski, which is the secret key under which ct? = Enc(pk;, [z"];) was com-
puted; by correctness of the encryption scheme, decryption yields [z];. For
i € S and j € S, the ballots reveal skj‘ and skj”.7 which are exactly the keys
of the two encryption layers of ct;_, ;; by correctness of the encryption scheme,
decrypting both layers yields [[z"];];.

It remains to argue that both levels of Shamir reconstruction succeed. For
every i € S, the decrypted values {[[z"];];}jes are |S| > n — 2t shares of [z"];,
which was shared with reconstruction threshold n—2t. By correctness of Shamir
secret sharing, they reconstruct to [z"];. Together with the first-level shares of the
parties in S, reconstruct thus holds the first-level shares {[z"];}icsus, , that
is, at least n — t shares of ", which was shared with reconstruction threshold
n — t. By correctness of Shamir secret sharing, these reconstruct to x", which
reconstruct outputs.

Thus, perfect correctness of the construction in Figure [3]follows directly from
perfect correctness of the encryption scheme and of Shamir secret sharing.

6.2 MPC Protocol

In this section we present our two-round PISA protocol ITpisa_s for n > 4t. The
protocol is a compiler: it takes a two-round protocol IIgop with guaranteed out-
put delivery in the broadcast model and turns it into a two-round protocol over
point-to-point channels in which every honest party either obtains the output of
Ilcop or a publicly verifiable certificate against a corrupt party.

The underlying protocol IIgop. We write IIgop as a tuple of algorithms {frst-msg;,

snd-msg,, out}ie[n]. P; computes its first-round message as msg; = frst-msg,(x;,
pi), its second-round message as msg; = snd-msg, (7, pi, {Msg; }jejn)), and the

31



output as y = out({msgjl-}j, {msg?}j). We assume that ITgop has several prop-
erties.

1. Broadcast-only. For simplicity, we assume that every message is addressed to
all parties, so that a party’s round-r message can be represented as a single
string. Private communication, where needed, can be realized by encrypting
to the recipient’s public encryption key (available as part of setup).

2. Straight-line simulation. The simulator of IIgop never needs to rewind the
adversary. This lets us build a similarly straight-line simulator for ITpisa_s.

3. First-round input extraction. The simulator of IIgop can extract the corrupt
parties’ inputs from their first-round messages alone. This allows our Ilpisa_2
simulator to use the Ilgop simulator to extract the corrupt parties’ inputs
in time to obtain and program in the output, even if corrupt parties are
rushing.

4. Public output. out is computed from the public transcript ({msg}}, {msg?})
only, without any party’s private state.

The protocol of Gordon et al. [GLS15], as used in [DMR21], has all the above
properties: its first round consists of encryptions and its second round of thresh-
old decryption shares, from which the output is publicly reconstructed. The
setup of IIgop is included explicitly in our setup, alongside the keys of our own
building blocks and a crs for the NIZK.

Overview of Ilpisa_2. In the first round, P; sends msg} from the underlying
protocol IIgop. In IIgop, msg} would be sent over broadcast; in the absence of
broadcast, we instead send it using the two-round Ilgc_pisa protocol. Ilgc_pisa
ensures that after two rounds, each honest party either holds the (signed) broad-
cast message or a certificate of cheating. However, the issue we face is that honest
parties must send their second-round messages before IIgc_pisa has time to com-
plete.

To solve this issue, we follow the garbled-circuit paradigm of [DMRT21].
Let C; be the public circuit computing snd-msg;; its input wires carry (z;, p;)
followed by the n first-round messages. In the first round, P; sends a garbling
of C; and its input labels: the labels for the wires carrying P;’s own input and
randomness are sent in the clear, since P; knows these values, whereas for every
wire carrying a bit of some msgj the pair of labels (K, K®!) is distributed
using our one-or-nothing secret sharing scheme lorOwo (Figure [3)). To ensure
that garbling and sharing is correct, P; must include a zero knowledge proof of
correct garbling and sharing. P; cannot know at this point which version of msg}
the other parties will receive; the garbled circuit lets each evaluator compute
snd-msg; on whatever version is eventually agreed upon, without any further
participation of the garbler. In fact, P; sends its garbling, the label sharings and
the zero-knowledge proof through Ilgc_pisa as well.

In the second round, every party votes. For each wire a carrying a bit of
msg}7 P; releases the voting key for the bit it received, or for L if it received
no valid first-round message from P;. At the end of the second round, each
party collects the ballots it has received, reconstructs one label per input wire
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of every garbled circuit, evaluates all garbled circuits to obtain {msg?}je[n],
and outputs out({msg}}, {msg? ). This might fail in several ways. If a party
cannot recover the output, it instead outputs one of several kinds of certificate
of cheating. Different honest parties may hold different views and may thus end
with different verdicts; this is exactly the selective abort permitted by PISA.

Remark 1 (Delayed Receipt of Garbled Circuits). The garbled circuit is Shamir-
shared rather than sent in the clear. Instead of including GC; in its first-round
message, P; Shamir-shares it, and it is only reconstructed in the second round.
The circuit is thus fixed in round one, but only becomes available in round two.
Looking ahead, this is what allows the simulator to garble honest parties’ circuits
after the adversary’s first-round messages are fixed and their inputs extracted, so
that the simulated circuit can be programmed to output the simulated second-
round message corresponding to the ideal output (Section .

Kinds of Failure. There are several kinds of failure — associated certificates of
cheating — that P; might end up with.

1. Ilgc_pisa might have failed; P; then obtains a certificate of cheating from
Igc—pisa-

2. The zero knowledge proof of correct garbling and sharing might have failed;
the signed incorrect proof is then a certificate of cheating.

3. Reconstruction of a garbled circuit might have failed; if so, the signed shares
implicate the garbler.

Notation. Let C;(x;, pi, {msg} }iem)) denote the public Boolean circuit comput-
ing snd-msg;, as described above. For simplicity, we assume that (x;, p;) consists
of |inp| bits, and each first-round message is |msg| bits long, so each circuit has
#wires = |inp| +n-|msg| input bits. We assume that each C; is of the same size
and is public.

Let C; have the following order:

1. Input wires on positions [|inp|] correspond to P;’s input z; and randomness
Pi-
2. For j € [n], positions {|inp| + (j — 1)|msg| + 8 | B € [|msg|]} correspond to
i
msg;.

We use binary lorOwo, with positions 0 and 1. The keys pk;’a and sk;’a
denote the corresponding key tuples for 0,1, 1. Party P; generates its keys and
registers the public keys before round 1. Voting keys are used only for their one
label-sharing instance.

Relation for NIZK We use a NIZK for the following relation. The auxiliary coins
pi** contain the randomness for garbling, sharing, encryption, and signatures.
This randomness is implicit in invocations of garbling, sharing, encryption and
signing in Figure [4] (we suppress it from the notation).
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msg; = frst-msg; (s, p;),
K; = GS.KeyGen(1*, #wires),
GC; = Garble(1*,Cy, K;).
{[GC:];}je[n) = shamir.share(GC;,n, 2t 4 1),
. 1 6c; Vj € [n]:
o do= %Km}g At {i;i[;l‘;m ) o = DS.Sign(sigk, (4, [6ci],)),

@ Ja[linel), o o=linpl 1 DS.Ver(vks, (7, [GCi];), Ugc’) = accept,
w = ({00, sieki 1) et = Enc(pk(’, ([6Ci];, 05%)),
Vo€ [linp]] : K& = I(ft»(fmIIPz:)[DL]7
Vo € {|inp| +1,...,#wires} :

shy = 1or0wo.share((Kf"0,Kia’l),

{Pk;’a}je[n])

,-[ PISA Protocol Ilpisa_» } <

We assume n > 4t, with n = O(\).
Input: Each party P; has input x;, randomness p; for Ilgop, and indepen-
dent auxiliary randomness p3**.
Building Blocks:
— The One-or-Nothing Secret Sharing with Omissions scheme lorOwo =
(setup, share, vote, reconstruct) (Section [f]).
— A two-round BC-PISA protocol ITgc_pisa (Section [2.2)).
— A two-round GOD protocol Ilgop for f, represented by
{frst-msg,, snd-msg;, out}ie[n], with first-round input extraction.
— A NIZK scheme (NIZK.Gen, NIZK.Prove, NIZK.Verify) (Section .
— A secure garbling scheme (GS.KeyGen, Garble, Eval) with independent
label generation (Section .
— A Shamir secret sharing scheme (shamir.share, shamir.reconstruct) (Sec-
tion .
— A secure key-verifiable PKE scheme (PKE.KeyGen, Enc, Dec, KeyVer)

(Section [3.1)).
— A secure digital signature scheme (DS.KeyGen, DS.Sign, DS.Ver) (Sec-

tion .

Setup: We assume the parties have access to the following setup:

— The prescribed public and private setup of Ilgop.

— Independent voting keys (pkf’a’b,skg’a’b) + PKE.KeyGen(1*) for i,j €
[n], @ € {|inp| +1,...,#wires}, and b € {0,1, L}, where P; holds
the secret key. We let pk?® = (pk&° pk®*, pk?’J‘) and skl® =
(skf"o,sk?’l,sk?’l).

— Independent (pk$¢,sk$°) «— PKE.KeyGen(1*) for i € [n].

— (vk;, sigk;) + DS.KeyGen(1*) for i € [n].

— A trusted crs for R.

Round 1: Each party P; does the following:

— Compute msg}! < frst-msg,(z;, ;).
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Compute K; <+ GS.KeyGen(1*, #wires) and GC; & Garble(C;, K;).

— Compute {[GC;];} e[n] ¢ shamir.share(GC;, n, 2t + 1).

For j € [n], compute o?c"' <+ DS.Sign(sigk;, (4, [GC;],)) and ct?c" —

Enc(pkgc7 ([GCi],, a?ci)).

Set K = K?’(zi”pi)[a] for a € [|inp]].

— For j € [n] and B € [|msg|], let & = |inp|+ (j —1)|msg|+ 3, and compute
shy « 1orOwo.share((Ki°"0,Kio"l), {pk;’o‘}je[n]).

— Set ¢; = (iamnglv{Ctg(:i}jE[n]?{Kia}ae[linpl]v{Sh?}fii\;epj.t,_l) and w; =
((wi, pi)a Sigkiv p?ux)'

— Compute m; + NIZK.Prove(crs, ¢;, w;).

— Set mis‘gil = (mngla {Ct;{Ci }jE[n], {Kia}oze[ﬂnp\]a {Sh?}fiﬁ\ep5|+1a (¢u Wz))

and compute UZT"Tgl <+ DS.Sign(sigk,, msg;)

—1
i)

— Run round 1 of IIgc_pisa with input (Tg%,a
Round 2: Each party P; does the following:

— For j € [n], let msg} be the message received in round 1 of ITgc_pisa
invoked by P; as sender, and parse it as above.

— Let S;:omplam _ {}

— For j € |[n], check that NIZK.Verify(crs,¢;,m;) = 1 and

o )

DS.Ver(vk;, msg;7amsg ) = accept, and otherwise add j to Sicomp'a'".

— For j ¢ 8™ compute ([GC;]i, 07 ) < Dec(skSS, cti 7).

— For j € [n] and § € [|msg|], let o = |inp| + (§ — 1)|msg| + 5. Set v = L
if j € SN and v = msg; 3] otherwise.

— For k € [n] and o € {[inp| + 1,...,#wires}, compute sh; ,, <

1orOwo.vote(v, sk,
- GC,; —Q
— Set msg; = ({([GC;)i, ;7)Y jemp\seomans {SN;_ }ken],ae{linp|+1,.... #uires))-
— Compute o2 + DS.Sign(sigk;, msg?).
— For j € [n], run round 2 of the corresponding ITgc_pisa instance.
— Send (msg?,0?) to every party.

Output: Each party P; does the following;:

— Let Sinvalid — {}

— For j € [n], check DS.Ver(vk;, Msg;,07) = accept and add j to Smvahd
if the check fails.

— For j ¢ S™2, parse msg; as above.

— For j € [n], obtain ITgc_pisa.output from the corresponding instance.
If it is (cheat/nr,m, ), output (cheat/nr, (BC,j,7)) and stop.

— For j € [n], parse the successful ITgc_pisa.output as mis.gj1
and check that NIZK.Verify(crs,¢;,m;) = 1. On failure, output
(cheat, (NIZK, j, IIgc—pisa-output)) and stop.
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— (Check the well-formedness of parties’ ballots, and create a vector B of
well-formed ballots) For j,k € [n] and S € [|msg|], let o = |inp| + (j —
1)|msg| + 8. Set By,o < (L)rem)- For 7 € [n] \ ™2 set By o[r] +

sh if shy . [1] € {msg}[5], L} and KeyVer(pkE s ll] s [o]) =

1.
—For £k € [n] and o € {linp] + 1,...,#wires}, set
Tea < {r € [n] : Bralr] # L} and compute K7 <«

lorOwo.reconstruct (shZ‘7 {Bk’a[r]}renya).

— For j € [n], set 8¢ + {k € [n]\ §™ : DS.Ver(vk;, (k, [GCj]k),azcj) =
accept}.

— For j € [n], compute GC; < shamir.reconstructa; ;1 ({(k, [ch]k)}kes;‘&)-
In case the reconstruction fails, set m, « {(k,[GC;], Uzcj)}kesqc and
output (cheat, (GC, j, 7)), and stop. ’

— For j € [n], compute msg? « Eval(GCj, { K }ae[#uires))-

— Compute y < out({msg}}jc(n), {Msg}}jem))- Output (out,y).

Audit: audit(n) — {accept,reject}:

—Ifr= (BC,], ﬂ'L), output HBc_p|5A.audit(7TL).

—If 7 = (NIZK,j,7,), parse m, = (ﬁ;,asc) and m} as
above. Output accept if DS.Ver(vkj,@;,J?C) = accept and
NIZK Verify(crs, ¢;,m;) = 0, and reject otherwise.

— Otherwise, parse m = (GC, j, 7, ) and 7, = {(k, [GCj]k,Uz

— If [S§¢| < 2t + 1, output reject and stop.

— For k € S§¢, check that DS.Ver(vkj, (k, [6C;]1),04) = accept and
output reject if any check fails.

— Compute GC; < shamir.reconstructa,y1({(k, [GCj]k)}kesgc). Output
accept if reconstruction fails, and reject otherwise.

C,
! )}ke$§°~

Fig.4: 2-round PISA Protocol for n > 4t

6.3 Security Proof

Theorem 5. Let n > 4t and n = O(log())), and assume a setup with crs
and PKI (as in Figure . Given a 2-round broadcast-only protocol Ilgop with
guaranteed output delivery (with straight-line simulation and first-round input
extraction) and assuming a secure One-or-Nothing Secret Sharing with Omis-
stons scheme, NIZK scheme, garbling scheme, key-verifiable PKE scheme, and
a signature scheme, Ilpisa_» realizes Fpisa over point-to-point channels in two
rounds, against a malicious adversary corrupting t parties.

Below we describe the simulator S for a real-world adversary .A. We use the
NIZK simulator simP(crs, 7, ¢) and extractor E(7, ¢, ) from the preliminaries,
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with accepting simulation also for statements without witnesses and extraction
for every new statement—proof pair. We use the garbling simulator simGC of
Section [3.4] which takes the previously sampled active labels as input and allows
the input to be chosen after these labels are sampled. Encryptions of 0 have the
same plaintext length as the encryptions they replace.

r-[ Simulator S } N
Let ‘H and I denote the sets of honest and corrupt parties, respectively,
and let ¢ = |I|. Let Sgop denote the simulator for the underlying

protocol Ilgop, and let Fgop and Fpisa denote the ideal functionalities
corresponding to Ilgop and Ilpisa, respectively. Start by invoking Sgop
for the underlying setup, generate the honest parties’ remaining keys as
in the protocol, and compute (crs,7) ¢+ Gen(1*,R). Receive messages
{msgl}ics from Sgop. Proceed with the following steps:

Round 1: On behalf of each honest party P; € ‘H do the following:
— Sample one label K¢ for every wire o € [#wires| (as in KeyGen).
— For « € {linp| + 1,...,#wires}, compute sh; —
lorOwo.share((K{, Kf), {pk;" }jeqmn))-
— Compute {[0];};¢e[n) + shamir.share(0/€:/, n, 2¢ + 1) and retain [GC;]; =
[0], for j € I.
— For j € I, sign and encrypt [GC;]; as in the protocol. For j € H, set
ctgci 4= Enc(pkgC,O).
— Set ¢; as in the protocol and compute m; < simP(crs, 7, ¢;).
— Complete the remainder of the first round as in the protocol.
Input Extraction: Upon completing the above steps, obtain first-round
messages from A to each honest party. For every authenticated corrupt
first-round bundle with NIZK.Verify(crs, ¢, ) = accept, compute w <
E(7, ¢, ) and stop the simulation if (¢, w) ¢ R. To obtain the first-round
message of each corrupt party P; € I, do the following steps:

— Compute the honest parties’ complaint sets and votes as in the proto-
col.

— For 8 € [|msg|], let o = |inp| + (j — 1)|msg| + 5 and set S = {i € H :
v = b} for b e {0,1, L}.

— For 3 € [|msg|], let o = |inp| + (j — 1)|msg| + 8 and set n/ws\gjl[ﬁ] = b if
c+ S5 > n—2t and ¢+ |SP| + |ST| > n — ¢ for b € {0,1}; otherwise
set r’r/1s\gj1 8] = 0.

The bit b is unique whenever it exists, since n > 4t. For j € I, set
—1 —1 — 1 —1

msg; = msg;[l]]|---[msg;[|Imsg|] and send {msg;}jecr to Scop. Upon
receiving a request from Sgop to query Fgop with inputs {z;},c, forward
this message to Fpisa and receive output y. Forward y to Sgop and receive
{msg?};c3 as a response.

Round 2: For each P; € H do the following:
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— Compute GC; « simGC(C;, msg?, {K? Y ac[#wires))-

— Sample a Shamir sharing of GC; with threshold 2¢ + 1, uniformly con-
ditioned on {[GC;],},er fixed in round 1.

— For j € H, compute agci <+ DS.Sign(sigk;, (4, [GCil;))-

For each P; € H, complete the remainder of the second round as in the
protocol, using the above shares and signatures in place of the decrypted
GC shares of honest garblers.

Output:

— For every authenticated corrupt first-round bundle first revealed in
round 2, if NIZK.Verify(crs, ¢, 7) = accept, compute w <+ E(7, ¢, 7).
If (o, w) ¢ R, stop the simulation.

— For each P; € H, complete the output phase as in the protocol.

— For each P; € H whose output is (out,y;), set out; = y. If y; # y, stop
the simulation.

— For each P; € H whose output is (cheat,w;), let (type;,j) be the
cheating type and party identified by 7, ;. If audit(7, ;) = reject or
J € H, stop the simulation. Otherwise, set out; = (type;,j) and retain
T -

— Send {out;};e3 to the trusted party as the honest parties’ selective
outputs.

— If any honest party obtains any other output, stop the simulation.

— Output the output of A and terminate.

Throughout the simulation, stop if A produces a valid signature under an
honest party’s verification key on a message not signed on behalf of that
party. The cheating type is nr for BC non-responsiveness certificates and
cheat for the remaining certificates.

Fig. 5: Simulator

Lemma 2 (Output validity lemma). Let P be an honest party that outputs
neither a BC nor a NIZK certificate, and let P; be corrupt. Then:

1. the message msg} that P obtains from I} pisa equals n?s\gjl,

2. for every garbler Py and every B € [|msg|], the honest parties’ ballots for
wire a = |inp| + (j — 1)|msg| + 8 of Py ’s circuit contain at least n — 2t votes
for msg; [8], and all other honest ballots vote L ;

3. P receives validly signed shares of GC; from at least n — 2t > 2t 4+ 1 honest
parties.

Proof (sketch). Every honest party P; that received a validly signed first-round
message from P; received msg}7 since otherwise its echo would give P; two con-
flicting signed messages. At most ¢ honest parties received no message, since
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otherwise P; would obtain more than ¢ signed complaints of non-receipt. More-
over, P;’s proof verifies, as otherwise P; would output a NIZK certificate. Hence
at least |H| — ¢ > n — 2t honest parties vote msg} [8] and decrypt and forward
their shares of GC;, while all other honest parties vote L. This gives items 2
and 3, where n — 2t > 2¢ + 1 uses n > 4t. For item 1, it gives ¢+ |S| > n — 2t
and ¢+ S5+ |S¥| = n > n—t for b = msg}[f], so the simulator sets rr/1s\g;j1 [B] =b.
This bit is unique since n > 4t¢.

The same conclusions hold for an honest sender, with every honest party
receiving its first-round message. Thus, for every sender, the honest ballots
alone satisfy both reconstruction thresholds. Accepted additional ballots cannot
change the reconstructed labels, by key verifiability and correctness of 1orOwo.
For a corrupt garbler, the extracted witness fixes a consistent GC sharing. If
the received signed shares are consistent, the 2t + 1 correct shares fix the recon-
structed circuit; otherwise, they give the GC certificate.

We introduce a series of hybrid experiments to demonstrate that the joint
distribution of the adversary’s output and the outputs of the honest parties in
the ideal execution is computationally indistinguishable from the corresponding
joint distribution obtained in a real protocol execution. In each experiment,
the output is defined as the tuple consisting of the adversary’s output and the
outputs of the honest parties. We represent a cheating output by its cheating
type and identified party; the corresponding certificate is retained for the public
audit. Whenever a first-round message changes, its statement, simulated proof,
and authentication are generated for the changed message.

Hybrid Hy (Real World): Execute the protocol as in a real execution, us-
ing the honest parties’ inputs.

Hybrid H; (Signature Unforgeability): Same as the previous hybrid, ex-
cept that the simulator stops if A produces a valid signature under an honest
party’s verification key on a message not signed on behalf of that party. Note
that now no certificates of cheating can be produced against the honest par-
ties

This hybrid is indistinguishable from the previous one by the unforgeability
of the signature scheme.

Hybrid Hs; (Trapdoored CRS): Same as the previous hybrid, except that
the crs is generated as a part of a pair (crs,7) + Gen(1*,R) and the
trapdoor 7 is retained.

This hybrid is identically distributed to the previous one, since the distribution
of the reference string is unchanged.

Hybrid H; (Simulated Proofs): Same as the previous hybrid, except that
for each honest party P;, the proof for relation R is generated using m;
simP(crs, 7, ¢;).

This hybrid is indistinguishable from the previous one by the zero knowledge
of the NIZK scheme.

Hybrid Hy (Witness Extraction): Same as the previous hybrid, except
that for every message with a verifying signature, whenever NIZK.Verify(crs, ¢, 7) =
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accept, the simulator extracts a witness as w < E(7, ¢, 7) and stops the sim-
ulation if (¢, w) ¢ R. This applies also to messages first revealed in round
2.

This hybrid is indistinguishable from the previous one by the simulation ez-
tractability of the NIZK scheme.

Hybrid Hs (1orOwo Correctness): Same as the previous hybrid, except
that the simulator stops if the honest parties ever get inconsistent labels as
the output of the 1orOwo.

This hybrid is indistinguishable from the previous one by the correctness of
the 1orOwo.

Hybrid Hg (Correct Output): Same as the previous hybrid, except that
the simulator sends the extracted input to the ideal functionality and receives
ideal output. If there exists an honest party that doesn’t abort but receives
output that differs from the ideal output, abort the simulation.

This hybrid is indistinguishable from the previous one by Lemma [3, which
shows that the additional stopping condition occurs only with negligible prob-
ability.

Hybrid H; (Correct Accusations): Same as the previous hybrid, except
that the simulator sends each honest party’s output to the ideal functionality.
By the previous hybrid, if it’s not an abort, then the output is correct. If it
is an abort, then it is a valid accusation of a corrupt party.

This hybrid is indistinguishable from the previous one, as all outputs seen by
the distinguisher are the same.

Hybrid Hg (Encrypt 0s): Same as the previous hybrid, except that each
honest party encrypts all other honest parties’ shares as an encryption of 0:
ct$® Enc(pkgc, 0). Honest parties use their original shares and signatures
in round 2.

This hybrid is indistinguishable from the previous one by the CPA security of
the encryption scheme. The corresponding decryption keys are never revealed.
Hybrid Hy (Delayed Garbling): Same as the previous hybrid, except that
for each honest party P;, the garbled circuit is generated after round 1. The
labels are generated in round 1 as before, and the GC shares for corrupt
recipients are sampled as shares of 0/C:l. After generating GC;, sample its
Shamir sharing uniformly conditioned on these shares, and sign the honest
recipients’ shares.

This hybrid is identically distributed to the previous one by independent label
generation and the privacy of Shamir secret sharing: at most ¢ <t shares are
fixed before the circuit is generated.

Hybrid H;y (Active Labels): Same as the previous hybrid, except that
for each honest party P;, the pair of labels used in a given execution of
lorOwo are identical. We let this label be the “active” label for the message
bit to which this execution of 1orOwo corresponds.

In honest parties’ garbled circuits, two different labels are still used (the
circuit is garbled honestly, as before). Corrupt party messages { r’r/1s\g]1 }jer are

obtained from the honest parties’ votes as in the simulator, and nTs,\gjl = msg;
for j € H. Honest parties’ circuits are garbled so as to place the “active” label
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in the position corresponding to these messages; the other label is sampled
as prescribed by the garbling scheme. The labels for the parties’ own inputs
and randomness are unchanged.

This hybrid is indistinguishable from the previous one by the privacy of
lorOwo.

Hybrid H;; (Simulated Garbled Circuit): Same as the previous hybrid,
except that for each honest party P;, the garbled circuit is generated using
GC; < simGC(Cy, msg?, { K }ae[#uires] ), Where msg? <— snd-msg; (2, pi, {rﬁs\g;}je[n]).
The active labels are preserved, and the sharing is completed as before.
This hybrid is indistinguishable from the previous one by the privacy of the
garbling scheme.

Hybrid H;» (Simulated Messages): Same as the previous hybrid, except
that the underlying setup and the honest parties’ first- and second-round
messages are generated using Sgop-

This hybrid is indistinguishable from the previous one by the security and
first-round input extraction of Ilgop-

Hybrid H;3 (Ideal World): Same as the previous hybrid, except that the
distinguisher gets honest parties’ outputs from the ideal functionality (rather
than from our simulation). This hybrid is indistinguishable from the previous
one because we already argued that the outputs are correct and informed the
ideal functionality what accusations to make (hybrid 7).

In Hybrid H;3, the simulator no longer depends on any hidden information
of the functionality, and honest parties output the correct output or identify
a corrupt party with an accepted certificate, as per the definition of PISA.
Different honest parties may obtain different selective outputs. Therefore,
the joint output distribution in the last hybrid is identical to that in the
ideal-world experiment, completing the simulation argument.
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