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Post-Quantum Dropout-Resilient Verifiable Secure
Aggregation for Federated Learning

Fateme Sadat Azimi, Hossein Pilaram, and Javad Mohajeri

Abstract—Secure weighted aggregation is essential for privacy-
preserving federated learning, yet existing schemes do not
simultaneously provide post-quantum security, resilience to client
dropouts, verifiability against malicious servers, and resistance
to bounded collusion between the server and clients. This paper
presents PQ-DVSA, a verifiable secure aggregation scheme that
provides post-quantum security and resilience to client dropouts.
PQ-DVSA protects both clients’ updated local models and
aggregation weights, enables reconstruction of the aggregate mask
for the active set after client dropouts, and allows clients to
verify the server’s aggregation result under bounded collusion.
Experimental results show that PQ-DVSA achieves learning
performance comparable to exact weighted aggregation and
reduces the runtime for encrypted submission at each client
by up to 96% compared with SWAS, the closest existing scheme
to PQ-DVSA.

Index Terms—Privacy-preserving federated learning, secure
weighted aggregation, post-quantum verifiable aggregation,
dropout resilience, Ring Learning With Errors (RLWE).

I. INTRODUCTION

Federated learning (FL) enables multiple clients to collab-
oratively train a model without transmitting their raw data
to a central server [1]. Nevertheless, clients must transmit
their updated local models for aggregation, which can reveal
information about local training data, as demonstrated by gra-
dient inversion attacks [2]. Therefore, protecting updated local
models during aggregation is essential for privacy-preserving
FL. Secure aggregation protects individual client contributions
while allowing the server to obtain their aggregate. The Secure
Aggregation (SecAgg) protocol [3], one of the earliest practical
approaches in this direction, combines double masking with
Shamir secret sharing [4] to protect individual client updates
while providing robustness against client dropouts. However,
when the server is malicious, protecting client information
alone is insufficient; clients must also be able to verify the
aggregation result. VFL [5] introduced verification based on
Lagrange interpolation, while VCD-FL [6] further combines
grouping and commitment mechanisms to provide dynamic
and collusion-resistant verification.

Weighted aggregation introduces an additional privacy con-
cern because FedAvg [1] weights are commonly derived from
local data sizes, which may reveal data volume information [7].
SWAS [7], the closest scheme to our work, provides verifiable
weighted aggregation while protecting updated local models
and local data sizes. However, SWAS [7] does not support
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client dropouts or post-quantum security and does not provide
verification under bounded collusion.

Protecting FL in the long term also requires security
against quantum adversaries. Shor’s algorithm threatens cryp-
tographic constructions based on integer factorization and
discrete logarithms [8], motivating the use of lattice-based
assumptions such as Learning With Errors (LWE) [9] and
Ring Learning With Errors (RLWE) [10]. SLAP [11] provides
private aggregation based on RLWE, while LHAgg [12] and
PQSF [13] support post-quantum aggregation with resilience to
client dropouts. However, these schemes do not jointly provide
weighted aggregation, verifiability against malicious servers,
and resistance to bounded collusion between the server and
clients.

Our proposed Post-Quantum Dropout-Resilient Verifiable
Secure Aggregation (PQ-DVSA) scheme inherits the weighted
verification approach of SWAS [7] and redesigns its masking
and recovery mechanisms to provide post-quantum security,
resilience to client dropouts, and verification under bounded col-
lusion. It uses bounded bucketed weights, reconstructs only the
aggregate masks of active clients, and independently protects
publicly posted polynomial coefficients. Table I summarizes
the main features of closely related schemes and compares
them with our proposed PQ-DVSA.

The main contributions of this work are as follows.
• We present PQ-DVSA, a verifiable secure weighted

aggregation scheme that provides post-quantum secu-
rity, resilience to client dropouts, and verification under
bounded collusion between the server and clients.

• We replace exact data size weights with bounded bucketed
weights, reducing the plaintext size required to protect
updated local models and aggregation weights while
limiting the influence of unusually large reported data
sizes.

• We separate the masking of aggregation data from the
masking of publicly posted polynomial coefficients, en-
abling verifiable coefficient aggregation while preserving
the confidentiality of protected values.

• We adapt a lattice based multi-stage secret sharing
scheme [14] to reconstruct only the aggregate masks of
active clients, enabling mask removal after client dropouts
without reconstructing individual masking secrets.

The rest of this paper is organized as follows: Sections II–
IV review related work, preliminaries, and the SWAS proto-
col [7], respectively. Sections V–VII present the system model,
building blocks, and our PQ-DVSA construction, respectively.
Section VIII presents the security analysis, Section IX reports
the evaluation, and Section X concludes the paper.



2

TABLE I
HIGH-LEVEL COMPARISON OF CLOSELY RELATED SECURE AGGREGATION SCHEMES.

Scheme Masking Mechanism Post-Quantum
Security

Dropout
Res.

Secure Weighted
Agg. Verifiable Collusion-Res.

Verif.

SLAP [11] RLWE-based PSA encryption ✓ ✗ ✗ ✗ ✗

VCD-FL [6] Pairwise PRG masking ✗ ✓ ✗ ✓ ✓

LHAgg [12] RLWE-HPRG masking ✓ ✓ ✗ ✗ ✗

PQSF [13] Pairwise and self-masking ✓ ✓ ✗ ✗ ✗

SWAS [7] Pairwise PRG masking ✗ ✗ Exact ✓ ✗

Proposed PQ-DVSA RLWE-HPRG masking ✓ ✓ Bucketed ✓ ✓

II. RELATED WORK

This section reviews the work most closely related to ours
along two directions: verifiable secure aggregation and post-
quantum dropout-resilient aggregation.

A. Verifiable Secure Aggregation

Secure aggregation first focused on hiding individual client
updates during aggregation. SecAgg [3] provides this protection
through masking and secret sharing while also tolerating client
dropouts. As privacy alone does not ensure that the server
performs aggregation correctly, subsequent work incorporated
explicit verification. VerifyNet [15] uses homomorphic hashing
to verify aggregated results, and VeriFL [16] reduces the
associated communication cost through linear homomorphic
hashing and commitments. Another approach is taken by Zhang
et al. [17], who combine privacy protection with Paillier-based
verification.

Verification based on polynomial interpolation forms another
closely related direction. VFL [5] embeds verification informa-
tion into Lagrange interpolation, while VCD-FL [6] extends
this approach to dynamic participation and collusion-resistant
verification. Alongside these developments, VOSA [18] studies
verifiable and oblivious aggregation, and MRNIVA [19] ad-
dresses non-interactive verification against malicious behavior.
Recent work continues to strengthen this line, with Yao et
al. [20] considering verifiable secure aggregation in FL net-
works and VeCoSA-FI [21] incorporating collusion resistance
together with incentives. In the weighted setting, SWAS [7]
protects both weighted model information and local data-size
information while supporting result verification.

B. Post-Quantum Aggregation and Dropout Resilience

A parallel line of research considers aggregation mecha-
nisms that remain secure against quantum-capable adversaries.
LaPS [22] is an early RLWE-based construction for private
aggregation, while Yang et al. [23] investigate post-quantum
secure aggregation specifically for FL. At the same time, im-
proving dropout recovery has motivated more efficient masking
mechanisms. HomoAgg [24] uses homomorphic pseudorandom
masking and aggregate-secret reconstruction to reduce recovery
overhead, although its underlying cryptographic assumptions
remain classical.

Lattice-based constructions provide a natural way to combine
efficient aggregation with post-quantum security. SLAP [11]

TABLE II
MAIN NOTATION USED IN PQ-DVSA

Notation Description
λ Security parameter.
U = {u1, . . . , uN} Registered users.
Ut,Lt Selected and active users in round t.
C Corrupted users colluding with the server.
T,Rt Reconstruction threshold and reconstruction set, with

|Rt| ≥ T .
n′ Upper bound on selected or active users in one round.
d Model dimension.
M,G Group size and number of groups, G = ⌈d/M⌉.
τ, p, q Plaintext, HPRG-mask, and polynomial-mask moduli.
∆ Scaling factor, ∆ = ⌈p/τ⌉.
B,wmin, wmax Bucket size and clipping bounds.
wi Bounded bucketed weight of user ui.
bi, ni p domain and q domain masking secrets of user ui.
NR RLWE ring dimension.
xi,t,yi,t Quantized update and bucketed weighted update in

round t.
ŵt, ŷt, x̂t Aggregate weight, aggregate weighted update, and final

averaged update.

builds private aggregation directly from RLWE, avoiding the
complexity of treating general homomorphic encryption as
a black-box component. Extending this direction to dropout-
resilient FL, LHAgg [12] combines an RLWE-based HPRG
with secret sharing for mask recovery. PQSF [13] instead
couples double masking with lattice-based multi-stage secret
sharing [14] to support post-quantum aggregation under client
dropouts. More recent efforts continue to improve practical-
ity: Standing Firm [25] targets single-round dropout-resilient
aggregation, Beskar [26] considers post-quantum protection
across a broader private FL pipeline, and Qin et al. [27] study
efficient post-quantum aggregation in cross-silo FL.

Overall, the first line of work has progressively strength-
ened verifiability, collusion resistance, and secure weighting,
whereas the second has focused on post-quantum security and
resilience to client dropouts. These properties, however, have
not been jointly provided with secure weighted aggregation
and verification under bounded server–client collusion.

III. PRELIMINARIES AND NOTATION

For readability, Table II lists the main recurring notation;
local protocol variables are defined where they appear.

A. Algebraic Setting

Our proposed PQ-DVSA scheme uses three modular domains.
Plaintext values are represented modulo τ . Masked weighted
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updates, bucketed weights, and commitments are handled
modulo p. Polynomial coefficients are defined modulo p and
lifted to Zq for polynomial masking and aggregation. Following
the parameter bounds in [11], the prime moduli p and q satisfy

3n′τ2 < p, 3n′p < q. (1)

For any modulus m, Zm denotes the ring of integers modulo
m, and [a]m denotes reduction modulo m. The lattice-based
masking layers use the polynomial rings

Rp = Zp[X]/(XNR +1), Rq = Zq[X]/(XNR +1), (2)

where NR is the ring dimension.

B. RLWE-Based HPRG

We use an RLWE-based almost-homomorphic pseudorandom
generator (HPRG) to generate aggregation masks [12]. For
secrets s1 and s2, its outputs satisfy

HPRG(s1 + s2) = HPRG(s1) + HPRG(s2) + e, (3)

where e is the residual error arising from the underlying RLWE
samples. In our instantiation, individual error coefficients are
sampled from a centered multinomial distribution. The HPRG’s
approximate additivity allows users to remove the aggregate
mask using the sum of the masking secrets; correct decoding
requires the accumulated error to satisfy (79). Our treatment
of message scaling and noise follows SLAP [11].

The pseudorandomness of the masks relies on the decisional
RLWE assumption. For a uniformly sampled a, a secret s,
and an error polynomial e drawn from a suitable small-error
distribution, samples of the form (a, [a · s + e]p) are com-
putationally indistinguishable from uniform for appropriately
chosen parameters [10].

C. Multi-Stage Secret Sharing

Multi-stage secret sharing (MSSS) allows multiple secrets
to be reconstructed at different stages while unreconstructed
secrets remain computationally protected [14]. In a (T,N)-
threshold setting, reconstruction requires at least T participants.
Its multi-use property allows the public reconstruction infor-
mation to be renewed for new secrets without redistributing
the private shares [13], [14].

For modulus η, threshold T , users U , and secrets {sj}Jj=1,
the dealer generates secret-specific public information PPj

and a reusable private share SHi for each user:

({PPj}Jj=1, {SHi}Ni=1)← MSSS-Share(η, T,U , {sj}Jj=1).
(4)

To reconstruct sj , each user ui in a reconstruction set R derives
a pseudo-share

msgi,j ← MSSS-Msg(SHi, PPj), ui ∈ R. (5)

A pseudo-share is a reconstruction message derived from the
user’s private share and the public information of the target
secret; it enables reconstruction without revealing the reusable
private share. Given |R| ≥ T , the secret is recovered as

sj ← MSSS-Recon(PPj ,R, {msgi,j}ui∈R). (6)

For a refreshed secret s′j , only its public reconstruction
information is renewed:

PP ′
j ← MSSS-Renew(PPj , s

′
j), (7)

while the private shares remain unchanged. Section VI-B
describes how this interface is adapted for aggregate-mask
reconstruction in PQ-DVSA.

D. Lagrange Interpolation

For distinct points z1, . . . , zM+1 ∈ Fp and values
v1, . . . , vM+1 ∈ Fp, the unique polynomial f ∈ Fp[X] of
degree at most M satisfying f(zj) = vj is

f(X) =

M+1∑
j=1

vjℓj(X), ℓj(X) =

M+1∏
h=1
h̸=j

X − zh
zj − zh

. (8)

In PQ-DVSA, each polynomial encodes M masked model
components and one auxiliary verification value.

IV. THE SWAS PROTOCOL

This section reviews SWAS [7], the baseline of PQ-DVSA.
SWAS provides secure and verifiable weighted aggregation
through pairwise masking, Lagrange interpolation, CRT-based
recovery of the aggregate data size, and HPRG-based verifica-
tion. It assumes a trusted authority (TA), honest-but-curious
users, and a malicious server.

A. Initialization

The TA selects a grouping parameter M and partitions a
d-dimensional model into G groups Then, he pads the last
group with zeros if needed.

G =

⌈
d

M

⌉
(9)

PQ-DVSA later uses the same grouping principle to organize
model coordinates into polynomial blocks.

For the N registered clients, the TA generates signing key
pairs and a symmetric seed matrix S = (sij)

N
i,j=1, with

sij = sji and unused diagonal entries. The parameters M ,
the pairwise coprime CRT moduli {gj}G−1

j=1 , the shared seed
sz , PRG, and HPRG are common to all clients, while each
client ui securely receives only its signing secret key ski and
seed row S[i]. After delivering the initial global model to
the first-round clients, the TA remains inactive during normal
training.

B. Local Computation and Encoding

In round t, client ui obtains a local update xt
i and computes

the exact weighted update

yi = numix
t
i, numi = |Di|, (10)

where numi is the local data size. The weighted update is
masked with pairwise PRG values:

y′i = yi +
∑

uj∈Ut, i<j

PRG(sij)−
∑

uj∈Ut, i>j

PRG(sij). (11)
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The local data size is also masked by a zero-sum share:

num′
i = numi + [[0]]i,

∑
ui∈Ut

[[0]]i = 0. (12)

For verification, SWAS encodes num′
i as CRT residues and

appends an HPRG value:

a
(i)
j ≡ num′

i (mod gj),

Ai =
(
a
(i)
1 , . . . , a

(i)
G−1,HPRG(numi)

)
.

(13)

Using points derived from PRG(sz ∥ t), each client builds
one degree-M Lagrange polynomial per group, containing M
masked model values and one verification entry from Ai. The
uploaded coefficient vector is

Ci = (Ci,1, . . . , Ci,G). (14)

C. Cloud Aggregation

The CS aggregates the uploaded coefficients group-wise:

C∗
g =

∑
ui∈Ut

Ci,g, g = 1, . . . , G. (15)

D. Client Verification and Model Reconstruction

Clients evaluate the aggregate polynomials to recover the
aggregate weighted update ŷ and the aggregate verification
vector. From the CRT residues Âj , they recover the aggregate
data size as

numt =

G−1∑
j=1

Âj ĉjΓj (mod Γ), (16)

where

Γ =

G−1∏
j=1

gj , Γj = Γ/gj , ĉj = Γ−1
j mod gj . (17)

If the final verification entry matches HPRG(numt), clients
recover the aggregated model update as

xt =
1

numt
ŷ (18)

and sign the accepted aggregate.

E. Practical Challenges and Limitations of SWAS

SWAS is secure under its stated threat model [7], but its
verification mechanism is not designed for the stronger PQ-
DVSA setting, where interpolation points may become known
through bounded server–client collusion. In SWAS, these points
are derived from the shared seed sz . If a corrupted client
discloses sz , or the corresponding round points, then for each
group g the server obtains

Zg,t = (z
(t)
g,1, . . . , z

(t)
g,M+1)← PRG(sz ∥ t). (19)

The server can then evaluate the uploaded polynomials at these
points and observe the encoded masked model values and the
auxiliary verification entry. Although this does not remove the
pairwise masks, it reveals the interpolation structure used for
verification.

Let F (t)
g (X) denote the aggregate polynomial represented

by C∗
g . Once Zg,t is known, a malicious server could return

F̃ (t)
g (X) = F (t)

g (X) + ∆g(X),

∆g(z
(t)
g,M+1) = 0, ∆g(z

(t)
g,ℓ) ̸= 0, 1 ≤ ℓ ≤M.

(20)

In this case, the auxiliary verification value is preserved while
the model-coordinate evaluations are modified. Thus, disclosure
of the interpolation points can weaken the original verification
mechanism; in particular, SWAS does not by itself provide
collusion-resistant verification in this stronger setting.

The same exposure may also lead to cross-round leakage.
In (11), the pairwise masks depend on the fixed seeds sij and
the selected set, but not on the round index. Hence, if the same
selected set participates in two rounds and the interpolation
points are known, the server can obtain y

′(t)
i and y

′(t−1)
i , whose

difference cancels the repeated pairwise masks:

y
′(t)
i − y

′(t−1)
i = y

(t)
i − y

(t−1)
i . (21)

This reveals the difference between the user’s weighted updates
across the two rounds. PQ-DVSA instead uses round-separated
p-domain masks for encoded values and round-separated q-
domain masks for posted constant coefficients, as specified
in (27) and (55).

Exact data-size weights can provide another inference
channel if aggregate data sizes become available to colluding
clients:

numt =
∑

ui∈Ut

numi. (22)

Across rounds, these observations can be written as N = Pn,
where n = (num1, . . . ,numN ) and Pt,i = 1 if ui ∈ Ut. With
sufficiently many independent participation patterns, individual
data sizes may be recovered or substantially narrowed. These
observations motivate bounded bucketed weights, non-repeated
selected/active-set pairs, q-domain masking of posted coef-
ficients, and active-set aggregate-mask reconstruction. Their
construction is given in Section VII, and their security is
analyzed in Section VIII.

V. SYSTEM MODEL AND OVERVIEW

Our proposed PQ-DVSA scheme supports secure bucketed
weighted aggregation in FL with a malicious server, user
dropouts, and bounded server–client collusion. It involves a
trusted authority (TA), a server, and N users.

A. Entities and Threat Model

The TA is trusted and participates only in initialization. It
generates the public parameters, masking secrets, and private
MSSS shares, announces the first selected set U1, and then
remains inactive.

The server is malicious and performs aggregation. It may
omit, modify, or selectively aggregate submissions, return stale
or incorrect results, exploit dropouts, or collude with a set C
of protocol compliant users, where |C| < T . Corrupted users
reveal their local states and secrets to the server but do not
generate malformed protocol messages.
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For t ≥ 2, the server proposes Ut, while actual participation
also depends on the local eligibility check and user availability.
After submission, the server announces the active set Lt ⊆ Ut.
Each user independently recomputes Lt from the authenticated
bulletin board and rejects any inconsistent announcement. The
bulletin board authenticates the origin of each posting and pro-
vides an append only, globally consistent view. Reconstruction
uses Rt ⊆ Lt with |Rt| ≥ T .

Under this model, PQ-DVSA protects honest users’ updates,
bucketed weights, verification data, and individual masking se-
crets, while preventing acceptance of an aggregate inconsistent
with the authenticated postings and declared active set.

B. Design Rationale

PQ-DVSA addresses three limitations of SWAS in stronger
deployment settings: client dropouts, public interpolation,
and bounded server–client collusion. It retains the weighted-
verification framework while modifying the treatment of
weights, masks, and coefficient integrity.

First, exact data-size weights are replaced by bounded
bucketed weights. User ui computes

w̃i =
⌈numi

B

⌉
, (23)

and clips it as

wi =


wmin, w̃i < wmin,

w̃i, wmin ≤ w̃i ≤ wmax,

wmax, w̃i > wmax.

(24)

Thus wmin ≤ wi ≤ wmax, limiting the protected plaintext
range and the impact of unusually large data-size claims.

Second, qualified users reconstruct only the aggregate
masking material of the declared active set. This suffices for
demasking while keeping each honest user’s individual masking
secrets hidden from a coalition with fewer than T private shares.

Third, PQ-DVSA separates masking domains:

bi ∈ ZT
p , ni ∈ ZT

q , q ≫ p≫ τ. (25)

The vector bi derives p-domain HPRG masks for updates,
weights, and commitments; ni derives q-domain polynomial
masks for coefficient posting.

Finally, masked coefficient vectors are posted on an authen-
ticated bulletin board. Hence the server is bound to a publicly
checkable coefficient sum, while privacy still relies on the
two-domain masks rather than on hidden interpolation points.

VI. BUILDING BLOCKS USED IN PQ-DVSA

A. RLWE-Based HPRG Instantiation

PQ-DVSA uses the RLWE-based almost-homomorphic PRG
of [12], adapted to the SLAP message-scaling framework [11].
The factor ∆ = ⌈p/τ⌉ embeds plaintexts in Zp, and centered
multinomial noise supports efficient sampling. To align the
MSSS secret dimension with the HPRG input structure, we
choose the HPRG block length m such that m | T , and set
r = T/m. Each p-domain MSSS secret is then written as

bi = (b
(1)
i , . . . , b

(r)
i ), b

(s)
i ∈ Rm

p . (26)

The first r−2 chunks mask model coordinates, while b(r−1)
i and

b
(r)
i mask the bucketed weight and commitment. For coordinate
j,

HPRG
(b)
t (bi)[j] =

[〈
a
(b)
j,t , b

(ρb(j))
i

〉
+ e

(b)
i,j,t

]
p
, (27)

where a
(b)
j,t is domain-separated by round and coordinate. The

masked coordinate and weight are

y′i,t[j] =
[
∆yi,t[j] + HPRG

(b)
t (bi)[j]

]
p
, (28)

w′
i =

[
∆wi + HPRG

(w)
t (bi)

]
p
. (29)

Linearity lets users subtract the public inner product evaluated
on

∑
ui∈Lt

bi; only accumulated noise remains before centered
lifting and rounding. The same mechanism masks weights and
commitments.

B. Adapted MSSS for Dropout Resilience

Building on the interface in Section III-C, our scheme
adapts the improved lattice-based MSSS construction used in
PQSF [13], which builds on [14]. The adaptation reconstructs
only the sum of the masking secrets associated with the declared
active set, rather than individual secrets.

a) Sharing phase.: The TA acts as the dealer and
generates, for each user ui, two independent masking secrets
bi ∈ ZT

p and ni ∈ ZT
q . These define two MSSS instances

ξ ∈ {b, n}, where ηb = p, ηn = q, s(b)i = bi, and s
(n)
i = ni.

Here, i indexes masking secrets and a indexes share holders.
For each instance ξ, the TA selects vξ ∈ ZT

ηξ
with last entry

1, and for each secret s(ξ)i constructs B(ξ,i) ∈ ZT×T
ηξ

such that

s
(ξ)
i = B(ξ,i)vξ (mod ηξ). (30)

Let Lξ ≥ max{T log T,N}. The TA selects Λξ =
(λξ,1, . . . , λξ,N ) ∈ ZT×N

ηξ
, such that any T columns are

linearly independent, and generates reusable private shares
SHξ,a = (cξ,a, eξ,a), where cξ,a ∈ ZLξ

ηξ and eξ,a ∈ ZT
ηξ

.
For each s

(ξ)
i , the TA constructs A(ξ,i) ∈ ZT×Lξ

ηξ satisfying

A(ξ,i)cξ,a +Hξ(eξ,a) = B(ξ,i)λξ,a (mod ηξ), (31)

for every share holder ua. The corresponding public infor-
mation is PPξ,i = (A(ξ,i), vξ,Λξ,Hξ). The TA publishes
{PPξ,i}Ni=1 and privately sends SHξ,a to ua.

b) Aggregate reconstruction.: In round t, the reconstruc-
tion target for instance ξ is

S
(ξ)
Lt

=
∑

ui∈Lt

s
(ξ)
i (mod ηξ). (32)

For a reconstruction set Rt ⊆ Lt with |Rt| ≥ T , each ua ∈ Rt

computes the aggregate pseudo-share

msg
(t)
ξ,a =

∑
ui∈Lt

MSSS-Msg(SHξ,a, PPξ,i)

=
∑

ui∈Lt

(
A(ξ,i)cξ,a +Hξ(eξ,a)

)
= B

(ξ)
Lt

λξ,a (mod ηξ), (33)
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where B
(ξ)
Lt

=
∑

ui∈Lt
B(ξ,i) (mod ηξ).

From any T valid pseudo-shares, let R∗
t =

{ua1
, . . . , uaT

}, Dξ,t = (msg
(t)
ξ,a1

, . . . ,msg
(t)
ξ,aT

), and
Wξ,t = (λξ,a1

, . . . , λξ,aT
). Since Wξ,t is invertible, users

recover

B
(ξ)
Lt

= Dξ,tW
−1
ξ,t (mod ηξ), (34)

S
(ξ)
Lt

= B
(ξ)
Lt

vξ (mod ηξ). (35)

Thus, the two instances recover only S
(b)
Lt

and S
(n)
Lt

, which
suffice for aggregate-mask removal without reconstructing any
individual bi or ni.

c) Renewal phase.: When new masking secrets are
provisioned, the corresponding public information is renewed
as

{PP ′
ξ,i}Ni=1 ← MSSS-Renew

(
{PPξ,i}Ni=1, {s

(ξ)′
i }

N
i=1

)
,

(36)
while the private shares SHξ,a remain unchanged. Renewal is
therefore not required during ordinary training rounds.

VII. PQ-DVSA PROTOCOL CONSTRUCTION

Our proposed PQ-DVSA scheme consists of four stages:
initialization, user computation, server aggregation, and local
verification with model reconstruction. The TA announces U1.
For t ≥ 2, the server proposes a candidate set Ut, while actual
participation also depends on the local eligibility check. After
submission, the server announces the active set Lt ⊆ Ut. Users
reject any pair (Ut,Lt) that appeared in a previously accepted
round.

A. Initialization

Initialization has a one-time user/TA setup and a per-round
server/user setup before local computation.

One-Time User and TA Setup.
Let U = {u1, u2, . . . , uN}. For each ui, the TA samples

σbi , σni
← {0, 1}λ and expands them using domain-separated

hash/XOF functions

Hb : {0, 1}∗ → ZT
p , Hn : {0, 1}∗ → ZT

q . (37)

The resulting secret vectors are

bi = Hb(tagb ∥ σbi) ∈ ZT
p ,

ni = Hn(tagn ∥ σni
) ∈ ZT

q .
(38)

Let PPb and PPn denote the public reconstruction infor-
mation for the p and q MSSS instances, respectively. The TA
runs

(PPb, {SHb,i}Ni=1)← MSSS-Share(p, T,U , {bi}Ni=1),

(PPn, {SHn,i}Ni=1)← MSSS-Share(q, T,U , {ni}Ni=1).
(39)

Each user ui privately receives its MSSS share pairs

SHb,i = (cb,i, eb,i), SHn,i = (cn,i, en,i), (40)

together with the seeds σbi , σni
.

The TA publishes the MSSS public parameters

PPb = ({A(b,i)}Ni=1, vb,Λb,Hb), (41)

and
PPn = ({A(n,i)}Ni=1, vn,Λn,Hn). (42)

The TA also publishes the moduli satisfying (1), ∆, B,
wmin, wmax with n′wmax < τ , M and G as in (9), the
public interpolation seed s, the reserved group R, the vector
h ∈ {0, 1}G−1, and the public masking and commitment
parameters.

After this one-time setup, the TA becomes inactive and does
not participate in normal training rounds.

Per-Round Server and User Setup. For each round t ≥ 2,
the server announces a candidate selected user set

Ut ⊆ U , |Ut| ≤ n′. (43)

Selected users receive the current global model and participate
only if they pass the local parity-based eligibility check and
choose to continue.

B. User Computation
Each participating ui computes its bounded bucketed weight

wi using (24).
a) Masking Model Parameters.: Let xi,t ∈ Zd

τ be the
quantized local update. The bucketed weighted update is

yi,t = [wixi,t]τ ∈ Zd
τ . (44)

The user masks yi,t in Zp using bi as in (28) to obtain y′
i,t.

b) Masking Bucketed Weight and Verification Value.: The
user masks wi using the reserved chunk b

(r−1)
i as in (29) to

obtain w′
i. To build Di ∈ ZG

p , the masked value w′
i is split

into k shares

di,1, di,2, . . . , di,k ∈ Zp,

k∑
ℓ=1

di,ℓ = w′
i (mod p), (45)

where k is the Hamming weight of h. Let (ρ1, . . . , ρG−1)
denote the ordered indices in {1, . . . , G} \ {R}. Scanning h,
the user places the next share in Di[ρℓ] when h[ℓ] = 1 and
otherwise places the next filler value:

Di[ρℓ] =

{
di,αℓ

, h[ℓ] = 1,

ωi,βℓ
, h[ℓ] = 0,

ℓ = 1, . . . , G− 1. (46)

The filler values are chosen such that
∑

ℓ:h[ℓ]=0 ωi,βℓ
= 0

(mod p). Therefore,∑
g ̸=R

Di[g] = w′
i (mod p). (47)

At reserved group R, the user inserts a commitment on wi

using chunk b
(r)
i and the RLWE-style form [28]. The public

parameter is

a
(com)
t = Hpp (tagcom ∥ a0 ∥ Enc(t)) , (48)

and the commitment is

ci =
[〈

a
(com)
t , b

(r)
i

〉
+ wi + τe

(com)
i

]
p
, (49)

where e
(com)
i ← χmn. The verification vector is completed

by setting Di[R] = ci. Although ci is computed in the p-
domain, it is verified after aggregation and mask removal by
reducing the aggregate relation modulo τ ; it checks aggregate
bucketed-weight consistency, not a full p-domain opening.
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c) Encoding Model Components and Verification Values.:
From the public seed s and round t, the user derives the
interpolation points

(z1, z2, . . . , zM+G)← PRG(s ∥ t) ∈ FM+G
p . (50)

The masked vector y′
i,t is partitioned into G groups of size

M , with zero padding if needed. For each group g, the user
constructs the unique degree-M polynomial f(i,g)(X) ∈ Fp[X]
satisfying

f(i,g)(zj) = y′i,t[M(g − 1) + j], j = 1, . . . ,M, (51)

and

f(i,g)(zM+g) = Di[g]. (52)

The coefficients are obtained by Lagrange interpolation using
(8). An inverse NTT may be used when the evaluation points
form a compatible domain; otherwise Lagrange interpolation
remains the generic construction.

d) Polynomial Masking.: Let

f(i,g)(X) =

M∑
ℓ=0

C(i,g,ℓ)X
ℓ (mod p) (53)

be the coefficient form of f(i,g)(X). To protect the encoded
values against leakage across rounds, the user masks the
constant coefficient using the independent secret ni and the
SLAP masking construction [11].

The vector ni is interpreted as

ni = (n
(1)
i , n

(2)
i , . . . , n

(rn)
i ), n

(s)
i ∈ Rm

q . (54)

Let ρµ : {1, . . . , G} → {1, . . . , rn} be the public chunk
selection map. For each group g,

µ
(t)
i,g =

[〈
a
(µ)
g,t , n

(ρµ(g))
i

〉
+ pe

(µ)
i,g,t

]
q
, (55)

where a
(µ)
g,t ∈ Rm

q is domain-separated for polynomial masking
and e

(µ)
i,g,t is sampled noise. The masked constant is

C̃
(t)
(i,g,0) = [C(i,g,0) + µ

(t)
i,g]q. (56)

For ℓ = 1, . . . ,M , remaining coefficients are embedded into
Zq using ιp→q : Zp → Zq:

C(i,g,ℓ) = ιp→q(C(i,g,ℓ)) ∈ Zq. (57)

The transmitted coefficient vector for group g is

C(i,g) =
(
C̃

(t)
(i,g,0), C(i,g,1), . . . , C(i,g,M)

)
∈ ZM+1

q . (58)

Finally, ui forms

Ci = (C(i,1), C(i,2), . . . , C(i,G)) (59)

and publishes (t, ui, Ci) on the authenticated bulletin board.

C. Server-Side Aggregation

In round t, participating users post their masked coefficient
vectors. The server forms Lt ⊆ Ut from valid postings and
announces it in the public transcript. Users reject malformed,
duplicated, or inconsistent postings. The protocol proceeds only
if |Lt| ≥ T ; otherwise the round aborts.

All posted coefficients lie in Zq . For each group g and index
ℓ, the server sums bulletin-board coefficients modulo q:

C
(t)
(·,g,ℓ) =

[ ∑
ui∈Lt

C(i,g,ℓ)

]
q

. (60)

The aggregate coefficient vector is

C(t) =
(
C

(t)
(·,1), C

(t)
(·,2), . . . , C

(t)
(·,G)

)
. (61)

The server broadcasts C(t). Since all summands are authenti-
cated bulletin board postings, accepting users can independently
verify the coefficientwise aggregate before mask removal.

D. Local Verification and Model Reconstruction

Each user first verifies that the announced active set Lt

matches the valid postings on the authenticated bulletin board.
Each reconstruction user ua ∈ Rt ⊆ Lt then publishes
(msg

(t)
b,a,msg

(t)
n,a).

a) Coefficient Verification.: Every accepting user verifies

C(t) ?
=

[ ∑
ui∈Lt

Ci

]
q

. (62)

The user rejects if the equality fails or if any member of
Lt lacks a valid posting. This check binds the server to the
authenticated coefficient vectors of the declared active set.

b) Aggregate Mask Reconstruction.: Using any T valid
pairs of (msg

(t)
b,a,msg

(t)
n,a), users reconstruct

S
(t)
b =

∑
ui∈Lt

bi (mod p), S(t)
n =

∑
ui∈Lt

ni (mod q).

(63)
Here S

(t)
b removes HPRG masks for updates, weights, and

commitments, while S
(t)
n removes q-domain polynomial masks;

S
(t,s)
b and S

(t,s)
n denote reconstructed chunks.

c) Polynomial Unmasking.: For each group g, users
subtract the aggregate linear mask from the constant coefficient
in Zq , take its centered representative, and then reduce modulo
p. Under the prescribed decoding bound, this removes the
accumulated p-multiple noise:

Cp,t
(·,g,0) =

[〈[
C

(t)
(·,g,0) −

〈
a
(µ)
g,t , S

(t,ρµ(g))
n

〉]
q

〉
q

]
p

. (64)

For x ∈ Zq, ⟨x⟩q denotes its centered representative in
(−q/2, q/2].

For ℓ = 1, . . . ,M , the remaining coefficients are reduced
directly to Zp as Cp,t

(·,g,ℓ) = [C
(t)
(·,g,ℓ)]p. The resulting aggregate

polynomial is

F (t)
g (X) =

M∑
ℓ=0

Cp,t
(·,g,ℓ)X

ℓ (mod p). (65)
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d) Bucketed-Weight and Commitment Verification.: After
(62), users verify the aggregate bucketed weight and commit-
ment by evaluating each polynomial at its auxiliary point:

D̂(t)
g = F (t)

g (zM+g) (mod p), g = 1, . . . , G. (66)

The reserved group R carries the commitment and is excluded;
the remaining values give the aggregate masked bucketed
weight:

w′
t =

 G∑
g=1
g ̸=R

D̂(t)
g


p

, (67)

where w′
t is masked. Users remove the HPRG mask and decode

by centered lifting and scaling:

ŵt = Round


〈[

w′
t −

〈
a
(w)
t , S

(t,r−1)
b

〉]
p

〉
p

∆

 . (68)

For x ∈ Zp, ⟨x⟩p is the centered lift to (−p/2, p/2], used
before decoding scaled plaintexts.

For commitment verification, users unmask the reserved
value D̂

(t)
R :

z
(t)
R =

〈[
D̂

(t)
R −

〈
a
(com)
t , S

(t,r)
b

〉]
p

〉
p

. (69)

Since the commitment noise is a multiple of τ , users verify

[z
(t)
R ]τ

?
= ŵt. (70)

Failure aborts the round; otherwise the aggregate bucketed
weight is accepted.

e) Model Reconstruction.: After verification, users re-
construct the aggregate bucketed weighted update. For j =

1, . . . ,M , let ℓ = M(g − 1) + j. If ℓ ≤ d, ŷ′t[ℓ] = F
(t)
g (zj);

padded coordinates are discarded. Users then demask and
decode

ŷt[ℓ] = Round


〈[

ŷ′t[ℓ]−
〈
a
(b)
ℓ,t , S

(t,ρb(ℓ))
b

〉]
p

〉
p

∆

 . (71)

The normalized aggregate update is

x̂t =
1

ŵt
ŷt. (72)

f) Next-Round Client Eligibility.: After round t is ac-
cepted, the public transcript on the authenticated bulletin board
determines

ρt = Hash
(
tagelig ∥ t ∥ Ut ∥ Lt ∥ C(t)

)
. (73)

For round t + 1, the server announces a candidate set Ut+1.
Each candidate uj locally computes

βj,t+1 = LSB (Hash (ρt ∥ nj)) . (74)

User uj participates only if

βj,t+1 = LSB(IDj). (75)

Since nj is private, the server cannot determine in advance
which candidates satisfy the eligibility condition. Thus, the
server proposes the candidate set, while the local check limits
its control over actual participation.

VIII. SECURITY ANALYSIS

We analyze our proposed PQ-DVSA scheme under the
malicious-server model described in Subsection V-A. The
server may collude with a coalition C of corrupted users
satisfying |C| < T , while each declared active set Lt satisfies
|Lt| ≥ T . The analysis relies on the RLWE-based pseudoran-
domness of the masking mechanisms [10], [12], the threshold
privacy of the lattice-based MSSS construction [13], [14], and
authenticated, globally consistent bulletin-board postings. We
establish correctness, privacy under bounded collusion, and
verifiability.

A. Correctness

Theorem 1 (Correctness). Consider an honestly executed
round t with active set Lt and reconstruction set Rt ⊆ Lt,
where |Rt| ≥ T . Under the parameter bounds in (1) and
the decoding conditions specified below, every accepting user
recovers

x̂t =

∑
ui∈Lt

wixi,t∑
ui∈Lt

wi
. (76)

Proof. By correctness of the adapted MSSS construction,
any T valid reconstruction messages recover the active-set
aggregate masking secrets S

(t)
b =

∑
ui∈Lt

bi (mod p) and
S
(t)
n =

∑
ui∈Lt

ni (mod q).
For each group g, subtracting the mask derived from S

(t)
n

from the aggregated constant coefficient leaves the sum of
the original constant coefficients plus an error term that is a
multiple of p. Provided that the resulting integer lies within
the centered q-domain decoding interval, reduction modulo p
eliminates this error term. The remaining coefficients are lifted
from Zp to Zq without masking and therefore reduce directly
to their aggregate values modulo p. Consequently,

F (t)
g (X) =

∑
ui∈Lt

f(i,g)(X) (mod p). (77)

By linearity of polynomial evaluation, evaluating F
(t)
g at the

model and auxiliary points yields the corresponding sums of
the p-domain masked values. Removing the masks generated
from S

(t)
b , followed by centered lifting and rounding, therefore

recovers

ŵt =
∑

ui∈Lt

wi, ŷt =
∑

ui∈Lt

wixi,t. (78)

Hence, x̂t = ŷt/ŵt, which proves (76). □
For correct p-domain decoding, the accumulated HPRG

errors must satisfy, for every model coordinate ℓ,∣∣∣∣∣ ∑
ui∈Lt

e
(b)
i,ℓ,t

∣∣∣∣∣ < ∆

2
,

∣∣∣∣∣ ∑
ui∈Lt

e
(w)
i,t

∣∣∣∣∣ < ∆

2
. (79)

Moreover, since |Lt| ≤ n′ and wi ≤ wmax, the condition
n′wmax < τ prevents wraparound of the aggregate bucketed
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weight. The bounds in (1) provide the required decoding
headroom for the scaled p-domain values and for the p-multiple
error in the q-domain coefficient layer [11]. Correctness further
requires the encoded weighted model coordinates and their
active set sums to remain within the prescribed plaintext
decoding range, so that reduction modulo τ does not alter
the intended values.

B. Data Privacy

Let Ht = Lt \ C, where C is the corrupted set and |C| < T .
Corrupted users follow the protocol but reveal their local states
to the server. For an accepted round t, we consider a left or
right privacy experiment in which the adversary chooses two
honest input collections with identical aggregate leakage:∑

ui∈Ht

w
(0)
i x

(0)
i,t =

∑
ui∈Ht

w
(1)
i x

(1)
i,t ,∑

ui∈Ht

w
(0)
i =

∑
ui∈Ht

w
(1)
i .

(80)

The challenger samples b← {0, 1}, executes PQ-DVSA with
the b-th collection, and gives the adversary the public transcript,
bulletin board postings, corrupted users’ states, reconstruction
messages, and accepted aggregate output. Let PrivbPQ-DVSA,A(λ)
denote this experiment, and let b′ be the adversary’s out-
put. Theorem 2 (Data Privacy). Assume that the RLWE
masking mechanisms over p and q are pseudorandom in the
multiuser setting even when their aggregate masking secrets are
revealed [11], [12], and that the adapted MSSS construction is
T -private under aggregate reconstruction [13], [14]. Then, for
any probabilistic polynomial time (PPT) adversary controlling
the server and fewer than T users,

Pr[b′ = b] ≤ 1

2
+ negl(λ). (81)

Proof. Let H0 denote the real experiment. In H1, replace
the honest users’ RLWE masks over p, used for the weighted
updates, bucketed weights, and reserved verification values, by
random masks consistent with the reconstructed aggregate S

(t)
b .

By multiuser RLWE pseudorandomness, H0 and H1 differ
by at most a negligible advantage ϵp(λ). Conditioned on the
aggregate mask, the resulting individual masked values are
independent of the corresponding plaintexts. Since Lagrange
interpolation is an invertible linear transformation, their polyno-
mial coefficient representation reveals no additional information.
By (80), the permitted aggregate values are identical in both
challenge worlds.

In H2, replace the masks applied to the constant coefficients
over q by random masks consistent with the reconstructed
aggregate S

(t)
n . This changes the adversary’s view by at most a

negligible ϵq(λ). The remaining coefficients are deterministic
linear functions of the values already protected in H1, and
therefore provide no additional information about the challenge
bit.

Finally, in H3, replace the honest users’ MSSS reconstruction
view by a simulation given the public parameters, corrupted
users’ states, and the aggregate secrets S

(t)
b and S

(t)
n . Since

|C| < T , MSSS threshold privacy implies that this changes the

view by at most ϵMSSS(λ) and reveals no individual honest bi
or ni.

In H3, the adversary’s view depends only on public infor-
mation, corrupted users’ states, and the leakage in (80), which
is identical for b = 0 and b = 1. Hence Pr[H3 : b′ = b] = 1/2.
By the triangle inequality,

AdvprivPQ-DVSA(A) ≤ ϵp(λ)+ϵq(λ)+ϵMSSS(λ) = negl(λ). (82)

Therefore, PQ-DVSA hides each honest user’s individual
update, bucketed weight, and masking secrets beyond the
aggregate leakage specified in (80). □

C. Aggregation Verifiability

Theorem 3 (Aggregation Verifiability). Assume that the
bulletin board is authenticated, append only, and globally
consistent, and that the decoding conditions of Theorem 1 hold.
If an honest user accepts round t, then the accepted coefficient
vector equals the coefficientwise sum of the authenticated
postings of the declared active set Lt, and the recovered
aggregate bucketed weight satisfies the reserved verification
relation.

Proof. Let C(t)
BB = [

∑
ui∈Lt

Cpub
i ]q denote the coefficientwise

sum obtained from the bulletin board. Global consistency
ensures that all honest users observe the same authenticated
postings, and acceptance requires C(t) = C

(t)
BB. Therefore,

omission, substitution, or modification of any posted coefficient
causes rejection.

If the interpolation points Zg,t remain hidden from the server
and cannot be disclosed through collusion, as in the setting
considered by SWAS [7], the auxiliary weight verification is
sufficient for aggregation verification, since the server cannot
intentionally alter the model evaluations while preserving the
reserved verification relation. PQ-DVSA additionally considers
the stronger case in which Zg,t may become known. The
coefficientwise bulletin board check then binds the accepted
polynomial to the authenticated postings and prevents an
undetected polynomial modification.

After reconstruction of S
(t)
b and S

(t)
n , users recover the

aggregate polynomials corresponding to C
(t)
BB. Demasking the

ordinary auxiliary values gives ŵt =
∑

ui∈Lt
wi. For the

reserved value,

z
(t)
R =

∑
ui∈Lt

wi + τ
∑

ui∈Lt

e
(com)
i,t ,

and therefore [z
(t)
R ]τ = ŵt. Any inconsistency in the recovered

aggregate weight is thus detected.
Hence, the coefficient check binds the aggregate to the

authenticated postings, while the auxiliary check verifies the
aggregate bucketed weight. An honest user therefore accepts
only an aggregate satisfying both conditions. □

IX. PERFORMANCE EVALUATION

This section evaluates the learning impact of bucketed
weighting and the computation, communication, and storage
overhead of our proposed PQ-DVSA scheme.
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Fig. 1. Test accuracy on Non-IID MNIST for SWAS-style exact weighted
aggregation and PQ-DVSA bucketed weighted aggregation.

A. Experimental Setup

For the model accuracy experiment, we isolate the learning
effect of bucketed weighting and follow the MNIST/MLP
setting used in SWAS [7]. We use the full MNIST training and
test sets, an MLP with architecture 784-128-10 and 101,770
trainable parameters, N = 100 users, 70% user selection per
round, one local epoch, SGD with learning rate 0.001, and
batch size 20. The data are split Non-IID using a Dirichlet
distribution with α = 1.0 and heterogeneous user data sizes.

For the protocol overhead experiments, we measure online
operations after local training. Unless otherwise varied, we use
T = 250, n′ = 260, wmax = 2, and NR = 256, with N > n′.
We set τ = 521, p = 211,812,353, q = 165,213,724,673,
and ∆ = ⌈p/τ⌉ = 406,550. The primes satisfy p, q ≡ 1
(mod 2NR) and the bounds in (1). The parameters M , d, and
G = ⌈d/M⌉ are varied in the corresponding benchmarks.

B. Model Performance

Fig. 1 compares exact weight SWAS aggregation with PQ-
DVSA bucketed variants under the same Non-IID split, initial-
ization, user selection schedule, and local training procedure.
The only difference is the aggregation weight rule. The full
plot shows nearly identical convergence, while the zoomed
panel highlights the small differences in the final rounds.

The bucket parameters should match the user data size
distribution. In our experiments wmin = 1, and Dmin denotes
the minimum user data size. After 300 global rounds, the exact-
weight SWAS baseline reaches 91.08% test accuracy. Bucketed
settings with B = Dmin, B = 2Dmin, and B = 4Dmin reach
91.06%, 91.05%, and 90.96%, respectively; the clipped setting
with B = Dmin and wmax = 2 reaches 91.01%. All tested
variants therefore remain within 0.12 percentage points of
exact weighted aggregation. The average normalized weight
deviations are 0.111, 0.176, 0.218, and 0.213, confirming that
coarser weights have only a small accuracy effect in this
workload.

C. Computational Overhead

The initial TA setup is amortized, while the server mainly
performs coefficientwise modular accumulation. We therefore

evaluate the recurring user computation costs of masked sub-
mission, MSSS aggregate mask reconstruction, and verification.
SWAS [7] is used as the closest functional baseline for verifiable
weighted aggregation, while our proposed PQ-DVSA scheme
additionally provides post-quantum masking, dropout resilience,
and protection under bounded collusion.

1) User Masked Submission: Each user masks the d-
dimensional weighted update in the p-domain, constructs
the auxiliary values, generates G = ⌈d/M⌉ interpolation
polynomials, and masks their constant coefficients in the q-
domain. Let NR be the RLWE ring degree and Cη the cost of
one RLWE-HPRG ring output over modulus η. The masking
cost is

TPQ
mask =

⌈
d

NR

⌉
Cp +

⌈
G

NR

⌉
Cq +O(Cp + d+G). (83)

The first term is also the dominant update-masking cost in
LHAgg [12]; PQ-DVSA additionally protects the bucketed
weight, commitment, and public constant coefficients. With
direct Lagrange interpolation,

TPQ
enc = TPQ

mask +O(M3 +GM2). (84)

In Fig. 2(a), increasing d with fixed G increases both the
update-masking and interpolation costs. In Fig. 2(b), d is fixed
and increasing M reduces G, lowering the number of q-domain
masks and keeping the PQ-DVSA runtime comparatively stable.
For both schemes, G = ⌈d/M⌉. With fixed d, increasing M
reduces the number of groups but increases the cost of each
direct Lagrange interpolation. When compatible evaluation
points are selected, coefficient generation in either scheme
may also be accelerated by an INTT; this implementation
optimization does not alter the protocol.

2) MSSS Reconstruction Cost: After the server publishes
the active set and aggregate coefficients, reconstruction users
publish MSSS messages for that active set. PQ-DVSA runs two
MSSS instances over p and q, and the benchmark measures
message generation and recovery of the aggregate masks S

(t)
b

and S
(t)
n .

Fig. 3 shows the MSSS runtime as T increases from 250 to
500. The cost grows with T because both message generation
and recovery operate on threshold size structures. Recovery is
more expensive because it combines at least T valid message
pairs. The default PQ-DVSA configuration uses T = 250 and
n′ = 260; the larger values T = 400 and T = 500 are included
only as isolated MSSS scalability tests and are not full protocol
configurations under this setting.

3) Bucketed Weight Verification Cost: To isolate the cost
of the weight verification mechanism, we measure verification
after the aggregate coefficient vector and active set have been
accepted. This includes q domain constant mask removal,
auxiliary point evaluation, aggregate masked weight recovery,
and commitment verification. The dominant cost is

TPQ
ver =

⌈
G

NR

⌉
Cq +O(GM) +O(G) +O(Cp), (85)

where the first term is the q-domain constant-mask removal,
O(GM) is the cost of evaluating G degree-M polynomials at
the auxiliary points, O(G) covers auxiliary-value processing
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(a) Fixed PQ-DVSA G = 1024 (b) Fixed d = 262144
Fig. 2. User submission runtime for SWAS and PQ-DVSA using direct Lagrange interpolation. Both schemes encode M model values and one auxiliary
verification value per polynomial.

Fig. 3. Client-side MSSS aggregate-mask reconstruction cost in PQ-DVSA
as a function of the reconstruction threshold T . A reconstruction subset of
size T is used from a larger reconstruction set Rt, where |Rt| ≥ T .

and aggregate masked-weight recovery, and O(Cp) accounts
for removing the weight and commitment masks.

Fig. 4(a) fixes M = 64. Therefore, as d increases, the
number of groups G = ⌈d/M⌉ also increases. This increases
both the number of q-domain constant masks that must be
removed and the number of auxiliary polynomial evaluations,
so the PQ-DVSA verification curve grows with d. In Fig. 4(b),
d = 262144 is fixed. Increasing M reduces G = ⌈d/M⌉,
which lowers the number of masked constants and auxiliary
values; consequently, the PQ-DVSA verification cost decreases
as M grows.

SWAS verification is cheaper because it mainly evaluates aux-
iliary polynomial values and performs repeated CRT recovery
with k = 16 residue positions. Its repeated-check cost scales
with the number of groups, approximately ⌈(GSWAS − 1)/16⌉.
Thus, SWAS also increases with d when M is fixed and
decreases with M when d is fixed, but its absolute cost remains
lower because it does not perform the q-domain RLWE-HPRG
mask removal required by PQ-DVSA.The additional PQ-DVSA
weight verification cost mainly results from the q domain mask
removal and commitment verification required by its protected

polynomial representation.

D. Communication and Storage Overhead

Table III compares the communication overhead of our
proposed PQ-DVSA scheme with the relevant baselines using
normalized bitlengths rather than a fixed 32-bit representation.
Let ℓτ = ⌈log2 τ⌉, ℓp = ⌈log2 p⌉, and ℓq = ⌈log2 q⌉ denote
the sizes of plaintext entries, p-domain masked values, and
q-domain coefficients, respectively. Hence, SWAS and VCD-
FL coefficient entries are counted with ℓτ , whereas LHAgg
masked-vector entries are counted with ℓp. Since LHAgg uses a
Shamir-sharing field modulus P > p, we write ℓP = ⌈log2 P ⌉.
We use ℓσ and ℓsk for the signature and signing-key sizes.

In Table III, G = ⌈d/M⌉, where d is the model dimension
and M is the group size; T is the reconstruction threshold, n′ is
the maximum selected or active set size in one round, and NR

is the RLWE ring dimension. For PQ-DVSA, Ii = 1{ui∈Rt},
so only users in the reconstruction set send MSSS messages.

Table III shows the main tradeoff. For the concrete parame-
ters reported below, PQ-DVSA has the largest client upload
among the compared schemes because it posts G(M + 1)
coefficients with ℓq bits per coefficient. This overhead buys
public checkability of coefficient aggregation while keeping
the encoded updates, bucketed weights, and verification values
hidden. In contrast, LHAgg uploads only a d-entry masked
vector, but dropout recovery requires Shamir multi-secret-
sharing traffic proportional to n′NR/T , which is non-negligible
for typical RLWE dimensions such as NR = 4096. VCD-FL
supports dynamics and collusion-resistant verification, but uses
separate commitment material. PQ-DVSA embeds bucketed-
weight and commitment checks into the posted coefficient
structure, thereby avoiding separate commitment traffic while
adding dropout-resilient aggregate-mask recovery over SWAS.

For the concrete parameter set, ℓτ = 10, ℓp = 28, and
ℓq = 38. Table V reports the corresponding PQ-DVSA costs
for M = 64. The coefficient upload equals G(M + 1)ℓq bits.
The reconstruction columns report T (ℓp + ℓq) bits per helper
and T 2(ℓp + ℓq) bits in total when |Rt| = T .

For storage, Table IV counts only private per-user state.
Public parameters, verification keys, interpolation points, MSSS
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(a) Fixed (M=64) (b) Fixed (d=262144)
Fig. 4. Bucketed-weight verification runtime for SWAS and PQ-DVSA. In (a), M = 64 and the number of groups increases with d. In (b), d = 262144 and
the number of groups decreases with M . PQ-DVSA includes q-domain constant-mask removal, auxiliary-point evaluation, aggregate masked-weight recovery,
and commitment verification. The coefficientwise bulletin-board check and model reconstruction are excluded.

TABLE III
NORMALIZED PER-ROUND COMMUNICATION OVERHEAD.

Scheme Client Upload Dropout / Reconstruction Commitment / Verification

SWAS [7] G(M + 1)ℓτ + ℓσ – embedded in coefficients
VCD-FL [6] G(M + 1)ℓτ Tℓρ per recovered dropout seed GMℓτ + ℓτ , if counted explicitly

LHAgg [12] dℓp
n′NR

T ℓP (+
NR
T ℓP for reconstruction) –

PQ-DVSA G(M + 1)ℓq IiT (ℓp + ℓq) embedded in posted coefficients

TABLE IV
LONG-TERM PER-USER STORAGE OVERHEAD.

Scheme Long-Term Per-User Storage Main Private Material

SWAS [7] (N − 1)λ+ λ+ ℓsk pairwise seed row, shared point seed sz , signing key
VCD-FL [6] (N − 1)λ+Nℓρ + λ pairwise seed row, dropout/share material, verification seed
LHAgg [12] NRℓp + NNR

T
ℓP RLWE-HPRG seed and Shamir share material

Our PQ-DVSA 2λ+ (Lb + T )ℓp + (Ln + T )ℓq two local seeds and two MSSS private shares

TABLE V
CONCRETE PQ-DVSA COMMUNICATION COST.

d G T

Coeff.
Upload
(MiB)

Recon.
Helper
(KiB)

Recon.
Total
(MiB)

101770 1591 250 0.468 2.01 0.492
101770 1591 300 0.468 2.42 0.708
101770 1591 500 0.468 4.03 1.967
262144 4096 250 1.206 2.01 0.492
262144 4096 300 1.206 2.42 0.708
262144 4096 500 1.206 4.03 1.967

public information, and bulletin-board data are shared public
state and are therefore excluded from private storage. Here,
N is the total registered-client population, while n′ is the
maximum selected or active set size per round; in cross-device
settings, N is typically much larger than n′.

SWAS and VCD-FL both require pairwise seed rows,
together with auxiliary verification or dropout material. LHAgg
stores RLWE-HPRG seed material and Shamir shares over P .
Our PQ-DVSA instead stores two local seeds and the private
shares of the two MSSS instances. Its MSSS public parameters

are posted as common bulletin-board data and do not increase
private per-client storage.

X. CONCLUSION

This paper presented PQ-DVSA, a post-quantum dropout-
resilient verifiable secure aggregation scheme for federated
learning with a malicious server and bounded server–client
collusion. PQ-DVSA combines RLWE-based masking, two-
domain protection, adapted lattice-based MSSS, authenticated
coefficient posting, and bucketed-weight verification. Bounded
bucketed weights preserve weighted aggregation while limiting
the protected weight range, and MSSS reconstructs only active-
set aggregate masks without exposing individual masking
secrets.

We proved correctness, privacy, and verifiability under
bounded collusion, and evaluated model accuracy, computation,
communication, and storage overhead. The results show that
bucketed weighting has negligible accuracy loss in the tested
Non-IID MNIST setting, while the added overhead reflects
the cost of post-quantum masking, public coefficient checking,
and dropout resilience. Future work includes optimized imple-
mentation, larger-scale evaluation, adaptive bucket selection,
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post-quantum signatures, and lower-bandwidth coefficient
verification.
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