Hide Now, Trace Later:
Retrospective Attribution in Issuer-Hiding Credentials

Stephan I<renn[0000700037283579093]7 Doryan Lesaignoux[0009700097385471498]’ Omid
Mir[0000_0003_1691_5291], and Gabriele Spini[0000_0002_8578_3707]

AIT Austrian Institute of Technology, Vienna, Austria
{firstname.lastname}@ait.ac.at

Abstract. Attribute-based credentials (ABCs) enable privacy-preserving authentication by
allowing users to prove statements about certified attributes without revealing unnecessary
information. However, while ABCs hide undisclosed attributes, the credential verification
process inherently reveals the issuer’s identity, which can leak contextual information such
as a user’s nationality or residency. Issuer-hiding ABCs address this by concealing the issuer
during verification, but introduce a critical accountability problem: if an issuer is compro-
mised or acts maliciously, previously accepted presentations originating from that issuer
cannot be singled out without significant privacy violation and high burden on the central
authority performing the inspection.

We propose an issuer-inspection mechanism that enables retrospective attribution while
preserving privacy. An inspection authority can release keys allowing verifiers to locally
identify presentations originating from a specific compromised issuer and a defined time
period, without affecting other issuers or earlier time periods. Concretely, we formalize the
syntax and security requirements of issuer inspection and provide a generic construction from
standard cryptographic building blocks; we further present a concrete pairing-based instan-
tiation using Groth’s randomizable structure-preserving signatures, Schnorr-style proofs and
an adaptation of Gentry’s anonymous identity-based encryption. Our analysis of computa-
tional and communication costs indicates that the proposed functionality remains practical
for realistic parameter choices.
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1 Introduction

Attribute-based credentials (ABCs) allow users to obtain certified attributes from issuers and later
prove statements about these attributes to verifiers without revealing unnecessary information.
ABC systems support selective disclosure and unlinkable presentations, and therefore provide a
strong basis for privacy-preserving authentication. That is, instead of revealing their full identity,
users can prove only the properties that are required for a specific service. First envisioned by
Chaum [17] and first realized by Camenisch et al. [13,15,16], modern systems come with rich func-
tionality, including delegation [3,20,26,43], cloud-based [38,28], and revocation [13,1,45]. Driven
by large-scale digital-identity initiatives such as eIDAS 2.0, there is increasing interest in deploy-

ing such privacy-preserving credentials in practice, accompanied by standardization efforts by the
IETF [41], ISO/IEC [30], and ETSI [21].

However, the disclosed attributes are not the only information that can affect a user’s privacy: if
a presentation only proves that a user is eligible for a certain service, knowing which organization
issued the underlying credential may reveal additional information about the user. Issuer-hiding
credentials [8,42,34,48] address this problem by hiding the concrete issuer behind a presentation.
In the approach of Bobolz et al. [8], a verifier can define a policy containing a set of acceptable
issuers, while the user proves that the credential was issued by one of them without revealing
which one. This allows the verifier to express its trust requirements while preserving privacy with
respect to the concrete issuer.
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Hiding the issuer, however, creates a natural accountability problem. ABC systems normally as-
sume that an issuer only issues credentials for attributes that it is authorized to certify. If an issuer
is compromised or acts maliciously, this assumption no longer holds. Such an issuer may create
arbitrary credentials containing false attributes, and these credentials are cryptographically indis-
tinguishable from honestly issued ones. In an issuer-hiding system, a verifier additionally cannot
determine which accepted presentations originate from this corrupted issuer: it only learns that
the credential was issued by one of the issuers allowed by its policy.

Once the compromise becomes known, the affected issuer can simply be removed from future issuer
policies [8]. This prevents credentials from this issuer from being used in future presentations.
However, it does not solve the problem of presentations that were already accepted before the
compromise was detected. Consider, for example, a service provider that offers reduced-price
tickets to users who can prove that they are eligible for a senior discount. If one of several accepted
issuers is compromised and issues fraudulent credentials, the service provider may accept a large
number of invalid presentations before the compromise becomes known. Afterwards, the issuer
can be excluded from the policy, but the service provider still does not know which of its previous
presentations were based on credentials from the malicious issuer. Consequently, it is difficult to
determine the damage caused by the issuer and to hold it accountable.

A natural way to address this problem is to use the classical concept of inspection, also called
anonymity revocation, from anonymous credential systems [13,14,6]. In such systems, information
that is hidden during normal verification can be recovered by a designated inspector under defined
conditions. One could therefore make the issuer identity inspectable and ask the inspector to
identify presentations that originate from a compromised issuer.

This approach, however, has several drawbacks for issuer-hiding credentials:

— First, the inspector would have to process individual presentation tokens. In a large system,
there may be thousands of verifiers that accept credentials from hundreds of issuers and store
large numbers of presentation tokens. If an issuer is later found to be compromised, potentially
all relevant tokens would have to be sent to the inspector and checked individually. This makes
the inspector a central scalability bottleneck exactly when a potentially large number of past
presentations has to be analysed.

— Second, the inspector becomes a privacy bottleneck. To determine whether a presentation
originates from one particular malicious issuer, the inspector may have to recover the issuer
identity of every inspected token. As a result, the inspector learns information about honest
presentations that is intentionally hidden from the verifier. In a system designed to hide issuer
identities, giving a central party access to the issuer behind every inspected presentation is
undesirable.

— Third, unrestricted inspection may reveal substantially more information than required. A
compromised issuer does not necessarily imply that all credentials ever issued by it are invalid.
For example, if the issuer is known to have been compromised only from a certain point in
time, presentations before this point can still be considered legitimate. There is therefore no
need to reveal the issuer of such older presentations. The same holds for all presentations
issued by honest issuers.

What is needed is therefore a more selective and scalable mechanism for retrospective attribution.
Assume that an issuer I* is found to be compromised from epoch ¢t* onwards. An inspection
authority should then be able to release issuer- and epoch-specific key material that allows verifiers
to identify presentations originating from I* during the affected epochs. Ideally, this key material
can be made public. Each verifier could then locally check its own stored presentation tokens
without sending them to the inspection authority. At the same time, presentations originating from
other issuers should remain unaffected. Likewise, presentations involving I* before the compromise
epoch t* should retain their issuer privacy. Only presentations related to the compromised issuer
and the affected epochs should become recognizable.

Such a mechanism would allow the expensive retrospective analysis to be performed locally by the
verifiers that actually hold the presentation tokens. At the same time, it would avoid turning the
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inspector into a central privacy and scalability bottleneck. This would make it possible to preserve
issuer privacy during normal operation while still enabling accountability when an issuer is later
found to be malicious or compromised.

1.1 Our Contributions

QOur contributions are as follows.

Retrospective local issuer tracing. We introduce, to the best of our knowledge, the first mechanism
for retrospectively tracing the hidden issuer of previously accepted attribute-based credential
presentations. Instead of requiring a central inspector to process stored presentations, an authority
releases issuer- and epoch-specific tracing keys that allow verifiers to inspect their own records
locally. This turns issuer tracing into a targeted and scalable operation, while preserving issuer
privacy for all unrelated issuers and epochs.

Security foundations. We develop a security model for this new setting that captures the natural
requirements of privacy, unforgeability, and accountability. Importantly, moving the actual tracing
operation from the opening authority to the verifier changes the trust model and creates a new class
of framing attacks: malicious presentations together with manipulated opening keys could otherwise
be used to falsely blame an honest issuer. We identify the additional security requirement needed
to rule out such attacks and formalize it for the underlying predicate-encryption layer.

Generic construction and instantiation. We show that retrospective local issuer tracing can be
realized generically from standard cryptographic building blocks: digital signatures, non-interactive
zero-knowledge proofs, and predicate encryption. We prove the resulting construction secure under
the corresponding assumptions. We then give a concrete pairing-based realization using Groth
signatures [27], Schnorr-style proofs [49] made non-interactive via Fiat—Shamir [22,5], and Gentry’s
anonymous identity-based encryption [25,46] to realize the required equality predicate. We further
show that the resulting encryption layer satisfies the additional security requirement needed for
secure tracing.

Efficiency. Our evaluation shows that the additional tracing functionality remains practical even
for large issuer sets. For a policy covering 3000 issuers and credentials with 10 attributes, a pre-
sentation takes approximately 126.45 ms, verification approximately 54.23,ms, and local opening
approximately 6.34,ms. These results indicate that fine-grained retrospective tracing can be added
while preserving the practical usability of issuer-hiding credentials.

1.2 Related Work

Issuer hiding in anonymous credentials was introduced by Bobolz et al. [8] and has since been
studied in several variants and under different assumptions [9,48,35]. These works aim at hiding
the concrete issuer while still allowing a verifier to establish that the issuer satisfies an acceptance
policy. Recently, Begum and Nakanishi [2] considered issuer revocation in issuer-hiding ABCs and
showed how revoked issuers can be excluded efficiently using an accumulator. Such revocation
mechanisms prevent credentials of a revoked issuer from being used in future presentations, but
do not allow verifiers to retrospectively identify already accepted presentations originating from
an issuer that is later found to be compromised. Yang et al. [50] study “privately accountable”
multi-signatures for issuer-hiding credentials, where accountability is tied to identifying the signers
involved in generating a credential, whereas our work targets retrospective identification of the
hidden issuer of already accepted credential presentations by means of issuer- and epoch-specific
tracing keys.

Inspection is a well-established mechanism for adding accountability to otherwise anonymous au-
thentication. Anonymous credential systems already support optional anonymity revocation [13],
and inspection was later included as a general feature of the Privacy-ABC architecture developed
in ABC4Trust [6], with more recent solutions including, e.g., [29,31].
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In all these approaches, however, tracing concerns the anonymous user or credential holder, rather
than the hidden credential issuer. A closely related mechanism appears in group signatures, where
signatures hide the identity of the group member but can be opened by a designated author-
ity [18,4,39]. Traceable signatures refine this idea by allowing tracing information for a particular
member to be released, such that signatures of this member can be recognized without opening
signatures of other members [36]. Traceable ring signatures similarly restrict anonymity in set-
tings without a group manager and allow repeated signing by the same member under a common
tag to be detected and, under defined conditions, traced [24]. These mechanisms all provide con-
trolled ways to reduce anonymity for accountability purposes. In contrast, our setting concerns
the issuer hidden within an anonymous credential presentation rather than the user or signer, and
requires inspection to be restricted jointly to a specific issuer and epoch while leaving all unrelated
presentations unaffected.

2 Preliminaries

We denote the security parameter by A € N and its unary representation by 1*. Deterministic
assignment is written ‘<", while ‘“—¢” denotes randomized output or uniform sampling. Vectors
are denoted by qd = (a1,...,ar), and L denotes failure. Unless stated otherwise, all algorithms
and adversaries are probabilistic polynomial-time (PPT). We write [a = b] for the indicator that
evaluates to 1 if a = b and to 0 otherwise. We write () for a negligible function and denote the
neutral element of a group G by 1g.

We briefly recall the syntax and security properties of the building blocks underlying our generic
construction, referring to the original literature for details.

Digital signatures. A digital signature scheme X = (Setup, KeyGen, Sign, Verify) consists of PPT
algorithms for parameter generation, key generation, signing, and verification. Informally, EUF-
CMA security requires that no PPT adversary, even with access to a signing oracle, can produce
a valid signature on a message that it has not previously queried.

Non-interactive zero-knowledge proofs of knowledge. Let £ be an NP language with corresponding
relation R. A non-interactive zero-knowledge proof system IT = (Setup, Prove, Verify) for £ consists
of three PPT algorithms, where Setup generates public parameters, Prove generates a proof m for
a statement x € L using a witness w such that R(z,w) = 1, and Verify checks the validity of =.
Informally, zero knowledge requires that proofs can be simulated without knowledge of a witness
and are indistinguishable from honestly generated proofs. Simulation-sound extractability requires
that, even after seeing simulated proofs, no PPT adversary can produce a fresh accepting proof
for which an extractor cannot recover a witness w satisfying R(xz,w) =1 [7].

Predicate encryption. Predicate encryption allows ciphertexts to be associated with attributes and
decryption keys with predicates, such that decryption succeeds only if the predicate evaluates to
true on the encrypted attribute [33].

Definition 1 (Predicate Encryption). Let F = {f : X — {0,1}} be a family of predicates. A
predicate encryption scheme consists of the following algorithms:

Setup(1*) — pp: On input the security parameter X, the algorithm generates the necessary param-
eters.

KeyGen(pp) — (mpk, msk): On input the parameter pp, the algorithm generates a master public
and secret key pair.

Derive(msk, f) — sky: On input the master secret key msk and a predicate f € F, the algorithm
derives a predicate secret key.

Enc(mpk, x, msg) — ct: On input the master public key mpk, an attribute x € X, and a message
msg € M, the algorithm generates a ciphertext.
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Dec(sky,ct) = msg/L: On input a predicate secret key sky and a ciphertext ct, the algorithm
returns the message if f(x) = 1.

Informally, adaptive attribute hiding requires that an adversary cannot distinguish which of two
admissible attribute-message pairs was encrypted, even if it can obtain predicate keys before and
after seeing the challenge ciphertext.

Definition 2 (Adaptive Attribute Hiding). Let A = (Setup, KeyGen, Derive, Enc, Dec) be a
predicate encryption scheme for a predicate family F over an attribute space X. We say that A
satisfies adaptive attribute hiding if, for every PPT adversary A, there exists a negligible function
€ such that:

pp s Setup(1*),
(mpk, msk) <—g KeyGen(pp), Qperive < 0,
((mo, o), (M1, 1), state) «—g AP« (mpk), 1
b <3 {0,1}, ct* <—g Enc(mpk, xp, mp), 9=
b g ACPerive(ct*, state), w <g {0,1},
if Adm(Qperive, To, €1, Mg, m1) = 1 then w + [b = V']

Priw=1:

Here, the oracle Operive, on input f € F, computes sky <—g Derive(msk, f), adds f to Qperive,
and returns sky. Furthermore, Adm(Qperive, To, £1, Mg, M1) = 1 if, for all f € Qperive, it holds that

f(zo) = f(z1) and, if mg # my, additionally f(zo) = f(z1) = 0.

Opening Soundness. In addition, we require a tailored property capturing that, for an honestly
generated master public key, no ambiguous opening key can be constructed even by an adversary
that obtains the master secret key. More precisely, a maliciously generated key that successfully
opens a ciphertext for an attribute satisfying a predicate must not also open a ciphertext for
an attribute not satisfying this predicate. This must hold even if the adversary chooses both
attributes and fully controls the randomness used to generate one of the ciphertexts. While being
non-standard, the property is naturally satisfied by many schemes, as we will argue in Section 5.

Definition 3 (Opening Soundness). Let A = (Setup, KeyGen, Derive, Enc, Dec) be a predicate-
encryption scheme for a predicate family F over an attribute space X and message space M.
We say that A satisfies malicious-key opening soundness with respect to a fized public message
1pm € M if, for every PPT adversary A, there exists a negligible function € such that

pp s Setup(1*),
f(@o) =1A f(z1) =0, (mpk,msk) < KeyGen(pp),
Pr | Dec(sk™, cp) = 14, o (fymo, @1, 5k*, 1) 5 A(mpk, msk), | < e(N).
Dec(sk™, c1) = 1 co <3 Enc(mpk, zo, 1m),
c1 < Enc(mpk, z1,10;71)

3 Issuer-Hiding Credentials with Opening

We define the syntax of issuer-hiding ABCs with opening by extending the framework of Bobolz
et al. [8] with opening functionality. Extensions of the interfaces are highlighted in Definition 4.

At a high level, issuers and openers first generate their respective key pairs using IKGen and OKGen.
Issuers create credentials with Issue, which are checked by VfCred. Verifiers define and validate
acceptable-issuer policies using PresPolicy and VfPolicy. Users then generate presentations with
Present, which are checked by Verify. If presentations from a particular issuer ipk and epoch t
must later be traced, the opener derives the corresponding opening key with OKDerive, and this
key can then be used with Open to identify exactly those presentation tokens that match the
targeted issuer and epoch.

Definition 4 (Issuer-Hiding ABCs with Opening). Let X be an attribute space. An issuer-
hiding AC scheme with opening consists of the following PPT algorithms:
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Setup(1*) — pp: On input the security parameter X, the public-parameter generation algorithm
outputs the public parameters.

IKGen(pp) — (isk,ipk): On input the public parameters pp, the algorithm generates an issuer se-
cret and public key pair.

‘ OKGen(pp) — (osk, opk) ‘: On input the public parameters pp, the algorithm generates an opener

secret and public key pair.

‘ OKDerive(osk, ipk,t) — 0skipi 1 ‘: On input the opener secret key osk, an issuer public key ipk,

and an epoch t, the algorithm derives an opening key for issuer ipk and epoch t.

Issue(isk,ﬁ) — cred: On input an issuer secret key isk and attributes d e X, the algorithm

issues a credential.

VfCred(cred, 7, ipk) — b: On input a credential cred, attributes 7, and an issuer public key ipk,
the algorithm outputs a bit indicating the validity of the credential.

PresPolicy(ipk;) — pol: On input a set of issuer public keys ipk;, the algorithm generates a pre-
sentation policy specifying the issuers accepted for a presentation session.

VfPolicy(pol, {ipk;}) — b: On input a presentation policy pol and a set of issuer public keys {ipk;},
the algorithm outputs a bit indicating the validity of the policy for the provided public keys.

Present(, ipk, cred, @, a, 7 pol,ctx) — pt: On input the opener public key opk, an issuer pub-

lic key ipk, a credential cred, a predicate ¢, attributes 7, an epoch t, a presentation policy
pol, and a context ctx, the algorithm generates a presentation token.

Verify(pt, ¢, pol, , ctx) — b: On input a presentation token pt, a predicate ¢, a presentation
policy pol, an epoch t, the opener public key opk, and a context ctx, the algorithm computes a

bit indicating the validity of the presentation.

Here, ¢ : AT — {0,1} is a predicate over the user’s attributes that must be satisfied for
verification to succeed, i.e., successful verification requires ¢(7) =1.

‘ Open(pt, opk, 0skipk. 1, ipk, t, pol, §) — b ‘: On input a presentation token pt, the opener public key

opk, an opening key osk;pi.+, an issuer public key ipk, an epoch t, a presentation policy pol,
and a predicate ¢, the algorithm outputs a bit indicating whether the token originates from
issuer ipk in epoch t.

3.1 Security framework

We now present our security properties, inspired by [8] and adapted to our setting. Our main
security properties, formalized in Definitions 5 to 7, are based on the oracles defined in Figure 1.
Informally, Ossue generates a fresh credential for given attributes and issuer, and returns a handle of
the credential to A. The adversary can now use Opyesent t0 Obtain presentations of these credentials,
thereby simulating the behavior of honest users. Alternatively, A may decide to corrupt credentials,
in which case they are fully disclosed, using OReveal- Finally, Oopen allows the adversary to obtain
opening keys for given issuers and epochs.

Correctness. We omit a formal definition, as correctness is standard: honestly issued credentials
verify, honestly generated presentations are accepted, and opening correctly identifies the under-
lying issuer.

Unlinkability. We require that an adversary cannot determine which of two valid credentials was
used to generate a presentation. The adversary may fully control the issuers and choose two
credentials, possibly with different attributes and issuers, together with the policy pol, predicate
¢, epoch t, and context ctx. Given a presentation generated from one of the two credentials, it
should not identify the underlying credential or issuer, provided both credentials are valid, satisfy
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Oracle Ogpen(ipk, t, opk) Oracle Ojsoe(ipk, H})

1: Find (opk, 0sk) € Qopener 1: Find (isk,ipk) € Qipk

2: oskipk, <3 OKDerive(osk, ipk, t) 2: j+—j5+1

3: Qopen < Qopen U {(ipk, t, opk)} 3: cred « Issue(isk, @)

4: return oslﬁpk,t 4: lesue — lesue U {(Cred7 ip’% 77])}

5: return j

Oracle Opyesent (7, pol, ¢, t, ctx, opk) Oracle OReyeal(7)

1: Find (cred, ipk’, ?,j) S lesue 1: Find (cred,ipk, 77]) € lesue
2: pt ¢ Present(opk, ipk, cred, ¢, @, t,pol, ctx) 2: QReveal  QReveal U {Jj}

3: Qpresent + Qpresent U {(pt, 7, pol, &, t, opk, ctx)} 3: return cred

4: return pt

Fig. 1: Oracles used in the experiments. All oracles return L if a lookup fails.

¢, and their issuers are accepted by pol. This must hold even if the adversary obtains opening
keys for all issuer—epoch pairs except the two challenge pairs.

Since the challenge issuers are selected through indices into the issuer set validated by pol, both
are necessarily accepted by the presentation policy.

Definition 5 (Unlinkability). An issuer-hiding attribute-based credential system with opening
satisfies unlinkability if, for every PPT adversary A, there exists a negligible function € such that

‘Pr[E punl'"kab'l'ty()\) = } - %‘ < &()), where the experiment is defined in Ezperiment 1.

Experiment 1 — Expinlmkab'l'ty(/\)

1: b g {0,1}

2: QOpen «—0

3: pp <g Setup(1?)

4: (osk, opk) <—s OKGen(pp)

5: Qopener < {(0pk, 0sk)}

6: ({credl,ﬁl,il}ll 0, pol, &, {ipk;}, t, ctx, state) g A% (pp, opk)
7: pt" < Present(opk, ipk;, ,creds, ¢, 7b7t7po|,ctx)
8: b* g A% (pt*, state)

9: if :

10: (a) VfCred(credl, dy,ipk;,) =1 for l € {0,1},
11: (b) ¢(d )—lforle{Ol}
12: (c) VfPolicy(pol, {ipk,;}) =1 and
13: (d) (ipk;,,t, opk) ¢ Qopen for I € {0,1}
14: return [b = b*]
15: else
16: b g {0,1}
17: return b’

Unforgeability. Unforgeability requires that it is infeasible for an adversary to generate a valid
presentation token unless it has previously obtained either a credential from an accepted issuer on
attributes satisfying ¢, or a presentation token for the same tuple (pol, ¢, ¢, ctx). Note that unforge-
ability only makes sense if the challenge policy pol contains only honestly generated issuer public
keys. However, through the presentation oracle Opyesent, the adversary may request presentation
tokens with respect to arbitrary sets of issuer public keys, involving adversarial issuers.

Definition 6 (Unforgeability). An issuer-hiding attribute-based credential system with opening
satisfies unforgeability if, for every PPT adversary A, there exists a negligible function € such that

Pr|Exp 8= ()) = 1} < &(A), where the experiment is defined in Ezperiment 2.
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Experiment 2 Expi"forgeabi“ty()\, n,m)

. pp <3 Setup(1?)

7<0

: lesue — 07 QPresent — @7 QReveaI — @

(oski, opk;) s OKGen(pp) for i =1,...,n

. (iski,ipk;) <—g IKGen(pp) fori=1,...,m

t Qipk < {(iski, ipk;) }ils

. (I, state) g At Opraos: O (pp, {iph, }1, {(0pk, 05k:) V)
: pol™ <—g PresPolicy(I™)

(pt*, ¢*, t*, ctx™, opk™) ¢—g AOksue:Opresent: OReveal (state, pol*)

if

0 DU W

o
N = OO

) 1™ C {ipk,;}i~, and opk™ € {opk,}i_1,

) Verify(pt™, ¢*, pol*, t*, opk™, ctx™) = 1,

c) A(-,-, pol*, ¢*, t*, opk™, ctx*) € Qpresent, and

d) V(cred, ipk;, @, j) € Qissue, Bj € Qreveal such that ¢*(@) = 1 and ipk, € I*

— = =
Dok w
-
0]
o+
& 8~
= O
5&

(=1
O =

=}

—

Issuer non-frameability. Issuer non-frameability requires that an adversary cannot produce a fresh
valid presentation that opens to an honest issuer without having obtained a suitable credential
from that issuer, even if all other issuer keys are adversarially chosen and the adversary eventually
gains full control over the opener. The adversary may access the issuance, presentation, and reveal
oracles, but wins only if the resulting token verifies, opens to the honest issuer, was not obtained
from the presentation oracle for the same (pol, ¢,t,ctx) tuple, and is not based on a revealed
credential satisfying the challenge predicate. In practice, ctx is chosen freshly for each presentation
and thereby provides session binding, so this condition captures freshness while excluding trivial
replay of an oracle-generated presentation.

Definition 7 (Issuer non-frameability). An issuer-hiding credential system with opening sat-

isfies issuer non-frameability if, for every PPT adversary A, there exists a negligible function e
Issuer-Non-Frameability

s.t., PrlExp N = 1] < (), where the experiment is defined in Ezperiment 3.

Experiment 3 Expfisuer—Non—Frameablhty()\)

: pp <—g Setup(1?)

j+<0

. lesue — (2)7 QPresent — @7 QReveal <~ @

(isk,ipk) <—g IKGen(pp)

t Qipk < {(isk, ipk)}

: (osk, opk) -5 OKGen(pp)

: (pt*, {ipk; }, 0skiyp g, t7, pol™, ¢, ctx™) <= AOssue Opresent: Oreveal (ipk:, opk:, 0sk)

if :

9: (a) Open(pt™, opk, osk},, ¢+, ipk,t™, pol*, ¢*) = 1,
(b) Verify(pt*, ¢*, pol*, t*, opk, ctx™) = 1,
(c) VfPolicy(pol*, {ipk}}) =1,

12: (d) ipk € {ipk}},
(e)
(

€ E{(7 % p0|*7 ¢*7 t*a Opkr CtX*)} € Qpresent,
£) 25 € Qrevear such that (cred,ipk, @, ) € Qissue A ¢* (@) = 1

16: return 0
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4 A Generic Construction

In this section, we provide a generic black-box construction of our scheme that satisfies the security
definitions presented in Section 3, together with a formal security analysis.

4.1 Owur Construction

In Construction 1, we now present a generic black-box construction from standard building blocks,
thereby extending the construction of Bobolz et al. [8]. The construction combines two digital-
signature schemes Xy and X', a non-interactive zero-knowledge proof system I1, and a predicate-
encryption scheme A. The signature scheme X is used by issuers to certify user attributes, while
)y is used to authenticate the issuer public keys contained in a presentation policy. Predicate
encryption is used to achieve our tracing capabilities, and the NIZK proof ties all components
of a presentation together without revealing sensitive information. For the predicate-encryption
scheme, we assume that the family F of predicates is parametrized by pairs of issuer public key
and epochs, and that each function checks equality with a given pair; formally, F is defined as
follows:

Fipkt = {0,132 x {0,132 — {0,1} : (ipk’, t') v [(ipk,t) = (ipk’,t)] .

On a high level, every presentation pt is bound to a pair consisting of the hidden issuer ipk and the
current epoch t. To do so, the user encrypts a fixed message 1, under the predicate-encryption
attribute (ipk,t). The presentation then proves in ZK that the user possesses a valid credential
under ipk certifying attributes satisfying the predicate ¢, that ipk is accepted by the presentation
policy, and that the ciphertext was correctly formed for the same issuer-epoch pair.

While the ciphertext does not reveal the issuer during normal verification, this can be used for
later opening. For a target issuer ipk and epoch ¢, the opener derives a predicate key for the
equality predicate fipk ¢, which accepts exactly the attribute (ipk,t). Such a key therefore allows
a verifier to test whether a stored presentation pt was created for this particular issuer and epoch,
while ciphertexts associated with other issuer-epoch pairs remain unaffected. Since opening keys
may be publicly released, the Open algorithm has to check that a given opening key is consistent
with the claimed issuer-epoch pair with an encryption-decryption test: first encrypting a fixed
value 154 under the claimed issuer-epoch pair (ipk,t), and then decrypting it with the claimed
derived key osk;py v and checking that the value is indeed 1 4. Technically, this is the point where
the opening-soundness property introduced in Definition 3 is required to ensure non-frameability.

4.2 Security Analysis

Theorem 1. Let A be an attribute-hiding predicate encryption and II is zero-knowledge proof
system. Then, Construction 1 achieves unlinkability.

Proof (Proof sketch). The full proof is given in Section A.1. The proof proceeds by a sequence
of hybrids. First, we replace the NIZK proof in the challenge presentation by a simulated proof;
this is indistinguishable by the zero-knowledge property of II. Next, we replace the challenge
ciphertext, which encrypts under the attribute (ipk;,,t), by an encryption under a fixed challenge
attribute. The attribute-hiding security of A guarantees that this change is indistinguishable, since
the adversary is not allowed to obtain opening keys for either challenge issuer at the challenge
epoch. Thus, both the ciphertext and the simulated proof are independent of the challenge bit b,

and hence the adversary can guess b with probability at most 1/2. a

Theorem 2. Let X; and Xy be EUF-CMA-secure signature schemes, and let IT be zero-knowledge
and a simulation-sound extractable non-interactive proof system. Then Construction 1 achieves
unforgeability.

Proof (Proof sketch). The full proof is given in Section A.2. The proof is similar to the one in [8]. A
valid presentation simultaneously proves that the underlying issuer is authorized by the policy and



10 S. Krenn et al.

Construction 1 Generic construction of issuer-hiding ABCs with opening

Setup(1*): Run ppr <s X1.Setup(1*), ppy s Xv.Setup(1Y), ppa s A.Setup(1*), pprr < I1.Setup(17).
return pp := (ppf,ppv,ppA,ppn)-

IKGen(pp): return (isk,ipk) <3 X1.KeyGen(ppr)

OKGen(pp): return (osk, opk) <—g A.KeyGen(ppa)
OKDerive(osk, ipk,t): return osk;pk,: <—s A.Derive(osk, fipk,t)
Issue(isk, @): return cred <—g X.Sign(isk, @).

VfCred(cred, 7,ipk): return b < X7 .Verify(ipk, cred, 7)

PresPolicy({ipk,}): Run (vsk,vpk) < Xv.KeyGen(ppv) and o; <—g Xv.Sign(vsk, ipk;) for all i.
return pol = (vpk, {(ipk;,0:)}).
VfPolicy(pol, {ipk’;}): Parse pol as (vpk, {(ipk;,7i)}).
1 if ipk;- € {ipk,}Vj and Xv Verify(vpk, o;,ipk;) = 1Vi then return 1.
2. else: return 0.

Present(opk, ipk, cred, ¢, ,t, pol, ctx):
1. 743 R, ct + A.Enc(opk, (ipk,t), 1a;T)
2. Parse pol as (vpk, {(ipk;,0:)}). Let o be the element such that (ipk, o) € {(ipk;,0:)}.
3. Compute a proof of knowledge 7 as follows:

7 g I1.Prove[(o, ipk, cred, @, r) : X.Verify(ipk,cred, @) =1 A¢p(d) = 1A
Xy Verify (vpk, o, ipk) = 1 A
ct = A.Enc(opk, (ipk,t), Lag; )] (ctx’),

where ctx’ = (ctx, pol, ¢, t, opk, ct) contains all public elements
1. return presentation token pt := (ct, )
Verify(pt, ¢, pol, t, opk, ctx):
1. Parse pt as (ct, )
2. return b < IT.Verify((pol, ¢, t, opk),ctx’, m) for ctx’ as in Present

Open pt, Opk7 OSkipk',t’ ’ Zpk/’ t, p0|7 ¢) :

. if A.Dec(oskipks 17, ct™) # 1o then return error message L
. else if A.Dec(osk;py 1/,ct) = 1o then return 1

. Parse pt as (ct, )
. else: return 0

(
1
2. ct* <—g A.Enc(opk, (ipk,t), 1m)
3
4

that the underlying credential is valid. Extractability lets us recover these hidden signatures from
a forged presentation. Therefore, a fresh successful forgery must either introduce an unauthorized
issuer, which breaks X', or contain a new valid credential for an honest issuer, which breaks
2. O

Theorem 3. Let A be a predicate-encryption scheme satisfying correctness and opening sound-
ness, let IT be a zero-knowledge and simulation-sound extractable non-interactive proof system,
and let X1 be an EUF-CMA-secure signature scheme. Then Construction 1 achieves issuer non-
frameability.

Proof (Proof sketch). The full proof is given in Section A.3. By simulation-sound extractability of
the NIZK, we can extract from any fresh valid forgery the underlying issuer, credential, attributes,
and encryption randomness. Opening soundness then guarantees that a presentation opening to
the targeted honest issuer must indeed correspond to that issuer. Hence, the extracted credential
must verify under the honest issuer’s public key. A can therefore succeed only by knowing the
issuer’s secret key, forging a valid credential under X, or using a credential previously obtained
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through the reveal oracle. The first case is excluded because the issuer is honest, the second
contradicts the EUF-CMA security of X7, and the third is ruled out by the winning conditions of
the experiment. O

5 Instantiation

In the following we now provide a concrete instantiation. Section 5.1 recaps the concrete building
blocks we are using, while the resulting construction is given in Section 5.2. Finally, we provide
an efficiency analysis in Section 5.3.

5.1 Building blocks

Groth signatures. In the following we briefly recap Groth’s signature scheme [27] which is secure
in the generic group model. While the scheme is able to simultaneously sign both G; and Go
elements, we only present a variant for G; elements, in line with the needs of our construction.

— Grothy.Setup(1*,m): Generate (¢, Gy,Gz,Gr, e, 91, g2) with e : G; x Gy — Gp. Sample y <—g
Zq, set Y « gi, and return pp = (¢, G1, G2, Gr, €, 91,92, m,Y).

— Groth;.KeyGen(pp): Sample U = (U1, ..y Um—1) <3 Z;"*l and v <—g Zq. Set U; < g5° for
ie[m—1]and V « gy Return sk = (o, v) and pk = (ﬁ,V).

— Groth,.Sign(sk, msg): Parse msg = (M, ..., M,,) € Gi". Sample 2 <—g Z; and set r = 27 L

Compute R < ¢5,5 < (Yg?V)*, T « (H:’:ll M} M, Y“)Z and return o = (R, S, T).

?

— Groth;.Verify(pk, msg, o): Parse pk = (7,1/) and ¢ = (R,S,T). Return 1 iff e(S, R)
(Y, g2)e(gr, V) and e(T, B) £ (T2, e(M;, U) )Mo, g2)e(Y, V).

— Groth;.Rand(c): Sample 3 «—g Z} and return o’ = (R'/#, 5% T#). This re-randomization yields
unlinkable signatures on the same message.

We use Groth, to denote the analogous Groth signature for messages in Go.

Gentry Identity-Based Encryption. We further rely on a Type-3 instantiation [46] of Gentry’s
anonymous identity-based encryption (IBE) [25]. The scheme achieves ANON-IND-ID-CPA secu-
rity, meaning that a ciphertext hides both the encrypted message and the identity under which
it was created, even if the adversary obtains secret keys for arbitrary identities other than the
challenge identities. This property is particularly useful in our setting, where the identity encodes
the issuer-epoch pair and must remain hidden during presentation. At the same time, identity-
specific secret keys provide exactly the selective decryption functionality required for opening. As
detailed later, we exploit this structure to emulate the equality predicate needed by our generic
predicate-encryption-based construction. For completeness, we briefly recall the algorithms of the
scheme:

— Gentry.Setup(1*): Generate (q,G1,Ga,Gr,e,91,92). Let H : {0,1}* — Z, be hash function.
Return pp = (G17G27GT7 €,91,92, H)

— Gentry.KeyGen(pp): Sample a <5 Z;, hi,he,hs <5 Ga, and set g; = gf. Output mpk =
(g1, h1, ho, hs) and msk = «

— Gentry.Derive(mpk, msk,id): Given an identity id € Z,, return L if id = «. Otherwise, for
)1/(a7id)

—Tid,i

each i € {1,2,3}, sample rig; g Z,; and compute hig,; = (hng
{(ria,i, hia,i) }i=1-

— Gentry.Enc(pp, mpk,id, msg): Choose s «<—g Z; and compute C; = g’lsngid, Cy = e(g1,92)%,
03 = msg e(gl,hl)*s,f = H(Cl,CQ,Cg), and 04 = e(gl,hg)se(gl, h3)8£. Return C = (01,02,03704).

. Return skjqy =
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Construction 2 Concrete instantiation: System initialization

Setup(1*) :
1: Generate pp = (q,G1,G2,Gr, e, y1, Y2, g1, g2) with prime order ¢, where g1,y1 € G1 and g2,y2 €
Go.
». Define a hash and sign function H : ZZ — G, such that H(@) = HiLzl H}'", where H; <3 G1 for
all 4.

s: Select a cryptographic hash function H' : {0, 1}* ~ {0, 1}

4. Select a cryptographic hash function H” : {0,1}* — Z,

s: Define f: {0,1}* x {0,132 — Z, : (a,b) — 2 2a + b, where 221122 < ¢,
IKGen(pp) :

1. return (iskcrothy , iPkgom, ) = (v, V2) <=3 Groth:.KeyGen(pp)
OKGen(pp) :

1. return (0skcentry, 0PKcentry) = (W, (g1, b1, b2, b)) < Gentry.KeyGen(pp)

— Gentry.Dec(pp, skig, C): Parse C' = (Cy,C2,C3,Cy) and skiq = {(7ia,i, hia.i) }i_;. Compute & =
H(C1,C,C3). If Cy # e(C’l,h;d72h§1’3)0;id’2+€ri"73 or Cy = 1g, return L. Otherwise, return
msg — Cg 6(01, hid’l)cgid'l.

As required by our application, we show that the Type-3 instantiation of Gentry’s IBE scheme
satisfies the opening-soundness property of Definition 3.

Theorem 4 (Opening-Soundness of the Gentry Encryption). Assume that the discrete-
logarithm problem is hard in Go. Then the Gentry-based equality-predicate encryption satisfies the
opening soundness according to Definition 3 with respect to the message 1.

We provide proof in Section A.4.

5.2 Concrete Construction

We instantiate the generic construction from Construction 1 using the building blocks intro-
duced above. The credential and policy signatures are instantiated using Groth’s signatures, while
the equality predicate required for selective opening is emulated using Gentry’s anonymous IBE
scheme.

To bind opening to both an issuer and an epoch, each issuer is assigned the identifier ipk;y =
H’(ipk), and the pair (ipk;y,t) is mapped to the IBE identity id = f(ipk,y,t) = 2 2ipk,y +t, where
2*2 hounds the number of supported epochs. For example, Ay = 16 supports approximately 180
years with one epoch per day. This encoding allows Gentry’s IBE to realize the equality predicate
required by the generic construction. Except with negligible probability of a collision in H’, distinct
issuer—epoch pairs map to distinct IBE identities. By Theorem 4, the test Gentry.Dec(oskiq,c) =
1, therefore realizes equality on the corresponding issuer—epoch pairs.

Parameter generation. Construction 2 defines the bilinear-group parameters, the algebraic hash
H: Z,’;‘ — G1, and the mapping f from issuer—epoch pairs to IBE identities. The opener runs
Gentry’s key generation to obtain the master key used to derive issuer- and epoch-specific opening
keys.

Issuance and policy generation. Construction 3 now instantiates credential issuance and presen-
tation policies. A credential is a Groth signature on the encoded attribute vector H(?). With
independently sampled bases in the public parameters, this encoding is computationally binding
under the discrete-logarithm assumption and allows the entire attribute vector to be represented
by a single group element for signing. A presentation policy contains Groth signatures authenti-
cating the public keys of all accepted issuers. Specifically, each policy signature authenticates both
ipk (written as ipkg,qp, in the instantiation) and its hash H'(ipk), thus binding the issuer public
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Construction 3 Concrete instantiation: Issuance and presentation policies

Issue(iskaroth, E)):

1: return cred = (Rz, S1,T1) <3 Grothl.Sign(iskathl,H(?))
VfCred(cred, @, ipkg o, ) :

1: return Grothy.Verify(cred, H(?)7 ikarothl)
PresPoIicy({ikarothl,i}):

1 (vskGrothy , VPR Grom, ) = ((u',0"), (U1, V1)) <= Grotha.KeyGen(pp)

. H' (iPkGrothy i) .
2. 05 = (R1,3, 52,5, T2,5) <3 Groth2.Sign(vskaroths, (9 PGrothy, 1K Grothy i)

3. return pol = (vkaroth27 {(Uivikarothl,i)})
ViPolicy (pol, {ipkgromn, +}):

1. Parse pol as (Uka,othQ, {(Ui,ipk:Gmthl,i)}).

H' (ipk i
2. if Groths.Verify (o, (g G Gmhl”),ikarothl’i),vkamthz) =1 for all i: return 1

3. else return 0

key used for credential verification to the value used for opening, which live in different algebraic
domains (G, and Z,, respectively).

Policy generation and presentation. During presentation, depicted in Construction 4, the user
randomizes the credential and the corresponding policy signature and computes the IBE-identity
id = 2*2H'(ipk) + t. The user then encrypts the neutral element 1g, under the Gentry IBE
identity id. The accompanying proof shows that the credential and policy signature refer to the
same hidden issuer, that id is correctly derived from this issuer and the current epoch, that
the ciphertext is a correct encryption of 1g, under id, and that the certified attributes satisfy
the required predicate. Specifically, we realize the NIZK using Schnorr-style proofs [49] made
non-interactive via Fiat—Shamir [22,5]. For admissible linear relations, such proofs provide strong
simulation extractability with straight-line extraction in the algebraic-group and random-oracle
models [47], where the multiplication proof arising in our relation can be linearized using standard
techniques. Alternatively, simulation-sound extractability can be obtained via encryption-to-the-
sky [44,12] or related paradigms [23]. More complex predicates ¢ can be realized using standard
techniques [19,11,37,40,10]. Note that the range of ipk;y need not be proven separately, since the
presentation-policy signature binds it to H'(ipk) € {0, 1}**. Furthermore, as the epoch ¢ is public,
the verifier directly checks that ¢ € [0,2%2).

Opening and issuer tracing. Construction 5 finally realizes the selective opening functional-
ities. Given a target issuer ipk and epoch t, OKDerive computes the corresponding identity
id = f(H'(ipk),t) and derives the associated Gentry secret key oskiq. Before applying this key
to a presentation token, Open first verifies that oskjq indeed corresponds to the claimed issuer-
epoch pair by generating a fresh encryption ¢* of 1g, under id and checking that it decrypts
correctly. This prevents an incorrectly labeled opening key, for example a key for another issuer,
from causing presentations to be falsely attributed to ipk. The algorithm then decrypts the ci-
phertext contained in the presentation token and returns 1 exactly if it decrypts to 1g,.. By the
equality property discussed above, this happens exactly when the presentation was created for the
targeted issuer-epoch pair, except with negligible probability. Hence, a released opening key allows
verifiers to locally identify matching presentations without affecting the privacy of presentations
from other issuers or epochs.

Putting all these observations together, we now obtain the following:

Corollary 1. Assume that the Groth signature schemes are EUF-CMA secure, that the Gentry
IBE scheme is ANON-IND-ID-CPA secure, that H' is collision resistant, and that the discrete
logarithm problem is hard in Gy and Go. Then, Constructions 2 to 5 satisfy unlinkability, unforge-
ability, and issuer non-frameability according to Definitions 5 to 7, in the generic group model and
random oracle model.
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Construction 4 Concrete instantiation: Presentation and verification

Present(0pkcentry s 1PKGroth, » Cred, ¢, @, t, pol, ctx):

1: Let ipkiy = H'(ipkgoom, )

20 id < f(ipki, t)

s: ¢ = (C1,02,C3,04) « Gentry.Enc(msg = 1g;., 0pKgenry, 1d; TEnc) 5 TEnc <5 Zgq

1. Parse pol as (vpk, {(0i,ipk;)}). Let k be the index such that {(ok,ipkgem, )} € pol. Parse vpk as
(U1, Vi).

5 cred +s Groth;.Rand(cred) = (R27S1,T1) // Randomization

6 o g Grothg.Rand( ) (R1 k752 k,TQ k)

7. Pick random values «, 8,7, 01,02 <3 Z; // Blinding

s (Ra, 51,Th) + (Ra, Sl/“ Tj/‘*)

o: (Rig, 8ok, Tox) + (Rl,k,Sz k,T}lC])

0. ipk = (iﬁkcrothlailgkid) = (ipkl/(Sl Zpk'd/(b)

Grothﬂgg
1. 7 < (I1.Prove[(a, 8,7, 61, 02, ipk,y, @ ,id, TEnc) :

[

o

(71 ) G(S’DR?)Q = e(y1792) : e(gl7iﬁk(}roth1)§1 A
e(T1, R2)” = e(y1, ipkgomn, )™ - e(H(@), g2) A
(2) e(Rik, S2.1) = e(g1,y2) - e(V7, g2) A

e(Rl,k»T2 k) = e(VuZﬁ) (g17i];k6roth1)51 ’e(U{:ilgkid)az A
(3) id = f(ipkia, t)A
C1 = (gigi)® ACa=e(gr,g2)"™ ACs=msg-e(gr,h1) "™ A
Cu = e(g1, ha)"™=e(g1, ha) e
(4) $(@) = 1])(ctx)
where ctx’ is as in Construction 1 and is included in the Fiat-Shamir challenge.
//(1):Credential Check (2):Policy Check (3):IBE&Check (4):Attributes Check
12: return pt = (¢, (Rz7 S1,T1, Rk, So.i, To e, ipk, )
Verify(pt, ¢, pol, t, opk, ctx) :

1. Parse pt as ((Cl, Cs, Cs, C’4)7 (RQ, S1, Tl, Rl,k, §27k7 Tgyk, i];k, ﬂ'))
2 return 1 if the proof verification on 7 succeeds, Ca # lg,., and t € [0,22), and 0 otherwise.

Construction 5 Concrete instantiation: Issuer re-identification

OKDeriVe(OSkGentrw t7 ikarotm ):
id = f(H (ipkgom, )> t) € Zq
2: 0skig + Gentry.Derive(0pk eyt 05kGentry, id)
3. return oskiq

Open(pt7 Okaentry’ 05kid7 Z.karothl ’ t) :

. Parse pt as (C, (RQ, Sl, T1, Rl,k7 S'Q,k, Tz’k, ip?]@ 7T))
cid = f(H/(ikaroth1)7t) € Zq

¢ <5 Gentry.Enc(lgy, 0pkgenty» id)

. Abort if Gentry.Dec(oskid, c*) # le, -

. if Gentry.Dec(oskid,c) = 1g, return 1

. else return 0

[ B N V- R O

Proof. The corollary is a direct consequence of Theorems 1 to 3. Theorem 4 establishes the required
opening soundness of the Gentry-based equality-predicate encryption, while the algebraic attribute
encoding H is computationally binding under the discrete-logarithm assumption in G;. Finally,
the required zero-knowledge property follows from the standard simulation of Schnorr/Fiat-Shamir
proofs in the random-oracle model, while simulation-sound extractability follows from the strong
simulation extractability of Fiat-Shamir for admissible linear relations in the algebraic-group and
random-oracle models [47], using the standard linearization described above. Since generic-group
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adversaries (as required for Groth signatures) form a subclass of algebraic adversaries, this in
particular yields the required property in the generic-group model. a

5.3 Evaluation

Table 1 reports the computational cost and estimated runtime of the main algorithms. Runtimes
are derived from the number of operations in Gy, G2, and G and pairings, using average timings
measured with arkworks 0.5' over BLS12-381 (offering a security level of almost 128 bits) in
release mode on an Intel(R) Core(TM) i7-1370P CPU. Exponentiation in G; and Gs, and Gr,
and pairing take on average 0.0693 ms, 0.3518 ms, 0.4769 ms, and 0.7707 ms, respectively.

Computational Cost. We consider a setting with universities as issuers and students as users.
Credentials contain 10 attributes, none disclosed during presentation (the most expensive case),
and the policy covers 3000 issuers, roughly the number of higher education institutions in the
European Union. We set \; = 192 and A\ = 16 as required by our instantiation. Policy generation
and verification scale linearly with the number of issuers and take approximately 4430 ms and
9250 ms, respectively, but are performed only once. The presentation takes about 126.45 ms and
verification 54.23 ms while they are independent of the number of issuers. Finally, even for large
parameter sizes, the runtimes remain reasonable, indicating the scalability of our scheme.

Table 1: Number of group exponentiations and pairings.
‘ Runtime G G2 Gr Pairing

PresPolicy (3000 issuers) 4430 ms 3002 12000 - -
V{Policy (3000 issuers) 9250 ms - - - 12000
Issue (10 attributes) 1.47 ms 11 2 - -
Vi{Cred 2.31 ms - - - 3
Present (10 attributes) 126.45 ms 1586 6 19 7
Verify 54.23 ms 556 - 20 8
Open 6.34 ms 4 2 8 2

Communication Cost. Table 2 reports the storage cost. Keys and credentials have constant size,
while the presentation policy grows linearly with the number I of issuers. The presentation token
contains a constant number of group elements and grows with the number L of attributes only
through its Z, elements. For BLS12-381, we use compressed representations for the source groups.
Elements of G; and G require 48 and 96 bytes, respectively, while scalars in Z, require 32 bytes.
Elements of the target group G are represented in the full extension field and require 576 bytes
in our implementation.

6 Conclusion, Future Work and Extensions

We introduced issuer-hiding attribute-based credentials with fine-grained opening, enabling issuer-
and epoch-specific retrospective tracing while preserving the privacy of unrelated presentations.
Our scheme is modular, and the issuer-inspection component is largely orthogonal to other com-
ponents and standard extensions of credential systems. Features such as credential revocation
or device binding can be incorporated using existing techniques. Moreover, the selective-opening
mechanism may also be useful beyond issuer tracing. In particular, we believe that the same ap-
proach could be adapted to traditional user-tracing mechanisms, providing similarly fine-grained
and locally verifiable tracing while limiting the information revealed by the inspection authority.

Future work includes adapting the approach to standardized or widely deployed credential schemes,
such as BBS-based credentials [35,32], whose treatment of verifier policies and issuer authorization

! https://github.com/arkworks-rs
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Table 2: Number of group elements and storage size of our algorithms.
| Gi Gz Gr Zq |Size (bytes)

Issuer secret key (isk) - - - 1 32
Issuer public key (ipk) - 1 - - 96
Opener secret key (osk) - - - 1 32
Opener public key (opk) 1 3 - - 336
Credential (cred) 2 1 - - 192
Presentation policy (pol)| I+2 31 - - 3361 + 96
Presentation token (pt) 4 5 3 L+10 [2720+32L

differs from our setting. Adapting our issuer-hiding and opening mechanism to this setting may
therefore require additional techniques. Another direction is the design of efficient post-quantum
issuer-hiding credentials with comparable fine-grained opening functionality.
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A Deferred Proofs

A.1 Proof of the Theorem 1

Proof. We define the following set of games to show that the advantage of an adversary A to break
unlinkability is negligible. Let

xg = (ipk,,, 1) and xy = (ipk, ,t)

denote the two challenge attributes of the predicate-encryption scheme. We show through a se-
quence of hybrids that a real presentation generated using the first challenge credential is compu-
tationally indistinguishable from one generated using the second challenge credential.

Game 0. This is the real challenge experiment with the challenge bit fixed to b = 0. In particular,
the challenge presentation is generated honestly as pt* = (¢, 7 ), where ¢ <—g A.Enc(opk, xo, 1aq;7),

and 7§ is an honestly generated NIZK proof using the witness corresponding to (ipk; , credo, E)o, r).

Game 1. Game 1 is identical to Game 0, except that the NIZK proof contained in the challenge
presentation is replaced by a simulated proof.

During setup, the reduction generates (pprr, 7) < S1(1*), where 7 is kept private by the reduction.
The challenge ciphertext remains unchanged:

¢ty <3 A.Enc(opk, o, 1 pq;7),
but the proof is generated as
Tgm < S2(ppm, 7, stmtg).
Hence, pt* = (c¢§, ,,)-

By the zero-knowledge property of II, there exists a PPT adversary By such that
IPr[A(Go) = 1] — Pr[A(Gy) = 1]] < Advi[s, (N).

Game 2. Game 2 is identical to Game 1, except that we replace the encryption under zy by an
encryption under x;. Namely, we replace

¢} <3 AEnc(opk, xg, Lag; )
with
e g A.Enc(opk,z1,1pq;7).
The proof remains simulated, now with respect to the corresponding public statement:

*

Tsim < 82 (ppU7 T, Stmt’{)7

and the challenge presentation is pt* = (¢}, 7%,,)-

The transition from Game 1 to Game 2 follows from the attribute-hiding security of A. An open-
ing query for an issuer/epoch pair (ipk’,t') corresponds to a derived-key query for the equality
predicate

1 if ipk =ipk’ and t = ¢/,

0 otherwise.

fipk',t/(ipkv t) = {
By the winning conditions of the unlinkability experiment, the adversary cannot obtain opening
keys for either challenge pair
xo = (ipk;,,t) or xy = (ipk; ,t).
Therefore, for every opening query (ipk’,t') made by the adversary, we have

Jipk v (20) = fiprr v (x1) = 0.
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Moreover, the encrypted message is the same in both challenge ciphertexts, namely 1. Hence,
all derived-key queries satisfy the winning condition of the attribute-hiding experiment.

The reduction Bs uses the challenge ciphertext received from the attribute-hiding experiment as
the ciphertext contained in pt*. Since the NIZK proof is simulated, By does not need to know the
challenge bit or the encryption randomness in order to generate the proof.

Thus, there exists a PPT adversary By such that
[Pr[A(G1) = 1] = Pr[A(Gq) = 1]| < QAdVﬁl,*BQ(A)

The factor 2 appears because Advﬁ'_’-}g2 is defined as the advantage over random guessing in the
attribute-hiding experiment.

Game 3. Game 3 is identical to Game 2, except that the simulated NIZK component is changed
back to the real NIZK distribution. In particular, the NIZK public parameters are generated
honestly and the proof is honestly generated using the witness corresponding to the second chal-
lenge credential. Thus, pt* = (cf,n7) is distributed exactly as a real presentation generated with
challenge bit b = 1.

Again, by the zero-knowledge property of II, there exists a PPT adversary B3 such that

IPr[A(G2) = 1] — Pr[A(G3) = 1]] < Advi[s, (A).

Combining the three transitions, we obtain

[Pr[A(Go) = 1] — Pr[A(G3) = 1]
< AdVERs, (V) + 2AdvAT, (V) + AdvESs ().

Since G is the real presentation distribution for b = 0 and G3 is the real presentation distribution
for b =1, let
po = Pr[A(Gp) = 1] and  p; =PrlA(Gs) =1].

Therefore,

AV (3) < AdVESs, (1) + AV, (V)
1
+ AV, (M),

which is negligible. Hence, Construction 1 satisfies unlinkability.

A.2 Proof of Theorem 2

Proof. Let A be a PPT adversary against the unforgeability of Construction 1. We show that a
successful forgery by A either contradicts the simulation-sound extractability of IT, the EUF-CMA
security of Xy, or the EUF-CMA security of Y.

We first modify the experiment by replacing the NIZK proofs generated by Opyesent With simulated
proofs. During setup, the reduction generates the NIZK public parameters together with the
corresponding simulation and extraction trapdoors. For every presentation query, the ciphertext
is generated honestly, while the NIZK proof is replaced by a simulated proof for the corresponding
public statement. By the zero-knowledge property of II, this modification changes the adversary’s
success probability only negligibly.

Assume now that A outputs (pt*, ¢*, ¢*, ctx*, opk™) satisfying the winning conditions of the un-
forgeability experiment, where pt* = (¢*, 7*). Since 7* verifies and, by the freshness condition of
the unforgeability experiment, it is fresh with respect to the simulated presentation proofs, we
apply the extractor of IT to 7*.
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Let ExtFail denote the event that A wins but the extractor fails to output a valid witness. By
simulation-sound extractability of I,

Pr[ExtFail] < Adv?%, (M)

for some PPT adversary By, and is therefore negligible.
Whenever extraction succeeds, we obtain a witness
(o, ipk, cred, a, 7)
such that
Xy Verify(vpk, o, ipk) = 1, A Z'].Verify(ipk,cred,ﬁ) =1, A ¢*(E>) =1,
and
c* = A.Enc(opk™, (ipk,t*), 1pq; 7).
We distinguish the following two events:
PolForge := {.A wins, —ExtFail, ipk ¢ I},
CredForge := {A wins, —=ExtFail, ipk € I*}.

Hence,
Pr[A wins] < Pr[ExtFail] 4+ Pr[PolForge] + Pr[CredForge| + £()),

where the additional negligible term accounts for replacing the honest presentation proofs by
simulated proofs.

We now show that both PolForge and CredForge occur only with negligible probability.
Scenario 1: Policy forgery. Suppose that Pr[PolForge] is non-negligible. We construct a PPT
adversary By against the EUF-CMA security of Xy .

The adversary B; receives a verification key vpk and access to a signing oracle Osign for Xy. It
generates the issuer key pairs

(isk;,ipk;) <3 IKGen(pp), i=1,...,m,
and the opener key pairs

(osk;, opk;) <35 OKGen(pp), i=1,...,n.
It then runs A and answers Ojssye; Opresent, and OReveal queries consistently with the modified
experiment.

When A outputs I*, the reduction queries its signing oracle on every ipk, € I* and obtains
signatures
0; ¢ OSign(ipki).
It then defines
pol™ = (vpk, { (0, ipk;) }ipk,c1+)
and continues the simulation.

If A wins and the event PolForge occurs, extraction gives a witness containing (o, ipk) such that
X Verify(vpk, o,ipk) = 1 but ipk ¢ I*. The reduction queried its signing oracle only on the issuer
public keys contained in I*. Hence ipk was never submitted to Os;gn.

Therefore, (ipk, o) is a valid EUF-CMA forgery for Xy,. Consequently,
Pr[PolForge] < Adv5f zMA(N),

which is negligible.
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Scenario 2: Credential forgery. Suppose now that Pr[CredForge] is non-negligible. We construct a
PPT adversary Bs against the EUF-CMA security of X7.

The adversary Bo receives a verification key pk and access to a signing oracle Osjgn for Xy. It
chooses k < {1,...,m} and embeds its challenge verification key as ipk; = pk. For every i # k,
it honestly generates

(isk;,ipk;) <3 IKGen(pp).

It also generates all opener keys honestly.
The reduction then runs A. Oracle queries are answered as follows.

— For a quer
query ‘ N
Olssue(lpkia a )7

the reduction creates the corresponding entry in Qssye and returns its handle j. If ¢ # k, the
credential can be generated honestly using isk;. If i = k, the reduction does not yet query its
signing oracle; the credential is sampled lazily because it is not revealed to A by Ojssye-

— For a query

OReveaI (.7)7

let (-,z’pk’i,ﬁ,j) be the corresponding entry in Qssye. If ¢ = k£ and the credential has not
previously been generated, the reduction queries

cred <—g C’)s;gn(E)),
stores the resulting credential, and returns it. For i # k, the credential is generated using isk;.

Repeated reveal queries are answered consistently with the same credential.

— For
OPresent(ja P0|> ¢7 tv CtX),

the reduction retrieves the corresponding issuer and attributes from Qlssue. If the query does
not satisfy the validity conditions required by Present, the reduction returns L. Otherwise, it
generates the ciphertext honestly and replaces the NIZK proof by a simulated proof for the
corresponding valid public statement. In particular, when the credential belongs to the em-
bedded issuer ipk; = pk, the reduction can simulate the proof without knowing the underlying
credential.

After A outputs I*, the reduction generates
pol® <—g PresPolicy(I*)
honestly and continues answering oracle queries as above.
Suppose that A wins and CredForge occurs. The extractor outputs (o, ipk, cred, 7, r) with

ipk € I* A Xp.Verify(ipk,cred, @) =1 A ¢*(d) = 1.

Consider the event that the extracted issuer is the issuer in which the EUF-CMA challenge key
was embedded, namely ipk = ipk, = pk. In this case,

X1 Verify(pk, cred, 7) =1.

Moreover, the message @ cannot previously have been submitted by Bs to its signing oracle.
Indeed, the reduction queries Os;gn (7) only when the corresponding credential is revealed through
OReveal- But since

- _ * * =P\

ipk =pk e I and " (d) =1,

such a reveal query would violate the winning condition of the unforgeability experiment. Thus
@ was never queried to the signing oracle, and (7, cred) is a valid EUF-CMA forgery for X;.
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Since k is chosen uniformly from {1,...,m},

Pr[Bs wins] > — Pr[CredForge].

3=

Hence,
Pr[CredForge] < m - AdvEnggQCMA()\).

Since m is polynomially bounded and X is EUF-CMA secure, Pr[CredForge] is negligible. Com-
bining the three cases, we obtain

Pr{Expy s () = 1] < £()) + Advig, (V)
- AVETFEEMA () - AdVESFEEMA (),
All terms on the right-hand side are negligible. Therefore,
Pr[EXpVLinforgeability<)\) _ 1] < E()\),

and Construction 1 satisfies unforgeability.

A.3 Proof of Theorem 3

Proof. An adversary A wins the issuer-non-frameability experiment if it produces a fresh valid
presentation pt* that opens to the targeted honest issuer ipk, without having obtained through
OReveal @ credential of ipk on attributes satisfying the challenge predicate.

Game 0. This is the original issuer-non-frameability experiment.

Game 1. Game 1 is identical to Game 0, except that the NIZK proofs generated by Opyesent are
replaced by simulated proofs. During setup, the reduction generates the NIZK public parameters
together with the corresponding simulation trapdoor and uses the simulator to answer presentation
queries.

The ciphertexts contained in the presentations are generated honestly; only the corresponding
NIZK proofs are simulated.

By the zero-knowledge property of I1, there exists a PPT adversary By such that

|Pr[Go = 1] — Pr[Gy = 1]| < Advifs (V).
Game 2. Game 2 is identical to Game 1, except that, if A outputs a valid challenge presentation
pt* = (¢*,7*), we apply the extractor of IT to 7*.

Since the winning condition requires the challenge presentation to be fresh with respect to the
presentation queries, simulation-sound extractability guarantees extraction even though A has
previously seen simulated proofs. The extractor outputs a witness (o*, ipk™, cred”, 7*, r*) satisfy-
ing

Dy Verify(o* ipk™  vpk™) = 1, A X Verify(cred®, @*,ipk™) =1, A ¢*(d*) =1,

A ¢ = AEnc(opk, (ipk™, "), 1p; 77).

Game 2 aborts if extraction fails or if the extracted witness does not satisfy the above relation.

By simulation-sound extractability of IT, there exists a PPT adversary Bs such that

Pr[Gy = 1] — Pr[Gs = 1]| < Adv 55 (N).



24 S. Krenn et al.

Game 3. Game 3 is identical to Game 2, except that we abort if the challenge presentation
opens to the targeted issuer (ipk,t*), while the issuer extracted from the NIZK proof is different
from ipk, i.e., ipk™ # ipk. By the equality predicate of A and opening soundness Definition 3, a
ciphertext that is bound by the extracted witness to (ipk™,t*) cannot simultaneously be accepted
by Open as a ciphertext for (ipk,t*) with ipk™ # ipk, except with negligible probability.

Suppose that this event occurs. We construct an adversary B3 against the opening soundness of
A.

The adversary B3 defines
f = fipk,t*? To = (Zpk,t*), Tl = (Zpk*7t*)7

and sets sk* = oskj ;.. Since fipr ¢+ is the equality predicate, we have f(xg) = 1 Moreover,
because ipk™ # ipk, we have f(z1) = 0.

During the execution of Open, a fresh validation ciphertext
¢co <3 A.Enc(opk, xo, 1p)
is generated. Since Open does not abort, we have

A.Dec(sk™,co) = 1pm.

Furthermore, since Open returns 1 on the challenge presentation,

A.Dec(sk™,c*) = 1pm.

By extraction in Game 2, we also know that
c¢* = A.Enc(opk, z1, Ly ™).

Thus, the adversarially chosen key sk* successfully decrypts both a ciphertext associated with
an attribute xo satisfying f(xo) = 1 and a ciphertext associated with an attribute z; satisfying
f(x1) = 0. This is exactly the bad event excluded by the malicious-key opening soundness of A.

Hence, there exists a PPT adversary Bs such that
|Pr[G2 = 1] — Pr[G3 = 1]| < Adv§>, (V).

Consequently, whenever A wins in Game 3, we have ipk™ = ipk.

Together with the extracted witness relation, this implies
X1 Verify(cred™, 7*,2’])1@) =1.

Thus, cred” is a valid credential under the targeted honest issuer ipk on attributes a* satisfying
(b*(?*) = 1. We now construct a PPT adversary By against the EUF-CMA security of Y.

Reduction to the underline signature. The adversary By receives a verification key pk and access
to a signing oracle Osjgn. It embeds the EUF-CMA challenge key as the honest issuer public key,
ipk = pk, and runs A.

The oracles are simulated as follows.

— For a query Ojsye(ipk, E)), B, creates a fresh handle j and stores (L, ipk, 7,]‘) in Qssue, but
does not yet query its signing oracle. This is possible because Ojgye returns only the handle
j, and not the credential itself.

— For a query Opyesent (4, pol, ¢, t, ctx, opk), By retrieves the corresponding attributes 7, generates
the ciphertext honestly, and generates the NIZK proof using the simulator, as in Game 1.
Hence, it does not need to know the corresponding credential and does not query Osigy.



Retrospective Attribution in Issuer-Hiding Credentials 25

— For a query OReveal(j), By retrieves the corresponding entry (J_,z'pk,?, 7). If a credential
has not previously been generated for this entry, it queries cred <—g OS;gn(ﬁ), replaces
(J.,ipk,?,j) in Qlssue by (cred,ipk,E),j), and stores j in QReveal- It then returns cred. Re-
peated reveal queries are answered consistently using the stored credential (cred, ipk, 7, 7)-

After simulating the oracles, suppose that A wins Game 3. Then, by extraction, we obtain
(o*,ipk, cred*, @*, r*) with

;. Verify(cred®, @* ipk) =1 A ¢*(d*) = 1.
a

We claim that B4 never queried its signing oracle on @ *. Indeed, B, queries Osjgn only when
@* had been revealed, then there

answering an ORreveal query. If a credential corresponding to
would exist a handle j such that

(cred,ipk, @*,5) € Qissuey A J € Qreveal A ¢*(T*) =1

This would violate winning condition (f) of the issuer-non-frameability experiment.

Therefore, @* was never submitted to the signing oracle, while cred™ is a valid signature on ax
under ipk = pk. Hence, (7*, cred”) is a valid EUF-CMA forgery against Y.

It follows that Pr[Gs = 1] < AdvEEli';SMA()\). Combining the game transitions, we obtain

Pr[Expisuer-Non-Frameability(/\) — 1] < AdVélfsl (/\) + AdV%S\AB;EXt()\)
+ Adv3%, (V) + AdvETTEMA ().

All terms on the right-hand side are negligible. Therefore, Construction 1 satisfies issuer non-
frameability.

A.4 Proof of Theorem 4

We show that any PPT adversary A that wins the opening-soundness experiment of Definition 3
with non-negligible probability can be used to construct a PPT algorithm B that solves the
discrete-logarithm problem in G, with non-negligible probability.

Simulation of the public parameters and mpk . Let B receive a discrete-logarithm challenge
(92, h1 = g5), where € Z, is unknown. The reduction samples o <g Zy and hg, hz <5 Go,
sets ¢f = gf, and defines mpk = (g}, h1, ha, h3), and msk = a. It then gives (mpk, msk) to A.
Since h; is distributed uniformly in Go, this is distributed identically to an honestly generated
Gentry master key pair.

Reduction. Let the adversary output an arbitrary, potentially malicious, decryption key sk* =
{(pi, K;)}3_,, where p; € Z,; and K; € Go. Importantly, we do not require sk* to have been
generated by Gentry.Derive. Together with (idp,idy,s1) that are the values output by A in a
winning execution of the opening-soundness experiment, where idy # id; and s; € Z7. The
reduction samples so <—g Z, and computes the honestly randomized ciphertext

Co = Enc(pp, mpka idOa lGT; 50)'

It also computes
¢1 = Enc(pp, mpk,idy, 1g,; s1),

using the randomness s; chosen by the adversary. For each j € 0,1, write
¢j = (C1,5,C2,5,Cs,5,Caj).

The relevant ciphertext components are

—idj\ s, (a—id; .
Crj = (919 ) = Qij(a i) Coj =e(g1,92)" N C3j5=e(g1,h1)%.
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Now as in the winning condition, suppose that the malicious key sk™ successfully decrypts both
ciphertexts to 1g,.. Since successful decryption passes the ciphertext-validation checks and returns

Cs,5e(Crj, K1) C5Y,

we obtain, for each j € {0,1},

iy i(a—id; En
lgy = e(g1,h1) Je(gf](a ' ]),Kl)e(gl,gﬁ e

By bilinearity,
- g S;
o = )
Moreover in the decryption we have Cs ; # 1g,. where Cs ; = e(g1, 92)%, this implies s; # 0.

Since the pairing is non-degenerate and s; # 0, exponentiation by s; we have
hy = K7 g, 1
Applying (1) for idy and id; gives
A S

and therefore
i

Since idy # id; (mod ¢) (the equality predicate, any winning execution necessarily has this fact),
we have d := id; — idy is nonzero in Z,. As ¢ is prime, d is invertible modulo ¢. From K{ = 1g,,
raising both sides to the power d~! yields

K = KM =1g, = K| = 1g,.

Substituting this into (1) yields
h1 = ggl.

This immediately gives a reduction to the discrete-logarithm problem in Gs. Recall that the
reduction is given a challenge

(g27 hl = g;)a

where x is unknown. If the adversary wins the malicious-key opening-soundness experiment, the
argument above gives
hl = gg L .

Since the discrete-logarithm challenge satisfies h; = g3, it follows that p; = « (mod ¢). Hence, the
reduction outputs p; and solves the discrete-logarithm instance. Therefore, any PPT adversary
that violates opening soundness with non-negligible probability yields a PPT algorithm that solves
the discrete-logarithm problem in G5 with non-negligible probability, contradicting the discrete-
logarithm assumption.



	Hide Now, Trace Later:  Retrospective Attribution in Issuer-Hiding Credentials

