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Abstract. We show an attack on a lattice-based blind signature proposed in Crypto’20. Formally
it is a linear hash function based framework with a lattice-based instantiation. We first notice a bug
in their security proof of blindness, which is overlooked these years. Then, we develop an attack
under the honest key and the honest-but-curious signer setting against the blindness notion of the
schemes by exploiting the coorelations between the leaves of the tree. We also discuss how to repair
the scheme.

1 Introduction

Blind signatures, introduced by Chaum [Cha82], are a fundamental cryptographic primitive that allows
a signer to issue signatures on user-chosen messages without learning the message contents. Through
the decades of development they have found applications in privacy-preserving systems ranging from
electronic cash and electronic voting [Cha82] to anonymous authorization and payment systems such as
Privacy Pass [DGS+18] and TumbleBit [HAB+17].

The security of a blind signature is commonly captured by two complementary requirements. Blindness
prevents the signer from linking a resulting message–signature pair to the signing interaction in which it was
issued, whereas one-more unforgeability prevents a malicious user from producing more signatures on dis-
tinct messages than the number of completed signing interactions. These notions have been extensively stud-
ied and refined as the security models for blind signatures evolved, in particular with respect to malicious
signers, aborts, and concurrent signing sessions [Abe01,AO00,Sch01,HKLN20,BLL+21,KLX22,KLR24].

While many lattice-based blind signatures have been proposed in recent years [AKSY22,dPK22,BLNS23,JS25],
the history of their security proofs is less straightforward. The first lattice-based blind signature was
proposed by Rückert [Rüc10], followed by several extensions and optimizations. However, it was not
until the work of [HKLN20] finds that a flaw in Rückert’s proof of one-more unforgeability, inherited
by several subsequent constructions, was identified. The rewinding argument did not establish that the
extracted solution to the underlying lattice problem was nontrivial. [HKLN20] discussed attacks on other
earlier constructions, concluding that the previous direct lattice-based proposals either had flawed security
proofs or were insecure. They proposed a new construction with claimed one-more unforgeability and
perfect blindness. The work has been subsequently viewed as the first provably secure lattice-based blind
signature [dPK22,KLLQ23,JS25,HLM+25,KLR25,HLPP26].

In this work, we revisit [HKLN20] again. Instead of the one-more unforgeability, we identify a bug in
the blindness proof. Basing on the gap, we develop a polynomial-time distinguisher against the blindness
experiment with a constant advantage. The distinguisher is effective under the honest-but-curious signer
setting. That is, the signer follows the scheme honestly, and is able to distinguish. We also discuss how to
repair the scheme.

2 Preliminaries

Notations.

We denote the security parameter by κ and the hash-length parameter by λ; the hash function G below
has 2λ-bit outputs. PPT stands for probabilistic polynomial time, with running time polynomial in κ.
We write negl(κ) for a nonnegative negligible function: for every positive polynomial p, it holds that
negl(κ) < 1/p(κ) for all sufficiently large κ. For a finite nonempty set S, x

$←− S denotes uniform sampling
from S; for a randomized algorithm A, y

$←− A(x) denotes its output on input x using fresh random coins.
For a distribution D, the notation x

$←− D means the sampling following its own distribution. For a positive
integer d, let Zd = Z/dZ, represented by {0, . . . , d− 1}, and let [d] = {1, . . . , d}. For a proposition E, the
Boolean value [E] is 1 if E holds and 0 otherwise.



Game BlindA
BS,par

01: b
$←− {0, 1}

02: b1 ← b; b2 ← 1− b

03: (sk, pk) $←− KG(par)
04: b′ $←− AInit,OU1 ,OU2 (pk, sk)
05: return [b = b′]

Oracle Init(m̃sg0, m̃sg1)

06: msg0 ← m̃sg0; msg1 ← m̃sg1
07: sess1 ← sess2 ← init

Oracle OU1 (sid, R)

08: if sid /∈ {1, 2} or sesssid ̸= init then
09: return ⊥
10: sesssid ← open
11: Rsid ← R

12: (csid, stsid) $←− U1(pk, Rsid, msgbsid
)

13: return (sid, csid)

Oracle OU2 (sid, s)

14: if sesssid ̸= open then return ⊥
15: sesssid ← closed
16: ssid ← s
17: σbsid ←

U2(pk, Rsid, csid, ssid, msgbsid
, stsid)

18: if sess1 = sess2 = closed then
19: if σ0 = ⊥ or σ1 = ⊥ then
20: return (⊥,⊥)
21: return (σ0, σ1)
22: return (sid, closed)

Fig. 1. The blindness experiment. The single call to Init precedes all session queries. Oracle names are distinguished
from the local user algorithms. The message argument of U2 is written explicitly. An aborted user state propagates
⊥ to finalization.

2.1 Blind Signatures and Blindness

This subsection recalls the basic defintions of a three-move blind signature and the standard blindness
notion. Following [HKLN20, Section 4.1], a canonical three-move blind signature scheme is a defined as
follows.

Definition 1 (Three-move blind signature scheme). A canonical three-move blind signature scheme
is a tuple BS = (PGen, KG, S, U, BSVer), where S = (S1, S2) and U = (U1, U2). The randomized algorithm
PGen(1κ) generates public parameters par, which are implicit inputs to all subsequent algorithms. The
randomized algorithm KG(par) returns a key pair (sk, pk). An execution on a message msg ∈ {0, 1}∗

proceeds as follows:

(1) The signer computes (stS, R) $←− S1(sk) and sends R.

(2) The user computes (c, stU) $←− U1(pk, R, msg) and sends c.
(3) The signer computes s← S2(sk, R, c, stS) and sends s.
(4) Locally, the user computes σ ← U2(pk, R, c, s, msg, stU) and outputs σ.
The last step is local, so only three messages are exchanged. The user may output ⊥. The deterministic
algorithm BSVer(pk, σ, msg) returns a bit; BSVer(pk,⊥, msg) = 0 by convention. The second signer and user
algorithms are deterministic once their respective states are fixed. The issuance transcript is T = (R, c, s);
the message, user randomness, and local state are not part of T .

Definition 2 (Honest-Key Blindness). For fixed public parameters par, consider the honest-key
blindness experiment BlindBS,par in Figure 1. The blindness advantage of an adversary A is

AdvBlind
BS,par(A) =

∣∣∣Pr[BlindA
BS,par = 1]− 1

2

∣∣∣ .

Blindness requires this advantage to be negligible for every PPT adversary; perfect blindness requires it to
be zero for every adversary.

2.2 Full Description of HKLN20

Linear hash functions and filter sets. The construction uses a linear hash function family LHF = (PGen, F ).
Public parameters specify a scalar ring S, two S-modules D and R, and a map F : D → R satisfying

F (a · x + y) = a · F (x) + F (y) (a ∈ S, x, y ∈ D).
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Set Role

Dsk Secret-key sampling
Dr Signer randomness sampling
Ds Signer-response acceptance
Dα User response-mask sampling
Ds′ Final-response acceptance
Sβ User challenge-mask sampling
Sc′ Hash-challenge range
Sc Transmitted-challenge acceptance

Table 1. The samplings used in [HKLN20].

They also specify finite sampling and acceptance sets Sβ , Sc, Sc′ ⊆ S and Dsk, Dr, Ds, Ds′ , Dα ⊆ D. Their
roles are given in Table 1. The parameter argument of F is suppressed, as in [HKLN20].

Lattice Instantiation. In [HKLN20, Section 6], the scalar ring is Rq = Zq[X]/(Xn + 1), where n is
a power of two and q is an odd prime. The modules are S = Rq, D = Rm

q , and R = Rq. In this
paragraph, m denotes the module dimension rather than a message. For a public uniformly sampled vector
â = (a1, . . . , am) ∈ Rm

q , the map is F (ẑ) =
∑m

i=1 aizi mod q. Write Bq(d) = {x ∈ Rq : ∥x∥∞ ≤ d}, with
the norm taken over centered coefficient representatives. Scalar filter sets are Sx = Bq(dx) for x ∈ {β, c, c′};
vector filter sets are Dy = Bq(dy)m for y ∈ {sk, r, s, s′, α}. Figure 9 of [HKLN20] show the relations as
follows

dβ = undc′ , dc = dβ − dc′ ,

dr ≥ vmn2dskdc, ds = dr − ndskdc,

dα = wmnds, ds′ = dα − ds,

where u, v, w are public positive parameters. These parameters specify the samplers, linear operations,
and membership tests used below.

Repetition parameters and hashes. Let η, ν, µ be positive integers, and let H : {0, 1}∗ → Sc′ and
G : {0, 1}∗ → {0, 1}2λ be public hash functions, modeled as random oracles. The signer prepares η
commitments. The user samples µ challenge masks βj and ν response masks αk. These repetitions provide
multiple candidates for the respective range tests; they are not repetitions in which every response must
be accepted. The purpose is to avoid the abort and the related tricky issues. The candidate commitment
list contains ηµν leaves, but the final signature opens only one of them.

Hash trees. The hash-tree subroutine HT[G] = (HashTree, BuildAuth, RootCalc) is a standard one. On a
list v, HashTree returns (root, tree); BuildAuth returns an authentication path for one position; RootCalc
reconstructs a root from a leaf value and its path. For a complete tree with ℓ = 2h leaves v0, . . . , vℓ−1,
the bottom nodes are t0,j = G(vj), and an internal node is ti,j = G(ti−1,2j , ti−1,2j+1). A path is
auth = (m, a0, . . . , ah−1), where m indicates the opened leaf’s position and ai is the sibling digest at level
i. In particular, a0 is the hash of the sibling leaf value, not the leaf value itself. Figure 2 makes the level
indices explicit.

Indexing for Leaves. [HKLN20] uses the map

2Intη,ν,µ(i, j, k) = i + η(j − 1) + ην(k − 1), (1)

with domain [η]×[ν]×[µ], where [d] = {1, . . . , d}. Figure 5 of [HKLN20], however, uses (i, j, k) ∈ [η]×[µ]×[ν]
and opens the position 2Intη,ν,µ(i⊕ γ, j, k). We retain that notation in Figure 3.

Issuance and final signature. Figure 3 follows Figure 5 of [HKLN20]. The signer samples ri ∈ Dr, publishes
Ri = F (ri), and later returns the first si = c · sk + ri lying in Ds. The user prepares every candidate
R′

i⊕γ,j,k = Ri + F (αk) + βj · pk, hashes their root together with the message as a standard Fiat-Shamir
hash, and sends the first cj = c′ + βj lying in Sc. After receiving s, the user first checks its range and its
public relation to some Ri. It then takes the first mask with s′

k = s+αk ∈ Ds′ and opens the corresponding
leaf. The resulting signature is (c′, s′

k, auth).
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HashTree(v)

01: ℓ← |v|; (v0, . . . , vℓ−1)← v
02: h← ⌈log2 ℓ⌉
03: for j ∈ {0, . . . , ℓ− 1} do
04: t0,j ← G(vj)
05: for i ∈ {1, . . . , h} do
06: for j ∈ {0, . . . , 2h−i − 1} do
07: ti,j ← G(ti−1,2j , ti−1,2j+1)
08: root← th,0
09: tree← (h, (ti,j)i,j)
10: return (root, tree)

BuildAuth(m, tree)

11: Read h and (ti,j)i,j from tree
12: for i ∈ {0, . . . , h− 1} do
13: s← ⌊m/2i⌋
14: b← s mod 2
15: if b = 0 then
16: ai ← ti,s+1
17: else
18: ai ← ti,s−1

19: auth← (m, a0, . . . , ah−1)
20: return auth

RootCalc(v, auth)

21: (m, a0, . . . , ah−1)← auth
22: b0 ← G(v)
23: for i ∈ {1, . . . , h} do
24: s← ⌊m/2i−1⌋
25: b← s mod 2
26: if b = 0 then
27: bi ← G(bi−1, ai−1)
28: else
29: bi ← G(ai−1, bi−1)
30: return root← bh

Fig. 2. The required subroutines used in [HKLN20, Figure 4], for a complete binary tree. The stored tree explicitly
includes level 0, which is needed by BuildAuth.

KG(par)

01: sk $←− Dsk; pk← F (sk)
02: return (sk, pk)

S1(sk)

03: for i ∈ [η]: ri
$←− Dr; Ri ← F (ri)

04: stS ← (r1, . . . , rη);
R← (R1, . . . , Rη)

05: return (stS, R)

S2(sk, R, c, stS)

06: (r1, . . . , rη)← stS
07: if c /∈ Sc then
08: return ⊥
09: for i ∈ [η] do
10: si ← c · sk + ri

11: if si ∈ Ds then
12: return s← si

13: return ⊥

BSVer(pk, σ, msg)

14: (c′, s′, auth)← σ
15: R′ ← F (s′)− c′ · pk
16: root← RootCalc(R′, auth)
17: if c′ = H(root, msg) and s′ ∈ Ds′ then
18: return 1
19: return 0

U1(pk, R, msg)

20: (R1, . . . , Rη)← R

21: α1, . . . , αν
$←− Dα;

β1, . . . , βµ
$←− Sβ

22: γ
$←− Zη

23: for (i, j, k) ∈ [η]× [µ]× [ν] do
24: R′

i⊕γ,j,k ← Ri + F (αk) + βjpk
25: (root, tree)←

HashTree(R′
1,1,1, . . . , R′

η,µ,ν)
26: c′ ← H(root, msg)
27: for j ∈ [µ] do
28: cj ← c′ + βj

29: if cj ∈ Sc then
30: return (c← cj , stU), where

stU = (α1, . . . , αν , c′, j, γ, tree)
31: return ⊥

U2(pk, R, c, s, msg, stU)

32: (R1, . . . , Rη)← R
33: (α1, . . . , αν , c′, j, γ, tree)← stU
34: if s /∈ Ds then
35: return ⊥
36: Find i ∈ [η]: F (s) = c · pk + Ri

37: return ⊥ if no such i exists
38: for k ∈ [ν] do
39: s′

k ← s + αk

40: if s′
k ∈ Ds′ then

41: auth←
BuildAuth(2Intη,ν,µ(i⊕ γ, j, k), tree)

42: return σ ← (c′, s′
k, auth)

43: return ⊥

Fig. 3. The blind signature scheme of [HKLN20, Figure 5].
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3 Insecurity of Blindness

We describe our blindness distinguisher against the scheme. We first remark that there is a minor issue in
indexing in the work. Precisely [HKLN20] lets the user to use the standard XOR operation ⊕ to mask
the indices of the signer’s first message of an η-tuple (Ri)i by Ri⊕γ for some γ ∈ [η]. However, in their
instantiation the parameter is taken to be 60, which makes the values at some positions undefined.

To avoid the issue, we may assume η ≥ 2 and µ = ν, all powers of two, with indices starting from 0.
We then continue the notation of shifting i⊕ γ, and position (i, j, k) is naturally flattened to i + ηj + ηµk.
Thus two bottom-level siblings lie in the same (j, k) block.

Bug in the Proof. In the proof of Theorem 2, the authors argue perfect blindness through two claims,
denoted by (B1) and (B2). In particular, statement (B1) claims that, for each of the four combinations
(Tsid, σi), where (sid, i) ∈ {1, 2} × {0, 1}, there exists user randomness

rndUsid,i
= (αsid,i,1, . . . , αsid,i,ν , βsid,i,1, . . . , βsid,i,µ, γsid,i)

that results in the tuple (Tsid, σi).
To establish this claim, let σi = (c′

i, s′
i, authi) and let (ii, ji, ki) = 2Int−1(ni), where authi =

(ni, ai,1, . . . , ai,h). The proof constructs the selected masks so that the opened leaf satisfies

R′
sid,i,ii,ji,ki

= F (s′
i)− c′

i · pk,

and consequently c′
i = H(RootCalc(R′

sid,i,ii,ji,ki
, authi), msgi). This is sufficient to show that the opened

leaf is consistent with the fixed authentication path authi.
However, this does NOT show that the hash tree generated from the constructed randomness is

consistent with authi. This is because there are η · µ · ν leaves in total and the user’s randomness has only
µ · ν freedom. In particular, if (rootsid,i, treesid,i) denotes the output of HashTree on the complete list of
leaves generated from rndUsid,i

, statement (B1) additionally requires

BuildAuth(2Intη,ν,µ(isid ⊕ γsid,i, ji, ki), treesid,i) = authi.

Concrete Attack. Our key observation is as follows. For fixed (j, k), all signer commitments receive the
same additive mask. Consequently,

R′
i1⊕γ,j,k −R′

i2⊕γ,j,k = Ri1 −Ri2 .

Moreover, for a returned signature (c′, s′, auth), its opened leaf is publicly recoverable as V = F (s′)−c′ ·pk.
Hence the differences betweens leaves, the single opened leave in the signature, and the authentication path
will serve as our distinguisher.

Writing auth = (p, a0, . . . , ah−1), the value a0 is not the opened leaf V itself; it is the hash of the
sibling leaf of V . Our distinguisher A proceeds as follows.
1. Initialize the blindness experiment. Receive the honestly generated key pair (sk, pk) and choose

two distinct messages msg0, msg1.

2. Run the signer honestly. For each session t ∈ {1, 2}, the signer honestly sample r
(t)
i

$←− Dr and set
R

(t)
i = F (r(t)

i ) for every i ∈ {0, . . . , η − 1}. Send R(t) = (R(t)
0 , . . . , R

(t)
η−1) to the user. After receiving ct,

compute s
(t)
i = ct · sk + r

(t)
i in the prescribed order. Return the first value in Ds, or return ⊥ if no

such value exists. If either session returns ⊥, output an independent random bit; otherwise, let it be
the index of the returned response in session t.

3. Record the session differences. For each t ∈ {1, 2}, compute

∆t := R
(t)
it⊕1 −R

(t)
it

= F
(
r

(t)
it⊕1 − r

(t)
it

)
.

4. Test the returned signature. If the experiment returns (⊥,⊥), output an independent random bit.
Otherwise, parse σ0 = (c′

0, s′
0, auth0) and auth0 = (p0, a0,0, . . . , a0,h−1), and compute V0 = F (s′

0)−c′
0·pk,

which is the starting leaf for the authentication path. For each t ∈ {1, 2}, evaluate

Tt :=
[
a0,0 = G(V0 + ∆t)

]
.

5. Guess the session-to-message assignment. If (T1, T2) = (1, 0), output b′ = 0. If (T1, T2) = (0, 1),
output b′ = 1. Otherwise, output an independent random bit.
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Theorem 1. Let psucc be the probability that both honest signing sessions output signatures, and assume
that G is collision resistant. Conditioned on both sessions succeeding, let Good be the event that ∆1 ̸= ∆2.
Then the distinguisher A has advantage

AdvBlind
BS,par(A) = 1

2psucc · Pr[Good].

In particular, if both factors are non-negligible, then A has non-negligible advantage.

Proof. Suppose that σ0 was produced in session t, and let (j, k, γ) be the user indices selected in that
session. The recovered opened leaf is

V0 = F (s′
0)− c′

0 · pk = R
(t)
it

+ F (αk) + βj · pk.

The second equality follows from s′
0 = s

(t)
it

+αk (by the user), s
(t)
it

= ct ·sk+r
(t)
it

, ct = c′
0 +βj , R

(t)
it

= F (r(t)
it

),
pk = F (sk) (by the signer), and the linearity of F . At the leaf level, the sibling of position (it ⊕ γ, j, k)
has position

((it ⊕ γ)⊕ 1, j, k) = ((it ⊕ 1)⊕ γ, j, k).

The position therefore contains the sibling leaf value

Ṽ0 = R
(t)
it⊕1 + F (αk) + βj · pk = V0 + ∆t.

By the definition of BuildAuth, the first authentication-path value is a0,0 = G(Ṽ0) = G(V0 + ∆t). Hence
the test corresponding to the actual session always accepts.

On Good, the two candidates V0 + ∆1 and V0 + ∆2 are distinct and have distinct hashes by assuming
the collision-resistance. The test for the actual session therefore accepts, whereas the test for the other
session rejects. Thus, A identifies the correct bit b on Good. In all other cases, A outputs an independent
random bit. Since both sessions output signatures with probability psucc, we have

Pr[BlindA
BS,par = 1] = 1

2 + 1
2psucc · Pr[Good],

and consequently

AdvBlind
BS,par(A) =

∣∣∣∣Pr[BlindA
BS,par = 1]− 1

2

∣∣∣∣ = 1
2psucc · Pr[Good].

4 Countermeasure

Repairing the scheme does not seem to be difficult. The modification is to randomize the leaf hashes in
HashTree(v), denoted as HashTree∗(v). For each leaf vj , HashTree∗ independently samples a fresh nonce
ρj

$←− {0, 1}κ and computes t0,j ← G(vj , ρj). The internal nodes and the root are then remained the same
as before. The nonces are stored in tree, and the modified BuildAuth∗ includes the one and only one nonce
ρm of the opened leaf in the authentication path, so that the modified RootCalc∗ starts from G(v, ρm)
when reconstructing the root. By appending nonces to each leaf, the statement (B1) mentioned above will
hold under the random oracle model as the existence is guaranteed. Then, the (B2) statement [HKLN20],
on the identical distributions, has to be relaxed to the statistical argument.

Regarding the OMUF of the modified scheme, we can reuse the OMUF of the original scheme to imply
it. Building a tree HashTree∗ to tree HashTree mapping through the standard projective mapping under
ROM is the first step. It is inevitable that the extraction will fail when the modified version multiple new
roots will be mapped to the same root in HashTree.

To handle the case, we append the root and the message to the original message into the Fiat-Shamir
hash in the original scheme in the reduction. In this case, while the root mapping is not surjective, it
will lead to the distinct message during the extraction. We will give a more formal sketch in the update
version.
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