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Abstract

Fully Homomorphic Encryption (FHE) enables one to implement low-round and
low-communication complexity Multi-Party Computation (MPC) which is secure in
the static malicious corruption model. By expanding on an idea presented in the
full version of the FHE-based MPC protocol of Smart (IMA, 2023), we show how to
completely remove the need for Zero-Knowledge Proofs-of-Knowledge in that protocol.
This simplification makes the final security proof of the MPC protocol much simpler,
and more modular. The new protocol makes use of an FHE scheme with an encrypted
PRF functionality, and in addition to our main result we formalize the security of
such encrypted PRFs and prove the construction of Deo et al. (CCS 2025) secure in
this model.

Keywords: Multi-Party Computation, Fully Homomorphic Encryption

1 Introduction

In [Sma23a] a Multi-Party Computation (MPC) protocol was presented which was fully
actively secure, i.e. it was robust (i.e. it has Guaranteed Output Delivery), against
static adversaries, which was based on threshold public-key Fully Homomorphic Encryp-
tion (FHE). The basic blueprint of this protocol followed a template established in Gentry’s
thesis [Gen09]. Users enter data into the protocol using the public key encryption mech-
anism provided by the FHE, the desired functions are computed using the evaluation
procedure of the FHE scheme, and then the outputs are obtained via threshold decryption.
The underlying secret key of the FHE scheme is secret shared, in some initialization phase,
between the entities which provide the threshold decryption service.

To obtain a robust protocol: Invalid user inputs are prevented by attaching a Zero-
Knowledge Proof-of-Knowledge (ZKPoK) to every public key encryption. To prevent
evaluation errors, a simple Verifiable Computation (VC) methodology is applied by
replicating the entities which compute the FHE evaluation, and relying on the fact
that FHE evaluation is a deterministic process. Finally, robustness of the threshold
decryption is obtained by using a robust threshold decryption methodology, such as that
given in [DDET23].

The paper [Sma23a] frames the description of the underlying programming model
for the MPC protocol in terms of a so-called F-Circuit, which is a specialization of the
M-Circuit model introduced in [BDO'21]. The reason for introducing such a programming
model is that it becomes easier to model exactly what operations are possible, and not
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possible within the system. It also makes defining the ideal functionality simpler, as the
ideal functionality is essentially “emulate the programming model”.

The programming model in [Sma23a] was couched in terms of a generic FHE scheme,
in which functions to homomorphically evaluate are (essentially) given as algebraic circuits
over some ring or field. In addition, to enable more elaborate programs, the ability to
store data in a transciphered form, or to have integer variables was also captured. This
meant that programs were not just restricted to a circuit model of computation, but could
proceed like in a conventional computer via a program counter, with stacks and indexed
memory operations.

In an update to the eprint version [Sma23b] the programming model was extended to
enable the homomorphic computation of a Pseudo-Random Function (PRF). This was
in order to capture the, at that point, recent introduction of such a concept in [CPS18,
DJL"25]. A simple application of this encrypted PRF was presented, which enabled the
input of data into the protocol via the use of the encrypted PRF, thus bypassing the need
for the public key encryptions and associated zero-knowledge proofs. However, the security
proof, especially related to the addition of the encrypted PRF, was only sketched out
in [Sma23b].

In this paper we significantly simplify the protocol of [Sma23a, Sma23b]. We re-present
the protocol from [Sma23a] purely as one based solely on an FHE scheme which admits an
encrypted PRF. This presents a number of optimizations and simplifications:

1. The ZKPoKs required to prove correct encryption are cumbersome in practice. In
addition the most efficient schemes known, such as those in [Lib24], whilst providing
post-quantum zero-knowledge, only provide pre-quantum soundness. By using the
encrypted PRF for input of user data, we remove the need for the ZKPoKs, and so the
protocol becomes entirely post-quantum (assuming the FHE scheme is post-quantum
secure).

2. An issue avoided in [Sma23a] was the correctness definition for FHE. In the interven-
ing years since the publication of [Sma23a] it has become clearer that more precise
correctness notions are needed for FHE. In essence [Sma23a] assumes perfect correct-
ness. Since all deployed schemes are not actually perfectly correct this is a problem.
In particular the advent of the notions of IND-CPA-D and sIND-CPA-D have com-
plicated the FHE landscape, see [LM21, CSBB24, CCP 24, BJSW25, SW26]. We
address this issue in our paper.

3. The security proof in [Sma23a] was relatively complex, a complexity arising from
the ZKPoKs. The proof of security in [Sma23a] was essentially the same proof
of security for the offline phase of the SPDZ protocol from [DPSZ12]. The proof
required knowledge extraction, and hence possible rewinding, in the ZKPoKs and
thus, to ensure UC security, this rewinding needed to be done in the reduction and
not the simulation, leading to a proof which was relatively opaque. By removing the
need for ZKPoKs a simpler proof of security for the protocol can be given.

4. Another simplification in the proof is that we do not require the FHE scheme to be
IND-KEY secure, but only IND-CPA secure. The notion of IND-KEY security is de-
fined in [Sma23a], but was originally used (un-named) in the context of homomorphic
encryption schemes in [DPSZ12]. In this notion, the key generation algorithm can
either produce valid public keys or fake public keys. The real and fake public keys
are computationally indistinguishable, but ciphertexts produced by the fake public
key using the genuine encryption algorithm are statistically hiding. This notion
has gone under various names in the literature for standard (non-homomorphic)
encryption schemes: messy encryption [PVWO08], meaningful /meaningless encryption
[KNO08], and lossy encryption [BHY09]. The problem is that for standard, efficient
FHE schemes such as BGV, BFV or TFHE, the public key encryption algorithm
only produced computationally hiding values, even for fake public keys. Thus use of
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IND-KEY as an assumption in practice is problematic.

5. As our protocol is based on an FHE scheme admitting an encrypted PRF, i.e. those
from [CPS18, DJLT25], we also present a security model for such constructions. Such
a security model is missing from prior works. We also show that the encrypted PRF
constructions from [CPS18, DJL*25] are secure in this new model.

Thus, in this paper we revisit the protocol from [Sma23a] and present it as based
on an FHE protocol which admits an encrypted PRF. In the process we tighten up the
underlying F-Circuit programming model, in some cases making it more complex (in order
to more correctly model the encrypted PRF construction and the resulting input protocol)
and in other cases making it less complex (we dispense with the ability to transcipher data
for long term storage).

We also simplify the programming model to restrict the plaintext space to the ring
R = Z/(p*); whereas in [Sma23a] one could take the ring R to be a ring consisting of many
slots (as supported by schemes such as BGV or BFV [Bral2, BGV12, FV12]). Thus our
presentation is focused on the TFHE algorithm [CGGI16, CGGI20, CLOT21, BABB*25],
which admits the efficient encrypted PRF from [DJL*25].

To make it clearer about who does threshold decryption and who does homomorphic
evaluation, and the associated thresholds needed to ensure security in both cases, we also
split up the roles of evaluators from decryptors.

In order to present a more direct security proof we also present a security model for an
FHE scheme which admits an encrypted PRF. Such a suitable security model was missing
from the works of [CPS18, DJL'25]. We also discuss the modified correctness definition,
from [SW26], for FHE which is needed to support the usage of such encrypted PRFs in a
protocol. Just as in [SW26] to achieve correctness, a randomization is required. But now,
not only to inputs to function evaluations, but also to the outputs of the encrypted PRF
evaluations. To achieve a deterministic evaluation procedure, these randomizations need
to be de-randomized. We present the necessary changes needed, and outline the relevant
changes to the proofs from [SW26].

The resulting modifications of the protocol from [Sma23a] has a number of a number
of practical advantages. Firstly, it is inherently post-quantum secure, being based solely
on post-quantum secure FHE. Secondly, from the client/user side the method to enter
data into the protocol is now super lightweight (simple in-the-clear Pseudo-Random
Generator (PRG) evaluations, and no FHE or zero-knowledge techniques needed). Thirdly,
the method in this paper, for much the same reasons, requires less bandwidth. These
advantages come with some disadvantages however. The method of this paper requires
more homomorphic processing on the part of the evaluators, and the potential maintenance
of a long term state to be held by the inputing and computational parties. To avoid this
long term state we also present a variant which dispenses with the PRG, and uses simply
a one-time-pad encryption using a fresh encrypted PRF key per input value.

We end this introduction by pointing out the following issue. It would appear, from a
first reading of our protocol, that since the input of user data is done via a PRG, which has
been keyed by the encrypted PRF, that the protocol does not require any form of public
key encryption, and can solely rely on symmetric key encryption. However, this hides
the fact that one requires public key encryption in order to obtain the re-randomization
needed to obtain a strong (reactive) form of correctness, see [BJSW25, SW26]. The
re-randomization (and associated de-randomized versions needed to obtain deterministic
evaluation procedures) utilize the public key scheme to obtain new encryptions of zero.

One may question as to whether the full power of a public key scheme is needed to obtain
such re-randomization of ciphertexts. However, it is easily seen that any homomorphic
encryption scheme which has a re-randomization procedure can be turned into a public key
scheme: One simply takes any ciphertext ct, re-randomizes it to obtain a new ciphertext
ct’ encrypting the same message, then the ciphertext ¢t — ct’ is an encryption of zero, and
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so can be added onto any message in order to obtain an encryption of the said message.
The above methodology then becomes the public key encryption mechanism. Thus we still
use a public key FHE scheme, even though we never directly encrypt user data with the
scheme.

2 Preliminaries

In this section we outline the basic cryptographic building blocks we will be using, and the
associated notation.

2.1 Notation:

We let  + X denote the uniformly random assignment to the variable x from the set X,
assuming a uniform distribution over X. We also write x <— y as shorthand for z < {y}.
If D is a probability distribution over a set X, then we let x < D denote sampling from
X with respect to the distribution D. If A is a (probabilistic) algorithm then we denote
by a <+ A the assignment of the output of A, where the probability distribution is over
the random tape of A.

2.2 System Overview

We consider an MPC framework in which participants are divided into four distinct
roles: input providers I = (Zy,...,Z;), output recipients O = (O4,...,0p), computing
parties responsible for performing the homomorphic evaluation C = (Cy,...,C¢), and
parties involved in the threshold decryption protocol T = (71,...,7r). The explicit
separation of roles among parties, in particular input, output and computing parties, comes
from the paper [DI05]. This division was applied to various practical MPC systems in
[BNP08, BK11, BKLT14]. We extend this division by dividing the computing parties into
ones performing homomorphic evaluation and ones performing therehsold decryption.

We assume a single (monolithic) adversary capable of static corruption. This adversary
may corrupt any number of input parties, any number of output parties, and up to
a bounded fraction of the computing and decryption parties. Specifically, at most tc
computing parties may be corrupted, where we require t¢c < C/2 to guarantee robust
execution of the homomorphic computations. Since security is meaningless if all inputs
are compromised, we assume that at least one input party remains honest.

In [Sma23a), a simplifying assumption was made that C = T, whilst in this paper, we
propose a protocol in a hybrid model for the threshold decryption functionality. Therefore,
the parties in T are abstracted away by this functionality and are not explicitly involved
in our hybrid protocol execution. However, when implementing the threshold decryption
functionality via a concrete protocol one needs to consider the number of parties ¢t who
can be corrupted in T. Assuming ¢1 < T'/3 ensures robustness of the distributed decryption
protocol using the techniques from [DDE*23]3.

Our model is described in the synchronous communication setting. However, it can
be extended to the asynchronous setting with minor adjustments, such as employing an
asynchronous implementation of the Declassify operation below (which corresponds to
a threshold decryption operation for the underlying FHE scheme), and introducing a
standard synchronization mechanism for collecting inputs. We assume that all parties
communicate over authenticated channels, except in cases where private channels are
explicitly required.

3In principle, this bound can be relaxed to t < T//2, but doing so leads to significantly less efficient
protocols with current techniques, since error correction would no longer rely on information theoretic
constructions.
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2.3 Fully Homomorphic Encryption

We consider a public key FHE scheme with plaintext space a ring R = Z/(p*). A
public key FHE scheme, with plaintext space a ring R, is a tuple of algorithms
(Gen, KeyGen, Enc, Dec, Eval) and a space & of “valid” encryptions. The set £ is a subset of
a larger set E. These algorithms have the following signatures:

o Gen(1%¢): On input of a security parameter sec this outputs a secure set of parameters
params for the underlying FHE scheme.

o KeyGen(params): A probabilistic algorithm which on input of a set of secure parame-
ters will produce a pair of keys (pt, s¢); the key pt is the public key (which we assume
contains the evaluation key), and st is the private key.

e Enc(m,pt;r): On input of m € R, the public key pt, and randomness r from a space
of random coins Coins, this produces a ciphertext ¢t € £. For ease of notation we
may sometimes remove mention of r where its exact value is not important.

o Dec(ct,st): On input of an element ct € £ and the secret key s¢ this outputs the
corresponding plaintext m € R.

e Eval((cty,...,cty), F,pt): On input of a sequence of m ciphertexts (cty,...,ct,) €
E™, a function F : M™ — M", and the public key p¥, this operation produces a
sequence of n ciphertexts (ctf,...,ct).

We require, for our main MPC protocol, that the Eval function is deterministic, i.e.
execution on the same input ciphertexts, same function and same public key, will result in
exactly the same output ciphertexts. See [SW26] on how this can be achieved even when
the evaluation functions need to be “randomized” for correctness reasons.

2.3.1 Security of FHE

The standard security notion for SHE/FHE is that of IND-CPA. To make our advantage
statements clearer we use a many-time variant of IND-CPA security, where we give the
adversary access to a left-right oracle. Formally we define the game in Figure 1. We then
have the definition

Definition 1 (FHE Security). An FHE scheme is said to be IND-CPA if for any PPT
adversary A, running in time polynomial in sec and making at most ¢| g queries to its
left-right oracle, it holds that

1
Advido.cpa (sec, fir) = 2 - ‘Pr {IND—CPAA(sec) - 1} =

is negligible in sec, where IND-CPA* (sec) is the game in Figure 1.

| IND-CPA* (sec)

. For security parameter sec compute params < Gen(1%¢).
. Compute (pt, st) < KeyGen(params).
b+ {0,1}.
The adversary is given pt.
The adversary is given access oracle Qpr(mg, m1).
o The oracle internally executes ct <— Enc(my, pt) and returns ct.
. The adversary eventually outputs a bit .
. Output 1 if ¥’ = b, otherwise output 0.

T Lo

N

Figure 1: The security game for a FHE security
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2.3.2 Correctness of FHE

The simplest notion of correctness is that of perfect correctness which requires
Pr [Dec(EvaI(Enc(ml,pE), ... Enc(my, pt), F, pe), st) = F(ml,...,mk)} -1 (1)

for all (mq,...,my) in the message space, all functions F' which are desired to be homo-
morphically computable, and all (pt, st) < KeyGen(params), and all params < Gen(1%¢).
However, for many schemes, performance can be improved if one relaxes the definition such
that Eq. (1) is only required to hold with probability 1 — € for small € over the randomness
of Gen, KeyGen, Enc and Eval. In the literature, this notion is typically referred to as
statistical correctness.

This correctness notion is however not reactive, which is what we require in our protocol.
Thus in [SW26], taking inspiration from [ABMP26], a reactive correctness notion is given
called computational correctness, see Definition 2 and the related Figure 2.

4 Cor(sec)

1. For security parameter sec the parameter generation algorithm is run to
obtain params, i.e. params < Gen(1%¢¢). The key generation algorithm is then
run to obtain keys pt and st¢; (pt, st) <+ KeyGen(params). The message space
is denoted by M and the space of encryption randomness by R = Z/(p*).

2. The adversary A receives pt and is given access to two oracles sharing a
common state state initialized to (:

e Encryption oracle Enc that on input a message m € M returns the
ciphertext ¢ <— Enc(m, pt). The state is updated as state <— stateU(m, c).
The oracle tests whether Dec(c, st) # m, and if so the game terminates
and outputs one.

¢ An evaluation oracle Eval that on input of a sequence of m indexes

(J1,---,dm) € {1,...,|state|}"™ and a function F': M™ — M™ executes
the following steps
— Computes the ciphertexts (ci,...,c,) ¢ Eval((state[ji].c, ...,
state[jm,].c), F, pt).
— Compute the messages (mq,...,m,) <+ F(state[j1].m, ...,
state[j,].m).
— For any index ¢ € [1,...,n], the oracle tests whether Dec(c;, 5¢) # m;

and if so the game terminates and outputs one.
— Add {(my, ¢;)}, to the game state and return (cq,...,cp) to A.
If A aborts, output zero.

Figure 2: The security game for FHE correctness.

Definition 2 (Computational Correctness). An FHE scheme (Gen, KeyGen, Enc, Dec,
Eval) is said to be computationally correct if for any PPT adversary 4, running in time
polynomial in sec and making at most £g,. queries to the encryption oracle and at most
leyal queries to the evaluation oracle, it holds that

AdVéO,(Sec,EEnuEEval) =Pr [CorA(sec) = 1]

is negligible in sec, where Cor(sec) is the game in Figure 2.

Note that, in the game CorA(sec) the adversary gets to select the function F'. Thus
they may adaptively choose the function F' depending on the ciphertexts, and also use
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outputs of Eval as inputs to Eval. This definition of correctness closely matches how FHE
schemes are used in practice, and in our protocol; namely data is encrypted, functions are
evaluated, other data is encrypted, and then other functions are chosen to be evaluated.
The above correctness definition is closely related to the notion of IND-CPA-D security,
see [LM21, CSBB24, CCP*24, BJSW25, SW26]. In particular an FHE scheme which is
IND-CPA and computationally correct is IND-CPA-D. Note that to maintain deterministic
evaluation of the Eval operation as well as computational correctness, we will need a
de-randomized re-randomized version of the Eval algorithm as presented in [SW26].

2.4 Pseudo-Random Functions

Pseudo-Random Functions (PRFs) must always be keyed, and we will denote the key
generation algorithm by PRF.KeyGen(1%¢¢), which will output a key k € (Z/(p))"™, with
nprf = O(sec). The PRF itself, on being called via PRF(z), for some input string z, will
output a value in Z/(pF'), for some value of k’.

In terms of security the output of the PRF, on every call to PRFy(z), should be
indistinguishable from a uniformly random element of Z/(p*’). Formally we define the
game in Figure 3. We then have the definition

Definition 3 (PRF Security). A PRF is said to be indistinguishably secure if for any
PPT adversary A, running in time polynomial in sec and making at most £y queries to
its PRF oracle, it holds that

1
Advike (sec, lori) = 2 - ’Pr [PRFA(sec) = 1} ~3

is negligible in sec, where PRFA(sec) is the game in Figure 3.

PRF4(sec)

1. For security parameter sec compute k <— PRF.KeyGen(1%).
2. b+ {0,1}.
3. The adversary is given access oracle emulating PRFy ().
o When b = 0 the oracle returns the real output of PRFg(z).
« When b = 1 the oracle returns uniformly random element of Z/(p*").
4. The adversary eventually outputs a bit b'.
5. Output 1 if ¥ = b, otherwise output 0.

Figure 3: The security game for a PRF

2.5 FHE Friendly PRG

As well as PRFs, we also require an FHE friendly Pseudo-Random Generator (PRG). We
assume a PRG given by two algorithms PRG.Init and PRG.Update.

o The algorithm PRG.Init(kpg) takes as input a key kpg € (Z/(p))™e, with npe =
O(sec), and outputs two state values statep,, C (Z/(p*))” and statey C
(Z/(p*))®, where 0 < kyg < k. The idea being that statey,, is a public state,
it does not depend on the secret key Ky, whilst stateyy, is a private state, i.e. it
does depend on the secret key Kprg.

o The algorithm PRG.Update(%’, ¢, statep,p, statepriy) will produce three outputs, firstly
a random output of ¢ elements in Z/(pk/), and then updated state values state;,ub C

(Z/(p*»=))" and statey,, C (Z/(p"r))".
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In terms of security the output of the PRG, on every call to PRG.Update should be
indistinguishable from a uniformly random sequence of ¢ elements in Z/(p*" ). Formally we
define the associated security game in Figure 4. We then have the definition

Definition 4 (PRG Security). A PRG is said to be indistinguishably secure if for any
PPT adversary A, running in time polynomial in sec and making at most fypdate calls to
the PRG.Update oracle, each of which returns at most £, outputs, it holds that

1

AdvéRG(sec, Lupdate, lout) = 2 - ’Pr [PRGA(sec) = 1} ~3

is negligible in sec, where PRGA(sec) is the game in Figure 4.

PRG™ (sec)

1. For security parameter sec generate a key kyg € (Z/(p))"™= and execute
(statepub, statepry) <— PRG.Init(kprg).

2. b+ {0,1}.

3. The adversary A receives state,,, and is given access to an oracle emulating
PRG.Update(k’, ¢, statepyp, Statepriy)-

e When b = 0 the oracle returns the real public output of
PRG.Update(k’, £, statepyp, statepriy), i.e. the updated value of statepyp,
plus £ outputs of the PRG derived the input state and the internal private
statepry. Internally stateg, is updated privately by the challenger.

o When b = 1 the oracle updates state,,;, correctly, but returns a uniformly
random vector of £ values in Z/(p*").

4. The adversary eventually outputs a bit b'.
5. Output 1 if ¥’ = b, otherwise output 0.

Figure 4: The security game for a PRG

When Z/(pFe=) = Z/(p) = Z/(2) there are a number of instantiations of such PRGs.

AES-CTR: A block cipher in CTR mode, such as AES, immediately fits into this
framework. Here we set on initialization statepiy = Kprg, Where kg is an AES key of the ap-
propriate length, and we set statepp, to be the sequence of 128-bit zeros. The value of statepiy
is never updated, but the value of statep,, will be. Then PRG.Update(1, ¢, statep,p, statepriy )
will output the sequence of £ > 0 bits obtained by evaluating AES in CTR mode, for the
counters statepyp, statepup + 1, statepy, + 2, .. ., statep,, + [£/128] — 1, and then truncating
the output to ¢ bits. The value of state:)ub on return from PRG.Update is equal to
statepu, + [£/128].

Kreyvium: A stream cipher, such as Kreyvium [CCFT16, CCF*18], works in exactly
the opposite way. On initialization the value of statey, is created by going through the
warm up of the stream cipher on input of ks, whilst the value of statep,, is set to the
empty set. Then PRG.Update(1, ¢, statey,p, statepriy) will output the sequence of £ > 0 bits
obtained by clocking the stream cipher for ¢ iterations. The value of state:)ub returned will
still be empty, whilst the value of state;,;, will be the updated internal stream cipher state.

What we require, whether a block cipher or stream cipher variant, is that the evaluation
of the PRG should be FHE friendly. In other words one should be able to efficiently
evaluate the PRG.Init and PRG.Update functions where the state statep, is FHE encrypted,
but the state,, is kept in the clear.
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Whilst much work has gone into trying to find efficient ways to evaluate AES in the
homomorphic domain [GHS12, WWL™23, TCBS23a], the stream cipher Kreyvium is
specifically designed to be easy to evaluate with various FHE schemes. In particular
Kreyvium is easy to evaluate using TFHE [TCBS23b].

3 FHE Encrypted PRF

In this section let G(z,y, z) denote the function

x
Glay2) = |- (= (mod y)) |
In [CPS18, DJL*25] the authors enable an efficient method for an FHE scheme to
homomorphically evaluate a Pseudo-Random Function (PRF) using BGV and TFHE. In
particular the constructions are based on the following PRF, where P < @,

PRF { Zret x (Z/Q)™ —  (Z[(P))™er
’ (kprf,a) — G’(P,Q,a'kprf).

The value kys € {0,1}7 is considered as the secret key, and the value a € (Z/Q)™ is
the PRF’s public input. This function is known to imply a secure weak-PRF, based on
the hardness of LWR [BPR12]. In the Random Oracle Model, by allowing the vector a
to be the output of a random oracle a(z) = H(z) it yields a direct (fully secure) PRF.
This Random Oracle Model construction was first explicitly given in [BLMR13], but it is
implicitly also in [BPR12].

In the paper [CPS18] the construction is applied, for BGV encryption, for the ring R
of dimension ng¢ = mpy with @ being the plaintext modulus p¥, P = 2. Thus the basic
PRF is of the form

presev . [ {01} > {01} — R
. (kpfﬁx) — G(2,pk7H($) : kprf)-

for some hash function, modelled as a random oracle,
H:{0,1}* — R™".

That this construction, in the Random Oracle Model, forms a secure PRF follows from
the Ring-LWR assumption. Note, the output of this basic PRF is simply elements with
binary coefficients in the ring R. This basic PRF, can be extended to a PRF which
produces elements uniformly at random from the entire ring, by summing a number of
such evaluations multiplied by appropriate powers of two. Thus we can produce a PRF
whose codomain is the whole of R.

In the paper [DJLT25] the authors adopt a slight variation on the basic PRF
from [CPS18] above. In particular they focus on a PRF particularly suited for eval-
uation via the TFHE Fully Homomorphic Encryption scheme. In order to reduce the
evaluation complexity under homomorphic operations, and also to ensure the plaintext
space is compatible with future homomorphic operations, they change the basic PRF to
one of form

PRFTFHE . {07 1}nprf X {07 1}* — Z/(pk)
: (kprfax) — (71)m5b(H(1})-kprf (mod 2N)) | G(pk, N, H({E) . kprf)~

for some hash function, modelled as a random oracle,

H:{0,1} — (Z/(2N))"".
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This modification, producing a PRF negacyclic in H(z) - ky, is applied with 2 - N being
the modulus after the TFHE modulus-switch, i.e. N is the RLWE ring dimension for
TFHE, and n is the LWE secret key dimension, with ky¢ € {0, 1} being the LWE secret
key. Again, under the LWR assumption, this modification can be proved to be a secure
PRF in the random oracle model. Note, the PRF can be used to produce output modulo
p*’ for any &’ less than k if desired via an obvious modification.

Note, one can produce t values from either PRF by utilizing the PRF with a matrix
A € R¥™r instead of a single vector a € R™. Thus we have, for example in the case of
the PRF PRFTFHE,

orpTrHE | [ {01} x (0,1} — /("))
: (kprfax) N (71)msb(H(z).kp,f (mod 2N)) -G(pk,N,H(:C) . kprf)~

for some hash function, modelled as a random oracle,
H:{0,1} — (Z/(2N))"*"r.

In this work we will abstract away the details of the above PRFs using the following
formalism. We assume an underlying (secure) PRF, with domain {0, 1}" for the secret
key, which produces a sequence of ¢ uniformly random outputs in the subset of the FHE
schemes plaintext space Z/(p* ) C Z/(p*) = R, i.e. a PRF of the

LWR-PRF ., : {0,1}" x {0,1}* — (Z/(*))*,
for 0 < k' < k. This PRF can be instantiated, in the case of TFHE, via the definition
LWR—PRFk/7t(kprf7l') — (_l)msb(H(:ch/Ht).kp,f (mod 2N)) | G(pk,,N7H(JU||k/Ht) 'kprf)

Using an FHE encryption pt,¢ of the secret key kps, and the FHE evaluation key
pt, one can easily homomorphically evaluate the PRF via a function call of the
form FHE-PRF; ;(, pt, pt,¢), which produces a vector of ¢ encryptions of the form
Enc(LWR-PRFy/ i (kpr, ), pt). With this encrypted PRF we think of the FHE KeyGen
operation as outputing the pair of pairs of keys ((p€, p€,f), (s¢, kprf)), and the parameter
generation algorithm Gen as including the value n,+ and an upper bound 7" on the number
of outputs ¢ which may be requested in a single evaluation within the output set params.

3.1 Security Model for Encrypted PRFs

Despite being introduced in [CPS18, DJLT25], no formal security model for what an
encrypted PRF should achieve has been given. We hence formalize this via the game in
Figure 5 and Definition 5.

Definition 5. An FHE scheme with encrypted PRF, (Gen, KeyGen, Enc, Dec,
Eval, FHE-PRF) is said to be EncPRF secure if for any PPT adversary A, running in
time polynomial in sec and making at most {gp queries to its O oracle, it holds that

1
Advgycpre (sec, fo) = 2 - ‘ Pr [EncPRFA(sec) = 1} —5

is negligible in sec, where EncPRFA(sec) is the game in Figure 5.

We can then show that above encrypted PRF based on TFHE is secure, assuming that
the TFHE scheme is IND-CPA secure and the LWR-PRF is a secure PRF.

Theorem 1. The encrypted PRF FHE-PRF instantiated using TFHE and LWE-PRF is
EncPRF-secure assuming that TFHE is IND-CPA secure and LWR-PRF is a secure PRF.
In particular if A is an adversary against EncPRF security, making at most bg queries to
its oracle O(x, k', t), then there are adversaries Ay and As such that

AdVE pre(sec, £o) < Advinh cpa(sec, Lo) + Adviz (sec, £o).
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,_[ EncPRF* (sec)

1. For security parameter sec the parameter generation algorithm is run to
obtain params, i.e. params < Gen(1%*¢). The key generation algorithm is then
run to obtain keys pt and s€; ((pt, pt,), (s¢ kpt)) < KeyGen(params). The
message space is denoted by M and the space of encryption randomness by
R =1Z/(p").

2. The challenger picks a bit b € {0,1}.

3. The adversary A receives (pt, pt, ), the adversary can encrypt any message
of their choice (it is a public key scheme after all), and can evaluate the
encrypted PRF on inputs z of their choice (again as this is an operation made
available via access to the public key).

4. The adversary also has access to an oracle O(z, k', t), where 0 < ¢ < T, which

maintains an internal state state, and operates as follows:

o If b =0 then O(x, k', t) will return the value LWR-PRF/ ¢ (kpef, ).
e If b=1 and J(x, k', t,r) € state then return r.
o If b = 1 and H(x,k',t,r) € state then pick r from (Z/(p*))t, add
(z,k',t,r) to state, and return r.
Eventually A returns its guess b’ as to the hidden bit b.
6. Return one if &’ = b, and zero otherwise.

o

Figure 5: The security game for an FHE scheme with encrypted PRF.

Proof. We let Gy denote the game in Figure 5 with b = 0. In game G; we switch to a
modified game in which the key pt, ¢ now “encrypts” not kp, but a different key k;rf. So
the oracle O(z, k', t) still returns LWR-PRF values for the key ke, but the evaluation of
the encrypted PRF produces encrypted LWR-PRF values with respect to the key k"wf.
Clearly, any adversary that can distinguish between Gy and G; can be turned into an
adversary 4; against the IND-CPA security of the FHE scheme, i.e.

Pr[l + A(Gy)] — Pr[l + A(G1)]| < Advinb.cpa(sec, fo),

where A(G;) denotes the output of the adversary A in game G;.
In game Gy we switch the output of the O(z, k', t) oracle to be a random value, i.e. for
b =1 in the game. Thus we obviously have, that there is an adversary A, such that

Pr[l « A(G,)] — Pr[1 « A(Gs)]| < Adviz:(sec, £g).

Finally, in game G3 we switch back from p ¢ encrypting k;rf, back to the original key Kpf.
Clearly, as the adversary has no access to the messages encrypted via the encrypted PRF
operation, and the two sets of encrypted messages in game Gy and Gg are valid LWR-PRF
outputs, we have

From this the result follows. O

Note, the above theorems advantage statement does not need to account for the
“ciphertexts” encrypting the PRF key, since these are more akin to encryption of the secret
keys in the TFHE “bootstrapping” keys; thus they form part of the public key of the
underlying TFHE scheme.
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3.2 Modification to Correctness Definition of FHE

The introduction of this encrypted PRF creates an additional aspect which needs to be
taken into account in our correctness game. In our main protocol below we will not really
use the correctness game from Figure 2, but the correctness game from Figure 6. In
particular there will be no use of the public key encryption mechanism. The only way new
FHE encryptions are brought into existence will either be via the FHE-PRF primitive, or
via executions of the Eval operation. In our MPC protocol the adversary can evaluate
arbitrary ciphertexts offline, but only ciphertexts evaluated by a majority of the computing
parties can ever be used within the protocol. In the MPC protocol below the only fresh
ciphertexts entered into protocol come from the FHE-PRF, thus the adversary does not
have the ability to introduce arbitrary ciphertexts. Indeed removing the ability for the
adversary (or anyone) to introduce fresh ciphertexts of their choosing is exactly what
enables us to remove the ZKPoKs from the previous protocol.
We then have the definition

Cor;‘tf (sec)

1. For security parameter sec the parameter generation algorithm is run to
obtain params, i.e. params <— Gen(1%¢¢). The key generation algorithm is then
run to obtain keys p¢ and s€; ((pt, pt,), (5¢€ kprr)) < KeyGen(params). The
message space is denoted by M and the space of encryption randomness by
R = Z/(").

2. The adversary A receives (pt, pt, ) and is given access to two oracles sharing
a common state state initialized to 0:

e An encrypted PRF FHE-PRF that on input of a string = € {0,1}*,
an integer value 0< k' <k and an integer value 0<t<T,
returns  the  ciphertexts  (ci,...,ct) < FHE-PRFy ¢ (z, p€, pt, ).
The state is updated as state + stateU {(m;,c;)}i_;, where
(ma,...,my) = LWR-PRFy ¢(kps, ). If for any index i€ [l,...,t]
we have Dec(c;, 5€) # m; then the game terminates and outputs one.

e An evaluation oracle Eval that on input of a sequence of m indexes

(J1,--->Jm) € {1,...,|state|}™ and a function F': M™ — M™ executes
the following steps
— Computes the ciphertexts (c1,...,c¢,) < Eval((state[ji].c, ...,
state[jn].c), F, pt).
— Compute the messages (mq,...,m,) <+ F(state[j1].m, ...,
state[j,].m).
— If for any index ¢ € [1,...,n] we have Dec(c;,st) # m,; then the

game terminates and outputs one.
Add {(my, ¢;)}7—; to the game state and return (ci,...,c,) to A.
If A aborts, output zero.

Figure 6: The security game for FHE correctness, using FHE-PRF. The highlighted item
reflects the difference with Figure 2.

Definition 6 (Computational Correctness). An FHE scheme with encrypted PRF, (Gen,
KeyGen, Enc, Dec, Eval, FHE-PRF) is said to be computationally correct if for any PPT
adversary 4, running in time polynomial in sec and making ¢, queries to the encrypted
PRF oracle and fg,, queries to the evaluation oracle it holds that

Advélorprf (sec, £prf, LEval) = Pr Cor;}f(sec) = 1]
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A

orf(sec) is the game in Figure 6.

is negligible in sec, where Cor

3.3 Computational Correctness via Pseudo-Randomization

The computational correctness in the sense of Definition 6 can be achieved using (de-
randomized) randomization techniques from [SW26]. There are two main steps in the proof
of [SW26]: first, it is shown that a randomized version of Eval achieves ACER correctness*.
Second, it is shown how to de-randomize Eval using a random oracle and ZKPoKs.

Adapting the first step to Definition 6 is relatively straight-forward and we only sketch
the adaptation in Section 3.3.1 below. To cleanly capture this minor modification without
going into the proof details, we simply state the correctness of the randomized scheme as
Assumption 1.

The second step involves removing ZKPoKs, which is more delicate and thus we give
full proof details in Section 3.3.4, where we reduce the correctness of the de-randomized
scheme to the correctness of the randomized scheme, i.e. to Assumption 1.

We also need another technical assumption about the unpredictability of the randomized
scheme, see Assumption 2. This assumption already appeared in [SW26] and is required
to ensure that the adversary is not able to reference a ciphertext in a random oracle query
that is only later added to the game state. If the adversary was able to do so, the reduction
would get stuck. See Theorem 2 for details.

We remark that the proof techniques are similar to the ones in [SW26] and a reader
familiar with the previous work may safely take Theorem 2 for granted and skip ahead to
Section 4.

3.3.1 Randomization to obtain Computational Correctness

We first define a re-randomization procedure as in Figure 7. This algorithm simply executes
the basic encryption procedure Enc to obtain encryptions of zero, and then it adds the
result to the ciphertexts needing re-randomization. Each re-randomization of ciphertext
ct; is controlled by a seed value seed;, which determines the underlying randomness used
within the encryption algorithm.

~| FHE Re-Randomization }

ReRand((cto, . .., cty—1), (seedy, ... ,seed,,_1), pb):
1. Fori€0,...,m—1] do
(a) 3t; < Enc(0, pt; seed;).
(b) ct; « FHE.Add(ct;, 3t;).
2. Return (cty,...,ct),_;).

Figure 7: FHE Re-Randomization

The specific randomized variant of FHE we will use is the following one: In the evaluation
procedure the evaluator first generates uniformly random seeds for each ciphertext, and
then they apply the algorithm ReRand to the input ciphertexts to Eval. This provides
the specific randomized evaluation procedure, Eval® , given in Figure 8. Furthermore, we
randomize the FHE-PRF algorithm by applying ReRand to its output ciphertext, to obtain
the algorithm FHE-PRFZ.

4This is a stronger form of correctness than Definition 2, see Theorem 4 of [SW26], in which the
adversaries correctness game is augmented by an encryption oracle to which it can also supply the
encryption randomness. We do not need to use ACER correctness in our results.
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,_[ FHE Fully Randomized FHE with Encrypted PRF ]

Eval™(((cty, auxs®d), ..., (cty, auxsed)), F, pt):

1. For i € [1,...,m] do seed; + {0, 1}%=ec.

2. (vty,...,tty,) < ReRand((cty, ..., ct,,), (seedy, ..., seed,, ), pt).
3. (ct), ... ct)) < Eval((tty, ..., tty,), F,pt).
4. aux®®d ¢ (seed, ..., seed,,).
5. Return ((ct},aux>ed), ... (ct,, auxeed)).

FHE-PRFL ,(z, pt, pt,y):

(ttl, ce ,tft) — FHE‘PRFk’,t(x; pév pEprf)

. Fori e [l,...,t] do seed; < {0,1}%e

(ct1,...,cty) < ReRand((tty,...,tt;), (seedy, ..., seed;))
auxseed < (seed, ..., seed;)

. Return ((cty, aux®®ed), ..., (ct;, auxeed))

—_

T W

Figure 8: FHE Fully Randomized FHE with Encrypted PRF

In Figure 8 we have an extra technical condition in that the evaluation algorithm
not only returns the output evaluation, but it also returns the seeds which have been
used to produce the re-randomization as auxiliary information aux®¢ attached to each
ciphertext. Since the auxiliary information is attached to ciphertexts, we also pass this into
the Eval® function (but then ignore it). Outputting such information obviously can only
make security harder to obtain. Thus if we prove security with this information leakage
then we will have security of an implemented scheme where no such information is leaked.
This leakage is technically needed later in our final proof technique for the DeRandEval
evaluation method in the random oracle model.

For the rest of this section we will make the following assumption

Assumption 1. A Fully Randomized FHE algorithm as in Figure 8 is computationally
correct in the sense of Definition 6.

It can be shown that Assumption 1 holds for a scheme like TFHE with typical parameter
selection. The proof of this is similar to the one in [SW26], where it was shown that a
similar assumption holds, but with respect to ACER correctness. The only change in the
proof is that the underlying assumption on the average-case hardness now needs to take
into account worst-case (over the input (x,k’,t)) noise of ciphertexts output by FHE-PRF
instead of encryption with adversarially chosen encryption randomness. Otherwise, the
proof remains the same.

3.3.2 Unpredictability of FHE Ciphertexts

Before proceeding we need to define a notion of unpredictability of ciphertexts. This notion
is needed to ensure that our reduction in Theorem 2 below can program the random oracle
and simulate the Cory¢ game correctly. This assumption is related to the unpredictability of
the output ciphertexts from an evaluation operation related to a specific re-randomization
procedure for general FHE, and was first introduced in [SW26].

We first formally define unpredictability as follows:

Definition 7. For any randomized function F : X — ) we say that it is unpredictable if
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for any 2-stage PPT adversary (Ay,.Az) and for any (y, state) < A;() we have that
Pr [y = ’ x + Ag(state), ¢ + F(x)

is negligible in sec.

Definition 8. Let (FHE.KeyGen, FHE.Enc, FHE.Dec, FHE.Eval, FHE-PRF) be an FHE
scheme with encrypted PRF. We say that the scheme is unpredictable if FHE.Eval(-- - | -, p€)
and FHE-PRF. (-, pt, pt ) are unpredictable.’

Intuitively, Definition 8 states that for any ciphertext that an adversary produces,
the evaluation and encrypted PRF are randomized enough that it is unlikely that the
adversary can produce a set of inputs that yields this specific ciphertext.

Combining our unpredictability definition and the above randomized evaluation algo-
rithm leads to another assumption.

Assumption 2. Any FHE algorithm from Figure 8 with appropriately chosen ReRand is
unpredictable.

Specifically in the context of TFHE, we believe this is a reasonable assumption. For a
detailed discussion of this definition and assumption we refer to [SW26].

3.3.3 De-Randomizing Eval®

In our main MPC protocol below we will require that the computing parties perform a
majority vote on the output of FHE evaluation calls, in order to ensure that the evaluation
has been performed correctly (assuming a majority of the computing parties are honest).
This provides a simple mechanism for Verifiable Computation of the evaluation. However,
to do this we require that the evaluation procedure is deterministic. Thus, as in [SW26],
we need to de-randomize the above randomization procedure. This is done essentially the
same as methodology as in [SW26], see Figure 9. We assume in this section, as before,
that F' is a function mapping m ciphertext inputs to n ciphertext outputs. Note, the
input of aux**® in DeRandEval in Figure 9 is a proof artifact; it enables bookkeeping in

the following simulations.

3.3.4 DeRandEval Provides Computational Correctness in the Random Oracle
Model

We shall now show that in Eval® from Figure 8 we can replace the generation of the
random seeds with the evaluation of a hash function. Thus we obtain exactly the evaluation
operation of DeRandEval. The proof of the following theorem, follows roughly the template
of the equivalent theorem from [SW26]. However, the introduction of the encrypted PRF
leads to some differences in details, hence, we provide a full proof below.

Theorem 2. The derandomized FHE scheme from Figure 9 is computationally correct, in
the sense of Definition 6, assuming

o Assumption 1 holds.

o Assumption 2 holds.

e The hash function Hash?** is modeled as a random oracle.

Proof. Let A be an adversary that is able to break the computational correctness of the
FHE scheme from Figure 9 in the random oracle model. We will show that A can be

5In [SW26] unpredictability was defined with a second case that allowed for invertibility of FHE.Eval
as long as it is generally and publicly easy to efficiently generate this ciphertext through encryption and
evaluation. For simplicity, we do not consider this case here.
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,_[ FHE Fully De-randomized FHE with Encrypted PRF }

DeRandEval(((ct;, auxie?), . .., (ct,,, auxseed)), F, pk):
1. Forie[l,...,m] do
(a) seed; < Hash®*(cty, ..., cty,_1, F, ).

2. (vty,...,vty) < ReRand((cty, ..., cty,), (seedy,. .., seed,,), pt).
3. (ct),...,ct)) < Eval((tty,..., tt,), F,pt).

4. aux®®®d < (seedy, ..., seed,,).

5. Return ((ct},aux>ed), ... (ct,, aux>ed)).

DeRandFHE-PRF (2, pt, p,y¢):
L (vty,...,vt) < FHE-PRFy ¢(z, pt, pt,¢)
2. Fori € [1,...,t] do seed; « Hash?***(x, k' 1)
3. (ct1,...,ct;) «+ ReRand((tty,...,tt;), (seedy, ..., seed;))
4. aux®ed « (seedy, ..., seed;)
5. Return ((cty,auxsd) ... (ct;, auxseed))

Figure 9: FHE Fully De-randomized FHE with Encrypted PRF

used to create an adversary B which breaks the computational correctness of the fully
randomized FHE algorithm from Figure 8.

We first provide a sketch of the proof. The basic idea is that B will simulate the Corp¢
game to A as if using DeRandEval and DeRandFHE-PRF. It does so by submitting queries
to its own Eval and FHE-PRF oracle, which are truly randomized but returns the seeds
used for re-randomization. B can use these seeds to program the random oracle, such that
A’s view is consistent with DeRandEval and DeRandFHE-PRF using the random oracle. A
little care must be taken, because A may query the random oracle itself. But the way
that DeRandEval is defined, such queries are only useful when they include all inputs to
DeRandEval. So, B can submit such queries to its evaluation oracle, obtain the seeds
and program the random oracle consistently. If A later submits such a query to its own
evaluation oracle, B simply looks up the result. So B may make the evaluation queries in
a different order than A, but since evaluation is stateless, this is not a problem.

The main difference to the proof of Theorem 2 in [SW26] is the lack of ZKPoKs.
In [SW26] they were used in cases, where A queries the random oracle on a ciphertext
that B has not seen so far (and is thus not in the game state). Since the calls to the
random oracle must include the ZKPoK of each fresh input ciphertext (for the call to be
useful), B can use the ZKPoKs to extract the message and the randomness it needs to
add the ciphertext to the game state using the encryption oracle. Here, we handle this
case differently: since the randomization at the end of FH E-PRF® renders the function
unpredictable (in a similar sense as Definition 8), we must have that for any ciphertext
ct occurring in a random oracle call of the form (ctg,. .., ct;, F,¢), there must have been
another call to the random oracle of the form (z, %’ t,4) such that ct is one of the ¢
ciphertexts output by DeRandFHE-PRFy/ ;(z, pt, p€,¢), except with negligible probability.
The adversary B may use this call to add ct to the game state and can thus translate the
random oracle query into an evaluation query and program the random oracle accordingly.

In more detail, the algorithm B runs A and responds to its queries in the following
way:

For each evaluation and FHE-PRF query, we first check if this query has been made
before. This includes queries as part of random oracle queries (see below). If so, we simply
map the indices of the output ciphertexts in the simulated state to the ciphertexts in the
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state that corresponds to the previous invocation. Otherwise, for new queries
o FHE-PRF queries (z, k’,t) are forwarded keeping track of the correct indices®. When
the Corps challenger returns the ciphertexts (cti, ..., ct;) and seeds (seeds, ..., seed;),
B programs the random oracle to return seed; on input (x, k’,¢,4) for all i, records
cty,...,ct; in its internal game state state’ and returns them to A.
o Evaluation queries (j1, ..., jm,g) are forwarded, potentially re-mapping the indices.
Upon receiving the resulting ciphertexts (cty, ..., ct,) and seed; such that

(ct1,...,cty) < Eval((tty, ..., tty), g, pt),

where
(vty,...,tty,) < ReRand((cty,. .., cty,), (seedy, ..., seed,,), pt),

we set the random oracle to return seed; on input of (state[ji], ..., state[jx], g,7) for
all 5. We then record ct;, for i = 1,...,n, in the internal game state state’ and return
it to A.

o There are two types of (useful) random oracle queries:

1. Queries of the form (z,k’,t,i) are handled identically to FHE-PRF queries,
except that seed; is returned to A instead of the ciphertexts

2. For a query of the form (cti,...,ct,,,g,k), we first check if all ¢t; are in
state. If not, choose seed < R, set the output to the query to seed and
return it to A. Otherwise, let j1,..., j.n correspond to the indices such that
ct; = state[j;].c for all i. Send evaluation query (ji,...,Jm,g) and receive
(ch,...,c, seedy,..., seed,,). Update the internal game state state’ and pro-
gram the random oracle such that on input (¢, ..., ¢m,g, 1) it outputs seed; for
all i € [1,...,m]. Return seedj, to A.

Let E be the event that A submits a query ¢ = (¢ty, ..., cty,, g, k) to the random oracle
that contains a ciphertext ct, for some « € (1,...,m) that is not in the internal game state
state’ (and thus also not in the game state state). Conditioned on the event —F, B responds
to every one of A’s queries with a ciphertext that is consistent with DeRandFHE-PRF and
DeRandEval using the random oracle as the hash function.

The probability of E is not necessarily small, since A may compute an arbitrary
ciphertext ct, and query the random oracle on it. In this case, B is unable to add ct,
to state and thus cannot make an evaluation query on ¢ = (cty,...,cty,,g) to obtain
re-randomization randomness. However, in this case, picking a uniformly random seed is
still consistent, unless B needs to add ct,, to the game state state at some point and then A
submits (J1,...,Jm,g) to its evaluation oracle and state[j;].ct = ct; for all i. Let E’ be this
bad event. When B attempts to send this query to its own evaluation query, the resulting
seedy, will be different to what B set the random oracle to return on (cty, ..., cty, g, k). We
now analyze the probability of the bad event E’.

The only way that ciphertexts are added to the game state is through queries to the
FHE-PRF and Eval oracles, so clearly for ct,, is the result of one of those queries. First,
assume, that it is a query to the Eval query and let ¢’ = (ji,...,4,,¢") be the query that
results in ct, being added to state. Note that .4 must have made the query ¢’ after query
q, since otherwise ct, would be in state when query ¢ is submitted. Furthermore, the way
that B handles random oracle queries, no query of the form (ct},...,ct,.,,¢',k) (where
state[j/].ct = ct}) could have been made to the random oracle before query ¢ (since B would
have sent this query to its own evaluation oracle and thus ct, would be in state). Now
consider A; as the part of A up to the query g, where it sends ct,. Define A5 to be A after
sending query q up query ¢, which is the query that results in the ciphertext ct, being
added to the game state. Clearly, (A;,.A2) violates Definition 8 and thus Assumption 2.

The case where ct, is the result of a FHE-PRF query is identical. O

6The adversary may make hash queries H(x, k', t,i) before querying FHE-PRF on (z, k', t). This case is
handled with the random oracle queries below.



18 Practical and Efficient MPC from FHE, without ZKPoKs

4 The Programming Model

We aim to enable the parties to carry out a reactive computation, meaning that the
function being evaluated may depend on values that are publicly revealed during the
computation. The computation itself is defined over the ring R = Z/(p*) supported by
the FHE scheme.

Following [Sma23a], we describe the target functions not as arithmetic circuits over
7/(p"), but rather as “extended” arithmetic circuits. That is, we consider circuits aug-
mented with additional gadgets or instructions. Such circuits are referred to as F-Circuits,
a notion originally introduced (as M-Circuits in the MPC setting) in [BDO™21]. We note,
however, that we introduce some modifications to the F-Circuit framework as presented
in [Sma23a].

4.1 Registers

Our machine state state consists of a set of registers V = {varid;}. Each register has a
fized type. The type consists of two values, the domain of definition, and whether it is
sensitive (i.e. the value is encrypted under FHE).
In essence we have three main variants of the types.
« (Z/(p*"),—): This refers to a variable which holds a non-sensitive value in the ring
Z)(p*"), with 0 < k' < k.
e (Z/(p*'),s): This refers to a variable which holds a sensitive value in the ring Z/(p*'),
with 0 < k&’ < k.
e (—,—): This refers to a variable which holds a non-sensitive integer value (in some
bounded range, say [0, ..., 2%]).
We refer to the fixed aspects of the type of a register varid by the notation type(varid) =
(type!(varid), type?(varid)). The integer types allow for the simple description of loop coun-
ters etc within functions; and other operations which enable a richer form of programmatic
expression. In particular, there is a special integer register pc of type (—, —). The register
pc can be altered by a program, and will be used as the program counter.

4.2 Instructions

An instruction instr, in this paper, will be restricted to come from the following list
instr € {Input, Output, Evaluate, Random, Declassify, Terminate}.

An instruction operates on the machine state as follows:

o Input(varid, ¢): This accepts an input (of the type associated with varid) from player
T, for i € [1,...,I]. If type?(varid) = s then it is assumed that this is private input
from player Z;, otherwise it is considered public input.

o Output(varid,i): This outputs the value of varid to player O; for i € [1,...,0]. If
type?(varid) = s then it is assumed that player O; (and only this player) learns the
clear value of varid, even though it is not stored in clear form.

o Evaluate({varid,, }"_,, {varid,, }/2,, F'): Given a deterministic function F' on the m-
input variables {varid,, }/"; this computes the output variables {varid, }"_;. In
terms of the type consistency we require:

— The values of type! (varid, ;) are implicitly inferred from the syntax and semantics
of the description of F.

— The values of type2(varidyj) are derived from standard information flow analysis;
in particular a variable varid, . is marked sensitive if its computation involves
reading a sensitive variable.
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« Random({varid,, }_;,k"): This computes {varid,, }7_; = LWR-PRF} ,,(kpy, nonce)
for some global, but hidden, secret value kps and some unique-per-call (non-repeating)
value nonce. It assumes that type(varid, ) = (Z)(P*), s).

o Declassify(varid,,varid;): This takes an input register of type type(varid;) =
(Z/(p*"),s) and produces an output register of type type(varid,) = (Z/(p*), -),
which holds the same value.

e Terminate: This simply stops the computation and deletes the internal state, i.e. the
contents of all registers.

A program P is an ordered sequence of instructions, P = [instry, ..., instr;]. We execute
the program by setting pc <— 1 to start with and then executing the following steps in
turn.

1. Fetch the instruction instr indexed by pc.

2. Increment pc by one.

3. Execute the operation defined by instr.

Note, conditional branching on non-sensitive values is allowed via assigning to the pc value
via evaluating, via the Evaluate command, the function

pc < varidy, - 100 + (1 — varidy) - 200

which will jump to instruction 100 if varid, = 1 and jump to instruction 200 if varid, = 0.

Also note that, the command Random simply provides access to an encrypted random
number generator for the program. It does not enable the programmer to repeatedly
sample the same encrypted value.

4.3 Extensions

As noted in [Sma23a], the basic state machine described above can be naturally extended
to support stacks of the various register types (rather than only flat collections of registers),
as well as memory banks indexed by values of type (—,—). It is also useful to allow
stack elements to be accessed via relative indices of type (—, —). These extensions are
straightforward and we omit further details.

Support for subroutine execution can be incorporated by using clear integer variables to
maintain a call-return stack for the program counter pc. A subroutine call corresponds to
pushing the current pc onto this stack, followed by updating pc, while a return corresponds
to popping from the stack and assigning the resulting value back to pc. Parameter passing
can be implemented in the usual way using stacks for the relevant data types, and local
variables within subroutines can likewise be handled via standard stack-based mechanisms.

A crucial aspect is that each register, stack, or memory bank has a fixed type that
remains unchanged throughout the computation. Hence, any “casting” must be carried out
during assignment. For convenience, we allow implicit type casting from types of the form
(Z/ ("), —) (resp. (Z/(P""), 5)) t0 (Z/(p*),~) (resp. (Z/(p"),5)) whenever k” < k, but
not in the reverse direction. Additionally, we permit implicit casting between types of the
form (Z/(p*¥'), —) and (—, —).

4.4 Compilation

In practice, programs are written in a high-level language, and must be compiled into the
representation described above. This compilation step itself introduces potential security
concerns. As highlighted in [BDO"21] for M-Circuits, two compilations of the same
high-level program, while functionally equivalent, may differ in that one preserves privacy
whereas the other may leak sensitive information.

In this work, we assume that the compilation process has undergone an appropriate
security analysis, ensuring that any values revealed (for instance through Declassify op-
erations) do not compromise sensitive data. Consequently, our focus is on the security
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of executing the resulting F-Circuit, under the assumption that it faithfully captures the
intended functionality of the original program.

However, we do assume that the precise functions evaluated can be chosen by the
adversary, in terms of their representations. i.e. the parties will check that obvious security
problems do not arise from the semantics of the submitted programs, but not their syntax.
For example, two functions could compute the same allowed function, but one could result
(by carefully crafting of the valid operations) in a failure of the correctness of the FHE
operations. The adversary could select the function which had a greater probability of
failure of correctness, despite the two functions being semantically equivalent. In practice
this problem will be eliminated due to our FHE schemes correctness notions.

Our security requirement is the standard robust MPC requirement that the adversary
only learns data which is revealed to it via the program (i.e. any declassified values, and
values which it enters as inputs, or receives as output, and any values which can be deduced
from that), in addition if the adversary deviates from the program then the honest parties
will still compute the values as required. This is captured in an ideal functionality given in
Section 5.2.

5 Ideal Functionalities

In this section we present three ideal functionalities, the first two are the standard ideal
functionalities for (robust) threshold FHE, whilst the third is the ideal functionality which
captures the execution of an F-Circuit “program”.

5.1 Threshold-FHE Functionality

Formally, we model threshold decryption using two ideal functionalities. The first, FieyGen
(see Figure 10), serves as a setup assumption for our protocol and is required for the UC
proof. It produces a key pair ((pt, p, ), (58, kp)), and distributes shares of the FHE secret
key st among the computing parties T via a linear secret sharing scheme (-) that tolerates
up to tp corruptions. The share of a value x held by party 7; is denoted (z);.

This functionality can be instantiated using a general MPC protocol; see, for exam-
ple, [BCD™25]. Note that, although we aim for active security, we do not “complete”
adversarial input shares into a full sharing (as is commonly done), since we may assume
that the MPC protocol implementing FeyGen does not require this step. Also note that
we add the generation of the keys for the encrypted PRF (p€,¢, kp) into the functionality.

;—' ]:KeyGen l

Init(sid, params):
L. Execute ((pt, pt,), (58 ki) < KeyGen(params) for the underlying FHE
encryption scheme.
2. Generate a secret sharing (s¢) of the secret key amongst the T players
in T.
3. Send (sid, (pt, pt,)) to all players (including the adversary), and send
(sid, (st);) to player 7; (including adversarially controlled players).

Figure 10: The ideal functionality for distributed key generation

The key functionality required in the following is FkeyGenDec given in Figure 11. Note,
that this functionality always returns the correct result, irrespective of what the adversary
does. The functionality also requires that a majority of a set of privileged parties query
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DistDecrypt before it executes the command, this is to ensure that the functionality is
not triggered by a single adversarial party. A protocol which realises FieyGenDec in the
FieyGen-hybrid model is given in [DDE" 23] when ¢t < T'/3, for all the FHE schemes above.

r—' FKeyGenDec l

Init(sid, params, P):
1. Store P as the set of privileged parties.
2. Execute ((p€, pt,), (58 kprr)) < KeyGen(params) for the underlying FHE
encryption scheme.
3. Send (sid, (pt, pt,)) to all players (including the adversary), and store
the values (s€, kpi).
DistDecrypt(sid, ct,U): Upon receiving the command from a majority of the privi-
leged parties, for a ciphertext ¢t € £ and a set of players U.
1. Compute m < Dec(ct, st).
2. Output (sid, ct,m) to all players in U, and (sid, ct) to the adversary (if
the adversary controls no party in U).

Figure 11: The ideal functionality for distributed key generation and decryption

The functionality FkeyGenDec implies that if the target set of players U in the DistDecrypt
cannot be adversarially corrupted, then, by definition, the functionality is connected to
the players in U via private channels. When the parties in T realize this functionality, it
follows that (for such sets &) communication between T and & must occur over private
channels.

In our protocol the functionality is used in two situations:

e When U consists of a single output party. This corresponds to using DistDecrypt to
deliver a private output to that party. As not all output parties may be corrupted,
private channels between the functionality and the party in I are required.

e When U is the set of computing parties C. As it is not security critical if the returned
value is private, we only need authentic channels between the functionality and the
parties in C.

5.2 Ideal F-Circuit Execution Functionality

The ideal functionality, shown in Figure 12 below, precisely captures the behavior we expect
from an ideal execution of the F-Circuit described in Section 4. We emphasize that we do
not claim the F-Circuit itself guarantees application-level security, this responsibility lies
with the compiler. Our goal here is solely to define, at an abstract level, what capabilities
an execution of the F-Circuit should provide. To cope with the reactive nature of our
protocol, whenever the functionality receives a command from a party, it sends a, possibly
modified version, of the command to all other parties, including the adversary. This makes
it possible for the simulator to properly react to honest parties’ behavior.

As before, we assume a register bank V = {varid; }, modeled for simplicity as a single
flat collection of registers, without stacks or indexable memory. The ideal functionality
maintains a distinction between registers that are in the clear and those that are intended
to remain securely encapsulated within the functionality.

For ease of presentation, we allow the ideal functionality to output an abort. However,
such a situation would only arise from an ill-typed program, which should already be
detected by the compiler. Therefore, these abort outputs should be viewed as a notational
convenience for the reader, rather than as genuine behaviors of the functionality itself.
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Also note that, the ideal functionality ‘implements’ an ideal PRF under the Random
command, i.e. not the actual PRF LWR-PRF, but an ideal PRF.

¢-| -Fchircuit !

Init: On input (sid, Init, R = Z/(p*), policy), store (R, policy).
Input: On input of (sid, Input, Z;, varid, ) from Z; € T and (sid, Input, Z;, varid, —)
from more than one half of the parties in C:
1. If type! (varid) = Z/(p*') and z € Z/(p*") then store z in varid.
With a caveat here in relation to the implicit coercions mentioned earlier.
2. If type! (varid) = — and z € Z then store z in varid.
3. If type?(varid) = — then send (sid, Input, Z;, varid, z) to all parties, other-
wise send (sid, Input, Z;, varid) to all parties.
4. If x =1 then store the value zero in varid.
This last case corresponds to an adversarial input x which is mistyped.
Output: On input of (sid, Output, O;, varid) for O; € O and from more than one
half of the parties in C:
1. If (sid, Output, O;, varid) ¢ policy then do nothing.
2. Send the value z stored in varid to O; and (sid, Output, O;, varid) to all
the parties.
3. If type?(varid) = — then also send x to the adversary.
Evaluate: On input of (sid, Evaluate, {varid,, }7_;, {varids, }{, ') from a party
and from more than one half of the parties in C:
L. If (sid, Evaluate, {varid,; }7_,, {varid,, }}", F) & policy then do nothing.
2. Send (sid, Evaluate, {varld i1, {varidz, }q, F) to all parties.
3. If F is not a deterministic functlon F on the m input variables, producing
n output variables, for which the types of the inputs and outputs match
the values of type(-) of the associated varid’s, then ignore.

4. For i =1,...,m, retrieve x; from varid,,.
5. Compute (y1,...,yn) < F(z1,...,Tm).
6. For j =1,...,n, store y; in varld

Random: On input of (S|d Random {varldy] }j 1, k') from a party and from more
than one half of the parties in C:
L. If (sid, Random, {varid,, }""_,, k') & policy then do nothing.
2. Send (sid, Random, {varld i }i=1, k') to all parties.

3. If for some j € [1,...,n] we have type(varid,,) # (Z)(p*"), s) then abort.
Again, with a caveat here in relation to the implicit coercions mentioned
earlier.

4. For j =1,...,n generate y; + Z/(p*') and store y; in varid,,

Declassify: On input of (S|d Declassify, varid,, varid,) from a party and from more
than one half of the parties in C:

1. If (sid, Declassify, varid,, varid, ) ¢ policy then do nothing.

2. Send (sid, Declassify, varid,, varid;) to all parties.

3. If type(varid,) # (Z/(p*"), s) or type(varidy) # (Z/(p*"), =) then abort.

4. Assign the contents x of varid, to varid, and send z to the adversary if
C contains a corrupt party.

Terminate: On input of (sid, Terminate) from all parties:

1. This simply stops the computation and deletes the internal state, i.e.

the contents of all registers.

Figure 12: The ideal functionality for executing a program represented by a F-Circuit
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The reader will notice that the ideal functionality refers to a policy policy. This
is defined at the start of the protocol and it defines what types of functions and out-
puts/declassifications are allowed by the functionality. This is needed to avoid trivial
attacks due to the ability for parties to request the declassification of data, or evaluation
of arbitrary functions. For example without such a policy an adversary could request the
declassification of an honest players input.

The reader should think of the policy as defining what possible programs can be
executed, which do not result in trivial breaks, i.e. any data leakage which is consistent
with the given policy is allowed.

Since at least half of the parties in C are considered to be honest and have to “input”
the commands on the ideal functionality, this checking of policy could be removed from the
ideal functionality and be asked to be executed by the parties in C beforehand. However,
to make it clear that there is some implicit policy as to what commands are allowed, we
include statements to check the policy within the ideal functionality.

6 The MPC-FHE Protocol

Here, we combine all the components together into one protocol which executes the F-
Circuit functionality. The protocol is given in Figure 13—-Figure 15, where we assume
the input F-Circuit is validly typed. The protocol is given in the {FkeyGenDec }-hybrid
model, and works in the robust setting, i.e. the protocol should not abort, under malicious
adversaries. When we specify abort below, this is due to bad typing of the input operations.

All players are assumed to be connected by authentic channels, except in the following
cases:

o Messages from FkeyGenDec t0 those in I and O are assumed sent by private channels.

o Messages from FkeyGenDec t0 those in C are assumed sent by authentic channels, as
the values sent are public.

e Messages from the players in I to the players in C are assumed to be by reliable
broadcast channels, which are reliable in the presence of Byzantine faults, including
by the sender. This can be ensured by the players in C executing an echo-broadcast
upon receiving data from a player in I, to ensure the value has indeed been broadcast
correctly. As C contains an honest majority, the players in C can take a majority
vote on what the precise input is, or declare the party’s input to be invalid.

Input of data is divided into three routines, the first one Initlnput; initializes for each
user Z; in I an input context j for j € N. The underlying key for the PRG is obtained by
evaluating the encrypted PRF. This sets up a homomorphically encrypted PRG key held
by the entities in C. Note that all ny, key elements are obtained from a single invocation
of the encrypted PRF, as are the n outputs of a call to Random; the parameters must
hence be chosen so that the bound T' of params satisfies T > max(npg,n) for every n
occurring in a call to Random. In line 3 of Initlnput;, the homomorphic evaluation in the
case of AES-CTR could be homomorphically evaluating the AES key schedule, whilst in
the case of Kreyvium it is homomorphically evaluating the warm-up phase.

The routine Initlnput, allows the user Z; to obtain the same PRG state, but in the clear.
Then in the Input routine the user actually enters data, using the clear PRG-state on their
end, and the encrypted PRG-state by the entities in C. The use of multiple contexts j per
player, i.e. with distinct channels indexed by j, allows the user to maintain different local
states perhaps depending on which device they are using to communicate with the system.
If the reader wishes they can think of setting j = 0 always.

Note, clearly for correct operation the order of execution must be Initlnput,, followed by
InitInput,, and then many executions of Input. However, an adversarial user could invoke
the operations in the order Initlnput;, then some invocations of Input, then Initlnput, and
then some more invocations of Input. In this setting the adversarial user will essentially
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;—[ HF—Circuit (Part I) ]

Init(sid, params):
1. The players call Init(sid, params, C) on FkeyGenDec SO that all players
obtain (p€, pt,¢) and the functionality uses C as the privileged set.

2. Sample cnt + [0,...,2%c). This can either by done via a coin-tossing
protocol, or alternatively cnt could be set to a fixed initial value of, say,
Zero.

Initlnput, (sid, , j):

L. The parties in C invoke DeRandFHE-PRF; ., (cnt, p€, pt,¢), with the
resulting nyrg encrypted variables being assigned to {varid k;;gj,z}?ﬁ, each
of type (Z/(p), s)-

2. cnt <—cnt+ 1.

3. The parties in C execute DeRandEvaI({varidk;;gj,z}?i’gl, PRG.Init, pt). The
resulting public state,,, variables are assigned to varid’s of type
(Z/(pFe), —), whilst the resulting encrypted state variables in statepry
are assigned to varid’s of type (Z/ ( ko), s). To ease notation these sets
of varid’s will be denoted by state/7, and state

InitInputy(sid, Z, 7):

1. On receiving the instruction from Z;, parties in C call
FkeyGenDec.DistDecrypt(sid, Ctki 5.0,{Z;}) for € = 1,...,npg where
ctkl j.e is the ciphertext contamed in the registers varid Ry

2. Party Z; denotes the received values as a PRG key k; c (Z/(p))res.
Note, that I; only receiving the value requires private channels from the
entities in T to the entities in L.

3. The party Z; executes PRG.Init(k; ;) in-the-clear, in order to obtain

priv®

a local in-the-clear value of stateprjlv, as well as the in-the-clear value

statep’ub

Figure 13: The protocol for executing a program represented by a F-Circuit — Part I

be inputting, in the first invocations of Input, unknown random values. However, in our
simulation we will ensure that the input random values are consistent with subsequent
values decrypted.

Note: The ciphertexts contained in {varid ki I

and in the encrypted state statepnv

held by the entities in C cannot be accessed, or written to, by independent calls to the
procedures Evaluate, Random or Declassify, as they are “local” variables purely for use only
by the input routines. In the same way the public state values state -p May not be written
to as the output of Evaluate or Declassify.

6.1 Removing the PRG

For case where using a PRG is not desirable, either due to complex state synchronization
between the input party and the computing parties, or the heavy cost of warming up a
PRG such as Kreyvium, a stateless protocol may be preferred. We outline the four-part
modification needed for Figure 13-Figure 15 to support a version of the protocol that does
not requrie a PRG. Instead, we will use the PRF outout directly to encrypt the plaintext.

This version of the protocol already appeared in [Sma23b].
1. Skip every step that uses PRG.Init and PRG.Update: the mask y used in Input is now
the PRF output itself, so no PRG state is maintained and state,p, stateyi, remain
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,-[ Hp_circwit (Part IT) }

Input(sid, Z;, varid, z, j): When player Z; wishes to input a value z of valid type
type(varid), with respect to its j-th input channel, we execute:
1. If type?(varid) = —
(a) Player Z; broadcasts x, in the clear, to all players in C.
(b) The parties in C store the received x in the register varid.
2. Else
(a) Party Z; executes

(y, state”’  state”’

e o) < PRG.Update(k', 1, state ], state, ], )

priv
to obtain the output y € Z/(p*"), where type! (varid) = Z/(p*").
(b) Party Z; computes z < y + .
(¢) Party Z; broadcasts z € Z/(p*'), in the clear, to all players in C.
(d) If Initlnput, (sid, 4, j) has not yet been executed, i.e. the parties in C
do not hold any encrypted value of state ],
i. The parties in C let c¢t, denote a default encryption of zero.
(e) Else
i. The parties in C homomorphically execute

) + PRG.Update(k/, 1, state”J_ state’J

i3 ]
(cty, state,,, state pub’ priv)>

priv
using their public valug 4of state;’jb and its homomorphically
encrypted value of state)],.
ii. The parties in C homomorphically evaluate ct, < z — ct,,.
(f) The parties in C store ct, in the register varid.

Figure 14: The protocol for executing a program represented by a F-Circuit — Part 11

1 throughout.

2. Combine Initlnputy, Initlnputy and Input from Figure 13-Figure 15 into a single
routine.

3. Add domain separation for calls to DeRandFHE-PRF via Random and via Input, e.g.,
1 is used in DeRandFHE-PRF(1|[cnt, pt, pt¢) when called by Random and 0 is used
in DeRandFHE-PRF when called by Input.

4. When calling DeRandFHE-PRF from Input, use

DeRandFHE-PRF;/ 1 (0[[sid||i]|7|[nonce, p€, pt,¢),
where every element of the string has a fixed length, nonce € {0, 1} is sampled
uniformly at random by the input party. The single resulting encrypted variable is
of type (Z/(pkl), s) and plays the role of ct, in Input; in particular there is no longer
a PRG key {varidk;;gj,z 12 of type (Z/(p),s). If Z; inputs m values of the same type
within one routine, use DeRandFHE-PRF; ,,, and take one output per value.

After the above modification, the new protocol can be summarized below. For every
input, the input party Z; sends a fresh nonce to the parties in C using a reliable broadcast
channel from I to C; the parties in C evaluate the encrypted PRF to obtain ct,, and
a majority of them submit the same ct; to FkeyGenDec; the parties in T realizing this
functionality threshold-decrypt ct, and privately return y to Z;; finally, Z; broadcasts
z + y + x to the parties in C, who homomorphically remove the mask by computing
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'-[ HF—Circuit (Part III) ]

Output(sid, O;,varid): When player O; is expecting an output value z of valid type
type(varid) we execute:
1. If type?(varid) = — then
(a) The contents of register varid is sent to player O; by all players in C.
(b) Player O; takes the majority verdict as the value of the register sent.
(c) The value sent is the output value.
2. If type?(varid) = s then
(a) Parties in C call FkeyGennec-DistDecrypt(sid, ct,, {O;}), where ct; is
the content of register varid.
(b) The party O; receives the output plaintext value, and takes this as
the output value.
Note, that O; only recetving the value implies private channels
between FieyGenDec and the entities in Q.
Evaluate(sid, ({varid,, }7_;, {varid,, }]", F'):

1. The players in C, for i € [1,...,m], retrieve the ciphertexts containing
x; from varidy, .
2. The players in C compute (Y1, Yn) —

DeRandEval((x1, ..., zm), F, pt).
3. The players in C, for j € [1,...,n], store y; in varid,,.
Random(sid, {varid,, }!_;, k"):
1. The players in C invoke DeRandFHE-PRF;/ ,(cnt, p€, pt, ), with the
resulting n encrypted variables being assigned to {varid,, }?:1.
2. cnt <—cnt+ 1.
Declassify(sid, varid,, varid,):
1. The players in C retrieve «¢t, from wvarid, and call
FkeyGenDec.DistDecrypt(sid, ct;,C), where ct, is the agreed content
of register varid, held by a majority of the parties in C.
2. The public result y is sent back to all parties in C, and assigned to the
register varid,,.
Terminate:
1. This simply stops all parties and deletes the internal state of all parties.

Figure 15: The protocol for executing a program represented by a F-Circuit — Part III

ct, + 2z —ct,. Note that just like the old InitInput, from Figure 13, the majority of C must
have computed the same ct, to call DistDecrypt.

The additive pad used in the secret-input routine can also be replaced by an one-time-
secure symmetric encryption scheme Sym. In this variant, y is used as the encryption key:
the input party reliably broadcasts z <— Sym.Enc,(z), and the parties in C homomorphically
evaluate Sym.Dec,(z) using ct, to obtain ct,. This generalization is useful when the
decryption algorithm of Sym is efficient under homomorphic evaluation and a long input
needs to be submitted. The current operations z = y +  and = z — y are the special
case in which Sym is the additive one-time pad.

7 Security Proof

This proof is in the UC model, so we first outline the basic overall structure. As well as
the honest parties executing a protocol we have an adversarial party A which performs
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the actions for the parties which are adversarially controlled. The adversary .A mounts an
attack on the protocol, by statically corrupting” as many input and output players as it
wants, as well as up to t¢ of the computing parties C.

In addition there is an additional entity Z called the environment. The environment
sits in one of two worlds; a real world or an ideal world. The goal of the environment is to
output a single bit. If Z outputs one, then it thinks it is sitting in a real world. On the
other hand if Z outputs zero, then it thinks it is sitting in a simulated world.

When Z is sitting in the real world it selects the honest parties inputs, which it gives
to the honest parties. The environment also receives the outputs of the honest parties
at the end of the protocol execution. However, the environment does not get to see the
random tapes/internal variables (e.g. the keys, key shares etc) of the honest parties. The
environment executes the adversarial entity and during the attack, Z takes complete
control over the actions of the corrupted parties.

When Z is sitting in the ideal world, there is now another entity called a simulator
S. The simulator must simulate the environment’s view of the protocol so that it looks
like what Z would see in a real attack. The simulator has access to the ideal functionality
Fr_circuit from Figure 12 on behalf of the corrupted parties. The environment in the
ideal world still selects the honest parties inputs, which it gives to the (dummy) honest
parties. If the inputs are private, these inputs are passed directly to the ideal functionality,
and are not available to the simulator. Again during the attack, the environment takes
complete control over the actions of the corrupted parties. Once again, at the end of the
protocol, the environment Z gets access to the outputs of the honest parties, by having
them directly passed to Z from the ideal functionality. The simulator S does not get access
to the private outputs of the honest parties, but does get access to the public outputs of
all parties.

Our protocol p_circuit, from Figure 13-Figure 15, is said to (computationally)
securely implement Fpr_cjreuit, if @ poly-time bounded environment Z outputs one with
essentially the same probability in the real and the ideal process.

In a G-hybrid model, the protocol executes just as in the real world, however the parties
have access to an ideal functionality G for some sub-task. During the protocol, the parties
communicate with G as in the ideal world. The main UC-composition theorem [Can00,
Can01] says that an ideal functionality proved secure in the G-hybrid model, will be secure
when the sub-task represented by G is realized by a UC-secure protocol that realizes G.

The formal statement we aim to prove is

Theorem 3. The protocol Nlp_cireuit (in Figure 13-Figure 15) UC realizes the
functionality Fr_circuir from Figure 12 in the { FkeyGenDec ;-hybrid model, assuming
the underlying FHE encryption scheme with encrypted PRF is both IND-CPA and
computationally correct (in the sense of Definition 6), the function PRG is a secure PRG,
LWR-PRF is a secure PRF, t¢c < C/2, and DeRandEval is deterministic.

More formally, for any environment Z there are algorithms Ay, ..., As such that,
AdvZ® :=Pr[ 1+ Z( Real )| — Pr[ 1+ Z( Ideal ) |
< AdVét}rprf (sec, lrandom + I -2y, lEvalvate + 1 - L)
+ /%dv,’,ifD_CPA(sec7 LRandom + L4 - £y)
+ Adv,’,“R3F(sec7 lRandom + 14 - £y)
+ (I = 1a) - €y - Advpg(sec, linput, 1)
+ Adviis cpalsec, (I—14) Ly binput)-

where

7Static corruption implies that all the corrupted parties are actually defined at the start of the protocol.
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e lRandom %S the number of calls to the operation Random made by the program,
e CEvaluate 1S the number of calls to the operation Evaluate made by the program,
o Llinput s the mazimum number of calls to Input for o fized (4, j) value.

o {j is the maximum number of j values used in Initinput, etc per party,

o 14 is the number of dishonest input parties.

Before proceeding with the proof we note that if ¢ty < T'/3 then there is a UC-secure
protocol which implements the functionality FikeyGenDec, i.€. the one from [DDET23].
However, in our hybrid model, T is abstracted away by the ideal functionality FikeyGenDec,
and thus we do not need to worry about the threshold ¢t in our proof.

Proof. We let C4,14 and Q4 denote the adversarially controlled parties in C,I and O
respectively. Since t¢ < C/2, the homomorphic DeRandEval algorithm is deterministic,
and the protocol uses an honest majority mechanism to detect the correct outputs of the
parties in C we need not worry about adversarial behaviour of the parties in C. This fact,
combined with the fact that we are working in the { FkeyGenDec }-hybrid model, means
that the only dishonest parties we need to consider are those in the sets I and Q. However,
the parties in @ only act passively in our protocol.

The simulator is given in Figure 16-Figure 17. It will play the honest player’s parts,
whilst the environment Z will play the parts of the corrupt players®. The simulator runs
an internal copy of Fkeygen in order to simulate calls to these functionalities.

The key problem in creating the simulator, is that to call the ideal functionality, the
simulator needs to somehow extract the dishonest parties’ private inputs from the output
of the adversary, in order to pass the adversarial inputs to the ideal functionality. However,
since the simulator knows the underlying secret key of the PRG it can decrypt every z
value sent on behalf of the corrupt players. This can then be used to obtain the required
input, for the corrupt parties, to the functionality Fr_circuit-

The proof will proceed via a sequence of games.

Game Gq: In the first game Gg we model a situation that is perfectly indistinguishable
from the real world for the environment Z. The environment Z is interacting with a
“challenger” Xy which (for reasons which will become apparent later) we will divide into
two entities Xy = (So, Bo). The entity Sy controls the hybrid functionality FkeyGenDec and
interacts with the parties controlled by the environment Z, whilst By controls the honest
parties and will be performing “book-keeping”.

The entity Sy executes the key generation algorithm of the functionality FkeyGenDec, t0
obtain pt, pt, ¢, st and ky. It passes (pt, pk,¢) to the adversary.

Whenever an honest party executes a command, the entity By notifies Sy of this, so
that Sy knows it needs to simulate the honest parties behavior to the adversary. The
challenger answers the environments queries and inputs as follows:

e When the environment passes to the challenger the honest parties inputs these are
assumed to go directly to By. Then By passes them to Sy. The entity Sy runs the
real protocol, with these inputs, in order to simulate the input of the said inputs to
the environment.

¢ When the environment executes the input routines for parties in I 4, the entity Sy
can decrypt them, since it knows all the associated the secret keys s¢ and k,¢. This
is true, even if the adversary executes an Input command, before the appropriate
Initlnput, command has been executed. The entity Sy then passes the dishonest
players inputs to By.

¢ When the Random command is executed, the entity Sy can obtain the underlying
LWR-PRF value, as it knows kps. This underlying PRF value is passed to entity By.

8Thus, for simplicity of exposition, we assume only one adversarial entity, and do not split into an
“environment” and an “adversary”.
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;—[ SF—Circuit (Part I) ]

Init(sid):

1. The simulator simulates the calls to FkeyGenDec by internally run-
ning the algorithm KeyGen, in order to obtain the pair of key pairs
((pt, peoe), (st kpir)), as well as shares (s€);. The pair (p€, pt,¢) is sent
to all players.

2. ent + [0,...,2%).

Initlnput, (sid, 4, j):

1. There is nothing to simulate here. The honest parties in C simply follow
the protocol, by executing the call to DeRandFHE-PRF and performing
the homomorphic evaluation of PRG.Init.

2. The simulator generates {ké’ﬂge}n”’g by selecting uniformly random ele-
ments from (Z/(p))"ve.

3. The simulator also computes the values of state”’ and state”? pubs USING

priv
the just generated values of {k;r{gf};i'gl, and stores the states for later
use.
4. cnt <—cnt + 1.
Initlnput,(sid, 4, j):

1. Let the ciphertexts held in varid, oy be denoted by ct, gt

2. The simulator knows the values {ké’é’l} 25 from above. When Ctké;gj,l is
passed to FkeyGenDec the simulator forwards the query and simulates the
output using the stored value kiZ*.

3. Note, if Z; € T4 then the simulator will send Z; the values {ki7¢},™.

Input(sid, Z;, varid, z, j):

1. fZ; € T\ 14, ie. Z; is honest:

(a) If type?(varid) = — then the functionality will output = to the
adversary, thus the simulator will also learn z. The simulator
essentially does nothing for such operations.

(b) If type?(varid) = s then the simulator generates z uniformly at
random and passes it to the parties in C.

(¢) The honest parties in C then process the incoming value as specified
in the protocol.

2. If Z; € 14, i.e. Z; is dishonest:

(a) If type?(varid) = — then the adversary will send z to the simulator
in the clear.

(b) If type?(varid) = s then the adversary will send z = = + y to the
simulator in the clear. The simulator can then recover y, as it knows
state;, and state_,. From y and z it can recover the adversary’s
input z.

(¢) The wvalue x is then passed to Fr_cireuir by calling
(sid, Input, Z;, varid, ) on Fr_circuit-

Figure 16: The simulator for Fr_cyreuss — Part 1

e When a Declassify operation or an Output operation is performed, the entity Sy can

execute the code of FkeyGenDec, as it knows the underlying secret key st.
Clearly &) is acting as the challenger in the real world, and so we have

Pr[ 1+ Z(Real ) ] =Pr[ 1+ Z(Gy) ].
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;—[ SF—Circuit (Part II) }

Output(sid, O;, varid):
1. If O; € 0\ Oy, ie. O; is honest:
(a) If type?(varid) = — then the simulator knows the value z, and can
thus transmit the value to O; for honest parties in C.
(b) If type?(varid) = s then the simulator simulates the operation by
i. The simulator obtains the ciphertext ct, stored in varid, and
generates a random message ,
ii. The simulator queries FkeyGenDec With ct,, and simulates the
resulting interaction to the adversary using the value z.
2. If O; € Oy, ie. O; is dishonest.

(a) If type?(varid) = — then the simulator knows the value x, and can
thus simulate the transmission of = to O; from the honest parties in
C

(b) If type?(varid) = s then
i. The simulator obtains the underlying message x encrypted by the
ciphertext ct, stored in varid, by calling (sid, Output, O;, varid)
on -/T_.F7Circuit'
ii. The simulator queries FkeyGenDec With ct;, and simulates the
resulting interaction to the adversary using the value z.
Evaluate(sid, ({varid,, }7_;, {varid,, }]", F):

1. There is nothing to simulate here, as the procedure is purely a determin-

istic computation by the parties in C on their known inputs.
Random(sid, {varid,, }""_;, k"):

1. Again there is nothing to simulate here, as the procedure is purely a

deterministic computation by the parties in C on their known inputs.
Declassify(sid, varid,, varid,):

1. The simulator obtains the underlying message y encrypted by the ci-
phertext ct, stored in varid,, by calling (sid, Declassify, varid,, varid,) on
Fr_Circuit-

2. The simulator queries FkeyGenDec With ct;, and simulates the resulting
interaction to the adversary using the value y.

3. The simulator stores y in varid,.

Terminate:

1. The simulator stops, and outputs the values obtained from the func-
tionality Fp_circuit as to the functionalities inputs and outputs of the
honest parties.

Figure 17: The simulator for Fr_cjreuit — Part 11

Notice, the book-keeper By is given all of the input values (either directly from Z, or
from Sp). It is also given all of the underlying random values obtained from executing the
Random command. This means that By can compute all of the values of the varid values
used in the execution, since it can recover the others by evaluating the functions F' sent to
Evaluate in-the-clear. It is for this reason we call By a book-keeper. At all times, By (and
subsequent B;’s) will maintain a consistent plaintext view of all registers. Notice, that at
this stage the only communication from By to Sp is the honest parties inputs.

At the end of the game the book-keeper By outputs the honest parties outputs to the en-
vironment. It can do this, since it has a consistent view of all the values held in the registers.
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Game Gq: In game Gy the entity Sy is modified (to obtain S;) so that it decrypts, using
the knowledge of the secret key st, every encrypted varid value. This value is sent to a
modified version of the book-keeper B;, which aborts if the value received is not equal to
the values it maintains for these varid values.

It is clear that if Z can distinguish between running in Gy and G, then we can construct
an adversary 4, against the Corp security from Definition 6. Thus we have

Pr[ 1+ Z(Go) ] — PI'[ 1+ Z(Gl) ]

< Advé)lrprf(secv £Random +1I- ng £Evaluate +1I- Z])

This is because, firstly, the number of calls to DeRandFHE-PRF is equal to the number of
calls to Random plus the maximum number of calls to InitInput;, each such call being a
single query to the encrypted PRF oracle which requests ¢ = n resp. t = np outputs,
and secondly, the number of calls to DeRandEval made is equal to the number of calls to
Evaluate plus the maximum number of calls to InitInput;.

Game Go: Assuming game G does not abort, we can here return (Ss, Bs) to behave just
as (81, B1), except Sy will now not, when answering the Declassify queries decrypt the
ciphertexts itself, but will instead be given the values which the book-keeper Bs is storing
for these values.

Thus in game G2 we can simulate the queries to FkeyGenDec Used in Declassify using the
stored values from By. Since these values are correct, as Gy did not abort we have

Pr[ 1+« Z(G;)] =Pr[ 1« Z(Gy) ]

Game G3: We make a similar change in G3 for the FkeyGenbec used in Initlnput,. Now,
instead of using the real FkeyGenDec Operation, which requires the secret key s€, the entity
S3 now simulates the queries t0 FieyGenDec Using its known values kiZ‘. Again as Gy did
not abort, these values are correct, and we have

Pr[ 1+ Z(Gy) | =Pr[ 1+ Z(Gs3) |

Game G4: At this point the only usage of st by S3 is in executing FikeyGenDec in the Output
to honest and dishonest parties.

In the case of dishonest parties we proceed as above, i.e. Sy will obtain the value to
output by requesting this from By, and then simulating the query to FkeyGenDec-

In the case of output to honest parties the entity S; will generate a random value
x, and then uses this to simulate the query to FkeyGenbec- NoOte, at the end of game the
environment will still be passed the correct value, by B4, which is output to the honest
party, and not the fake value x.

Note, at this point S; no longer uses the FHE secret key st.

Game Gs: Now instead of S5 using the key kps to obtain the underlying PRF values and
then forwarding them to Bs. Now we work in reverse, and let Bs generate the internally
random values as if they were from an ideal PRF. Note, at this point S5 does not require
knowledge of the LWR-PRF secret key kp in order to operate.

The entity S; will also be modified in order to generate the outputs of the PRF needed
for Initlnput; for all parties at random too. Thus it can recover the inputs from the
dishonest parties in I4 as before, and pass them onto Bs.
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Again it is clear that if Z can distinguish between G4 and G5 then we can construct an
adversary D against the encrypted PRF. Thus we have there is an adversary D such that

PI‘[ 1+ Z(G4) } - PI'[ 1+ Z(G5) } S AdVZE)nCPRF(SeC’ eRandom + IA . e(]),

since, as above, the number of calls to DeRandFHE-PRF which are opened is bounded by
the number of calls to Random plus the maximum number of calls to Initlnput; made by
dishonest input parties, each such call being a single query to the O oracle of Figure 5. By
Theorem 1 we can translate this into the existence of adversaries A; and Az such that

Pr[1+ Z(Gy4) ] —Pr[ 1+ Z(Gs) |

< Adviﬁz[)_cp/\ (SeC7 fRandom + 14 g])

+ Advie(sec, CRandom + 1a - £1).

Game Gg: Our final change is in the input protocol for honest parties Z € T\ I4. Now
instead of Bg passing the honest players input to Sg, the entity Bg does nothing, and Sg
now simulates the input routine by generating z = y + x at random during the execution
of Input for the honest parties. Since the adversary learns nothing about state;’ﬂiv for such
calls generating z, it also learns nothing about the underlying PRG outputs y. Since y is
(by PRG security) indistinguishable from random, this means z is indistinguishable from
random. Moreover, knowing z and ct, (through C4) the adversary can compute ct, for
the random z used in the simulation. However, by the IND-CPA security of the FHE
scheme, ct; is indistinguishable from an encryption of the real x, and thus the adversary
learns nothing about x. Put another way, if the adversary can distinguish Gg from Gs
then we can create an adversary A4 against the PRG security or an adversary A5 against
the IND-CPA security of the FHE scheme.

Pr[ 1« Z(Gs) ] —Pr[ 1+ Z(Gg) |
< (I — IA) Ay - AdVéF%G(SeC, élnputv 1)

+ Advlﬁsb—CPA(seC’ (I - IA) 'EJ : Elnput)-
This is because we have at most (I —I4)-£; distinct PRG keys held by honest parties. For
each PRG key we make at most £, calls to the Input operation, each of which produces
a PRG output of length one.

Finally, we see that Sg is exactly the simulator described in Figure 16-Figure 17, with
the book-keeper Bg being exactly the ideal functionality. Thus we have

Pr[ 1+ 2Z(Ideal )] = Pr[ 1+ Z(Gg) ].

From this the result follows. O

7.1 Proof Modification After Removing the PRG

Below we outline the changes to the proof and Theorem 3 when when the PRG is removed.
Let Qg be the number of Input operations on secret data performed by honest parties,
Q4 for the number of mask requests made by corrupt input parties, Q = Qg + Q 4, and
taking nonce < {0,1}%%%, the bound becomes

AdvZ < Advy (sec, (Random + @ LEvaluate + Q)

+ AdviﬁﬁD-CPA (SeC, ERandom + Q)

+ Advpge (sec, CRandom + Q)
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+ Advib_cpa(sec, Qr) + <Q2H> LT

Comparing to Theorem 3, the parameters np, £; and £, no longer appear, the PRG
term disappears, and a statistical term appears which bounds the probability that two
Input operations of an honest party draw the same nonce.
The simulator of Figure 16 changes only in its input routines, which are merged into
Thprg

a single routine following the protocol. Instead of generating a PRG key {kL2E e and
2,7

computing the associated states state;’fb and state,;, , the simulator samples a single mask

Y Z/(pk') per request and stores it against (i, j,nonce). When Z; € I4 the query to
FkeyGenDec-DistDecrypt is simulated using this y, and on receiving the broadcast value z
the simulator recovers the input as x < z — y and passes it to Fr_circuit- For an honest
Z; the simulator broadcasts a uniformly random z, as before.

Games Gg to G5 are essentially unchanged except for the parameters. Between Gy
and Gg we insert a game which halts if two Input operations of an honest party use the
same (i, j, nonce), this accounts for the possibility of collision. Finally the PRG game Gg
is simplified and only the IND-CPA step for ct, remains.

Modification to the proof is trivial if the additive pad is replaced by an one-time-secure
symmetric encryption scheme Sym mentioned in Section 6.1. The proof therefore gains a
term for Sym and an additional game hop.
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