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Timed cryptography captures computations that inherently require a prescribed amount of time,
even in the presence of parallelism, and has emerged as a central notion due to its broad applications
in both practice and theory. A natural question is how timed cryptographic primitives relate to
traditional cryptography, in particular to primitives in Minicrypt.

Guan and Montgomery (CRYPTO 2024) show that sequential functions do not imply one-way
functions (OWFs) via black-box reductions. Their result, however, leaves open whether adding
public verifiability (a substantially stronger requirement) suffices to imply OWFs. We study this
question via verifiable delay functions (VDF's), which require substantial sequential time to evaluate,
yet produce a unique output that is efficiently and publicly verifiable.

We show that VDFs do not imply OWF's via fully black-box, relativizing reductions. Combined
with prior results showing that VDFs cannot be constructed in the random oracle model, this
establishes that there is no black-box implication in either direction between VDFs and OWFs.

Our proof develops a new oracle separation technique that combines the random oracle with a
carefully designed complexity-theoretic oracle inspired by Kolmogorov complexity.
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1 Introduction

Traditional cryptographic primitives are usually built by leveraging computational hardness, measured
by the total amount of work required to perform a computation. One-way functions (OWFs) capture a
minimal form of such hardness and form the foundation of Minicrypt. Timed cryptography, by contrast,
is built on sequential hardness: the requirement that a computation takes substantial time even when
parallel resources are available. Motivated by applications in decentralized computation, this alternative
form of hardness has received growing attention. It raises a natural question:

Does sequential hardness imply one-way functions?

Sequential hardness can be instantiated in a variety of models. In the random oracle model (ROM),
it can be enforced by repeatedly evaluating the random oracle function . Beyond the ROM,
sequential hardness has been instantiated under assumptions including the hardness of repeated squar-
ing in groups of unknown order, worst-case non-parallelizing languages together with indistinguishabil-
ity obfuscation, succinct arguments for P together with sequential functions, and lattice- and isogeny-
based assumptions [RSW96; BN0O; (GMPT06; [LW15; [Wes19; [Piel9; [DMPT19; MT19; Shal9; [DGM™20;
EFKT20b;[BDG*20; EFK*20a; |[LV20; KLX20; BHR " 21 [FKP21; [JMR*21; [ HHK " 22; BCH* 22} (CSRT22;
HHK "23; [LM23; |(CLM23; |[OKC™25]. The converse direction—whether sequential hardness implies stan-
dard cryptographic hardness—is less understood. Guan and Montgomery initiated a systematic
study of this question and showed that generic sequential functions, without additional algebraic or
structural properties, do not imply OWFs via black-box reductions.

We study sequential hardness in combination with public verifiability, a property reminiscent of those
found in other cryptographic primitives, such as zero-knowledge proof systems. Specifically, we focus
on verifiable delay functions (VDFs) [BBB™ 18], which require substantial sequential time to evaluate,
produce a computationally unique output, and allow efficient public verification. Public verifiability is a
natural strengthening to consider: for sufficiently strong proof systems, such as zero-knowledge proofs,
public verifiability together with simulatability is known to imply OWFs [Ost91; OW93; |Ps05; CHK25;
. This leads us to ask whether VDF's imply OWF's. We answer this question negatively:

Theorem 1 (informal). There exists an oracle relative to which verifiable delay functions exist, while
one-way functions do not.

Our oracle separation rules out fully black-box constructions of OWFs from VDF's. In the other direction,
prior works [MSW20; DGM*20; | GRY25; AAK™25| show that VDFs do not exist in the random oracle
model, even though OWFs do. Together, these results show that VDFs and OWFs are incomparable
under fully black-box, relativizing reductions.

1.1 Related Work

VDFs are motivated by both practical applications and theoretical connections. They have found applica-
tions in randomness beacons [LW15; BBB™18; [EFK ™ 20a} [Sta20], computational time-stamping |[LSS20),
resource-efficient blockchains [CP19], proofs of replication [ABB™ 16|, and short-lived signatures [ABC22|.
On the theoretical side, several works connect VDF constructions to approaches for proving hardness of
total search problems [BPR15; HY17; |[LV20; BCH™22].

To place our result in the broader landscape of timed cryptography, we compare VDFs with three
related primitives: proofs of sequential work (PoSWs) [MMV13|, sequential functions [MMV13], and
time-lock puzzles (TLPs) [RSW96; [BGJT16]. We organize the comparison around what is known about
the relationship between each primitive and OWF's.

Proofs of sequential work. The primitive most closely related to VDFs is that of proofs of sequential
work (PoSW), which relax the definition of VDFs by removing the uniqueness requirement on the output.
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Fig.1: Known black-box implications and separations involving timed cryptographic primitives and one-way
functions. Solid black arrows denote black-box implications; dashed red arrows with a tick denote black-box
separations; double dashed red arrows with a tick highlight the new separations established in this work, directly

Oor as consequences of eorem 1

Unlike VDFs, PoSWs can be constructed in the random oracle model [MMV13;|CP18;|AKK™19; DLM19;
AFGT22; AC23; | Abu25|. Since every VDF is, in particular, a PoSW, immediately implies a
separation between PoSWs and OWFs in the same oracle model.

Sequential functions. Moving to a more basic notion, sequential functions are arguably the simplest
timed cryptographic primitive. As mentioned earlier, it is known that there exists an oracle model in
which sequential functions can be constructed, yet one-way functions do not exist [GM24]. This previously
known separation also follows from since every VDF is a sequential function. In contrast,
sequential functions can be constructed in the random oracle model [MMV13].

Time-lock puzzles. Time-lock puzzles (TLPs), however, behave differently from generic sequential
functions. A TLP is a puzzle that can be quickly generated, but solving it requires a prescribed amount
of time, even when parallel adversaries are allowed. Similar to VDFs, TLPs are designed to enforce
sequential computation that cannot be substantially sped up via parallelism. A key distinction, however,
is that VDFs require efficient public verification of a time-expensive computation, whereas TLPs require
efficient generation of a puzzle corresponding to a privately chosen solution under a time-expensive
computation. In contrast to sequential functions and PoSWs, TLPs are known not to exist in the random
oracle model [MMV11]. Moreover, [BGJ " 16| shows that TLPs imply one-way functions. Taken together,
these results highlight a fundamental distinction between sequential functions, TLPs, and VDFs.

We summarize the current state-of-the-art on known black-box implications and separations involving
timed cryptographic primitives and OWF's in

1.2 Our Techniques

To prove we use pseudorandom generators (PRGs) as an intermediate step. The construction
of Haitner, Reingold, and Vadhan [HRV10] transforms any OWF into a PRG in a fully black-box way.
Therefore, this transformation continues to hold relative to arbitrary oracle distributions. It is therefore
enough to construct an oracle distribution relative to which VDFs exist but PRGs do not.

We use three oracles. A random oracle F, together with a verification oracle V, yields a VDF based
on iterated random-oracle evaluation. To rule out PRGs, we begin with a complexity oracle L™V inspired
by Kolmogorov complexity, which identifies strings that admit short descriptions relative to (F,V). If
a candidate PRG accesses only (F,V), its seed and code give such a short description of every output,



allowing LFV to distinguish PRG outputs from uniformly random strings. The central challenge is ex-
tending this idea to PRGs that themselves query the complexity oracle. We explain how we resolve this
circularity in

After introducing the complexity oracle, proving sequentiality for VDFs requires additional care: we
need to make sure that the presence of the complexity oracle does not give speedups to VDF adversaries.
In fact, we show that any adversary with access to all three oracles can be simulated by an adversary
with access only to F. Thus, any successful attack on the VDF would contradict the inherent sequential
hardness of iterated random-oracle evaluation; see Together, these arguments yield an oracle
world relative to which VDFs exist while PRGs, and therefore OWFs, do not.

Remark 1 (Why the two-oracle shortcut does not suffice). At this point, one might try to
avoid the circularity from the previous section by using the asymmetric two-oracle technique of [HR04]:
restrict the candidate PRG to oracle access to (F, V), and give only its distinguisher access to the standard
Kolmogorov-complexity oracle LFV. This indeed suffices to break the PRG.

It does not, however, resolve the sequentiality problem. A fully black-box security reduction may in-
voke this distinguisher, so the VDF must remain sequential against adversaries with access to (F,V, LFV).
This does not follow from the usual random-function lower bound: a single query to LFY may depend
on unbounded computations with oracle access to (F, V), and may therefore implicitly inspect arbitrarily
many points in the relevant F-slice. In fact, writing O = (F,V, LFV), proving sequentiality in this setting
would in particular imply PY % NP© for this specific structured oracle, a (variant of a) major open
question in complexity theory. [ABK06; ABK™06]

The paper is structured as follows:
° provides the formal notations and definitions that we use.
° elaborates on the definition of VDFs.
e [Section 4] explains the overall proof idea along with the technical challenges we need to resolve.
e [Section b states and proves our formal VDF-OWF separation.

2 Preliminaries

Notation. When possible, we try to associate the style of a variable with its type, so that it can be parsed
context-independently. We may deviate from this style if semantic conventions clearly suggest a different
style. In particular, integers are denoted by lowercase Latin letters, e.g. n, k,,j (exceptions include A,
T). Strings are usually denoted by lowercase Latin letters towards the end of the alphabet, e.g. z,y, 2
(exceptions include IT, @). Sets and languages are denoted by uppercase Latin letters, e.g. L. Functions
are denoted by lowercase Fraktur/Greek letters or sans-serif Latin letters, e.g. f, §, F. (Fraktur functions
are typically functions from/to natural numbers whereas Greek functions map to the reals.) Probability
distributions are denoted by uppercase calligraphic letters, e.g. D. For algorithms (e.g. Turing machines
or circuits) we use the function symbol, e.g. A, in an overloaded notation to refer both to the function
and the code (description) of the algorithm. This allows us to refer to the description length |A| and the
execution A(z) of an algorithm A without notational overhead.

We denote the empty string by e. For any language L C {0,1}* and any integer k& € N we denote
by [L]<k = L N{0,1}=F the set of strings in L of length at most k. Similarly, for any function F :
{0,1}*x---x{0,1}* — {0, 1}* we denote by [Fx, k... : {0, 1}5%1x{0,1}=*2x- .. — {0, 1}* the restriction
of F to inputs of length at most k; on the i-th coordinate. For consistency, we define [F]g, . (z) == L for
any z ¢ {0,1}=% x ... For any function F : {0,1}* — {0,1}* U {L} and any language L C {0,1}* we
denote by F(L) := { F(x) | « € L} the image of L under F. For each function F : X — X and each T' € N
let FM)(z) :== F(FT-Y(z)) and let F®)(z) := z. Boolean oracles are typically presented through their
characteristic sets.



We use standard asymptotic notation, e.g. o(1) (technically o(A — 1)) to denote the set of vanishing
functions, and o(A) (technically o(A — X)) to denote the set of sublinear functions.

Uniform distribution over random functions.
Definition 1. Let
F o= {F {0,1}* x N — {0,1}* | vA, 7 e N: F({0,1}},T) C {o, 1}A}

be the set of (indexed length-preserving) functions over finite strings. We denote by F the uniform
distribution over F where for each \,T € N and each x,y € {0,1}* it holds that Pr[F « F : F(z,T) =
y =271,

Computational models. The specific details of the computational model do not matter much for the
“spirit” of our results, due to various simulation theorems between different computational models.
Nonetheless, we pick two concrete models to be able to prove rigorous statements. Concretely, we consider
Turing machines (TMs) for our primitives and Boolean circuits for adversaries. We generally assume a
TM has a fixed number of tapes, one of which is a read-only input tape, one a write-only output tape, and
the rest are read-write work tapes. A non-uniform TM has an additional advice tape that is initialized
with an advice string that depends (exclusively but arbitrarily) on the input length (but not on the input
itself). This naturally extends to oracle machines with a fixed number of dedicated oracle tapes.

Let M be a deterministic Turing machine. For any x € {0,1}* denote by M(z) € {0,1}* U {L} the
content of the output tape after M has entered a terminal state, or L if M does not terminate on input
2. We assume that any program F € {0,1}* can be padded to any length ¢ > |F| while preserving its
functionality. To denote the runtime of M on input (},...) (resp. (A, T} ...)) we write tm(A) (resp. tm(\, T)).

Remark 2 (Resource bounds). For both computational models we specify the resource bounds as
functions of the first input, typically A, or the first two inputs, typically (A, 7)—mnot in the length of
the overall input. This notation makes it easier to express the concrete resource bounds for specific
invocations of the involved algorithms/circuits.

For example, let t : N — N be a function and A a t-time-bounded TM; then for any « € {0,1}*, on input
(A, z), written as A(A, x), we require that A halts after at most t(\) steps, regardless of the length of x.

Circuits.  On the other hand, we consider (uniform and non-uniform) bounded-fan-in Boolean circuits.
In this work, the most important properties of a Boolean circuit are its size s and depth d. By C; 4
we denote the class of all Boolean circuits with size at most s and depth at most d. For any functions
5,0 : N2 = N we denote the class of all uniform families of Boolean circuits with size at most s and
depth at most ? by

Cily = {(Car)aren | ITM MYA, T € N: M(A\,T) = Car A Car € Csa1)0001) | - (1)

In other words, a uniform circuit family has a (deterministic) circuit generator TM that on input (A, T")
outputs a circuit Cy r of size at most s(\,T') and depth at most d9(A, T).

The class of non-uniform families of Boolean circuits with size at most s and depth at most 0 is
defined as

Cfg = {(C)\,T)A,TEN | V)\,T eN: C)\’T S Cﬁ()HT),D()\,T)} . (2)

If  is not specified we set d(\, T') := oc.

Similarly to TMs, circuits can be equipped with oracle gates. In this case, the size and depth of an
oracle circuit only account for the number of oracle gates in the circuit.

Let C be an oracle circuit of depth d, let « be an input for C, and let Oq, ..., O,, be fixed oracles. We

write CO1Om (z) < Q; to denote that the circuit C on input 2 makes queries Q; = {(ji,¢}), ..., (i, qi)}

to the oracles Oq, ..., Oy, in its i-th round of oracle gates, for each round i € [d|. Here, j; denotes the
index of the oracle, i.e., (j},¢qj,) means that ¢j is asked to oracle Oji.-



Complezity measures. There are several notions of complexity, each describing the smallest compression
of a given string in some computational model. The most basic notion of Solomonoff-Kolmogorov—
Chaitin complexity [Sol60; Kol63; |(Cha69] is the length of the smallest program (witness program) that
produces a given string. An obvious question is in which programming language the witness programs
are interpreted. To solve this issue one typically specifies a universal Turing machine (UTM) relative to
which the complexity notion is defined. Because there exist strong invariance theoremsEI the particular
choice of UTM is mostly irrelevant. For this reason, we omit the explicit notion of a UTM and simply
use the notation I7°(z) to denote the output of program IT on input z given access to oracle O.

For a given string x we say that the program that produces x is the witness program for x and denote
it by IT,. (If not further specified, we assume that I, is the lexicographically first program of minimal
length that produces x.)

Pseudorandom Generators.

Definition 2 (Relativized Pseudorandom Generator). Let O be an oracle distribution, and let
PRG?: {0,1}* — {0,1}* be a deterministic polynomial-time oracle algorithm. Suppose there is a
polynomial-time computable output-length function £: N — N such that £(\) > X and PRG®({0,1}}) C
{0, 1}Z()‘). For a non-uniform probabilistic polynomial-time oracle distinguisher D, define

AdvSren(A) == Proco {DO(P,PRGO(S)) = 1} —Pr oo [DO(1Y,2) =1]|.

s<U,y 2<Up(n)

Both probabilities include the internal randomness of D. We call PRGY « pseudorandom generator rel-
ative to O if this advantage is negligible for every such D. We call PRG? an infinitely often secure
pseudorandom generator relative to O if, for every such D and every ¢ € N, AdngG,D()\) < A7¢ for
infinitely many .

One-Way Functions.

Definition 3 (One-Way Function). A deterministic polynomial-time algorithm f: {0,1}* — {0,1}*
is a one-way function if, for every non-uniform probabilistic polynomial-time adversary A, the function
ea(A) = Procu, [f(A(N () = f(2)]
is negligible in \, where the probability also includes the internal randomness of A. We say that one-way

functions exist if such an algorithm exists.

Definition 4 (Relativized One-Way Function). Let O be an oracle distribution. A deterministic
polynomial-time oracle algorithm §©: {0,1}* — {0,1}* is a one-way function relative to O if for every
non-uniform probabilistic polynomial-time oracle adversary A, the function

ea(N) = Proco,ecu, [fP(AC (N9 (2))) = 19 (2)]

is negligible in \. We say that one-way functions exist relative to O if such an oracle algorithm exists.

3 VDF Definition

In this section, we give a VDF definition that is formal enough to allow for proving a rigorous impossibility
result. Along the way, we also formalize relevant aspects of the VDF definition that pertain to adversarial
speedups and the set of permissible time parameters that allow for VDF instantiations by avoiding trivial
attacks.

5 See for example Section 2.1 resp. Section 3.1 in [LVO08] for plain resp. prefix-free complexity.



Syntax. On a high level, verifiable delay functions (VDFs) are functions that are “slow to compute
but efficient to verify.” A VDF is a tuple (Setup, Eval, Verify) of randomized algorithms such that Setup,
on input a security parameter A and time parameter T, outputs public parameters pp; Eval, on input
A, T, pp, and a bit-string x, returns an output y and a short proof 7; and Verify(pp, z,y, w) accepts or
rejects a proof 7 that vouches for the correctness of y.

Semantic properties. A VDF must satisfy completeness, efficiency, soundness, and sequentiality. Infor-
mally still, completeness requires that the honest evaluation makes the verifier accept; efficiency requires
Eval to be computable in “sequential time” tgya(A,T) and Verify to be computable in “total time”
tverify (A, T') that is “substantially” smaller than tgya(A, T'); soundness means that no “efficient” adver-
sary can find a proof for an input z that is deemed valid for an output 3’ different from the correct
output y produced by Eval; sequentiality ensures that no “massively parallel” algorithm can compute the
function in time “significantly less” than tgya (A, T). The precise meaning of these properties depends on
the computational model.

Computational models. Timed cryptographic primitives, such as PoSWs [MMV13|, TLPs [RSW96}
BGJ"16|, and VDFs [BBB™ 18] are often predicated on the existence of an “atomic” computational unit,
often in some ideal oracle model, e.g. a hash function in the random oracle model (ROM) or a group
operation in the generic group model (GGM).H This conceptual view is appealing because it allows
a clean and simplified (atomic) definition of sequentiality to—informally—require 7" executions of the
atomic computation step.

However, not all computational models exhibit this atomicity property; in particular circuits and
(multi-tape) TMs in the standard model enjoy linear speedups via alphabet compression. For example,
any function that can be computed in time T'(A) > 2 can also be computed in time 7'()\)/2 by increasing
the alphabet size (for TMs) or allowing larger gates (in circuits). Other models are not atomic and do
not allow for speedups. An example of such a model is the (unit-cost) random access machine (RAM)
because RAMs have time hierarchy theorems [SZ76; BG97] that preclude universal linear speedups. More
precisely, they allow for a linear speedup, but the speedup factor depends on the function itself (whereas
linear speedup models allow one to speed up any (at least linear) function by any constant factor).

Definitional fragmentation. Note that the simplified (atomic) definition of sequentiality cannot be
fulfilled in a speedup modelm while a weaker (speedup) notion of sequentiality (e.g. o(7T)) may not
be optimal in an atomic model. For example, in the ROM, optimally secure sequential functions are
possible [MMV13; |(CP18]: while the honest function evaluation takes T' oracle rounds, every adversary
making up to 7' — 1 rounds fails to compute the function’s output with overwhelming probability. This
seems to suggest that the notion of sequentiality must be tailored to the given computational model. We
believe this state is unsatisfactory and that a VDF definition should be agnostic to the computational
model—as long as it has notions of depth/size, or equivalently, sequential/total time.

Our approach to defining VDFs. To be flexible enough to capture different types of models, our definition,
which we formally give in and [0 is relativized over an oracle distribution. To capture
standard model VDF's, one simply instantiates our definition with an empty oracle.

For concreteness, we model VDF algorithms as TMs and adversaries as (non-uniform) circuit families.
We stress that these concrete models can be replaced by any model that admit a notion of sequential /total
time or depth/size. Here, we equate sequential time with depth 0, and total time with size s.

The VDF syntax as well as completeness, efficiency and soundness are straightforward and essentially
follow existing definitions in the literature. However, sequentiality is more subtle. To provide the necessary

5 VDFs are impossible in both the ROM [MSW20; [GRY25; |AAKT25| and the GGM [RSS20].
" Because an adversary with a larger alphabet (i.e., better hardware) can evaluate the VDF in time 7/2 < T.



flexibility to capture various models, our sequentiality “proto-definition” is parameterized over the size
(total time) and depth (sequential time) of the adversary, the success probability of the adversary, and two
additional parameters: a speedup factor 0, and a size-bound factor 0. The purpose of these parameters
is to exclude trivial attacks that (depending on the model) would make the definition uninstantiable.
Finally, to obtain a non-parameterized definition for a specific computational model, we quantify over
suitable parameters of the proto-definition that are consistent with the model and exclude trivial attacksEI

Ezxcluding trivial attacks from the definition. Sequentiality should prevent any adversary from computing
the VDF output faster than the (honest) evaluation algorithm. As VDF's allow for public parameters pp,
such an adversary is modeled in two stages: the first “offline” stage (of size sp) only has access to the
(honestly) generated pp alongside the security and time parameters A, T; the second “online” stage (of
size s1 and depth 9;) has access to the first stage’s state as well as the VDF input z for which it must
compute the VDF output. The definition of sequentiality must exclude two unavoidable trivial attacks.

e The offline brute-force verification attack: the offline adversary must have total time strictly less than
2‘Ve”fv(>"T)tVerify()\, T), as otherwise the (adversarial) offline stage could simply check each preimage—
image—proof triple and store the results in a lookup table.

e The honest online evaluation attack: the (adversarial) online stage must use sequential time strictly
less than tg,a(A, T'), as otherwise the adversary could simply run Eval itself, thus making the definition
unsatisfiable.

To exclude these attacks, we lower and upper bound the set of permissible time parameters Py, o, 0, (A) C
N for each given security parameter in [Equation (6)|in our [Definition 5|

Upper bounding T': brute-force attacks. Boneh, Bonneau, Biinz, and Fisch [BBB™ 18| require T' to be
at most a subexponential, i.e., 220V in A. Unfortunately, they do not specify how exactly this upper
bound is quantified, i.e., whether it is part of the VDF scheme, or it is somehow quantified in the security
definitions (sequentiality and soundness). Their justification for this restriction is that if T € 2P°Y(N) were

allowed, then the offline adversary would have time 2>‘C/ for any constant ¢/, and thus it would be able
to break any potential cryptographic assumption underlying the VDF construction.

While this restriction is certainly necessary on an intuitive level, its necessity does not formally
follow from the trivial attacks mentioned above. As such, this subexponential upper bound on T is not
inherent to the definition of VDFs: it could be the case that a VDF exists that supports sequentiality
for exponential 7' simply because an offline adversary that runs in time exponential in A might be
able to break any underlying cryptographic assumption, but not the VDF itself. Naturally, a VDF
satisfying sequentiality for exponential T" is a stronger primitive than one satisfying sequentiality only
for subexponential 7', which makes the former hard to construct.

Nevertheless, we follow the intuition of [BBB™18| and adopt a subexponential upper bound on 7" in
our VDF definition as 2% (M)A where o, is a parameter in our definition. (Quantified existentially over
vanishing functions o, € 0(1).) Along with the instantiability of the definition we find this choice useful
because VDF's whose preimage length, image length and proof size are independent of T' (and polynomial
in \), ie., |z,|y|, |r| < A° can only be sequential for subexponential T, for otherwise for T' > 2*°, an
offline adversary could test all preimage-image-proof triples in time 23’\Ctve,;fy()\,T) < T\ for some
constants ¢, ¢’ > 0 and sufficiently large A.

Lower bounding T : adversarial speedups. While the (subexponential) upper bound on 7' is required by the
offline brute-force verification attack, a lower bound on T is required to exclude the trivial honest online
evaluation attack. Intuitively, we need to require 91(A,T) < tevai(A, T), so that the (online) adversary

8 This is the same approach as in traditional cryptographic definitions: e.g. an OWF is secure if and only if it
is (t,€ := 1/q)-secure for all polynomials t, q, i.e., a t-time adversary breaks security with probability €. Here,
OWF “security” is the non-parameterized property, and (t, €)-security is the parameterized “proto-definition”.



cannot simply evaluate the VDF honestly. While for atomic models a natural bound is 91 (\,T) <
teval(A, T) = T, this bound results in an uninstantiable definition in a speedup model, because an
adversary with better hardware could evaluate the VDF in time T'/2 < T'. So, our parameterized definition
includes a speedup parameter 0, that controls the allowed speedup. That is, our definition requires

01 ()\, T) § 0@()\)’[5,5” ()\, T)

Instantiations. If we now want to reconstruct the atomic definition we simply instantiate our parame-
terized definition with 0y := 1. Together with tgya (A, T') := T, this collapses to the canonical lower bound
01 (AN, T) < 0p(N)tevai(A, T) = T that we discussed above.

For linear speedup models, we (existentially) quantify our parameterized definition over some van-
ishing function 05 € 0(1) so that 0(A)teval(A, T') scales sublinearly with respect to tgyai(A, T'). This rules
out adversaries that honestly evaluate the VDF in time tgyai(A, T)/a for any constant a € N.

For other models, e.g. RAMs we can (universally) quantify over all constant speedup factors 0y (A) =
1/a for each a € N. This rules out adversaries that honestly evaluate the VDF in time tg,a(A, T)/a for
some constant a € N (depending on tgya)).

While these parameter choices might seem very specific to the actual computational model, a con-
servative choice is to simply use our default instantiation for linear speedup models.

Definition 5 (Relativized Verifiable Delay Function). A wverifiable delay function (VDF) is a
tuple of randomized uniform oracle algorithms VDF := (Setup, Eval, Verify) where

e Setup(\,T) — pp: On input a security parameter X € N and a time parameter T € N, it outputs
public parameters pp = (12, T, pp’) which define an efficiently samplable and recognizable domain X
and a range Y .

e Eval(pp,z) — (y,m): On input pp and a value z, it outputs y and a (possibly empty) proof w. The
output y is independent of the randomness of Eval and is determined only by pp and x.

o Verify(pp,z,y,7) € {0,1}: On input pp, values x, y, and a proof w, it outputs deterministically a bit
indicating acceptance (1) or rejection (0).

We require VDF to satisfy completeness, soundness, sequentiality, and efficiency as defined below.

Completeness. We say that VDF is (s,)-complete relative to an oracle distribution O iff each non-
uniform s(\, T)-size-bounded adversary A succeeds with probability at most §(X\). Formally,

0+ 0

pp  Setup® (A, T)

@ = A% (pp)
(y, ) « Eval?(pp, z)

We say that VDF is complete relative to O if for each c,d € N it is (T°\¢,1/\?)-complete. We say a
VDF is perfectly complete relative to O if it is (00, 0)-complete.

Efficiency. We say that VDF is efficient iff there exists some ¢ € N such that for each X\, T, pp’

e Setup(A, T) runs in time at most log(T)°\°,
e Eval(pp, z) runs in time at most teya(A, T) < T,
e Verify(pp,x,y, m) runs in time at most log(T)°\°

VA € CNY 1) 3NVA > AVT € [2Y] : Pr - Verify© (pp, z,y,m) = 0| < 6(\) . (3)

where pp == (A, T, pp’).



Soundness. We say that VDF is (s, d)-sound relative to an oracle distribution O iff each non-uniform
5(A, T)-size-bounded adversary A succeeds with probability at most §(\). Formally,

0+ 0
o /
VA € CNY 1 3NVA = AT € [2Y] : Pr Pp = Setup” (MT) VE <5
’ (z,y',7") = A°(pp) Verify® (pp, 2,3/, ') = 1

(y,7) ¢ Eval®(pp, z)
(4)
We say that VDF is sound relative to O if for each c,d € N it is (T°\¢,1/A%)-sound. We say a VDF is
perfectly sound relative to O if it is (00, 0)-sound.
Sequentiality. We say that VDF is (sq, 51,01, 9, 09, 05)-sequential relative to an oracle distribution O
iff for each non-uniform so(\, T)-size-bounded adversary Ag, each non-uniform 91(\, T)-depth-bounded

51 (A, T')-size-bounded adversary Ay, each permissible T, (Ag, A1) succeeds with probability at most 6(\).
Formally,

0+0
pp  Setup® (A, T)
VA ECIUVALECS, e =ARGD) s
INVYA > AVT € Py, 0,0, (N) # 0 z X
y' == AP (pp, 7, state)
| (y, ) + Eval® (pp, z) i
where
Poronio (V) = {T €N |01 T) £ 0 (Wie (A T) AsoAT) 51 (A T) < 2202} ()

is the set of permissible time parameters T that exclude inherent attacks. Uniform sequentiality is defined
analogously where Ag € C’g) and A, € CY

5§1,01°

Non-parameterized sequentiality. We say that VDF is sequential relative to O if there exists some € € R
such that for each c,d € N there exist 05,05 € o(1) s.t. it is (TN, TN, TN, 1/\%, 04, 05)-sequential.

Remark 3. Note that the oracle distribution in [Definition 5| is a single distribution and the sampled
oracle O does not depend on the security parameter.

Remark 4. For the non-parameterized sequentiality notion, and depending on the computational model,
there are a few upper bounds on the depth of the online adversary with respect to which sequentiality
is instantiable. The bound T — 1 is instantiable in atomic models (e.g., [Piel9; Wesl9]), and in non-
atomic models (e.g. circuits), and excluding the security parameter for clarity, the following bounds are
instantiable: (1 —o(1))T (e.g., [DGM™20; [ILV20]), (1 — €)T (e.g., [BBBT 18} [EFK™20b; [EFK™20a]), and
T¢ (e.g., |JAAFT25|) for constant € > 0. Note that (1 — €)7 is only achievable in models without linear
speedup. Thus, we consider the conservative bound 7T that has been extensively used in the time-lock
puzzles and timed commitments literature (e.g., [BGJT16; [MT19; TCL™21}; |CJST21}; |CJ23; |AA24]) in
addition to the recent work on VDFs [AAFT25]. More precisely, we allow for adversaries of depth T¢\°
for any ¢ € N. However, stronger quantifications of up to T/iog(T)~™ - A¢ also result in instantiable
definitions. As our techniques have no depth overhead (see the proof of , our oracle yields a

VDF (Lemma 3|) for any instantiable definition.

Definition 6 (Verifiable Delay Function). A standard model VDF is a VDF that is complete,
sound and sequential relative to the empty set (), i.e., relative to the singleton oracle distribution O = §y.
Importantly, in this case the depth and size bounds of the adversaries apply to their overall depth and
size, not just to their oracle gates.
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4 Technical Overview

Our task is to construct an oracle distribution relative to which a VDF exists but no OWF does. To this
end, we define three oracles: a random length-preserving function F, a Boolean verification oracle V, and
a Boolean complexity oracle LFV that depends on the first two. At a high level, the first two oracles give
us a VDF, while the complexity oracle rules out PRGs and thereby also OWFs.

We start off with a natural and simple definition of the three oracles and provide an intuition why
such oracles are promising candidates for our oracle separation. Thereafter, we point out subtle, but
crucial technical problems with this simple approach. We overcome them by iteratively modifying our
oracle definitions. By the end of this section, we derive the final version of our oracles, which we then

use in our separation results formally presented in [Section

4.1 The Initial Idea

Let us start by ensuring that a VDF exists. To this end, let A be the VDF security parameter and 1" the
VDF time parameter. Consider two oracles: a random function

F:{0,1}" xN—={0,1}": (2, T) — y (7)

which is length-preserving for each T, (i.e., VA,T € N : F({0,1}*,T) C {0,1}*), and a (Boolean)
verification oracle

Vi= (2,9, 7) |y = F" (2, T)}. (8)

Equipped with the two oracles F,V, our VDF construction (Setup, Eval, Verify) is straightforward. On
input (A, T), Setup outputs pp := (A\,T). On input (pp,x), Eval iterates the function F(-,T") T-times to
produce an image y (the proof = is empty). On input (pp,z,y, ), Verify outputs whatever V outputs
on (x,y,T). The constructed VDF is efficient, and completeness and soundness hold perfectly. It is also
easy to see that sequentiality holds against any adversary that makes at most T'— 1 sequential queries.

Let us turn our attention to OWFs now, and analyze what we know about OWFs relative to (F, V).
A random oracle F is a strong OWF, and adding a verification oracle V does not break the OWF. This
is because the verification oracle V is sparse and without computing T sequential queries to F(-,T") any
V query can be answered with 0. (This simulation is also used by Wee [Wee06| to replace the verification
oracle for a sparse NP-relation with the zero function.) Since it is not possible to rule out OWFs relative
to only (F, V) because they exist unconditionally, we need to add a third oracle whose primary goal is to
break any OWF construction, yet it does not help in breaking the VDF.

Since the random oracle F is an OWF, a natural idea is to additionally provide the inverse function
F~! as an oracle. Then F is obviously not an OWF anymore. However, Winternitz [Win84] proves that
the Davies-Meyer construction F(x,T) @ x is an OWF even relative to F and F~. Hence, F~! does not
help us to break every OWF and we need to find a different strategy.

Switching to PRGs. Our first important observation is that we can prove the VDF-OWF separation
through PRGs. The fully black-box construction of Haitner, Reingold, and Vadhan [HRV10] transforms
any OWF f into a PRG PRG’. Both the construction and its security reduction relativize, so the same
implication holds relative to an arbitrary oracle distribution O: if f© is one-way relative to @, then
PRG’? is pseudorandom relative to O. More precisely, an oracle distinguisher DO that breaks PRG/©
can be turned into an oracle algorithm 1€ that inverts f©. Thus, an oracle distribution relative to which
no PRG exists cannot support an OWF. We formalize this implication in

Hence, our goal from now on is to find a third oracle that rules out any PRG construction, yet does
not break the VDF construction defined above.
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Kolmogorov Complezity Oracle. This is where we employ ideas from Kolmogorov complexity theory.
Intuitively, the Kolmogorov complexity of a bit string x is the length of the shortest program producing
2 (the lexicographically first, hence unique, such program is called the witness program for x). More
precisely, the (traditional) Kolmogorov complexity of a bit string relative to oracles F,V is defined as:

KPY(z) = min{ |/I| ’ I e {01} AITPV(e) = z}. (9)

Using this notion of complexity, we define the following complexity oracle consisting of all low-
complexity bit strings (also called the Minimum Kolmogorov Problem (MKP) in the literature):

LPYV = {z | KFV(z) < |z| - 2}. (10)

The constant 2 in the definition is arbitrary; our proofs work analogously for any positive integer.

Remark 5. Note that the set L™V is undecidable. This is however not an issue for our separation result.
Recall that we need to prove that there exists a tuple of oracles relative to which there are VDFs but no
PRGs. We do not need an efficient way to construct them.

Now, why should such a complexity oracle help to break any PRG? Without loss of generality, let
us consider a length-doubling PRG. The high-level idea is that any PRG image (output of the PRG) is
of low complexity. Namely, the witness program of a PRG image could be described by a short seed s
(much shorter than the PRG output length) and the constant-size description of the PRG code PRG.
Let us denote such a program by II; prg. On the other hand, one can prove that a random bit string of
some length ¢ has complexity ~ ¢ with high probability (see . Therefore, a PRG distinguisher
can simply query the complexity oracle L™V on its own input z (a PRG image or a random bit string).
If z has high complexity, it must be a random bit string; otherwise it is likely a PRG image.

4.2 Breaking PRGs (Resolving Circularity)

We now explain why this rather simple idea does not work and how we can fix it. Consider an arbitrary
PRG construction that makes calls to the complexity oracle LF-V. Let 11 prg be the program that stores

the seed s and the PRG code PRG, and outputs z := PRGF’V’LF’V(S). One might hope that Il prg is a
short witness program for a PRG output z; thus z has low complexity. However, for II; prg to actually be
a valid witness program, the complexity notion KMV needs to provide oracle access to all oracles needed
to correctly evaluate the PRG code. This is where the above intuition falls short. Recall that we want

to rule out any PRG construction that exists relative to F, V and L7V, i.e., we have HSF’F\,/,Q(L;YV. But the
witness programs inside the definition of the Kolmogorov complexity are only relativized Wwith respect to
the oracles F and V. Hence, a PRG construction that calls the complexity oracle LFV does not constitute
a valid witness program for z. We are facing a circularity issue!

For the same PRG breaking strategy, we need to redefine the complexity notion (and hence the
complexity oracle) so that IT, prg with access to all three oracles constitutes a valid witness program.
This in particular means we need to find a way to answer calls of II; prg to the complexity oracle.

The first (naive) attempt. We start off by observing that one can decide whether a bit string = has low or
high Kolmogorov complexity (i.e., z € LFV) through the following two-step process: (1) Pre-processing:
Consider all candidate witness programs II for the bit string x, i.e., all programs with |[II]| < |z| — 2.
Run all such (exponentially many) programs relative to F,V (on the empty input ¢) in parallel in order
to obtain an output bit string y;7 for each candidate witness program IT; (2) Membership testing: Check
and output 1 if and only if = equals one of the output bit strings ;7.

To build on this observation, let @;’V denote a pre-processing program that takes candidate witness
programsof length at most ¢ and maps them to their outputs relative to F,V, or outputs L if they do
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not halt, i.e.,

if 117V (g) halts;

FV <t « ymr = 117V (e),
V{0,135 5 {0, 1} U{L}: IT — _
1 otherwise.

Let us denote the image of @;’V (restricted to bit strings) by
Im* (@) 1= V({0,135 \ {1}

The observation presented above suggests that one could answer queries to the complexity oracle that
. s . */ 7F,V
are of length ¢, by testing membership in Im*(&,").

Ezxtending the witness. The central problem in the naive attempt is that it considers a single pre-
processing program. To gain more flexibility, our idea is to make the pre-processing program @ part of
the witness program, and hence allow the preprocessing program @ to depend on x arbitrarily. Concretely,
a witness program (for a given bit string ) is now a pair (II,®) consisting of a base program II and a
pre-processing program @, and the complexity notion is the following:

Kot (@) = min{ |17] + @] | 11,8 € (0,1} A TV ) (e) = o},

where Im*(®FY) := &FV(({0,1}*)3) \ {L}. Note that this notion of complexity is well-defined (i.e., not
circular). Let LIF)r\e/ denote the respective complexity oracle.ﬂ Now, to prove that a PRG output z has low

complexity, we need to find a short base program IT that produces z (that will be the PRG description
and a short hardcoded seed), and a suitable pre-processing program @.

Universal pre-processing. The key insight is that the LFre oracle can now itself be computed by the
two-step process of pre-processing and membership testing outlined at the beginning of this section.
Let ® be the universal pre-processing program for Lpre that takes as input a trlple (II, P, x) consisting

of a base program II, a pre-processing program ¢ and a bit string x. The function ® either outputs the
bit string z, or L. Intuitively, ¢ outputs x if the base program and the pre-processing program are
sufficiently short (concretely |II| + |®| < |z| — 2) and z is the output of II(¢) with oracle access to F,V
and Im*(®FV), formally:

(11)

GV g0y T T =IO @) A 10 < o] -2
1 otherwise '

Let Im* (@) := &FV(({0,1}*)3) \ L. To see that Im*(&FV) = LEY consider the following: Indeed, if

pre
r is a bit string in the image of #FV, then there must exist a short witness pair (I1,®) such that x =

1 FfV"m*(‘pF’v)(s) which is exactly what we needed in order to show that = € L;Fn\e/ In the other direction,

if z € L5V, there exists a witness pair (IT,®) such that their length is small and z = [77V:!m" (2" V)(e).

pre>

Hence, it holds that &V (II, ®, z) = = which implies z € Im* (V).

No PRG ezists. Through our iterative process, we found a third oracle Lpre which breaks any PRG.

Let us summarize the argumentation here. For any PRG output z := PRG"V: Lpr\z(s) we can now find a
short witness pair (IIprg,s, ) where Ilprg,s has the PRG code PRG and the PRG seed s hardcoded and
® is the universal preprocessing function. Because Lpre Im* (@F V), the witness pair is a valid witness

according to the complexity notion Kpr and hence z has low complexity. A PRG distinguisher can now

e

9 The tilde above K emphasizes that this notion of complexity is neither the original definition, nor our final
modification of the complexity notion (the same holds for the complexity oracle).
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simply query the complexity oracle Eg;\é on its own input z; if it is a PRG image, it must have low

complexity; if it is a random string it has high complexity with high probability.

4.3 Proving Sequentiality
After finding a third oracle, the complexity oracle LF:Y, that allows us to break any PRG, we need to re-

re )
consider our VDF construction and check that all V]gF properties still hold. Let us focus on sequentiality
of our construction relative to O = (F,V, EIFJ;\E/) as this is the only tricky property to prove.

At a high level, the proof strategy is the following: assume there exists a VDF sequentiality adversary
A which has access to all three oracles. Transform this adversary A into an adversary B which has
almost the same output distribution as A while making only few queries to F (and only on inputs in
{0,1}* x {T}). Such an adversary B then successfully breaks the sequentiality of a random function
which, as we prove in is a contradiction. The adversary B simulates the VDF sequentiality
game for A, which in particular means that B needs to answer all oracle queries made by A.

Let us first discuss the F oracle queries made by A. Note that the winning condition of the VDF
sequentiality game only depends on the {0, 1}* x {T'} “slice” of the oracle F. Therefore, B can resample
all values of F outside of the {0,1}* x {T'} slice without changing the output distribution of A. To this
end, we define a new oracle F/ which on inputs in {0, 1}* x {T} actually queries F, but lazily samples all
other inputs. We can also define a new verification oracle V' which instead of F calls F’. The oracles F’
and V' are then used by B to simulate F and V oracle queries of A in the sequentiality game.E

On any query x made by A to the complexity oracle, the adversary B needs to decide whether the bit
string x has low or high complexity. The canonical way to do this would be for B to exhaustively run all
possible base programs and then check if one of them outputs x. However, according to our complexity
notion Rg;éV’7 base programs are run relative to the random oracle F’. In particular, this means that B
would have to answer all F’ oracle queries made by all possible base programs, which would result in B
having to make prohibitively many queries to F in the {0,1}* x {T'} slice. Hence, we would not yield the
desired contradiction.

Stmulating short queries. Since we do not know how to simulate A’s queries to Eg’r,cv’ with only few
sequential queries to F, we weaken the complexity notion by limiting the base programs’ access to F’ and
V’. More precisely, a base program for a bit string z is allowed to make queries to F’ only on shorter bit
strings than z (say on bit strings of length up to |z|/6):

KT e () s= min{ | 11| + @] | 1, € {0,1}" IV im @00 (o) — 0,

restrict

where k = |z|/6 and []; denotes the restriction to bit strings of length < k. If a restricted oracle is
queried on a longer bit string, it outputs L. The complexity oracle fﬁ":é;/tric
to this restricted complexity notion.

The weakening of the complexity notion allows B to simulate “short” queries of A to the complexity
oracle. Namely, if A makes a query of length up to 5\ to the complexity oracle, candidate base programs
can only make queries to F’ of length up to 5A/6. In other words, the queries that base programs can
make to F’ stay outside the {0,1}* x {T'} slice and hence, B can use the lazy-sampling strategy without
making any query to F because queries outside of the relevant slice are answered through lazy-sampling.

. is then defined with respect

Stmulating long queries. We cannot use this argument for long queries of A to the complexity oracle. If
A makes a query = which is of length greater than 5\, say 7\, a base program for x can make queries to F’
up to length 7A/6. In particular, this means that the queries might be in the relevant slice {0, 1}* x {T'}
resulting in B having to make undesirable F oracle calls.

10 This is not entirely true for V’ as B answers those queries differently in the online phase. We refer the reader
to [Figure 4] in [Section 5.4] for an accurate description.
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The idea to overcome this issue is to make all long queries a sequentiality adversary A could possibly
make of low complezity by definition. That is, artificially add the set of all possible long queries, let us
call it J (see [Definition 11J), to the complexity oracle. With such a modification, B can answer all long
queries of A by always outputting 1 without any query to F.

In order to maintain the invariant that the image of the universal pre-processing program is equal
to the complexity oracle, we also need to adjust the definition of the complexity notion itself (by giving
the preprocessing program access to J) and accordingly also the universal preprocessing program. We
refer to for the formal definitions of the complexity notion, complexity oracle and the universal
preprocessing program. For the purpose of this technical overview, let us denote the final version of the
complexity oracle AFV:7.

Completing the reduction. Let us summarize the simulation strategy of the adversary B. Queries of A
to the oracle F (resp. V) are answered according to F' (resp. V'). Upon receiving a long query to the
complexity oracle AFV+/ B simply answers 1. Recall that long queries are now of low complexity by
definition. Since the definition of the complexity oracle changed, we need to reconsider the simulation
strategy for short queries.

As discussed above, the idea is that B can use the canonical simulation strategy (i.e., execute all
candidate base programs) without making F queries. However, according to the new complexity notion,
base programs have access to an oracle which depends on the set of long queries J. Hence, for this
simulation strategy to work, B needs a way to compute the set J without making too many queries to F.
We present such an algorithm denoted as Gen" in At a high level, this algorithm diagonalizes
against all long queries all sequentiality adversaries could make to the third oracle and outputs a set
of those long queries. Equipped with such an algorithm, the adversary B can execute Gen in its offline
phase, and compute the complexity oracle restricted to short queries. Upon receiving a short query to
the complexity oracle (either in the off-line or on-line phase), B simply checks whether the bit string is
in the precomputed set or not.

4.4 PRGs are Still Broken

We need to argue that no PRG can exist relative to our final oracles (F,V, AFV:7), where J is the set of
long queries.

As discussed at the beginning of the technical overview, a naive approach to distinguish PRG images
from random bit strings would be to simply query the complexity oracle A™V>/ on the input bit string
z € {0,1}** (a PRG image or a random bit string). That is, a PRG distinguisher D would simply be
defined as D(z) = AFV+7(2).

This naive distinguisher might not work relative to our weakened complexity oracle due to the oracle
restrictions in our complexity notion. To see why, let us consider a PRG construction PRGFV-A™
that on input a seed s € {0,1}* produces an output z € {0,1}?* in time tprg(\) < A2. During the
computation, the algorithm can make queries to its oracles F, V and AT/ of length up to tprg(\) < A2
However, according to our restricted complexity notion, base programs for the bit string z € {0, 1}?* can
make oracle queries only up to length |z|/6. Hence, we have

|2]/6 = 2)/6 = \/3 < A%
In other words, we cannot argue that the code of the PRG together with the seed constitutes a valid
base program for z.
The remedy for this problem is to consider a randomized distinguisher that appends a sufficiently
long random bit string r to its input z and queries the result y := z||r to the complexity oracle A%V:7.

Now, base programs for y can make much longer queries to their oracles (concretely |y|/6 = (|z|+|r])/6),
but the queries made during the PRG execution are still the same.
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Finally, we need to argue that adding the set J to the complexity oracle does not result in too
many “false positives” for the PRG distinguisher (i.e., not too many random strings end up having low
complexity). In we prove that the set .J is sparse; hence, there are not too many bit strings
added to the complexity oracle and hence the distinguishing strategy presented above still works.

5 The Formal Result

In this section, we formalize the VDF-OWTF separation outlined in Our main theorem,
orem 2| constructs an oracle distribution Os, relative to which there exists a relativized, perfectly
complete, perfectly sound, and sequential VDF, while no relativized OWF exists.

We first define Oqep in and then state the main theorem in Its proof uses three

lemmas. The first shows that no infinitely often secure PRG exists relative to Ogep, the second constructs
a VDF relative to Osep, and the third shows that the fully black-box construction of PRGs from OWFs
continues to hold relative to arbitrary oracle distributions. Together, these lemmas prove the claimed
VDF-OWF separation.

5.1 The Oracle Distribution

In this section, we formally define our oracle distribution Os,. The oracles F and V have already been
defined earlier in this paper. We restate them here for completeness and focus on defining the complexity
oracle.

Definition 7 (Oracle F). Oracle F: {0,1}* x N — {0,1}* is a function sampled according to the
distribution F (the uniform distribution over a set of indexed length-preserving functions over finite

strings, cf. |Definition 1f).

Definition 8 (Verification Oracle V). The verification oracle V defined with respect to F is a Boolean
oracle defined by the set

Vi={(,y.7T) |y =F" (2, 1)}

Definition 9 (Complexity Notion). For any oracle F, corresponding oracle V, and any set J C
{0,1}*, we define the complexity notion
II,® € {0,1}"
Kiong. () = ming |I7] + || I MeM(e) = o
M = @lFl Mol (({0,137)%) \ {1}
where k == ||x|/6] and [-]x denotes the restriction to bit strings of length < k.

Definition 10 (Complexity Oracle). We define the set LIFOXgJ of all bit strings with low KIFO’Xg’J—
complexity as follows

FVJ FVJ
long _{ | Klong )S |.’17| _2}

The Boolean complezity oracle, which we denote AFV+7 | s LF’V"]

F.V,J F,V,J
APNVT = Ly .

augmented by J, i.e.,

In order to fix an oracle distribution for our separation result, we still need to specify a set J. As
discussed in the technical overview (cf. , we need J to be the set of “long canonical” queries a
sequentiality adversary could make to the complexity oracle.
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Collecting long queries. depicts the procedure GenF()\) that collects all long queries of all possible
sequentiality adversaries up to security parameter A. The basic idea is borrowed from sophisticated
diagonalization techniques on resource hierarchies in complexity theory; see [FS07] for a survey.

The algorithm GenF is designed to facilitate the sequentiality proof of our construction. So, let us first
describe its role in proving sequentiality to understand the intuition behind the design of Gen". Suppose
we knew a particular (constant size) adversary that breaks the sequentiality of our VDF construction.
Then we could emulate this adversary on a given security parameter A (and time parameter 7' and
preimage x) and collect all of its long queries in a set J. Then, we add those queries artificially to
our complexity oracle (by the term UJ in . This makes the complexity oracle essentially
useless to this adversary, because each (long) query response would be 1. Consequently, we could easily
transform such an adversary into an adversary on our construction that only makes few queries to the
random function F—which is a contradiction to

The crucial point is that we need not know the description of the adversary because we can simulate
all possible adversaries. For input A € N the algorithm GenF()\) simulates all possible adversaries up
to description length log,()\) (on all inputs A\, 7" € [2*],2 € {0,1}*) and collects their long queries. A
minor subtlety is that we assume the adversary has a constant-size description; this is true for uniform
adversaries but not necessarily non-uniform adversaries. Thus, in we show that a non-uniform
adversary implies a uniform adversary, and hence it suffices to simulate uniform adversaries in GenF.

For our formal proof we require that the algorithm Gen" on certain inputs A € N can be computed
by a uniform algorithm with only few queries to the random function F.

Lemma 1 (Query-Complexity of GenF). There exists a uniform (computationally unbounded) oracle
algorithm E that for each oracle F, on input any A € {8* | x € N} outputs G,_; = Gen" (\/8) making
at most 2°/8* F-queries.

Proof. We count the calls to F during the computation of G, = GenF()\):
e There are at most |log, A| iterations of the outer loop (Line [2)).
o In Lineof Simg each of the at most A (valid) programs IT on each of the at most 2* time parameters
T makes at most Y, |Q,| < 50(\) :== 2* queries to all oracles.
e In Lineof Sim; each of the at most A (valid) programs IT on each of the at most 2* time parameters
T and each of the at most 2* preimages = makes at most >, |@,]| < §1()\) := 2* queries to all oracles.
e For each query (2,q = (x,y,T)) of any candidate program IT to the verification oracle V, the algorithm
E queries F on (2%, T) for each i € [T] where z* := (F(-,T))®(z). The query response is 1 iff 27 = y.
Overall, for any A € N at most

Gen Simg Sim1

—_— K

logg A\-[ A -2 . 20 . 20 L 2h L oh L oA L 9A | < 95h — 958 (12)
M I T  # of queries V query I T T # of queries V query

queries are sufficient to compute G,. Let E emulate the computation of Gen"(\/8) as described in
Consequently, to compute G_1 at most 25-8"7" — 25/8:A queries are sufficient. O
The oracle distribution. We are now ready to fix our oracle distribution used for the separation result.

Definition 11 (Separation Oracle). We fix an oracle distribution

Oep = {(F,v, AF»V’GF) ’ F ]-‘} (13)

where F, V and AFVGT = Lfo’r\llgF U GF are defined in @ and m respectively. Here,
GF = Uyen Gen"(\) (¢f. is the set of all “long canonical” queries (previously called J) to

the complexity oracle AFV:C" .
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Gen" (Amax)

1:

2
3
4
5
6
7
8

Go = 0; Kmax = |10gg Amax |

L1 : for K € [Kmax)
// simulate all first-stage adversaries
CTYfirst = Gn—l @] Slmg(lﬁl7 G,@_l)
// simulate all second-stage adversaries

C;’l,,€ = Gfirst U SImE(K), Gfirst)

// G, now contains all long queries of first-stage and second-stage adversaries up to A

return G

Kmax

Sim (5, Gprev)

Simf(f@7 Ghrev)

1: Grew = 0; )\ :=8" 1: Ghew = 0; )\ :=8"

2: LO.1:for IT € {0,1}"%2 ) T e [2Y] 2: L1.1:for IT € {0,1}"%2 T ¢ [2*],2 € {0,1}*

3: @ = Glprev 3: @ = Glprev

4:  A:=0 | current third oracle state 4:  A:=0 [ current third oracle state

5:  L0.2:foric [0o(\T)] 5: L1.2:forie[0:(\T)]

6 : /| Qi are the queries of the i-th round 6 : /| Qi are the queries of the i-th round

7 n™vAn,T) 5 Q; 7 IPVANT,z) <5 @

8 : J if II(A, T) makes too many queries, ignore it 8: /| it II(\, T, ) makes too many queries, ignore it

9: if Z|QL\ > 50(A,T) then continue L0.1 9: if E\QJ > 51(A,T) then continue L1.1
=1 =1

10 : for (j,q) € Q; 10 : for (j,q) € Q:

11 : ifj:3A|q|25AthenC§::C§U{q} 11 : ifj:3A|q|25AthenQ::@U{q}

12: if j=3Aqc€ @ U LIFO’ZéG"'EV then 12: if j=3A¢qe€ @ U LIFC;ngGP"EV then

13 : A=AU{q} 13 A=AU{q}

14 : endfor 14 : endfor

15 : LO0.2 : endfor 15 : L1.2: endfor

16 : Ghew = Ghew U @ 16 : Ghew = Ghew U @

17: LO.1: endfor 17: L1.1: endfor

18 : return Ghew 18 : return Ghew

Fig. 2: Algorithms to enumerate all long queries made by all potential sequentiality adversaries. Here, 60(/\7 T) :=
2* and 8o(\,T) == 2* resp. 01(\, T) := 2* and $,(\, T) := 2* are universal depth and size upper bounds for the
first resp. second stage of permissible sequentiality adversaries from We use the notation (j, ¢), where
j € {1,2,3} corresponds to the oracle index for F,V, A respectively.
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5.2 The Main Result

Theorem 2 (VDF-OWF Separation). Relative to Ogep from [Definition 11| there exists a relativized,
perfectly complete, perfectly sound, and sequential VDF (according to [Definition 5)), while no relativized
one-way function exists.

We split the proof of into the following three lemmas.

Lemma 2 (PRGs Do Not Exist). Relative to Osep from [Definition 11} no relativized infinitely often
secure PRG exists according to

Lemma 3 (VDFs Exist). Relative to Osep from [Definition 11| there exists a relativized, perfectly
complete, perfectly sound, and sequential VDF (according to [Definition 5J).

Lemma 4 (Relativized PRGs from OWFs). Let O be any oracle distribution and let §© be a one-
way function relative to O according to Then there exists a deterministic polynomial-time
oracle algorithm

PRGM?: {0,1}* — {0,1}"

that is length doubling, runs in time O(n?) on seeds of length n, and is infinitely often secure relative to

O according to

Moreover, the construction and its security reduction are fully black-box. In particular, if a non-
uniform probabilistic polynomial-time oracle distinguisher violates the infinitely-often security condition,
the reduction yields a non-uniform probabilistic polynomial-time oracle inverter | for which

Pr[0 « O, x Uy : f2(1°(\, 7 (2))) = 1°(2)]
is non-negligible in A (for all sufficiently large A).

We prove the three lemmas in to respectively.

Proof of | Theorem 4 By |[Lemma 3| a VDF exists relative to Ogep. If a one-way function existed relative

t0 Osep, would yield an infinitely often secure PRG relative to the same oracle distribution,

contradicting O

Corollary 1 (Black-Box Separation). There is no fully black-box construction of an OWF from a
VDF that relativizes to arbitrary oracle distributions, in the sense of

Proof. Such a construction, applied to the VDF that exists relative to Osep, would yield an OWF relative
to Osep, contradicting O
5.3 Part One: Relativized PRGs Don’t Exist

We first state and prove a few technical lemmas, and then give the proof of

Lemma 5 (Most strings have large complexity). Fix any oracle O. Then Pr[z « {0,1}* :

Kigng (1) < A—A] <2174,
Proof. Denote by Lgng[/\ — Al = {ze€{0,1}*| Kgng(x) < A — A} the set of strings with complexity
deficiency at least A. Suppose
Pr [x {0, 11 KO (2) < A — A} > 9l-4 (14)
= |LQ A — 4] = 22172 (15)
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Let II, denote the lexicographically first (hence unique) witness program for string x. (The mapping
x — I, is bijective.) Let

WO — A= {II, | x € {0,1}* ANKQ, ,(x) < A — A} C {0,1}2 4 (16)

denote the set of all witness programs for strings in L [\ — A]. Then
A=A S WON = A]| = |LY,, N — 4] = 22172 (17)
O

Claim 1. For each F and each A € N it holds that GenF()\) C GenF (X + 1) by definition of Gen.
Lemma 6. For each F and each A € {8" | x € N} it holds that [GF]5x = [Gen" (A/8)]5x.

Proof. Recall that GF == J, oy Genf()\). By definition Gen" (8"~1) = Gen"()\/8) C GF.

Let ¢ € GF N {0,1}=%* This means that there exists some N = 8" € N and II € {0,1}lgX"] T ¢
[22'],2 € {0,1}" such that ¢ is added to Q in Lineof Simg by II, T, or in Lineof Simy by II,T, x.
Because these two lines are only invoked if |g| > 5)/, it must hold that |g| > 5)\'. Hence,

SA> g > 5)N = N <\ &= <k <= N<)\/8. (18)
Then ¢ must have been added already to Gen" (\') C Gen"(\/8) by O

Lemma 7 (Sparsity of G7). For each F and each \ € {8% | x € N} it holds that |[GF]5,| < 2.

Proof. Observe that GF N {0,1}°* C [GF]5x C [Gen" (\/8)]5x by In Gen"(\/8) there are
e at most |logg(A/8)] iterations of the outer loop (Line [2 of Gen in [Figure 2)),

at most 211°82(A/8)] choices for IT in Simg,

at most 2*/% choices for T in Simg,

at most 2*/8 queries | J, Q, in Simo,

at most 211982(A/8)] choices for IT in Simy,

at most 2*/® choices for T in Simj,

at most 2*/® choices for x in Simy,
e at most 2*/8 queries U, Q. in Sim;.

Overall, Gen" (A/8) has size at most

logg(1/8) - A/8 - 2V/8 . 2X/8 . (1 + 2”8) <2 (19)
for all A € N. O]

Lemma 8. For each J C {0,1}* it holds that @\F’V’J(({O, 133\ {L} = AFVY.

Proof. Recall that AFV:7 .= LIFC;XéJUJ ={x e {0,1}*] Kfo’r\fé‘](x) < |z|—2}UJ. To simplify the notation,
let k == €(|z|), Fx = [Flx, Vi == [V]g, J& == [J]r. We first show that &FV-7(({0,1}*)3)\ {1} C AFV-7,
Let x € SEF’V’J(({O, 1}3%)%)\ {L}. By definition of 5F7V7J(({0, 1}*)3) it holds that € J C AFV:/ or there
exists a pair (I, ®) such that z = @™V+7/ (IT, ®, z). By definition of @™V+7 it holds that II7*Vr-M(e) =
and |II| 4+ |®| < |x| — 2. This means that (II,®) is a short witness program for x and therefore it holds
that z € LlFo’r\llé‘] C ARV,

We conclude by showing that AFY:7 C &FV:7(({0,1}*)3) \ {L}. Let & € AFV+/. By definition of
AFV-T it holds that = € J € &FV+7(({0,1}9)3) \ {L}, or z € L{:O’r\l/é‘]. By definition of Lfcjr\l/g’;‘] there exists
a pair (IT,®) such that IIF+VeM(e) = z and |II| + || < |z| — 2. By definition of ®*V-7 it holds that

z = &5V (IT, D, ). By definition of ®FV-7(({0,1}*)3) it follows that z € &FV+7(({0,1}*)3)\ {L}. O

We are now ready to prove
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Proof of[Lemma 3 Let us fix a PRG construction PRG relative to the oracles Osep. Without loss of gen-
erality, assume the PRG is length-doubling and runs in time tprg(\) < A2. We construct a distinguisher

D as follows. On input z € {0,1}?* the distinguisher
e samples randomness r < {0, 1}’
e queries y := z||r to the oracle AF’V>GF, and
e returns the result, 1 meaning pseudorandom, and 0 meaning random.

First, from we know that random strings y < {0, 1 20+2% have high complexity with high
F,V,GF
long

probability, i.e., most strings are not in L . Moreover, from |[Lemma 7L we know that the set of long

.
queries GF is sparse and hence a random string is not in AFV-G" = LIFO’XéG U GF with high probability.

Hence, if z € {0,1}?* is a random string, D outputs 0 with high probability.

r
Second, we prove that for every PRG image z € PRGFV-A™" ({0,1}*), the distinguisher D always

F -
outputs 1. Let z = PRGFV:A""¢ (s) for some seed s € {0,1}* and let r € {0,1}*" be arbitrary. Then

there exists a program II, , pre that has the bit strings s and r, and the code of PRG hardcoded, and
FV,J

produces y = z||r given access to the oracles F, V, and AFVE Our goal is to show that y has low Klong

complexity (cf. [Definition 9) and hence D indeed outputs 1.

We set the base program for y to be II, := Il ;. prg and choose the preprocessing program for y to
be the universal preprocessing program

z if (z = HFNMeM@E@) A [T 49 < [z| —2) Va e J,

. (20)
1 otherwise,

QEF’V’J(IL ¢, x) = {

where k == |z]/6 and M := Im*(@[Flx: V. []k),

To see why (de?) is a valid witness program for y (and hence y has low complexity), we need
to show that the witness program is sufficiently small, and that it outputs y correctly. The size of the
witness program is

[T, + @] = Is| + Ir + [PRG| + ©(1) = A+ X* + (1) < 24+ A* =2 = |y| - 2

for sufficiently large A. Hence, the witness program is small enough.

It remains to show that (I, 5) is a valid witness program for y. The base program II, runs in time
O(A2+)3) = O(\?) but makes queries to its oracles on strings of length at most tprg(\) < A%. Hence, for
sufficiently large A, the base program II,,’s maximal query length A? is smaller than the length restriction

lyl _ 22423
6 6

FV,ATPYVGT o R V], [ATY S Cemmad 7 [F], V], [Im* (3FV-C"
y =11, (e) = HZ[J 1o VIl ]k(g) Hl[/ T, V] [Im™ )]k(e).

inside the complexity notion which is k := . This implies

The last equality follows from which shows that AFV:¢" = Im*(@FV-G"). It remains to show
that [Im*(FV-C )], C Im* (VI [GTTk)

Let = € [Im*(ﬁF’V’GF)]k. Then we know that |z| < k and by the definition of the universal prepro-
cessing function, we have that either (1) z € GF or (2) there exist (II,®) such that
H[F]k/v[v]k/vM(e) =z,
where £’ = % < % and M = Im*(é[F]k“[V]k”[GF]k’).
In case (1), we know that z € GF = x € [GF]; as z < k. In case (2), we observe that [[F]]r = [F]x

as k' < k. Analogously for other oracles. Hence x € Im*(qg[F]’f’[V]k’[GF]k), ie., (Hy,ﬁl%) is a valid witness
program for y. O
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5.4 Part Two: Relativized VDF's Exist

We argue that relative to Osep from [Definition 11| there exists a relativized, perfectly complete, perfectly
sound, and sequential VDF (according to |[Definition 5). Our proof consists of three steps. First, we
construct a weak VDF, i.e., a VDF that is only sequential on infinitely many security parameters and
only against uniform adversaries. Second, we show how to turn this weak VDF into a fully sequential
VDF. Third, we show how to lift uniform sequentiality to non-uniform sequentiality. Finally, we combine

the three steps to prove

Weak VDF. To start, we construct a weak VDF relative to Osep as follows:

° Setupo()\,T) outputs pp == (A, T),

e Eval?(pp, z) outputs (y,7) = ((F(-, 7)) (z),e),

o Verify™ (pp, z,y, ) outputs 1 if and only if V(z,y,T) =1
with an oracle O = (F,V, AF’V’GF) sampled from Osep. This VDF construction is perfectly complete and
perfectly sound.

Lemma 9 (Infinitely-Often Sequentiality). The VDF VDF’ = (Setup, Eval, Verify) is uniform in-
finitely often sequential on any security parameter A € {8" | k € N} relative to Osep.

At a high level, the proof of is by contradiction. Assume there exists a uniform adversary A
that breaks the sequentiality of VDF’ on infinitely many security parameters A € {8 | x € N}. Then,
we turn that adversary into an adversary B that infinitely often breaks the sequentiality of a random
iterated function F(") (-, T) with few (sequential) queries to F on {0,1}* x {T'} only—which is impossible
as formalized by The main challenge is that the adversary A can make many queries to
the oracles F, V, and AFV:G and we need to simulate the answers to these queries using few calls to
F on {0,1}* x {T'}. The calls that A makes to F can be simulated directly because A makes only few
sequential queries by assumption. The calls that A makes to V can be simulated by 0; this induces a
negligible simulation error. This is because a sequentiality adversary A cannot make sufficiently many
sequential queries to F to find the valid image of any preimage. The calls that A makes to AFVGT are a
bit more tricky. Notice that, as mentioned in any “long” query of the uniform A has answer
1 by definition of the oracle AFV:G" This is because the uniform adversary A was simulated during
the construction of the oracle AFV-G" and hence its long queries are contained in the set GF of long
queries and thus in AFV.G D GF. Moreover, any short query can be simulated without any calls to F
on {0,1}* x {T}. This is because testing membership of a short query x € {0,1}<°* in AFV.GT can
be done using oracle access to F(-,T) only on inputs of length at most 5\/6, i.e., using only calls in
{0,1}=5M6 x {T}.

Before we prove formally, we state and prove two technical lemmas which we will need in
our proof.

Lemma 10 (Random Sequential Function). Let sg,s1,d; € N. For each sg-size-bounded oracle
circuit By, for each di-depth-bounded s;-size-bounded oracle circuit By, and each A € N and T > d; it
holds that

P [{0.11 = (0.1
0, 1} dy-s1+1
701} =10 < SE—
state := Bj(\, 1) — S0
y = BI(\, T, z, state)

Pr (21)

Proof. Let By be a depth d; adversary. Then there is a depth T' adversary B} that behaves like By in
the first d; rounds and additionally queries y in the T-th round.
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Let F := {{0,1}* — {0,1}*} be the set of all functions from {0,1}* to {0,1}*. Let By, B} be a
sequentiality adversary. Because the adversary is not computationally bounded, an optimal preprocessing
adversary By simply stores all preimage-image pairs that it queries. Thus, w.l.o.g. we can assume that
the state contains exactly the preimage—image pairs that By queries, i.e.,

state i= {(:v;,f(x;)) ‘ i € [do), (1,2%) € Q; +> Bg()HT)} : (22)
Let
z+ {0,1}*
f« F
p; = Pr :(1L,y:) € QF (23)

BJ(\, T, z, state) < Q;

be the probability that the i-th intermediate image is queried in the i-th round by the adversary. Let
Q; = Ui:1 @, be the set of all queries that the adversary has made up to round ¢. The proof proceeds
by induction: We prove the statement

St v (24)

2)‘780

pi <

S1 if 1 é L S d1
where v, =<1 f,=T . We observe that the probability of querying the ¢-th image is small

0  otherwise
conditioned on the fact that the (i — 1)-th image was not queried before. That is,

z+ {0,1}*

f(— F N V;
vi = §0(2) t(Ly) €Qi| (Lyim1) € Q51| < P sy

B'f(\, T, z, state) < Q;

In the first round of queries the adversary knows at most sg many preimage—image pairs. It follows
immediately that the initial probability is bounded by
S1 U1

< = . 26
p1_2)\—80 2>‘—50 ( )

Pr (25)

For the induction step we bound

Pr((1,y;) € Qi) < Pr[(Lyi) € Qi | (1, yi—1) € Qi1 ] + Pr[(Lyi—1) € Q;_4] (27)
(125) V;
< 2x _ P + Pr [(Lyi—l) € Q:—l] (28)
o 5 -

2)‘780 ’

Thus, overall we see that

Pr((L,yr) € Q] (30)

O

Lemma 11 (Complexity Oracle Restriction). For each function F, each oracle J C {0, 1}* and each
length A € N it holds that

2], = 0, o

long long
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where k := €(5\) and Lr(;r\l/é;J is defined in

Proof. Let A € N. Then

Ein] = o e 0 | KB (@) < Ja| - 2} (32)
I, € {0,1}"
=z e {01357 ,\JZ [2@[[2::4(:-)@33 (33)
ky = ¥(|z]) < k
II,o € {0,1}"
=z e {0,135 H[[F]"}[’“m’[[v]’“]kw’“”(s) =z (34)
M = Pl [V, (1],
ke =¢(|z]) < k
= L] (35)
O

Lemma 12 (Pigeonhole Principle). Let X and Y be two distributions on the spaces X and Y,
respectively. Let f: X x Y — {0,1} be a predicate. Let o, 8 € R>g. It holds that

Priz <~ X,y <YV :f(z,y) =1 < a (36)
= Prlz + X :Prly« Y :f(z,y) =1 > 0] < a/F. (37)

Proof. Let X>p5:={z € X : Prly < Y : f(z,y) = 1] > S }. By the implication’s conditional it holds that

a>Prlz— X,y YV:f(z,y) =1] (38)
= Z Prlz + Xz =2]-Prly + V:f(2',y) = 1] (39)
eX

> Z Prlz+ X:z=2'] - Prly« YV:f(z',y) =1] (40)
©€X>p

> Z Prlz+ X:z=12]-0 (41)
T/ EX>p

=0-Prlz« X :2€ X>p] . (42)

That is,
Prle~ X:zeXsp < a/f. (43)
O

Lemma 13 (Borel-Cantelli [Bor09; |(Canl7]). Let (§2, E, 1) be a probability space. For each count-
able sequence of events (4,)32, € E“ it holds that

Stz () Ua) o m
A=0

Ao=0 A=Xo

Now we can prove the main claim that our construction VDF’ is a weakly sequential VDF relative to
Osep-
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Oracle F'(z/,T") Oracle V' (2, y', T")

T =Tl =X 1 T = (F (1) (@)
Z: return F(:c'7T') 2: return 1iffy = x/T,

s: if F'[2/,T'] =L

4: F' [a:',T'] + {0, I}A

5: return F'[2/,T"]

Fig. 3: Oracles F' and V'.

Proof of[Lemma 9 Uniform infinitely often sequentiality formally means

30, €Ve,d € NToy, 05 € 0(1)VAg € CLepe VAL € CRere pere VAN > MVT € Py, 0.0, (A) # 0
0+ 0O 1
pp  Setup® (A, T)

state := AJ (pp) , d
Ly =yl < 1/A¢
z + {0,1}) y=y st/

y' = AP (z, state)
| (y,m) < Evalo(pp,x)

pA,T.A = Pr

Suppose towards a contradiction that
VO, e3e, d € NVoy, 05 € 0(1)3Ag € Crere3A1 € Crere rercIAYA > Xo3T € Po, 05,0, () # 0 :
para 2 /X7 (45)
This holds in particular for O = Os, and € := 1/2. Fix such ¢,d € N, let 05(A) := 1/X and 05(\) =

1/log, A, and fix the corresponding Ag € Crpexe and Ay € Crepe pexe and Ag € N from
Then let

1 > 205()\))\(s+c)>\20+1
._ . 2N = 9N _95/8 X _905 (M A(ct1) \c
A= mln{/\ eN QUS(A)A(F,Jrc))\zc/\ } +Xo = Ao (46)
+2)\_205()\))\(c+1))\c_205()\))\(e+c))\2c

and fix any T € Py, 0,.0.(N) # 0 s.t. T > A%, Such a T exists because the permissible lower bound is
0(NT) =TN <TAW «— T > \°M and the permissible upper bound is 7' < 2*/1082 A,

We first observe that because the winning condition of the sequentiality game only depends on the
{0,1}* x {T} slice of the oracle F, we can sample all values of F outside of {0, 1}* x {T'} without changing

the output distribution of A, i.e., when running A with oracles F’,V’ ,AFl’Vl’GF where F' and V' are as
defined in we get that

7 N gt /) IYGF,
P = Preps [AF VAT T ) — <F<~,T>><T><x>]

Prep, [AEV’AF’“’GYA,T, 2) = (F(, 7))@ <x>} . (47)

Now we use the VDF sequentiality adversary A to construct an adversary B against the sequentiality
of random functions whose success probability is then bounded by

Concretely, for any VDF uniform sequentiality adversary A = (Ag, A1) with oracle access to F/, V/, AF V6
we construct a uniform adversary B := (Bg, B1) such that B has oracle access to F only on inputs in

25



{0,1}* x {T'}, and, on input a random z € {0,1}*, it outputs y = (F(-, 7)™ (z) with probability

[ pe {0 - (011}
F:(z,T)w f(x)

tate .= B (\, T
p/)\,T,B = Pr | %% of o\ ) Yy =y > pl)\,T,A — &) (48)
x +{0,1}
y=F"()
y' =B (\, T, z, state) |
where
205()\))\(e+c) 2\2¢
g()\) = A _ 905(M)A(et1) \e — 05 (M) A(etc) )\2¢ (49)
is the simulation error. Furthermore, by construction of B, we will show that
Ag € Crexe ANAy € Creye rere = Bg € CTO+1)\C+25/8-)\ AB1 € Crepe rere . (50)

That is, B’s size and depth are so(\, T) := T¢I\ 4 25/82 5 (X, T) :== T°\¢ and 0, (\, T) :== TN < T.
To upper bound p 15, we use which states that a random function cannot be sped up
(even with preprocessing). This lemma Implies that

TEXC - TENE + 1 205()\))\(e+c))\2c 41

/
PxTB < 92X _ (Tc-‘rl)\c + 25/8‘)\) < 92X _ 95/8A _ 905 (MA(etl) \e (51)
Combining [Equations (45)}, [(48)| and |(51)| yields the contradiction
1 205()\))\(e+c))\2c +1 205()\))\(e+c))\2c
ﬁ = 9X _95/8X _ 90s(M)A(c+1) )¢ + 92X _ 920:(M)A(c+1) \e — 20: (M) A(e+c) \2¢ (52)

to [Equation (46)
It remains to construct B and prove its success probability, i.e., and its size and depth
bounds, i.e., [Equation (50)

Description of B. Formally, B is depicted in[Figure 4] Here we give a high-level overview. The first stage
By, on input a security parameter A and time parameter T and with oracle access to F, first diagonalizes
over all possible uniform sequentiality adversaries and collects their long queries in the set J. This is

executed by invoking the uniform algorithm E guaranteed by Then, By computes the set A’

which is defined to be the union of J and the complexity oracle L{(F,n]gt(“)’[v }3(5””}, viewed as a set. Then

Bo runs the preprocessing phase Ag of the original sequentiality adversary on input pp := (A, T) with
el

! ’ . .
oracle access to F/,V/, A7-V>&" and answers its queries ¢ as follows.

e If ¢ is a query to AF/’V,’GF/, then if ¢ is long, i.e., |q| > 5A, answer with 1, and otherwise answer with
1if and only if ¢ € A’.

e If g is a query to F', i.e., q is of the form ¢ = (2, T"), answer with F(q) if and only if ¢ € {0, 1}* x {T'},
and otherwise answer with a lazily sampled random value from {0, 1}*.

o If ¢ is a query to V', i.e, ¢ is of the form (2,4, T"), query the T’ successors of 2’ according to
F' and answer with 1 if and only if 3’ is the T'-th successor, i.e., for each i € [T’] compute 2’ =
(F'(-,7"))® (') and answer with 1 if and only if ¢/ = 2T

Finally By outputs its state stateg := (A’, state, ), which contains the set A’ and state,, the state of Ag.
The second stage Bj, on input security parameter A, time parameter T, preimage = € {0,1}* and

state stateg, and with oracle access to F, runs the online sequentiality adversary A; with oracle access

to F',V’, AF'VSGT and inputs pp, x, and state state,. Now B; answers all queries A; makes exactly the
same way By answers them, except for V' queries ¢ = (2/,y’,T") where T’ = T. In this case, By checks,
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BS(\, T) BY(\, T, z, stateg)

1: F' = H // a global variable storing F'’s function table 1: (A/, stateA) = stateg
2: pp:=(W\T)
3: J=E"(\T) = Gen" ()/8)

[F/]E(S/\)’[V/]E(SA)'J

(pp, x, state, )
for every V' query (z',%y',T") that A; makes

1A=L uJ a:if (2/,T') € {0,1}* x {T} then
5: where £(5X) = [5\/6] 5: Answer 1 iff 3(z6 = 2,27, ...,a%p =y')
s aF Vv GF . . LI v
6: state, im Ag v/ aF VG (o) 6 : s.t. Vi € [T] rx; = F [ml,l,T} # 1
7: return stateg := (A’, state,) i else ) L,
8: Answer with V'(z',y,T")
9: return y/

Oracle AFV:6" (9)

1: if ¢ € {0,1}*°* then return 1, else return 1 iff ¢ € A’

Fig. 4: Algorithm B := (B, B1). All oracle queries during the execution of B are answered by oracles F’,V’ and
AF' V.G ynless otherwise answered explicitly. Oracles F’, V' are defined in

without querying F', that y' = (F'(-,7"))") (') and answers 1 if and only if the check passes, i.e., By
answers 1 if and only if there exists (z(, == 2/, 2], ..., 27 = y’) such that for every ¢ € [T”"], it holds that
xf = F'[z}_,,T'] # L where F’ stores the lazily sampled function table of F’. Finally B; outputs what

A1 outputs.

Size and depth of B. We prove the claims made in about the size and depth parameters
of By and B;. By definition of By, it makes F queries only when it runs algorithms E in Line [3] and Aq
in Line @ The former is guaranteed by m to cost at most 2%/8°} queries and the latter costs at
most T queries per query Ag makes. Ag can make at most T°\° queries. Therefore, the total number
of F queries By makes is at most 25/8* 4 T'. T°X\¢, which is an upper bound on its size as claimed in
It is crucial to note that By makes no F queries when it computes the set A’ in Line
Liong makes F’ queries on input length (5A) = |5A/6] # A, and hence such queries are lazily sampled
by design (see oracle F’ in .

The second stage By, by design, makes F queries only when A; makes an F’ query, and furthermore, B,
makes at most one F query for every such F’ query. Crucially, when A; makes a query to V' the adversary
B; makes no queries to F’. Hence, given that A; is T¢\°-depth-bounded and T°¢\“-size-bounded, B; is
also T A°-depth-bounded and T¢\°-size-bounded as claimed in [Equation (50)|

Correctness of B. Towards showing [Equation (48)l we show that B correctly simulates the oracles for
A with probability at least 1 — &()).
We first examine By’s simulation of Ay’s oracle queries. For Ag’s queries to F' and V’, by inspection,
By answers correctly. The less obvious case is when ¢ is a query Ay makes to AF/’V/’GF/. We analyze this
in two cases: ,
e Long query: ¢ € {0,1}Z5*. In this case, By answers 1. This is exactly how AF' VG answers q. Note
that as A is a valid sequentiality adversary, it is simulated in the computation of GF', and hence,
whenever Ag makes a long query ¢, such a ¢ is added to @ in Line [11| of Simg in and finally

to GF'. By definition of AF' V6" it holds that q € AF VG , i.e., 1 is the correct answer.
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e Short query: ¢ € {0,1}=°*. In this case, By answers 1 if and only if ¢ € A’. This answer is consistent
with ¢ € AFV'GT because of

Claim 2. [AFV"G" |5\ = [A]sx.

Proof. Observe

AF,,V,,GF/ _ _LF’;;]V/7GF/ UGF/:| (53)
{ LA | loms 5A

_ F/’V/)G«F’ F/

- _Llong LA U [G LA (54)
[ [F/]nsx)’[v/]e(sx)’[GF/L !

- (5X1) F

= | Lygny U [G LA (55)
L 5\
[ [F/]e(5,\) ’ [V/]e(5/\)’ HGF,] A] !

o 5 (5X) F

- Llong ‘5 Y [G }5)\ (56)
L 5\

= LI[F/h(ﬁA)’[V/}“WUJ]M]W)} U [J]5 (57)
| one 5\
[ - T sy Y T ooy

[l i, 5
L 5\
iV

_ Llongf(w £(53) UJ] (59)
L 5\

= [A,]s/\ (60)

where [Equations (55)] and [(58)] follow from [Lemma 11} and [Equation (57)| follows from |

Next, we examine B1’s simulation of A;’s oracle queries. The consistency of B;’s answers to A;’s F’/

queries follows trivially and the consistency of its answers to AF/’V/’GF, queries follows by an analogous
analysis to that of By’s response to such oracles. The interesting case is A;’s queries to V. Let ¢ =
(x',y',T') be a V' query. We distinguish two cases. In case (z/,T") ¢ {0,1}* x {T'}, By answers 1 if and
only if 3 is the T"-th successor of x’ according to F’. This is consistent with V’ by definition. In case
(2, T") € {0,1}* x {T}, we distinguish two cases:

e 7/ is not the T-th successor of 2/ according to F/, i.e., 3’ # (F/(-,T))™)(2). In this case, B correctly
answers 0 as in this case, by definition, no z{, =2/, 2}, ..., 2} = 3/ exist such that for every i € [T]]
it holds that «} = F'[x,_,,T] # L.

e 3/ is the T-th successor of 2’ according to F/, i.e., v = (F/(-,T))™)(z'). In this case, if A; makes all
intermediate F' queries (x(,T),..., (¢}_;,T) where xf, :== 2/, ) is the response to query (z}_;,T),
and y' is the response to (z%»_;,T'), then By would correctly answer with 1. However, there is a
possibility that A; queries (2,4, T) such that y' = (F'(-, 7)) (2) without making all intermediate
queries. Towards computing the probability of this bad event, note that by construction, the variable
F' (in B’s execution) contains (a) all F’ queries (2’, T") made by A in addition to their 7"-successors
(according to F') and (b) all F' queries made by A; up to the current query round. As such, the
(partial) truth table of F’ captures A;’s knowledge about F'. Let F. be the restriction of F’ to
entries of the form (x,T) € {0,1}* x {T'}. Thus, the probability that in some round i € [01(\, T)], A
queries (z',y,T) such that y' = (F/(-,T))™)(2') without making all intermediate queries is at most

mlvi()\)
22 —gq;

(61)
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where w7 ;()) is the width of the i-th layer of A; and ¢; is the number of entries in F7. up to the

i-th query round of A;. Note that ¢; < ¢1 + Zz;} w; ,(A). With a union bound we upper bound the
probability of bad by

21(A\,T) 2. (\,T)
Z w1i(A) _ 12 1’01,1'(4)\7T) (62)
o Y- S 2 -a-Y (AT
2, (\,T)
51()‘7 T)
< 63
= ; D (= 1) s (N T) (63)
0 (ANT) -s1(ANT) (64)
22 —s5o(\,T)- T —0:(N\,T) -51(\,T)
TN - TN
<
= 99X _Te)\eT — Te)e.Te)e (65)
05 (M) A(e+c) \2¢
< 2 A (66)
2A _ 90s(MA(et+1) e — 905 (M) A(etc) )\2¢
= £(N) (67)
for sufficiently large .
O

Infinitely often sequentiality to full sequentiality. Such an infinitely often sequential VDF VDF’ can
be turned into a fully sequential VDF VDF by truncating the input, with linear security loss. More
concretely, let VDF’' be a VDF that is secure on all powers-of-eight security parameters. We construct
a VDF that is secure on all security parameters. Here, VDF.Eval(\, T, x) := VDF .Eval(\',T,z') where
N = 8llegs Al > \/8 and 2/ := x| \ is the prefix of x of length \. VDF.Verify is defined analogously.
The loss in security is at most linear in A. Moreover, notice that if T' is permissible for VDF then it
is also permissible for VDF'. Concretely, let ¢ € N be a speedup exponent and o5 € o(1) be the size
bound exponent from the sequentiality of VDF, then T¢\¢ < 2°¢(M)A for any permissible T. It follows
that T¢X© < TeXC < 20X < 295V for of (X) := 804(N') € o(1), i.e., VDF is sequential for o/, as well.

Uniform to non-uniform sequentiality. Finally, by the following lemma we can lift uniform sequentiality
to non-uniform sequentiality.

Lemma 14 (Non-Uniform Sequentiality Lifting). Let VDF be a relativized VDF. If VDF is uni-
formly sequential relative to some samplable oracle distribution O, it is also sequential against non-
uniform adversaries relative to the same distribution.

The main idea behind this lemma is that a uniform (computationally unbounded) adversary can find the
best advice string for a non-uniform adversary. Because the sequentiality game is falsifiable, the uniform
adversary can compute the non-uniform adversary’s success probability (over O) for each advice string.
Thus, the uniform adversary can find the best advice string, and thus has at least the same success
probability as the non-uniform adversary.

Proof. We prove that a (non-uniform) adversary against the sequentiality of VDF can be turned into a
uniform adversary against the sequentiality of VDF with the same success probability.

Counter assumption. Suppose for each € € R there exist ¢,d € N s.t. for each 0y, 05 there exists a (non-
uniform) sequentiality adversary A € CNV x CyaUl that has high success probability for all sufficiently
large A and all permissible 7.
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Let s(A,T) = T°X° and 091(\,T) := TX°. Let A* be the following uniform, computationally un-
bounded circuit family: The first stage Aj on input pp computes the circuit that wins the sequentiality
game with maximal probability:

A" = (Al A)) = argmax PATA (68)
Ab € Csoa 1)
Al € Csiam) 0,01
where
0O+ 0
pp « Setupo(x\, T)
paTA = Pr state = A{)O(pp) Y =yl (69)
r+ X
y' == AP (pp, z, state)
| (y,m) < Eval®(pp, )

Then, A}(pp) returns state* := (state’ :== A/°(pp), A’).
The second stage A% on input (pp, x, state*) parses (state’, A’) := state* and returns A\’ (pp, z, state’).

Properties of A*. Notice A* does not need to make any queries to its oracle O to compute A’. Thus, A*
has the same query complexity as A, i.e., A* € CY x Cga .- Moreover, A*’s success probability is at least
the success probability of A’ which is at least as large as A’s success probability.

This means that VDF is not uniformly sequential. O

We are now ready to prove

Proof of[Lemma 3. Consider the VDF VDF’ constructed above, which is perfectly complete and perfectly
sound relative to Ogep. By [Lemma 9|, VDF' is uniform infinitely often sequential on any security parameter
A € {8" | k € N} relative to Osep. Truncating the input as described above yields a VDF VDF that is
uniformly sequential on all security parameters relative to Osep and that remains perfectly complete and
perfectly sound. Finally, by VDF is also sequential against non-uniform adversaries relative
t0 Osep. O

5.5 Part Three: Relativized PRGs from One-Way Functions

It remains to prove i.e., a OWF implies a PRG relative to any oracle distribution. The result
follows from well-known results in the literature. We use the fully black-box construction of a PRG
from any OWF due to Haitner, Reingold, and Vadhan [HRV10], together with the black-box reduction
framework of Baecher, Brzuska, and Fischlin [BBF13], to show that the construction remains secure
relative to an arbitrary oracle distribution. We first recall the relevant notions and results, from which

we derive and then prove

Definition 12 (Fully Black-Box Reduction). Following [BBF13, Definition 2.1], a primitive A =
(Fa, Ra) consists of a set Fa of implementations and a relation Ra, where (g,D) € Ra means that D
breaks the implementation g. Define a primitive B analogously. A fully black-box reduction constructing
A from B consists of probabilistic polynomial-time oracle algorithms G and S satisfying:

e Correctness. For every f € Fg, Gl € Fa.

e Security. For every f € Fg and every machine D,

(G, DY e Ra = (},S°T) € Re.
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Lemma 15 (Composition of Fully Black-Box Reductions). Let A, B, and C be primitives. If there
is a fully black-box reduction constructing A from B, and a fully black-box reduction constructing B from
C, then there is a fully black-box reduction constructing A from C.

Proof of[Lemma 15 Let (Gag,Sag) and (Ggc, Sgc) be the two fully black-box reductions. Define their
composition by

Gl
GLC = Gpg
Correctness follows immediately: for every f € Fc, first GLe € Fg, and hence GfAC € Fa. Now suppose
that DT breaks GLC. The first security reduction yields an adversary

el
f._ cD’Gac
Dg =S,

that breaks GfBC. Applying the second security reduction yields

D,f ._ Ds,f

Sac = Sgl’
which breaks §. The composed construction and reduction are probabilistic polynomial-time oracle algo-
rithms and use f and D only as black boxes. Thus they satisfy [Definition 12 O

Theorem 3 (Haitner—Reingold—Vadhan [HRV10]). For every polynomial-time one-way function
f, there is a fully black-box construction of a polynomial-time generator family G;: {0,120 —
{0, 112N +8N - wwhere 9 is polynomial-time computable and polynomially bounded, A < ?()), and
€(A\) > 1. The distributions GR(UD(/\)) and Uy(x)4en) are computationally indistinguishable for non-
uniform probabilistic polynomial-time distinguishers. The construction and its security reduction are
fully black-box according to

The lower bound 9(A) > A is without loss of generality. If the original construction uses fewer seed
bits, we may append unused uniform bits to both the seed and the output. This preserves the stretch,
pseudorandomness, and fully black-box security reduction.

Lemma 16. Let ¢/,¢’ € N be constants with ¢/,¢” > 1. If G: {0,1}" — {0,1}”*0” is a PRG, or
an infinitely often secure PRG, running in time at most n“, then there is a length-doubling PRG
G: {0,1}* — {0,1}2* running in time O(¢?) with the same respective security guarantee. Moreover, the

construction of G from G and its security reduction are fully black-box.

Proof. Let m = [£Y/¢| and t := [¢/c"]. Parse a seed in {0,1}¢ as z||r, where z € {0,1}™ and r €
{0,1}¥~™. Starting with Go(z) = z, recursively parse G;_1(x) = x;||z;, where z; € {0,1}™, and define

Gi(z) == G(z;)| 2 for i € [t].

Thus Gy(z)||r has length £ + t¢’ > 2¢. Define G(zr) to be its first 2¢ bits.

A standard hybrid argument over the ¢ invocations of G shows that G(Ug) is pseudorandom, with
distinguishing loss at most the polynomial factor ¢. Since m¢ < ¢ and t = O(¥¢), the t invocations of
G, including the overhead for copying their outputs, take time O(¢?). The same argument preserves
infinitely-often security. For every seed length n on which G satisfies the required pseudorandomness
bound, take ¢ = n¢’; then Lot/ C/J = n. Thus, a distinguisher that violates infinitely-often security of
G yields, through the same hybrid argument, a non-uniform distinguisher that violates infinitely-often
security of G. The construction accesses G only as an oracle. The hybrid argument also gives a probabilistic
polynomial-time oracle reduction that converts any distinguisher for G into a distinguisher for G. Hence,

the construction and reduction are fully black-box according to O

Corollary 2 (Length-Doubling PRG from OWFs). Every infinitely often secure OWF admits a
fully black-box construction of a length-doubling, infinitely often secure PRG that runs in quadratic time
in its seed length.
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Proof of [Corollary 3. Let » and G} be given by Truncate the output to obtain one bit of
stretch. Define a generator G' on every seed length n as follows. If n = d(\) for some A < n, choose the
largest such A and run the truncated generator G‘;; otherwise, output 0"*!. Because ? is polynomial-time
computable and A < d()\), this search and the resulting generator run in time polynomial in n. The image
of 0 is infinite, and G’ is pseudorandom on all sufficiently large seed lengths in that image. Since d(\) is
polynomially bounded in A, these seed lengths are polynomially related to the original security parameter,
so negligible advantage in A remains negligible in n. Hence, G is an infinitely often secure one-bit-stretch
PRG. Let n¢, for some constant ¢ > 1, bound its runtime. Applying with ¢ = 1 gives an
infinitely often secure length-doubling PRG running in time O(¢?). Finally, shows that seed
padding, truncation, reindexing, and length doubling preserve the fully black-box reduction. O

Using it is straightforward to see that a OWF implies a PRG relative to any oracle
distribution.

Proof of Lemma 4. By [Corollary 2| there is a fully black-box construction PRG' and a fully black-box
security reduction S. Give the construction and the reduction shared access to an additional oracle O.
This yields PRG" and an inverter 1© = SPFO. The hierarchy of black-box reductions in [BBF13|
Theorem 2.5] and the relativization result in [BBF13, Theorem 2.9] justify this step for every fixed
auxiliary oracle O.

Here O is sampled from O, so we also need to average over the oracle. The construction and reduction
have oracle-independent polynomial runtime and security loss. Consequently, each step of the fully black-
box security proof may first be conditioned on a fixed O and then averaged over O < . The seed
lengths introduced by padding, reindexing, and length doubling are polynomially related, so inverse-
polynomial advantage remains inverse polynomial. Thus, if a non-uniform probabilistic polynomial-time
oracle distinguisher D violated infinitely-often security of PRG" relative to O, the same reduction
would satisfy

1
>
Z e

for some fixed ¢ € N and for infinitely many \. Since D is non-uniform, the resulting inverter 1€ is also
non-uniform. This contradicts [Definition 4] Therefore PRG" is infinitely often secure relative to O. [
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