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Abstract. Fully Homomorphic Encryption for RAM programs (RAM-
FHE), introduced by Hamlin, Holmgren, Weiss, and Wichs (Crypto 2019),
allows a server to evaluate a RAM program on encrypted data at a
per-step cost sublinear in the memory size N , whereas standard FHE
must read the entire memory for every memory access. In a celebrated
work, Lin, Mook, and Wichs (STOC 2023) gave the first, and to date
the only, construction from a concrete assumption, namely Ring-LWE.
In this work, we construct a RAM-FHE scheme from plain LWE that
evaluates each step of a RAM program in o(N/ logN) time. While the
scheme is barely sublinear, even such a slight saving over the linear cost of
standard FHE was not known to be achievable from unstructured, plain
LWE. As Lin, Mook, and Wichs did, we build RAM-FHE by extending a
Doubly-Efficient Private Information Retrieval (DEPIR) scheme. Since
the only DEPIR from plain LWE, due to Lee (Crypto 2026), relies on a
Common Reference String (CRS) that is incompatible with the exten-
sion, we show how to remove the CRS and obtain a DEPIR from plain
LWE in the standard model, which may be of independent interest.

1 Introduction

Fully Homomorphic Encryption (FHE) [RAD78,Gen09] allows a server to per-
form arbitrary computations on encrypted data without ever decrypting. Stan-
dard FHE schemes, however, operate in the circuit model, in which the program
is given as a circuit and the server’s work is proportional to its size. In particular,
a single random access to a memory of size N requires a circuit of size linear
in N , since a circuit takes the whole memory as input and its wiring cannot
depend on the address. For encrypted data stored cell by cell, this cost cannot
be avoided [BIM00], since a server that could perform a random access correctly
without reading some cells would learn that the address is none of those cells,
which contradicts privacy.

Hamlin, Holmgren, Weiss, and Wichs [HHWW19] introduced Fully Homo-
morphic Encryption for RAM programs (RAM-FHE), which avoids this cost by
preprocessing the encrypted memory once: afterwards the server evaluates each
step of a RAM program in time sublinear in N . As evidence that RAM-FHE is
plausible at all, they gave a construction from non-standard assumptions and a
heuristic use of virtual black-box obfuscation for specific circuits. In a celebrated
work, Lin, Mook, and Wichs [LMW23] gave the first, and to date the only, con-
struction from a concrete assumption, namely Ring-LWE [LPR10], and their



scheme performs a random access at a cost that scales as a mere polylog(N).
While Ring-LWE is widely regarded as a de facto1 standard assumption, this
construction hinges on the algebra of polynomial rings, so whether RAM-FHE
can be based on plain LWE [Reg05] remained an intriguing open question.

1.1 Our Contribution

RAM-FHE from Plain LWE. In this work, we construct RAM-FHE from
plain LWE with a polynomial modulus-to-noise ratio (Theorem 7.5). After a
public preprocessing of the encrypted memory by the server, every step of a RAM
program, and in particular every memory access, costs o(N/ logN) time, where
N is the memory size. Our scheme is only barely sublinear, but no sublinear
RAM-FHE at all was known from plain LWE prior to this work. The result
shows that RAM-FHE does not hinge on the algebra of polynomial rings, and
it narrows the gap in feasibility results between Ring-LWE and plain LWE.

LWE-Based DEPIR in the Standard Model. At a high level, our construc-
tion follows [LMW23], which builds RAM-FHE from Doubly-Efficient Private
Information Retrieval (DEPIR) [BIM00,CHR17,BIPW17]. In a DEPIR scheme,
the server preprocesses a public database once, after which any client can retrieve
an entry without revealing its index, and the server answers each query in time
sublinear in the database size. However, the only DEPIR from plain LWE, due
to Lee [Lee26], relies on a Common Reference String (CRS) that is incompatible
with this approach. We address this by constructing a DEPIR from plain LWE
in the standard model (Theorem 4.1). Like the scheme of [Lee26], on which it
builds, it is barely doubly-efficient: the server answers a query in o(N/ logN)
time for a database of N bits. This lifts the result of [Lee26], which narrowed
the gap between Ring-LWE and plain LWE for DEPIR only in the CRS model,
to the standard model, and may be of independent interest.

1.2 Technical Overview

Review: LWE-Based DEPIR in the CRS Model. The DEPIR scheme
of [Lee26] starts from the PIR template of Kushilevitz and Ostrovsky [KO97],
1 Module-LWE [LS15], which interpolates between Ring-LWE and plain LWE, un-

derlies the NIST standard ML-KEM [NIS24]. Despite more than fifteen years of
cryptanalytic efforts, no attack has been found that performs substantially better
against Ring-LWE than against plain LWE. A line of work [ELOS15,CIV16] shows
that certain instantiations of Ring-LWE can be easily broken, but these examples
are somewhat contrived [Pei16], and hybrid attacks that exploit the ring structure
gain only a modest number of bits [HJO26]. Ring-LWE does enjoy a worst-case to
average-case reduction [LPR10], but the worst-case problems behind it are on ideal
lattices, a class of structured lattices, whereas those behind plain LWE are on general
lattices. We also note that, although it represents a minority opinion, some in the
community express reservations about the long-term security of Ring-LWE due to
its additional algebraic structure [Ber14].
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instantiated with Regev encryption [Reg05]. The database is arranged as a ma-
trix D, and the query is a Regev ciphertext (A,v) encrypting the unit vector
that selects the requested column. The server multiplies the query by D homo-
morphically, which amounts to computing DA and Dv. The scheme of [Lee26]
combines Williams’s preprocessing for matrix-vector multiplication [Wil07], with
which the server computes Dv in O(N/ log2 N) time, and SimplePIR [HHC+23],
which treats A as a CRS. The CRS lets the server precompute DA, which mat-
ters because A has as many columns as the LWE dimension n = poly(λ, logN):
computing DA online would cost n times as much as Dv and nullify the log2 N
saving unless one makes an extra assumption on how n depends on N .

CRS-Free DEPIR from LWE. Perhaps the most natural approach to re-
moving the CRS is to compute D[A |v] for a fresh A in every query. Concretely,
the goal would be to multiply a preprocessed matrix by a thin matrix of n + 1
columns in about the time of a single matrix-vector product with Williams’s
preprocessing. However, to our knowledge, no prior work addresses this prob-
lem. Multiplying a fixed matrix by many vectors has been studied extensively,
but the known speedups beyond Williams’s [LW17] are tailored to the Boolean
semiring, whereas the products here are over Zq for the ciphertext modulus q.
On the other hand, fast matrix-matrix multiplication [Str69], in particular by a
thin matrix [Cop82], takes both matrices at once, so its running time is at least
linear in the size of D, while DEPIR aims at sublinear time.

We therefore design the algorithm we need ourselves (Section 3). Our key
observation is that Coppersmith’s algorithm [Cop82] composes with Williams’s
preprocessing [Wil07]: as a bilinear algorithm (Definition 2.5), it can be ap-
plied to block matrices, where each block product can be instantiated with
any algorithm, possibly one that leverages preprocessing. Coppersmith’s algo-
rithm computes the product of a k × k matrix and a k × kα matrix with only
O(k2 log2 k) multiplications for α ≈ 0.17.2 Applied to D split into a k × k grid
of blocks, with k just large enough that n+ 1 ≤ kα (Theorem 3.4), it turns the
product with [A |v] into O(k2 log2 k) blockwise matrix-vector products, each
of which can leverage Williams’s preprocessing. The product with [A |v] thus
costs only polylog(n) = poly(log λ, log logN) times a single run of Williams’s
algorithm, whereas naive repetition takes n + 1 = poly(λ, logN) runs. Finally,
following [Lee26], we run the whole computation modulo several primes via the
Chinese Remainder Theorem, which mitigates the dependence on the ciphertext
modulus q. Altogether, the server can afford a fresh A in every query, which
yields a DEPIR satisfying Definition 2.1 without a CRS (Figure 1).

2 Later work [Cop97,LG12,LGU18,VXXZ24] focuses on increasing α and bounds the
number of multiplications only by k2+o(1). This is not the right trade-off in our
setting. A larger α only allows a smaller k, which affects lower-order terms, whereas
the extra factor ko(1) is only shown to be subpolynomial, so it would weaken the
polylog(n) factor in our bounds.
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From DEPIR to RAM-FHE. To construct RAM-FHE, we follow [LMW23]
and let the server perform each read of the memory as a DEPIR lookup under
FHE. We instantiate the FHE with the GSW scheme [GSW13], whose cipher-
texts are stacks of Regev ciphertexts under the same secret. This allows the
server to turn GSW ciphertexts of the address into a DEPIR query for the re-
quested column under the FHE secret key.3 The server answers the query with
the algorithm of Section 3 and converts the answer back into a GSW ciphertext
of the requested bit (Figure 3). This DEPIR lookup is performed on the mem-
ory itself, which the server holds in encrypted form. Stored as GSW ciphertexts,
however, the N bits of the memory would occupy N · poly(λ) bits and put a
poly(λ) factor into the leading term of the cost per read.4 To avoid this factor,
we use the compressible variant of GSW due to Gentry and Halevi [GH19] and
store the memory in its constant-rate compressed form (Figure 2), as a public
database of O(N) bits that the server can preprocess without any key material.
A read then obtains a double encryption of the requested word, namely GSW
ciphertexts of its compressed ciphertext, and removes the inner layer by homo-
morphic decryption (Figure 3). For writes, we follow [LMW23] in a simpler form,
since we only target a barely sublinear cost per step. Instead of their hierarchy
of levels, two levels suffice: a preprocessed snapshot of the memory and a buffer
of recent writes (Figure 4).

1.3 Organization

Section 2 collects the preliminaries. Section 3 presents the algorithm for multi-
plying a preprocessed matrix by a thin matrix, on which our main results rest.
Section 4 gives the LWE-based DEPIR in the standard model. A reader inter-
ested only in DEPIR can stop there. A reader interested only in RAM-FHE can
skip Section 4, since the later sections use the algorithm of Section 3 directly
rather than the DEPIR scheme. Section 5 recalls the constant-rate compress-
ible FHE scheme of Gentry and Halevi [GH19]. This section contains no new
ideas, but we use the scheme in a non-black-box way and need explicit param-
eter conditions, so we restate it in full. Section 6 extends this scheme with a
homomorphic database lookup, which retrieves the entry at an encrypted index
from a preprocessed encrypted database in sublinear time. Section 7 adds writes
and completes the RAM-FHE scheme.

2 Preliminaries

Notation. We write [n] = {0, 1, . . . , n − 1}, and all indices start from 0. For a
list or vector L, we write L[i] for its i-th entry and L[:ℓ] for the list of its first
3 The DEPIR scheme of [Lee26] seems inapplicable, since it fixes A in advance as a

CRS to precompute DA, whereas here A is part of the query and is determined only
during the computation.

4 Such a cost would still be sublinear in N , which is interesting in its own right.
However, already a quadratic factor λ2 exceeds log2 N for every N < 2λ and nullifies
the saving in any reasonable range of parameters.
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ℓ entries. For a matrix A, we write A[i] for its i-th row and A[i, j] for its (i, j)
entry. The terms negligible and overwhelming are with respect to the security
parameter λ.

2.1 Doubly-Efficient Private Information Retrieval

Definition 2.1 (DEPIR). A Doubly-Efficient Private Information Retrieval
(DEPIR) scheme consists of algorithms (Setup,Prep,Query,Answer,Extract).

– pp ← Setup(1λ, N): The deterministic setup algorithm takes as input the
security parameter λ and the database size N , and outputs public parameters
pp. All subsequent algorithms take pp as an implicit input.

– D̃B ← Prep(DB): The preprocessing algorithm takes as input a database
DB ∈ {0, 1}N and outputs a preprocessed database D̃B.

– (q, st)← Query(i): The query algorithm takes as input a query index i ∈ [N ]
and outputs a query q along with a secret state st.

– a ← Answer(D̃B, q): The answer algorithm takes as input a preprocessed
database D̃B and a query q, and outputs an answer a.

– b← Extract(st, a): The extract algorithm takes as input a secret state st and
an answer a, and outputs a bit b ∈ {0, 1}.

The algorithms must satisfy the following requirements.

Correctness: For N = poly(λ), any DB ∈ {0, 1}N , and any i ∈ [N ],

Pr

 Extract(st, a) = DB[i]

∣∣∣∣∣∣∣
D̃B← Prep(DB)

(q, st)← Query(i)

a← Answer(D̃B, q)

 ≥ 1− negl(λ).

Privacy : For N = poly(λ) and any i0, i1 ∈ [N ], no probabilistic polynomial-
time adversary can distinguish between the queries q output by Query(i0)
and by Query(i1) with non-negligible advantage.

Efficiency : For all λ and N , Setup runs in poly(λ, logN) and Prep in poly(λ,N)
time, while Query, Answer, and Extract each run in o(N) · poly(λ) time.5

2.2 Learning with Errors

Definition 2.2 (LWE [Reg05]). Given dimension n, number of samples m,
modulus q, and error distribution χ over Z, the LWEn,m,q,χ assumption states
that no probabilistic polynomial-time adversary can distinguish between the fol-
lowing two distributions with non-negligible advantage.
5 On a word RAM with Ω(logN)-bit words, the trivial scheme, in which the server

returns the whole database, already runs in O(N/ logN) time. A meaningful DEPIR
in this model must therefore run in o(N/ logN) time, which our scheme achieves.
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– (A,As+ e), where A← Zm×n
q , s← Zn

q , and e← χm

– (A, r), where A← Zm×n
q and r← Zm

q

Definition 2.3 (LWE with Polynomial Modulus-to-Noise Ratio). A
distribution χ over Z is B-bounded if |e| ≤ B holds with overwhelming probabil-
ity for e← χ. We refer to the following as the LWE with polynomial modulus-
to-noise ratio assumption:

There is a deterministic algorithm that, given 1λ and a modulus-to-noise
ratio 1/α, runs in poly(λ, log(1/α)) time and outputs an integer B ≥ 1,
parameters n = poly(λ, log(1/α)) and q = poly(λ, 1/α), and a description of
a B-bounded distribution χ sampleable in poly(λ, log(1/α)) time, such that
αq > B. Moreover, for any polynomial modulus-to-noise ratio 1/α = poly(λ),
the LWEn,m,q,χ assumption holds for any m = poly(λ).

2.3 Fast Matrix-Vector Multiplication with Preprocessing

Williams [Wil07] proved the following for matrices over any finite semiring, and
we instantiate it over Zq.

Theorem 2.4 ([Wil07]). For all ε ∈ (0, 1) and m ≥ 2, every D ∈ Zm×m
q

can be preprocessed in O(m2+ε) · polylog(q) time so that afterwards, for every
v ∈ Zm

q , the product Dv can be computed in O(m2/(ε logm)2) · polylog(q) time
on an O(logm+ log log q)-word RAM.

2.4 Bilinear Algorithms for Rectangular Matrix Multiplication

We recall Coppersmith’s algorithm for rectangular matrix multiplication (The-
orem 2.6), which is a bilinear algorithm. As in Strassen’s recursion [Str69], a
bilinear algorithm remains correct when the entries of the two matrices are ma-
trix blocks of compatible sizes, and Lemma 3.1 uses this property with the block
products computed by Theorem 2.4.

Definition 2.5 (Bilinear Algorithm). Let F be a field. A bilinear algorithm
of rank r for ⟨k1, k2, k3⟩-matrix multiplication over F, the multiplication of a
k1 × k2 matrix by a k2 × k3 matrix, consists of linear maps fℓ : Fk1×k2 → F and
gℓ : Fk2×k3 → F, and matrices Wℓ ∈ Fk1×k3 , indexed by ℓ ∈ [r], such that

AB =
∑
ℓ∈[r]

fℓ(A) · gℓ(B) ·Wℓ, for all A ∈ Fk1×k2 and B ∈ Fk2×k3 .

Theorem 2.6 ([Cop82] and [Wil14, App. C]). Let α = 2 log 2
5 log 5 ≈ 0.17. For

every k ≥ 2 and every field F with |F| ≥ k, there is a bilinear algorithm of rank
O(k2 log2 k) for ⟨k, k, ⌊kα⌋⟩-matrix multiplication over F. Such an algorithm can
be constructed with poly(k) field operations.
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3 Rectangular Matrix Multiplication with Preprocessing

In this section, we show that after preprocessing a matrix D ∈ Zm×m
q , its product

with a thin matrix X ∈ Zm×n
q can be computed in time whose leading term

grows only polylogarithmically in n (Theorem 3.4). The main step is Lemma 3.1,
which splits D into a k × k grid of blocks and runs a bilinear algorithm with
these blocks as entries, so that DX reduces to r matrix-vector products whose
matrices depend only on D and can thus be preprocessed with Theorem 2.4.

Lemma 3.1. Let k ≥ 1, b ≥ 2, and n ≥ 1 be integers, let m := kb, let q
be a prime, and suppose that a bilinear algorithm of rank r for ⟨k, k, n⟩-matrix
multiplication over Fq is given. Then for every ε ∈ (0, 1), every D ∈ Fm×m

q

can be preprocessed in O(r ·m2+ε) · polylog(q) time so that afterwards, for every
X ∈ Fm×n

q , the product DX can be computed in

O
( r · b2

ε2 · log2 b

)
· polylog(q) + O(r · n ·m) · polylog(q)

time on an O(logm+ log log q)-word RAM.

Proof. Let (fℓ, gℓ,Wℓ)ℓ∈[r] be the given bilinear algorithm and let ⊗ denote the
Kronecker product, which identifies Fm×m

q with Fk×k
q ⊗ Fb×b

q and Fm×n
q with

Fk×n
q ⊗ Fb

q. Let f̂ℓ := fℓ ⊗ id : Fm×m
q → Fb×b

q and ĝℓ := gℓ ⊗ id : Fm×n
q → Fb

q be
the linear maps with f̂ℓ(A ⊗ Ď) = fℓ(A) · Ď and ĝℓ(B ⊗ x̌) = gℓ(B) · x̌ for all
A ∈ Fk×k

q , Ď ∈ Fb×b
q , B ∈ Fk×n

q , and x̌ ∈ Fb
q. We claim that

DX =
∑
ℓ∈[r]

Wℓ ⊗
(
f̂ℓ(D)ĝℓ(X)

)
, (1)

that is, the (i, j) block of DX is
∑

ℓ Wℓ[i, j] · f̂ℓ(D)ĝℓ(X). Both sides of (1) are
bilinear in (D,X), and the matrices of the form A⊗Ď and B⊗x̌ span Fm×m

q and
Fm×n
q , respectively, so it suffices to verify (1) for D = A⊗Ď and X = B⊗ x̌. For

these, the left side of (1) is DX = (AB)⊗ (Ďx̌) by the mixed-product property
of ⊗, and the right side is∑
ℓ∈[r]

Wℓ ⊗
(
fℓ(A)gℓ(B) · Ďx̌

)
=

(∑
ℓ∈[r]

fℓ(A)gℓ(B)Wℓ

)
⊗ (Ďx̌) = (AB)⊗ (Ďx̌)

by the definition of f̂ℓ and ĝℓ, the bilinearity of ⊗, and Definition 2.5. The two
sides agree, which proves (1).

Now note that the matrices f̂ℓ(D) depend on D only. In preprocessing, com-
pute these r matrices, each a linear combination of the k2 blocks of D, and apply
Theorem 2.4 to every f̂ℓ(D), in O(r ·m2+ε) ·polylog(q) time in total. To compute
DX for a given X, first form the r vectors ĝℓ(X), which are linear combina-
tions of the kn blocks of X and cost O(rnm) field operations. The r products
f̂ℓ(D)ĝℓ(X) then take r · O(b2/(ε2 · log2 b)) · polylog(q) time by Theorem 2.4,

7



and assembling DX from them by (1) takes another O(rnm) field operations.
Field operations cost polylog(q) time, and the word size O(log b+ log log q) that
Theorem 2.4 needs for b× b matrices is clearly O(logm+ log log q). ⊓⊔

Over Fq, the time bounds of Lemma 3.1 carry a polylog(q) factor. To tame this
factor, we lift D and X to the integers, compute their product modulo several
small primes qi, and recombine the results by the Chinese Remainder Theorem,
as in [Lee26]. The primes must satisfy qi ≥ k, since Theorem 2.6 needs a field of
size at least k. The following two lemmas provide such primes.

Lemma 3.2 ([KU08, Lem. 2.3]). For all integers M ≥ 2, the product of
primes less than 16 logM is greater than M .

Lemma 3.3. For all integers M,k ≥ 2, there exist an integer t and primes
k ≤ q0 < · · · < qt−1 such that

∏
i∈[t] qi > M , with t ≤ logM/ log k + 1 and

qt−1 < 16(logM + k log k). Such primes can be found in poly(k, logM) time.

Proof. By Lemma 3.2 applied to M · kk ≥ 2, the product of all primes less than
16(logM + k log k) exceeds M · kk. The product of the primes below k is clearly
less than kk, so the primes in the interval [k, 16(logM + k log k)) have product
greater than M . Let k ≤ q0 < q1 < · · · be the primes in this interval, listed in
poly(k, logM) time, and let t be the smallest integer with

∏
i∈[t] qi > M . Then

kt−1 ≤
∏

i∈[t−1] qi ≤M , and thus t ≤ logM/ log k + 1. ⊓⊔

Theorem 3.4. Let m,n, q ≥ 2 be integers. For every ε ∈ (0, 1), every D ∈
Zm×m
q can be preprocessed in m2+ε · poly(n, log(mq)) time so that afterwards,

for every X ∈ Zm×n
q , the product DX ∈ Zm×n

q can be computed in

O
(m2 log(mq)

ε2 · log2 m

)
· poly(logn, log log(mq)) + m · poly(n, log(mq))

time on an O(logm+ log log q)-word RAM.

Proof. Let α be the constant of Theorem 2.6, and let k := ⌈n1/α⌉ = poly(n), so
that k ≥ 2 and ⌊kα⌋ = n. If m < k2 = poly(n), the preprocessing merely stores
D, and each product DX is computed entry by entry in O(m2n) · polylog(q) =
m · poly(n, log(mq)) time, so the theorem holds in this case. Otherwise pad D
and X with zeros so that m = kb for an integer b, at most doubling m. Since
m ≥ k2, we have b ≥

√
m ≥ k ≥ 2 and log b ≥ 1

2 logm.
Now lift D and X to integer matrices D̂ and X̂ with entries in {0, 1, . . . , q−1},

so that ∥D̂X̂∥∞ ≤ M := m(q − 1)2. Applying Lemma 3.3 to M and k gives,
in poly(n, log(mq)) time, primes k ≤ q0 < · · · < qt−1 with

∏
i∈[t] qi > M ,

t ≤ logM/ log k + 1 = O(log(mq)), and qt−1 < 16(logM + k log k), so that
log qi = O(log n + log log(mq)). By the Chinese Remainder Theorem, D̂X̂, and
hence DX = D̂X̂ mod q, is determined by D̂X̂ mod qi for i ∈ [t]. In total over the
t primes, reducing the m2 entries of D̂ modulo the qi costs m2 ·t·polylog(q) = m2 ·
polylog(mq) in preprocessing, and reducing the mn entries of X̂, reconstructing
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the mn entries of D̂X̂ from their residues, and reducing them modulo q cost
mn · poly(t, log qt−1, log q) = m · poly(n, log(mq)) online.

Since qi ≥ k, Theorem 2.6 gives, in poly(n) field operations per prime, a
bilinear algorithm for ⟨k, k, ⌊kα⌋⟩ = ⟨k, k, n⟩-matrix multiplication over Fqi of
rank ri = O(k2 log2 k) = O(k2 log2 n), as k ≤ 2n1/α. For each i ∈ [t], by
Lemma 3.1 the matrix D̂ mod qi can be preprocessed in O(ri·m2+ε)·polylog(qi) =
m2+ε · poly(n, log log(mq)) time and then multiplied by X̂ mod qi in

O
( ri · b2

ε2 · log2 b

)
· polylog(qi) +O(ri · n ·m) · polylog(qi)

= O
( m2

ε2 · log2 m

)
· poly(logn, log log(mq)) +m · poly(n, log log(mq))

time, where the equality uses b2/ log2 b ≤ 4m2/(k2 log2 m), ri/k2 = O(log2 n),
and polylog(qi) = poly(log n, log log(mq)). Summing over the t = O(log(mq))
primes gives m2+ε · poly(n, log(mq)) preprocessing time and

O
(m2 log(mq)

ε2 · log2 m

)
· poly(logn, log log(mq)) + m · poly(n, log(mq))

online time, which are the bounds of the theorem. The costs of the prime search,
the construction of the bilinear algorithms, the reductions, and the reconstruc-
tion are within these bounds. The word size O(logm+log log qi) that Lemma 3.1
needs is clearly O(logm+ log log q). ⊓⊔

4 LWE-Based DEPIR in the Standard Model

Theorem 4.1. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), for every ε ∈ (0, 1) there exists a DEPIR scheme with the
following efficiency on an O(logN + log λ)-word RAM, where N ≥ 2 is the
database size and λ is the security parameter.

– Preprocessing Runtime: Õ(N1+ε) · poly(λ)
– Online Runtime: O(N/(ε2 · log2 N)) ·poly(log λ, log logN)+ Õ(

√
N) ·poly(λ)

– Online Communication: Õ(
√
N) · poly(λ)

Proof. We show that the scheme of Figure 1 satisfies the theorem.

Correctness. Let B be the bound from Definition 2.3, so that χ is B-bounded
and B < αq. We have z = w−Hs = D(v−As) = (De+ ⌊q/p⌋ ·Duȷ̂) mod q, so
ẑ[̂ı] = z mod q for the integer z := (De)[̂ı] + ⌊q/p⌋ ·D[̂ı, ȷ̂]. Since ẑ[̂ı] and z differ
by a multiple of q, the integers ⌊pq · ẑ[̂ı]⌉ and ⌊pq · z⌉ differ by a multiple of p and
thus have the same k̂-th bit, p being a power of two. Writing ⌊q/p⌋ = q/p − δ
with 0 ≤ δ < 1,

p

q
· z = D[̂ı, ȷ̂] +

p

q

(
(De)[̂ı]− δ ·D[̂ı, ȷ̂]

)
.
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LWE-Based DEPIR in the Standard Model

pp← Setup(1λ, N):

1. Set m =
⌈√

N/ logN
⌉

and p = 2⌈logN⌉, so that m2 · log p ≥ N .

2. Obtain parameters (n, q, χ) from Definition 2.3 for 1/α = 4m · p2.
3. Output pp = (m, p, n, q, χ).

D̃B← Prep(DB):

1. Reshape DB ∈ {0, 1}N into D ∈ {0, 1, . . . , p− 1}m×m so that DB[i] equals the
k̂-th bit of D[̂ı, ȷ̂], the zeroth bit being the least significant, where ı̂, ȷ̂ ∈ [m]
and k̂ ∈ [log p] are uniquely determined by i = ı̂+ ȷ̂ ·m+ k̂ ·m2.

2. Preprocess D mod q into D̃ using Theorem 3.4.
3. Output D̃B = D̃.

(q, st)← Query(i):

1. Compute ı̂, ȷ̂ ∈ [m] and k̂ ∈ [log p] such that i = ı̂+ ȷ̂ ·m+ k̂ ·m2.
2. Sample A← Zm×n

q , s← Zn
q , and e← χm.

3. Compute v ← As + e + ⌊q/p⌋ · uȷ̂, where uȷ̂ ∈ Zm
q denotes the unit vector

with a one in position ȷ̂ and zeros elsewhere.
4. Output q = (A,v) and st = (s, ı̂, k̂).

a← Answer(D̃B, q):

1. Parse D̃B as D̃ and q as (A,v).
2. Compute [H |w]← D[A |v] from D̃ using Theorem 3.4.
3. Output a = (H,w).

b← Extract(st, a):

1. Parse st as (s, ı̂, k̂) and a as (H,w).
2. Compute z← w −Hs and lift it to ẑ ∈ Zm with entries in {0, 1, . . . , q − 1}.
3. Output the k̂-th bit of

⌊
p
q
· ẑ[̂ı]

⌉
as b.

Fig. 1. LWE-based DEPIR in the standard model.
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By a union bound over the m ≤ N = poly(λ) entries of e, we have ∥e∥∞ ≤ B with
overwhelming probability, and then |(De)[̂ı]| ≤ m(p− 1)B. Since δ ·D[̂ı, ȷ̂] < p
as well, the second term has absolute value less than

p

q
· (m(p− 1)B + p) ≤ 2mp2B

q
< 2mp2 · α =

1

2

by B < αq and 1/α = 4m · p2. Hence ⌊pq · z⌉ = D[̂ı, ȷ̂], whose k̂-th bit is DB[i].

Privacy. For N = poly(λ), both 1/α = 4m · p2 and m are poly(λ), so Defini-
tion 2.3 ensures that the LWEn,m,q,χ assumption holds. Under this assumption,
the query q = (A,As+e+ ⌊q/p⌋ ·uȷ̂) is computationally indistinguishable from
(A, r) with uniform r, whose distribution does not depend on ȷ̂, while ı̂ and k̂
never leave the client.

Efficiency. We have m2 = Θ(N/ logN) and logm = Θ(logN). Definition 2.3
with 1/α = poly(N) gives n = poly(λ, logN) and log q = O(logN + log λ) in
poly(λ, logN) time, so Setup runs in poly(λ, logN) time. Theorem 3.4 is applied
to [A |v], which has n + 1 columns, with log(mq) = O(logN + log λ), and the
word size O(logm+ log log q) that it needs is clearly O(logN + log λ).

– Preprocessing Runtime: By Theorem 3.4, Prep takes m2+ε·poly(n, log(mq)) =

Õ(N1+ε) · poly(λ) time.

– Server’s Online Runtime: By Theorem 3.4, Answer takes

O
(m2 log(mq)

ε2 · log2 m

)
· poly(logn, log log(mq)) +m · poly(n, log(mq))

= O(N/(ε2 · log2 N)) · poly(log λ, log logN) + Õ(
√
N) · poly(λ)

time, since m2 log(mq)/ log2 m = O(N(logN + log λ)/ log3 N), which is
O(N log λ/ log2 N), and poly(log n, log log(mq)) = poly(log λ, log logN).

– Client’s Online Runtime: Sampling A and computing As in Query and Hs
in Extract take m · n · polylog(q) time, and sampling e ← χm takes m ·
poly(λ, logN) time by Definition 2.3. Both are Õ(

√
N) · poly(λ), and the

remaining steps are within these bounds.

– Online Communication: |q|+ |a| = O(m · n · log q) = Õ(
√
N) · poly(λ).

⊓⊔

5 Constant-Rate Compressible FHE

In this section, we recall the constant-rate compressible FHE scheme of [GH19].
The later sections use it in a non-black-box way, so we restate it in full, together
with the parameter guarantees they rely on.
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5.1 Definition

We define constant-rate compressible FHE following [GH19]. Our schemes re-
quire multi-hop correctness [GHV10], and we state it in Micciancio’s formula-
tion [Mic25], which captures it most cleanly.

Definition 5.1 (Constant-Rate Compressible FHE [GH19, adapted]).
A constant-rate compressible FHE scheme consists of polynomial-time algo-

rithms (Setup,KeyGen,Enc,Eval,Comp,Dec), where KeyGen and Enc are ran-
domized, and the others are deterministic. Random coins r are omitted unless
explicitly needed.

– pp ← Setup(1λ): The setup algorithm takes as input the security parameter
λ and outputs public parameters pp. All subsequent algorithms take pp as an
implicit input.

– (pk, sk)← KeyGen(pp; r): The key generation algorithm takes as input public
parameters pp and outputs a public key pk and a secret key sk.

– C ← Encpk(µ; r): The encryption algorithm takes as input a public key pk and
a bit µ ∈ {0, 1}, and outputs a ciphertext C. If pk = ∅, it deterministically
outputs a trivial encryption of µ.

– Cout ← Evalpk(f,C in): The evaluation algorithm takes as input a public key
pk, a Boolean circuit f , and a list C in of input ciphertexts, and outputs a
list Cout of ciphertexts.

– C ← Comp(C0, . . . , Ct−1): The compression algorithm takes as input a list
C0, . . . , Ct−1 of t ≥ 1 ciphertexts and outputs a compressed ciphertext C.

– µ← Decsk(C, t): The decryption algorithm takes as input a secret key sk, a
compressed ciphertext C, and a plaintext length t ≥ 1, and outputs a plaintext
µ ∈ {0, 1}t.

The algorithms must satisfy the following requirements.

Correctness: For ciphertext sets C0, C1, write Cµ :=
∏

i∈[t] Cµ[i] for µ ∈ {0, 1}t.
Define the correctness predicates Corr1,Corr2,Corr3, with implicit arguments
(pp, pk, sk, C0, C1):

∀µ ∈ {0, 1}, ∀r : Encpk(µ; r), Enc∅(µ) ∈ Cµ. (Corr1)

∀s, t ≥ 1, ∀f : {0, 1}s → {0, 1}t, ∀µ ∈ {0, 1}s, ∀C ∈ Cµ :

Evalpk(f,C) ∈ Cf(µ).
(Corr2)

∀t ≥ 1, ∀µ ∈ {0, 1}t, ∀C ∈ Cµ : Decsk(Comp(C), t) = µ. (Corr3)

The following probability is overwhelming:

Pr
[
∃C0, C1 : Corr1 ∧ Corr2 ∧ Corr3

∣∣∣ (pk, sk)← KeyGen(pp)
]
.
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Privacy : We require IND-CPA security: for (pk, sk) ← KeyGen(pp), no proba-
bilistic polynomial-time adversary given pk can distinguish between Encpk(0)
and Encpk(1) with non-negligible advantage.

Compactness: For every honestly generated key pair, every ciphertext output
by Encpk, Enc∅, or Evalpk has length at most poly(λ).

Constant-Rate: There is an absolute constant ρ ≥ 1 such that, for every λ,
every t ≥ 1, and all ciphertexts C0, . . . , Ct−1,

|Comp(C0, . . . , Ct−1)| ≤ ρ · t+ poly(λ).

5.2 Construction

We use the constant-rate compressible FHE scheme of [GH19], which is based
on GSW encryption [GSW13]. Figures 2 and 5 present it essentially unchanged,
except that Setup takes an additional input N for the size of a database or
memory in the later sections. Lemma 5.2 calibrates the parameters so that the
noise of ciphertexts stays within the margin we need, and gives explicit ciphertext
sets that satisfy the correctness predicates. Lemma 5.3 bounds the sizes and costs
in terms of N , and Proposition 5.5 shows that the scheme satisfies Definition 5.1.
The later sections rely only on Figures 2 and 5 and the statements of Lemmas 5.2
and 5.3 and Proposition 5.5, not on their proofs.

Lemma 5.2. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), there is a constant c such that, for every N ≥ 2, the pa-
rameters of Figure 2 admit a noise bound B ≥ 1 with q/B > 2d7ℓ4N3. That is,
for N = poly(λ), except with negligible probability over (pk, sk) ← KeyGen(pp),
the sets C0 and C1 satisfy Corr1, Corr2, and Corr3 of Definition 5.1, where Cµ is
the set of matrices C ∈ Zd×dℓ

q with

SC = µSG+E (mod q), ∥E∥∞ ≤ B. (2)

Proof. We defer the proof to Appendix A. ⊓⊔

Lemma 5.3. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), for every N ≥ 2, the parameters of Figure 2 satisfy

d = poly(λ, logN), log q = O(log(λ+N)), bct/bpt = O(1),

where Comp compresses each block of bpt = n2 log p ciphertexts into a matrix of
bct = dnℓ bits. Moreover, keys and bit ciphertexts have length poly(λ, logN), and
every algorithm of Figures 2 and 5 runs in poly(λ, logN) time, counted per gate
for Evalpk and per block for Comp and Dec.

Proof. We defer the proof to Appendix A. ⊓⊔

Since the public key contains the encryptions CS of the secret key, the secu-
rity of the scheme relies on the circular security of GSW encryption, that is, of
the same scheme with CS removed from the public key.

13



Constant-Rate Compressible FHE (Part 1)

We use the standard gadget notation, with d, ℓ, and q from Setup. For the gadget
matrix G = Id⊗(1, 2, . . . , 2ℓ−1) ∈ Zd×dℓ

q and every t ≥ 1, the gadget decomposition
G−1 : Zd×t

q → {0, 1}dℓ×t replaces each entry by the ℓ-bit binary expansion of its
representative in {0, 1, . . . , q − 1}, so that GG−1(X) = X for every X ∈ Zd×t

q .

pp← Setup(1λ, N):

1. Obtain parameters (n, q, χ) from Definition 2.3 for 1/α = (λ + N)c, where c
is the constant of Lemma 5.2.

2. Set d = 2n, ℓ = ⌈log q⌉, k = dℓ+ 2λ, and p = 2⌈log(λ+N)⌉.
3. Output pp = (n, q, χ, d, ℓ, k, p).

(pk, sk)← KeyGen(pp):

1. Sample S0 ← Zn×n
q , A0 ← Zn×k

q , and E0 ← χn×k.
2. Set A =

(
A0

−S0A0+E0

)
∈ Zd×k

q and S = [S0 | In] ∈ Zn×d
q .

3. Sample Ri ← {0, 1}k×dℓ for i ∈ [ndℓ], and set CS = (ARi + µS[i]G)i∈[ndℓ],
where µS ∈ {0, 1}ndℓ is the binary encoding of S.

4. Output pk = (A,CS) and sk = S.

C ← Encpk(µ):

1. If pk = ∅, output C = µG.
2. Otherwise, sample R← {0, 1}k×dℓ and output C = AR+ µG ∈ Zd×dℓ

q .

C ← Comp(C0, . . . , Ct−1):

1. For i, j ∈ [n], let Ui,j ∈ {0, 1}n×n be the matrix with a one in position (i, j)
and zeros elsewhere.

2. Append copies of Enc∅(0) to C0, . . . , Ct−1 so that their number is a multiple
of bpt = n2 log p, and split them into blocks of bpt ciphertexts.

3. For each block, index its ciphertexts as Ci,j,r in lexicographic order of (i, j, r) ∈
[n]× [n]× [log p], and compute the matrix∑

i,j∈[n]

∑
r∈[log p]

Ci,j,rG
−1

(
⌊q/p⌋2r

(
0

Ui,j

))
∈ Zd×n

q .

4. Output the concatenation of these matrices in order.

µ← Decsk(C, t):

1. For each matrix X ∈ Zd×n
q in C:

(a) Lift SX to Ŷ ∈ {0, 1, . . . , q − 1}n×n, and set Z = ⌊(p/q)Ŷ⌉.
(b) For (i, j, r) ∈ [n]× [n]× [log p] in lexicographic order, take the r-th bit of

Z[i, j], the zeroth bit being the least significant.
2. Output the first t bits taken in step 1, in order.

Fig. 2. Constant-rate compressible FHE of [GH19]. The algorithm Evalpk is given in
Figure 5 of Appendix A.
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Definition 5.4 (Single-Key Circular Security). For a public-key encryp-
tion scheme, sample pp ← Setup(1λ) and (pk, sk) ← KeyGen(pp). Let µsk be a
fixed binary encoding of sk and set Csk = (Encpk(µsk[i]))i. The scheme is single-
key circular secure if it remains IND-CPA secure when Csk is included in the
public key, where all encryptions use independent randomness.

Proposition 5.5. Let N ≥ 2 be a function of λ with N = poly(λ). Under
the LWE with polynomial modulus-to-noise ratio assumption (Definition 2.3), if
GSW encryption is single-key circular secure (Definition 5.4), then the scheme
of Figures 2 and 5 with Setup(1λ, N) as the setup algorithm is a constant-rate
compressible FHE scheme (Definition 5.1).

Proof. We defer the proof to Appendix A. ⊓⊔

6 FHE with Encrypted Database Lookup

In this section, we define and construct FHE with encrypted database lookup,
which serves as a stepping stone toward the RAM-FHE scheme of Section 7.
After a one-time preprocessing of an encrypted database, the scheme supports
reading the entry at an encrypted index in time sublinear in the database size.

6.1 Definition

We consider a database DB ∈ ({0, 1}w)M with M entries of w bits each, and
encode it as a string of N = Mw bits by concatenating its entries in index order.
We encode an index a ∈ [M ] by ⌈logM⌉ bits.

Definition 6.1 (FHE with Encrypted Database Lookup). A scheme for
FHE with encrypted database lookup consists of polynomial-time algorithms
KeyGen, Enc, and Eval with the interfaces of Definition 5.1, together with the
following polynomial-time algorithms, where N = Mw for the database dimen-
sions M and w given to Setup. The algorithms KeyGen and Enc are randomized,
and the others are deterministic.

– pp ← Setup(1λ,M,w): The setup algorithm takes as input the security pa-
rameter λ and database dimensions M,w ≥ 1 with N ≥ 2, and outputs public
parameters pp. All subsequent algorithms take pp as an implicit input.

– C̃DB ← Prep(CDB): The preprocessing algorithm takes as input a bitwise
encryption CDB of a database DB ∈ ({0, 1}w)M and outputs a preprocessed
database C̃DB. It takes no key material as input.

– Cv ← Readpk(C̃DB,Ca): The read algorithm takes as input a public key
pk, a preprocessed database C̃DB, and a bitwise encryption Ca of an index
a ∈ [M ], and outputs bitwise ciphertexts Cv of DB[a].

– µ ← Decsk(C): The decryption algorithm takes as input a secret key sk and
a ciphertext C, and outputs a bit µ.
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The algorithms must satisfy the following requirements.

Correctness: In addition to Corr1 and Corr2 of Definition 5.1, define the cor-
rectness predicates Corr′3 and Corr4, with the same implicit arguments:

∀µ ∈ {0, 1}, ∀C ∈ Cµ : Decsk(C) = µ. (Corr′3)

∀DB ∈ ({0, 1}w)M , ∀CDB ∈ CDB, ∀a ∈ [M ], ∀Ca ∈ Ca :

Readpk(Prep(CDB),Ca) ∈ CDB[a].
(Corr4)

For M and w with N = poly(λ), the following probability is overwhelming:

Pr
[
∃C0, C1 : Corr1 ∧ Corr2 ∧ Corr′3 ∧ Corr4

∣∣∣ (pk, sk)← KeyGen(pp)
]
.

Privacy : For M and w with N = poly(λ), we require IND-CPA security as in
Definition 5.1.

Compactness: For all λ, M , and w and every honestly generated key pair,
every ciphertext C output by Encpk, Enc∅, Evalpk, or Readpk has length at
most poly(λ, logN), and Decsk(C) runs in poly(λ, logN) time.

6.2 Construction

Lemma 6.2. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), the scheme of Figure 3 satisfies correctness (Definition 6.1).

Proof. We use the sets C0, C1 of Lemma 5.2 and condition on the event, of negligi-
ble failure probability, that they satisfy Corr1, Corr2, and Corr3 of Definition 5.1.
Since Enc and Eval of Figure 3 are those of Figures 2 and 5, Corr1 and Corr2
hold for Figure 3 as well. Since Decsk(C) of Figure 3 applies the decryption of
Figure 2 to Comp(C) with t = 1, Corr3 with t = 1 gives Corr′3.

It remains to show Corr4. Fix DB, CDB ∈ CDB, a ∈ [M ], and Ca ∈ Ca, and
let g = ⌊a/γ⌋ < M . Since CS consists of outputs of Encpk, Corr1 and Corr2 show
that Readpk returns ciphertexts in the ciphertext sets of the output of the circuit
of step 5 on the underlying plaintexts. By Corr1 and Corr3, decrypting Cg with
length γw gives the entries of group g, whose (a mod γ)-th one is the a-th entry.
Since m and gw = ı̂+ ȷ̂m+ k̂m2 are multiples of w, the bits of Cg are stored in
the entries D[̂ı, ȷ̂], . . . ,D[̂ı+ w − 1, ȷ̂], so bit r of Cg is the k̂-th bit of D[̂ı+ r, ȷ̂]

by construction. It therefore suffices to show that, for each r ∈ [w], the k̂-th bit
of ⌊(p/q)ŷ[̂ı+ r]⌉ taken in step 5(b) agrees with that of D[̂ı+ r, ȷ̂].

Since Cuȷ̂
∈ Cuȷ̂

by Corr2, relation (2) gives integers ej with |ej | ≤ dℓB such
that, for every j ∈ [m],

Q[j]sT = ⌊q/p⌋uȷ̂[j] + ej (mod q).

Consequently, since y = HsT = DQsT and the entries of D are less than p, for
every r ∈ [w] there is an integer e′ with |e′| ≤ mpdℓB such that

y[̂ı+ r] = ⌊q/p⌋D[̂ı+ r, ȷ̂] + e′ (mod q).
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FHE with Encrypted Database Lookup

Let FHE0 be the scheme of Figures 2 and 5. Reuse KeyGen, Enc, and Eval of FHE0,
together with the following algorithms.

pp← Setup(1λ,M,w):

1. Run FHE0.Setup(1
λ,Mw) to obtain (n, q, χ, d, ℓ, k, p).

2. Set the number of entries per group to γ = max{1, ⌊bpt/w⌋}, the number
of groups to M = ⌈M/γ⌉, and the length of a compressed group to w =
⌈γw/bpt⌉bct, where bpt = n2 log p and bct = dnℓ.

3. Set N = Mw and p = 2⌈logN⌉, and let m be the smallest multiple of w with
m2 log p ≥ N .

C̃DB ← Prep(CDB):

1. Pad CDB with copies of Enc∅(0) and split it into M groups of γw ciphertexts.
2. For each g ∈ [M ], compress group g with FHE0.Comp into Cg, and identify

Cg with a w-bit string using ℓ bits per element of Zq.
3. Form D ∈ {0, 1, . . . , p−1}m×m so that, for all (̂ı, ȷ̂, k̂) ∈ [m]× [m]× [log p], the

k̂-th bit of D[̂ı, ȷ̂], the zeroth bit being the least significant, is the (̂ı+ȷ̂m+k̂m2)-
th bit of C0∥ · · · ∥CM−1, or 0 if there is no such bit.

4. Preprocess D mod q into C̃DB via Theorem 3.4 if m > w, or set C̃DB = D
otherwise.

Cv ← Readpk(C̃DB,Ca):

1. Use Evalpk on Ca to compute bitwise ciphertexts C ı̂, C ȷ̂, and C k̂ of the unique
(̂ı, ȷ̂, k̂) ∈ [m]× [m]× [log p] with ⌊a/γ⌋w = ı̂+ ȷ̂m+ k̂m2, the starting position
of the compressed group C⌊a/γ⌋ containing the a-th entry.

2. Use Evalpk on C ȷ̂ to compute bitwise ciphertexts Cuȷ̂ of the unit vector uȷ̂ ∈
{0, 1}m with a one in position ȷ̂ and zeros elsewhere.

3. Let Q ∈ Zm×d
q be the matrix with rows Q[j] = (Cuȷ̂ [j]G

−1(⌊q/p⌋un))
T for

j ∈ [m], where un ∈ {0, 1}d is the unit vector with a one in position n.
This extracts a Regev ciphertext from each GSW ciphertext: each row Q[j]
encrypts uȷ̂[j] with scaling factor ⌊q/p⌋ under the secret s, the first row of S.

4. Compute H = DQ from C̃DB via Theorem 3.4 if m > w, or directly otherwise.
5. Use Evalpk on CS, C ı̂, C k̂, and Ca to compute and output Cv by evaluating

the following circuit, with public H hardwired:
(a) Compute y = HsT and lift it to ŷ ∈ Zm with entries in {0, 1, . . . , q − 1}.
(b) Take the k̂-th bit of ⌊(p/q)ŷ[̂ı+ r]⌉ for each r ∈ [w].
(c) Decrypt these w bits, which form C⌊a/γ⌋, with FHE0.Decsk(·, γw).
(d) Return the (a mod γ)-th of the γ resulting entries.

µ← Decsk(C):

1. Output FHE0.Decsk(FHE0.Comp(C), 1).

Fig. 3. FHE with encrypted database lookup.
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Writing ⌊q/p⌋ = q/p− δ with 0 ≤ δ < 1, we have

⌊(p/q)ŷ[̂ı+ r]⌉ = D[̂ı+ r, ȷ̂] +
⌊
(p/q)(e′ − δD[̂ı+ r, ȷ̂])

⌉
(mod p).

Since p is a power of two and k̂ < log p, it suffices to show that the last rounding
is 0, that is, that its argument has absolute value less than 1/2. This argument
has absolute value at most

p

q
(mpdℓB + p) <

d7ℓ4N3B

q
<

1

2
,

where the first inequality uses m ≤ N , p < 2N , and N ≤ bctN = d2ℓN/2, and
the second uses q/B > 2d7ℓ4N3 from Lemma 5.2. ⊓⊔
Proposition 6.3. Under the LWE with polynomial modulus-to-noise ratio as-
sumption (Definition 2.3), if GSW encryption is single-key circular secure (Def-
inition 5.4), then for every ε ∈ (0, 1), the scheme of Figure 3 with parameter
ε satisfies Definition 6.1. For w = O(logN), its algorithms have the following
running times on an O(logN + log λ)-word RAM.

– Prep: Õ(N1+ε) · poly(λ)
– Readpk: O(N/(ε2 · log2 N)) · poly(log λ, log logN) + Õ(

√
N) · poly(λ)

– Evalpk(f, ·): |f | · poly(λ, logN), where |f | is the number of gates of f

Proof. The correctness, privacy, and compactness requirements of Definition 6.1
follow from Lemma 6.2, Proposition 5.5, and Lemma 5.3, respectively, so it
remains to bound the running times. The word size O(logm + log log q) that
Theorem 3.4 needs is O(logN + log λ), since m ≤ N ≤ bctN .

– Prep: First note that w ≤ wbct = poly(λ, logN). By the choice of m, we have

m <
√
N/ log p + w, so m2 = N · poly(λ, logN) since N ≤ bctN . Hence,

by Theorem 3.4, Prep takes m2+ε ·poly(d, log(mq)) = N1+ε/2 ·poly(λ, logN)

time, which is within Õ(N1+ε) · poly(λ).
– Readpk: Steps 1, 2, 3, and 5 take m · poly(λ, logN) time, since the circuit of

step 5 has m ·poly(λ, logN) gates. If m = w, then m ≤ wbct = poly(λ, logN)
and step 4 computes H directly, so Readpk takes poly(λ, logN) time, which
is within the stated bound. Otherwise, Theorem 3.4 computes H = DQ in

O

(
m2 log(mq)

ε2 · log2 m

)
· poly(log d, log log(mq)) +m · poly(d, log(mq))

time. Recall that m is the smallest multiple of w that is at least m0 =√
N/ log p. Since m > w, we have m0 > w, so m0 ≤ m < m0+w < 2m0, and

thus m2 = Θ(N/ log p). Moreover, m0 > w means N > w2 log p ≥ w, so M >
1, that is, M/γ > 1. By the choice of γ, a group is either a single entry longer
than a block or as many entries as fit into a block. Hence γw/bpt > 1/2, so
each rounding in N = ⌈M/γ⌉⌈γw/bpt⌉bct at most doubles its argument, and
N ≤ (4bct/bpt)N = O(N) by Lemma 5.3. Consequently, m2 = Θ(N/ logN),
and the stated bound follows as in the proof of Theorem 4.1.
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– Evalpk(f, ·): By Lemma 5.3, each evaluated gate takes poly(λ, logN) time.
⊓⊔

7 LWE-Based RAM-FHE

In this section, we present our main result, an LWE-based RAM-FHE scheme,
which we obtain by adding writes to the FHE with encrypted database lookup of
Section 6. We largely follow [LMW23], but since we only target a barely sublinear
cost per step, we replace their hierarchy of levels by two levels, a preprocessed
snapshot of the memory and a buffer of recent writes.

7.1 Definition

We first define RAM-FHE, following the step-circuit formulation of [LMW23]
for the RAM model.

Definition 7.1 (RAM Program). Let M ≥ 2 be a power of two, let w ≥ 1
be an integer, and let N = Mw. A RAM program Π with T ≥ 1 steps over a
memory of M words of w bits consists of a circuit Stept of size poly(logN) for
each step t ∈ [T ],

(σ′, a′, v′)← Stept(σ, a, v),

which maps a local state σ of a fixed length, an address a ∈ [M ] given by logM
bits, and a word v to a next local state σ′ of the same length, a next address
a′, and a word v′ to write. The execution of Π on an initial memory mem ∈
({0, 1}w)M starts with the all-zero local state σ and the address a = 0. For each
t ∈ [T ], step t computes (σ′, a′, v′)← Stept(σ, a,mem[a]) and sets mem[a]← v′,
σ ← σ′, and a← a′. We write Π(mem) for the memory after the T steps.

Definition 7.2 (RAM-FHE). A RAM-FHE scheme consists of polynomial-
time algorithms KeyGen, Enc, and Dec with the interfaces of Definition 6.1,
together with the following polynomial-time algorithms, where N = Mw for the
memory dimensions M and w given to Setup. The algorithms KeyGen and Enc
are randomized, and the others are deterministic.

– pp ← Setup(1λ,M,w): The setup algorithm takes as input the security pa-
rameter λ and memory dimensions M,w as in Definition 7.1, and outputs
public parameters pp. All subsequent algorithms take pp as an implicit input.

– C̃mem ← Prep(Cmem): The preprocessing algorithm takes as input a bitwise
encryption Cmem of a memory mem ∈ ({0, 1}w)M and outputs a preprocessed
memory C̃mem. It takes no key material as input.

– C̃Π(mem) ← Evalpk(Π, C̃mem): The evaluation algorithm takes as input a pub-
lic key pk, a RAM program Π over a memory of M words of w bits, and a
preprocessed memory C̃mem, and outputs a preprocessed memory C̃Π(mem).
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– C ← Outputpk(C̃mem, ℓ): The output algorithm takes as input a public key
pk, a preprocessed memory C̃mem, and an integer 1 ≤ ℓ ≤ M , and outputs
bitwise ciphertexts C of the first ℓ words of the memory.

The algorithms must satisfy the following requirements.

Correctness: For M and w with N = poly(λ) and for all mem ∈ ({0, 1}w)M ,
RAM programs Π, and integers 1 ≤ ℓ ≤ M , the following probability is
overwhelming:

Pr


Decsk(C) = Π(mem)[:ℓ]

∣∣∣∣∣∣∣∣∣∣∣∣∣

(pk, sk)← KeyGen(pp)

Cmem ← Encpk(mem)

C̃mem ← Prep(Cmem)

C̃Π(mem) ← Evalpk(Π, C̃mem)

C ← Outputpk(C̃Π(mem), ℓ)


,

where mem is encrypted and C is decrypted bit by bit. The same holds when
any bits of mem are encrypted with Enc∅ instead of Encpk.

Privacy : For M and w with N = poly(λ), we require IND-CPA security as in
Definition 6.1.6

Compactness: For all λ, M , and w and every honestly generated key pair,
every ciphertext C output by Outputpk has length at most poly(λ, logN), and
Decsk(C) runs in poly(λ, logN) time.

7.2 Construction

We present our construction in Figure 4. It represents the memory by a snapshot,
preprocessed as in Figure 3, and a buffer of the writes since the snapshot was
taken. A read looks up the snapshot with the read algorithm of Figure 3 and
then scans the buffer, and a write appends a record to the buffer. Once the buffer
holds MBuf = ⌈

√
M⌉ records, it is merged into the snapshot with the circuit of

Lemma 7.3, and the new snapshot is preprocessed again. Thus each read scans
fewer than MBuf records, and each preprocessing is amortized over MBuf writes.

Lemma 7.3. For 1 ≤ ℓ ≤ M and k ≤ N , there is a circuit Apply with (ℓ +
k) · poly(w, logN) gates that, given a memory mem ∈ ({0, 1}w)ℓ and writes
(aj , vj) ∈ [M ] × {0, 1}w for j ∈ [k], returns mem′ ∈ ({0, 1}w)ℓ such that, for
every a ∈ [ℓ], mem′[a] = vj for the largest j with aj = a, and mem′[a] = mem[a]
if there is no such j.

Proof. We build Apply from Batcher sorting networks [Bat68]. It forms a triple
(a,mem[a], 0) for each a ∈ [ℓ] and a triple (aj , vj , j + 1) for each j ∈ [k], each

6 Since preprocessing, evaluation, and output use only public information, this hides
the memory from the evaluator’s complete view, including its physical accesses.
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LWE-Based RAM-FHE

Let FHE1 be the scheme of Figure 3. Reuse Setup, KeyGen, Enc, and Dec of FHE1,
together with the following algorithms, where MBuf = ⌈

√
M⌉.

C̃mem ← Prep(Cmem):

1. Set Csnap = Cmem and compute C̃snap ← FHE1.Prep(Csnap).
2. Set Snap = (Csnap, C̃snap) and Buf = ∅.
3. Output C̃mem = (Snap,Buf).

C̃Π(mem) ← Evalpk(Π, C̃mem):

1. Set C̃ = C̃mem, and set Cσ and Ca to the trivial encryptions of the all-zero
state and of address 0.

2. For t ∈ [T ]:
(a) Set Cv ← Readpk(C̃,Ca).
(b) Set (Cσ′ ,Ca′ ,Cv′)← FHE1.Evalpk(Stept, (Cσ,Ca,Cv)).
(c) Set C̃ ←Writepk(C̃,Ca,Cv′) and (Cσ,Ca)← (Cσ′ ,Ca′).

3. Output C̃Π(mem) = C̃.

C ← Outputpk(C̃, ℓ):

1. Output FHE1.Evalpk(Apply, (Csnap[:ℓw],Buf)), where Apply is the circuit of
Lemma 7.3, which returns the given memory after the given writes, applied
in order, ignoring writes to addresses outside the given memory.

Cv ← Readpk(C̃,Ca):

1. Initialize Cv ← FHE1.Readpk(C̃snap,Ca).
2. For j ∈ [|Buf|]:

(a) Let (Caj ,Cvj ) = Buf[j].
(b) Set Cv ← FHE1.Evalpk(Upd, (Ca,Caj ,Cv,Cvj )), where the circuit

Upd(x, y, z0, z1) returns z1 if x = y and z0 otherwise.
3. Output Cv.

C̃ ←Writepk(C̃,Ca,Cv):

1. Set Buf ← Buf ∥ (Ca,Cv).
2. If |Buf| = MBuf , set Snap← Mergepk(Snap,Buf) and Buf ← ∅.
3. Output C̃ = (Snap,Buf).

Snap← Mergepk(Snap,Buf):

1. Set C′
snap ← FHE1.Evalpk(Apply, (Csnap,Buf)).

2. Compute C̃
′
snap ← FHE1.Prep(C

′
snap).

3. Output (C′
snap, C̃

′
snap).

Fig. 4. LWE-based RAM-FHE.
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consisting of an address, a word, and a timestamp. It sorts the triples by address,
breaking ties by timestamp, marks the last triple of each address by comparing
adjacent addresses, sorts the triples again so that the marked ones come first in
address order, and outputs the words of the first ℓ triples. For each a ∈ [ℓ], the
marked triple with address a is that of the latest write to a, or (a,mem[a], 0) if
there is none, and these ℓ triples come first, since the other marked triples have
larger addresses. Each sort uses O(n log2 n) comparators for n = ℓ+k ≤ 2N , and
each comparator and each comparison in the marking has poly(w, logN) gates
on triples of w +O(logN) bits, which gives (ℓ+ k) · poly(w, logN) gates. ⊓⊔

Lemma 7.4. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), the scheme of Figure 4 satisfies correctness (Definition 7.2).

Proof. By Lemma 6.2, there are sets C0, C1 that satisfy Corr1, Corr2, Corr′3, and
Corr4 except with negligible probability over (pk, sk) ← KeyGen(pp), and we fix
such sets. Let memt be the memory after the first t steps of the execution of Π
on mem. We show by induction on t the invariant that, after t iterations of step 2
of Evalpk, Cσ and Ca lie in the ciphertext sets of the state and the address after t
steps, and C̃ = (Snap,Buf) with Snap = (Csnap, C̃snap) satisfies the following for
s = t−|Buf|: Csnap ∈ Cmems

, C̃snap is the output of Prep of Figure 3 on Csnap, and
Buf consists of records in the ciphertext sets of the writes of the last |Buf| steps,
in order. For t = 0, this follows from Corr1. If it holds after t iterations, then in
the next iteration, for the current address a, step 1 of Readpk returns ciphertexts
in Cmems[a] by Corr4. Each evaluation of Upd in step 2 replaces the current word
by the written word exactly when the record is a write to a, so by Corr2, the
result lies in Cmemt[a]. Hence, by Corr2, the outputs of the evaluation of Stept lie
in the ciphertext sets of the next state, the next address, and the word to write,
Writepk appends the record of this write, and a merge preserves the invariant by
Corr2 and Lemma 7.3. Finally, by the invariant for t = T , Corr2, and Lemma 7.3,
Outputpk returns ciphertexts in CΠ(mem)[:ℓ], which Decsk decrypts to Π(mem)[:ℓ]

by Corr′3. ⊓⊔

Theorem 7.5. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), if GSW encryption is single-key circular secure (Defini-
tion 5.4), then for every ε ∈ (0, 1/2) there exists a RAM-FHE scheme (Defini-
tion 7.2) such that, for RAM programs over a memory of N = Mw bits in M
words of w = O(logN) bits, its algorithms have the following running times on
an O(logN + log λ)-word RAM.

– Preprocessing Runtime: Õ(N1+ε) · poly(λ)

– Online Runtime (Amortized)7:

O

(
N

ε2 · log2 N

)
· poly(log λ, log logN) + Õ(N1/2+ε) · poly(λ) (3)

per RAM step, plus ℓ · poly(λ, logN) for outputting ℓ words.
7 By Corollary 7.6, this bound also holds in the worst case.
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Proof. We show that the scheme of Figure 4 with parameter ε satisfies Defini-
tion 7.2 with these bounds. The correctness requirement of Definition 7.2 follows
from Lemma 7.4. The privacy and compactness requirements follow from Propo-
sition 6.3, since Figure 4 reuses KeyGen, Enc, and Dec of Figure 3 and Outputpk
returns the output of Evalpk of Figure 3. Since Prep is one database preprocessing
of Figure 3, Proposition 6.3 also gives the preprocessing runtime. It remains to
bound the online runtime.

We first bound the running times of Readpk, Writepk, and Outputpk. Recall
that, by Proposition 6.3, evaluating a circuit f takes |f | ·poly(λ, logN) time, and
ciphertexts have length poly(λ, logN). Moreover, poly(w, logN) = poly(logN),
since w = O(logN). Step 1 of Readpk is a read of Figure 3, and step 2 scans at
most MBuf = O(

√
N) records in poly(λ, logN) time each, so by Proposition 6.3,

Readpk takes time

O

(
N

ε2 · log2 N

)
· poly(log λ, log logN) +

√
N · poly(λ, logN). (4)

Apart from calls of Mergepk, Writepk appends one record in poly(λ, logN) time.
By Lemma 7.3 with ℓ = M and k = MBuf , Apply has M · poly(logN) gates,
so Mergepk evaluates it in N · poly(λ, logN) time and, together with the pre-
processing, takes O(N1+ε) · poly(λ, logN) time, independently of the inputs. By
Lemma 7.3 with k ≤MBuf , Outputpk(·, ℓ) takes (ℓ+

√
N) · poly(λ, logN) time.

Each RAM step calls Readpk and Writepk once and evaluates Stept, which
has poly(logN) gates by Definition 7.1, in poly(λ, logN) time. Since Writepk
calls Mergepk only once every MBuf ≥

√
N/w calls, the merges add N1/2+ε ·

poly(λ, logN) amortized time per step, so together with (4), the append, and
the evaluation of Stept, each step takes at most (3) amortized time. The part√
N · poly(λ, logN) of the running time of Outputpk is absorbed into the T ≥ 1

steps. ⊓⊔

7.3 Deamortization and Extensions

Deamortization. Following the incremental rebuilding of [GMOT11], we can
deamortize the online runtime by spreading each merge over the writes.

Corollary 7.6. Theorem 7.5 also holds with worst-case instead of amortized
online runtime.

Proof. We modify the scheme of Figure 4 as follows. Since the running time
of Mergepk in the proof of Theorem 7.5 does not depend on the inputs, it has a
publicly computable bound Bε(λ,N) = O(N1+ε) ·poly(λ, logN). In place of Buf,
the preprocessed memory holds a frozen buffer Bufold, which is being merged into
Snap, and a current buffer Bufnew, both empty in the output of Prep. Reads and
outputs use the records of Bufold followed by those of Bufnew as Buf, and each
write appends its record to Bufnew and runs the next ⌈Bε(λ,N)/MBuf⌉ machine
steps of Mergepk(Snap,Bufold). When Bufnew holds MBuf records, the result of
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the merge replaces Snap, and Bufnew becomes the new Bufold and is replaced by
an empty buffer.

The privacy and compactness requirements and the preprocessing runtime
follow as in the proof of Theorem 7.5. Correctness follows from the invariant
that applying the records of Bufold and then those of Bufnew to Snap gives the
current memory. Appends preserve it. At a replacement, the merge has run for
MBuf⌈Bε(λ,N)/MBuf⌉ ≥ Bε(λ,N) machine steps over the MBuf writes since Prep
or the previous replacement, so it is complete. Since Snap and Bufold do not
change during these writes, its result is Mergepk(Snap,Bufold), a snapshot of the
memory obtained by applying the records of Bufold to Snap. The new Bufold holds
the records of the old Bufnew, and the new Bufnew is empty, so the replacement
also preserves the invariant. For the running times, reads and outputs handle at
most 2MBuf records, which the bounds in the proof of Theorem 7.5 still cover,
and each write takes poly(λ, logN) + ⌈Bε(λ,N)/MBuf⌉ time, so each step takes
at most (3) time as in that proof. ⊓⊔

Multi-Hop Evaluation. Since the induction in the proof of Lemma 7.4 does
not depend on the program, it continues over any number of evaluations, possibly
of different programs, before an output. In other words, our scheme supports
multi-hop evaluation. Moreover, the ciphertexts returned by Outputpk lie in the
sets C0, C1 used in the proof of Lemma 7.4, and this proof uses only that the input
Cmem of Prep lies in Cmem. Hence outputs of earlier evaluations, together with
fresh or trivial encryptions, can also be preprocessed again as a new memory.

Multiple Memories. Several memories, possibly of different sizes, can be pre-
processed separately and then used together by a program that fixes, for each
step, which of them the step accesses. In other words, our scheme supports multi-
input evaluation. It suffices to generate the parameters of Figure 2 and the key
once for the size N of the largest memory and to encrypt each memory under
this key. The proofs of Lemma 7.4 and Theorem 7.5 then apply to each memory
separately, so each memory obeys the bounds of Theorem 7.5 for this N .

Public Databases. A public database DB ∈ ({0, 1}w)M can serve as a memory
encrypted with Enc∅, which the correctness requirement covers. Its preprocessed
memory Prep(Enc∅(DB)) depends only on pp and DB, so the evaluator can com-
pute it once and reuse it for clients with different keys. In particular, a working
memory initialized to zero is the all-zero public database. Together with multiple
memories, a program can thus use an encrypted input, a public database, and a
working memory initialized to zero, with the latter two preprocessed in advance,
as in the model of [LMW23].
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A Supplement to Section 5

In this section, we give the evaluation algorithm of the scheme of Section 5.2 (Fig-
ure 5) and prove Lemmas 5.2 and 5.3 as well as Proposition 5.5. The bootstrap-
ping (Refreshpk) exploits the asymmetric noise growth of GSW, following [BV14].
The proofs are standard, and we include them for completeness.

Constant-Rate Compressible FHE (Part 2)

Cout ← Evalpk(f,Cin):

1. Write f as a circuit of NAND gates. Assign the ciphertexts of Cin to the input
wires, and the trivial encryptions 0 and G to the constants 0 and 1.

2. For each NAND gate in topological order, assign Refreshpk(G − C0G
−1(C1))

to its output wire, where C0, C1 are the ciphertexts on its input wires.
3. Output the ciphertexts on the output wires of f , in order.

C′ ← Refreshpk(C) for a ciphertext C:

1. Let φC be the decryption formula of C from Lemma A.1.
2. Output SelφC (0,G).

C′ ← Selφ(C0, C1) for a NAND formula φ on ndℓ variables and ciphertexts C0, C1:

1. If φ is a constant b ∈ {0, 1}, output Cb.
2. If φ is a variable xj , output C0 +CS[j]G

−1(C1 − C0).
3. If φ is the NAND of φ0 and φ1, output Selφ0(C1,Selφ1(C1, C0)).

Fig. 5. Constant-rate compressible FHE of [GH19]. The other algorithms are given in
Figure 2 of Section 5.2.

Lemma A.1. Consider the scheme of Figure 2. There is L = poly(d, ℓ) such
that every ciphertext C ∈ Zd×dℓ

q has a NAND formula φC on ndℓ variables,
called the decryption formula of C, with the following properties.

– For every secret key S and every µ ∈ {0, 1} with SC = µSG + E (mod q)
and ∥E∥∞ ≤ q/8, we have φC(µS) = µ, where µS ∈ {0, 1}ndℓ is the binary
encoding of S.

– φC is computable from C in poly(d, ℓ) time and has at most L leaves.

Proof. Let h = ⌊log(q/2)⌋ ∈ [ℓ], let ∆ = 2h, and let c be column nℓ + h of C.
Fix S, µ, and E as in the first item, and let s and e be the first rows of S and
E. Column nℓ+ h of G has ∆ in row n and zeros elsewhere, and s[n] = 1 since
S = [S0 | In], so sc = µ∆ + e[nℓ + h] (mod q) with |e[nℓ + h]| ≤ q/8. Since
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q/8 < ∆/2 and 3∆/2 < 7q/8, the residue sc mod q lies in (∆/2, 3∆/2) exactly
when µ = 1. It therefore suffices to build φC that, given the bits of s, outputs 1
exactly when sc mod q ∈ (∆/2, 3∆/2).

For j ∈ [d] and r ∈ [ℓ], let bj,r be the variable for bit r of s[j], and let
aj,r = (2rc[j] mod q) ∈ {0, 1, . . . , q − 1}. Then v =

∑
j∈[d]

∑
r∈[ℓ] aj,rbj,r agrees

with sc modulo q and satisfies 0 ≤ v < dℓq, so φC must output 1 exactly
when 2uq +∆ < 2v < 2uq + 3∆ for some u ∈ [dℓ]. We compute this test with
a bounded-fan-in circuit of depth O(log(dℓ)) whose constants are computable
from c in poly(d, ℓ) time. Each term aj,rbj,r is the bitwise AND of aj,r with
bj,r. Carry-save addition reduces the dℓ terms to two integers whose sum is
v, in depth O(log(dℓ)), and a carry-lookahead adder adds these two in depth
O(log(ℓ+log(dℓ))). The dℓ interval tests compare 2v with constants in parallel in
depth O(log(ℓ+log(dℓ))), and a balanced OR combines their outcomes in depth
O(log(dℓ)). Writing the gates of this circuit with NAND gates and unfolding it
gives a formula, computable from C in poly(d, ℓ) time, with at most L leaves,
where L = 2O(log(dℓ)) = poly(d, ℓ) depends only on d and ℓ. ⊓⊔

Lemma A.2. Consider the scheme of Figures 2 and 5. Let Bχ be the bound
from Definition 2.3, let B = LdℓkBχ, where L is the leaf bound of Lemma A.1,
and condition on ∥E0∥∞ ≤ Bχ, which holds except with negligible probability for
N = poly(λ). Then for every µ ∈ {0, 1} and every C ∈ Zd×dℓ

q with

SC = µSG+E (mod q), ∥E∥∞ ≤ q/8,

the ciphertext C ′ ← Refreshpk(C) satisfies

SC ′ = µSG+E′ (mod q), ∥E′∥∞ ≤ B.

Moreover, Refreshpk runs in poly(d, ℓ) time.

Proof. For a NAND formula φ on ndℓ variables, let |φ| be its number of leaves.
We show by induction on φ that, for all C0, C1 ∈ Zd×dℓ

q , there is Eφ with

S Selφ(C0, C1) = SCφ(µS)
+Eφ (mod q), ∥Eφ∥∞ ≤ |φ|dℓkBχ.

Constants give Eφ = 0. For φ = xj , the ciphertext CS[j] = ARj+µS[j]G satis-
fies SCS[j] = µS[j]SG+E0Rj (mod q) with ∥E0Rj∥∞ ≤ kBχ, so GG−1(X) =
X gives

S
(
C0 +CS[j]G

−1(C1 − C0)
)
= SCµS[j]

+E0RjG
−1(C1 − C0) (mod q),

where the last term has norm at most dℓkBχ. For φ the NAND of φ0 and φ1,
the induction hypothesis for φ1 with endpoints (C1, C0) gives S Selφ1(C1, C0) =
SC1−φ1(µS)

+ Eφ1
(mod q). The induction hypothesis for φ0 with endpoints

(C1, Selφ1
(C1, C0)) then shows that, modulo q, SSelφ(C0, C1) is SC1 + Eφ0

if
φ0(µS) = 0, and SC1−φ1(µS)

+ Eφ1
+ Eφ0

if φ0(µS) = 1. Since φ = 1 − φ0φ1,
both cases give the claim with Eφ = Eφ0 +φ0(µS)Eφ1 , of norm at most (|φ0|+
|φ1|)dℓkBχ = |φ|dℓkBχ.
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By Lemma A.1, φC(µS) = µ and |φC | ≤ L, so the claim above with C0 = 0
and C1 = G gives SC ′ = µSG + EφC

(mod q) with ∥EφC
∥∞ ≤ LdℓkBχ = B.

The formula φC is computable in poly(d, ℓ) time by Lemma A.1, and SelφC

spends poly(d, ℓ) time on each of its at most L leaves, so Refreshpk runs in
poly(d, ℓ) time. ⊓⊔

Lemma 5.2. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), there is a constant c such that, for every N ≥ 2, the pa-
rameters of Figure 2 admit a noise bound B ≥ 1 with q/B > 2d7ℓ4N3. That is,
for N = poly(λ), except with negligible probability over (pk, sk) ← KeyGen(pp),
the sets C0 and C1 satisfy Corr1, Corr2, and Corr3 of Definition 5.1, where Cµ is
the set of matrices C ∈ Zd×dℓ

q with

SC = µSG+E (mod q), ∥E∥∞ ≤ B. (2)

Proof. Let B = LdℓkBχ ≥ 1 be the bound of Lemma A.2, which holds for every
choice of c. We fix c so that, for every N ≥ 2,

q

B
> 2d7ℓ4(λ+N)3,

which implies the bound q/B > 2d7ℓ4N3 of the statement. This is possible
because q/Bχ > (λ + N)c by Definition 2.3, while B/Bχ and 2d7ℓ4(λ + N)3

are bounded by polynomials in c and λ+N whose degrees do not depend on c.
Indeed, by Definition 2.3 and Lemma A.1, d, ℓ, and B/Bχ = Ldℓk are bounded
by fixed polynomials in λ and log(1/α) = c log(λ+N).

Let N = poly(λ), and condition on ∥E0∥∞ ≤ Bχ, which holds except with
negligible probability.

Corr1. Since SA = E0, for every µ ∈ {0, 1} and R ∈ {0, 1}k×dℓ, the ciphertext
C = AR+ µG of Encpk satisfies

SC = µSG+E0R (mod q), ∥E0R∥∞ ≤ kBχ ≤ B,

and the trivial encryption µG satisfies (2) with zero error.

Corr2. We show by induction over the gates that Evalpk assigns to every wire a
ciphertext satisfying (2) for the bit on that wire. The input ciphertexts satisfy (2)
by assumption, and the trivial encryptions 0 and G of the constants have zero
error. For a NAND gate whose input wires carry ciphertexts C0, C1 satisfying (2)
for bits µ0, µ1 with errors EC0 ,EC1 , respectively, we have

S(G− C0G
−1(C1)) = (1− µ0µ1)SG− µ0EC1 −EC0G

−1(C1) (mod q),

with error of norm at most (dℓ+1)B < q/8, since q/B > 2d7ℓ4N3. By Lemma A.2,
the ciphertext Refreshpk(G−C0G

−1(C1)) assigned to its output wire satisfies (2)
for the bit 1− µ0µ1, the NAND of µ0 and µ1.

Corr3. The padding Enc∅(0) = 0 satisfies (2) for bit 0 with zero error, so every
block of Comp consists of bpt = n2 log p ciphertexts Ci,j,r with (i, j, r) ∈ [n] ×
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[n]×[log p], satisfying (2) for bits µi,j,r. Let X be the matrix that Comp computes
from such a block. Since S

(
0

Ui,j

)
= Ui,j and GG−1(·) is the identity, we have

SX = ⌊q/p⌋M+E (mod q), M[i, j] =
∑

r∈[log p]

2rµi,j,r,

where E is a sum of bpt errors of (2), each multiplied on the right by a binary
matrix with dℓ rows, so ∥E∥∞ ≤ bptdℓB. Write ⌊q/p⌋ = q/p− δ with 0 ≤ δ < 1.
The integer lift Ŷ of SX in Decsk satisfies, for some Q ∈ Zn×n,

p

q
Ŷ = M+ pQ+

p

q
(E− δM).

Since every entry of M lies in {0, 1, . . . , p− 1}, the last term has norm at most
(p/q)(bptdℓB + p) ≤ p2bptdℓB/q, where the second step uses bptdℓB ≥ 2 and
p ≥ 2. Since bpt = n2 log p ≤ d2p/4 and p = 2⌈log(λ+N)⌉ < 2(λ + N), this is
less than 2(λ+N)3d3ℓB/q < 1/2 by q/B > 2d7ℓ4(λ+N)3. Rounding therefore
gives the matrix Z = M+ pQ of Decsk, and since p is a power of two, the lowest
log p bits of its entries are those of M, which are the bits µi,j,r. Hence Decsk
recovers every block, and returning the first t bits gives exactly the original t-bit
plaintext. ⊓⊔

Lemma 5.3. Under the LWE with polynomial modulus-to-noise ratio assump-
tion (Definition 2.3), for every N ≥ 2, the parameters of Figure 2 satisfy

d = poly(λ, logN), log q = O(log(λ+N)), bct/bpt = O(1),

where Comp compresses each block of bpt = n2 log p ciphertexts into a matrix of
bct = dnℓ bits. Moreover, keys and bit ciphertexts have length poly(λ, logN), and
every algorithm of Figures 2 and 5 runs in poly(λ, logN) time, counted per gate
for Evalpk and per block for Comp and Dec.

Proof. Since log(1/α) = c log(λ + N) for the constant c of Lemma 5.2, Defi-
nition 2.3 gives n = poly(λ, logN) and log q = O(log(λ + N)), so d = 2n =
poly(λ, logN) and ℓ = O(log(λ + N)). Since bct = dnℓ = 2n2ℓ, bpt = n2 log p,
and log p = ⌈log(λ + N)⌉, we get bct/bpt = 2ℓ/ log p = O(1). The algorithm of
Definition 2.3 and the matrix dimensions in Figure 2 give the stated lengths and
the running times of setup, key generation, and encryption. Each NAND gate
computes G−C0G

−1(C1) in poly(d, ℓ) time and calls Refreshpk once, which takes
poly(d, ℓ) time by Lemma A.2, and poly(d, ℓ) = poly(λ, logN). Compression and
decryption perform poly(d, ℓ, log p) = poly(λ, logN) arithmetic operations on ℓ-
bit integers per block, so they run in poly(λ, logN) time per block. ⊓⊔

Proposition 5.5. Let N ≥ 2 be a function of λ with N = poly(λ). Under
the LWE with polynomial modulus-to-noise ratio assumption (Definition 2.3), if
GSW encryption is single-key circular secure (Definition 5.4), then the scheme
of Figures 2 and 5 with Setup(1λ, N) as the setup algorithm is a constant-rate
compressible FHE scheme (Definition 5.1).
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Proof. By Lemma 5.3 and N = poly(λ), all algorithms run in polynomial time.

Correctness. By Lemma 5.2, with overwhelming probability, the sets C0, C1
given there satisfy Corr1, Corr2, and Corr3.

Privacy. The algorithm Encpk is GSW encryption, and the public key consists
of the GSW public key A together with GSW encryptions CS of the binary
encoding of sk = S under independent randomness. Hence IND-CPA security
follows from the single-key circular security of GSW encryption (Definition 5.4).

Compactness. By Lemma 5.3, every ciphertext output by Encpk, Enc∅, or Evalpk
has length poly(λ, logN) = poly(λ).

Constant-rate. For every t ≥ 1 and all ciphertexts C0, . . . , Ct−1, Comp out-
puts one matrix of bct bits per block of bpt ciphertexts after padding, so

|Comp(C0, . . . , Ct−1)| = bct⌈t/bpt⌉ ≤
bct
bpt

t+ bct.

By Lemma 5.3, bct/bpt is at most a constant ρ ≥ 1, and bct = dnℓ = poly(λ, logN) =
poly(λ) since N = poly(λ). Hence |Comp(C0, . . . , Ct−1)| ≤ ρ · t+ poly(λ). ⊓⊔
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