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Abstract

Side-channel attacks can uncover sensitive data by analyzing information leakages
of cryptographic hardware devices caused by the power consumption, timing, elec-
tromagnetic, glitches, etc. Threshold implementation (TI), introduced by Nikova
et al., was proposed to resist differential power analysis side-channel attack on
hardware implementations of block ciphers and eliminate information leakage
due to glitches. For a function of algebraic degree t > 2, a T1I requires at least
t 4+ 1 shares. However, achieving this bound without fresh randomness is chal-
lenging, and we refer to such TIs as optimal. While a universal construction using
t 4+ 2 shares is available, attaining the ¢ 4+ 1 lower bound depends on the target
permutation.

In this paper, we present four constructions for optimal TIs of bijective S-boxes.
We first demonstrate how adjoining identity coordinate functions enables optimal
TIs, and then prove that Q3, admits optimal TIs. Second, we derive a matrix
criterion for a class of quadratic permutations with optimal TIs, which covers
all known examples, and can yield new 6-bit quadratic classes with optimal TIs.
Third, we introduce a weighted interpolation construction, which yields power
permutations admitting optimal T1Is, thereby providing counterexamples to the
conjecture in Piccione et al. that nonlinear power permutations cannot meet the
t + 1 lower bound. Finally, we present a derivative-uniform framework. Although
this construction is not algebraic-degree-preserving for TIs and comes at a high
cost of implementation, it is of significant theoretical interest and enables us to
prove that every 4-bit cubic permutation admits optimal T1Is.

Keywords: Vectorial Boolean functions, S-box, DPA, Sharing, Threshold
Implementations



1 Introduction

With the advancement of computers and network communication, the use of embedded
devices is becoming more widespread. To ensure the security of data and related infor-
mation within these devices, it is imperative to implement cryptographic algorithms
on these unencrypted devices, thereby enhancing their resistance to cryptanalysis.
However, despite being designed to withstand cryptanalytic attacks, the physical imple-
mentations are still vulnerable to side-channel analysis (SCA). SCA are physical attacks
which exploit information leakages from various physical effects, e.g., timing, electro-
magnetic and power consumption [3-5]. In 1999, Kocher et al. [5] introduced differential
power analysis (DPA) and demonstrated secret-key recovery from a DES implemen-
tation. This establishes the need for developing countermeasures for cryptographic
hardware devices against DPA.

Sharing, also known as masking [6], is one of the most prominent countermeasures
against DPA, which has precise theoretical foundations. It splits the secret input
into several shares by adding random values, ensuring that each share is statistically
independent of the original secret. This means that even if an adversary obtains all but
one of the shares, he will not be able to recover the secret input. In hardware devices,
however, glitches also lead to a side-channel leakage of sharing, and neglecting their
impact can render a masked implementation vulnerable to attack [7-9]. Glitches is
unavoidable, or alternatively, the glitch-free hardware comes at a high implementation
cost.

Threshold implementation (TI), as introduced by Nikova et al. [10] in 2006, offers
a solution by constructing a Boolean masking which takes into account the presence of
glitches. A TT achieves this goal through three fundamental properties: correctness,
non-completeness, and uniformity. Since its introduction, TT and related higher-order
masking schemes have been extensively studied as a practical framework for protecting
cryptographic algorithms against side-channel attacks, including the widely used
algorithms AES [11-15], KECCAK [16-18], Present [19, 20], etc.

For a target function F' (typically a bijective S-box), its TI is actually a vectorial
Boolean function F'. The function F' must have three properties to ensure the security
of the implementation: correctness, non-completeness and uniformity. The requirement
for correctness is obvious, as the sum of the output shares must equal F' evaluated
at the sum of the input shares. Non-completeness requires each output shares of F'
to be independent of at least one input share, whereas uniformity implies that a
uniformly distributed sharing of  to be mapped to a uniformly distributed sharing of
F(x). Given the aforementioned three properties, the function F' ensures protection
against DPA and maintains security in the presence of glitches. Furthermore, it has
been demonstrated that for the target function of algebraic degree t, correctness and
non-completeness of a TI require a minimum number of input and output shares,
denoted as s;, >t + 1 and Sy > (Si"), see [10, 21, 22]. The lower bounds inherently
suggest that the number of input shares and output shares increases together with the
algebraic degree of the target function. Notably, we have s;, >t + 1 and spyr >t + 1,
which is simple to deal with. Hence, for the remainder of this paper, we focus on the
specific scenario where the target function is a permutation and the number of input
shares is equal to the number of output shares in TIs. We further restrict our study to



TTs of individual S-boxes that require no fresh randomness beyond the randomness
used to form the input sharing. The number of shares and the consumption of fresh
randomness are two major costs in masked hardware implementations. While adding
fresh randomness to restore uniformity of TIs can meet the t+1 bound, the requirement
of randomness can significantly inflate the cost of implementations in practice. Hence,
the implementations of TIs for permutations discussed in this paper are designed to
avoid any fresh randomness. Therefore, minimizing the number of shares is a critical
objective for the implementations of TIs. Hence, if a permutation of algebraic degree ¢
admits such a TI with ¢ + 1 shares, we call it an optimal TI, where optimality refers to
the number of shares. Determining whether the lower bound ¢ + 1 can be achieved for
some permutations is therefore a central problem.

1.1 The state of the art
1.1.1 General apporaches to construct TIs

At the construction of TIs, a correct and non-complete sharing is straightforward,
the main difficulty is satisfying uniformity. Several approaches have been proposed
to address this problem. The most significant step is that any bijective function of
algebraic degree t > 2 does have a (t + 2)-share TI, proposed by Piccione et al. [2]. It
solves the universal existence problem with ¢ 4 2 shares, but does not determine which
permutations meet the ¢ + 1 lower bound. Other approaches involve direct sharing
alongside correction terms [10, 23] and fresh randomness. The direct sharing distributes
the monomials of the target function among the output functions to hold correctness
and non-completeness, while correction terms whose sum is zero may then be added
to try to make the shared map uniform. This approach does not provide guarantee
of optimal TIs for any arbitrary permutations. Adding fresh randomness to re-mask
can restore uniformity but introduces additional implementation costs and it is not
considered in this paper. Another approach is the changing of the guards, introduced by
Daemen [17]. This technique constructs a (¢ 4+ 1)-share TT of an S-box layer composed
of bijective S-boxes of algebraic degree t. Its key idea is that uniformity is achieved
through randomness in a layer, that is, the randomness for the (¢ + 1)th S-box is
the output shares of the ith S-box. Consequently, changing of the guards addresses a
different implementation setting from the individual S-box problem studied here.

1.1.2 Known optimal TIs and structural constructions

The existence of optimal TIs has been investigated extensively for small S-boxes [23-26].
Bilgin et al. [23] derived TIs for all bijective 3 x 3 and 4 x 4 S-boxes, as well as for the
6 x 4 DES S-boxes. Subsequently, [27] introduced a more efficient method for finding
TTs of all 3-bit and 4-bit permutations and investigated selected 5-bit almost-bent and
6-bit APN permutations. Bozilov et al. [24] classified the 75 affine equivalence classes
of 5-bit quadratic permutations and examined the existence of optimal TIs. Above
classifications identify many instances admitting optimal TIs, but they do not provide
an explanation of why optimal TTs are achieved until a construction for TTs [26] was
proposed. Indeed, Varici et al. [26] present a secondary construction approach based on
Shannon expansion: starting from an n-bit S-box with a known TI, they constructed



larger S-boxes, including (n + 2)-bit and (n + 1)-bit S-boxes, which hold the number
of shares. Such constructions demonstrate how the existence of a TI can be inherited
by a larger S-box in a way, and they interpreted the existence of optimal TIs for
some quadratic permutations. Additionally, Feistel structure provides a straightforward
construction of TIs, and Boss et al. [25] investigated 8-bit S-boxes constructed from
smaller Feistel, SPN, and MISTY networks.

1.1.3 Functions of high algebraic degrees

For a high algebraic degree S-box, an alternative strategy is to decompose the target
into a composition of lower-degree functions and implement each functions separately.
Registers must be inserted between components to prevent glitches from propagating,
and therefore lead to a trade-off between a lower per-stage share count for additional
register cost, latency, and implementation complexity. In particular, a decomposed
implementation does not imply that the original S-box admits a optimal TI in one stage.

For example, Poschmann et al. [20] decomposed Present S-box into two distinct
quadratic S-boxes, while Kutzner et al. [28] proposed a decomposition utilizing two
same quadratic functions with certain linear functions. Caforio et al. [29] decomposed
the SKINNY 8-bit S-box (algebraic degree is 6) into three quadratic functions or two
cubic functions. Meanwhile, Jati et al. [30] implemented three kinds of TIs of the GIFT
S-box, that is, a composition of two quadratic permutations, a composition of two same
quadratic functions, and the S-box without decomposition. For the AES S-box (an 8-
bit S-box of algebraic degree 7), [2, 13, 15] decomposed it into two cubic permutations,
while [11, 12, 31-34] applied TIs to the Canright’s tower field decomposition [35]. Since
low-degree functions serve as building blocks in the TIs for decompositions of S-boxes
with high algebraic degrees, the implementations of TIs for functions with low algebraic
degrees, e.g., quadratic and cubic, still attract particular attention.

These results explain the continuing interest in TIs of low-degree functions,
particularly quadratic and cubic permutations, because such functions serve as funda-
mental building blocks for protected implementations of larger S-boxes. Nevertheless,
decomposition-based methods do not resolve the optimal TT problem considered in
this paper. To the best of our knowledge, no general necessary and sufficient structural
criterion is currently known for determining whether a permutation admits optimal TIs.

1.2 Our contribution

We develop four related approaches to construct permutations with optimal TIs. We
first show that adjoining n identity coordinate functions can make the ¢ + 1 lower
bound attainable, even the original n-bit permutation admits no optimal TIs. We
then investigate how the number of additional identity coordinates can be reduced by
conditional uniformity, and prove Q3 has optimal TIs. Second, we apply the conditional-
uniformity framework to quadratic permutations, which covers the constructions
in [26]. This approach provides a matrix criterion of the correction terms used in the
shared implementation, and gives concrete 5-bit and 6-bit quadratic permutations with
optimal TIs. Next, we introduce an interpolation construction based in the order, first
correctness and uniformity, then non-completeness. In particular, applying it to certain



power permutations disproves Conjecture 1 of Piccione et al. [2]. At last, we develop a
construction of TTs based on the derivatives. The underlying idea is to use one input
share as the derivative direction and combine suitable sharings of the derivatives. In
particular, we establish that every 4-bit cubic permutation admits optimal TIs.

Conjecture 1 ([2]). No power permutation of algebraic degree t > 2 admits optimal
TIs.

Table 1: The smallest number of shares for known TIs of bijective S-boxes of 3 and 4
bits and bijective quadratic S-boxes of 5 and 6 bits without fresh randomness

Size  Algebraic degree  3-share  4-share  5-share

3 2 2 1
4 5 1
3 — 295 0
5 2 42 33
6 2 476 1787

1.3 Organization

The remainder of this paper is organized as follows. Section 2 introduces the notation,
the relevant properties of Boolean and vectorial Boolean functions, and the Threshold
Implementations. Section 3.1 develops identity extensions and conditional uniformity;
Section 3.2 studies quadratic permutations with parameter-dependent affine blocks;
Section 3.3 introduces weighted interpolation and its applications to power permuta-
tions; and Section 3.4 develops the derivative-based constructions, including the result
on 4-bit cubic permutations; Section 3.5 compares our construction of optimal TIs and
the known (¢ + 2)-share TI construction. Section 4 concludes the paper. The appendices
provide explicit 3-share TIs of Q3, and supplementary proofs.

2 Preliminaries

In this section, we provide an overview of the fundamental concepts related to Boolean
functions and Threshold Implementations.

2.1 Boolean functions

Let Fy = {0,1} denote the field with two elements and F% be the vector space of
n-tuples over Fa. We refer to a finite field F with 2™ elements as Fan. We use |S] to
denote the cardinality of a finite set .S. The set of n x n matrices over Fy and its group
of invertible elements are denoted by Mat,, (IF2) and GL(n, 2), respectively. Moreover,



we write I for the identity matrix of the appropriate size, and idy for the identity
map on a vector space V. We denote by F[z] the set of all (univariate) polynomials
with coefficients in F' and by F[z1, s, ..., zx] the set of all multivariate polynomials
with coefficients in F' with k variables. Given two vectors a = (a1, as2,...,a,) and
b= (b1,b2,...,b,) in FY a-b=aiby + asbs + -+ - + ayb,, is the usual inner product.

A Boolean function in n variables is a mapping from F% to Fa. It is well-known [36]
that any Boolean function f in Fa[z1, 2o, ..., 2,]/ (23 + 21,23 + 22,...,22 + x,) can
be expressed through its algebraic normal form (in brief, ANF)

f(xl,l'g,...,l'n) = Z auxu7

u€Fy

where = (21,29,...,2,) € F2, u = (u1,us,...,u,) € FY, a, € Fy and the term
z* = [[;_, " is called a monomial. The algebraic degree of f is then denoted by
deg(f) = max {wt(u) : u € F§,a,, # 0}, where wt(u) denotes the Hamming weight of
u and is defined as the number of nonzero tuples in the vector u. The Hamming weight
of a Boolean function f is defined as wt(f) = [{z € F} : f(z) = 1}|. If a Boolean
function has algebraic degree at most 1, we say that it is affine. And we call quadratic
functions (resp. cubic functions) the Boolean functions of algebraic degree 2 (resp. 3).

A vectorial Boolean function, or an (n, m)-function, is a map F' : F§ — FJ*. Writing

F: (f1,f2,---afm)7

the n-variable Boolean functions f1, fa,..., fin are its coordinate functions. For each
nonzero vector v € Fy*, the Boolean function

v-F=> ufi,
i=1

is called a component function of F'. The algebraic degree of F' is by definition the
maximal algebraic degree of the component functions of F,

deg(F) = deg(f;) = deg(v - F).
eg(F) = max deg(fi) = max  deg(v-F)

A function F' : F% — FJ* is balanced with n > m, if |[F~1(y)| = 2"~™ for every y € FJ".
In particular, an (n,m)-function is balanced if and only if it is a permutation. The
following provides useful criteria for establishing balancedness.

Lemma 1 ([36]). An (n,m)-function F is balanced if and only if its all component
functions v - F, v € F§**, are balanced.

Equivalence relations serve as a fundamental instrument in the study of Boolean
functions. One particularly important concept is affine equivalence. Two functions
F,G : Fy — F7* are affine equivalent if F' = A; o G o Ay, where A; and As are affine
permutations of F% and F1*, respectively. Affine equivalence preserves algebraic degree,



balancedness, and the existence of Threshold Implementations. It therefore allows these
properties to be studied using convenient representatives of affine-equivalence classes.

2.2 Boolean sharings and Threshold Implementations

We work with Threshold Implementations, for brevity TIs, based on Boolean sharing.
The relevant algebraic requirements are correctness, non-completeness, and uniformity.
Let z € F§, and let s be a positive integer, a Boolean s-sharing of x is a tuple

T = (x(l)’m(z)’ A '7'7:(8)) 6 (FS)S7

such that

i @ =g,
i=1

And the set of all Boolean s—sharings?)f z €y is

S
Shg(x) := {a: = (x(1)7x(2), . ,x(s)) € (F3)°: Zx(i) = x} ,
i=1

with |Shs(z)| = 27(s=1)  Throughout this paper, no fresh randomness means that
the shared computation introduces no randomness beyond that used to generate the
input sharing. Let s and s’ be two positive integers, and let F : F} — F3* be a target
function, consider a shared map

F:(F})* = @FMY, F=FY F®  FE)

Each map F®) : (F3)* — F5* is an output-share function. We say that the function
F=(F® F@ FE)Y)isaTIof Fif F is correct, non-complete, and uniform with
respect to F' as defined below, respectively.

Correctness: We say that F' is correct with respect to F', or F is correct, if for
all x € F}, we have Zf/zl FO(x) = F(x), Va € shy(x), where f() is the ith
coordinate function of f.

Non-completeness: For i € {1,2,...,s} and j € {1,2,...,5'}, we say that the jth
coordinate function F) is independent of its ith input Boolean-share z(%) if for
all (zM, 2 ... 2(9) € (F3)® and a € F%, we have

FO@W, 2@y = FO W 2@ 360D g 26D o)),

Thus, we say F' is non-complete if for all j € {1,2,...,s’}, there exists at least one
i€{1,2,...,s} such that FU) is independent of its ith input Boolean-share (%),

Uniformity: Assume F' is correct with respect to F'. We say that F' is uniform, if for
all z € F and y € Shy (F(x)), we have

2n(sfl)

{x € Shy(z) | F(z) = y}| = om(—1)



A shared map satisfying these three properties is called a TT of F', when s = s’, we call
it an s-share TIT.

The general definition of uniform should be maintained, because some auxiliary
functions have different input and output dimensions or are not permutations. It
is worth mentioning that, achieving correctness and non-completeness is relatively
straightforward by means of direct sharing, as demonstrated in [23]. The most difficult
property to be satisfied when implementing TIs is the uniformity. To address this
challenge, Piccione et al. [2] derived the following strong lemma regarding the bijective
S-boxes.

Lemma 2 ([2]). let F : Fy — F5. let s be a positive integer and F : (F5)® — (F3)® be
a function that is correct with respect to F. then F is a permutation if and only if F
s uniform and F' is a permutation.

Then, the proof of uniformity for TIs is based on a triangular inversion form in [2],

{yl = fi(z1),

yi = [i(xzj) + hj(w1,22,.. ., 25-1), 2<j<mn,
where all f; is invertible. Its inverse can be obtained successively,
Ty Y1, T2 < Y2 tho(z1), 3 < Y3+ ha(T1,72), . Tn < Y+ hn(T1, 22, T01),

hence is uniform. Therefore, Piccione et al. [2] introduce a universal (¢ + 2)-share TI
construction of any arbitrary bijective S-boxes of algebraic degree at most t. And later,
Piccione extends it to functions from F3 to F3*, see [37, Theorem 1].

Theorem 1 ([37]). Any function F : Fon — Fom with n > m of algebraic degree t > 1
has (t + 2)-share TIs.

3 Main result

This section develops four approaches to constructing optimal TIs. In Section 3.1, we
first investigate identity extensions of the id,, x F', focusing on n for the extended
permutation admitting optimal TIs. As an application, we prove Q3, has optimal
TTs. We next present a general construction that covers the Shannon-expansion con-
structions [26] as special cases, in Section 3.2. This construction provides a common
explanation for the existence of optimal TIs for the 30 five-bit quadratic classes pre-
viously reported and additionally yields an optimal TI for Qj-. We also identify 475
six-bit quadratic permutations admitting optimal TIs. In Section 3.3, we introduce a
weighted interpolation construction and apply it to obtain power permutations with
optimal TIs, thereby providing counterexamples to Conjecture 1 in [2]. In Section 3.4,
we develop a derivative-uniform framework for constructing optimal TIs of permu-
tations, and use it to prove that every 4-bit cubic permutation admits optimal TTs.
Finally, we compare the cost of implementations of TIs for certain quadratic and cubic



permutations, including the PRESENT S-box and inversion in Fos, in (¢ + 2)-share
TIs and optimal TIs.

3.1 Identity extensions and U-uniform

Varici et al. [26] construct optimal TIs of larger quadratic S-boxes based on the existence
of optimal TIs for quadratic S-boxes. However, those S-boxes admitting no optimal
TIs can also be used to construct new S-boxes with optimal TIs. For example, Q3,
which is affine equivalent to ids x Q3, has an optimal TI, see Appendix A, but the
Gold function Q3 has no optimal TIs by exhausted search [23]. That is,

4
Q3 — Q300 — Qo = Q3 — Q3.

We first show that adjoining n identity coordinates is sufficient for any permutation
of Fy. We then introduce U-uniformity, which requires uniformity after fixing the
sharing of a parameter block, and use this property to obtain more refined bounds on
the number of additional coordinates. Finally, we derive the optimal T1s for Q3.

Before proving the optimal TIs for such 2n-variable permutations, we first introduce
a construction about the correct and non-complete sharing of any permutation G, and
uniformity is not required at this construction.

Construction 1. Let t > 2, and let G : F§ — 3 be a function of algebraic degree at
most t. Define

S S

GYy) =a Zy(j) +G Zy(j) ,

j=2 §=3

GWy= > G iy“HZy(” . 3<i<s,

IC{1,...,i—1} Jj=i+1 Jjel

where y = (yM,y@, ... y®)) and s = t + 1, then G = (GV,G? ... . G®) is a
correct and non-complete s-sharing of G.

Proof The non-completeness of Construction 1 is clear. And its correctness follows from

G <Z y(i)> +3°6D () = Ay gy G(0) =0,
i=1 i=1

as s-th order derivatives of G always vanishes, or see [2, Lemma 3]. |

The first output sharing has a useful property: once Y7_4 y) is known, it deter-

mines 3?) whenever G is a permutation. The following construction uses this sharing
and identity coordinates to recover the remaining shares.



Theorem 2. Let G : Fy — Fy be a permutation of algebraic degree t > 2 with n > 3.
Then F(z,y) = (z,G(y)) has optimal TIs, where x,y € F3.

Proof The permutation of F is clear, so we only prove it has optimal ITs, i.e., (¢ + 1)-share
TIs with ¢ = deg(G). Let input shares be (x(i),y(i)) € }F%” withi=1,2,...,sand s=t+1
with & = (m(l), A x(s)) and y = (y(l), ... 7y(s)).
Then define the output share F(z,y) = (X,Y) as follows,
S
xW = 26) 4 Z y(j)’
j=3

X® =yt 9 <<,

s—1
X =340,
j=1

(1)
y(@ — G(l)(y),
y® = G(i)(y) + x(ifl), 2<i<s—1,
y(s) = G(S)(y) + SZZx(j)’
j=1
where G = (G(l), G(Q), ey G(S)) is a sharing from Construction 1. Then, the correctness and

non-completeness of F' can be easily verified. To prove uniform, by Lemma 2, we need to
prove that the output sharing is bijective. Given the output shares, the unshared input (z,y)
can be determined by the correctness,

T = ZX(i),
i=1
y= G ! (Z Y(i)> ,
i=1

y W =x0" 3<i<s,

and we also get

i SO — silxw
j=3 i=2

Denote r = Z§=3 y(j), by Construction 1,
vy =6 (4 +7) + 60,
y(2) can be determined as follows due to the permutation of G,
y(2) =r+G1 (Y(l) + G(r)) .
We then have
vV =y+y® 47,
which means that y is fully determined. Once we get y, since y® = G(i)(y) + 2l
obtain

i—1
), we

2D =y L gD ) 1 <i<s—2

10



Finally, we can recover z(8) by

s—1
9 = x4 3° x0),
=2

and then 2~ = 242 —I—Zf;12 (@, Consequently, every input share is uniquely determined
by the output shares. Therefore F' is bijective and hence is uniform. O

It can be seen that Equation (1) is a triangular inversion form, after certain linear
transformations, as G is a permutation,

x@ — y(”l)’ 2<i<s—1,

s—1
YW =cW(y)=a (y(2> + r) +G(r), withr =3yt

1=2
Sy =g <y(1> +y@ 4 r) ,
i=1
YO =200 4 g0(y), 2<i<s—1,

XM = ) 4 37y,
=3

s s—2
$OX0 = D 4 3750 44,
i=1 7j=1

Clearly, the first n identity coordinates in 2n-variable permutations id,, X F' con-
tribute additional freedom to achieve uniform. It costs half of variables, and this
naturally raises the question whether the identity variables for some special permu-
tations can be reduced. To measure the number of additional identity coordinates
required, define

rs(F) = min {m > 0:idpp X F has s-share Tls} ,

and we only consider the case of s = deg(F) + 1, as s > deg(F') + 2 always leads
to rs(F) = 0 by the universal optimal TT construction [2]. To reduce the number
of identities, we next consider situations, where part of a sharing can be recovered
independently of the remaining input blocks.

Definition 1. Let G : U xFy — F5* withn > m, and let G be a correct s-sharing of G.
We call G is U-uniform if, for every u € U®, every x € FY and every y € Shs(G(u,x)),

one has
{x € Shy(z) : G(u, x) = y}| = 2006,

Thus U-uniformity fixes the sharing w, rather than only the unshared w. It is

stronger than uniform, as it implies uniformity by summing the above equality over
u € Shg(u) gives the required preimage count for a uniform sharing of G.

11



Consider the case G : U @ W — W. The U-uniformity means that for every fixed
u and w, the restriction

Shs(w) — Shy(G(u,w))

is bijective. If Gy : w — G(u,w) is a permutation for every u, then
w — G(u,w)

is a permutation of W* for every fixed u. Therefore, we have a simple example by
direct sum.

Example 1. Let G : W — W be a permutation admitting s-share TIs, and let
H : U — W be a function of algebraic degree at most s — 1. Choose a correct and
non-complete s-sharing H, and define

FO(u,w) = GD(w) + HD (u),
and the map G is U-uniform.

Theorem 3. Lett > 2 and s =t+ 1, and let W = Wy @ Wy & --- B W,.. Let
G; U W; — W; be a function of deg(G,;) < t with w; — G;(u,w;) being a
permutation for every fixzed u € U. Suppose that each G; has a correct, non-complete
and U-uniform s-sharing. For 1 < j <r, let H; : U@ W, dWy--- @& W;_1 = W;
have algebraic degree at most t, and Hy : U — W1. If G: U — U of deg(G) <t is a
permutation admitting s-share TIs, then

(u, wy,ws, ..., w.) — (G(u),
G1(u,wr) + Hi(u),
Gao(u,ws) + Ha(u,wq),

G3(u, w3) + Hs(u, wy, ws),

Gr(uywr) + Hr(u,wl,wg, e -7wrfl)>7

has optimal TIs.

Proof We give a proof for F(u,w) = (G(u), G1(u,w) + Hi(u)) and the generalized case can
be proved analogue. Its i-th output sharings can be written as follows,

FO = (G(i)(u), G (u, w) + H{i)(u)) , 1<i<s,
it is a triangle inverse form. Thus, its uniform can be proved by successively solving equations
u +— G(u), w <+ Gi(u,w)+ Hi(u),

since G is a U-uniform sharing, i.e., G1 is a permutation of W* for every fixed uw € U®. O

The following example provides a useful U-uniform sharing for quadratic maps.

12



Example 2. For the (n+ 1,n)-function G(z,y) = Lyy of deg(G) = 2, where x € Fy,
y € F5 and Lo, L1 € GL(n,2). For a three-sharing © = (z1), 22 20)) define G as
follows,

0 Lo L, + Lo
G = LI(1) + Lm(s) 0 Lz(l) Y,
L, L,y + Lo 0
it is then invertible for any fived x € F3, as the determinant of the matriz is
det(L,)Ly»Lys) = 1. Thus, G is a correct, non-complete and Fa-uniform 3-

sharing of G. In particular, assigning Lo = I and L1 = I + L gives a 3-sharing of
G(z,y) = (I + zL)y, whenever I + L is invertible.

We now apply U-uniformity to identity extensions. Define r(K | U) for the function
K:UgeW — W in below,

rs(K | U) = min{l > 0 : idp x K has correct, non-complete and U-uniform s-sharings}.
2

If deg(K) < sand s > 3, then rs(K | U) < dim W. To get this, we can apply Theorem 2
to K with the fixed u.

Theorem 4. Let F(u,w) = (G(u), K(u,w)) be a permutation of U ® W satisfying
deg(F) < s with s > 3. If the sharings from rs(G) and rs(K | U) can be chosen with
compatible omitted-share indices. Then, rs(F) < rs(G) + (K | U).

Proof Choose A, B to be vector spaces of dimensions dim A = r4(G) and dim B = rs(K | U).
We can construct an s-share TI T on (A @ U)*® of the permutation (a,u) — (a, G(u)), and
a correct, non-complete and U-uniform s-sharing Sk from (B® U & W)® to (B & W)® of
the function (b,u,w) — (b, K (u,w)). Therefore, define F’ = (a,b, F(z)) = (a,b, F(u,w)), and
define its output share by above two sharings,
F/(a,b,u,'w) = (Tg(a,u), Sk (b,u,w)).

The correctness and non-completeness follow immediate. It remains to prove uniformity,
i.e., the bijectivity. From the first output block, invert T and recover a and u. Now u
is fixed, we can recover b and w from the second output block. Thus all input shares are
recovered uniquely, hence F’ is uniform. This implies that (a,b, F(z)) has optimal TTs, i.e.,
rs(F) <dim A+ dim B = r5(G) + rs(K | U). O

In particular, the first block r4(G) will be zero, when deg(G) < t — 1, by the
universal optimal TT constructions, or when deg(G) = t and an optimal TI is available.
Thus, the number of additional identities is determined by the W-part instead of F'.

Corollary 1. Let F be a permutation of F} with t = deg(F) > 2. If F is affine
equivalent to F(u,w) = (G(u), K(u,w)) with dimU =r and G admitting (t + 1)-share
TIs, then rg(F) <n—r.

Proof Consider the permutation F'(u,w) = (G(u), K(u,w)) on U & W, we have rs(G) = 0
if and only if G already has s-share TIs, with s > ¢+ 1. Thus, we get rs(F) <rs(K |U) <
n—r.

O
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Theorem 4 requires the first output block to depend only on u. We next remove
this constraint. That is, for the permutation G = (Gy,Gw) : Ue W - Uae W
of deg(G) = t, if Gw : U ® W — W has correct, non-complete and U-uniform
(t + 1)-sharings, the permutation idyz x G admitting optimal TIs.

Theorem 5. Let F} =U @ W, and let G = (Gu,Gw) : Fy — F§ be a permutation
of t > 2. Assume that Gw : Fy — W admits a correct, non-complete and U -uniform
(t 4+ 1)-sharing. Then

F($7y7uaw):(x’y7G(u7w))7 1‘7?47“6(], UJEVV,
has optimal TlIs, or equivalently,

rs(G) <2dimU.

Proof Let the input sharings be (z,y,u,w). Then define the i-th output share
i i) (1) (1)
(X(”,Y“),ZU ,ZW) by
X =1M(z) + P(y) + P(u),
Y = P(a) + (y),
Zy = Gy (u,w) + P(y),
ZW = GW(u7 11]),
where Xy : V¥ = V by By (v) =, v, and
(1) I=(12 --- s) for the standard basis {e1, e, ...,es} of F3,
(2) P=p+e1Xy, where u=(23 --- s) and ejv = (v,0,0,...,0).
The correctness can be derived from Xy I1 = Xy and Xy P = 0, while the non-completeness
follows from diag(IT) = diag(P) =0 for all 1 < ¢ < s due to s > 3.
Before proving the uniformity, we deduce the involution of T' = I~ 'P on Shs (0). That is,
e1 +e¢;, for 2 < j <'s, are a basis of Shs(0), and we have
T(el + ej) = H_lp(el + ej) = H_l(el + eﬂ(j)) =es t+ ey, 2<5<s—-1,

is an involution of Shs(0), which means 72 = I on Shy(0).

It remains to prove the uniformity, which is equivalent to the injective as the input and
output have the same cardinality. Consider the input sharing of (x,y, u,w), and suppose that
two input sharings give the same output sharing. Assume the difference of two input sharings
be (a, B,7,w), this implies a, 3,7, w € Shs(0), and we then have

Il + PB+ Py =0, _ a+TB+Ty=0, _ Ta+T?*B8+ Ty =0, IR

Pa+T1I8 =0, Ta+ 3 =0, Ta =4, 7=
Therefore, the two input sharings for u are identical. According to the U-uniformity of Gy, of
Definition 1, we then have w = 0, thus, the two input sharings for w is identical. Consequently,
Gy (u,w) are identical for two input sharings, so P8 = 0. Since P is invertible on Shs(0), we
have 3 = 0, and then a = 0. Therefore the shared map is injective, so it is bijective, and then
it is uniform. O

Corollary 2. Q3 has optimal TIs.
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Proof Let Fos = Fo(a) with a® + a4 1 =0, and let w € Fy satisfy w? 4 w + 1 = 0. Define
the linear isomorphism
¢:Fg = Fo @y, ¢(a+ba+ca2) = (a,b+ cw).
Writing z = b+ cw, we have 2% = b+ ¢+ be and w®z = (b+ ab+ ac) + (¢ + ab)w. Consequently,
@ ((a + ba + ca2)3) = (a+b+c+be, (b+ab+ac) + (c+ ab)w) = (a + 23, w?z). Thus, z° is
linearly equivalent to G(a, z) = (a+z3, w?z). By Example 2, w®z admits correct, non-complete
and U-uniform 3-sharings, so we have
(z,y,a,2) = (z,y,a + 23,waz), z,y,a € Fa,

has optimal TTs, that is, idy x Q3 = Q3 has optimal TIs. O

3.2 Quadratic permutations with optimal Threshold
Implementations

We now apply U-uniform to construct quadratic permutations with optimal TIs.
The constructions considered in this section have the form F(z,y) = (I + A(y))x +
H(y),G(y)), where z € Fy, y € F4*, and A(y) is a linear operator on F%, where the form
is motivated by Example 2. We first establish a matrix criterion for this conditional
invertibility and then give two explicit families satisfying it. Finally, we describe affine
reductions that simplify the classification of the resulting permutations.

Let G : F§* — F3' be a permutation admitting 3-share TIs. For a fixed sharing of
1y, the construction of optimal TIs for

F(z,y) = (I + A(y))z + H(y), G(y)),

reduces to constructing a conditionally uniform sharing of the first component. The
following proposition expresses this requirement as the determination of a 2n x 2n
block matrix.

Proposition 6. Let n,m be two positive integers. Let F(x,y) = ((Aly) + Dz +
H(y),G(y)) on FE x FZ* be a quadratic function with x € FY and y € F5*. If

(1) A:F5 — Mat,(Fz2) is affine, and A(y) + I € GL(n,2) for every y € FJ*,

(2) H:FJ — F% be a function of deg(H) < 2,

(3) G be a permutation of FY* with deg(G) < 2 admitting 3-share TIs,

(4) and there exist affine maps R, P,Q : FY* — Mat, (F3) such that, for every
(yM,y? yB)) e F3™, the matriz

I+ A+ A3+ P Ay + Qs
As + Ry I+A+R+Q3)°

is invertible, where A; = A(y™M), Ry = R(y™M), P, = P(y®) and Qs = Q(y®).

then F has optimal TIs.
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Proof The permutation of F is easy to derive. Given f(z,y) = (u,v), we can recover y =
G~ (v) and then z = (A(y) + I) "' (u+ H(y)) is uniquely determined as A(y) + I € GL(n,?2).
Assume that 3-share sharing of z is * = (m(1)7:c(2),1:(3)), and 3-share sharing of y is
y = (y(l),y(Q),y(g)). Let F = (F(l),F(Q),F(S)) be a 3-share of F with F(V) = (Z(i)7 G(i)),
where (G(l), G(Q), G(S)) is a 3-share TT of G, and
ZW = (I 4+ Ay + As + P)z® + (43 + Q3)2® + HW (y),
7% = (A3 + R)a™) + (I + Ay + A3 + Q3)a® + HO (y), (2)
7@ = (I+ A1+ Ay + R)a™ + (A1 + Po)a® + B (y),
where (H(l), H(2), H(3)) is a correct and non-complete 3-sharing, Ry, P2, Q3 are correction
terms. The correctness and non-completeness of F' can be easily checked, we only verify its
uniformity. Since G is a permutation and G is uniform, G is bijective and then y can be

uniquely determined. Therefore, all the operators, and all H(" (y) are known. It remains to
prove the coefficient matrix in the below form is invertible,

zM 0 I+ A+ A3+ P> Az + Q3 zM
7@ | = Az + Ry 0 T+A1+A3+Qs | | 2@ | +c
Z(3) IT+A1+As+ Ry A+ P 0 x(B)

ie.,

det(I+A1+A2+A3)det<I+A2+A3+P2 A2+ Qs );éo.

Az + Ry I+A1+ R +Q3
Thus, M uniquely determines x, and therefore every input share is uniquely determined by
the output shares. The shared map is bijective and hence uniform. O

Remark 1. The trivial case A =0 corresponds to F(x,y) = (x + H(y),G(y)), and it
has been proved by Varici et al. [26], see Table 1.

The matrix criterion has a simple solution when the dependence of A(y) on y is
through a linear Boolean function. In this case, the correction terms P, @, R can be
chosen all equal to A.

Theorem 7. Let n,m be two positive integers. Let F(z,y) = ((A(y)L + Iz +
H(y),G(y)) on FY x FY* be a quadratic function with x € ¥y, y € Fy*. If

(1) L:F% — FY is linear and L + I is invertible,

(2) \:F5* — Fy is linear,

(8) H :F3 — Fy is a function of deg(H) < 2,

(4) and G is a permutation of FJ* with deg(G) < 2 admitting 3-share T1Is,

then F' has optimal TIs.

Proof Let A(y) = M(y)L, where L + I is invertible, then I 4+ A(y) is either I or L + I, and
is invertible. We can choose P = @Q = R = A = A(y)L, Condition (4) of Proposition 6 then
becomes

det ( I+ A3 As+ Az

= det(] IH=1
Ayt A I—|—A3) det(I + (a1az + ajas + agaz)L”) ,
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where a; = )\(y(i)) € [y, which means that Condition (4) always holds true. Therefore, the case
A = A(y)L with L + I invertible corresponds to quadratic permutations with optimal TIs. O

The preceding construction allows an arbitrary L satisfying an invertible condition,
but it uses only one Boolean function as coefficient. We next allow several coeflicients by
requiring the relevant operators to belong to the field generated by a single irreducible
operator. This field structure makes it possible to cancel the mixed terms in the
determinant and choose its remaining affine part to avoid zero.

Consider a simple situation in Condition (1) of Proposition 6, where A(y) =
ijl Xi(y) L with L satisfying an irreducible polynomial of degree d+ 1 in F3[x]. Then
I + A(y) is an element of Fo[L] \ {0} = F},,,, and of course invertible. This makes
Condition (1) true. We furthermore assume P, @, R being affine functions on A, which
indicates commutative of the multiplication between blocks. Then

det(I+A2+A3+P2 As + Q3

As+ Ry I+A1+R1+Q3>:1+A1+A2+A3

+C1+Ce+ Cs

+ A1 Ay + Ay As + A3z Ay
+ C1Cy + C2C5 + C3C1
+ A1Cs + AyC5 + AsCh

is very structured, and we conclude it as Theorem 8.

Theorem 8. Let d > 2 be a positive integer. Assume that L is a linear map whose
minimal polynomial p(x) € Falz] of degree d + 1 is irreducible. Let F(x,y) = ((I +
Ay))z + H(y),G(y)) be a quadratic function with x € FY and y € Fy. If

(1) Ay) = 2?21 i (y) L7 with \; : F3* — Fo linear,
(2) H:F3 — F% is a function of deg(H) < 2,
(3) G is a permutation admitting 3-share TlIs,

then F' has optimal TIs.

Proof Since the minimal polynomial of L is irreducible of degree d+1, E = F3[L] = Foat1. The

elements I, L, L27 e L% are linearly independent over 3. Define U = Spang, {L, L27 cee Ld},

then A(y) € U and I ¢ U. In particular, I + A(y) is a nonzero element of the field E, and
hence an invertible operator on Fy.

It remains to construct correction terms P, @, R satisfying Condition (4). We seek correction
maps depending only on A(y) in the form,

P,Q,R:U — Foat1, P(u)=po+p(u),Qu) =q +q(u), R(u) =ro + r(u),
where P,q,7,P0,490,70 S E. Denote U; = A(y(z))3PZ = P(ul)3Q’L = Q(ul)vR’L = R(“/i)? and
then
o (L Huetust P ug + Q3
uz + Ry 1+u +R1+Q3)°
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and the quadratic terms in det(M) over E is
(p(r+1) + Durug + (r(g + 1) + Durug + (g(p + 1) + Dugus.
Ifp(r+1)=r(¢g+1) =q(p+1) =1, all quadratic coeflicients vanish. Therefore, we define

1
T(.’K) - T + 1,
and then
pHg=—— Hr=Ptl o,
p+1 p '
which implies the quadratic terms vanish when (p,q,r) = (p, Iﬁ, pTTl).

After choosing (p, g, ), the determinant has no quadratic terms, i.e.,
det(M) = co + cru1 + caug + c3us,

where

co =1+ po +qgo + ro + pogo + goro + poro,

c1 =1+po+r(po+q +1),

c2 =14qo+p(qo +70+1),

ez =1+r0+q(ro+po+ 1),
and we hope to find (po, go,70) such that det(M) = co + c(u1 + ua + uz) = co + cA(y) #0
for all y. Assume that R(0) = 0, we have rg = 0, and the condition (p,q,r) = (p7 p%, p]%l)
then gives

+1
c1=1+po+p7(po+qo+1),

c2=(p+1)(qo +1),

po+1

p+1°

It remains to prove there exists (po, go,70) satisfying above equations with ¢; = ¢g = ¢3. The
condition co = c3 gives (p2 + 1)(gq0 + 1) = p + po, so assume gy = q = p%, then py = p>.

c3=1+

Then it can be verified ¢; = c2 = ¢3 = p and ¢y = p2 + p, therefore,
det(M) = p” + p+pA(y) = p(p+ 1+ A(y)),

for all y(*). We can simply choose p = L, then p + 1 + A(y) # 0 = det(M) # 0. This means
Condition (4) holds, so F has optimal TIs, with the correct terms

P(u) = L* + Lu,

Q)= (L+I)""+(L+1)""u, 0
R(u) = L _L|— Iu.

Corollary 3. Q3 has optimal TIs.

Proof Let x = (z1, 22, :1:3)T, then Qi5 can be rewritten as ((I +y1L1 +y2L2)x,y1,y2), where
L3+ L2 4+1=0and

101 110
Li=(111], Lo=|001]| =12
011 100
The rest follows from that the polynomial p(z) = z3 4+ 2% + 1 is irreducible over Fg, G = idsy
and H = 0. O
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We now return to the permutation
F(z,y) = (I +Xy)L)z + H(y), G(y))
of Theorem 7. The existence of a 3-share TI is already established. Therefore, Table 2

contains all 3,4, 5-bit quadratic permutations marked admitting optimal TIs in [24],
without being proved in any previous works.

Table 2: Quadratic bijective S-boxes with optimal TIs by Theorem 7

S-box  (n,m) L A H G
Q3 (2,1) (z1 4 @2, 71) Y1 0 I
O399 (3,1) (1 + x3,21 + 22 + 3,2 + x3) Y1 0 I
Qg (4,1) (21 4+ 22,21, 23 + T4, 23) Y1 0 I
Q3 (4,1) (1 + z2 + x4, 1, 23 + T4, 23) Y1 0 I
Q% (4,1) (1 + 24,1 + 22 + 24,22 + 3,23 + T4) Y1 0 I
o3 (4,1) (21 + z4,71 + 22 + T4, T2 + T3 + T4, T3) Y1 0 L
Q% (2,3) (z1 4 @2, 1) Y3 (y192,0) Is
Q36 (2,3) (1 + x2, 1) Y3 (y1y2,0) Q3
Q3  (2,3) (1 + 22, 21) Ys (y1y2,0) Q3
Q35 (2,3) (1 + z2,21) Y1 +ys 0 Q3
Q% (2,3) (z1 + 22, 71) y2 +ys 0 03

Note that all L in Table 2 are invertible. It seems that invertible L is redundant,
since Condition (1) of Theorem 7 only needs L + I invertible. However, it can be
proved that any linear map L : F} — F% with ker(L) # 0 corresponds to the case
(I,m+m — 1), and the latter can be handled by (x + H(y),G(y)) with z € Fy and
y € F3~ 1 see [26].

Corollary 4. If F(z,y) = ((I + My)L)x + H(y),G(y)) and ker(L) # 0, then F is
affine equivalent to (u + H(2), é(z)) with (u,z) € Fy x FR~1m,

Proof See Section B.1. O

That is why Table 2 contains only L with rank(L) = n > 2, although Theorem 7 does
not force it. Additionally, the (n,1) case can be exactly solved by conjugacy /inversion
of L+ 1.

19



Corollary 5. Letn > 2, m =1, and L, L' € GL(n,2) such that both L+1I,, and L' + 1,
are invertible. Then Fr(x,y) = (x4+yL(x),y) is affine equivalent to Fr, = (x+yL'(z),y)
if and only if
L'+1,=P YL+1,)P
or
L'+I1,=P YL+1I,)'P
for some P € GL(n,2).

Proof See Section B.2. O

Table 3: The number of conjugacy/inversion classes of L+1,,

n |2 3 4 5 6 7

conjugacy/inversion classes of L + I, ‘ 1 1 4 4 13 17

The (n,2) case does not appear in Table 2, as those functions are always affine
equivalent to the functions in (1,7 + 1) case.

Corollary 6. Let n > 1 and m = 2. Then Fr(z,y) = (x + AN(y)L(z) + H(y),G(y)) is
affine equivalent to a function (u + H(z), é(z)) with u € Fy and z € Ty

Proof See Section B.3. O

With these reductions as the structural framework, we conducted a computational
search for 6-bit quadratic permutations covered by the construction. The resulting
counts are summarized in Table 4.

Table 4: 6-bit quadratic permutation classes obtained from Theorem 7

Parameter (n, m) Conditions Number of classes
(1,5) deg(G) =2 372
(1,5) deg(G) =1 2
(5,1) Conjugacy/inversion classes of L + I5 4
2<n<4m=6-—n rank(L) =n 97

Table 5 summarizes the constructions of 3-share TIs for 42 affine-equivalence classes
of five-bit quadratic permutations. For 32 classes, the existence of such implemen-
tations follows from the cited structural results, whereas implementations for the
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Table 5: The known 5-bit quadratic permutations admitting
optimal TTs

Class Q? Theoretical explanation TT construction
1-7,12—24,31 [26], Remark 1 [24]
8 — 11,25 —27,33,34 Theorem 7 [24]
30 Theorem 5 and Corollary 2 Appendix A
45 Theorem 8 This papert
28,29,32,37 — 42,44 - This papert

thttps://github.com/gggaaarrryyyabs/3-share-TIs-of-5-bit-quadratic-
permuations

remaining 10 classes are obtained by computational search. Compared with the 30
classes reported by Bozilov et al. [24], the table includes 12 additional classes, namely
Qds, D39, D305 D30y D37, - - -, O, O, and Q3. All implementations use the minimum
number of shares and require no fresh randomness.

3.3 Weighted interpolation constructions

Given a permutation of algebraic degree t, correctness and non-completeness can be
achieved with ¢ 4 1 shares, but uniformity is not automatic with unknown reason. The
difficulty is therefore to construct a sharing that also preserves the uniform distribution
on each sharing fiber. The construction below addresses this difficulty through an
inversion order. It begins with a weighted interpolation identity satisfying correctness,
and preserving uniformity by a triangular inversion form. Non-completeness is obtained
by a common mask that cancels the i-th input share from the i-th evaluation.

Theorem 9. Let s > 3, m | n, and let F' be a permutation of Fon. If there are s distinct
nonzero elements A1, Aa,...,As € Fom and nonzero elements wi,ws,...,ws € Fom,
such that for all x,y € Fan,

ZwiF(a} + A\y) = F(x),
i=1
then I has s-share TlIs.

Proof Let the input share of = be

T = (x(l),x(2)7...,x(s)),
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then z = Zj‘:l ). And define the output share by

F(l) =wi F(z 4+ \y),

FO = w; F(z+ \y) +207D 2<i<s—1,
s—2

F®) = G F(z+ Asy) + Z ),
j=1

where the common mask is

Y= )\1_1:5(1) + /\2—1$(2) 44 )\5_133(8)4
The correctness is clear and the non-completeness follows from the fact that = + \;y =
Zj# (1 + )\M;1) 9 g independent of m(i), as 1+ )\i)\;l = 0. To prove uniformity, we

show that the input shares can be uniquely recovered from the output shares. That is, we
first recover the unshared input,

S
z=F"1 (Z F(i)) .
i=1
And then y can be determined,
y=27" (F7 (o' FD) +2),

which means that we can successively recover (=1 by F®) with T, Y, wi, A, for 2 <i < s—1.
Finally, 21 and 2(*) can be recover in the following,

s—2
257D 42 = 1 300,

=1
s—2 )
AT T e =y 1 3T A e,
=1

as the matrix < ) is invertible due to nonzero As_1 # As. Thus, the output shared

1 1
-1 -1

)‘571 AS
map is a permutation of F5,, this proves uniformity. O
The weighted interpolation identity admits an equivalent description in terms of the

polynomial representation. Let F'(z) = 2(2;61 cqz? be the polynomial representation
of F. Therefore,

S s 271,_1
ZwiF(x + Aiy) = Zwi Z cd Z )\fxd_kyk,
i—1

i=1  d=0 k=d

2" —1 s
Z cdz (Zwa) i kyk

d=0  k=d \i=1
= F(Qj),

where k < d means that k is covered by d. The term k = 0 will recover F(x), and each
term 1 < k& < d must vanish.
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Theorem 10. Let s > 3, m | n, and let F(x) = 23;61 car? be a permutation of Fan.
If there are s distinct nonzero elements A1, o, ..., As € Fom and nonzero elements
W1,Ww,...,ws € Fom, such that

S S
Zwizl, Zwi)\f:O, 1<k =d for all cq # 0,
i=1 i=1

then F' has s-share Tls.

Furthermore, in the optimal case, once all A\; are fixed, all weights w; are then
uniquely determined, according to Theorem 10.

Corollary 7. For any arbitrary permutation F with optimal TIs and s = deg(F') + 1,
every fized s distinct nonzero A1, A, ..., As admits at most one weight vector up to the
ordering.

Proof Consider the case s = deg(F) + 1, then the corresponding exponent d = Z:z_ll 2di
with dj < d2 < -+ < ds—1. Define any d-degree polynomial P(X) = Hf;ll (X + )\i)Qdi =
D k<d arX*, we then have P(\;) = 0 for all 1 < i < s—1 and P()s), P(0) # 0. Then weighted

sum is,
S
ZwiP()\i) = wsP(As),
=1
and by Theorem 10 with 2% < d, expanding P()\;) also gives
s s s—1 s 0.
Zwip()\i) = aoni + Zaj Zwl)\g 7= ap = P(0).
i=1 i=1 j=1 =1

P(0)

Therefore, ws = PO) and other weights can be solved similarly as follows,
s v 2
wi = L , 1<j<s. O
J ,_H ,()\j+>\z’) =7=
i=1, i#j

Suppose that for every x,y € Fan, the map A — F'(z + \y) is represented by a Fon-
valued polynomial over Fom of degree at most t. Given any s =t + 1 distinct nonzero
elements Aj, Ag,..., A; € Fam, the Lagrange interpolation evaluated at 0 provides
unique nonzero weights w; € Fom, such that every polynomial h of degree at most ¢
satisfies h(0) = >°7_, wih(X;). Apply this to h(A\) = F(z + Ay), then

F(x) = Z%F(x + Aiy),

always holds true. Therefore, we call this construction a weighted interpolation method
based on a triangular inversion form. And we therefore have a sufficient condition for
existence of optimal TIs by the degree of F' over Fom.
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Corollary 8. Let s > 3, m | n, and let F' be a permutation of Fon with algebraic
degree t > 2. Suppose 2™ >t + 2, if for every x,y € Fan, the function A — F(x + \y)
has degree at most t, then F' has optimal TIs.

The preceding corollary transforms the construction of optimal TIs to finding
permutations whose restrictions to affine Fam-lines have degree at most their algebraic
degree. A natural choice is given by products of Fom-linear maps, that is, the product
of the Frobenius maps.

Theorem 11. Let F(x) = ¢ be a permutation of Fon, where d = 2k 4 2k2 ... 4 2kt
with 0 < ky < ko <--- <k <n andt > 2. Define h =ged(n, ko —ki, ks —ki,..., ki —
k1), if 2" > t + 2, then F has optimal TlIs.

Proof We only consider the permutation G(z) = 29 with dg = 22;:1 2ki=k1 a5 G(x) is affine
equivalent to F(x). Let ¢ = 2" then Fyq C Fan. Define a Frobenius map o = 21 5o for every
ki
X € Fg, we have A2 = A%, Therefore,
t t

e =TT () S I ),

which means that A — (z + /\y) © has degree at most t. The rest follows from Corollary 8. O

Corollar;; 9. Let k>3 be odd and q = 2. Then the Bracken-Leander permutation
F(z) =27+t of Fua has optimal TIs.

Consequently, nonlinear power permutations can meet the lower bound of t+1 shares.
This disproves Conjecture 1 in [2]. A smaller counterexample, % on Fys admitting
optimal TTs with d =5 and n = 6, is given in the following.

Example 3. Consider the quadratic permutation F(z) = 2° on Fgs. For simplicity
we use (x1, T, T3) € F‘;’s to be a 3-sharing of input x € Fas. Then its optimal TI

F = (FM F® FG)Y can be constructed as follows,

FO = 2 (way + x3)°
F® = w(wzs +x1)° + 21
F® = w2(wx1 + x2)5 + 1,

where w? +w+1=0 for w € Fy.
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3.4 Derivative-uniform constructions

Let F be a permutation of Fon, and let = (sc(l), @ aj(s)) be an s-sharing of z.
It holds
s—1 . s—1 ) s—1 .
Q@F<ZPM>:F<zp@>+F<z)@+m@):F@+ﬁ%+F@L
i=1 i=1 i=1

which implies

F(z)=F(z+a) + D F(u),
where u = 277! 2 and a = (). In above derivative, F(z + a) is independent of z(*)
and can serve as s-th output share. Although F' is a permutation, its derivatives need
not be permutations. Therefore, uniformity of D, F must be understood fiberwise, that
is, the bijectivity of Shy_1(z) — Shs_1(D,F(x)) for every x. Note that we do not need
to consider a = 0, since the sharing of DyF = 0 is trivial.

Theorem 12. Let F' be a permutation of Fon of algebraic degree t > 3. If D, F' admits
t-share TIs for every a € F5,., then F' has optimal TIs.

Proof Let x = (x(l),x@), ceey :r(s)) be s-share input sharing with s = ¢ + 1. Denote

s—1
u= Zx(z), a=z,
i=1
and for simplicity, we use H (a;x) = DqF (). Define the s-share output sharing of F as follows,
FO = H(i)(x(s);w(l),m(z), e ,a:(sfl)), 1<i<s—1,
{ﬂﬁ—ﬂw
with H(a;-) = (H(l)(a; s H(z)(a; 0 I H(Sfl)(a; )) is a t-share TT for every fixed a € F5,.

The correctness and non-completeness are easy to check, and its uniformity can be proved
in the following. Given the output shares, we first recover

w=F1 (F(S)) ,

and then by correctness, we obtain

28 =g = wt+ P! (ZF(i)) .
i=1

Once u and a are known, the first s — 1 output shares recover
m(l),x(g), . ’x(s—l)’

as H is bijective on Shs_1(u) for every a. Thus, the shared map is a permutation and is
uniform. O

Remark 2. The derivative-uniform is not necessarily degree-preserve construction,
that is, deg(F') > deg(F). Although each derivative has algebraic degree at most t — 1
for a fixed direction a, the corresponding shared may depend nonlinearly on a. Since
a =z is an input share in the TI of F, this dependence can increase the algebraic
degree of the TL
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Remark 3. The restriction t > 3 cannot be reduced to t > 2. Fvery nonconstant
derivative of a quadratic function is an affine map, whereas a nonconstant affine map
from FY to itself admits 2-share TIs only when it is bijective. But, every quadratic
function has a nonconstant derivative which is not bijective, as Do F(x) = D F(x + a)
with a nonzero direction a.

Theorem 12 reduces the construction of optimal TIs for an algebraic degree-t
permutation to the construction of ¢-share T1s for its derivatives. Since deg(DyF) < t—1
for every nonzero a, the only difficulty lies in derivatives whose algebraic degree is
exactly ¢t — 1. The case for deg(D,F) < t — 2 is already addressed by Theorem 1,
see [37]. We therefore consider an extreme case, where derivatives for which all but one
output coordinate have degree at most ¢ — 2. The following theorem gives a sufficient
condition on such permutations.

Theorem 13. Let F' be a permutation of Fon of algebraic degree t > 3. If there exists
v € F3,. such that
deg(m, o F) <t — 1,

where w, : Fon — Fon /(v), then F' has optimal TIs.

Proof Consider Dy F for fixed a € F5n, let Fon = Uy, @ (a) and Fan = Ugyt @ (v). Write an
input as x = z + aa with z € U;,, and « € Fa. Since Do F(z + a) = Do F(z), Do F does not
depend on «, and we can express Do F by (z,a),

DaF(z,a) = (G(2), H(2)),
where G : Uy, — Uyt and H : Uy, — Fo with
deg(G) <t—2, deg(H)<t-—1.

The function G with deg(G) < ¢t — 2 has a t-share TI G, according to Theorem 1, so it remains
to lift G to a t-share TIs for Dy F. Denote the shared output H® constructed by direct
sharing, then

(DaF) D (2, a) = (G“)(z), HD (2) + o“)(a)) . 1<i<t,

where 0(o¢(l)7 a(2), ce a(t)) = (a(z), e, ozt_l,a(l), E;;ll oz(j)> . Therefore, Dy F must have
t-share TIs for every a € F5.. The rest follows from Theorem 12. d

Remark 4. The hypothesis of Theorem 13 is equivalent to the existence of a
decomposition F(x) = G(x) + vf(x), where deg(G) <t —1,v #0, and [ : Fon — Fy.

Theorem 13 gives a common explanation of four 4 x 4 cubic S-boxes in [23],
Ct,C3,C1s and Cjiyp. Furthermore, it also yields 14 additional 4 x 4 cubic S-boxes with

optimal TIs, that is, C} with

i € {5,11,17,214, 215, 216, 243, 244, 246, 258, 259, 260, 292, 298}
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Indeed, we can prove that every cubic permutation of Fqsa has optimal TIs, by
reducing to construct 3-share TIs of its derivatives. By the same idea of Theorem 13,
each derivative has the form, after suitable linear transformations,

DaF(u,t) = (G(u), h(u)),

where G(u) = L(u) + f(u)u admits 3-share TIs and deg(h) < 2 for h : F3 — Fy. The
only challenge lies on the G, where the following lemma proves such G admitting
3-share TIs. The proof is analogue to those of Proposition 6.

Lemma 3. Let L : Fon — Fon and f : Fon — Fy be affine with n > 3. Then
F(z) = L(x) + f(z)x has 3-share TIs.

Proof Write f(x) = £(z) + € with ¢ linear and € € Fg, then assign ex into L(x), therefore
assume F(z) = L(z) 4+ £(z)x with L,/ linear and F(0) = 0. If ¢(z) = 0, then F(z) is linear
and has 3-share TIs. So assume that £ # 0, and denote Z = ker(¢), then

Fon = Z & E,
where E = (e) and {(e) = 1 for some e € Fon. Thus, € Fan can be uniquely expressed as
r=z4+ce, celFqy, z€LZ

so, assume that
L(z) = L(z+ ce) = Az + cb + (A(z) + ac)e,
where both A: Z — Z, A\ : Z — Fg are linear and b € Z, a € Fa. We obtain
F(z,¢) = (A + D)z + cb, A(2) + B),

with 8 = a+ 1, and it suffices to prove that F' has 3-share T1Is, without any restriction on
A, b A B o

Assume that 3-share sharings to be (z(l),c(z)), with z = 2 + 23 4+ 203 and ¢ =
W 4@ 4 cB) Let F = (F(l), F(Q)7 F(3)) be a 3-share of F with F(V) = (G(i), H(i))7 where

(G, G GO is a 3-share TI of (A + cI)z + cb, and (HV), H? H®)) is a 3-share TI of
A(z) + Be,

G = A+ (® + NI+ Py)2® + (D1 +Q3)2® + 5@,
G = (1 4+ R)zW + (A + (M + NI+ Q3)2® 4 b,
A% = A+ (Y + NI+ Rz 4+ (V1 + Py)2® b,
HO — @)

g — )\(Z(l) + 2(3)) +ﬂ(c(1) —|—c(3)) +c(1),

H® =) + (8 + 1)@ 4D,

with R; = R(c(l))7 Py = P(c(2)) and Q3 = Q(c(3)). The correctness and non-completeness
are easy to follow, we only prove its uniformity.
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Fixing the unshared values z and ¢, we show that we can uniquely determine the input
sharing. We first obtain ¢? from H(l), then ¢V +¢®) = ¢+ ¢? is known. Thus, the sharing
H®) gives

LD /\(Z(Q)) +(B+ 1)6(2) —|—H(3),
B =t 4@ = nz?) 4 8@ + HP),
2 — g

Substituting 2 =24, 420 anq c(l), c(z), ® into Equation (3), the map (2(2), 2(3)) —
(GP, G4y is

o o (22 5

(G(3)> = M(z1Y) “®) +T(=?),

M(?) = I+ R +B A+ DI+ Ry + O
A+C(2)I+R1+P2+B A+(C(1)+C(2))I+Rl )

with B : Z — Z defined by Bz = bA(z), and
T(z?) = (€®TI + Ry)z+b(c+ pel? + HB)) .
(A+ (c(l) + C(2))I + Ry)z+b((B+ 1)0(2) T H(g))

We now prove that there exist P, R, Q such that resulting map is affine and invertible for
every c(l),c@) and ¢®.
The second column of M are

{Mlz — A+ VT 4+ Ry +Qs,
My = A+ (D 4 NI+ Ry,

where

both entries share A + ¢ 71 + Ri. We therefore choose R = A + c(l)I, which reduces

<%;z> = <C(Q2)3[>, and we therefore take Q3 = I. Note that R = A + M1 and Qs =1

also reduce T'(2(?)) to be independent of z(?),

7@ = (€2) (A+ (c+ Dz +b(c + Be? + HD))
D =\cy) = @z +b((B+1)c? + HO)) '

Furthermore,

M(z(z))—< A+(c—|—c(2))I—|—B I )’

(D +cPhr+ P+ B A1

and ¢ is dependent of 2(2), So, the map (7:(2)7 z(s)) — (G(Q), G(3)) is

G L@
(G(3)> = M) (2(3) +T,

where T is independent of 2?_ and

M) = At (c+cNI+B I\ A4 (c+cNI+B I
TN+ 8D+ HONT 4 P+ B 2T A4 AN+ 614+ P+ (P +1)B0)’

where § = H®) 4 (¢ + 8+ 1)¢(?. We need to find P to make
DA+ +61+ P+ (P +1)B
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invertible and independent of z(?), which makes the map (z(z), 2(3)) — (G(z), G(S)) affine and
invertible. This can be done by assigning Py = ¢? 4 + (6(2) +1)B+D+ )\(z(Q))I with both
D and D + I invertible. Such D always exists since its size is n — 1 > 2. Therefore, we have
obtained 3-share TIs of F(z,¢) = ((A+ cl)z + be, A(z) + Bc) as Equation (3) with correction
terms

R(c)=A+cl,
P(c,z) =cA+ D+ (c+1)B+ A2)I,
Qo) =1,

where both D, D 4 I are invertible and Bz = b\A(z). Therefore, we have uniquely determined
2(1)7 22 and 2(3), so we can determine c¢(*) and ¢(®). This implies Equation (3) is uniform. O

Based on the following observation, we can express the derivative of any arbitrary

cubic permutation of F§ in the form D, F(u,t) = (L(u)+ f(u)u, h(v)) with L : F§ — F3
affine, f : 3 — Fy linear and h : F3 — Fy quadratic or affine.

Observation 1. Any two quadratic Boolean functions f, g : F3 — Fo with deg(f+g) =
2 must have the form, after certain linear transformations,

f(a357’7) = Oé’)/+A1(Oz,ﬂ,")/),
g(a,,@,v) = ,8’)/4-142((1,5,’}/),

where A1, As affine.

Proof By Dickson’s form, every quadratic Boolean function over F ?2’ is affinely equivalent
to x1x2 + x3 or xr1x2, so it must have a linear structure. Consider two functions f and g,
if they have the same linear structure, f + g is affine, contradiction. If they have distinct
linear structure, for example a and b, respectively, choose e ¢ (a,b) and then we can express
x = ba+af+ey. Since Dy f is constant, its quadratic part contains no 3, and so it is -y, we can
obtain the similar for Dyg. Thus, we have f = ay+ A1(a, 8,7) and g = By + Aa(w, B,7v). O

Theorem 14. FEvery 4-bit cubic permutation has optimal TIs.

Proof Let F : IF;1 — IF% be any arbitrary cubic permutation. Consider its derivative H = DgF' :
IF% —F3 letF3=U® (a), we obtain z = u + ta € F% with v € U and t € Fo. Therefore,

H(u,t) = H(u,0),
as H(z +a) = H(z). Set u = (a, 3,7) € F3, by Observation 1, H is affine equivalent to H,
where H has three possible forms,

(1) (ay+A1, By+A2, 0B+ A3, Ay) & (L(u)+ f(u)u, h(u)), where h(u) = af+ Az, f(u) =~
and L(u) = (A1, A2, Ag +7),

(2) (ay+ A1, By + Az, A3, Ag) < (L(u) + f(u)u, h(u)), where h(u) = Az, f(u) = v and
L(u) = (Al, AQ, A4 + ’y)

(3) (a'y + A17A2,A37A4) < (h(u), L(u)), where h(u) = ay + Ay and L(u) = (Ag, Az, Ag),
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where deg(A;) < 1. Thus, we have

H(u,t) = (L(u) + f(u)u, h(u)).
By Lemma 3, L(u)+ f(u)u has 3-share TIs, and the left is analogue to the proof of Theorem 13.
O

3.5 Comparison of hardware implementation costs

We evaluate the hardware costs of explicit optimal TIs obtained from Section 3. The
selected permutations are ng Q3=, 2° over Fys, the Bracken-Leander permutation 27
over Fyi2, the PRESENT S-box Cj44, and inversion over Fas, corresponding to Cig,.
For a target permutation of algebraic degree ¢, the proposed constructions provide
(t+1)-share TIs without fresh randomness. We compare them with the universal (¢+2)-
share TI construction of Piccione et al. [2]. For PRESENT, we additionally include
implementations of the 3-share of two quadratic S-boxes decompositions of Poschmann
et al. [20] and Kutzner et al. [28]. The area is measured in gate equivalences (GE), i.e.,
the S-box area normalised to the area of a 2-input NAND gate in a given standard cell
library. In this work, we use the NANGATE 45nm Open Cell Library where the synthesis
results are obtained with the Yosys 0.69+150. We note that by using the correction
terms, one could get improved area costs. However, we did not pursue this direction
and leave this possible optimization for future investigation.

Table 6: Hardware cost of the masked S-boxes in the NANGATE 45nm library

Permutation TI Construction Shares  Area[GE]  deg(F)
o3 Piccione et al. [2] 4 102.67 2
30 Theorem 5 3 97.67 2
o3 Piccione et al. [2] 4 179.67 2
0 Theorem 8 3 152.67 2
5 Piccione et al. [2] 4 565.00 2
z° over Fos
Theorem 11 3 380.00 2

Picci t al. [2 .
Bracken-Leander function 273 over Foi2 iccione et al. [2] 5 7559.33 3
Theorem 11 4 3529.00 3
Poschmann et al. [20] 3;3 228.67 2
K 1. [2 ; 190. 2
PRESENT S-box, Cl, Ptz.ner et al. [28] 3;3 90.00
Piccione et al. [2] 5 335.33 3
Theorem 14 4 998.67 5
Tnversion in Fas, Clg, Piccione et al. [2] 5 376.67 3
Theorem 14 4 1321.00 6

All implementations in Table 6 require zero fresh randomness, this property is
therefore ignored rather than reported in a separate column. Compared with the
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universal (¢ + 2)-share construction, the proposed (¢ + 1)-share implementations reduce
share by 1, and this leads to the reduction in generating the initial input sharing.

For the first four target permutations, the proposed implementations reduce both the
share count and the area, relative to the universal construction. The area reductions for
Q30, 955, and z° over Fys are approximately 4.87%, 15.03%, and 32.74%, respectively.
The largest relative reduction is obtained for the Bracken-Leander permutation, a
reduction of approximately 53.32%. All four proposed shared maps preserve the
algebraic degree of their respective target permutations.

For the two power permutations, these favorable results are consistent with the
compact structure of the weighted-interpolation construction. The optimal TTs contains
t + 1 unshared target functions. In contrast, the formula of the universal construction
of Piccione et al. [2] contains 2¢+! — 2 nonconstant target functions, excluding the fixed
value F'(0).

The derivative-uniform implementations of PRESENT and inversion exhibit a dif-
ferent trade-off. Their share counts decrease, but their areas increase by approximately
197.82% and 250.70%, respectively, compared with the universal (¢ + 2)-share TI con-
struction. Their shared-map algebraic degrees also increase. A potential source of the
large area is the direction-dependent transformations from T1Is of derivatives to opti-
mal TIs and corrections. This dependence can introduce additional nonlinear terms,
and cause higher hardware area. Although those higher algebraic degree terms do not
contribute to the correctness of original target function, they may be important for
the uniformity of T1Is.

The additional PRESENT baselines illustrate the role of decomposition. The
implementations based on Poschmann et al. [20] and Kutzner et al. [28] use 3 shares
at each of two quadratic S-boxes and require 228.67 and 190.00 GE, respectively. Both
are smaller than the direct implementations considered here. This does not contradict
the 4-share optimality of our direct PRESENT TI: the 3-share implementations rely
on intermediate registers, whereas our construction shares the undecomposed cubic
permutation without such registers.

4 Conclusion

In this paper, we investigated the construction of optimal Threshold Implementations
for bijective S-boxes. Our objective is to meet the ¢ + 1 lower bound on the number of
shares, while satisfying correctness, non-completeness, and uniformity, without fresh
randomness. To this end, we developed four constructions based on identity extensions,
a generalization of existing uniform-sharing constructions, weighted interpolation, and
a derivative-uniform framework.

First, we demonstrated how adjoining identity coordinates enables the existence of
optimal TIs, and apply this approach to Q3,. We then provided a common explanation
for the 30 five-bit quadratic classes previously reported [24] to admit optimal TIs, and
we established optimal TIs for Q35. Our investigation further identified 475 six-bit
quadratic permutations with optimal TIs. Furthermore, using weighted interpolation,
we constructed optimal TIs for power permutations, such as Bracken-Leander functions,
thereby disproving Conjecture 1. The derivative-uniform framework is of interest and
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exhibits somewhat paradoxical properties. It gives the existence of optimal TIs for
certain permutations, however, it does not preserve the algebraic degree, and the
direction-dependent TT incurs a high implementation cost. Nevertheless, using this
framework, we successfully proved that every 4-bit cubic permutation admits optimal
TIs. Together, our result expand the known classes of quadratic and cubic permutations
with optimal TIs, see Table 1.

While differentially 4-uniform permutations are now known to admit optimal T1Is,
it remains an open question whether APN permutations and APN functions also admit
them. To date, the only known APN permutation whose optimal TI status is fully
determined is 2% over F3, and we even do not know any APN functions with optimal
TIs in F. Based on existing literature [23, 24, 27] and our result, we believe that high
algebraic degree, e.g., cubic, and a large number of variables make the optimal TIs for
APN functions possible.

Table 1: Quadratic bijective S-boxes with optimal TTs in [26]

S-box  (n,m) H G S-box  (n,m) H G
Q3 (1,2) Y1y2 I Q34 (1,4) Y2y3 Qlos
Qi (1,3)  wys Iy QL (1,9 Y1ya + y2ys I
(o) (1,3) 0 3 Qs (1,4) Y1y + Yous o)
Q303 (1,3) vy Q3 Qs (1,4) Y1ya + y2y3 Q304
Qs (1,3)  wmys 9} i, (1,4) Y1Ya + Y2ys3 o1,
o) (1,4)  ysua Iy Qts (1,4) Y192 Qi
Q3 (1,4) Y2Y4 Qi Q% (1,4) Y1Y3 + Y2ys3 Qlos
Q3 (1,4)  tviva o Q3 (1,4) Y1y3 12
Q3 (1,4) 0 o1, Q3 (1,4) Y1Y2 + Y2ys + Y2y4 o1,
Q2 (1,4)  viva 594 93, (1,4) Y2y3 Q309
Qg (1,4) Y1Ya Qilz Qg:s (1,4) hy2 9394
Q3 (1,4) 0 399 Q34 (1,4) Y194 + Y293 Q303
‘?2 (1,4) Y2y3 Q%94 Q?’;l (1,4) Y1y2 9393
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Appendix A An optimal TT of Q3

Assume Q3,(x) = (F1, ..., Fs) with x = (z1,22,...,25) € F3 and

Fy(x)

Fy(z)

F5(z) = 3 ® x5 ® w314
Fy(z) = 24 ® x5 @ 2314 B 2425
F5(z) = w324 © 2375 © 2475,

then one of optimal TIs F = (F(), F) F®)) is

FO — 5@ 2@ g 1,0,

FO = <2>@x<3>
FO 2@ 620 020 62220 6 2220 6 2@20) 6 2@20) @ 2P2® © 2P2®),
FO 2@ 620 0 2022 02059 62050 6 200® 6 200® 6 20:® @ 20,

FO 0@ 6 2® @ 2@y <2>®x<2> ® 5 200® @ 22y <2>®x<2> ® g 22y <3>®x<2> ®

01929 62920 @ 202,
F® o0 g 2® g 2(9®),
F® o),

PO <1> o2? 020 029 0220 © 220 © 2020 © 2020 @ 202® @ 2P,

FO (1) o2? 020 020 0oz (3) ooz (3) ooz (3) o oWz (3) ® Pz <3> ® o2
©202P 202,

FP =2V @20 a2 @ x(a) 60?0 212® © 22 @ 2V2® @ 2V @ 2Vl

82020 © 2920 2029 @ 2022 @ 202® @ 20a®,
RO = af)

F® — o0 @ 20,

FO — 20 620 ¢ 20 @ 202 @ 2020 @ 2022

FO <1>@$<1>@xg>@x<2>@x<1> W g 2 0,® g 0,0 6 0, 5 1,

2@ 2D 4®),
F® — 20 g x(l) o @ x(l) <1> o202 62022 @ 202® & 202D @ oV
Ell)xéQ) ® :cél)xéz) ® xél)xf) ® xg’Q)x\(aQ)7

where (xgl), xéz), . ,xéi))

is ¢-th sharing of x.
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Appendix B Supplementary proofs

B.1 Proof of Corollary 4

Proof Choose 0 # e € ker(L), let P € GL(n,2) be the corresponding change-of-basis matrix,
so that the first basis vector is e. Consider the linearly equivalent function F’ = (P~ x I) o
F o (P x I,). Writing = P(u, w) with (u,w) € F2 x F2~!, we then have

F'(u,w,y) = ((u,w) + A(y)L (u,0) + H' (), G(y)) ,

where L' = P"YLP and H' = P~'H. Since L(z) depends only on w, i.e., L(x) = L(u,w) =
Li(w), La(w)) € Fa X F?~ ! and we can also write H(y) = Hy Ho . Thus
( ) 2 ) Yy Y), Yy )

F'(u,w,y) = (u+ My)L1(w) + Hi(y), w + A(y) La(w) + Ha(y), G(y)).
Set 2 = (w,y) € Fy~ ™ and define

H(z) = H(w,y) = A(y) L1 (w) + Hi(y),
G(2) = G(w,y) = (w+ My) Lz (w) + Ha(y), G(y)),
then
F'(u,2) = (u + H(z), é(z)) .

Since F’ is linearly equivalent to F, the claim follows. O

B.2 Proof of Corollary 5

(,0), v= 0’7 and similarly for Fp.
(L + Dz, 1), y=1,

Suppose first that L' + I = P~Y(L + I)P. The affine permutations S(z,y) = (Px,y) and
T(u,v) = (P71u7 v) satisfying Fr, = T o F o S. Then, suppose that L' 4+ T = Pil(L—i— I)flp.
Define S(z,y) = (Pz,y+ 1) and T(u,v) = (P~ (L 4+ I)"tu,v + 1), thus, Fr, =T o Fy 08
also in this case.

On the contrary, suppose that Fj, is affine on another affine hyperplane U = w + W.
Define H; = {(z,4) : * € Fy} with ¢ = 0, 1. Since U ¢ {Hg, H1}, we have W # Hy. Therefore,
the projection of W onto the last coordinate is surjective, and dim(W N Hp) =n —1 > 1.
Thus, there exist (a,0) € W N Hy, for some a # 0, and (b, 1) € W. Consider the bilinear form
of Fy,, we have

Proof We have Fy(z,y) = {

ﬂFL ((a7 a)? (b7 7)) = (O‘Lb +vLa, O)a
and then
BFL((G’ 0)’ (bv 1)) = (Lav O) # 0.
Since Fj, is quadratic, for every u,v € W,
Br, (u,v) = Fr(w+u+v) + Fr(w+ u) + Fr(w + v) + Fr,(w) =0,
a contradiction. This proves that Hy and H; are the only affine hyperplanes on which F7, is
affine. Now assume that F;» = T o F, o S for affine permutations S, T. Since Fj is affine
on Hp and Hji, the function Fy, must be affine on each of the affine hyperplanes S(Hp) and
S(H1). Then,
S({Ho, H1}) = {Ho, H1},
thus, we have S(H;) = H;4. for some ¢ € Fy. Furthermore, Fj, and Fr, each map H;
bijectively onto itself. Hence T'(H;+.) = T(Fr(S(H;))) = Fr/(H;) = H;, which means T
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preserves the two hyperplanes when ¢ = 0 and interchanges them otherwise. Therefore S and

T must have the form
S(z,y) = (Px+yp+a,y+o),

T(u,v) = (Qu+wvg+bv+c),
where P, Q € GL(n,2),p,q,a,b € Fy and ¢ € Fa. There are two cases.

(1) ¢=0, then T o Fy, 0 S(x,0) = (QPx + Qa + b,0) and Fr/(x,0) = (x,0) force QP = I,.
With the same method for (z,1), we get T ((L + I)(Px 4+ p+ a)) = ((L' + I)z, 1), which
gives QUL+ I)P=L"+1.

(2) We can obtain L' + I = P~Y(L + I)"!P for the case of ¢ = 1 with the same reason.

O

B.3 Proof of Corollary 6

Proof Since every 2-bit permutation is affine, we can assume G(y1,y2) = (y1,y2) and A(y) = y2.
Then the affine terms of H(y1,y2) = ho + y1h1 + y2h2 + y1y2h12 can be removed by an affine
transform of the output. Thus, every functions in (n,2) decomposition can be affine equivalent
to F(z,y1,y2) = (¢ + y2L(x) + y1y2h12,y1,y2). By grouping « = (x,y1), this becomes

F(z,y2) = (Jc—!—ygz(l‘),yz) with L(z) = L(z,y1) = (L(z) + y1h12,0). Hence rank(L) <
n < n + 1, and therefore, such functions can be reduced to the form (u + H(v), é('v)) by
Corollary 4, as ker(z) #0. O
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