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Abstract—Linear correctors reduce the bias of random bits
via parity (XOR), but their guarantees are known mostly for
independent bits, an assumption violated by many physical
entropy sources. We give a fully general, exact formula for the
parity bias of dependent bits from a (hidden, possibly non-
homogeneous) Markov chain, as a product of twisted transfer
kernels. Under next-bit unpredictability, i.e. conditional bias at
most [, the decay is governed by [ itself: sharp for a one-bit
context, | bias| < B8"/21 and near-optimal for an m-bit context,
within a factor 3!/ &~ 1.44 of the best possible per-bit rate,
which is at least 8'/(™*V (attained by a noisy LFSR) and
asymptotically equal to it as 5 — 0. Against the best previous
bound (Zhou and Bruck, ISIT 2011) we correct the exponent and
tighten the bound on n bits by a factor of about 21"~1)/2] /B,
with a matching construction. The decay is non-monotone, so a
corrector should be certified at every operating length, or via
the envelope (8 fn/21, Finally, bounded memory is necessary: if
unpredictability is imposed on the full history, XOR-ing does
not reduce the bias at all.

Index Terms—randomness extraction, bias correction, Markov
chains, XOR correctors, linear extractors

I. INTRODUCTION

Linear correctors use the parity (XOR) of bits to reduce their
bias. Proposed by Dichtl [[1] as a lightweight remedy for biased
physical randomness, they remain a standard post-processing
step in hardware random number generators, for example in
FPGA TRNGs built on XORed ring oscillators [2f], or, in the
form of Toeplitz hashing, high-throughput quantum RNGs [J3]].

Yet rigorous guarantees, needed for security, are almost
entirely limited to independent bits: the classical Piling-up
Lemma [4] gives the geometric bias-decay rate for indepen-
dent coins, and the follow-up literature largely keeps that
assumption [5]-[8]]. Raw bits from physical sources are not
independent, however: in popular entropy sources, such as
thermal noise in free-running ring oscillators, the sampled
phase performs a random walk [9], and oscillator noise is
often exponentially correlated (Ornstein—Uhlenbeck) [10], so
the output is naturally Markovian.

This gap between what theory guarantees and what prac-
tice assumes motivates a problem of both practical interest
(TRNGs) and foundational interest (parity as the bias of a
sum of dependent bits):

Research question. How effective is parity in removing
bias for Markov sources, hidden or directly observed?

We close this research gap by computing the exact parity
bias under (hidden) Markov dependencies, and the worst-case
decay rates when the next-bit bias is bounded by .

A. Our Contributions

Throughout, we study bits X; = f(6;) obtained from a
first-order Markov chain (6;) on a countable state space. This
covers a chain observed directly (# = X, f = id), a chain of
order m (the state is the context of m previous bits, f its last
bit), and hidden chains with post-processing f. Of interest
are sum parity S, = X; & --- & X,, and particularly their
bias bias(S,,) = E(—1)°~. The source quality is quantified by
its next-bit bias 3, |E[(—1)%¢ | <,_1]| < B, where 8 = 0
corresponds to a fair coin and 5 = 1 is deterministic; all rates
below are stated in terms of 3. We obtain the following results:

1) Generating function for general Markov sums.
For first-order sources (any state space, possibly non-
homogeneous), the probability generating function fac-
torizes into twisted kernels used as transfer matrices;
order-m chains are first-order on their contexts
[rem III.1] [Theorem A.I):

i=1

Here  is the initial-state row vector, P(*) the chain’s
transition matrix at step ¢, and 1 the all-ones column
vector. For ¢ = —1 and homogeneous chains the parity
bias is the compact matrix power bias(S,) = 7K"1
with K = PZ_ (Theorem III.6). For hidden sources, a
two-sided next-bit bias B2 on the middle bit given both
neighbouring states gives |bias(. X;,)| < ﬂQL(q_l)/QJ
for any ¢ selected positions ; this cor-
rects the exponent in Zhou and Bruck’s [11]] Lemma 7
(Theorems 1IT.4] and [[IL.3).

2) Exact dynamic for binary sources. For a binary first-
order Markov chain the twisted kernel is 2 x 2, and
the Cayley-Hamilton relation K? = 7K + I (with

tr(K), A = —det(K)) gives a Fibonacci-type

recursion with an explicit Binet formula, also for co-

inciding eigenvalues (Theorems 111.8| and [[TL.10):

bias(S,) = A\F,—1 + F), bias(S1),
TFn_l ol /\Fn_g.

T =

F, =
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The bias vanishes at the geometric rate p(K)™, up
to a factor of n + 1. If the next-bit bias is at most
B, then |bias(S,)| < B["/2], attained for every n
(Theorem IIL.1T).

3) Near-optimal per-bit rate for bounded memory. For
order-m chains with next-bit bias at most 3, the spectral
radius of the twisted kernel, which governs the per-bit

decay of the parity bias, obeys (Theorem III.15]
p(K) < min {1, ((m+1)8)" "},

The parity bias of a noisy linear-feedback-shift-register
(LFSR [12])) decays at exactly 8/ (m+1) per bit
[rem TIT.13), so no bound in terms of 3 can beat this rate;
ours is within a factor (m+1)Y/(m+1) < 31/3 ~ 1.44 of
it for every m, hence of the best possible rate. Moreover,
p(K)™ 1< 31+ O(3/ 7)) (Theorem L13). s0
the rate is asymptotically exact.

4) Memory is necessary: we show that when next-bit
unpredictability is imposed on the full history, XOR-ing

does not reduce the bias at all (Section III-D).

B. Related Work

Independent inputs. XOR-ing for bias reduction goes back
to Davies [13]]; linear correctors were formalized by Dichtl [/1]]
and analyzed for independent bits by Lacharme [5] and Zhou
and Bruck [6], and, most recently, by Skorski, Soto and
Giinli [8], who give exact formulas and near-tight distance-
to-uniformity bounds via code weight enumerators. All these
results reduce to the parity biases bias(c-X') of the input, which
factor for independent bits by the Piling-up Lemma [4]]; the
missing ingredient for dependent inputs is precisely the parity
bias, which we compute for Markov sources.

Dependent inputs. Zhou and Bruck [6], [11] give the
best previous bound for Markov sources: for hidden Markov
sources, including order-one chains with Pr(x; | x;—1) €
[%, 1"2'5 ], their Lemma 9 (Lemma 7 in the extended version)
claims | bias | < e(9=1/2 for ¢ bits, with e = 23/(1+ 32). We
improve this in three ways: (i) the exponent is false in general
Theorem IIL.5), and we prove the correct one, |(¢ — 1)/2]

Theorems 111.7] and [[I1.4); (ii) for binary chains the base
23/(1 + (%) improves to 3 and the exponent (¢ — 1)/2 to

n/2] on n consecutive bits, a gain of about 2("~1/2/3
; (iii) the resulting bound [ m/2] for n consecutive
bits is sharp (Theorem TLTT]).

Simion [[14] gives an exact 4 x 4 matrix expression for
the parity of a binary homogeneous chain, which is a special
case of our recursion; it yields no decay rates and no higher-
order or non-homogeneous chains, and two of his closed
forms are Wrong On the negative side, Kukorelly [15] shows

that the piling-up approximation can be far off for arbitrary
dependence. Extraction from Markov sources by non-linear,

IThe closed forms in cases 2 and 4 of [[14] Sec. 2] are inaccurate: for
x1 = x2 they carry a spurious factor 27", and for coinciding eigenvalues
the coefficient 2n — 3 should be n; the correct expressions follow from

Theorem III.8

TABLE I
WORST-CASE BIAS | bias(Sy, )| OF Sp, = X1 @ - - - @& X,, WHEN THE
NEXT-BIT BIAS IS AT MOST 3; FOR ORDER m, THE DECAY RATE PER BIT.

Reference Result

Memory
n

none (i.i.d.) Piling-up Lemma [4]
order 1 Theorem II1.11 B("/ 2] (sharp)

1 1
Theorems I11.13| and [[I1.15| rate € [37+T ,31/33m+T]
Theorem III.17 3 for every n

order m
unbounded

variable-length procedures (von Neumann, Elias, Peres, Blum)
is classical [[16]—[22]; we analyze fixed-rate linear correctors,
preferred in hardware.

Markovian counting processes. Edwards [23] derives the
generating function of the number of ones in n bits of a binary,
homogeneous, first-order chain. Its value at z = —1 is the
parity bias only in this special case, which is our m = 1 binary
setting, and parity is not studied there. Our
covers arbitrary state spaces, hidden and non-homogeneous
chains, and (via the state of m bits) any order m.

II. PRELIMINARIES

The bias of a binary random variable Z is bias(Z) =
Pr(Z = 0) — Pr(Z = 1) = E[(—1)7]; it determines the law
of Z. For independent X;, parity multiplies biases (Piling-up
Lemma [4]): bias(€D; ; X;) =[], bias(X;).

For a source (X,,)n>1 with (possibly hidden) state 6, the
next-bit bias is

p =

sup  [E[(-1)*" | ],

n>1,0<n_1
that is, Pr(X,, = z | f<,—_1) € [%, #], B =0 is a fair
source and 8 = 1 a deterministic one. For observed sources
6 = X, and conditioning on the whole history gives Santha—
Vazirani sources.
A binary first-order chain has transition matrix P =

0 1= with holding probabilities 61,02 € [0, 1].
1—4 09

III. MAIN RESULTS

We go from general to specific: the generating-function
identity and its order-m form, the solved one-bit case, rate
bounds for bounded memory, and the barrier for unbounded
memory. summarizes the worst-case bias of the XOR
of n bits with next-bit bias at most 3. Proofs and secondary
results are in the appendix.

Intuition. XOR-ing independent bits multiplies their biases.
With memory, a bit may encode the parity of its predecessors:
one twisted step does not contract (||K||oo = 1), and for m = 1
only a pair of steps does, by a factor 5. An order-m chain can
turn the parity of m + 1 consecutive bits into a single fresh
noise bit, hence one factor 3 per block of m + 1 bits, and
with unbounded memory the last bit can absorb the parity of
all earlier ones, leaving bias [ for every n.



A. Generating-Function Identity

Let (0;);>0 be a first-order Markov chain on an arbitrary
state space © with (possibly time-dependent) kernels P(*) and
0o ~ m, and let X; = f(0;) € {0,1}. For t € C, the twisted
kernel is K\ = PWZ, with Z, = diag(t/): one step of
the chain, weighted by ¢¥X¢ of the state reached. At t = —1
we write K() = K, Z = Z_; and o = (—1)f, so that
K®(6,d0") =P (6,do") o(").

Theorem III.1 (Generating function of hidden Markov
sources). With the notation as above,

EtXt X — 7K KM
In particular bias(S,,) = 7K ... K1,

The identity follows by induction on n: conditioning on 6

and using the Markov property gives E[tX1T+Xn | ] =
K B[t X | 6] (Section A).

Corollary IIL2 (Bounded two-sided noise). In the setting
above, suppose that for some 5 € [0,1] and all times
i < j < k (including the last time),

[E[(=1)% | 6, 61]] < Bo. (1)

Then |[KWKGHD|| o < By for all § > 2 (for j =1 if Oy is
included), and for any positions i1 < --- < ig,

| bias (éx) [ <y,
j=1

Unlike the next-bit bias [, the two-sided bias (5 also
conditions on a future state; for hidden chains no bound on /3
alone suffices (Section IIT-D).

The proof idea is as follows: two consecutive twisted kernels
average a middle bit given both neighbours, so they contract
by 2, and every second selected position costs one factor 5.

Remark 111.3 (Relation to Zhou and Bruck [11]]). Their model
is the hidden Markov source X; = f(6;), with the noise
hypothesis (T)) (parameter e) imposed for all ¢ < j < k < n in
Lemma 9 of the ISIT paper [6]] (and & < n in Lemma 7 of the
extended version [11]); it is the hypothesis of
Under this hypothesis, (I)) charges every pair of neighbours
at its worst case, giving @(‘H)/ 2] (it conditions on both
neighbours, so the last selected bit of an even-size set is not
covered), whereas they claim the stronger éqfl)/ 2, which
shows is false in general. For a first-order
binary chain (# = X, Pr(X; | X;—1) € [%,#]) their
assumption holds with 85 = 23/(1 + 3?), whereas the exact
value is ||K?||o = 8, attained for §; = Jo (Cayley—Hamilton,
K? = 7K + AI). For n consecutive bits their claimed bound
exceeds ours by the factor (2/(1 + ﬁQ))(nil)/zﬁ’l (n odd;
B~1/2 in place of 5~ for n even), about 2(»~1/2 /3 for small
B: for B = 0.1 and n = 9 it is 1.5 - 1073 against 1075,
Our bound is attained for every n (Theorem IILTT), theirs for
none, and for observed chains ours needs only the causal next-
bit bias 3, whereas their hypothesis also conditions on future
states.

Corollary II1.4 (Zhou and Bruck’s Lemma 7, Corrected). Un-
der the hypothesis of [11] that | Pr[z;, =1 6;,,6;,]— 4| < &
Sor all iy < iy < i3, [Theorem IIL.2\ with B = e gives, for any
selected positions i1 < -+ < ig,

‘pr [@gﬂ i, = 1} _ %( < Lella-vr2),

Proposition IIL.5 (Lemma 9 of [6] (Lemma 7 of [I1]]) is
false as stated). Let A,C be independent fair bits and let
(z1,22,23) = (A, C, A) with hidden states 61 = A, 05 =
(A, C), 03 = A. This hidden Markov source satisfies the noise
hypothesis of [11]] with e =0, yet 1 & x3 =0, so |Pr[x1 &)
x3 = 1] — %’ = % > %elm for every e < 1, contradicting
their lemma for q = 2. The same holds for every length n > 3
and under either index convention (Section D)); for odd q the

two exponents coincide, so the correction concerns even q.

We now specialize to homogeneous order-m binary chains,
the setting for the rest of the paper.

Any order-m chain is first-order on its length m contexts
s = (81,...,8m) with f(s) = s,, (the last symbol), so

applies. Its kernel is P(s,s’) = Pr(z | s) if
s = (s2,...,8m,x) and O otherwise. With Z, = diag(¢°™)
and Z = Z_1, the twisted kernel is K = PZ, i.e. K(s,s') =
(=1)*P(s,s) CD7Fb: in terms of the next-bit bias
bs = E[(-1)X | s].

Corollary III.6 (Homogeneous order-m chains). For a ho-
mogeneous order-m chain with initial context law m and
Sn, =i, X, (at t = —1 only its parity matters),

Et5" = 7 (PZ,)"1.
Att=—-1, for S, =X18---& X,
bias(S,) =7 K"1,
bias(S,, | co) = (K"1),,,
and for the parity S = S, ® wt(co) that includes the initial
context, with D = diag ((—1)"*)),
bias(S;") = r DK"1.
B. One-Bit Memory: Exact and Sharp Results
We turn to the exactly solvable case of a single bit of

memory (m = 1), where [l'heorem III.1|specializes to a closed-

form recursion and a sharp rate.

Corollary IIL.7 (One-bit memory). For a homogeneous chain
on {0, 1} with P in holding-probability form,

01 —(1- (51)>
—5, )
bias(S, | Xo = z) = (K"1)_,
bias(Xo & S,,) = 7ZK"1 (X ~ ).
This is for m = 1; it is proved in

in two ways, by induction and by linear algebra over the
augmented (X, S,) chain.

We now use a more convenient parametrization of P by the
balance 7 and the correlation ), in which the next-bit bias is



|7] + |A| and the parity bias obeys a Fibonacci-type recursion.
With the next-bit biases b, = E[(—1)X"+1 | X,, = 7], ie.
bop =201 — 1 and b; = 1 — 209, put

T:tI'Kitslf(SQ:ibO;rbl,

2
)\:—detK:51+52_1:@’ (2

so that b, = 7 + A(—1)": 7 is the average next-bit bias, and
A, the part that depends on X,,, is the lag-1 autocorrelation
under the stationary law. The next-bit bias of the chain is § =

max, |by| = 7|+ [A], i.e. at most B iff 61,0, € [152, H2].

Theorem IIL.8 (Recursion and Binet representation, from X7 ).
Let S, = @, X; (with Sy := 0, so bias(Sp) = 1). Then

bias(S,,) = 7 bias(S,_1) + Abias(S,—2), n>2, (3)
bias(S,) = A\F,—1 + F,, bias(S;), n>0, (@

where Fy =0, F1 =1, F,, = 17F,,_1 + AF,_o, with A\F_1 .=
1, is the generalized Fibonacci sequence for T, \.

The proof uses Cayley—Hamilton’s formula K? = 7K + I,
replacing matrix powers with a two-term recursion.

Corollary III.9 (Two Extreme Chains). Two special cases
highlight the distinct roles of T and \: the correlation \ alone
gives the square-root rate |/\|1/2 per bit, while the balance T
alone gives the independent rate |7|.

Balanced chain, 7 = 0. Here F,, = AF,,_2, so F5, = 0 and
Fopi1 = \*. The above Binet formula then gives

A\"/2 bias(Sp), n even,

bias(S,,) =
f2s(S) {M"l)/? bias(S1), n odd.

So |bias(S,)| = |\|"/? for even n; for a stationary start,

bias(S1) = 0 and the odd-step bias vanishes identically.
Memoryless chain, A = 0. The recursion collapses to

bias(S,) = 7 bias(S,,_1), giving bias(S,,) = 7" bias(Sy) —

exactly matching the piling-up lemma.
The eigenvalues of K give the exact asymptotics.

Theorem II1.10 (Spectral formula ). Let 11,12 be the (possi-
bly complex) eigenvalues of K (the roots of t> — 1t — X\ = 0),
ordered so that p = || > |n2|, and, assuming p > 0
(otherwise K? = 0 and all biases vanish for n > 1), set
h:=mna/m. Let £, = 3.1, h'. Then for S, = @, X; and
every n > 1,

max | bias(S,, | Xo = z)| = p"|Zn| + p" T, — 1
and in particular, denoting E,, = p"(p + |Z,]),

En, )

—— < max|bias(S, | Xo=2)| < (1 4+ p)E,.

[ < maxbias(S, | Xo =) < (14 )
Theorem III.11 (Optimal Bounds). For every binary Markov
chain and every initial distribution of X,

| bias(S,)| < max | bias(S,,)| = [|[K"1||s < 821 (5)

The same bounds hold for Xy @ S,,. The bound is attained for
every n by 61 = do = % and deterministic X.

(a) equal holding probabilities (b) unequal holding probabilities

—e— 6,=0.52,6,=0.05
~» 6,=06,6,=0.15
A+ 6,=0175,6,=0.05

1073 4

|bias(S)]|
Y
-

0 5 10 15 20 0 5 10 15 20
n (XOR-ed steps) n (XOR-ed steps)

Fig. 1. Decay of | bias(Sy )| with the number of XOR-ed steps, for chains

with equal (left) and unequal (right) holding probabilities (d1,d2), starting
from Xg = 0.
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Fig. 2. Spectral radius p(K) in terms of the two parametrizations: balance—
correlation (7, A) (a) and holding probabilities (61, d2) (b).

Remark 111.12. By Cayley-Hamilton | K?| o < |7| + |A| = 8
while ||K|lc = 1, so every two XOR-ed bits cost one factor
(. Independent bits of bias at most 5 give 5"; memory one
costs a square root in the per-bit rate, 3"/ shows
the oscillating decay); e.g. for 3 = 0.1 and n = 8 bits, 1078
becomes 10~%. The bound depends only on 3, i.e. on the
worst-case conditional min-entropy 1 — log, (1 + 3).

The decay is not monotone: in panel (b), | bias(S,,)| drops
to 0.04 at n = 1 and rebounds to 0.41 at n = 2. Hence a
guarantee at one length does not extend to others: a corrector
that looks safe at one n can fail at the next, so one should
certify the whole trajectory n +— bias(S,,) over all operating
lengths, or rely on the envelope 5/"/21, as in cryptographic
evaluation.

[Figures 2]and [3|show how p and the leading constant depend
on the parameters.

C. General Order-m Chains: Rate Bounds

For general memory m, no longer reduces to

a simple closed-form rate; we bracket the per-bit rate, governed
by the spectral radius of K, between a lower and an upper
bound.

Proposition IIL.13  (Lower bound). Let X; =
(EB;;?m X;) ®¢e; for i > 1 with independent €; of bias



bias(Sp)/p(K)"

I 10!

L 100

signed ratio

I—loo

Fig. 3. Leading constant C, = bias(Sy)/p(K)™ (signed), for n = 10 and
Xo =0, over (d1,62).

B (a noisy LFSR [12|] with all-ones taps) and initial context
X i1 == Xo = 0. Then bias(S,,) = pl"/(m+11,

Here the XOR of any m + 1 consecutive outputs equals one
fresh noise bit ¢;, so each block of m + 1 bits costs one factor
B; unlike in correlation attacks [24]], where noise corrupts the
observed output, it enters here through the feedback.

Proposition I11.14 (Elementary upper bound). For every
order-m chain and every n > 0, |bias(S,)| < L/ (m+1)]
with v = (1 + B)"™*! — 1 =~ (m + 1)8, and the same bound
holds for S,

Idea: split K = Ko + B with K{'"" =0 and || B~ < 8,
and expand K™*! binomially.

Proposition IIL.15 (Spectral radius via nilpotence). Let L =
m + 1. For every order-m chain, every eigenvalue n of K
satisfies

" < B+ Inl+ -+ [nl*1).

Hence p(K) < r., the unique nonnegative root of r* = B(1+
r+ -+ 17 (for B = 0, K is nilpotent and p(K) = 0),
and

p(K) < min{1, (LB)Y*} < 313811 < 1.443 8V L.

If . < 1, then moreover p(K)Y < B/(1 —r.), so p(K)L <
B(1+0(BYE)) as B — 0.

With (noisy LFSR, bias decaying at exactly
B/ per bit), the optimal per-bit rate lies between 5/~ and

(LB)YE: within a factor L'/F < 3Y/3 ~ 1.44 for every m
and 3; as # — 0 the refined bound p(K)* < B(1+0(B"1))
of makes the rate asymptotically exact. The
proof uses the resolvent of the nilpotent part of

K in place of the binomial expansion behind
and plays the role of Cayley—Hamilton for m = 1.

Conjecture II1.16. For every m > 1 there is (3,, > 0 such
that for all B < B,, and all order-m chains with |bs| < 5,

p(K) < Y40 equivalently the sharp per-bit rate is
Y+ " attained by the noisy LFSR of [Theorem II1.13

Numerics over all sign patterns by, = +£3 give
sup p(K)™*1 /8 = 1.000 for m = 2, 3, attained by the noisy

LFSR which also explains why the threshold 3,,
is needed).

D. Finite Memory is Necessary: Santha—Vazirani Barrier

Call a process a Santha—Vazirani source with bias g if
E[(-=1)% | X.,]| < B almost surely for all n: the
conditioning is on the whole history, as opposed to a bounded
context; let SV(3) be the class of such sources. Parity filters
then fail.

Theorem III.17 (Parity filters fail on Santha—Vazirani
sources). Let A C N be finite and nonempty, and let j =
max A. Then

max ‘ bias ( X4> =0,
(X1)ESV(B) g% !
independently of |A| and of the positions in A. The maximum
is attained by a source that is fair at every position except j.
In particular sup | bias(S,,)| = S for every n > 1.

Corollary III.18 (Linear correctors do not help). Let G €
F5*" have a nonzero row and Y = GX, and let Asp(Y) =
%Ey |Pr(Y = vy) — 27%| be its statistical distance from
uniform. For every 3 € (0,1) there is a Santha—Vazirani
source with bias 8 and Asp(Y) > B/2 and max, Pr(Y =
y) > 27F(1 + B), ie. Hyo(Y) < k —logy(1 + B). Hence the
min-entropy deficiency of the output is at least that of a single
raw bit, for every n and every G.

The extremal source copies the parity of the earlier bits of A
into X, so it needs memory spanning A; for order-m chains
gains come only from disjoint blocks of m+ 1 bits, one factor

3 per block (Theorems II.13| and [[II.13); with unbounded

memory there is none.

IV. CONCLUSION

We gave a fully general, exact formula for the parity
bias of Markov sources via twisted kernels, bias(S,) =
7K ... K1, and near-optimal decay rates under next-
bit unpredictability: the sharp bound 5/"/2! for first-order
binary chains, whose decay is non-monotone (certify every
operating length, or use the envelope), and a rate within a
factor 3'/3 ~ 1.44 of the best possible one for order-m chains.
We correct the exponent of the lemma of Zhou and Bruck and
tighten their bound on 7 bits by about 2L("=1)/2] /3 with
a matching construction; and bounded memory is necessary:
under full-history unpredictability, XOR-ing gives no gain.

Next comes total variation distance for multi-bit outputs
Y = GX, via the standard XOR lemma: our formula al-
ready gives the parity biases of arbitrary supports (via the
subsampled chain), and what remains is to bound them sharply,
aggregate them over a code, and settle the sharp rate for

higher-order chains (Theorem TIT.16).
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APPENDIX

A. Proof of [Theorem III.

Proof. Let vi,(0) = E[t*TTXk | gy = 6] for the chain
started at 0y = 6 (with the kernels shifted accordingly). Then
vg = 1, and conditioning on #; with the Markov property
gives vy 1(0) = [PO(0,d0") 7O i (), ie. vgyy =
KM oshift Hence v, = KM+ K{™1 and Et¥1++X0 =
7vy,. For a fixed kernel this reads vy, = KF1. O

B. Proof of [Theorem III.

Proof. Fix positions i1 < --- < i4 and let (); be the transition
kernel of the subsampled chain from ¢;_; to ¢; (the product
of the P() over the gap), and M; = Q,Z.
applied to the subsampled chain gives bias(P; Xi;) =
E[o(0;,) (M- -+ My1)(6;,)]. For consecutive factors, the
Markov property gives the conditional law of the middle state
¢ = 0;, given its neighbours § = 6;, | and 6" = 0 and
therefore

(M;M;41)(0,d0") = 0 (0") (Q;Qj+1)(0,d0" ) E[a(8) | 6,0"].

By (1) this is at most S2(Q;Q;+1)(6,df”) in absolute
value; integrating over 6" gives ||M;M;i1]lcoc < B2. Group

ij410

Msy--- Mg, into [(¢ — 1)/2] such pairs, plus at most one
leftover factor of norm < 1. Since |o| = 1, the bound
follows. O]

C. Proof of [Theorem I11.4
Proof. Immediate from [Theorem II.2} with bias(Y) =
E[(-1)Y] = 1 —2Pr[Y = 1], [Pr[Y = 1] - 1| =

2
3 bias(Y)] < 38571/, O

D. Proof of [Theorem TIT3]

Proof. For n > 3 let A,Cs,...,C,_1 be independent fair
bits, with hidden states 6; = A, §; = (A4,C;) for 1 < j < n,
and 0,, = A, and bits 2y =z, = A, z; =C;for 1 < j<n
(for n = 3 this is (A, C, A)). The states form a first-order
Markov chain (carry A, redraw C; at each step, finally forget
(), and each z; depends on the past only through 6,_1, so
this is a hidden Markov source in the sense of [11]. For every
i < j < k with 1 < j < n, the bit ; = Cj; is independent
of (0;,0), which only involve A and C;, Cy with i,k # j;
hence Prlz; =1 6;,0;] = 1 and the hypothesis holds with
e = 0, whether the triples are required to satisfy i3 < n
(as in [11]; for n = 3 there are none) or only i3 < n. But
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T1Px, =0 1dentlcally, so with ¢ = 2 the deviation ‘ Pr[z, &
Tp =1]— | =3 exceeds the claimed el/ 2 for every e < 1.
The proof of thelr Lemma 7 condmons on 6;,,6;,,... and
uses the hypothesis to make z;,,x;,,... fair; for even ¢ the
last selected bit has no right neighbour among the selected
positions, and the end bits z1,x, are never the middle of a
triple, so nothing controls them. O

E. Proof of [Theorem III.6

Proof. We expand the expectation over all paths and recognize
each path weight as a product of entries of K. Let ¢ be
the context after k& fresh bits, with ¢y the initial context, i.e.
ci—1 shifted with x; appended. The path z;., has probability
m(co) [Ty Pr(zk | cx—1), since x;, depends on the past only
through cj_;. The parity of the fresh bits is [ _, (—1)**,
hence

bias(S,) = Z Z H )%k Pr(ag | cp—1).
co T1,...,Tn k=1
Each factor is one entry of K: (—1)% Pr(xy | cx—1) =
K(cg-1,c) (equivalently, Pr(z | s) = & gives
(~1)"Pr(z | s) = EL*P) The map (xl,...,mn) -

(c1,...,¢pn) is a bijection onto the paths from c¢g with valid
transitions, and K vanishes on all other pairs of contexts,
so the inner sum equals > . IThe, K(ce—1,cx)
(K™1)(co). Averaging over ¢y gives bias(S,) = nK"1.
The parity S;© carries the additional sign (—1)"*(¢0), which
gives TDK™1. For time-dependent transition laws the same
argument yields the product KiK., ---K,,. The generating
function is the homogeneous case of which is
for the first-order chain of contexts. O

F. Proof of |Theorem III.

Warm-up (m = 1: one-bit state and identity emission). Let

St :=Xo® - ® X, (for m =1 this is S, ® wt(cg)) and

al(-z) := Pr(S; =4, X,, = j). We prove by induction that
(o3 o

The base case n = 0 holds by inspection. For n > 0:

N

&)~ o) = nz(PZ)".

n n n—1 n—1 n—1 n—1

ago) a(1 3 = (a 6,0 ) ag 0 ))po 0+ (a((m - a§ 1 ))p1,0,
n n 1 n—1 n—1 1

a’((J 1) g 1= (a((JT,Lo ) 0(1 0 ))po,l - (a((m ) a(1n1 ))P1,1

This gives the recurrence with matrix PZ. Since bias(S;7) =
(al) — 5”3) + (a(()nl) ai’ff), this gives bias(Xo @ S,,) =

@0,0

7TZ(PZ)”1 Taking 7 = J, and multiplying by (—1)* =
bias(Xo | Xo = z) yields bias(S,, | Xo = z) = (K"1),. O
Proof 1 (Induction, all orders). Let Sjl' = Xo+ -+ X,

(integer sum; its parity is the S;" above) and agla) =Pr(S} =

s, 6, = 0). Put AUV (t) = Sagfe) t%; for t = —1 this is
a(()"a) - agne) after reducing s mod 2. We prove by induction
that

(A5 (1), = 72, (PDVZy) - - (PMZ,).

The base case n = 0 holds by inspection: S (6p), so
Aéo) (t) = 7otf ). For n > 0, conditioning on 6,,_; and using
X, = f(0,) gives:

n n—1 n
o =20 5000 PO,
hence
AS () = 7O ST ATV (1) P (6,0),
9
which gives the recurrence with matrix K,E") = PMWZ,.

Since E 5+ S, A (M), we get EtXo+S
7Zi(PMZy)--- (P™MZ,)1. Taking 7 = &y and dividing
by t/(® (an identity of polynomials in t) yields E[ts" |

b = 0] = (PWZy)---(PMZ)1),. At t = -1,
Z_, = Z = diag(o) and K = PWZ, so bias(X, @
S,) = 7ZK®...KM™1 and bias(S, | 6y = 60) =
(K(l) e K(”)l)g. O
Proof 2 (Invariant Subspaces). Let S}t = @}_, Xy and
Up = (X,,Sh).

Step 1 (Markovian Augmentation). Augmenting the chain with
the cumulative XOR preserves the Markov property: since
Pr((zn,yn) | (Tn-1,Yn-1)) = Pr(z, | xpn-1) - [yn =
Yn—1 D T, ], the process {U,} is Markovian with transition
matrix

01 0 0 1-6
B 0 01 1-6; 0
Py = 1—6, 0 0 s | ©
0 1—46s P 0
where rows and columns are indexed by (X,,S}) €
{(0,0),(0,1),(1,0),(1,1)} in lexicographic order.
Step 2 (Marginalization). For initial distribution 7y on Uy,
bias(S;") = myPRv, wv=1[1,-1,1,-1]" (7

Step 3 (Invariant Subspace Reduction). The 4 x 4 matrix
powering above reduces to a 2 x 2 one. The subspace H =
{r € R*: 2y + 22 =0, v3+ 24 = 0} is invariant under Py .

With v; = [1,—1,0,0]T, vy = [0,0,1,—1] " spanning H, and
T = [1}1,1}2,?}37’04] for V3 = [1717070}T’ Vg = [O7Oa151]T’
we have the block decomposition
01 01 —1 0 0
1-94 -4 0 0
-1 _ 2 2
PuT=1", 0 61 1-6 ©
0 0 1—4 09

Since v € H, we can restrict to the upper-left 2 x 2 block,
which is K = PZ with Z = diag([1, —1]), giving

bias(S) = mur[v1 va](PZ)" G) , Pr

Xo0,S¢

9

TU =

For S = Xy (the case of interest), 7y = (o, 0,0,71) and
7y vy va] = (mp, —m1), which gives the claim.
]



G. Proof of

Proof. By Cayley—Hamilton, K?> = 7K + M, so K" =
7K"~! 4+ AK" 2 for n > 2. Multiplying by 7 on the left and
1 on the right and using bias(S,,) = 7K"1 (Theorem III.6)
gives the recursion. Put a, = bias(S,), and let F_; be a
formal symbol with AF_; := 1, so that I} = 7Fy + AF_;
holds without dividing by A. Then ag = 1 = A\F_;+ Fpa; and
a1 = AFy+ Fyaq, and both a,, and \F,,_1 + F,a; satisfy the
same second-order recursion, so they agree for all n > 0. [J

H. Proof of |Theorem 1I1.10
Proof. By Cayley—Hamilton, K" =
(K1), =7+ (=1)*\. Hence

F,K + \F,,_11I, and

bias(S,, | Xo = ) = Fry1 + (—1)"AF,,
and hence also

mgx\bias(Sn |X0:$)| = |Fn+1|+|>‘|'|Fn|a (10)

Let 71,72 be the eigenvalues ordered such that p = || >
|7727\L. Let h = ]172 /m and denote ,, = >_;'_ h*. Then F,, 41 =
Sho s " = 0, 50 [Fopa| = p"[Ea| and |F,| =
p" B0 1l Also A = —mna = —nih so [A] = p?|h| and
¥, =1+ h¥,_1; hence |N|F,| = p" 1%, — 1| and

max | bias(S,, | Xo = )| = "] + p" [, 1]

The two-sided bound follows from |3, — 1| < |¥,| + 1 and
|En| + |Zn - 1| > 1

p"(p + [%n)
1+p
O

L Proof of

Proof. Since bias(S,,) = 7K"1 is linear in the row vector 7
(the law of Xj), its maximum over the probability simplex
is attained at a vertex, i.e. a point mass; this gives the first
equality in (3), max, | bias(S,)| = | K"1] -

Each row of K has absolute entries summing to Pr(0 |
x)+Pr(l | z) = 1, s0 | K||o = 1, and in particular | K1||o, =
max{|bo|,|b1|} = B. By Cayley-Hamilton, K? = 7K + AI
with 7 = tr K, so

K2 [loo < 7] [Klloo + Al [Tl = |7] + [A] = B,
Then submultiplicativity of || - ||, for n = 2m:
K" 1l < K]l < 8™,
and for n = 2m + 1:
K" 1o = K> (K1) [l < [IK?[[2 K1l < 5™

Both cases give ||[K™1]||o, < 3"/21.

For equality, take 0; = 8y = =2 and X, deterministic:
then 7 = 0 and K2 = AI with |\| = 3, so every entry of K"1
has modulus exactly 31"/21. Finally, for Xo & S,, the bias is
7ZK"™1 with ||7Z||; = 1, so the same bounds apply. O

< max|bias(Sy | Xo = 2)| < (140)p" (p+Zal)For n = dL + r,

J. Proof of [Theorem III.

Proof. Each block of m + 1 consecutive bits X;_,,,...,X;
(¢ > 1) has parity ¢;, which is independent of the past and has
bias 8. Tile X_,;41,..., X, by such blocks from the right
end; this leaves r = (n 4+ m) mod (m + 1) < m leading bits,
which lie in the initial context and are 0. The |(n+m)/(m+
1)] = [n/(m + 1)] blocks have independent parities €;, so
the bias is g/ (m+11, O

K. Proof of [Theorem T T4

Proof. Use the induced norm ||Aflo = max, ), [A(s,s')|.

On a valid transition s — s’ = (sa,..., $m, ),

K(s,s') = (=1)" Pr(z | ) = SH40 = Ko (s, 8')+Bl(s, 8),

with Ko(s,s’) = (—1)*/2 and B(s, s") = bs/2 (both zero off
valid transitions). Each state has two successors, so ||Ko||oo =
1 and || B||oo < 8. The absolute entries of a row of K are the
two probabilities Pr(z | s), so ||K|oo = 1.

Let L = m+1. An entry of K& sums over paths emitting L
bits. The final context fixes only the last m bits, so for fixed
start and end contexts the first emitted bit is free; the two
choices have equal magnitude and opposite sign and cancel.
Hence K} = 0. Expanding (K, + B)’ into ordered products,
the pure K term vanishes, and a product with j > 1 factors
B has norm at most 37 ((?) such products), so

L
K e <3 (f)ﬁ — (1At 1=n.
j=1

0 < r < L |K'1ll[x <
IR 1K o1l < 417, as K7l < 1. Since
bias(S,) = mK"1 and bias(S;}) = 7DK"1 with 7 a
probability vector and |D||o = 1, the claim follows. O

L. Proof of [Theorem 1.
Proof. Use the splitting K = Ky + B from the proof of

Theorem II1.14f K& = 0, |Ko|l = 1 and || B/ < 3. The
case 8 = 0 gives B = 0, so K = Ko, K¥ = 0 and p(K) = 0;
assume 3 > 0.

Step 1 (Resolvent of the nilpotent part). Let Kf = nf with
f # 0; for n = 0 there is nothing to prove. Then (nI—-Ky) f =
Bf. Since Ké = 0, the Neumann series [[25] terminates:

L—1
(L —Ko) ™' => n 'K,
k=0

as multiplying by nI — Ky telescopes to I — n~IKJ = L
Hence

L—1
f= Z n *IKEBY.
k=0
Step 2 (Norm bound). By submultiplicativity |[KE||o <1, so

L
I£lloe < B 117" [1f oo

k=1



Dividing by || f||c and multiplying by |n|* gives |n|* < B(1+
In| 4 -+ + [n|*~1). Equivalently, nI — K = (nI — Kq)(I —
(nI — Ko)~'B) is invertible whenever 55 v_, |n|™* < 1.

Step 3 (The scalar root). The map r — 1 — 62521 rF s
strictly increasing on (0, c0), from —oo to 1. It therefore has
a unique zero r,, and Step 2 says it is < 0 at r = |n|. Hence
In] < 7. and p(K) < r,.

Step 4 (Explicit bounds) Also p(K) < [[K]|oo = 1. If r, <1,
then r =0 Z]<L ri < LB.If r, > 1, the monotone map of
Step 3 is negative at r = 1, i.e. LS > 1. In both cases p(K) <
min{1, (LB)*/L}. The function ¢ + t/* increases on (0, e)
and decreases on (e, 00), and 21/2 < 3'/3, so maxpey LY/ F =
31/3 < 1.443. Finally, if 7, < 1 then rf = 3. rl <
B/(1 — ). Since r, < (LB)'/F, this gives p(K)* < B(1 +
O(BY%)). O

M. Proof of [Theorem III.17]

Proof. Upper bound: let g = E[(—1)%/ | X_,],
Then | bias (@;c4 Xi)| = |E[(-1)Piemvn Xig]| < E|g|
. Lower bound: let Pr(X; = 0 | X;) = § for i #
and Pr(X; = 0 | Xoj) = (1 + B(-1)Picarin X)
(452, L52]. Then E[(-1)"% | X;] = B(—1)Picarin X+ and

the parity has bias . O

N. Proof of [Theorem I11.1§]

Proof. Apply to the support A of a nonzero
row: the corresponding output bit Y7 has | bias(Y7)| = 8, so

Asp(Y) > Asp(Yr) = /2, and some value y; has Pr(Y; =
y1) = 2 summing over the 2¥~! completions, some y has
Pr(Y =y) > 2~ (k=D 18 O

O. Further Bounds
P. Order-m Chains: Numerical Evidence

Numerical evidence: maximizing p(K) over all sign patterns
bs = £ and random b, € [—f3, 8] gives sup p(K)™*1/8 =
1.000 for m = 2,3 at f§ = 0.02, attained by b, =
+3(—1)"*), which is the noisy LFSR. The threshold £, is
necessary: for m = 2 and 8 = 0.5 the chain b = 5(1,—1,1,1)
has p(K) = 0.831 > (/3 = 0.794, where p is the largest
root of % = pn? + w(n + 1) (the crossover is at
B ~ 0.2). Moreover the bound |bias(S,)| < Al*/(m+bIl,
exact for m = 1, fails for m > 2: for m = 2, n = 4 the
maximum is about 1.532 for small 3.

Q. Non-Homogeneous Chains

Corollary A.1 (Generating function, non-homogeneous
order-m chains). Let m > 1 and let X_ 11, X _imy2,- .-
be a (possibly time-inhomogeneous) order-m Markov chain
on {0,1}. Let W; = (Xi—ms1,...,X;) € {0,1}™ for
i > 0, with initial distribution m™ and transition matrices
PO PR . and let S, = Y, X; (So := 0). Let
Z, := diag (t'aSt C)) for a formal variable t, where last(c)
is the last bit of c. Then

E(t5 | Wy = co) = (P(l)Zt Pz, 1) ,

Co

E(t9) =7 PWZ,-. . PMZ,1

Proof of More generally, allow
X 41, X2, .- to be a  (possibly time-

inhomogeneous) order-m Markov chain on {0,1}. Denote
W, = (Xi—m+1,...,X;) taking values in {0,1}™ for
i > 0. Let 1 = (7¢,)e, be the distribution of Wy and
denote the transition probability of W; given W;_; by
PO = (P .)e._,.c.. That is, Wy, Wy, ... is a first-order
Markov chain on {0, 1}m with initial distribution 7 and
transition probabilities P P2

Recall S, = Y1 | X; (Sp := 0). Then (S,, Wy)n>0 is a
Markov chain on {0, ...,n}x{0, 1}™. Define the probabilities

al™ () =Pr(Sp =, W, = ¢ | Wo = o) .

C(]C

Let ¢ be a formal variable and define the matrix A(™(t) =
(Aﬁ’;) (t))co,c Of generating functions by

Z alye(9)

Then E(t5%) = WA(”)(t)l is the probability generating

A (¢

C()C

function of S,, and E(t%" | Wy = ¢o) = (A (£)1),,. We
show by induction on n that
AM (@) =pPWz,...PMZ,

where Z; is the diagonal matrix with (Z¢). . = tlast(e)  where
last(c) € {0,1} denotes the last bit of c.

For n = 0, we have AES?C( t) = agg)C(O) = [¢p = ¢], hence
A (t) = I is the identity matrix (corresponding to the empty
matrix product).

Now let n > 1. Since X,

W1 gives the recurrences

= last(W,,), conditioning on

ay( Z o D) - P if last(c) = 0,
agy).(7) Zaiﬁc” —1)-P%)if last(c) = 1.
Therefore,

P(") 75Iast(c) )

Ag)L?c Z Aco c’

In matrix form, this reads A (t) =
proves the claim by induction.

In the homogeneous case P(Y) = P, substituting t = —1
gives Z_; = Z and A (—1) = K", so bias(S,) = TK"1,

recovering [Theorem 111.6 O

Corollary A.2 (Non-homogeneous extension, m = 1). For
m =1 (W; = X;) and Xo ~ w, [Theorem A.llatt = —1
gives, with the product ordered left to right,

AC=D ()P Z,, which

bias(S,) = [ [(PPZ)1

.

@
Il
-

(an

bias(Xo ® S,,) = PYZ)1

_::3
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