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Abstract

Individual cryptography (Dziembowski et al. Crypto’23) and complete knowledge
(Kelkar et al. CCS’24) aim at constructing protocols that ensure that some individual
party must know a secret value in the clear, and so the computation cannot have
been “outsourced” to an MPC computation. Two central primitives are proofs of
complete (or individual) knowledge, which enforce that some party actually knows
the secret witness, and secret sharing with snitching, which enforces that whenever
the secret is reconstructed, some party must learn a certificate of this fact.

The instantiations proposed by both papers (Crypto’23 and CCS’24) ensure that
to compute a proof or reconstruct the shared secret, a large number of hash function
evaluations is necessary. Thus, at least one party must compute many of these “in
the clear” (and not via MPC) and from the hash function inputs one can extract
the secret (in the random oracle model). In practice, they suggest using Bitcoin
mining hardware.

Sequential proofs of complete knowledge have recently been proposed, which use
proofs of sequential work to enforce that the hashes are performed sequentially. As
a consequence, it suffices to require a much smaller number of hashes, and thus such
primitives can be implemented on standard hardware.

Unfortunately, this approach does not work for primitives like secret sharing, as
one would need to efficiently sample the challenge for the sequential computation
together with its solution. In this work, we leverage ideas from time-lock puzzles
to overcome this issue. We construct secret sharing with snitching and encryption
with self-incriminating proofs where reconstruction/decryption is sequential.

∗Most of this work was done while the author was at ISTA.
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The security of our scheme relies on a new knowledge assumption, which in-
formally states that whenever parties that hold secret shares of an RSA modulus
N = pq jointly compute 22T mod N for some large T (too large to perform a se-
quential computation of length T in MPC), then at least one of them must have
learned a multiple of N .

1 Introduction
A proof of knowledge [BG93] convinces a verifier that the party that created the proof
had access to a secret witness. Formally this is argued by the existence of an extractor
that, given black-box access to a prover, can learn the secret. In practice, a prover might,
however, be able to compute a convincing proof without actually knowing the secret. For
example, the secret might be secret-shared among many parties, who then run a secure
multiparty computation (MPC) protocol to compute the proof of knowledge, without any
single party actually knowing the witness. Another possibility is to embed the secret in
some trusted hardware, which restricts the way in which that secret can be used. For
example, if the secret is a signing key, it might be possible to only sign particular messages
(or the secret can only be used to compute a proof of knowledge).

Being able to perform actions without actually knowing the secret, which one would
intuitively assume is required, undermines the security of many use cases. For example,
to prevent vote selling in blockchains, the signing key used for voting is also linked to
collateral set up by the voter, so that knowing the key can be used to withdraw the
collateral. Intuitively, this should deter a rational voter from “selling” their secret key.
This strategy fails if the seller supplies the key via an MPC protocol that allows signing
votes, but not withdrawing the collateral.

(Sequential) proofs of complete/individual knowledge. Two concurrent papers
tackle this issue using the terms individual cryptography [DFL23] and proofs of complete
knowledge [KBD+24] (PoCK), respectively, to refer to settings where we want to guarantee
that a single party holds some secret “in the clear” instead of multiple parties jointly
holding it via MPC. Both papers also discuss many real-world settings where such a
guarantee is required.

Both works propose a similar mechanism to construct proofs (or signatures) of indi-
vidual/complete knowledge. The general idea is to force a prover to make a huge number
of hash queries. These hash queries require inputs, and from a small fraction of these
inputs, one can efficiently extract the secret. More concretely, in [KBD+24] one must
hash many triples (a, c, z) of a sigma protocol with the same a but different challenges c.
Sigma protocols have the property (“special soundness”) that from any two tuples with
the same a but different c one can extract the secret. Thus given only two hash-function
inputs, one can extract the secret.

The number of required hashes is chosen sufficiently large, so that it is completely
infeasible to evaluate a significant fraction of these inputs entirely within MPC. Thus at
least one party must have seen some inputs in the clear, from which the secret can be
extracted. In other words, since an extractor exists, the party must have “known” the
secret. To implement such schemes, [DFL23] and [KBD+24] suggest using (outdated)
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Bitcoin mining hardware, which is specially designed to evaluate a massive number of
SHA256 hashes at minimal hardware and electricity cost.

Recently sequential proofs of complete knowledge (SPoCK) have been proposed
[DHP26]. In their construction, one must compute many hashes in a sequential way. As
the depth of a computation is the major limiting factor for multiparty computation, one
can choose the required number of hashes in a SPoCK much lower than in a standard
PoCK, thus making this primitive available on standard hardware. The idea behind the
SPoCK construction in [DHP26] is to take a PoCK similar to the one from [KBD+24], but
embed the hash queries into the computation of the proof of sequential work from [CP18].

Secret-sharing with snitching. Apart from primitives that ensure that some secret is
held in the clear by one party, individual cryptography [DFL23] suggests another type of
primitive. In the setting where some computation is performed by multiple parties who
hold shares of a secret, we need to ensure that whenever the parties compute a value that
depends on the secret, at least one of the parties learns a certificate for this fact.

The most basic such primitive is secret sharing with snitching (SSS) [DFL23,DFLM24,
BDF+25]. In the simplest n-out-of-n case, there are parties A1, . . . ,An that do not all
mutually trust each other, in the sense that for every party Ai, there’s at least one Aj

where Ai would prefer to “punish” Aj if it can profit from doing so.
An SSS scheme is an n-out-of-n secret-sharing scheme, where a dealer splits the secret s

into shares s1, . . . , sn, and party Ai receives share si. The additional security requirement
is that whenever the n parties try to learn anything about s, at least one party will learn
a certificate of this fact.

This is useful if we want to disincentivize the parties from reconstructing the secret
when they should not, e.g., before some protocol-specified event happens. For example,
the secret could be a testament, and the dealer only wants it reconstructed after death.
To achieve this, one would set up the sharing in a way such that whenever the secret is
reconstructed too early, some party Aj gets a “snitching proof”, which it can then use
to “snitch” on another party and receive some reward, while the party that was snitched
on will lose their collateral. We stress that it is not sufficient to punish reconstruction
of the entire secret; the parties should also be disincentivized to use secure multiparty
computation to compute a function of s or to just learn one bit of information that
depends on s.

Self-incriminating proofs. This is another powerful primitive in the same spirit,
introduced by [CDF+24]. Here A1, . . . ,An hold shares of a decryption key for some
public-key encryption scheme. The primitive ensures that, given a ciphertext, whenever
the parties try to learn anything about the underlying plaintext, then one party will learn a
certificate of this fact. This is motivated by its application to encrypted mempools [RK23]:
in modern blockchain consensus protocols, transactions are included in new blocks by
“validators”. However, by knowing the transactions before they are included, the validators
can mount “front-running attacks” by including their own transactions in the block
before the ones received (cf. MEV attacks [DGK+20]), which can generate profits for the
validators.

An approach to preventing this is to encrypt the broadcast transactions and only
decrypt them once the block is part of the blockchain and so it is too late to mount an
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MEV attack. For this, the decryption key is distributed among parties and the assumption
is that a certain fraction will behave honestly. However, if they are all rational and an
attack results in profit, they would simply all collude and thresholdizing the decryption
process does not help. If the validators, however, do not trust each other (in particular,
they fear being snitched on by others), then decryption with self-incriminating proofs
disincentivizes decryption before the protocol specifies it.

In the context of blockchains, rewarding the snitcher can easily be realized via a smart
contract: the validators first deposit some collateral into the contract. If a snitching proof
is submitted to it together with a wallet address (before the time when decryption should
take place), then the contract transfers the collateral to the given wallet.

1.1 Overview of our contribution
Sequential secret-sharing with snitching. All existing constructions of SSS [DFL23,
DFLM24,BDF+25] rely on hash functions and use the same basic idea outlined above. The
reconstruction procedure is defined so that it requires a huge number of hash evaluations,
while from a small number of hash function inputs, one can learn a snitching proof.

In this paper we ask whether we can make reconstruction sequential so we get improved
security in the same way SPoCK improve on PoCK. Unfortunately, the blueprint from
[DHP26], which embeds the computation into a proof of sequential work (PoSW), does not
transfer to our context. The reason is that during the sharing phase we need to sample a
PoSW puzzle and its solution. Unfortunately, no PoSW supports this, so computing the
solution requires an expensive sequential computation (in contrast, it is easy to sample a
PoW puzzle and solution efficiently without performing a lot of work).

One might object that we could simply allow the sharing phase to perform the expensive
sequential computation to find the PoSW solution, but this does not work. The reason is
that in SSS the dealer itself is untrusted, so it cannot perform the sharing solely on its
own (otherwise, a malicious dealer could trivially snitch on honest parties). So sharing
must happen entirely inside MPC to protect against a malicious dealer (or via a more
elaborate sharing protocol [BDF+25]). Thus, if we were using PoSW, we would arrive at
a contradiction: We need the sequential computation to be long enough that it essentially
cannot be computed within MPC by the shareholders, but at the same time the dealer
must be able to perform it in MPC to share the secret.

Our construction using RSW time-lock puzzles. Instead of PoSW, we turn to
another primitive from timed cryptography, namely the original time-lock puzzles from
Rivest, Shamir and Wagner [RSW96]. Crucially, these allow us to sample a puzzle and
solution efficiently without a long sequential computation.

In these time-lock puzzles, the challenge is an RSA modulus N = pq and one must
compute 22T mod N for some given large T . As the party that sampled the challenge
knows the factorization N = pq, they can efficiently compute the solution by first
computing the group order φ(N) = (p − 1)(q − 1), then e = 2T mod φ(N) and finally
2e mod N = 22T mod N with one simple exponentiation modulo N . It is conjectured
that without the factorization of N , given N and T , computing 22T mod N requires T
sequential squarings modulo n, i.e., the only way is to compute 2, 22, 223

, 224
, . . . , 22T

modulo N .
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In our SSS scheme with a sequential reconstruction phase, to share a secret, we
first sample N = pq, and then compute y = 22T mod N . The shared random secret is
then defined as s = Hash(N, y). We use a standard n-out-of-n secret-sharing scheme to
compute the shares N1, . . . , Nn ← Share(N) for the n parties. The scheme will output
some additional values that facilitate the snitching functionality, which we will ignore for
now.

Note that sharing a secret does not require T sequential steps, which is important
as it is not executed by the dealer, but must be run within an MPC protocol between
the dealer (who learns s) and the parties (who each learn their share Ni). The dealer
can then use s to encrypt the actual secret they want to share. To reconstruct s, the
parties A1(N1), . . . ,An(Nn) first reconstruct N , then compute y = 22T mod N and finally
s = Hash(N, y).

The choice of T depends on the application. We want to choose T large enough, so
in the time frame relevant for the application, the only way to compute 22T mod N is
for some party to learn N , or some multiple αN of it, in the clear. Note that a party
having αN can compute y′ = 22T mod αN . Once y′ is known, the parties can compute
22T mod N = y′ mod N within an MPC protocol.

Our main assumption is thus that whenever the parties learn any information about
the secret, some party knows a multiple of N . The main challenge is to devise a way by
which we can use this value to compute a snitching proof, which we outline below.

Choosing T . For the testament application discussed above, the time-frame where we
want to prevent reconstruction without a party learning a snitching proof is years, or
even decades, so we need a rather large T . At the same time, in this application it is
acceptable if the honest reconstruction, i.e., when given N in the clear, can take some
time, hours, or even days. As a rough estimate, with T = 232 and a 2048-bit modulus, it
takes around one hour on standard hardware to compute 22T mod N . For the mentioned
application to prevent MEV attacks, the reconstruction must be much faster, but here
the relevant time-window is also just seconds or minutes, not decades.

Adding a snitching proof. Since knowing (a multiple of) N allows for computing
the secret, our approach is to check whether a snitching proof π is a multiple of N . To
this end, we consider a small RSA subgroup of unknown order [Gro05]. In particular, we
sample an RSA modulus R := PQ with the following structure: P and Q are primes of
the form P := 2ap + 1 and Q := 2bq + 1 where a, b are appropriately large integers, and
p, q are primes. This structure ensures that the RSA group Z∗

R has a unique subgroup
of order N = pq. Let g be a generator of this subgroup, and publish (R, g). It is then
possible to check whether a snitching proof is a multiple of N , as one can verify that
π = αN by checking whether gπ ?= 1 mod R.

One might be concerned that the public information R and g reveal information about
N . This is captured by the order assumption, which states that given R and a (random)
element g it is computationally hard to find (a multiple of) its order. The order assumption
is implied by the factoring assumption [Mil76, Sho97], or by the strong RSA subgroup
assumption [Gro05].
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Summary of our contribution. We give the first secret sharing with snitching scheme
based on guarantees from sequential computation. Sequentiality is useful as computational
depth is what makes MPC expensive. Our scheme is based on the RSW time-lock
puzzle [RSW96], making it also the first individual cryptography primitive whose hardness
is not based on hash functions.

We justify that “snitching” is possible in our scheme under a new knowledge-style
assumption, while both privacy and soundness (i.e., honest participants cannot be falsely
accused) hold under existing standard assumptions. Making a new knowledge-style
assumption seems necessary as individual cryptography is a new model, which calls for
new kinds of assumptions. We hope that our assumption receives more scrutiny and
cryptanalysis, and that it finds use in other areas within individual cryptography.

1.2 Other related work
Strong secret sharing with snitching [BDF+25] extends SSS [DFLM24] by allowing for
an arbiter as part of the adversary, which is able to compensate parties in case they
get punished. Additionally, they strengthen the notion of punishability in order to
disincentivize self-punishment.

Traceable secret sharing introduced by Goyal et al. [GSS21], later refined [BPR24] and
revisited [GJP26], aims to address the problem of “selling” one’s shares using a recon-
struction box (i.e., using tamper-proof hardware or an obfuscated program). Traceability
guarantees that one can provably identify the parties that were involved in creating the
reconstruction box, given black-box access to the box. This line of work does not consider
attacks leveraging MPC, however.

Deniable secret sharing introduced by Canetti et al. [CDK+25] extends secret sharing
in a different manner: instead of proving participation in reconstruction, the aim is to
make this participation undetectable. This undetectability has to hold even with regard
to the adversary that gathers the shares to reconstruct.

Rational secret sharing [HT04] considers the converse problem: it studies how share-
holders can be incentivized to reconstruct a secret. In particular, they show that standard
reconstruction protocols are not incentive-compatible with rational agents, as they would
rather wait to receive other shares before sending their own.

2 Preliminaries

2.1 Notation
We denote the security parameter by λ. We use y ← Alg(x) to denote the output of a
randomized algorithm, and y := Alg(x) to denote the output of a deterministic one; more
generally := denotes assignment and = equality. We define [n] := {1, . . . , n} and for a set
S of size |S| = n denote its elements by S1, . . . , Sn. To sample an element uniformly at
random from S we write s←$ S.

We abbreviate (probabilistic) polynomial time by (P)PT, and use the shorthand negl(·)
for a negligible function. Hash is a hash function, which we model as a random oracle. We
abbreviate random oracle (model) by RO(M). Euler’s totient function is denoted by φ(·).
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2.2 Adversarial model
We consider a distributed adversary A := (A1, . . . ,Aℓ) for ℓ ∈ N that consists of multiple
PPT sub-adversaries A1, . . . ,Aℓ. These sub-adversaries participate in an interactive
protocol Π, for which by Π(1λ, x; y1, . . . , yℓ)→ o we denote that this protocol on shared
input x, and private inputs y1, . . . , yℓ outputs o. We put no restrictions on Π, so it may
be an MPC protocol that reveals no information apart from its output. The view of
sub-adversary Ai in Π is denoted by view(Ai). It contains Ai’s inputs, its random coins,
and all messages it has received in Π.

2.3 Secret sharing
Our construction uses an information-theoretic protocol for secret sharing, e.g., Shamir’s
scheme [Sha79].

Definition 1 (Secret sharing). Let 1 ≤ t ≤ n. A secret sharing scheme SSt
n is defined via

a tuple of PPT algorithms (Share, Reconstruct) and a secret space S:

• Share(1λ, s) → (s1, . . . , sn) takes as input a secret s from the secret space S, and
outputs n shares.

• Reconstruct(1λ, s1, . . . , st)→ s takes as input t shares, and outputs a secret s.

A scheme SSt
n must satisfy the following properties:1

• Perfect correctness: For any s ∈ S and I ⊆ [n] with |I| ≥ t, it holds that

Pr
[
s = s′

∣∣∣∣∣ (s1, . . . , sn)← Share(s)
s′ ← Reconstruct(sI1 , . . . , sI|I|)

]
= 1.

• Perfect privacy: For any unbounded adversary A and any I ⊆ [n] with |I| < t it
holds that

Pr

s∗ = s

∣∣∣∣∣∣∣∣
s←$ S

(s1, . . . , sn)← Share(s)
s∗ ← A(1λ, sI1 , . . . , sI|I|)

 ≤ 1
|S|

.

2.4 Number-theoretic assumptions
Definition 2 (Prime sampler). For ℓ ≥ 1, a prime sampler Prime(1λ, ℓ) → (p1, . . . , pℓ)
denotes an algorithm that samples ℓ random, distinct λ-bit primes.

To facilitate snitching, we will work in a small RSA subgroup of unknown order. The
following defines how we generate a group Z∗

R together with a generator g of a small
subgroup of order N = pq. Given g and an integer M , one can check efficiently whether
N |M since gM = 1 mod R if and only if N |M . To see this, consider M = kN + d for
an integer k and 0 ≤ d < N ; then gM = gd = 1 mod R if and only if d = 0 as it is strictly
smaller than g’s order.
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SubgroupGen(1λ) :

01 // Sample RSA modulus
02 While P not prime or Q not prime:
03 (p, q)← Prime(1λ, 2)
04 (a, b)← Prime(12λ, 2)
05 P := 2ap + 1, Q := 2bq + 1
06 R := PQ
07
08 // Find generator of subgroup
09 While gp = 1 mod R or gq = 1 mod R:
10 z ← Z∗

R

11 g := z2ab mod ϕ(R) mod R
12 return (p, q, P, Q, g)

Figure 1: Generation of a (small) RSA subgroup.

Definition 3 (Subgroup sampler). SubgroupGen outputs p, q, P, Q and g such that g
generates a subgroup of Z∗

P Q of order pq. It is defined in Fig. 1.

Note that for g := z2ab we have that gpq = z2abpq = z(P −1)bq = 1 mod P and similarly
gpq = z2abpq = z(Q−1)ap = 1 mod Q and by the Chinese remainder theorem the order is a
divisor of pq. Since p and q are distinct primes, the check gp = 1 mod R ensures that the
order is not p or 1, while the check gq = 1 mod R ensures the order is not q. Hence g has
order N , as desired.

The following assumption implies privacy and punishability of our scheme. It is implied
by the strong RSA subgroup assumption [Gro05], as any M that’s a non-zero multiple
of the order of g gives the nontrivial root relation gM+1 = g, with root g and exponent
M + 1 > 1. It is also implied by the factoring assumption [Mil76, Sho97], as finding
an even order M of a random group element g implies that gcd(gM/2 − 1, R) yields a
non-trivial factor of R with good probability.

Assumption 1 (Order finding). We assume that for any PPT adversary A the following
holds:

Pr
M > 0 ∧ gM = 1 mod R

∣∣∣∣∣∣ (·, ·, P, Q, g)← SubgroupGen(1λ)
M ← A(1λ, R := PQ, g)

 ≤ negl(λ).

The sequentiality of our construction is based on the iterated squaring assumption
introduced in [RSW96]. In the algebraic group model [FKL18], the iterated squaring
assumption is implied by factoring [KLX20,Rot22].

1We often omit the input 1λ for brevity.

8



Assumption 2 (Iterated squaring). The iterated squaring assumption holds for Prime (cf.
Def. 2) if, for any PPT algorithm A with poly(λ) parallelism running in time less than T ,
it holds that

Pr
[
A(1λ, N)→ 22T ∈ Z∗

N

∣∣∣∣∣ (p, q)← Prime(1λ, 2)
N := pq

]
≤ negl(λ).

Remark 1. Strictly speaking, the iterated squaring assumption as in Ass. 2 does not hold.
Using at least T 2 parallelism, it is possible to compute 22T in time T/ log log T [BS07].
In practice, where, e.g., T = 232, this leads to a small 6× speed-up while requiring 264

parallelism, which is impractically large. Hence, for simplicity, we ignore the log log T
factor.

3 Random secret sharing with snitching

3.1 Definition
A random secret sharing with snitching scheme allows a dealer to share a random secret
with a set of parties. If the parties reconstruct the secret, at least one party can produce
a proof of this fact. This is the “snitching proof”. We model the existence of such a proof
by virtue of an extractor: Whenever the parties learn at least one bit of information about
the secret, we can extract a snitching proof from the view of one party (cf. “Punishability”
in Def. 4).

We require these proofs to be sound, that is, it is hard to accuse (i.e., “frame”) a party
even though they did not participate in the reconstruction (i.e., finding a valid “snitching
proof” for a party is hard unless the party participates). Apart from Punishability, we
want our scheme to be correct and private like a regular secret sharing scheme. Our
definition is inspired by the one given by Dziembowski et al. [DFLM24]. However, our
presentation deviates from theirs (for details, see § A).

Definition 4 (Random secret sharing with snitching). A t-out-of-n random secret sharing
with snitching scheme rSSS is defined via a tuple of (P)PT algorithms (Share, Reconstruct, VerifySnitch)
and a secret space S.

• Share(1λ)→ (s1, . . . , sn, vsni) outputs n shares s1, . . . , sn of a random secret s ∈ S
as well as some additional information vsni (used to verify snitching proofs).2

• Reconstruct(1λ, si1 , . . . , sit)→ (s, sni) takes as input t distinct shares, and outputs a
secret s ∈ S together with a snitching proof sni.

• VerifySnitch(1λ, vsni, I, sni) =: b takes as input the additional information vsni, a set
of indices I ⊆ [n], and a snitching proof sni, and deterministically outputs a bit
b ∈ {0, 1}.

An rSSS scheme has to satisfy the following properties:
2Share could also directly output s to the dealer; we omit it for readability. In this case, Hash should

be an MPC-friendly hash function if Share must be run in MPC due to the dealer potentially being
malicious.
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• Correctness: For any I, I ′ ⊆ [n] with |I| = |I ′| = t it holds that

Pr

s = s′

∣∣∣∣∣∣∣∣
(s1, . . . , sn, ·)← Share(1λ)

(s, ·)← Reconstruct(sI1 , . . . , sIt)
(s′, ·)← Reconstruct(sI′

1
, . . . , sI′

t
)

 = 1.

• Privacy: Let A be a PPT adversary. For any ℓ < t and any subset I ⊆ [n] of size
|I| = ℓ, we have

Pr

A
1λ, sI1 , . . . ,

sIℓ
, vsni, s(b)

→ b

∣∣∣∣∣∣∣∣∣∣∣∣

b←$ {0, 1}
(s1, . . . , sn, vsni)← Share(1λ)
s(1) ← Reconstruct(s1, . . . , st)

s(2) ←$ S

 ≤
1
2 + negl(λ).

• Punishability: Consider a distributed adversary (§ 2.2) A = (A1, . . . ,An). If

Pr


b∗ = b

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

b←$ {0, 1}
(s1, . . . , sn, vsni)← Share(1λ)
s(1) ← Reconstruct(s1, . . . , st)

s(2) ←$ S
b∗ ← Π(1λ, s(b), vsni; s1, . . . , sn)


:= 1

2
(
1 + η(λ)

)

for η(λ) > 0, then there exists a PPT extractor Ext such that

Pr



∃i ∈ [k]
I ⊆ [n] s.t. |I| ≤ t,

Ext(view(Ai))→ sni, and
VerifySnitch(vsni, I, sni) = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

b←$ {0, 1}
(s1, . . . , sn, vsni)← Share(1λ)
s(1) ← Reconstruct(s1, . . . , st)

s(2) ←$ S
b∗ ← Π(1λ, s(b), vsni; s1, . . . , sn)


≥ η(λ)− negl(λ).

• Monotonicity of VerifySnitch: If VerifySnitch(vsni, I, sni) = 1, then we also have
VerifySnitch(vsni, I ′, sni) = 1 for any I ′ ⊆ I.

• Unframability: Let A be a PPT adversary. For any i ∈ [n], we have

Pr

VerifySnitch(vsni, {i}, sni∗) = 1

∣∣∣∣∣∣∣∣
(s1, . . . , sn, vsni)← Share()

sni∗ ← A
(

s1, . . . , si−1,

si+1, . . . , sn, vsni

) ≤ negl(λ).
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3.2 n-out-of-n construction
We construct an n-out-of-n random secret sharing scheme rSSS in Fig. 2 with secret space
S := {0, 1}ℓ.

rSSS.Share uses SubgroupGen to sample two λ-bit primes p, q such that P = 2ap + 1
and Q = 2aq + 1 are 3λ-bit primes (for appropriate integers a, b), and g is a generator of
a subgroup of Z∗

P Q of order pq. Let N := pq; then the modulus N is secret-shared using
an information-theoretic n-out-of-n secret sharing scheme, such as Shamir’s scheme. The
random secret is defined as

s := Hash(N, 22T mod N). (1)

Note that Share can compute the order φ(N) = (p − 1)(q − 1), so the exponentiation
can be efficiently carried out by reducing the exponent 2T mod φ(N). The snitching
information output by Share is vsni := (R := PQ, g).

rSSS.Reconstruct is the honest reconstruction algorithm. It reconstructs N given the
parties’ shares, computes 22T mod N by iterated squaring and reducing modulo N in
sequential time T , and recovers the secret s as in (1). It returns s together with the
snitching proof sni := N .

rSSS.VerifySnitch takes as input the snitching proof sni together with the snitching
information vsni = (R, g) and checks if sni is a multiple of N by checking whether gsni = 1
mod R.

3.3 Handling malicious dealers
Sharing inside MPC. A malicious dealer may frame any party, since it knows the
snitching value N . One way to avoid this is by running rSSS.Share as an MPC protocol
between the dealer and the other parties. For this to work, computing rSSS.Share cannot
perform too much sequential computation. In our scheme, this is possible since Share’s
runtime is independent of the parameter T .

Independence of T enables running Share within MPC, but using off-the-shelf MPC
frameworks will be expensive in practice. While modern MPC protocols generate RSA
keys efficiently (e.g., [BDF+23]), they do not generate semiprimes with our required
structure (cf. Def. 3). While one could use the approach of [ACS02], it is unfortunately
less efficient than modern counterparts.

We suggest using offline precomputation for MPC, and also using shorter primes if the
application allows it; the only requirement is that factoring must take longer than the
punishability period needed by the application. Note that in this case, we advise using
the information-theoretic privacy technique mentioned below. We leave it to future work
to design an improved MPC protocol.

Alternative to sharing inside MPC. There is an alternative to running Share inside
MPC by the following protocol [BDF+25]: The dealer generates κ many SSS instances,
the shareholders privately fetch half of them (using MPC), and an overall snitching proof
is a sufficiently large set of instance snitching proofs for a subset of this half. A malicious
dealer cannot guess such a subset with high probability if κ is large.
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01 // Parameters
02 S = {0, 1}ℓ is the secret space
03 SS := SSn

n is an n-out-of-n secret sharing scheme (cf. Def. 1)
04 Hash : {0, 1}∗ → {0, 1}ℓ is a hash function modelled as a random oracle
05 T controls the hardness of the sequential computation
06
07 rSSS.Share()→ ((N1, . . . , Nn), vsni = (R, g)):
08 p, q, P, Q, g ← SubgroupGen(1λ)
09 N := pq, R := PQ
10 // Secret sharing
11 N1, . . . , Nn ← SS.Share(N)
12 y := 22T mod φ(N) mod N // this is efficient
13 // The secret is s := Hash(N, y)
14 Output (N1, . . . , Nn), and vsni = (R, g)
15
16 rSSS.Reconstruct(N1, . . . , Nn)→ (s, sni):
17 N := SS.Reconstruct(N1, . . . , Nn)
18 Compute y := 22T mod N using iterated squaring // this is slow
19 Output s := Hash(N, y) and sni := N
20
21 rSSS.VerifySnitch(vsni = (R, g), I, sni)→ {0, 1}:
22 If I ̸⊆ [n], or gsni ̸= 1 mod R, output 0
23 Else, output 1

Figure 2: n-out-of-n random secret sharing scheme.

While their protocol and analysis are tailored to the PoW setting, we believe that
their ideas can be adapted to our scheme. Since κ needs to be large, Share’s runtime being
independent of T is needed in order for the dealer to be practically efficient. We leave it
to future work to see if the ideas are indeed applicable.

3.4 Remarks and extensions
t-out-of-n secret sharing with snitching. We focus on the n-out-of-n case, since
prior work [DFLM24] has shown that any 2-out-of-2 secret sharing with snitching can be
generically compiled into a t-out-of-n one.

Non-random secret sharing. As mentioned above, the scheme can be easily trans-
formed to allow for a user-specified secret ŝ (instead of the randomly chosen s) by using s
as a one-time pad for ŝ.

Information-theoretic privacy. One can obtain information-theoretic privacy by
employing an information-theoretic secret-sharing scheme as follows: use the information-
theoretically secure secret-sharing scheme to share s1 together with our construction
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sharing secret s2, and define the secret s := s1 ⊕ s2. Breaking the computational secret-
sharing scheme (and thus obtaining information about s2) gives no information about
s.

Verifiable reconstruction. As written, we presume that rSSS.Reconstruct is run by a
single party in our scheme. This means that the other parties either need to trust this
party, or re-run Reconstruct themselves to verify the output (but this is costly due to the
iterated squaring).

Our scheme can be made verifiable by using a proof of exponentiation (e.g., [Pie19,
Wes20, HHK+22]): All parties reconstruct N on their own; then, one party computes
y = 22T mod N together with a proof that it performed the exponentiation correctly. The
other parties can then simply recover s := Hash(N, y).

Threshold encryption. Our rSSS can also be used to construct threshold public-key
encryption with self-incriminating proofs [CDF+24]. The high-level idea is using the secret
s as a key for a symmetric encryption scheme (so random SSS suffices) where the party
that encrypts a message acts as the rSSS dealer.

In more detail, we assume that the decrypters each have a key pair for a standard
public-key encryption scheme. To encrypt a message, the encrypter plays the dealer in
our random secret-sharing scheme with snitching: this yields shares s1, . . . , sn, a random
secret s and vsni; the encrypter then uses s as a symmetric key to encrypt the message,
yielding a ciphertext C; it then encrypts each share si under the i-th decrypter’s public
key, yielding Ci. The ciphertext is defined as (C, C1, . . . , Cn, vsni).

To decrypt a ciphertext, the decrypters first retrieve their individual shares of the
secret s from the ciphertexts Ci, and reconstruct s. Using s, they decrypt C, which yields
the message. Note that this scheme achieves the unframability notion defined in [CDF+24],
which assumes that the encrypter does not collude with decrypters to frame others. (The
authors also explain why this is a reasonable assumption in the intended applications to
blockchain protocols.)

4 Punishability of our scheme
We will now justify why we believe that our scheme satisfies Punishability. For this, we
will need to make some new assumptions, which are effectively knowledge assumptions
against resource-bounded adversaries, as required by individual cryptography.

Plugging the scheme from § 3.2 into the definition of Punishability in Def. 4 (for the
threshold t = n) leads to the following ad hoc assumption, which is thus equivalent to
punishability of our scheme.

Assumption 3 (Punishability of our scheme). Let SubgroupGen be a subgroup sampler
(cf. Def. 3) and SSn

n be an n-out-of-n secret sharing scheme (cf. Def. 1). Consider a
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distributed adversary (§ 2.2) denoted by A = (A1, . . . ,An). If

Pr


b = b∗

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

b←$ {0, 1}
(p, q, P, Q, g)← SubgroupGen(1λ)

N := pq, R := PQ

(N1, . . . , Nn)← SSn
n.Share(N)

s(0) := Hash(N, 22T mod N)
s(1) ←$ {0, 1}ℓ

b∗ ← Π(1λ, R, g, s(b); N1, . . . , Nn)


:= 1

2
(
1 + η(λ)

)

for η(λ) > 0, then there exists a PPT extractor Ext such that

Pr



∃i ∈ [k] such that
N∗ ← Ext(view(Ai))

and N | N∗

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

b←$ {0, 1}
(p, q, P, Q, g)← SubgroupGen(1λ)

N := pq, R := PQ

(N1, . . . , Nn)← SSn
n.Share(N)

s(0) := Hash(N, 22T mod N)
s(1) ←$ {0, 1}ℓ

b∗ ← Π(1λ, R, g, s(b); N1, . . . , Nn)


≥ η(λ)− negl(λ).

At the core of our justification of Ass. 3 lies the simpler assumption Ass. 4 stated
below. The primary observation is that Ass. 3 requires A to do better than guessing in
distinguishing whether it received a Hash(N, 22T mod N) or a uniformly random bit string.
In the random oracle model, to do better than guessing, A must at some point query
(N, 22T mod N) to Hash. This in turn means that it must have computed 22T mod N .

We now want to extract a snitching proof whenever A computes 22T mod N . Using
this value as a proof itself is not possible since A is a distributed adversary with access to
MPC, so A may compute 22T mod N and then hash it in MPC. Our idea is thus not to
use 22T mod N , but the modulus N itself as a proof.

This justification in the ROM leads to the form of our assumption given in Ass. 4
below, which is now a search assumption. It states that computing 22T mod N requires
one party to learn a multiple αN of the modulus (here α ∈ {1, 2, . . .}). This means that
αN can be extracted from some party.

Assumption 4 (The simplest assumption). If

Pr

22T mod N ← Π(1λ; N1, . . . , Nn)

∣∣∣∣∣∣∣∣
(p, q)← Prime(1λ, 2)

N := pq

(N1, . . . , Nn)← SSn
n.Share(N)

 := η(λ),
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then there exists a PPT extractor Ext such that

Pr


∃i ∈ [k] such that

N∗ ← Ext(view(Ai))
and N | N∗

∣∣∣∣∣∣∣∣∣∣∣

(p, q)← Prime(1λ, 2)
N := pq

(N1, . . . , Nn)← SSn
n.Share(N)

y ← Π(1λ; N1, . . . , Nn)


≥ η(λ)− negl(λ).

Justification of the simplest assumption. By the standard iterated squaring assump-
tion (Ass. 2), computing 22T mod N requires T sequential computation steps. Intuitively,
we think of it as T squarings modulo N . This is not strictly true in practice as an
algorithm could skip, e.g., every second modular reduction. Still, it is a useful intuition as
the algorithm cannot skip too many modular reductions, since the intermediate values
grow quickly.

We appeal to the iterated squaring assumption (Ass. 2) to justify that the entire
computation of 22T mod N cannot be carried out within MPC for reasonably set T .
For example, computing T = 232 squarings is practical on regular hardware, but seems
infeasible in MPC (e.g., requiring ≈ T rounds, or close to T bootstrapping operations for
MPC when based on FHE). As a consequence, most of the squarings need to be carried
out by a single party, outside of MPC.

One might expect that the party performing these squarings needs to learn N , but
this is not true. Computing 22T without any modular reductions is not possible, as it is
too large, but the modular reduction need not be modulo N . The parties could compute
a random multiple αN via MPC, publicly output this “blinded” modulus αN , and then
perform the expensive computation of 22T mod αN outside of MPC. The parties perform
a final modular reduction(

22T mod αN
)

mod N = 22T mod N

within MPC to recover the output. As a consequence of this, Ass. 4 only asks the extractor
to extract a multiple αN of N .

As established earlier, αN can now be used as the snitching proof.

Proofs of privacy and unframability. We defer these proofs to § B.

Usage of Artificial Intelligence. The text was written by the authors; LLMs (Codex
and Claude) were used for minor edits and literature search. Moreover, Codex suggested
the RSA moduli of [Gro05] as a way to make a preliminary construction of ours viable.
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Science Fund (FWF) [10.55776/F85]. This work was funded by the Vienna Science and
Technology Fund (WWTF) [10.47379/VRG18002] and [10.47379/ICT25-075].
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A Definitional differences to [DFLM24]
First, the definition of [DFLM24] explicitly models their resource assumption, that is,
random oracle queries that are either “fast” (and local), or “slow” (and private – via
MPC). Our definition does not prescribe the resource model.

Second, our definition of Unframability implicitly assumes that the dealer executing
Share is honest, whereas [DFLM24] allows it to be malicious. However, assuming an
honest dealer is without loss of generality since Share may be executed via MPC. Note
that, in fact, [DFLM24,BDF+25] rely on MPC to achieve Unframability against malicious
dealers.

Third, Dziembowski et al. explicitly consider trust assumptions by using the notion
of “coalitions”, i.e., parties that do not snitch on each other. They do so by having one
sub-adversary Ai represent one coalition that controls up to t− 1 shares. Punishability
then requires that the coalition of Ai is able to punish another coalition Aj. In contrast,
we only implicitly talk about trust assumptions, but our definition is essentially equivalent
to theirs. In our case, one sub-adversary Ai controls a single share, and our Punishability
notion states that at least one Ai can produce a snitching proof. Together with our
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Privacy notion, this implies that Punishability deters reconstruction as long as coalitions
are of size strictly less than t, like in the case of [DFLM24].

Lastly, we only consider a randomized secret-sharing scheme. This is easily turned
into a secret sharing scheme (where a given secret is shared by the dealer) by using s as a
one-time pad for the given secret.

B Proofs of other properties
So far we have argued why the scheme presented in § 3.2 fulfills Punishability. We now
prove the remaining properties.

Theorem 1. The scheme presented in Fig. 2 satisfies Correctness and Monotonicity of
VerifySnitch.

Proof. The former follows from correctness of SSn
n. The latter holds by construction.

Theorem 2. In the random oracle model, if order finding is hard (Ass. 1), then the
scheme presented in Fig. 2 satisfies Privacy.

Proof. Assume that A breaks Privacy of rSSS with probability 1/2 + η(λ). We construct
an adversary B using A such that B breaks the order finding assumption with probability
η(λ). B receives a modulus R and an element g and needs to output a multiple of the
order of g. It now simulates the inputs that A expects:

• sI1 , . . . , sIℓ
: Since |I| = ℓ < n, the values sI1 , . . . , sIℓ

do not reveal any information
about N by the perfect privacy of SSn

n. Thus, B can replace them with uniformly
random values.

• (R, g): B uses its input (R, g) as the verification information.

• s(b): B samples s(b) ←$ {0, 1}ℓ for b ∈ {0, 1}.

Then B runs A and answers A’s RO queries as follows: for any query of the form (N∗, ·),
B checks whether gN∗ = 1 mod R and N∗ ̸= 0. If so, it halts and outputs N∗; otherwise
it lazily samples the response r ←$ {0, 1}λ.

Now if A has a winning probability greater than 1/2, it must make a query of the
form Hash(N, ·), as otherwise s is independent of all inputs that A received. Therefore, if
A breaks privacy with probability 1/2 + η(λ), then B finds the order of g with probability
η(λ).

Theorem 3. If order finding is hard (Ass. 1), then the scheme presented in Fig. 2 satisfies
Unframability.

Proof. Assume that A breaks Unframability of rSSS with advantage η(λ). We construct
an adversary B using A such that B finds (a multiple of) the order of g with probability
η(λ).
B receives (R, g) and simulates the shares sj for j ∈ [n] \ {i} as in the proof of Thm. 2.

Now when A outputs sni∗, then B halts and outputs sni∗.
Whenever A wins Unframability, sni∗ ̸= 0 and gsni∗ = 1 mod R, and hence B finds a

multiple of the order of g with the same probability as A.
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