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Abstract. Ducas, Engelberts and Loyer (CRYPTO 2025) turned Wagner’s general-
ized birthday algorithm into a provable subexponential-time Gaussian sampler for
unstructured short integer solutions. Recent preprints of Han, Gao and Hu, and
of Chen, Jiang, Wang and Zhang, obtain low-sample decision learning-with-errors
algorithms from this framework. We extend it to module matrices over power-of-two
cyclotomic rings, for every residue degree of the prime modulus.

For fixed module ranks k,¢ > 1, let n = kd, m = (k + ¢)d, and suppose In(q/v/n) =
(Inn)®*T°W . For every fixed b, ¢, & > 0, we solve Module-SIS with coefficient infinity-
norm bound ¢/(Inn)® in worst-case time and space 2(1/)+On/Inlnn por matrix-
independent errors satisfying |le]| < oy/m with probability 1 — o(1) and In(2 4+ o) =
(Inn)?+t°® 0 < a < b, decision and search Module-LWE take 2(1/(2(b=@)+&n/Inlnn
Success is 1 — o(1) using only the given k + ¢ ring samples; error coordinates need
not be independent.

The structural ingredient is a Chinese-remainder-support uncertainty bound: the loss
of randomness of sparse dual labels is compensated by an arithmetic lower bound
on their length. Scalar row perturbations give search over the base field, and small
integer shears remove a singular-block loss. Projection, the Han—-Gao—Hu martingale
analysis, and a finite enumeration sampler give a common algorithmic framework.
We also prove sample-preserving scalar search-LWE and narrow Module-LWE algo-
rithms. In particular, for polynomial prime ¢ = et o> 1/2, one ring sample
and growing rank suffice for decision and search in time and space 2(1/2+&)n/Inlnn
when the sample supplies (14 0(1))n/Inlnn scalar responses. Here “narrow” restricts
both secret and error. Separate heuristic estimates in the model of Ducas, Engelberts
and Loyer suggest that Wagner-style attacks do not reach the NIST security targets
of ML-KEM and ML-DSA.
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Note on concurrent work. Gao, Han and Hu [GHH26] recently posted provable
subexponential algorithms for growing parameter families associated with the NIST
third-round lattice candidates, built on the same Wagner-style Gaussian sampling frame-
work [DEL25, HGH26]. Both works recover short secrets in families shaped like ML-KEM
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public keys in time 2(1/2+e()n/Inlnn " with different coordinate tests and geometric anal-
yses. Their module results assume a constant residue degree, and hence ¢ = Q(n). In
exchange, they allow errors that depend on the public matrix, such as rounding errors
and the compressed public keys of ML-DSA | and they also cover power-of-two moduli and
NTRU-type schemes. We allow every residue degree and all polynomial moduli ¢ = n”
with k > 1/2, give worst-case rather than expected bounds, and also treat Module-SIS
and Module-LWE with arbitrary secrets. The two works reach compatible conclusions
about the standards. [GHH26] states that its results do not reduce the concrete security
of the specified parameter sets. Our heuristic estimates (Appendix A) place Wagner-style
attacks well above the NIST security targets of ML-KEM and ML-DSA.

1 Introduction

The Short Integer Solution problem (SIS) [Ajt96] and the Learning with Errors problem
(LWE) [Reg05] underlie most of lattice-based cryptography. In SIS, one seeks a nonzero
short integer vector satisfying homogeneous linear equations modulo an integer. In LWE,
one is given linear equations with small errors and seeks either to recover the hidden vector
(search) or to distinguish these noisy equations from uniformly random data (decision).
Their module variants, Module-SIS (MSIS) and Module-LWE (MLWE) [LS15], replace
the uniformly random public matrix over Z, by a uniformly random matrix over the
ring R, = Z,[z]/(x% + 1). They are the problems underlying the NIST standards ML-
DSA [Nat24a] and ML-KEM [Nat24b]. Expanding every ring element into its coeflicient
vector turns an MSIS or MLWE instance of module rank k into an SIS or LWE instance
of dimension n = kd. The resulting matrix consists of negacyclic d x d blocks, so it is far
from uniform.

Wagner, BKW, and the sample-amplification gap. The Blum—Kalai-Wasserman
algorithm (BKW) [BKWO03] solves LWE by repeatedly combining samples that collide on
a block of coordinates. Wagner’s generalized birthday algorithm [Wag02] does the same on
the dual (SIS) side. With lazy modulus switching [AFFP14, KF15, GIMS17], Kirchner and
Fouque [KF15] claimed a slightly subexponential algorithm for LWE with narrow errors
and polynomial modulus from ©(n) samples. Herold, Kirshanova and May [HKM18] found
a gap in the sample-amplification step and could only repair it with ©(nlnn) samples.

Ducas, Engelberts and Loyer [DEL25] (DEL) isolated the Wagner step and recast it
as an approximate discrete Gaussian sampler on a chain of g-ary lattices. Each step lifts
Gaussian vectors to an auxiliary superlattice and subtracts pairs that lie in the same coset
(Figure 1). This avoids sample amplification and yields a provable algorithm for SIS®® with
norm bound ¢/polylog(n) in time exp(O(n/Inlnn)). DEL also explained why the sampler
does not directly give an LWE algorithm [DEL25, Sect. 4.3]. The small Fourier bias
requires much higher sampling accuracy than the SIS application, and at that accuracy the
coordinate superlattices (¢/p)Z® have an unfavorable smoothing bound [DEL25, Sect. 4.3].

Two recent preprints resolve this for unstructured LWE. Han, Gao and Hu [HGH26]
(HGH) use random prime-index superlattices %A p(a™), whose smoothing is much better,
and they analyse the Fourier test on the dependent output list by a martingale argument.
They obtain decision LWE in time 2(1/2Fe(M)n/Inlnn fr5m 5 4 ©(n/Inlnn) samples, and
more generally a modulus—error trade-off. Chen, Jiang, Wang and Zhang [CJWZ26]
(CIJWZ) work with the relation lattice of [—A | I;,] and solve decision binary LWE from
only n/Inlnn samples, in time 2(8+e(1)n/Inlnn

Structured matrices. All three analyses use the independence of the matrix entries
in an essential way. They bound the smoothing parameters of the lattices in the chain
by averaging over the matrix, and this averaging uses that A'a is uniform in LZg™"
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for every nonzero label a. HGH state that their analysis does not cover Module-LWE,
and they identify the algebraic dependencies as the main obstacle to any implication
for ML-KEM [HGH26]. For a module matrix the averaging genuinely fails. If ¢ splits
completely in R and a € R’; is nonzero modulo only one prime above ¢, then A’fex takes
only ¢ values instead of ¢‘®.

1.1 Contributions

In the parameter regimes below, we recover the same leading exponent as for unstructured
matrices, despite a weaker smoothing scale. Throughout, R = Z[x]/(z? + 1) with d a
power of two, ¢ is an odd prime, A € RSXUGM) is uniform, and n = kd and m = (k + ¢)d

are the scalar dimensions. All norms are coefficient norms.

Theorem 1 (Main results, informal). Fiz integers k,€ > 1, reals 0 < a < b, and £ > 0,
and let q be prime with In(q//n) = (Inn)?*t°M) . There are randomized algorithms that use
only the k 4 € given ring samples, succeed with probability 1 — o(1), and solve the following
problems.

1. Module-SIS*™ (Theorem 5): given A, find z # 0 with Az = 0 mod ¢ and ||z|lec <
q/(Inn)®, for any fized ¢ > 0. The worst-case time is 2(1/(2V)+&n/Inlnn,

2. Decision and search Module-LWE (Theorems 6 and 7): distinguish (A, Afs+e) from
uniform, and recover s. This holds for every secret, and for every error independent
of A with ||le|| < ov/m with probability 1 — o(1), where In(2 + o) = (Inn)*+°M) . The
worst-case time is 201/ 0—a)+On/Inlnn = ond there is no condition on the residue
degree of q.

For prime q = n*t°M) with k > 1/2 and bounded errors, all three running times are
2(1/2+§)n/lnlnn'

The Module-SIS output is also nonzero modulo ¢ and has Euclidean norm at most
vmq/(Inn)¢; see Corollary 5. No inhomogeneous-MSIS result is claimed.

Theorem 2 (Further results, informal). 1. Narrow Module-LWE with few samples
(Section 6). Let ¢ = n*t°M) with k > 1/2, let A € REXE with 1 < £ = O(k),
including ¢ = o(k), and let the combined secret—error squared norm be O((k + £)d).
Then decision and search MLWE can be solved in time 2(1/2+On/ Y " yhere T =
ki_;_gln(q/\/éid) — 00. For example, £ = 1 and k ~ Inlnn uses n/Inlnn scalar
samples and time 201/24On/mnn = por d — 1 this is unstructured narrow LWE; on

the common sublinear-sample regimes it improves the leading time-exponent coefficient
8 of [CIWZ26] to 1/2.

2. Search-LWE without an assumed reduction (Section 7). In every regime of [HGHZ26,
Thm. 4.2], the secret can be recovered from m =n + [n/Inlnn] samples within the
same leading time bound. HGH obtain search only by assuming a sample-preserving
search-to-decision reduction [HGH26, App. AJ.

Our running times are worst-case bit complexities; the prior-work bounds in Table 1 are
expected bounds. They are asymptotic statements about families with n — oo (and fixed
ranks in the main theorems). They do not establish an attack on the fixed parameters
of ML-KEM or ML-DSA. Appendix A gives heuristic estimates for the standardized
parameter sets; in the model of [DEL25], Wagner-style attacks remain well above the NIST
security targets.
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Table 1: Provable Gaussian-Wagner algorithms with polynomial modulus ¢ = n**°() and
narrow errors. “Samples” counts scalar samples (columns of the coefficient matrix). The
time column gives log, of the running time; prior-work bounds are expected and the new
bounds are worst-case. The slack £ > 0 is arbitrary. In the last row, T = kL-;-K In(q/v/0d).

Problem Matrix Samples log, time Source
SIS*, B8 = g/polylog  uniform 7+ w(;{) (% +0o(1)) sy [DEL25]
decision LWE uniform n + O(157) (53 +0o(1) i [HGH26]
decision binary LWE  uniform n/Inlnn (84+0(1)) 17  [CIWZ26]
search LWE uniform n + —— (3+&T— Thm. 9
MSIS®, 8 = g/polylog module (1 + %)n l+e)-t  Thm 5
dec./search MLWE module (14 ¢)n (% + &)1 Thms. 6, 7
narrow (M)LWE module (d, 1 <= 0(k) (5415 Thm. 8

1.2 Technical Overview

The chain of lattices. Write the coefficient expansion of a systematic module matrix
as A= [A"| I,] € Z3*™, and let A; be the g-ary lattice defined by the first n; equations.
Then Ag = Z™ " and A, = A;(A). The sampler of [DEL25, HGH26] walks from Ag
to A,. At level 4, it lifts Gaussian vectors from A;_; to A} = A; + (0 x I';), where
I; = qZb + +a;7 for a random a; € Fl}, It then subtracts pairs of lifted vectors in the
same coset of A}/A; = Z/P;Z. Each level needs two smoothing conditions: one on T';,
which is independent of the matrix, and s;_; > v/27.(A;) on the prefix lattice.

Only the last lattice matters. FEvery prefix lattice A; is an orthogonal projection of
A, and smoothing parameters do not increase under projection [CJWZ26, Lemma 2.10].
All prefix conditions therefore follow from a single bound on 7.(A,). This matters for
modules: the blocks of lazy modulus switching cut across ring elements, so the prefix
lattices are not module lattices, but A, is. We state the sampler for an arbitrary systematic
lattice whose smoothing parameter is known (Theorem 4).

Smoothing random module lattices. The dual of A (A)is Z™ + ¢ *{(A"Ta;a) :a €
ZZ}. Read the label a as a module vector a € R’; , and let S be its CRT support, the set
of primes p, | ¢ at which « is nonzero. Then A’fev is uniform, but only on the subgroup
V&, of size ¢°/IS! where 6 = ordygy(q) is the residue degree (Lemma 9). An arithmetic
uncertainty principle (Lemma 10) compensates: a nonzero f € R that vanishes modulo
every p, with v ¢ S has norm at least \s := q'0181/d because ¢ 015! divides its algebraic
norm. The two effects cancel exactly:

o= ()= ()

After this cancellation, the first-moment computation of the scalar case goes through. The
only loss is a factor v/m — n from a packing argument, which turns the modulus into the
effective modulus Q. = ¢/v/m — n (Theorem 3).

Search over the base field. The Fourier score is invariant under b — b+ ATw, so
with A fixed one cannot test a guessed secret by subtracting it. Instead we perturb one
coefficient row of the systematic matrix, A = A’ + e;v| with v Fy' ", and score
b+ c(v;0) for all ¢ € F,. The correct candidate yields an honest LWE instance for A]. A
wrong one shifts the dual lattice of A by 7(v;0)/q with v # 0, and the coset labelled z
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then has free part ATz + (z; — y)v. If 2; # v, this part is uniform. If z; = y, then z # 0
and the module bound applies (Lemma 14). Hence ¢ candidates per coefficient suffice for
every residue degree. The perturbed matrix is no longer a module matrix, but the same
dichotomy proves its smoothing.

Normalization. The last k ring columns of A can be invertible with probability bounded
away from 1 when ¢ splits completely and ¢ = O(d). We therefore add ¢ times a free
column to a designated one, for each t < 3logn. At each CRT factor the determinant is
then a linear polynomial in ¢, which rules out at most one ¢. Hence some shear works with
probability 1 — o(1) (Lemma 21), while norms grow by only O(lnn).

Worst-case sampling. For the lifting step we use per-level primes P; matched to the
current width, and an explicit shifted Gaussian sampler. This sampler enumerates the
lattice points in a ball deterministically [DPV11, MV13], with rational weights of bounded
precision (Lemma 17). The cost of a call is controlled by smoothing alone, which yields
worst-case bit-complexity bounds. HGH’s martingale analysis of the Fourier test [HGH26,
Lemma 4.2] then applies directly to the dependent output list.

1.3 Related Work

Algebraic attacks [AG11, ACFP14, Ste24] solve LWE with small errors in subexponential
time given n' T2 samples, or under regularity assumptions. Provable dual attacks [PS24]
analyse Fourier tests with independent dual vectors. Discrete Gaussian sampling also
underlies provable SVP and CVP algorithms [ADRSD15, ADSD15, ALSD21], and Gao,
Feng and Hu [GFH26] use random prime-index superlattices for exact SVP. Worst-case
reductions for module lattice problems apply in their specified parameter regimes [LS15].
To our knowledge, no previous provable subexponential algorithm covered these MSIS and
MLWE parameter families with a number of ring samples independent of n.

This work builds directly on the preprints [HGH26, CJWZ26]. We use the auxiliary
lattices, lifting and combining analysis, and martingale test of [HGH26], and the relation
lattice of [—A | I,,] and the projection argument of [CJWZ26]. The required imported
statements and their hypotheses are given explicitly below. We also note (Remark 2)
that the combining lemma of [CJWZ26] inherits a premise of [DEL25, Lemma 3.3] that is
weaker than its proof requires, although their parameters satisfy the correct condition.

Concurrent work by Gao, Han and Hu [GHH26] is compared with ours in the note
preceding the introduction.

1.4 Organization

Section 2 recalls the background. Section 3 proves the smoothing bounds for module relation
lattices and their scalar perturbations. Section 4 gives the worst-case sampler for arbitrary
smooth systematic lattices. Section 5 derives the fixed-rank module results. Sections 6 and 7
prove the narrow-MLWE and scalar search-LWE results. Section 8 discusses limitations.
The appendices contain illustrative heuristic models (Appendix A) and reproducible checks
(Appendix B). The full block-schedule proof and finite implementation are in Section 4.
The code for Appendices A and B is available at https://github.com/wjyoumans/mod
ule-wagner.

2 Preliminaries

Notation. We write In for the natural logarithm and log for the logarithm to base
two, and [N] = {1,..., N}. Vectors are columns; (a;b) denotes vertical concatenation.
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Y A, A,
1 combine
Ao = Zm ™ Ay Ay A= A5 (A)

IT,: projection

Figure 1: The Gaussian—-Wagner walk of [DEL25, HGH26]. Solid arrows are the lifting
and combining steps. Dashed arrows indicate that every prefix lattice A; is an orthogonal
projection of A, so n-(A;) < n:(A,) [CTWZ26].

||| is the Euclidean norm and |[|-||o the infinity norm. The notation u = e*%v means

e % < u < ePv. Elements of Z, are represented by integers in {0,...,q — 1} whenever
an integer vector is needed. All asymptotic statements refer to a family of parameters
indexed by n — co. A constant is absolute if it does not depend on the family.

2.1 Similarity of Distributions

We use the pointwise similarity notions of [DEL25], which go back to [ALSD21]. To avoid
a clash with the residue degree §, we call the similarity parameter 6; it is denoted §
in [DEL25, HGH26).

Definition 1 ([DEL25, Defs. 2.1, 2.2]). Let D be a distribution on a countable set X
and 0 > 0. A random variable X is 0-similar to D if Pr[X = ] = e*?D(z) for all v € X.
Random variables X,..., Xy are conditionally 6-similar to independent samples from D
if Pr[X; = ;| X_; = 2_;] = e*?D(x;) for every i € [N] and every x € X for which the
conditional probability is defined.

Conditional f-similarity is preserved under passing to sublists and implies Pr[X; =
r| Xey =] = et D(x) for every prefix in the support [DEL25, Lemma 2.1], [HGH26,
Sect. 2.1]. In particular, every X; is f-similar to D, and hence Pr[X; € E] < e’ D(E) for
every event . The following martingale bound is the tool that makes the Fourier test
work on dependent lists.

Lemma 1 ([HGH26, Lemma 4.2]). Let X1,...,Xn be conditionally 0-similar to indepen-
dent samples from D, with 0 < 0 < 1. Then for every h : X — [-1,1] and t > 0,

PrH% SN (X)) - EDh‘ > 29+t} < 2exp(—Nt2/8).

j=1

Proof. Let a; = E[h(X;) | X<;]. Averaging conditional similarity over the unobserved
variables gives |a; — Eph| < €/ —1 < 20. The sums M; = > j<i(M(X;) — a;) form a
martingale with increments of absolute value at most 2. Azuma-Hoeffding gives Pr[|My| >

Nt] < 2¢~Nt*/8_ The deterministic discrepancy between N1 Zj aj and Eph is at most
26. O

2.2 Lattices, Gaussians and Smoothing

For a full-rank lattice A C R™, A* = {y : (y,x) € Z Vx € A} is its dual and A;(A) its

minimum. For A € ngm let
AqL(A) ={x€Z™: Ax =0mod ¢}, Ay(A) = ATZ" + qz™,

so that AJ(A)* = ¢ 'Ay(A) and det A-(A) < ¢", with equality if A has rank n over Fy.
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Let ps(x) = exp(—nllz[?/s?) and ps(X) = > oy ps(x). The discrete Gaussian Dy .
has probability ps(z —c)/ps(A—c) at € A, and Dy s = Dy 5. For € > 0, the smoothing
parameter 7. (A) is the least s > 0 with p;/,(A* \ {0}) < e [MRO7]. Since A C A" implies
A" C A*, the smoothing parameter of a superlattice is at most that of the sublattice.

Lemma 2 (Poisson summation [MRO7]). For a full-rank lattice A C R™, s > 0 and
zc R’H’L7

m

ZweA ps(x)eQ‘fri(x7z> = (j:zﬁpl/s(A* - Z)
In particular ps(A) > s™/det A, and ps(A+ ¢) < ps(A) for all c.

Lemma 3 (Periodic Gaussian [AR05], [HGH26, Lemma 2.3]). For a full-rank lattice A,
s> 0 and c € R™, ps(A—c)/ps(A) > ps(c).

Proof. Average the sum defining ps(A — ¢) with the same sum after replacing = by —z.
The result is ps(c) >, ps(2) cosh(2m(z, c)/s?). Since cosh > 1, division by ps(A) proves
the claim. O

The following observation of [CTJWZ26] is the reason why only one lattice of the chain
has to be analysed.

Lemma 4 ([CJWZ26, Lemma 2.10]). Let A C R™ be a full-rank lattice and V- C R™
a subspace such that the orthogonal projection wy(A) is a lattice spanning V. Then
Ne(mv (A)) < ne(A) for every e > 0.

Proof. For y € V and x € A we have (y,my(z)) = (y,z). Hence my(A)* = A* NV, and
p1/s(mv (A)*\ {0}) < p1/s(A*\ {0}) for all s. O

Lemma 5 (Tail bounds [Ban93, Lemma 1.5], [Ban95, Lemma 2.10]). For a full-rank
lattice A C R™, s > 0 and R > 0, Prx.p, ,[|X||ec > Rs] < 2me "B Moreover, for
e~ Dy, Pr[lle||* > o*m/7] < (2/e)™'? [HGH26, Lemma 2.4].

Lemma 6 ([MRO07, Lemma 3.2]). For every full-rank lattice A C R®, ny—(A) < Vb/ A1 (A*).
Consequently, for every L > 1, n,-(A) < b+ 2L/A\1(A*).

Proof. The first claim is [MR07, Lemma 3.2]. For the second, put s = vb/\;(A*)
and s' = vb+2L/A(A*). For 0 # y € A* we have [ly|| > Ai(A*), hence p/q(y) =
p1/s(Y) e=2mLlyl?/M@An)* < e 2™ p1/5(y). Summing over y # 0 gives py/ (A*\ {0}) <
2—be—27rL < €_L. L]

Lemma 7 (Adaptive composition [HGH26, Lemma 3.3]). Consider a randomized compu-
tation that makes @ calls to sampling subroutines, where the input to the j-th call may
depend on all previous outputs. Suppose that, for every state before the j-th call, the
implemented subroutine’s output law is within statistical distance &; of the ideal one. Then
the laws of the complete implemented and ideal computations are within statistical distance

Zj gj'
We will also use the elementary bound ps(Z) < 1+ s, which holds for all s > 0 because
23 k1 e K <9 I e/ Ay = s,

2.3 Power-of-Two Cyclotomic Rings

Let d be a power of two, R = Z[z]/(z? + 1) and R, = R/qR for an odd prime ¢q. The
map coeff : R — Z<¢ sends an element to its coefficient vector, and it extends entrywise
to vectors z € R?, giving coeff(z) € Z!®. Norms of ring elements and ring vectors are
norms of their coefficient vectors. For a € R let M, € Z%*? be the matrix of multiplication
by a, that is, coeff(ab) = M,coeff(b). For a matrix M = (m;;) € RF*!, its coefficient
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expansion is the block matrix M = (M,y,,,) € ZF*** so that coeff(Mz) = Mcoeff(z). We
use bold letters for ring objects and the same letter in plain type for coeflicient expansions.
Throughout, n = kd and m = (k + £)d.

Let a* = a(z~!) be the conjugation automorphism of R and R,, and let M = (M*)T,
so that (MM/)T = M'TM.

Lemma 8. For every M € R**t, the coefficient expansion of MT is M'T. In particular
coeff(M's) = M Tcoeff(s).

Proof. M, is a signed permutation matrix, so M, = M;! = M, 1. Hence M, =
doiaiMt = Mgy for a =), a;x*, and the claim follows blockwise. O

CRT decomposition. Let § = ordag(q) be the residue degree of ¢, g = d/§, and Q = ¢°.
Then z¢ + 1 = [[_, F, over F,, with distinct monic irreducible F, of degree § [LN96,
Thm. 2.47]. Moreover R, = [[7_, K, with K, = F,[z]/(F,) = Fo. We write a — a, for
the projections and ¢, : K, — R, for the embedding with (¢, (¢)), = ¢ and (¢, (c)), =0
for u # v. The kernel p, of R — K, is a prime ideal of norm Q). These are the primes of
R above ¢, and they are pairwise distinct because ¢ f 2d is unramified in Q((a4) [Was97].

For a € Rfl and v € [g], write a, € K! for the componentwise projection. The CRT

support of o is S(a) = {v : e, # 0}, and for S C [g] we set
VEZ{HGRZ:uVZOfor all v ¢ S}, |V = Q1IS| = ¢otISI,

The CRT support of a vector a € Z!¥ or a € Zfzd is that of the ring vector with coefficient
vector a mod gq.

2.4 Module Problems
Definition 2. Let £,/ > 1, >0, and let A € RI;X(kM) be uniform.
o MSIS}Y, , 5t given A, find z € R4\ {0} with Az = 0 mod ¢ and ||z]/o < 8.

e MLWE: for a secret s € R’; and an error e € R*™ independent of A, let b =
A's +e € REYY. Search MLWE asks for s given (A,b). Decision MLWE asks to
distinguish (A, b) from (A, u) with u € REH uniform and independent of A.

By Lemma 8, coeff(b) = AT coeff(s) + coeff(e). This is exactly the LWE convention
of [HGH26], with the n x m matrix A, and MSIS asks for a short nonzero vector of A;-(A).
The usual convention b; = (a;,s) + e; corresponds to replacing A by A*, which preserves
uniformity. Hence the two conventions are equivalent. A matrix [A’ | I] with A’ € RF*¢,
and its coefficient expansion [A’ | I,], are called systematic. Section 5.2 reduces uniform
instances to systematic ones.

3 Smoothing Random Module Lattices

Throughout this section d is a power of two, k,¢ > 1, q is an odd prime, n = kd and
m = (k + €)d, so that m —n = (d. Let A’ € R** be uniform, let A = [A' | I,,] € Z*™
be the coefficient expansion of [A’ | Ii], and let A = A (A). We use the three quantities

q - / m-—n

Qeff:\/ﬁ7 ::\/m*nQ;fma T=

which satisfy Z = (m — n)(m=m)/@m)gn/m zm — (1 _ pn)(m=1)/2g7 and q/Z = e¥. The
value Z is the scale at which A is smooth (Corollary 2). The value T measures how far
below ¢ that scale is, and it controls the number of Wagner levels.

In Qeffa
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The dual lattice. Since A* = ¢ 'Ay(A) = Z™ + ¢ {(A"Ta;a) : a € Z7}, the dual
lattice is the disjoint union of the ¢" cosets Z™ + q~'(A’Ta; a), one for each label a € Zy.
For t = (t1;0) € Z™ and s > 0, the coordinates split, so

p1ys (A +1/q) aEZZ" P1/3<Zm " A/TZM) P1/s<Zn+g)- (1)

We will repeatedly use that pl/S(ZN +v/q) = pp(¢ZN +v) for v € ZN and p = q/s.

3.1 Randomness and Length of Labels

Identify a label a € Z! with the module vector & € RY such that coeff(a) = a. By
Lemma 8, A'Ta = coeff(A" ).

Lemma 9 (Conditional image). For every fized o € R’qc with CRT support S, the vector
At is uniform on VE.

Proof. The matrix B = A’ is uniform, so the CRT components b;;, € K, of its entries are
independent and uniform. Now (A’ Toz) = >, bija, and its v-component is >, b;j ;.
For v ¢ S this vanishes. For v € S the vector a,, € K* is nonzero, so the linear form
(bi)i — >, by, is onto K, and its value on uniform inputs is uniform. Distinct pairs
(4,v) involve disjoint sets of the variables b;; ,, so these values are independent. O

In the scalar case d = 1 every nonzero label has full support, and A’ a is uniform on
all of Zy"~". For module matrices a label supported on a single CRT factor only yields ¢t
possible values. The following lemma shows that such labels are necessarily long.

Lemma 10 (Arithmetic uncertainty principle). Let S C [g] and let 0 # f € R satisfy
(f mod q), =0 for allv ¢ S. Then ||f|| > ¢"~151/4.

Proof. The hypothesis says f € p, for all v §é S. Since the p, are distinct primes, f lies in
the ideal I =[], ¢s Py of norm QI~ S| = q4=91SI, As f # 0, I divides (f), and therefore
IN(f)I = N((f)) > q?018I. Let 04, ...,04 be the complex embeddings of R = Z[(24]. The

matrix ((*)¢,i, where ¢ runs over the primitive 2d-th roots of unity and 0 < i < d, satisfies
V*V =dI,. Hence Zj|aj(f)|2 =d||f||>. By the AM-GM inequality,

O = ([Tt AR < LSl = A1

Combining the two bounds gives ||f| > ¢(@~9ISD/d, O

The scaled-isometry identity is the special feature of power-of-two cyclotomics used in
this arithmetic bound. For § C [g] and ¢ > 1 let

If; ={ze VAR (z mod q) € coeﬁ'(Vg)}, As = q1*5|5\/d_

This is the coefficient embedding of the t-fold Cartesian product of the ideal HV§E shu.

Corollary 1 (Support lattices). The lattice I has determinant ¢"@=%ISD) " and every

nonzero z € I satisfies ||z|| > As. In particular every w € Z'*\ qZ'* satisfies ||w|| > As(w)-

Proof. The index of I% in Z' is |R!|/|VE| = ¢"*=°!1S|. A nonzero z € I} has a nonzero ring
component, which satisfies the hypothesis of Lemma 10. The last claim follows because
w E Ifs(w) \ {0}. O
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3.2 Two Counting Lemmas

Lemma 11 (Packing to theta). Let I' C RY be a full-rank lattice with A;(T) > X > 0.
Then p,(T'\ {0}) < (2pV/N /NN for every p > 0.

Proof. Balls of radius A/2 around lattice points are disjoint. Hence #{v € ' : 0 <
ol < r}is 0 for r < X and at most (1 + 2r/A)N < (3r/AN)N for r > A\. Writing
e=mlvli?/p* = floo 2mr o =7 /P* g and exchanging sum and integral gives

joll %
3NN [ 27 22 3p \N_/N
(T <(7) N T /o g :(7) I‘(— 1).
oy < (5)° [ e (22) o (5 +
Finally, I(N/2 +1) < NV/2 for N > 1 and 3/\/7 < 2. O

Lemma 12 (Gaussian moment). For integers J > 1, T > 0 and every p > 1,

3wl pp(w) < (3p)7TTT,

weZJ
where 00 = 1.

Proof. For T = 0 the sum is p,(Z)’ < (1+p)’. For T > 0, the function r — 7T emr?/(2p%)
is maximized at r?2 = Tp?/n, so |Jw||T p,(w) < (TpQ/(ﬂ'e))T/Qpﬁp(w). Summing over w
gives at most

TT/QpT(ﬂ_e)—T/Q(l + \/ip)J < TT/2(3p)J+T.

3.3 The Expected Dual Mass
Lemma 13. For0<s<gq andp=gq/s,

2e)i= 3 a oy (T p1ys (Z” + 3) < (%)m + (E)m
a€Zi\{0}

Proof. We have p1/,(Z" +a/q) = >, carqzn Pp(w), and S(w) = S(a) for these w. Hence
E(s) = Xpezn\gzn Pp(W)F(S(w)), where F(S) = q%8lp,(I5). By Corollary 1 and
Lemma 11 with N = ¢d = m — n, we get p,(I5) < 1+ (2py/m —n/As)™ ™. Moreover
q %48l = (\s/q)™ ™; this is the cancellation. Therefore

As\m—n 2y/m — n\m—n
< (= =~ - .
re)= () (55
For w ¢ qZ™ we have Ag(,) < ||w|| by Corollary 1. With Lemma 12 (J =n, T = m —n,
p > 1) and pp(Z™) < (2p)™ this gives

(3p)" (m — n)™3

qm—n

%(s) <

)

+ (2,/m_n)m—n( gm zm 9m =m
S

)" = — e
using p = ¢/s and " = (m — n)m="/2¢", =
Theorem 3 (Expected dual mass). For every 0 < s < g,

a0\ 7] £2(E) " <o (WG



William Youmans 11

Proof. By (1) with t = 0, the mass of A*\ Z™ is the sum over a # 0 of py/,(Z™™" +
A'Ma/q)p1/s(Z™ + a/q). Fix a # 0 with support S. By Lemma 9, A'"a is uniform on
coeff (V¥), so

m—n A/Ta — m—n —
E[m/s(Z + )] =¢85 " p (@2 +u) = g, (I).
9 u€coeff(VE)
Summing over a gives exactly X(s), and Lemma 13 applies. O

Corollary 2 (Smoothing). For L > 0 let

L+1
u(L) = max{ Z+ nifm) n(7m)’ 6e2L/m E}

™

Ifu(L) < q and m > 3, then Pr[n.-r(A) > u(L)] < e~ . The same holds for the perturbed
lattice A, of Section 3.4.

Proof. Let s = u(L). Then py/,(A*\{0}) = p1/s(Z" \{0}) + p1/s(A*\ Z™), and we bound
the two terms separately.

For the first term, s* > In 7/7 implies p /5(Z)—1 < 2.01 e ™ sox = m(p1s(Z)—1) <
2.01e™%/7 < 0.29. Hence p1/5(Z™ \ {0}) < e® —1 < ze® <e /2.

For the second term, 3Z/s < e~25/™ /2 so Theorem 3 (respectively Lemma 14) gives
Elp1/s(A*\ Z™)] < 3-27™me 2L By Markov’s inequality, this mass exceeds e~%/2 with
probability at most 6 - 2-me~L < eI since m > 3. O

Remark 1 (The price of structure). For d = 1 every nonzero label has full support,
and [HGH26, Lemma 2.6] gives the sharper scale ¢"/™ instead of Z. The extra factor
(m— n)(m’”)/ (27) comes from Lemma 11 applied to CRT-sparse labels. In the sampler it
reduces the initial log-deficit In(g/sg) from ™—"1Ing to T = =-"In Q.. For fixed ranks
and ¢ = n®+°() this is O(Inn) exactly when s > 1/2, which is also the condition under
which the accuracy needed for LWE is compatible with smoothing Z™~" [HGH26].

3.4 Stability under a Scalar Row Perturbation

The search algorithm perturbs one coefficient row of the systematic matrix. The resulting
matrix is no longer the expansion of a module matrix, but its dual still splits into the same
labels. Fix i € [n], let v € F;*~™ be uniform and independent of A’, and put

_ T AL ~ . m
A=A e, Ay = A ([A | 1)), v = (v;0) € Z".
For a label 2 € Zy, the free part of the corresponding dual coset of A, is ATz = AT 2+ 20
Lemma 14 (Perturbed and affine dual mass). For every 0 < s < g and every vy € Fy,

- 3=\™
Earolprs(A\ZM)], Eavulprs(ds —v9/a)] < 3(=)"

Proof. Write p = q/s. The dual A} — ~v7/q is the disjoint union over z € Zq of the cosets
7™M 4+ q YA T2 + (2 — 7)v; 2), and the first claim is the case v = 0 with z = 0 removed.
We split the labels into two groups.

If z; # 7, then (z; — ) is uniform on Z;*~" and independent of A’, so the free part is
uniform. The expected mass of the free factor is then q’(m*”)pp(Zm*"). Summing over all
labels with 3=, py/5(Z"™ + 2/q) = py(Z™), these labels contribute at most ¢~ (™~ (2p)™ =
(/5™ < (/5™
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If z; = ~, then z # 0 (for v # 0, and by assumption for v = 0), and the free part is
A'T 2. Tts contribution is exactly the corresponding term of ¥(s) in Lemma 13.
In total, the expectation is at most X(s) + (2E/s)™ < (32/s)™ +2(2=2/s)™ < 3(3E/s)™.

O
Corollary 3 (Simultaneous suppression). Let L,L' > 0 and 0 < s < q with s >
3(3geEtE )Y/ m =, Then
Pras,[3y €F) : piys(AL —5/q) > e F] < e
Proof. For each fixed 7, Lemma 14 and Markov’s inequality bound the event by
3eb(35/s)™ < e /q.
A union bound over the ¢ — 1 values of v concludes. O

Since ¢'/™ = e 9)/™ 5 | whenever Inq = o(m), the factor ¢ in the union bound is
harmless. Only base-field candidates are enumerated, so the residue degree ¢ plays no
role.

4 The Gaussian—Wagner Sampler for Smooth System-
atic Lattices

We use the lattice walk of [DEL25] with the random prime-index auxiliary lattices
of [HGH26]. We make two changes. First, the prefix conditions are derived from a
single assumption on the last lattice, by projection. Second, each level gets its own
prime, matched to its width, so that an explicit shifted sampler based on deterministic
enumeration has subexponential cost. This gives worst-case bit-complexity bounds.

4.1 Lattice Chain, Auxiliary Lattices, and the Ideal Walk

Let A =[A"|I,] € Z7*™ be systematic, with ¢ prime. For block sizes by, ...,b, > 1 with
>oibi=mn,let ny =3, b; and let Aj, , consist of the first n; rows of A’. The prefix
lattices are -

Ao =Z™", Ay = Ay ([AL,, | In,]) © Zm A, = AL(A).
For primes P; and a; € Fl}ii \ {0}, the auxiliary lattices are I'; = £ Ap, (a) = qZ" + i,
and the superlattices are A, = A; + ({0} "*"i-1 x ;). Deleting the last b; coordinates
maps A} onto A;_; with kernel I';, which is therefore primitive, and A}/A; = Z/P;Z [HGH26,
Lemma 3.1]. The class of a vector of A is computable by rational linear algebra [HGH26,
Sect. 3.2].

Lemma 15 (Prefixes are projections). For every i, A; is the orthogonal projection of
A (A) onto the first m —n +n; coordinates. Hence 1:(A;) < nE(AfI-(A)) for all e > 0.

Proof. Projecting (u,v) € Aj(A) keeps the first n; equations, so it lands in A;. Conversely,
(u,w) € A; is the projection of (u,w, —AL, umod q) € Aj-(A), where AL, consists of the
remaining rows. Lemma 4 concludes. O

Lemma 16 (Certified auxiliary lattices; cf. [HGH26, Lemma 3.2]). Let P be prime and
b>1 with P/* > 16 and VbPY" < P. For uniform a € IE‘I]D \ {0}, the event

M (Af(a")) > Vo P16
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fails with probability at most 2'7°, and it can be certified deterministically in time
20@)poly(b,In P) by an exact shortest-vector computation [MV13]. On this event, T =

ZAp(a’) satisfies -1 (T) < %\/1 +2L/b for every L > 1.

Proof. Put Ry = \/Z;Pl/b/16. The unit-cube count gives

b
#(Z° N B(Ry)) < P {\/27re (116 + ﬂgll/bﬂ < P20

No nonzero point of this ball lies in PZ?. For a uniform a € Fl}), each such point satisfies
{a,z) = 0 with probability 1/P. A union bound, and conditioning on a # 0, give 2'~°. For
b =1 the minimum is P directly. Since I'* = q_lAI% (a"), Lemma 6 gives smoothing. The
certificate uses only integers: if the exact squared minimum is A2, test (256A2)° > *P2. O

At level 4, a vector x = (u,w) € A,_; is lifted as follows. Let A; be the i-th block of
b; rows of A’ and ¢ = A;u € Z%. Sample z from Dr, 5, , . and output (u,w,z — c) € Al;
this is the Gaussian lift of [DEL25, Lemma 3.1]. Combining buckets the lifted vectors by
their class in A/A; and subtracts disjoint pairs within each bucket, keeping one third of
the list [DEL25, Alg. 3].

Proposition 1 (Ideal walk [DEL25, Lemmas 3.1, 3.3], [HGH26, Lemmas 3.4, 3.5,
Thm. 3.1]). Let 0 < ¢ < 1/2, 5; = 2¥/2sy, and fix ay,...,a,. Suppose that P; < N
and, for every i € [r],

si—1 > ne(T) and sic1 > V21 (Ay). (2)

If the initial list consists of 3" N independent samples from Dzm—n g and every lift samples
exactly, then the output consists of N vectors of Ay (A) that are conditionally 5(4" — 1)e-
similar to independent samples from Dy (a).9r/25,-

+(4),

Proof. By [DEL25, Lemma 3.1}, lifting turns conditional #-similarity into conditional
(6 + 3¢)-similarity. Combining turns it into (46 + 3¢)-similarity at width /2 times larger.
The combining step needs s;_1 > v/27.(A;), a condition on the sublattice: the convolution
in the proof of [DEL25, Lemma 3.3] takes place within cosets of A;, as noted in [HGH26,
footnote 6]. The list sizes are 3" "*N > N > P; after level 4, so every bucketing step has
at least 3P; inputs. Solving 0; = 46;_1 + 15¢ with 6y = 0 gives 6, = 5(4" — 1)e. The
argument of [HGH26, Thm. 3.1] uses the size of each quotient separately, so distinct primes
at different levels are allowed. O

4.2 A Finite-Precision Shifted Sampler

The following lemma replaces the exact or statistical samplers of [DEL25, HGH26]. Its
cost is controlled by smoothing alone.

Lemma 17 (Finite shifted sampler). Let I' C R® be a full-rank lattice with a rational
basis, let c € Q¥ and s* € Q=g with s > 771/2(1"), and let K > 1 be an integer. There is a
deterministic algorithm that, given [log M| + 2K + 10 uniform random bits, where M is
bounded in (4), outputs a vector of T whose law is within statistical distance e=* of Dr s ..
Its time and space are at most

2001+ [det(;)l/b 1+ K:2r> “poly(B, K), ®)

where B is the bit length of the input.
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Algorithm 1 Worst-case Gaussian—Wagner sampler

Require: systematic A = [A" | I,,]; blocks b;, primes P;, width s, list size N, precision K
1: fori=1,...,r do: sample a; + IE‘?;‘I_ \ {0}; certify Lemma 16 by exact SVP; if it fails

return |

2: Ly <= 3"N samples from Dzm-n g, coordinatewise by Lemma 17 (b = 1)

3: fori=1,...,r do

4: lift every « € L;—1 to A} at width s;_1, using Lemma 17 on T';

5: L; + bucket by class in AL/A; = Z/P,Z; subtract disjoint pairs; keep 3" ‘N
differences

6: return L,

Proof. Let Zi(c) = pt(I'—c). Since t > s > 1, 5(I'), Lemma 2 gives % < Zy(e) < %
for every c. Let R? = s?(b+ K + 2), which is rational, and let S = {x € I : ||z — ¢|| < R}.
The set S can be computed deterministically in time 2°()(|S| + 1)poly(B, K) by [DPV11,
Prop. 4.1], which extends the Voronoi-cell algorithm of [MV13].

Truncation. Since ps(y) < e*’TRQ/(QSQ)pﬁS(y) for |ly|| > R, we get

PrX~Dp . (‘['X ¢ S] < e—ﬂ-R2/(282)ZZ‘/§75(C) <3. 2b/26—7f(b+K+2)/2 < e_K/S.
ise (¢

In particular, S is nonempty. Its membership comparisons use the ratio2na21 R? exactly.
Counting. Let t = R\/2m/b > s. Every point of S has p;(z —c) > e ™F /1" = ¢=%/2 50

= < eb/? < = |V2re ——— 4+ —.
M |S| < e”*Z(c) 2[ 2me St (D)/P 1 b ] (4)

This bound uses smoothing only; it needs no well-conditioned basis.

Sampling. Order S deterministically, put Hy = b+ K + 2, and let w; = ps(z; — ¢).
Every weight is at least e=™H0, so their sum is at least e~*0. Compute positive dyadic
approximations with absolute error 277 for

p = [log M + 8Hy + 2K + 10.

The sum of absolute errors divided by the true total mass is less than e~ /1024, and
normalization changes the distribution by at most this amount. Clear the common
denominator, obtaining positive integers k;, and put

k
ro = [log M| + 2K + 10, a; = P«ozhth '

h<M kn

Set ap = 0 and draw exactly ro bits as U € [0,2™). Output the unique category with
aj—1 < U < aj; empty categories are skipped. Cumulative rounding changes the law
by at most M2~ < e~ /1024. Adding the tail proves the claim. On the bounded
exponent interval [0, wHp], certified approximations to 7 and exp by range reduction and
convergent series cost poly (B, K,log M) per weight. No unbounded rejection or exact-real
comparison is required. The irrational ¢ used for counting occurs only in the analysis, not
the algorithm. O

For a finite set indexed by 0,..., My — 1, draw ro = [log My] + 2K + 10 bits as
U < 27 and use the index | MoU/2™ |. This gives distance at most Mp2~" < e~ % from
uniform without enumerating the set. Integer decoding implements auxiliary vectors and
perturbations. These finite-bit errors are charged by Lemma 7.
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4.3 The Sampler for a Smooth Systematic Lattice

Let h = (In2)/2 and y(z) = z +8In(1 + z) +8. Given n, ¢, f > 2, L > 1 and s, > 1,
define

r:Plog QJ7 si:2(i_7')/2%, z;=In 1 (ielr]), ¥= "

f54 Si—1 22:1 'Y(xi)_l'

Thus s, = q/f, s. < so < V/2s,, the z; decrease with step h from z; = In(q/sg) to
z, = In(v/2f), and W’ := In(x; /z,) is the logarithmic width of the walk. The quantity ¥
is the natural logarithm of the list size; the schedule allocates b; = ¥ /v(x;) coordinates to
level 1.

Lemma 18 (Block schedule). Fiz Cp, > 1, and consider a family with n — oo such that
(S1) f — oo;

(S2) L<CLY;

(S3) ¢ > 2fs, and (Ing)(Inn) = o(P).

Let w; > 0 be rational with w; = v(z;)~1(1 £n~°), put b; = nw;/ > ;wj, and round these
numbers down, adding one to the first few blocks so that ), b; =n. Letp; = % 1+ L/b;,

and let P; be the least prime that is at least [pfﬂ Then, for all sufficiently large n, the
following hold.

(a) ¥/(3Inq) <b; < U/vy(x,) + 2. In particular byin = w(Inn) and bymax = o(P).
(b) nP; <V +61lng. Moreover Pil/bi > 64 and \/b:-Pil/bi < P;.

(¢) On the event of Lemma 16, no-r(T';) < $;-1/2.

(d) If K = O(¥), the cost (3) of one lift at level i is e°poly(B), uniformly in i.

hn hn
_ << —
(e) W'+h/x, = — W —c(x,)’

requires W' > c(x,.).

where ¢(x) = (8Inz + 20)/z, and the upper bound

The schedule uses the inverse-log allocation of [HGH26, Lemma B.1] and [CJTWZ26]
with primes matched to each level. Unlike [HGH26], it needs no prefix inequalities, because
prefixes are handled by Lemma 15.

of Lemma 18. Since sg > s, > 1, we have x; < Ing, and (S1) gives z, = In(v/2f) — oc.
In particular ¢ — oo, and y(z) < 2z for all large x.

Blocks. The rational numbers EZ sum to n, and normalization of the w; gives |31 —
U /y(x;)| < 3n~5 < 1 for large n. The rounding deficit is a nonnegative integer smaller
than . Thus |b; — U/v(x;)| < 2. As y(x;) < v(x1) < 2Ing for large n, we get b; >
U/(2lng) — 2 > ¥/(31lnq), which is w(Inn) by (S3). Moreover b; < ¥/y(z,) + 2 = o(V),
since y(x,) > x, — oco. This proves (a). In particular, for large n every b; > 2 and
W /(1) > 4.

Primes. By (S2) and (a), L/b; < Cp¥ /(¥ /y(z;) — 2) < 2Cpy(x;) < 34CL(1 + =;).
Hence

Inp;, = z; + In64 + %ln(l +L/b;) <a;+In64+ %ln(l +34CL) + %ln(l + ;) < y(xy),

where the last inequality holds for z; > z, large enough, since y(z) — 2 = 81n(1 + x) + 8.
By Bertrand’s postulate P; < 2[pli] < 4pl?, so

InP; < b;y(x;) +Ind < U+ 2v(x;) +Ind <P +61ng.
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Moreover Pil/b" > p; > 64. For b; > 2 we have Pil/b"’ < +/P; and b; < 64% < P;, hence
\/bj-Pil/bi < P;. This proves (b).
1/b;

Augziliary smoothing. On the event of Lemma 16, using P’ > p;,

16q 2L Si—1 1+ 2L/b1 \/i Si—1
— Fi < 1 - = < — i— B
Me L( )_ Di \/ + b, 4 “ ].-i—L/bl =7 Si—1 < 9

which proves (c).

Lifting cost. Since detT; = ¢% /P, and /" < 41/%p, < 2p, . the ratio in (3) satisfies
si_lpil/bi/q < 1284/1+ L/b;. The logarithm of (3) is therefore O(b;(1 + In(1 + (L +
K)/b;))) + O(lnpoly(B)). With L + K < CW¥, the function b — bln(l + C¥/b) is
increasing, so it is at most bpax In(1 + CV/byax) = o(¥), because byax = o(¥) by (a).
This proves (d).

The size of U. Let S =", ~v(z;)~*, so that ¥ =n/S. The points z; = z, + (r —i)h
form an arithmetic progression. Since y(x) > x and 1/z is decreasing,

r—1
1 1 1 [ dx 1 w’
S < < — 4= =y
_jz_;)xr—&—jh_xr_'_h/m x mr+h’

r

which gives the lower bound on ¥. Since 1/v is decreasing, S > % f;l 7‘22). Using
1L < 2®=2 50 In(1++¢) < Int+ 1/t we obtain

T y(x) — T
T o0
/ dx ZW'f/ 81n(1+t)+8dt2W’781nxr+20 (2, > 1),
T V(x) Ty t2 Ty
which gives the upper bound and proves (e). O

Theorem 4 (Sampler for a smooth systematic lattice). Fiz £ € (0,1] and Cr, > 1.
Consider parameters (n,m,q, f, L, s.) satisfying (51)-(S3), with n < m < nm for a
fived C,y,, rational f2,s2 > 0, integer L, and polynomial-length parameter encodings in
n. Choose a power of two N with In N = (1 +&)¥ +0(1) > (1 + &)Y and an integer
K=3InN+(r+1)In3+Inm+ O(1) satisfying K >3In N+ (r+1)In3+1Inm+2, and
take the blocks and primes of Lemma 18. Then, for all sufficiently large n, the following
holds for every systematic A = [A" | I,] € Zy*™ with

50> 2m02 (A7 (4)). (5)

Algorithm 1 outputs L with probability at most 2r2~0=in 4 N2 = n=«()  Conditioned on
the auziliary vectors passing certification, its output is within statistical distance N~2 of a
list of N wectors of Af]- (A) that is conditionally 5(4" —1)e~L-similar to independent samples

N

from DAqL(A),q/f,' here 4" < ¢*. Its running time and space are at most e +é+o0 in the

worst case. The output depends only on A and fresh random bits.

Proof. We check the hypotheses of Proposition 1 with ¢ = e=% < 1/2, for every certified
choice of ay,...,a,.

o Auziliary lattices. Lemma 18(b) gives the hypotheses of Lemma 16, so ideal uniform
auxiliary choices fail certification with probability at most Y, 2170 < 2p2=bmin,
After certification, Lemma 18(c) gives n.(I';) < s;-1/2.

e Prefiz lattices. By Lemma 15 and (5), v27.(A;) < \/ing(Aj-(A)) < s, /V2 <50 <

Si—1-
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o List size. By Lemma 18(b) and (S3), In P, < ¥ 4+ 6lng < (1 +&)¥ <InN.

Hence the ideal walk is conditionally 5(4" — 1)e™L-similar to Dpzs(ay,s, with s, = q/f-
Since fs, > 2, we have r < 2loggq, so 4" < ¢*.

Implementation distance. Fix any tuple of auxiliary vectors that passes certification.
The reference walk uses this same tuple and exact Gaussian calls. It has the conditional-
similarity guarantee above, independently of how the tuple was selected. There are at
most 3"(m — n)N one-dimensional calls and *N lifts. Their hypotheses hold since
s0 > 1 > n1/2(Z) and ny/5(I) < 1-(I';) < s;-1. Lemma 7 bounds their joint distance
by 3" 'mNe X < N2, Averaging over the actual certified tuples preserves conditional
similarity and this distance bound. Separately, the r approximate uniform auxiliary
choices change the probability of failing certification by at most re=® < N—2. Thus no
conditioning of a global statistical-distance bound on a rare event is used.

Cost. By m < n®m, (S3), and polynomial-length encodings, K = O(¥) and all polyno-
mial bit factors are e?(¥). Lemma 18(d) implies that each lift costs e°(¥). Certification costs
20(max) = (V) Scanning for the primes costs at most 7 ¢?+6™4poly(n). The 3" (m —n)N
initial coordinates cost poly(g, K) each, since sy < g. Bucketing costs Npoly(n) per level.
Since 3" < ¢21°83 = ¢°(¥) by (S3), the total time and space are N (%) = (I+&+o(1)¥,
The truncation in Lemma 17 bounds all vectors deterministically, so all bit lengths are
polynomial. O

By Lemma 18(e), the running time is 2(1+&+o(1)n/ W' ~c(=r)  In our applications
W’ — oo and ¢(z,) — 0, so the time is 2(1/2+&)/W" for every ¢ > £/2.

Computing the parameters. The displayed real formulas specify scales, not exact-real
oracles. The integer r is obtained by comparing powers of two with the rational ¢2/(f?s2);
then every s? = 27"¢?/f? is rational. Certified logarithm intervals produce the w; of
Lemma 18 in polynomial time. Its bound allows the resulting O(1) block errors. Since p?
is rational, [pfl is found by integer square comparisons; a deterministic polynomial-time
primality test while scanning a Bertrand interval finds P;. To choose N, approximate
(14£)¥/In2 within 1/4, round an upper endpoint up, and exponentiate 2. The same
upper-endpoint rule gives K and L; logarithmic ceilings in the applications allow an extra
O(1) upward rounding. Fixing a rational slack smaller than a requested real slack suffices.

For the applications, replace analytic squared widths and error bounds by rational
upper bounds within relative error n~¢, and permissible SIS norms by lower bounds of the
same accuracy. In particular the implemented s2 is an upper approximation to 4u(L)?.
These changes contribute only o(1) to logarithmic deficits and preserve the strict smoothing,
tail, and Fourier margins. All reference distributions use the implemented widths; no
closeness claim between exponentially long lists at distinct widths is needed. Compute
Fourier means to absolute error at most 7/64 and their thresholds to the same accuracy. A
conservative lower approximation to the bias bound may be used; it retains the separation
of Lemma 20.

4.4 Instantiation for Module Lattices

Corollary 4 (Module relation sampler). Let d,k, ¢, q,n,m,Z, T be as in Section & with
m > 3. Let L > 1 with u(L) < q for u as in Corollary 2, and put s, = 2u(L). If A’ € R’;XZ
is uniform, then the coefficient expansion of [A’ | It] satisfies (5) with probability at least
1 — e~ L, and so does its perturbation [A’) | I,,] of Section 3.4, for uniform v. Moreover

2L
d Y- omizf - im2<a < T
2\/(L 4+ In(Tm))/m m

min{ln
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Proof. The first claim is Corollary 2. For the second, use s, < sg < V2s, and
In(q/(12¢*X/™2)) = Y — 2L/m — In12,

which holds because q/Z = €Y. O

5 Module-SIS and Module-LWE

5.1 The Fourier Test

The following facts about the Aharonov—Regev score are standard [AR05]. Items (i), (ii)
and (iv) are [HGH26, Lemma 4.1 and Eq. (6)]; item (iii) is the elementary inequality that
we use for affine shifts.

Lemma 19. Let A € Zy*™ have rank n, let A = AqL(A), f>1andw=q/f, and for
beR™ let pa(b) =Ex~p, ., [cos(2m(X,b)/q)].

(i) pa(d) = p1/w(A*=b/q)/p1/w(A*) >0, and it depends only on b modulo Ag(A) = qA*.
(i1) If b —x € Ag(A), then pa(b) > e—mllzl?/ 2
(iii) For all b,z € R™, pa(b+) < e™l=I/7%p o (A* —b/q).

(iv) Prx~p, ,[X € ¢Z™] < (2f)™q~(™~™). Consequently, for uniform b € 73" we have
Eplpa(b)] < (2f)mq ™.

Proof. (i) This follows from Lemma 2 with z = b/q, divided by the same identity at
z = 0; the ratio is real. (ii) Apply Lemma 3 to A* at width 1/w and ¢ = x/q, using
A* —b/q = A" —z/q. (iii) For y € A* —b/q we have |y — z/q|* = 3lyl* - ll=/all?,
s0 p1/w(y —x/q) < e”“’Q”m”?/quﬁ/w(y). Sum over y and use p/,,(A*) > 1. (iv) We
have p,(qZ™) = p1/§(Z)™ < 2™, and p,(A) > (¢/f)™/q" by Lemma 2. For uniform b,
Ep cos(2n(X,b)/q) = 1[X € ¢qZ™]. O

For a list £ = (X1,...,Xn) let fiz(b) = % > cos(2m(X;,b)/q).

Lemma 20 ([HGH26, Thm. 4.1]). Let A be as in Lemma 19,0 <7 <1, and H C Zy
finite. Let L be a random list in A, independent of H given A, whose law is within
statistical distance § of a law that is conditionally 0-similar to Dy 4/¢, with 0 < 7/64.
Then

Pr[3be H : [fic(b) — pa(b)| > 37/32] < & +2|H|e N7 /204,

Proof. Apply Lemma 1 with ¢ = 7/16 to each hy(x) = cos(27(z, b)/q) under the reference
law, take a union bound over H, and pay £ for the change of law. O

The cosines are evaluated with absolute error at most 7/64 using O(In(1/7) + Ingq)
bits of precision, and the threshold 7/2 is replaced by a rational within 7/64. Outside the
event of Lemma 20, an ideal score of at least 7 then yields a computed score above the
threshold, and an ideal score of at most 7/8 yields one below it.

5.2 Normalization by Small Shears

Write A = [C | G] with C € R, G € RE**, and let ¢ be the first column of C. For
integers 0 <t < H let

U, = Ipye+teie),, A;=AU=[C|Gy, G;=G+tce.
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Lemma 21 (Small shears). Let A be uniform and H < q. Then

PrVO<t<H: G, ¢ GLy(R,)] < ~=2 +( g 29 4 gH,

H<
“oev " (@) fem

For each fized t, A, is uniform, and conditioned on G, € GLy(R,), the matriz A}, = G;'C
is uniform and independent of G;. The coefficient operator norms of U, and UI in both
fy and ls are at most 1 +t < H.

Proof. Work at one CRT factor K, and let D consist of the last k — 1 columns of
G,. With probability at least 1 — ijz Q7 =1- m, the matrix D has rank
k — 1. Then det(Gy,) = a + t5, where o = ¢(g1) and 8 = ¢(c,) for the nonzero
linear form ¢ = det(-, D). Since the first column g; of G, and c, are independent and
uniform, so are « and 5. Hence the pencil vanishes identically with probability at most

1 1 2 . S . . ] )
o0=T + rol < 201 If it does not vanish identically, it has at most one root ¢t € K,

and each fixed value is that root with probability (Q—1)/(Q*—1) = 1/(Q+1). The factors
are independent. If every ¢t < H is a root at some factor, then distinct factors must block
distinct values of ¢t; a union bound over these injective assignments gives (g/(Q + 1))%.
Finally @ = 1 mod 2d, so @ > 2d + 1 and ¢/(Q + 1) < 1/2. The shear is invertible over
Ry, so Ay =[C | Gy is uniform. In particular, C and G, are independent, although Gy is
defined using the first column of C. Given an invertible G, the matrix G; ' C is therefore
uniform and independent of G;. The norm bounds are immediate. O

All our algorithms take H = [3logn], try t = 0,1,... in order, and continue with the
first ¢ for which G is invertible. Invertibility over R, and the inverse are computed with
determinants, a polynomial ged with 2% + 1 and adjugates, without factoring z¢ + 1. For
MLWE we set by = Ulb, so that

b, =[A}|L]'s+e, 5=Gls, e =Ule, |el<H]el (6)

For MSIS, a solution z’ for A; yields the solution Uz’ for A, which is nonzero and longer
in £ by at most a factor H. We never claim that the selected matrix has the unconditional
uniform law. Instead, for each fixed ¢ we analyse the algorithm conditioned on G; being
invertible, and we take a union bound over the H shears. For the fixed-rank applications,
H < q for all sufficiently large n. Since g < d and @ > 2d + 1, the failure bound of
Lemma 21 is at most 1/(2d + 1) + n=2 = o(1).

5.3 Module-SIS

Theorem 5 (Module-SIS®™). Fix integers k,¢ > 1 and reals b,c,& > 0. For d a power
of two let n = kd, m = (k + £)d, let q be prime with In(q/\/n) = (Inn)**t°M) | and let
B =gq/(Inn)c. There is a randomized algorithm that, given a uniform A € R’;X(’“”), solves

MSIS;S, .3 with probability 1 — o(1). Its worst-case time and space are 201/(2V)+&n/Ininn,

Proof. Algorithm. Normalize by a shear (Section 5.2). Run Algorithm 1 on the coefficient
expansion of [A} | I] with the parameters of Theorem 4 for

f=H(lnun)%/2In(2m)/m, L= [(Inn)*+8Ingq], S« = 2u(L),

and slack & = min{1,b£}/2 in place of £. If the first output vector X; is nonzero with
| X1]lso < B/H, return U,coeff ! (X;).

Parameters. We have Ing = 3Inn + (Inn)*T°® and T = £, (In(¢/v/n) + 1 In %) =

K+
(Inn)*+°M) Since L is polylogarithmic and In f = O(Inlnn) = o(Y), both branches of u(L)
are o(q/f). Thus u(L) < qand g > 2fs, hold before invoking the sampler. Corollary 4 gives
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Inz; = (b+ o(1))Inlnn, while 2, = In(v/2f) = O(Inlnn). Hence W’ = (b+ o(1))Inlnn
and c(z,) — 0. Lemma 18(e) gives ¥ > (& — ( D ites» 50 (S2) and (S3) hold; (S1) is
clear. Lemma 18(e) also gives ¥ < (% + 0(1)) =2~ so the running time e(!+&'+o(N¥ of
Theorem 4 is at most 2(1/(20)+&)n/1n 1“”

Correctness. Fix ¢t and condition on G; being invertible, so that A} is uniform. By
Corollary 4 and Theorem 4, except with probability n~“(), the vector X, is within
statistical distance N~2 of a vector that is -similar to D = Dy /¢, where A = Aé-(At)

and 6 < 5q4€_L < 5q—4€—(1nn)2 — 0(1) By Lemma 2, D(O) _ pq/f(A)_l < f'mq—ld —_
e—Qnlng) By Lemma 5 with R = 8f/(Hq) = 2111(2771)/#7 we get D(Hy”oo > B/H) <

1/(2m). A union bound over the H shears and Lemma 21 give success probability
1—o0(1). O

Corollary 5 (¢ norm and MSIS™). In the setting of Theorem 5, the same algorithm
outputs, with probability 1 — o(1), a vector z € RFT* with Az = 0 mod ¢, z % 0 mod q and
llz|| < v/mq/(Inn)c. In particular, it solves the module analogue of the {5 problem SIS™
defined in [DEL25, Sect. 4.2] with this bound in the same time.

Proof. The output of Theorem 5 is nonzero and satisfies ||z]|o < ¢/(Inn)° < g. A nonzero
integer vector whose coeflicients are all smaller than ¢ in absolute value is nonzero modulo

q. Finally, ||z|| < vm||z|so- -

The nonzero-modulo-q condition is essential when the Euclidean bound exceeds ¢, since
gey is then a trivial homogeneous solution. This corollary does not solve inhomogeneous
MSIS, where a prescribed target t requires Az =t mod ¢. Our sampler produces centered
homogeneous relations only. We do not supply either a coset sampler or a reduction from
inhomogeneous MSIS that preserves the module distribution and the claimed parameters.

5.4 Decision Module-LWE

The two LWE theorems share their hypotheses and parameters. Fix integers k,¢ > 1 and
reals 0 < a < b. For d a power of two let n = kd, m = (k + ¢)d, and let ¢ be a prime and
o > 1 with

In(2+4 o) = (Inn)**°W  In(g/v/n) = (Inn)+ow), (7)
The secret s € R’; is arbitrary, and e € R**¢ is any random vector independent of A
with Pr|le|| > ov/m] = o(1). For example, e ~ Dy, = qualifies by Lemma 5. With
H = [3logn]| we set

167(k + £)(b— a)
k1ln2 ’

4
= e—TrH202m/f2, I = ’Vhl 320q -‘ )
T

f?=F(Ho)?Inlnn, F=

s« = 2u(L), and the parameters of Theorem 4.

Lemma 22 (Parameters). In this setting, (S1)-(S3) hold with Cr, =1, W' = (b—a +
o(1))Inlnn, ¢(z,) = 0, and u(L) < q. Moreover 5(4" — 1)e~t < 7/64, N72 > e¥/?, and

U= (bﬁa —|—0(1))1nﬁ1n7 ldlng —mIn(2f) —In(1/7) > (g —0(1))dlnq.

Proof. We have In(1/7) = 7m/(FIlnlnn) = %lnﬁm Since Ing = § Inn + (Inn)’+e®

is polylogarithmic, L = ©(n/Inlnn) and 2L/m = o(1). Both ln(q/\f) = In(q¢/v/n) +
O(Inlnlnn) and Y are (Inn)*+°M) so Corollary 4 gives Inz; = (b + o(1)) Inlnn. Next,
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Algorithm 2 Search Module-LWE

Require: A € ngx(k+e), be R’;M; parameters (8)
normalize by a shear: A = [A’ | I,,] (coefficient expansion of [A} | I]), b = coeff(b;)
fori=1,...,ndo

v Fl AL A +enT;s § 4+ (v;0)

run Algorithm 1 on [A] | I,,]; obtain £

5; + the unique ¢ € F, with fiz(b+ c©) > 7/2 (abort if none or several)
return s = (GJ)~tcoeff ~1(5)

z, = In(v2f) = Ino 4+ O(lnlnn). If a > 0 then Ino = (Inn)**°M; if ¢ = 0 then
z, < (Inn)°M. In both cases Inz, = (a + o(1))Inlnn and z, — oo, which gives W’ and
c¢(z,) — 0. Lemma 18(e) then gives the stated . Hence 2In(1/7) = (§ + o(1))¥ < ¥/3
for large n, so L < W and N72 > 1+OY-¥/3 > ¢¥/2 The bound 4" < ¢* gives
5(4" —1)e~* < 7/64. The remaining conditions hold because In f = O((Inn)*+to) +
Inlnn) =o(lng), and T — In f — oo gives ¢ > 2fs,. Finally, mIn(2f) = o((m — n)Ing)
and In(1/7) = o((m — n)Inq) for fixed ranks, proving the asserted uniform-case gap. O

Theorem 6 (Decision Module-LWE). In the setting of (7), for every £ > 0 there is a
randomized algorithm that distinguishes (A, Afs +e) from (A, u), with u uniform, with
error probability o(1) on both. Its worst-case time and space are 2(1/(2(b=a))+&)n/Inlnn

Proof. Normalize by a shear, run Algorithm 1 on A = [A} | I,,] (the coefficient expansion),
and output “LWE” if and only if jiz(coeff(b;)) > 7/2. Fix ¢ and condition on Gy invertible.
Then A/ is uniform and independent of (G, e). The list depends only on A and fresh
coins, so Lemma 20 apphes with H = {coeff(b;)}, § < 7/64 and £ = N2, except with
probability e~ 4 272~ bmin = p=w(1),

On an LWE input, coeff(b;) — coeff(e;) € A,(A) by (6), and ||e;|| < Hoy/m on the
event |le]| < o/m. Lemma 19(ii) then gives an ideal score of at least 7. On a uniform
input, b; = UZ b is uniform and independent of A and the list, so Lemma 19(iv) and
Markov’s inequality bound Pr[u 3 > 7/8] by 8(2f)"q /1 = e=(409) ysing Lemma 22.
Hence, for each fixed ¢, the error is n=“(!) plus Pr[|le|| > oy/m], and the latter event is
charged once. A union bound over the H shears and Lemma 21 complete the proof. The
time bound follows from Theorem 4 and Lemma 22 with & = min{1, (b — a){}/2. O

5.5 Search Module-LWE
Writing 5 = coeff(s), we have [A’ | I,,]"s = [A" | I,] "5 + 5,0, and therefore
b4ctv=[A | I,]" 5+ coeff(e;) + (c — 5;) ¥. (9)

The correct candidate gives an honest LWE sample for the perturbed matrix. A wrong
one shifts it by 4o with v = ¢ — §; # 0, which is exactly the situation of Corollary 3.

Theorem 7 (Search Module-LWE). In the setting of (7), for every £ > 0, Algorithm 2
recovers s with probability 1 —o(1). Its worst-case time and space are 2(1/(2(b=a)+&n/Inlnn,
There is no condition on the residue degree of q.

Proof. Fix t, condition on G; being invertible and on |le|| < oy/m, and fix i. Let
Ay = A ([A, | 1) and w = q/f. Set s = w/V?2, L. = [2In(1/7) + In8] and L, = 2Inn.

Wrong candidates. Since q/= = ¥, we have
s eT ( hqff}—f—lnq—i—Lc4—L’c)_>
= expl| — oo,
3(3qeLC+L’C)1/mE 3\/§f P m
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by Lemma 22. So Corollary 3 applies at width s’: except with probability n=2, every

v € F satisfies py o (A} —v0/q) < e Pe < 72/8. Then, for ¢ # 5;, Lemma 19(i) and (ii),
applied with shift o and x = coeff(e;), give

p(b+ cd) = p(y + coeff(er)) < eI/ py (A5 — yi/q) <770 72 /8 = 7/8.

The correct candidate. By (9) and Lemma 19(ii), (b + 5;0) > e~ mllecl’/f* > 7.

The list. The list is a function of A/ and fresh coins, so given (A’, v, G¢, e) it has the law
of the sampler on A]. By Corollary 4, the premise (5) for A/, fails with probability at most
eL. Lemma 20 with H = {b+cd : ¢ € F,} then shows that all ¢ empirical scores are within
37/32 of their ideal values, except with probability 2r2~bmin 4 N2 +2qe’NT2/2048 =n—0),
On this event exactly one candidate passes the threshold, namely s;.

Union bound. Each pair (¢,1) fails with probability at most n=2 + n~*M including the
extra e ¥ from finite-bit sampling of v. Summing over i € [n] and t < H gives O(logn/n).
Adding the bound of Lemma 21 and Pr[||e|| > o+/m] proves the success probability. The
algorithm makes n sampler calls, each with slack ¢’ = min{1, (b — a)¢}/2 in Theorem 4,
and ngq score evaluations of cost Npoly(n). Since ¢ = 2°("/n7) "the time bound follows

from Lemma 22. Neither the algorithm nor its analysis enumerates an extension field
K,. O

Corollary 6. For fired k,¢ > 1, prime ¢ = n"*°W) with k > 1/2, errors with Pr[|e| >
Cv/m] = o(1) for a constant C, and every & > 0, decision and search MLWE can be solved
with probability 1 — o(1) in worst-case time 2(1/2+&)n/Inlnn

Proof. This is the case a =0, b = 1 of Theorems 6 and 7. O

6 Narrow Module-LWE from Few Samples

Following [CTWZ26], when both secret and error are short we work with the relation lattice
of [-A | I,]. In this lattice the secret is part of the short vector, and no normalization is
needed. Let A € R’;XZ be uniform, b = Afs+e € Rg with s € R* and e € RY, and n = kd,
m = (k+/¢)d. Now m —n = {d is the number of scalar samples, and it may be much smaller
than n. Since —A is uniform, Section 3 and Corollary 4 apply to A = A(JI-([—A | I,,]) with
A’ = —A, and to its row perturbations A, = Ay ([A+ev" | I)]).

Definition 3 (Narrow MLWE). For B > 1, narrow MLWE asks to distinguish (A, Afs+e)
from (A,u) with u € Ré uniform, or to recover s. The algorithm must work for every
fixed pair (s, e) with ||s||* + ||e[* < B*m.

Averaging over (s,e) independently of A covers binary or ternary secrets and errors,
and any distribution supported on such pairs with probability 1 — o(1).

Lemma 23. Let b = (coeff(b); 0) € zy,

or for any perturbation [—A + e’ | I,].
(i) If b= Ats + e, then u(b) > exp(—n(||s|? + ||e||)/f?) for the unperturbed matriz.
For the perturbed matriz, u(b — cd) satisfies the same bound when ¢ = s; mod gq,
where s = coeff(s) and v = (v;0).

and use the notation of Lemma 19 for [—A | I,]

(ii) If b is uniform, then Ey[pu(b)] < (2f)™q .

Proof. (i) By Lemma 8, b — (coeff(e);s) = (ATs;—s) = [-A | I,]T(=s) € A ([—A | I)]).
Moreover [—A+e;v" | I,]T(—s) = [—=A | I,]T(—s) — s;0. Hence b — ;0 — (coeff(e); s) lies
in the g-ary lattice of the perturbed matrix. Apply Lemma 19(ii). (ii) For X = (u;w) € A
we have Ey, cos(2m(X,b)/q) = 1[u € qZ'4], and u € ¢Z*® implies w = Au = 0 mod ¢, that
is, X € gZ™. Apply Lemma 19(iv). O
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For a wrong candidate ¢ # s;, the vector b — ¢t differs from the correct one by (s; — ¢)d.
This is the affine shift of Corollary 3.

Theorem 8 (Narrow MLWE with few samples). Fiz B> 1, k> 1/2, C; > 1 and £ > 0.
Consider parameters (d, k,£,q) with d a power of two, integers k,€ > 1 with ¢ < C,k,
n = kd — oo, and ¢ = n"T°W) prime, such that

¢ q

T=—-"Ih— .
k‘—l—fn\/ﬂid_)OO

Then there are randomized algorithms that solve decision narrow MLWE with error proba-

bility o(1) on both input distributions, and that recover s mod q with probability 1 — o(1).
Their worst-case time and space are 2(1/2+&n/In T

Three special cases are worth spelling out.

1. Fized ranks. If k, ¢ are fixed, then T = ©(Inn), and with (¢/k)n scalar samples the
time is 2(1/2+8n/Inlnn  The cagse £ = k has the shape of an ML-KEM public key.

2. Sublinear samples. For d — oo through powers of two, take £ =1 and k = [Inlnd].
Then d = (1+ o(1))n/InInn scalar samples suffice, T = (k — 3 + o(1)) Inn/(k + 1),
and the time is 2(1/2+&n/Inlnn

3. Unstructured LWE. For d = 1 the ring is Z and § = g = 1. Theorem 8 then
concerns narrow LWE with ¢ samples and secret dimension n = k. Here InT =
In7c + O(1), where 7¢ = ﬁ In g is the parameter of [CJTWZ26, Thm. 1.2]. On their
domain, which additionally requires ¢™/ ("9 > \/n + ¢, their expected running time
is e(8In2+o(L))n/InTc — 9(8+o()n/In7c fo1 decision only. In the common sublinear-
sample regime, the limiting coefficient of n/In Y in log, time decreases from 8 to
1/2. The new bound is worst-case and covers search. This compares asymptotic
exponents, not concrete running times.

of Theorem 8. Parameters. Set

1 20¢*
2= ﬁBQTIHT, T = efﬂBQm/fQ, L= [ln 3204 —‘ , s, = 2u(L),
In2 n T

and use the parameters of Theorem 4. Then n < m < (14 Cy)n and In(1/7) = 1;1—62#

Since T <Ing = O(lnn), we have n/InY > Ing,so L = (%—l—a(l))ﬁ and 2L/m = o(1).
By Corollary 4, 21 < T and
k—1/2

>c. T, Cx = )

- q
>
X1 mm{ln o), T—-0(1) o

NG

because In(q//n) > (k— 3 —o(1))Inn and T < (k + o(1)) Inn. Since z, = In(v/2f) =
ilnInYT 4+ O(1) = oo, we get W = (1 —0(1))InY, W < InT and c(z,) — 0. By
Lemma 18(e),

——

hn n
—— <U < (h 1)) ——=.
mr 1 <SS (b o)y
Hence 2In(1/7) = 2% < ¥/2, 50 L < ¥ and N72 > e¥/2. Moreover (Ing)(Inn) = o(¥),

q>2fs., u(L) < q, and 5(4" — 1)e~* < 7/64. So Theorem 4 applies, with running time
e(1+§/+o(1))\11 < 2(1/2+£)n/ InT for é—l — mln{l,ﬁ}

Decision. Run the sampler on [—A | I,,] and output “LWE” if and only if iz (b) > 7/2.
The list depends only on A and fresh coins. On an LWE input, Lemma 23(i) gives an
ideal score of at least 7. On a uniform input, Lemma 23(ii) and Markov’s inequality give
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Pr(u(b) > 7/8] < 8¢~2/7 with A = ¢dlng — mIn(2f) > m(T — In(2f)); here we used
“4ng> 7. Thus A —In(1/7) > m(Y — O(InlnY)) — O(n/InT) — co. Lemma 20 and
the sampler failure bounds complete the proof.

Search. For each i € [n], draw v < F%, run the sampler on [—A + ev' | 1], and
return the unique ¢ € Fy with i (b — ¢0) > 7/2. The correct candidate has ideal score at
least 7 by Lemma 23(i). For the wrong candidates, argue as in the proof of Theorem 7.
Corollary 3 applies at width q/(v/2f) with L. = [2In(1/7) +1In8] and L, = 2Inn, because
e¥/f — ocoand (Ing+ L.+ L.)/m — 0. Then Lemma 19(iii), with 2 = (coeff(e); s) of
squared norm at most B2?m, bounds every wrong ideal score by 7/8. Each coordinate
fails with probability n=2 + n~“®  including e~ X for sampling v; a union bound over
1 gives success probability 1 — o(1). There are n sampler calls and ng = poly(n) scores.
Since By/m < q/2 for all sufficiently large n, centered lifting of the recovered residues also
recovers the original integer secret. O

Remark 2 (On the analysis of [CTWZ26]). We checked the parts of [CTWZ26] that we rely
on: Lemma 2.10 and the use of [-A | I,,]. Their combining lemma [CJWZ26, Lemma 3.9]
reproduces the premise s > v/27.(L’) of [DEL25, Lemma 3.3] on the superlattice. The
convolution step in its proof needs the corresponding bound for the sublattice L, as observed
for [DEL25] in [HGH26, footnote 6]. This particular premise issue is repaired within their
parameter choice: on their good event, [CJWZ26, Cor. 3.13] bounds 7./3(L;) < s./4 for
all i, which implies s;_1 > V2 7e(L;). The larger leading time coefficient in their published
analysis has two sources. One is the time P2 of an exact coset sampler with cost P per call.
The other is the allocation In P/b; > 41n(q/s;—1) + O(1), whereas In(q/s;—1) + O(Inlnn)
suffices. Theorem 8 removes both through Theorem 4.

7 Search-LWE Without an Assumed Reduction

HGH obtain search-LWE only by assuming a sample-preserving search-to-decision re-
duction [HGH26, App. A]. Regev’s reduction for prime moduli does not apply directly.
Their decision algorithm answers at random when the square block of A is singular, which
happens with probability ©(1/q), while the reduction makes about ng calls. We avoid
this by normalizing once and then using the scalar row perturbation of Section 5.5. For
uniform matrices this perturbation becomes an exact identity.

In this section A € ZJ*™ is uniform and b = ATs +e. Write A = [C | G] with
G € Zy*". If G is singular, which happens with probability at most 1/(¢ — 1), we abort.
Otherwise let [A’ | I,] = G"'A and 5 = G s, so that b= [A" | I,,] "5 +e, and A’ is uniform
and independent of G and e.

Lemma 24 (Scalar perturbation). Let A’ be uniform, v + Zy~™ independent of it,
A=A e, Ay = A ([A] | I]) and © = (v;0). Then A}, and v are independent and
uniform. Moreover, for every fixed Al, every v # 0 and every u > 0,

E, [pl/u(Ar; - ’yﬁ/Q)] = qi(min)pq/u(z)m'

Proof. Independence holds because A’ is uniform. With A! fixed, the coset of A* —~0/q
labelled z has free part A’Tz —~v, which is uniform over Ly~ for every z. Summing over

z as in (1) gives ¢~ py /0 (Z™ ") pyu(Z7). O

For the sampler premise we use the smoothing bound of [HGH26], applied to the full
lattice.

Lemma 25 ([HGH26, Lemma 2.6]). Let q be prime, 1 < n < m, &' € (0,1/2], and
t = 8max{y/In(2m/c’), ¢"/™e' "1™} < q. If A" is uniform, then Prno (Ay ([A" | L.])) >
t] < 2t=m,
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Proof. Here is a direct verification for the systematic distribution. Put p = ¢/t > 1. Every
nonzero dual label has a uniform free part, so the expected noninteger dual mass is at
most ¢~ (M~ p,(Z)™ < 2mg" /t™ < 47™¢'. The integer dual mass is less than €’/2 by
t > 8y/In(2m/e’). Markov’s inequality gives failure at most 2 -4-™ < 21=™_ This is
the first-moment mechanism of [HGH26, Lemma 2.6], with no assumption that a module
coefficient expansion is uniform. O

Theorem 9 (Search-LWE in the regimes of [HGH26]). Fiz 0 < a <b and £ > 0. Let q
be prime and s, > 1 with In(2 + s.) = (Inn)*+t°M) and In(q/v/n) = (Inn)**t°W | and let
n+n/Inlnn <m <2n. Let A € Zy*™ be uniform, s € Zy arbitrary, and e independent
of A with Pr[|le]|? > s2m/7] = o(1) (for example e ~ Dy, ). Then s can be recovered from
(A, AT s + e) with probability 1 — o(1), in worst-case time and space 2(1/(2(0—a))+&n/Inlnn,

Additional samples may be discarded provided the retained error vector satisfies the
stated norm promise; a bound scaled to a larger original sample count alone does not
imply this.

Proof. Algorithm. Normalize once as above. For each ¢ € [n], draw v, run Algorithm 1 on
[Al | I,,], and return the unique ¢ € Z, with fiz(b+ c0) > 7/2. Finally output s = G~ 5.
Asin (9), b+co=[A, | [,]T5+e+ (c— 5)0.

Parameters. Let f? = Fs?lnlnn with F = 32(b — a)/In2, 7 = emsem/I® L =
[In(320¢*/7)], and s, = 2t, where ¢ is as in Lemma 25 with ¢/ = e~%. Then In(1/7) =
m/(Flnlnn) < %ﬁ and L = ©(n/Inlnn), since Ingq is polylogarithmic. By
definition of sy,

z1 > In

g a m_nlnq—£—ln(16\/§)}.
m

= minq In ,
V25, { 164/2In(2m/e’)  m

The first term is In(q/y/n) + O(lnlnlnn) = (Inn)**°MW. In the second, ==2 > L
Ing > (Inn)**°M and L/m = O(1/Inlnn), so it is bounded below by (Inn)*+°() (and
can be larger when b < 1). Together with z; < In(q/s,) < In(q/v/L), this gives Inz; =
(b+o(1))Inlnn. As in Lemma 22, Inz, = (a + o(1))Inlnn and x, — oco. So W' =
(b—a+o(1)Inlnn, ¥ = (2 +o(1)) 2, 2In(1/7) < ¥/3, and (S1)-(S3) hold.

One coordinate. The premise (5) for A’ which is uniform, holds except with probability
217" by Lemma 25. The list depends only on A’ and fresh coins. For ¢ = 5;, Lemma 19(ii)
gives an ideal score of at least e="lI¢I’/#* > 7 on the event lel? < s?m/xw. For ¢ # &,
Lemma 19(iii) and Lemma 24 at width u = q/(v/2f), together with Markov’s inequality and
a union bound over -, show the following. Except with probability 8q(2\/§f)mq_(m_")/72,
every wrong ideal score is at most 7!-72 /8 = 7/8. This probability is n=“() because (m—
n)lng > i (Inn)m>{t0i=ol) whereas mIn(2v/2f) < 2n(Inn)**°M and max{1,b} > a.
Lemma 20 and Theorem 4 then bound the failure probability for coordinate i by n=«(1),
including e~ ¥ for finite-bit sampling of v.

All coordinates. Use internal slack min{1, (b — a)£}/2 in Theorem 4. A union bound
over ¢ € [n], plus 1/(g — 1) for normalization and the error-norm event once, gives success

probability 1 — o(1). The algorithm makes n sampler calls and ng score evaluations, and
q= 2o(n/ln1nn). O

Remark 3. The proof uses [HGH26, Lemmas 2.6, 3.1, 3.2, 4.1, 4.2] with explicit failure
probabilities, together with Theorem 4. It does not depend on the internal quantitative
bounds in the proof of [HGH26, Thm. 3.2]. Because the prefix conditions are derived by
projection (Lemma 15), the surplus m —n = n/Inlnn suffices in all regimes, without
the constant Clog/(b — a) of [HGH26, Cor. 3.2]; the same applies to decision LWE. An
alternative to the perturbation is to replace one row of A by a fresh row that keeps the
last block invertible. This also gives search, at the price of an additional failure probability

of n/(q(qg —1)).
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8 Discussion and Limitations

Concrete security. Theorem 8 with ¢ = k applies to asymptotic families with the matrix
shape of an ML-KEM public key, but not automatically to a fixed standardized parameter
set. Appendix A describes a reproducible heuristic grid search at the standardized
dimensions. It drops the certification and distributional overhead, uses fractional blocks
and a Gaussian bias model, and does not instantiate the proved algorithm. In that model
every estimate exceeds the corresponding NIST security target, by at least 24! for ML-KEM
and 2'%4 for ML-DSA. We conclude that Wagner-style attacks do not reach these targets,
consistent with the qualitative conclusion of [GHH26]. The estimates neither certify the
security of ML-KEM or ML-DSA nor exclude better attacks. A separate homogeneous-
MSIS calculation distinguishes the strong-unforgeability instance from a SelfTarget-shaped
relaxation; neither calculation is a demonstrated forgery attack.

Modulus, ranks and samples. The condition In(g/+/n) — oo (for example x > 1/2) is
needed for two reasons. It allows smoothing Z™~" at the accuracy required by the Fourier
test [HGH26], and it absorbs the factor (m —n)(™m=™/(2m) in = (Remark 1). Removing
the square-root loss of the packing bound is an open problem. Theorem 4 and Corollary 4
do not need fixed ranks, and Section 6 uses them with ¢ = o(k). With fixed ranks the
number of scalar samples is (1 + ¢/k)n, a constant factor above n. By contrast, [HGH26]
needs only n + ©(n/Inlnn) samples for uniform matrices.

Rings and moduli. Lemma 10 uses that the coefficient embedding of Z[z]/(xz¢ + 1)
is a scaled isometry of the canonical embedding. Other cyclotomic rings would lose a
ring-dependent distortion factor. Prime moduli give the equal-degree CRT decomposition
used throughout. Composite or ramified moduli would require a different support analysis.
No condition on the residue degree is needed.

Sampling model. Our bounds are worst-case bit complexities, obtained with determin-
istic enumeration (Lemma 17) and per-level primes. Two earlier implementations are useful
comparisons. HGH employ the approximate sampler of [ADSD15] and track adaptive
statistical errors. CJWZ use an exact coset sampler costing Ppoly(n) per lift [CTWZ26,
Thm. 3.6]. With N = ©(P), that cost produces a quadratic rather than nearly linear
dependence on the list size. Our implementation instead has e(¥) cost per lift in the
stated parameter families.

Open problems. Open problems include the case k < 1/2; module samplers that use
fewer than (1 + ©(1))n scalar samples for wide secrets; non-power-of-two rings; inho-
mogeneous MSIS with the same module distribution and parameters; and a rigorously
justified concrete analysis of module-specific Wagner variants. The illustrative models in
Appendix A do not settle the latter problem.
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A Heuristic Estimates for ML-KEM and ML-DSA

Following [DEL25, App. A], this appendix estimates the cost of heuristic Wagner-style
attacks on the lattice problems underlying ML-KEM and ML-DSA. The model drops the
overhead needed for the proofs and is generous to the attacker in several respects. It is
not a run of the proved algorithm and not a lower bound for every Wagner variant. The
accompanying scripts (see Appendix B) implement DEL-inspired models for a dual bias
criterion and for homogeneous short relations. Section A.3 compares the results with the
NIST security targets.

A.1 Narrow-MLWE bias model

Model. Write T = m — n for the number of scalar responses and n for the secret
dimension, and use the augmented relation lattice of [-A | I,]. For a candidate list
exponent A = logy IV, choose the least positive w with 2 (5) > N, initialize the modeled

standard deviation to s = y/w/T, and put njes, = n. A round sets
q

P= sv2me’

until p < 1 or no coordinates remain. It allows sample reuse and fractional blocks and
does not account for conditioning on collisions. If the secret and error coefficients have
modeled variance v, the bias estimate and guessing penalty are

Niey < max{0, nese — A/ log, p}, s+ V2s,

27128%0(T 4+ 1 — Niefr)
¢?1n2 ’

log, 8= — G = nyest logy (2n + 1).
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At a round passing A + 2log, 8 > log, max{2,1 + G}, the score is A + G. The script
retains the lowest score in the specified grid, without rounding intermediate values. These
Gaussian-bias, sample-reuse, fractional-guessing and success-test assumptions are heuristic;
in particular the nominal score is not a certified operation count.

Parameters and reproducibility. For ML-KEM, d = 256, ¢ = 3329, n = T = 256k,
and v = 71/2, using the parameter sets of FIPS 203, Table 2 [Nat24b]. For ML-DSA,
use d = 256, ¢ = 8380417, n = 256¢, T = 256k, and v = n(n + 1)/3 from FIPS 204,
Table 1 [Nat24a]. The latter calculation assumes access to the full unrounded vector t, not
just the published high bits t;. It is an easier-input model and is not a forgery estimate.

Table 2: Best modeled scores on the grids 20 < A < 900. Scores and list exponents
are base-two logarithms. Values are rounded only for display; the JSON files retain full
floating-point output. The last column is the classical gate count of the NIST security
category [Nat16].

Parameter set n T score, step 0.5 score, step 0.05 target
ML-KEM-512 512 512 184.00 184.00 2143
ML-KEM-768 768 768 249.00 248.63 2207
ML-KEM-1024 1024 1024 332.50 332.10 2272
ML-DSA-44 (full ) 1024 1024 271.03 271.03 26
ML-DSA-65 (full t) 1280 1536 368.50 368.25 2207
ML-DSA-87 (full t) 1792 2048 450.00 449.90 2272

Run python heuristic_grid.py -step .5 and repeat with -step .05. Large mod-
eled lists illustrate the gap between an asymptotic theorem and a plausible implementation,
but do not establish minimum attack costs. Even within the model, a finite grid cannot
exclude a better parameter choice between grid points or outside the scanned interval.

A.2 Homogeneous MSIS instances associated with Dilithium

The Dilithium specification distinguishes an MSIS instance used in its strong-unforgeability
analysis from the SelfTargetMSIS problem used in its other security statements [BDK ™21,
Sect. 6.2, Egs. (6)—(8)]. They have different dimensions and norm bounds. The following
calculation treats the former instance and an ordinary homogeneous relaxation of the
latter; it is not a reduction from either solver to an ML-DSA forgery.

Use ring degree d = 256 and ¢ = 8380417. To avoid confusing the ring degree with the
rounding parameter of [BDKT21], denote that parameter by D,ouna = 13. Write 7p for
the challenge weight and Sp = 7pn, and define

¢ = max{y1 — Bp, 272 + 1 + 27w~ lrp ),
¢/ = max{2(m1 — fip), 472 + 2}.

These are the bounds in the cited specification. The parameter triples (k,¢,n) are
(4,4,2),(6,5,4), (8,7,2); the challenge weights are 39,49, 60, and the corresponding (7y1,7v2)
are (217, (¢—1)/88), (219, (¢—1)/32), (21%, (¢—1)/32). These values also appear in FIPS 204,
Table 1 [Nat24a]. The common parameter values do not make all aspects of the older
Dilithium specification and ML-DSA identical.

For the SelfTarget-shaped proxy, set n = 256k, m = 256(k+£¢+1) and the infinity-norm
bound to ¢. For the strong-unforgeability MSIS instance, set n = 256k, m = 256(k + ¢) and
the bound to ¢’. The former proxy ignores the hash-dependent condition in SelfTargetMSIS,
and does not impose any target-column coefficient constraint needed to turn a homogeneous
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relation into an inhomogeneous solution. The latter is the homogeneous problem appearing
in a security reduction, not a demonstrated forgery algorithm. These distinctions prevent
interpreting either calculation as an attack on the signature scheme.

Model and finite search. For a candidate A, initialize the sparse weight and standard
deviation as above, but now use T'= m — n for the number of free relation coordinates.
Apply the same round update, with njeg clamped to [0,n]. If 8 is the chosen norm bound,
approximate the log-probability of a short output by

logy Pshort = (M — Nest ) logy (erf 6) + niere log, (28/4).
V2s

The model accepts a round when A + logy pshort > —1. This expected-count criterion
assumes Gaussian reduced coordinates and uniform unreduced coordinates; it proves
neither a success probability nor the nonzero condition for an actual output. The script
sis_grid.py scans 5 < A < 900 with step 0.1 and records the first passing grid value,
using full binary64 precision for the objective and rounding only the reported table.

Table 3: First accepted list exponents on the stated homogeneous-SIS grid. The SelfTarget
column is an ordinary homogeneous proxy, not a SelfTargetMSIS solver. Neither column
is a lower bound on attack cost.

Parameter label ¢ proxy A ¢’ SUF-MSIS X\ target
ML-DSA-44 350209 269.9 380930 265.0 2146
ML-DSA-65 724481 343.0 1048184 3114 2207
ML-DSA-87 769537 450.2 1048336 414.5 2272

The clamp matters: applying the same formulas after nj s becomes negative no longer
describes coordinate counts or a probability model. The code includes an explicitly invalid
unclamped diagnostic; on the last SUF-MSIS row it reports 211.3 with negative remaining
dimension. It is not an alternative attack estimate. The valid entries above are outputs
of this model and this grid. They omit certification costs, list dependence, integer block
constraints and alternative algorithmic strategies, including module-specific optimizations.
Large modeled lists do not establish a concrete-security lower bound.

A.3 Comparison with the NIST security targets

The NIST security categories are defined by the cost of key search on AES-128, AES-192
and AES-256 and of collision search on a 256-bit hash function. These costs are about 2143,
22072272 and 2146 classical gates [Nat16]. ML-KEM-512, ML-KEM-768 and ML-KEM-
1024 target categories 1, 3 and 5 [Nat24b], and ML-DSA-44, ML-DSA-65 and ML-DSA-87
target categories 2, 3 and 5 [Nat24a]. The list exponent A lower-bounds both the time and
the memory of the modelled attack, counted in vectors rather than gates.

Every entry of Tables 2 and 3 exceeds the corresponding target. For ML-KEM the
smallest margin is about 24!, for ML-KEM-512 and ML-KEM-768. For ML-DSA, the
cheapest of the three problems is the strong-unforgeability MSIS instance, and the smallest
margin is about 2194, for ML-DSA-65. For ML-KEM the binding constraint is the small
modulus ¢ = 3329. Only about 18 levels fit before the bias exp(—27202||z||?/¢?) becomes
too small to detect with IV vectors. Reducing all secret coordinates in so few levels
forces blocks of log N/logp; coordinates with small precisions p;, hence N a~ 2% for
ML-KEM-512.

We therefore conclude, as [DEL25] did for Dilithium, that Wagner-style attacks do
not reach the NIST security targets of ML-KEM or ML-DSA in this model. The con-
clusion is limited to the model. It does not cover refinements such as coded-BKW with
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sieving [GIJMS17], FFT-based guessing of larger secret blocks, quantum speed-ups of
the collision search, attacks that exploit the ring structure, or MLWE instances derived
from ML-KEM ciphertexts. The SIS-type entries concern hardness assumptions in the
security analysis of Dilithium rather than forgeries. All estimates also lie far above
the published costs of the lattice-reduction attacks on which the parameter sets are
based [ABD 21, BDK*21]. Wagner-style algorithms are therefore not the relevant threat
to these standards at present.

B Reproducible Checks and Their Scope

The accompanying code is available at https://github.com/wjyoumans/module-wagner.
It contains sanity_checks.py with its JSON output, the two heuristic grid scripts of
Appendix A, and a release-regression script. These executed finite regression checks do
not, prove the asymptotic theorems.

Exact finite algebra. Using integer modular arithmetic, exact Gaussian elimina-
tion and polynomial remainders, the script checks 640 adjoint identities, 1898 CRT
image-rank and support instances, 15044 nonzero integer lifts against the uncertainty
inequality, and 4800 scalar-search, narrow-search and affine identities. The rings have
(d,q) =(1,3),(2,3),(2,5),(4,3),(4,5), (4,17), (8,3), (8,17). The image test verifies both
containment in V& and rank 6//S|. Random examples use seed 20261005; exhaustive
domains are recorded in the script.

Five small shear cases were counted exhaustively at one CRT factor and combined across
factors with exact rational probabilities. For (@, g, H,k) = (5,2,3,2), the exact all-shears-
fail probability is 58849/390625, below the bound 32/135. Another 800 categorical-rounding
instances use exact rational total variation. No floating-point SVP result is claimed as an
exact minimum.

Numerical diagnostics. For d = 2,¢ = 5, the affine theta check averages over all 625
matrix—perturbation pairs and all 25 labels, at four nonzero shifts and three widths. The
truncated theta sums use 80 decimal digits and an analytic truncation-tail bound; roundoff
is not interval-certified. Tail constants are tested on 4096 (b, K') pairs. Four high-precision
analytic schedules use nominal nonprime moduli and do not execute prime search, SVP
certification, the large lists, or an attack.

Reproduction. Run python sanity_checks.py in the top-level directory of the code;
the recorded environment is Python 3.13.5, SymPy 1.14.0 and mpmath 1.3.0. Both grids in
Table 2 and the clamped grid of Table 3 were rerun. The intentionally invalid unclamped
variant is archived as a regression diagnostic, not an estimate. The release checks cover
the norm corollary, accuracy-budget arithmetic, slack choices and grid constraints.

None of these finite tests constitutes formal verification of the theorems.


https://github.com/wjyoumans/module-wagner
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