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Abstract. At CRYPTO 2016, Cogliati and Seurin proposed EWCDM
as a nonce-based MAC construction making two block cipher calls and
one almost-XOR~universal (AXU) hash evaluation and achieving beyond-
birthday-bound (BBB) security. They noticed that a simplified variant of
EWCDM named Encrypted Wegman—Carter (EWC) admits a birthday
distinguishing attack. Later, at CRYPTO 2017, Mennink and Neves
proposed EWCDMD, the dual of EWCDM, as a new candidate BBB-
secure MAC, but at EUROCRYPT 2020 Nandi proposed a birthday
distinguishing attack against EWCDMD. However, the distinguishing
attacks did not yield forgeries, and whether EWC and EWCDMD have
BBB unforgeability (or MAC security) remains open.

We prove beyond-birthday unforgeability for EWC and EWCDMD and
answer this long-standing open problem positively. Using an n-bit block
cipher and an O(27")-AXU hash family, we prove that both constructions
are secure up to 2°"/% MAC queries and nearly 2" verification queries, in
the nonce-respecting setting.

To bypass the birthday distinguishing attacks, our proofs directly analyze
forgery events using auxiliary experiments indexed by hash values and
messages. For EWC, we additionally employ conditional permutation
analysis and collision multiplicity bounds with KL divergence, whereas
for EWCDMD we use Hellinger distance and Fourier analysis.
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1 Introduction

Message authentication codes (MACs) allow parties sharing a secret key to protect
the authenticity and integrity of their messages. The universal-hashing approach
of Wegman and Carter [27] compresses a potentially long message with a keyed
hash and masks the result with a one-time pad. Brassard [2] placed this approach
in a computational setting by generating the masks pseudorandomly from a short
shared key. Concretely, for a nonce N and a message M, the resulting tag takes
the form Fi(N) @ h(M), where Fi is a pseudorandom function (PRF) and
h is an independently keyed almost-XOR-universal (AXU) hash function [26].
This separates the cost of processing the message from that of generating the
cryptographic mask. The analyses of Shoup [26] and Cogliati and Seurin [8] give
strong authentication guarantees when the nonces are distinct and the masking
function is a secure PRF.



Two considerations complicate this picture. First, reusing a nonce cancels
the mask in the difference of two tags, exposing a difference of hash values;
for common polynomial hash families, such information can lead to hash-key
recovery, as illustrated by Joux’s attack on GCM [20] and the broader key-
recovery analyses of Handschuh and Preneel [18]. Second, block ciphers implement
pseudorandom permutations rather than arbitrary pseudorandom functions.
Replacing a permutation with a random function by the PRP/PRF switching
lemma [1] introduces a loss of order ¢?/2", where n is the block length and ¢ is
the number of queries. The resulting birthday bound is particularly restrictive for
small block sizes [8,3]. These considerations motivate efficient MACs that offer
security beyond the birthday bound under normal nonce use and retain useful
protection when nonce generation fails.
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Fig. 1. Encrypted Wegman—Carter and its variants. From left to right: Encrypted
Wegman-Carter (EWC) [8]; EWCDM [8]; EWCDMD [21]; F5PMP [3].

Encrypted Wegman—Carter and variants. Cogliati and Seurin (CS) [8]
showed that applying an independently keyed block cipher to the Wegman-Carter
tag makes it nonce-misuse resistant (up to 27/2 authentication queries), and
called the resulting construction Encrypted Wegman—Carter (EWC). A standard
reduction would replace the two block ciphers with two independent secret random
permutations Py, P, on n bits, with which the EWC construction, depicted in
Fig. 1 (first from the left), is defined by

However, this construction admits a distinguishing attack with 2™/2 complex-
ity [8,16]: fixing M arbitrarily and making \ ~ 2"/ authentication queries

Ty + EWC(Ny, M), ..., Ty + EWC(Ny, M)

necessarily yields distinct 77, ...,T) and enables distinguishing the EWC MAC
oracle from a random function. While this does not yield a forgery, it means EWC



cannot be proven beyond-birthday secure using the CS framework [8, Sect. 4.1].
Due to this, CS added a nonce feed-forward to EWC and proposed the Encrypted
Wegman—Carter with Davies—Meyer (EWCDM) construction, as depicted in Fig.
1 (second from the left):

EWCDM(N, M) := P,(Py(N) & N & h(M)).

Their analysis established security up to 22"/3 authentication queries in the
nonce-respecting setting, together with birthday-bound nonce-misuse resistance.
Both constructions require one hash evaluation and two block cipher calls, and the
first cipher call can be computed in parallel with the hash. Thanks to this nonce
feed-forward, no additional block cipher calls are needed for beyond-birthday
security.

CS left open the question of whether EWCDM or alternative constructions
can provably achieve “full” n-bit security. To solve this, Dai et al. [11] introduced
the chi-squared method and proved 3n/4-bit PRF security for the underlying
Encrypted Davies—Meyer (EDM) construction EDM(X) := Po(P;(X) @ X). How-
ever, the chi-squared method falls short of proving BBB MAC security [13],
and a more promising approach is to use Patarin’s H-coefficient method [24]
plus Mirror Theory [25], as pioneered by Mennink and Neves [21]. The latter
approach was subsequently extended and refined in [12,7], and Choi et al. [6] were
eventually able to prove full n-bit nonce-respecting MAC security for EWCDM
to completely solve CS’s open problem.

To obtain a plausible alternative construction, Mennink and Neves [21] modi-
fied the position of the feed-forward action in EWCDM to yield EWCDMD, the
dual of EWCDM, as shown in Fig. 1 (third from the left):

EWCDMD(N, M) := Py (Py(N) @ h(M)) & P(N) & h(M).

Mennink and Neves attempted to use Mirror Theory to prove n-bit PRF security
for EWCDMD in the nonce-respecting setting. However, Nandi [22] disproved
their result by exhibiting a distinguishing attack against EWCDMD. His attack
exploits excess collisions arising from the composition of non-injective functions,
and does not lead to a forgery.

By slightly changing the “starting point” of the feed-forward in EWCDMD
in Fig. 1 (third from the left), another variant shown in Fig. 1 (fourth from the
left) can be obtained. In Chen et al’s systematic categorization of two block
cipher-based MACs [3], this variant was called FgPMP:

FEPMP(N, M) := P,(P1(N) @ h(M)) & P (N).

Chen et al. discussed the security of the various two block cipher-based MACs and
Choi et al. [6] further tightened the security bounds. Yet, in [3, Table 1], FEZDMD
was the only remaining candidate whose BBB MAC security was unknown.

Pseudorandomness vs. MAC Security. As mentioned, EWC and EWCDMD
admit distinguishing attacks with birthday complexity (in the nonce-respecting



setting), i.e., with 27/2 authentication queries, their authentication oracles can be
distinguished from random functions. But the attacks do not result in forgeries.
In fact, the questions of whether EWC and EWCDMD have BBB MAC security
or unforgeability have been open for years: see [22]. Note that the state-of-the-art
security proof paradigm is due to CS [8], which proves BBB MAC security by
first proving BBB PRF security. Due to the attacks, if BBB MAC security can
be proven for EWC and EWCDMD then the proof must use a conceptually new
proof paradigm.

Our results. We give direct unforgeability analyses of EWC and EWCDMD
and show that both achieve (far beyond-birthday) 5n/6-bit MAC security (in
the nonce-respecting setting), answering the ten-year open problem. Concretely,
in the nonce-respecting setting, if an O(27")-almost-XOR~universal (AXU) hash
function family is used, then: (i) EWC is unforgeable up to roughly 251/6 adaptive
authentication queries and 2" verification queries; (ii) EWCDMD is unforgeable
up to roughly 2°"/¢ adaptive authentication queries and 2™ /n verification queries.

Technical approach. We first reduce the standard MAC security experiment, in
which authentication and verification queries may be adaptively interleaved, to a
list forgery experiment (Section 3). In the latter experiment, the adversary makes
all authentication queries first and then outputs a list of verification candidates,
without receiving verification feedback; it succeeds if any candidate is valid. Each
candidate must be fresh relative to the entire authentication transcript, whereas
in the standard experiment freshness is required only relative to authentication
records preceding that verification query.

The reduction simulates the standard MAC experiment by forwarding au-
thentication queries to its authentication oracle in the list forgery experiment,
answering every verification query with rejection, and recording the corresponding
candidate for inclusion in the final list. Under the same secret key, the simulated
and standard interactions coincide until, but not including, the first accepting
verification response in the standard experiment. However, a recorded candidate
may coincide with a later authentication record and thus fail the freshness re-
quirement of the list experiment. We bound this matching event separately, at a
cost of at most v/(2" — g+ 1) for EWC and (n+ 1)v/(2" — ¢+ 1) for EWCDMD.

In the list experiment, using the residual uniformity of the permutations
(i.e., uniform sampling from unused outputs after conditioning on the assigned
permutation input—output pairs) and the conditional distribution of their internal
values, we can prove that most types of forgeries are unlikely to be accepted.
The main difficulty is what we call a copy forgery: at an old nonce, the adversary
submits the observed tag for a different message with the same hash value. AXU
bounds collisions between fixed messages, but the messages in this event are
chosen adaptively from a transcript that depends on the secret hash key. We
therefore cannot apply AXU directly after conditioning on the real transcript.

To handle copy forgeries, let Real denote the real authentication experiment.
We introduce two auxiliary authentication experiments: Clr uses independent




random permutations indexed by hash values, which we call colors, whereas Msg
uses independent random permutations indexed by messages. For EWC, these
permutations map nonces to tags; for EWCDMD, they map nonces to internal
roots, which are then transformed into tags by the common map y — Pa(y) ® y.

In the message-indexed experiment, authentication responses are generated
using the permutation assigned to each message, without evaluating the hash
function. Hence the resulting transcript and the adversary’s forgery candidates are
independent of the hash key. Conditioned on this transcript and the candidate list,
each copy forgery requires a hash collision between two fixed, distinct messages,
which occurs with probability at most € by the AXU property. A union bound
over the at most v candidates therefore gives a copy probability of at most ve.

The copy event depends on both the hash function and the authentication
transcript. We therefore compare the joint distributions of the hash function
and the authentication transcript across the three experiments. The resulting
statistical distances bound the increase in the copy probability when passing
from Msg to Clr and then to Real.

The Msg—Clr comparison yields a statistical distance of at most (3)6/2"
For EWC, a transcript possible in Msg is incompatible with Clr if two distinct
messages have both the same hash value and the same tag: in Clr, equal hash
values select the same permutation, which must return distinct outputs at distinct
nonces. In Msg, the expected number of tag-colliding pairs of distinct messages
is at most (g) /2™, and each pair has equal hash values with probability at most
e. For EWCDMD, the same argument applies to the internal roots rather than
the final tags.

The remaining comparison requires a precise description of the roots Y; =
Pi(N;) ® h(M;), i €{1,...,q}. For EWC, equal tags identify equal roots. Con-
ditioned on the hash key and transcript, the distinct roots are uniform over
tuples satisfying the input—output constraints of both permutations. A local
switching argument on these tuples controls the probability that the next query
joins each existing root class. On the new-root branch, both experiments return
a uniform unused tag. We thus bound the chi-squared divergence through the
joining probabilities and accumulate these bounds using the KL chain rule [9].
Moment bounds on collision multiplicities allow this comparison to continue well
beyond the first collision.

For EWCDMD, distinct roots can yield the same tag, so the proof retains the
latent partition induced by root equality without revealing it to the adversary.
The joining analysis extends to this partition, but the tag at a new root is
no longer uniform over unused tags. We express its deviation from uniform
as an XOR convolution involving the excluded roots and assigned P, outputs,
and bound it by Fourier analysis. Sampling-without-replacement estimates [19]
control the relevant Fourier coefficients despite adaptive queries. Since the real
and auxiliary experiments induce different conditional root distributions, we
compare their new-root tag laws through a common uniform distribution and
combine the old-root and new-root contributions using Hellinger distance [17].



Both comparisons stop when a tag occurs more than five times. The resulting
tail bounds contribute O(q®/25™), while converting the accumulated divergence to
statistical distance contributes O(g®/2°"/2) among the terms in the final bounds.
Combining these list-forgery bounds with the aforementioned standard-to-list
reduction gap, when ¢ = O(2™") we obtain the claims: EWC security up to 2°7/6
authentication queries and 2" verification queries, and EWCDMD security up to
257/6 authentication queries and 2" /n verification queries.

Finally, to complete the BBB picture of Chen et al’s characterization [3],
we also show a birthday forgery attack against FE?MD. Concretely, over Fan
we exhibit the 2'~"-AXU family ho(z,y) = az ® o?y. For this family and
n > 64, Theorem 3 gives a nonce-respecting forgery attack using ¢ = @(2”/ 2/n)
authentication queries and a single verification candidate, with success probability
greater than 1/42. This means FEPMP cannot achieve BBB security under
the AXU assumption alone. We do not view this as our main result. As a
complementary result, we prove birthday MAC security for FEEMD.

Related work. Datta et al. [13] proposed Decrypted Wegman—Carter with
Davies—Meyer (DWCDM), replacing the outer encryption in EWCDM with
decryption so that both cipher calls can use the same key: DWCDM(N, M) =
E(Ex(N)® N @ h(M)). They proved 2n/3-bit nonce-respecting MAC security
and birthday-bound nonce-misuse resistance, which was improved to 3n/4-bit
security in [12]. Dutta et al. [16] formalized the faulty nonce model, which
measures security as a function of the number of authentication queries that
reuse a nonce, and proposed the nonce-based Enhanced Hash-then-Mask (nEHtM)
MAC with 2n/3-bit nonce-respecting MAC security, and Choi et al. [5] further
improved the analysis of nEHtM to 3n/4-bit MAC security. As a limitation, EWC
and EWCDMD do not have BBB security in the faulty nonce model.

Organization. Section 2 introduces the security model and probabilistic tools.
Section 3 introduces the list forgery experiment and reduces MAC advantage
to list forgery advantage up to an additive bad-event term. Sections 4 and 5
establish the EWC and EWCDMD bounds, respectively. Section 6 presents a
birthday-bound forgery attack against FEEMD and establishes a MAC security
bound.

2 Preliminaries and Security Model

2.1 Notation and the MAC constructions

Let n > 1, and identify F3 with {0,1}", so |[F§| = 2". Write (27); == 2" (2" —
1) (2" = k4 1), with (2™)¢ := 1. Also, [k] :={1,...,k} and [0] := &. Addition
in FZ is bitwise XOR. The permutations Py, P <—g Perm(F%) are independent
and uniform. Let M be a nonempty message space, and let H be a finite e-almost-
XOR-universal family of functions from M to F5. Independently of P;, P5, sample



e H. Thus, for all distinct M, M’ and every § € F%,

Prlh(M) & h(M') = 3] < e. (1)

For a random variable X, £(X) denotes its distribution. A subscript identifies
the governing experiment or probability law. For example, Lyw/(X) denotes the
distribution of X in experiment W. When a random variable and its value use
the same symbol and appear together, we use boldface for the random variable,
as in h = h. For a fixed value X, we write Pr[- | X] for Pr[- | X = X] when
unambiguous. The same convention applies to tuples, conditional distributions,
and conditional expectations.

For a nonce N € Fy and a message M € M, the three nonce-based MACs
analyzed in this work are

EWCDMD(N, M) := P5(P1(N) & h(M)) & P (N) & h(M), (3)
FEPMP(N, M) := P5(P(N) ® h(M

2.2 Nonce-respecting MAC security

Let MACgk be a deterministic nonce-based MAC with n-bit nonces and tags. The
challenger samples a secret key K once from a finite key space and provides
an adversary A with two oracles. An authentication query (N, M) to Tagy
returns MACg (N, M). A verification query (N, M,T) to Vrfy, returns b = 1
it T = MACk (N, M), and otherwise returns b = 0. For the constructions in
Equations (2) to (4), K = (P1, Py, h). The adversary has access only to these
two oracles, and the permutations and the hash key remain secret.

We consider information-theoretic security. Adversaries are computationally
unbounded. A (g, v)-adversary makes at most g authentication queries and at most
v verification queries. At each step, the adversary determines the query type and
its contents based on all preceding queries and responses. Write (V;, M;, T;) for
the i-th authentication record, and (N7, M}, T}, b;) for the j-th verification record.
Authentication nonces are distinct. Let ¢; denote the number of authentication
queries preceding the j-th verification query. Each verification query j must
satisfy

(N}, M}, T}) # (Ni, M, T;)  for every i € [t]. (5)

The adversary succeeds as soon as a verification query returns 1. The nonce-
respecting MAC advantage of A and the nonce-respecting (g, v)-MAC advantage
of MAC are defined by

Adviiat (A) = Pr[ATex VW succeeds], Adviiac(q,v) = max Adviac (A),

where the maximum ranges over all deterministic, adaptive, nonce-respecting
(g, v)-adversaries. Randomized adversaries cannot increase this quantity, because
one may condition on their coins.



We consider 1 < ¢ < 2" and v > 1. The maximum defining the MAC advan-
tage is unchanged if we restrict to adversaries making exactly ¢ authentication
queries and exactly v verification queries. Any adversary making fewer queries
can be padded with additional authentication queries on unused nonces and
additional fresh verification queries, without decreasing its success probability.
Hence, below we consider only such MAC adversaries.

2.3 Tools: Distance, permutation, and reusable estimates

For probability distributions P, ) on the same finite set {2, define their statistical
distance, Hellinger distance, x? divergence, and KL divergence by

APQ) = 5 3 IP@) ~ Q).

H(P,Q) :

1/2
(Z( P() - Q(x))2> ,
2 — 3~ (P) — Q@)
CPIQ) = 3

P(x)

Qx)

All logarithms are natural. In the last two definitions, a summand with P(z) =
Q(z) = 0 is zero, while the divergence is +o0 if P(z) > 0 = Q(«) for some x. For
KL divergence, every summand with P(z) = 0 is interpreted as zero. Write P < @
when Q(z) = 0 implies P(x) = 0. For a function f : 2 — (2’ into a finite set {2/,
write fu P for the push-forward distribution, namely (fxP)(y) == > P(x).

DkL(P||Q) = ZP(@ log

z:f(z)=y
Proposition 1 (Standard divergence facts). Let P, Q be probability distribu-
tions on a finite set §2, and let £ be a finite set.

(i) One always has A(P,Q) < H(P,Q). If P < Q, then

H*(P,Q) < x*(P|Q), DkL(P|IQ) < x*(PQ),
A(P,Q) < DKL(ZPHQ)’

(ii) Data processing. For every function f: 2 — (',
A(fpP, f4Q) S A(P,Q),  H(fyP, f4Q) < H(P,Q). (6)

IfP < Q, then f#P < f#Q and DKL(f#P”f#Q) S DKL(P”Q)

(iii) KL chain rule. Let Px y,Qx,y be joint distributions on a finite set X x ).
Suppose Px < Qx and, for every x with Px(x) >0, Py|x—; < Qy|x=z-
Then

Dxr(Pxy||Qx,y) = DxL(Px|Qx) + Z Px () Dkr(Py | x=2||Qy | x=2)-
reX

Terms with Px(x) = 0 are zero.



Proofs of these classical facts can be found in [9,10,17].

We also use the decomposition of squared Hellinger distance. In the next
identity, w; denotes the complete history retained through time t, P;, Q; are its
laws, and P; 1|, , Q¢+1|w, are the conditional next-state laws. Conditional laws
at histories having zero weight under either law may be chosen arbitrarily. Then

q—1
H2(P0:q7 QO:q) = HZ(POa QO) + Z Z Pt(wt)Qt<wt>H2(Pt+l|wta Qt+1\wt)- (7>

t=0 w¢

For a joint variable (J,T'), the same decomposition gives

H*(Pyr,Qur) = H*(P7,QJ) + Z VPi()QsG)H?(Pry;, Qryy).  (8)

Recall a standard fact about random permutations that will be intensively
used: after conditioning a random permutation on k distinct input/output pairs,
its restriction to the two complements is a uniform bijection. In particular, the
image of a new input is uniform over the 2" — k unused outputs.

We present a lemma used in the EWC and EWCDMD analyses. For any
sequence Z1, ..., Z, and every t € [¢], partition [t] according to equality among
Z1, ..., 2, denote the block sizes by s1,...,s,, and define

&(Z) == max sq, U (Z) = Z s2.

a:sq>2
Lemma 1. Let Zy,. .., Z, be random variables taking values in a finite set Z. For
each i € [q], let H;_1 be a finite-valued random variable determining Z1, ..., Z;_1.

Suppose that, for some D > 0, every i € [q], every h;—1 with Pr[H;_1 = h;—1] > 0,
and every z € Z satisfy

Pr[Z; =z | Hi_y = h;i 1] < D%
Then the following hold.
(i) For any pairwise disjoint nonempty sets I,...,Is C [q],
Pr[Z = Z; for alli,j € I, £ € [s]] < D™ 2aemn (217D, (9)
(ii) For everyt € |ql,

82 4t
E[W7(Z)] < — +

2 4
=D "D

]E[Lpt(Z)] < D’

(iii) For every integer L > 1,

Prle,(Z) > L] < (L i 1)D‘L.

10



Proof. (i) Let

S

m=Y (II]-1).

=1
We prove the claim by induction on m. If m = 0, then every I, is a singleton, so
the claimed event is certain and the bound is immediate.

Now assume m > 1. Singleton sets impose no restriction and may be omitted.
Let

S
J = max U Iy.
£=1

After relabeling the sets if necessary, suppose that j € I, and put
i := min [, IL =TI\ {j}.

Let E denote the event in Equation (9), and let E’ be the analogous event with
I, replaced by I.. Since |I4| > 2, the set I is nonempty, and

E=En{Z = Z}.

By the maximality of j, the event E’ and the variable Z; are determined by
H,;_;. For every h with Pr[H;_; = h] > 0, let z;, be the value of Z; determined
by Hj—l = h. Then

Pr[Z;=Z;|Hj_y=h]=Pr[Z; =z, | Hj—1 =h] < D '.
Consequently,
Pr[E] =E[1g Pr[Z; = Z; | Hj_1]]
< D 'Pr[E].
Replacing I by I’ reduces m by one. Hence the induction hypothesis gives
Pr[E'] < D~(m=1),

and therefore
Pr[E| <D™ =D" Do, (Tel=1)
This proves Equation (9).
(ii) Let
Ci= Y, Vz=zy

1<i<j<t

An equality block of size b > 2 contributes b2 to ¥;(Z) and (g) to C;. Since
b < 4(12’), we have ¥ (Z) < 4C;. By (i),

E[Cy] < (;) DY

11



and hence
By (Z2)] <4 Np1< 2t
t = 9 =D B

Expanding C?, each diagonal term has expectation at most D!, while any
two distinct pair equalities have joint probability at most D=2 by (i): apply it
either to two disjoint pairs or to their three-position union. Therefore,

t t 2 4
1 t t
E 2 < (2) 2 (2) < .
Using ¥ (Z) < 4C} yields
8t2 4t

E[W?(Z)] < 16E[C?] < o+ e

(iii) If £,(Z) > L, then some L + 1 positions carry the same value. Thus, by (i)
and a union bound,

.o q —
Pr(§,(Z2) > L] < I%:] Pr[Z, =Z; foralli,j € I] < (L—i— 1>D L,
Clg

|I|=L+1

3 List Forgery

We reduce the MAC advantage to the list forgery advantage, at the cost of
the probability of a bad event. Such matching events have also been treated
separately in MAC analyses, as in the analysis of bady by Choi et al. [4, Sect. 6.1].

List forgery advantage. In the list forgery experiment, a computationally
unbounded deterministic adversary D makes exactly ¢ adaptive authentication
queries with distinct nonces. Starting with Qg := &, query i is determined by
Q;—1, and the answer T; := MACg (N;, M;) gives the transcript

Qi = (N1, My, Th),...,(Ns, My, T7)).
After receiving )4, the adversary outputs a list of v verification candidates
V(Qq) = ((N{7 M{’Tll)v B (Nzln M’L/}’T’LI)))

satisfying the triple freshness condition
(N}, M}, Tj) # (N;, M;, T;)  for alli € [q], j € [v]. (10)

Write Real for this experiment and define the event

Forgemac == {3j € [v] : T} = MACk (N}, M})}.

12



The list forgery advantage of D and the (g, v)-list forgery advantage of MAC are
list-forge
Advyac (D) = I{:gl[FO"geﬁAc]a

list-forge ,_ list-forge
Advyac % (g, v) = max Advyac 5°(D),

where the maximum is taken over all D satisfying the preceding conditions. We
abbreviate the forgery event to Forge when unambiguous.
Strengthening the triple freshness condition to pair freshness

(N}, M}) # (Ny, M;) for alli € [q], j € [v] (11)

does not change the maximum advantage. Pair freshness implies triple freshness.
Conversely, from any triple-fresh adversary D, construct a pair-fresh adversary
D' by replacing every output candidate whose pair occurs in @, with an arbitrary
pair-fresh candidate. Any candidate whose pair occurs in ), is necessarily rejected.
Hence D’ has advantage at least that of D.

Reduction to list forgery. Define an auxiliary experiment MacRej by replacing
Vrfy ;- in the MAC experiment of Section 2.2 with Rej, which returns 0 to every
verification query without evaluating the MAC. For a (g, v)-adversary A as in
Section 2.2, define

Badijac = {3i € [q], j € [v] : (Ny, M;, Ty) = (N}, M, T))}.

1770
By Equation (5), any such match has i > ¢;. Define

— A
dmac(q,v) = mjxx Migej[BadMAc]a

where the maximum is taken over all such A.
Proposition 2. For1 <g<2" andv >1,
Adviiac (g, v) < Advypac®(q,v) + dwac(q, v). (12)

Proof. Fix a (q,v)-adversary A in the MAC experiment of Section 2.2. Construct
a list-forgery adversary B that runs A, forwards its authentication queries, and
answers every verification query with 0, thereby simulating MacRej. Write

Qg/laCRej = ((NZaM’LaTZ))lG[q]a Vq'YIaCRej = ((NJ/aMJ/aj—;v()))jE[v]

for the transcripts obtained in this simulation. After the interaction, 5 chooses a
nonce N* not used in @Qy2R®, and submits its verification list (N}, M}, T})) efo),
where N := N* if (N}, M}, Tj) = (Ni, M;,T;) for some i € [q], and N} = N;
otherwise. Then the list satisfies Equation (10).

Run the MAC experiment of A and the list-forgery experiment of B using
the same key K. If A succeeds, consider its first accepted verification triple.

All preceding verification replies are 0, so the simulation inside B records the
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same query triple in YMaRei_Tf this triple does not occur in QQAQCREJ, it remains
unchanged in B’s output list and B succeeds. Otherwise, Bad“,\jAC occurs. Hence,
pointwise,

1{.A succeeds} < 1{6 succeeds} + 1{Bad
Taking expectations over K gives

Adviae (A) < Advissd®®(B) + Pr [Badiiac)-

MacRej

mact”

Finally, Adv}\i,lsi'éorge(l’a’) < Adv }\l,lsicforge(q, v), and maximizing over A proves Equa-
tion (12). O

Lemma 2. For 1 <g¢<2" andv > 1,

v
] —_ 1
ewc (g, v )_2n 1 (13)
(n+1)v
< —t 14
dewcpmp (¢, v) < g1 (14)

Proof. Fix MAC € {EWC, EWCDMD} and an adversary A as in Section 2.2, and
work in MacRej. For ¢ € [q], let Bad; be the event that the i-th authentication
record (N;, M;,T;) coincides with a preceding verification candidate. By its
definition,

q
Baditac € | J Bad;.
i=1
Let Q~; be the transcript before the i-th authentication query, and let k; count
preceding verification candidates with input pair (N;, M;). Since authentication
nonces are distinct, fixing a complete transcript @, we have Y7, k; < v.

For EWC, fix i € [g] and condition on any positive-probability (Q«;, h, P2).
Then (N;, M;) and the i — 1 previously used outputs of P; are fixed, and Py (N;)
is uniform over the remaining 2" — i 4+ 1 outputs. Since z — Py(z @ h(M;)) is a
bijection, By

1
kgD | Q<i b Po < 5o
Averaging over h, P, gives

ks
Pr B —_
Macrl%e [ ad; l Q<z] T2 —gi41

Hence, by a union bound,

q
Pr [Badfc] gz Pr [Bad,]

MacRej acReJ

o s
zz: MacRej |:'H‘1:|

1 1 v
< Facre | > ki| < ————.
P ; ’] Tom—gt1
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Maximizing over A proves Equation (13).
For EWCDMD, 60 € F3, and a fixed permutation P», define

ko = [{x € Fy : Py(z) & x = 0}, Fmax(P2) = mMAX K.

Fix i € [g] and condition on any positive-probability (Q;, h, Py). After further
conditioning on the outputs of P; at the preceding authentication nonces, the
value P;(N;) is uniform over the 2" — i + 1 unused outputs. Writing = := P;(N;),
the EWCDMD tag is Po(x & h(M;)) ® x & h(M;). So each fixed tag value has at
most Kmax(P2) preimages in z. Hence the conditional probability of Bad; is at
most k;Kmax(P2)/(2™ — i + 1). Averaging over h and the preceding outputs of Py
gives

kiﬁmax(PZ)
Pr [Bad; Py < ——2 22
Macaej[ ad; ‘ @<is 2] - 2n—441

Hence, by a union bound,

q
Pr [Badijac] < Pr [Bad,]

MacRej P} MacRej
q
k'z"fma‘x(P2)
< E ;
_; MacReJ|:2n i+ 1
< VEp,[Fmax(P2)]
2 —qg+1

It remains to bound Ep, [kmax (P2)] for uniform P,. Fix § € F§ and 1 < s < 2™,
By definition,

(“9> — Y 1P(x) =z@0 forall z € S}.
5/ scrp
|S|=s

Hence we have

Ep, (“:) =Y PrP(e)=c@fforallec 5] = (2:) (23% = %

Next, it holds that

o) <0 mnsltng <5 3 (1)),
0eFy 9eFy

Taking expectations and applying the preceding identity with s = n + 1 gives

2] 2"
E max (FP2)] < E = — < 1.
b0 2 n(ay) =t o <

Substituting this estimate and maximizing over A proves Equation (14). O
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4 Security of EWC

The main result of this section is as follows.

Theorem 1. If 1 < q <2"/24, then

2 6 2 3
v qe q 2q 5q 8¢
= 27+v6+ 9.9n + 240 - 251 + 23n/2 + 22n + 951/2"

Advewe(g,v) (15)

By Proposition 2 and Lemma 2, it remains to bound the list forgery ad-
vantage. Fix a deterministic, adaptive, nonce-respecting adversary D satisfying
Equation (11), and let Real denote the list forgery experiment of Section 3
instantiated with EWC.

We split the forgery event according to the source of randomness used in its
analysis. For a repeated nonce with a previously authenticated tag, injectivity
of P, reduces acceptance to a hash coincidence, handled via the Real-Clr—Msg
comparison introduced later and the AXU property. This will be formalized as
an event Copygyc below. For a repeated nonce with a different tag, acceptance is
controlled by the residual randomness of P», while for a new nonce it is controlled
by the residual randomness of P;. The latter two cases will be formalized as
events NCgwc and NNgwc, respectively:

Copyewc ={Fi € [q],j € [v]: Nj=N;, Tj =T;, h(M;) = h(M;)},
N =N, T AT,
— . - . i (] ’
NCewc : {31 €lql,jev: PQ_I(TJ/) @h(MJ/) Pg_l(Tz) ® h(MZ)} )
NNewc ={3j € [v] : NJ/ ¢ {N1,..., Nz}, TJ/ = PQ(Pl(NJ/») &) h(MJ/))}

In Real, by the definition of Forge, we have
Forge = COpyEWC U NCgwc U NNgwc.

Hence,
Pr[Forge] < Pr[Copygwc] + Pr[NCewc] + Pr[NNgwc]. (16)
Real Real Real Real

In Section 4.1, we bound the probabilities of NNgwc and NCgwc in Real. For
Copygwc, we introduce the auxiliary experiments Clr and Msg in Section 4.2,
where we bound the probability of Copygwc in Msg and the statistical distance
between the joint (h, Q,) distributions in Msg and Clr. We bound a conditional
divergence x? for Real and Clr in Section 4.3, then use the KL chain rule and
a stopped KL argument in Section 4.4 to bound the corresponding statistical
distance between Real and Clr. The estimates are assembled in Section 4.5 to
obtain the MAC security bound.

For authentication query i, put Y; := Py(N;) @ h(M;). We call h(M;) the
color of query ¢ and Y; its root.
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4.1 New-nonce and non-copy repeated-nonce forgeries

Proposition 3. If ¢ < 2", then

g)rl[NNEWC] S (17)

2 —q’
Proof. Fix a value (h, Qq, P2) having positive probability in Real; it determines
the verification list. The transcript fixes ¢ input—output pairs of P;. At a new
nonce, the residual output is uniform among 2™ — ¢ values, and acceptance
specifies at most one of them. Therefore, a union bound over the new-nonce
verification candidates gives

v
Pr NN h Pl < —.
Regl[ EWC | 7Qq7 2] = on _ q
Averaging gives (17). O
To bound Prges[NCewc], we first control the tag multiplicities and the condi-
tional roots in Real. Fix t € [¢], h € H, and an authentication transcript

Qr = ((Ny, M;, Ty))i .

Partition [t] by equal tags. Let 61,. .., 60, be the distinct values among 71, ..., T},
with

I, ={i€[t]: T; = 0.}, Sa = |1al, Co ={h(M;) :i € I,}.

For a € [r], let Y{q4) = P;(8,) be the root of I,,, so that Y; = Y(q) fori € I,. For
roots, subscripts ¢ and («) index queries and blocks, respectively. If Prrea[Q: =
Q¢+, h = h] > 0, then |C,| = s, for every a € [r]. Indeed, if distinct 7,5 € I,
satisfied h(MZ) = h(Mj), then Pl(NZ) = Y—(a) ©® h(MZ) = Yv(a) @h(MJ) = Pl(Nj),
contradicting IV; # Nj.

Write (i) = « for i € I, and define the configuration C := (C1,...,C;). Set
& =0 and ¥, := 0 and, for t > 1, put

o o 2
&= moz}x Sa, U, = E 55,

ais§q>2

Lemma 3. Assume g < 2". For 0 <t < q and any integer L > 1,

212 8t 4t*
Ereal[#:] < Ereal[#?] < 18
Real[ t}_anq’ Real[ t]—2niq+(2niq)2’ ( )
q n —L
< — .
Prie, > 1] < ( L 1) (2" —q) (19)

Proof. Fix i € [¢] and a tag 6, and condition on a positive-probability value of
H;_1 = (h,P>,Q;_1) in Real. The fresh P; output is uniform on 2" —i + 1 values,
while T; = 6 specifies at most one of them. Hence

1
Pr [Tz =0 | Hi—l] S .
Real 2" —q

Apply Lemma 1 with Z; = T; and D = 2" — q. ad
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‘We next describe the conditional root distribution. Define

Y(a) 7 Y(B)>
PBC) = Wy ¥e)) € FL)" : (Ya) ©Ca) N (Y ®Cp) =@ »,  (20)
for all a #

and let Pack(C) = |B(C)].
Proposition 4. Fiz values h,Q; such that Prrea[Qr = Qt,h = h] > 0. Then

Pack(C)
P = h| = —————.
LulQe = Qe[ bl = 5oy ony.
Conditional on h,Q;, (Y(a))ae[r] s uniform on B(C). Moreover, for every 3 €
[r], after further conditioning on any value of the other roots having positive
conditional probability, Y gy is uniform on its conditional support, whose size is
at least
2" —(r—1) — sg(t — sp).
If & < L, this size is at least 2™ — (t — 1) — Lt.

Proof. For y = (yay,---,Yr)) € B(C), define Sg’Qf as the event
Pry(y)) =ba (a€lr]),  Pi(Ni) =y@@) ®h(M;) (i€ [t]).

The P constraints are valid since the values y(,) and 6, are pairwise distinct. For
P, the inputs are distinct because D is nonce-respecting, while the prescribed
outputs are distinct within each block by |C,,| = s, and across blocks by (20).

Since D is deterministic, any pair (P;, P») satisfying 5;“Qt produces the
transcript ;. Conversely, any pair producing @Q; determines the unique root
tuple y = (Py*(01), ..., Py *(6,)) € P(C). Hence, conditional on h,

1
Q=)= || &, Prigy | n] = 2@,
YER(©) e
It follows that
o Pack(©)
RE;[QIE - Qt | h] - (2n)t(2n)r’
1
Rzgl[(Y(a))aE[r] =yl h,Q = Pack(C) (y € B(C)). (21)

Now fix # € [r] and a value y_g = (y()),#s having positive conditional
probability. The conditional support of Y(4) is

Ss(y-5) =F5\ ({ye) v # By Uy @ @iy # B, c€Cp, ¢ €Cy}).
By (21), Yy is uniform on Sg(y—p), and

[Sa(y—s)| > 2" — (r—1) = |Cs| Y _ |Cy| = 2" = (r = 1) — s5(t — sp).
V#B

If & < L, then sg(t — sg) < Lt. Together with r — 1 < ¢ — 1, this yields the final
bound. O
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Proposition 5. Let L > 1 be an integer and ¢ > 1. If (L + 1)q < 2™/4, then
v

LrlNCewe N {& = L} = 57— (L+1)g+1 (22)

Proof. Fix (h,Qq) such that Prrealh = h,Qq = Q4] > 0 and & < L. The
verification list is then fixed. For j € [v], define

& ={3iclg: N, =N, T} # T, Py"(T}) = Y;@®h(M,) @ h(M})} .

Thus NCewc = U;:l &;. If no i satisfies the first two conditions defining &;, then
&, is empty. Otherwise the nonce condition determines a unique ¢ € [q].
Suppose first that 77 ¢ {01, ...,0,}. Fix a value y of the root tuple having

positive conditional probability. Given (Y(,)) e[} = ¥, the value Py Y ) is

uniform over the 2™ — r inputs not mapped to the observed tags. Consequently,
1

2n —

1 1
Pr (& | h < <
Regl[J| ’Qq]_2”—r_2”f(L+l)q+1’

Pri&; | h, Qg (Vo) )vem = ¥] <

b

where the first inequality on the second line follows by averaging over the root
tuple.

Now suppose that T; = 0 and i € I,. Since T; = 0, # T}, we have 8 # a. By
Proposition 4, after conditioning on any value (Y(.)),2s = y—p having positive
probability, Y{) is uniform over at least 2" — (¢ —1) — Lg=2" — (L +1)q + 1
possible values. Since o # 3, the event &; specifies at most one of these values.
Therefore,

1
P . Y, =y-p| =
Pri&; | h, Qq, (Yiq))yzs = y-5] < 2 —(L+1)g+1
1
. <
Rlzgl[gj | h,Qq] — on _ (L+ 1)q—|— I

where the second inequality follows by averaging over the other roots.
A union bound gives

ngl[NCEwc | h,Qq] < Z; ngl[gj | h, Q]
]:

< Y .
T2 —(L+1)g+1

Since &, is determined by @, averaging over (h, Q) yields

Pr[NCewc N {&; < L}] = EReal {1{§QSL} Pr[NCewc | h, Q]
Real Real
v
< .
—2n—(L+1)g+1
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4.2 The copy event and auxiliary experiments

It remains to bound Prrea[Copygwc]. This event is determined by (h, Q4). We
introduce two auxiliary authentication experiments, Clr and Msg, identical to
Real except for the authentication oracle. In both experiments, A is sampled as
in Real. With the sampled functions fixed, the authentication oracle returns T’
on query (N, M) as follows:

Clr: T:= Hh(M)<N)7
Msg: T := IIp(N).

When an index is encountered for the first time, the corresponding II}(yr) or
1T,y is sampled as an independent uniform permutation of Fy; later queries with
the same index reuse it. All these permutations are mutually independent and
independent of h.

In Msg, transcript generation does not use h, so AXU bounds the copy event
after the transcript is fixed. We therefore compare Msg with Clr, and then compare
Real with Clr. More explicitly, applying the inequality |Prp[E] — Prg[E]| <
A(P, Q) twice gives

Fzgl[COPYEWC} < l\l/zl)slé[COPYEWd + A(ﬁMsg(ha Qq)v Lcir(h, Qq))
+ A(LRreal(h; Qq); Lair(h, Qq))- (23)

Proposition 6.
Pr[Copygyc] < ve. (24)
Msg

Proof. Fix Q4 with Prysg[Qq = Q4] > 0. It also fixes the verification list. Since
Qg is independent of h in Msg, the conditional distribution of A remains uniform
over H.
Let
J = {j € [v] : Ji € [q] such that (N, T}) = (N;,T;)}.

JrTg

Because the authentication nonces are distinct, for every j € J there is a unique
such index 4, denoted 7;. Moreover, freshness gives M J’ # M;,. Therefore, by the
union bound and Equation (1),

Pr[Copyewc | Qg <) Pr [A(M;)) = h(M;,)]
€ jeJ hi—H
< |Jle < ve.
Averaging over @ yields (24). O

Proposition 7. Assume g < 2™. Then

ACrasg(h Qy). L (h. Q) < (q)
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Proof. Let Cmp be the event
Fix h € H and Q4 = ((N;, M;, T;)){_, with Prusg[Q, = Q4] > 0, and put

ky={i €lq: M; = M}, ko = |{i € [¢q] : (M) = a}.

If (h,Qq) € Cmp, interpolation of the random permutations gives
1
PriQ, =, h= ][] =

Mse M: kp >0 (2 )kM
1
< — PriQ, = Q| H].
a:£1>0 (2n), ar 4 4

Moreover, the Clr law is supported on Cmp, since distinct authentication nonces
are distinct inputs to the permutation for each color. Let

Pr(Qq) = PriQu=Qq |1l an(Qq) = Br(Qy = Qq | 1.
Since h has the same marginal distribution in both worlds,
A(Lwmsg(h, Qq), Law(h, Qq))
=3 Prih=1] ST (0r(Q) — an(Qy))

heH Qq:
ph(Qq)>Qh(Qq)
— P = -
brlh = h] Pr[=Cmp | h]
heH
= Pr|— .
Mslé[ Cmp]

Fix Qg with Prys[Qq = Q4] > 0. Since @ is independent of h in Msg, by the
union bound and Equation (1),

l\]):I)r [—|Cmp ‘ Qq] S € Z l{Ms75Mt7Ts=Tt}'
% 1<s<t<q
Averaging over @), gives

q t—1

Pr[-Cmp] < EZZ ’\I/I)Srg[Ms 4 M, T, =T)).

Msg t=1 s=1
For t € [q], let
b= {s<t: My, =DM}

Conditional on Q;_1, where @Q;_1 has positive probability, T; is uniform over the
2™ — 4, outputs not previously used for M;. Hence

t—1

> O Pr[M,# M, To =T | Q1] <
o Msg

t—1—14; t—1
< .
2n—¢, — 27
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Averaging over QQ;_1 gives

t—1

t—1

E '\E’r[]\/ls # M, Ts =Ty] <
sg

=1

A

Therefore,

A(Lwsg (1, Qq). Lern(h, Qq)) = Pr[~Cmp] < ( );n

4.3 Conditional divergence between the Real and Clr experiments

Fix 0 <t < q. For a value (h, Q) having positive probability in Real, distinct
nonces of a fixed color have distinct tags, which implies (h,Q:) has positive
probability in Clr. Hence we have Lgreal(h, Q¢) < Lcir(h, Qy).

In this subsection we fix 0 < ¢t < ¢ and a value (h,Q;) having positive
probability in Real. All conditional laws below are given h, Q;. For t = 0, take
r =0 and C = &. The adversary determines the next query from Q;. Write

a:=h(Mp1),  me={ielt]:h(M;)=a}|, Zo={aclr]:a¢Ca}.

For « € Z,, write C* ¢ for the configuration obtained by adding a to C,, and
set
Pack(C*t) 2m — ¢

=" d = — . 2
Ha Pack(C) o T T o T (25)

Encode the next tag by a variable J: set J = « if T;11 = 0,, and set J = « if
T;11 is a new tag. The eligible old blocks are precisely the r — m elements of Z,,.
Let Py, @ be the conditional laws of J in Real, Clr, respectively, and let Pr, Qr
be the corresponding conditional laws of Tyy;.

Lemma 4. For a €Z,,

Py(a) = ;i o Pi)=1- a; Py(a)
1 oy (26)
QI(Q)ZQn ot QI(*):Qn_m~

Moreover,

DxiL(Pr||Qr) = DkL(Ps|Qs),  X*(PrlQr) = X*(PsIQs).  (27)

Proof. The transcript Q; fixes the next query (Ny41, My11). For 7 € F3, let Q7
be the transcript obtained by appending (Nyt1, Mii1,7) to Q.
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Fix o € Z,,. The transcript Q?j_l has ¢ + 1 interpolation constraints on P; and
the same r constraints on P, as Q;; its root configuration is C* 4. The counting
argument in the proof of Proposition 4 therefore gives

Pjla) = %:gl[TtH =0 | h, Q]

. PrReal[Qt+1 = Q?il | h]

~ PrreaQ: = Q¢ | B

_ Pack(C*%%)/((2")41(27),) _ Yo
Pack(C)/((2)¢(2")r) -t

Since « ¢ T, implies Py(a) = 0, normalization gives the formula for Py (x).

In Clr, the color-a permutation has already been evaluated at the m earlier
nonces of color a, producing m distinct old tags. Its next output is uniform over
the other 2 — m values. Of the r old tags, precisely these m are unavailable and
the remaining r — m correspond to Z,. Hence

Qile) = gt (aeTy) Oy = 2o r=m) 2y

2" —m o2n —m’

It remains to compare the distributions within the branches. Put
U=F3\{0,...,0.}.

For every 7 € U, the transcript @7, has the same new root configuration
C*te = (Cy,...,Cp {a}), with t + 1 interpolation constraints on Py and r + 1
interpolation constraints on P,. Thus

PrReal[Qt+1 = QI-H | h]
PT(T) N PrReal[Qt = Qt | h]
_ Pack(C ) /(241 (2)r4)
Pack(C)/((2"):(2")r)
B Pack(C*t4)
~ Pack(C)(2" —t)(2" — 1)’

which is independent of 7. Since || = 2" — r and {J = *} is the disjoint union
of the events {T;4; = 7} over 7 € U, we have
_ P

2n —r

PT(T) (TEU).

In Clr, each 7 € U is an unused output of the color-a permutation, and hence

I Qs

m—_m m—r

Qr(r) = (rel).

Moreover, for every a € Z,,

PT(eoc) :PJ(a)7 QT(HQ) :QJ(O()'
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For B € [r] \ Z,, the tag 03 has already occurred under color a; the permutation
property in either experiment gives

Pr(05) = Qr(0s) = 0.

Substitution of these point probabilities into the definitions gives

PJ(a) Py(x)/(2" —1)
Pra(PriQr) = 3, Prle)loay 5 + Z —r B,/ =)
- T Pt gj @+ Pafe)tog gj ((*)) = Dt (P Q)
and
2 _ (Py(@) = Qy(e))*
X" (Pr||Qr) = a; QJ(a)
(P (x —r) = Qs(x)/(2" —r))?
*Z; Q[ =)
_ Z PJ ) (a)) + (PJ(*)Q_](iQ)J(*)) _ XQ(PJHQJ)a
a€Z, ’
which proves Equation (27). O

Lemma 5. For the conditional laws Py, @ in Equation (26),

(Pr1Q)) = (Z 2+ _d)> . (28)

a€EZ,

Proof. Substituting Equations (25) and (26) into the definition of x2(P,|Q.)
gives Equation (28). O

Continue with the fixed values (h, @), which have positive probability in
both worlds, and assume

& <L, (L+ 1)t <2"/4, (29)

and put
(L+1)t

D;:=2"— (L +1)t, =
t

Thus Dy > 3-2"/4 and n, < 1/3.
For a € Z,, B € [r] \ {a}, and ¢ € Cp, define

Eape ={Y €PB(C) 1Y) = Y(p) Dadc}.
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Lemma 6. Ifc=a or (Co ® (a®c))NCp # D, then Ey 5, = . Otherwise,

1—mn < |5a,5,0| < i
2n IB(C)] — Dy

Proof. If ¢ = a, then every y € &, g, would satisfy y(,) = y(g), contradicting
y € P(C). U (Co®(ade)NCpg # @, choose z € C,, and put w:=xPadc € Cp.
Every y € &,,3, would satisfy

Ye) BT =Yp) Ba®cdr =yp dw,

contrary to y € PB(C). Thus £ 5, = 2.

Assume henceforth that ¢ # a and (Cp @ a ® ¢) N Cp = &, and define
C_o = (Cy)yza. Since [P(C)| > 0, we also have |P(C_,)| > 0. For z =
(2(4))va € B(C_a), write z1* for the full tuple whose ath coordinate is u and
whose remaining coordinates are those of z, and put

S(z) ={u€Fy: 2" €PC)},  Gi={z € P(C0): 25 Ba®ceS()).

Deleting the ath coordinate gives

BOI= Y 18E)] [Eapel = 1G] < IB(C-0)l- (30)
ZEP(C-a)

For fixed z € P(C_,), a value u is excluded from S(z) only if, for some v # a,
either u = z(,) or u ® x = 2(,) ® w for some x € C,, and w € C,. Hence

8(2)] 22" = (r—1) = sa(t = sa) 2 Ds.
It follows from Equation (30) that

|504,B70| |rp(c_a)| L
FO)] = DiRC0)] = Dy

We next record the counting estimate used for the lower bound. For distinct
p,v € [r]\ {a} and ¢ € F3, let

Ap e ={2 € P(C-a) : 2(p) = 2() B (} (31)

Let C_,,—, be obtained by deleting blocks o and p. Deleting coordinate p maps
Ap.~.¢ injectively into B(C_q,—,). Each tuple in the latter set has at least

2" —(r—2) —s,(t — s — 5p) > Dy
extensions in P(C_,). Therefore,

B(C )l

[Apq.cl S IB(Coa,—p)| < D,
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Because a # ¢ and (Cp, @ a®c) N Cpg = &, a tuple z € P(C_y) \ G must
satisfy, for some v ¢ {a, 8},

23 Dadec=24) or ZpDadchr=2z, Gw (rely, wedl,).

Each equality defines a set of the form in Equation (31). Their number is at most
(r—2)+ sa Z Sy =(r—2)+sa(t —sq —sg) < (L+1)t.
v¢{a,B}
Thus

e\ 6l < Eo el = el 1612 0 - mRE-al

Finally, |S(z)| < 2™ for every z € P(C_,), and hence

BOI= D [S() <2 BPC0)l.
zEP(C-a)

Using Equation (30) once more,

Eapel o (L=n)BC-a) _1=m
BT TRCl 2

For a € Z,,, define
By =354+ {(B,c): Ber]\{a},ce Cs\{a}, (Ca @ (a®c))NCs # T}|. (32)

Lemma 7. Let L>1. If & < L and (L4 1)t < 2" /4, then

4B t2
dy| < =29 L oL +1)—— 33
ol < o + 2L+ 1) ()
for every a € Z,,, and
t
> BL<2t+w)+ 5@3. (34)

a€Z,
Proof. Fix a € Z,. Since exactly m blocks of C contain a and 22:1 sg =t,
{(B,¢): Belrl\{a}, ce Cg\{a}}[ =t —m —sa.

By Equation (32), exactly By — so of these pairs satisfy (Co ® (e @) NCs # @.
Therefore,

{(B,0): B[\ {a}, c€ Cs\ {a}, (Ca® (a®c)) N Cs = B} =t —m — Bo.
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Because a ¢ C,, adding a to C, creates no collision within block «. Thus a
tuple y € P(C) does not belong to P(C**) precisely when y() ® a = yz) ® ¢
for some 8 # o and ¢ € Cg. For any fixed y € PB(C), the values y(g) @ ¢, indexed
by 5 € [r] and ¢ € Cg, are pairwise distinct. Hence, for fixed «, the sets €, ,¢
are pairwise disjoint for distinct pairs (3, c).

For #aand ce Cg,if c=aor (Cou ® (a®c)) NCp # &, Lemma 6 gives
Ea,8,c = &. Consequently,

PO\ Pt = | | Eac-

B#a, ceCpg\{a}:
(Ca®(a®c))NCp=2

Taking cardinalities and using Equation (25) gives

1 [BE)\BECT)] 3 |€a.6.cl

Sl R - ()]

B#a, ceCp\{a}:
(Ca®(adc))NCp=2
Since (2" —t)/(2" —m) =1—(t —m)/(2" — m) and the sum has t —m — B,
terms, the definition of d, gives

B 1 |€a,8.c]
do=-Bo 4 Y% ( _ apel)
oan on
m B#a, ceCp\{a}: m |‘J3(C)|
(Ca®(ahe))NCp=0

Taking absolute values yields

|da| < Ba | >

2" —m
B#a, ceCp\{a}:
(Ca®(atbe))NCp=>

1 _ |€a.8,c
2n —m  |P(C)|

Under Equation (29), Dy, 2" —m > 3-2™ /4, so the first term is at most 4B, /(3-2").
For each (8, ¢) in the sum, by Lemma 6,

1 |5a/3c| 1 1—mn t

— i — <2(L+1)—/—

3 —m B S m o =g
1€ p.c] 1 1 1 t
2 < — — <2(L+1)=—.
PO T —m =D, w2t

Thus every absolute value in the sum is at most 2(L + 1)t/22". Since the sum
has t — m — B, terms,

t(t —m — B,) _ 4B, t2
< 20L+1)—
22n —3,2n+ ( + )22n’

4B
|da| < 3_20; +2(L+1)

which proves Equation (33).

27



For 8 # a, if Cs = {c}, a pair counted by B, — s, would give an = € C,
such that = @ a @ ¢ = ¢, hence x = a. This contradicts o € Z,. Hence every such
pair has s3 > 2, and therefore

B, < sq4 + Z 53.
B:sp>2
Furthermore, the inequalities
dosaSt+¥, ) sp<W/2, [T <t
a€lr] Bisg>2
together with the inequality (x + y)? < 222 + 242, yield

2

t
doB2<2) 22Tl | Y s 32(t+%)+§w§.
a€Z, a€Z, Bisg>2

This proves Equation (34). O

Proposition 8. Let L > 1 be an integer and put x? = x*(Pr||Qr). If & < L
and (L + 1)t < 2" /4, then

5

t+ 9, tw? t
oo L+ A +16(L+1) (35)

X?§16

Proof. For t = 0, both tag laws are uniform, so x2 = 0. Assume henceforth ¢ > 1.
Since |Z,| = r — m, Cauchy—Schwarz gives

(Z da>2§(rm) > dz.

o€, o€,
Together with Lemmas 4 and 5, this yields

2” —m (Z da)2
2 __ 2 a€l,
Xt_(2n—t)2<zda+ on

a€Z,

2" —m r—m
< 1 d? < ot-n d.
— (2n _t)2 ( + omn —T’) Z o — Z «

a€l, acZ,

By Equation (33),
2 4B , t
d;, < 4—2% +8(L+1) San

Summing this inequality, using |Z,| < ¢, and applying Equation (34) gives

t+ 0, 2 5
2 L t 2
E dz <8 55 +2—22n +8(L+1) i
a€Z,

Multiplication by 21~ proves Equation (35). O
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4.4 The stopped KL argument

Fix an integer L > 1 and assume (L + 1)g < 2" /4. Let { be a symbol outside the
state spaces. In both Real and Clr, define

(haQt)a gt S La

for 0 <t <gq.
T7 £t>La

Zy = Zy(h,Qy) = {

Let Real and Clr be the distributions of Zg4 in Real and Clr, respectively. When
(h, Q) is sampled in Real, write x7(h, Q;) for the conditional divergence defined
in Proposition 8. Define

2 L8((L+1)*+4) ¢

q q

Proposition 9. Under (L + 1)q < 2™/4,

A(Real, Cir) < \/TEY(g,n) /2. (36)

Proof. Let P*™ and Q™ be the laws of (Zy, ..., Z,) in Real and Clr, respectively.
For an active state z = (h, Q);) having positive probability in both worlds,
the conditional next-tag laws Pr, Q7 satisfy Pr < Q1 by the proof of Lemma 4.
Given z, the adversary determines the next query, and the value of Z; 1 is
the same deterministic function of 7341 in both worlds. For brevity, we write
Lw(Ziy1 | ) for Lw (Zyy1 | Z¢ = z). Hence parts (i) and (ii) of Proposition 1
give
Lreal(Zi11 | 2) < Law(Ziyr | 2),
Dxr(Lreal(Zis1 | 2)|Lar(Zigr | 2)) < X3 (R, Q).

At z =1, we have Lreal(Zi+1 | T) = Lciw(Zia1 | T) and hence

Dxr(Lreal(Zi+1 | D[ Lan(Zi41 | 1)) = 0.

(37)

Since an active state Z; records the complete prefix (h, @), while { is ab-
sorbing, in either world W € {Real, Clr} we have, for every history of positive
probability,

,CW(ZtJrl | ZO = 205y Zt = Zt) = ﬁw(Zt+1 | Zt = Zt).
Hence, for any (zo,. .., 24),
q—1

PY(20,...,29) = Rf:_gl[zo = H ngl[ztﬂ =241 | Z1 = 2,
=0

and analogously for Q. Since Zy has the same distribution in the two worlds,
Equation (37) and the equality of the two conditional laws at T imply

P"(z0,...,2) >0 = Q"(20,...,24) > 0.
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Therefore P < Q.

Data processing under the projection (Zo, ..., Z,;) — Z, and the KL chain
rule, together with Equation (37) for active states and the zero divergence at f,
give

Dxr,(Real||Clr) < Dy, (P Q)

i
L

Epir [DkL(Lreal(Ze41 | Ze) | Lan(Zigr | Z4))]

IN
Q-
Il
- O

Ereal [11e, <21 X7 (7, Q1)] - (38)

t

Il
=)

Since L > 1, the hypothesis implies ¢ < 2"/8, and hence 2" — ¢ > 2"/2. By
Equation (18),
t2 9 t2 t
EReal[g/t} S 477 IEReal[wt] < 16— + 16T
2n 2n 22n
For every t < ¢, we also have (L 4 1)t < 2™/4. Thus Proposition 8 applies on
{& < L} and gives

t+ Y tw? 5
Ereal [1¢, <23 X7 (h, Q)] < ERea [1{&9} (162Tnf gy T 16(L + 1)225”)}
t + Wt th 2 t5
<E ea 4— 16(L 1
_R{G2 +23n+6(+)25n
t 2 3 5
S 1655, + 6455 + 645 + (64 + 16(L + 1) )25n,

Using this bound and the inequality

+1

ke{1,2,3,5}
=0
in Equation (38), we obtain
— @ 64 ¢ ¢t 8((L+1)*+4) ¢°
DKL(ReaIHClr) < 87 + ngn + 6247 + fﬁiﬂ

< FLEWC(q, n).

Part (i) of Proposition 1 gives

_ 1 —
A(Real, Clr) < §DKL(ReaI||CIr)§ I'EWC(g,n)/2.
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Proposition 10. Under (L + 1)q < 2"/4,

ALl @u), Len(h Q0)) <\ TE (/2 + (T )2 = )",

Proof. Since the map (h, Qq) — Z4(h, Q) is the identity on {¢, < L} and maps
{& > L} to 1,

A(Lreat (B, Qq), Leir(hy Qq)) — A(Real, Clr)

1
=5 D [Prlal = Prfa]| - [Prig, > L] - Prlg, > L]]
ze{y>L}

< i P > L.
- WE{IEQQ,CH} Wr[gq }

Hence

ALreat(h, Qq), Lew(h, Qq)) < A(Real, Clr) + Prlé, > L]

< \JTEY (g,m)/2 + (LL)@”—q)‘L,

where the last line follows from Equations (19) and (36). O

4.5 Completing the proof of Theorem 1

Proof. Fix the adversary D and put L = 5. Since ¢ < 2™/24 implies 6¢ < 2" /4,
combine the forgery reduction Equation (16), the bounds for NNgwc and NCgwc
in Equations (17), (19) and (22), and the copy estimates in Equation (23)
and Propositions 6, 7 and 10 to obtain

Ad list-forge D) < v q i v
vewe PV S g ety ) o T g

r(f)er -0+ I 2

By the inequality /z +y < x + /¥,

2¢ 5¢°  8¢°
EWC —
5 (Q7n)/2§ 23n/2 +2W+ 2571/2'

Substitution gives the list forgery bound for D. Maximizing over D and applying
Proposition 2 and Lemma 2 yield Equation (15), after simplification using
1<g<2n/24. O
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5 Security of EWCDMD

The main result of this section is as follows.

Theorem 2. If1 < q < 2"/28, then

mac (271 + 8)'U q2€ q6
Advewepmp (4, v) < Ton +ve + 5 on + 250
4q 6¢°> 1243 q\3/2
+ 23n/2 " 92n " 95n/2 +6vn (27> . (39)

By Proposition 2 and Lemma 2, it remains to bound the list forgery ad-
vantage. Fix a deterministic, adaptive, nonce-respecting adversary D satisfying
Equation (11), and let Real denote the list forgery experiment of Section 3 in-
stantiated with the EWCDMD MAC in Equation (3). For authentication query
i, put

Yi= PUN) @ h(My), T, = Py(Y;) &Y.

As in the EWC analysis, h(M;) is the color and Y; is the root of query 4. Unlike
EWC, equal tags need not imply equal roots because the map y — Pa(y) @y
need not be injective.
For verification candidate j, put Y} := P1(N;) @ h(Mj}). Define the copy event
Copyyp = {3i € [q],7 € [v] : Nj = Ny, h(M}) = h(M;), T} = T;}.
In Real, the conditions defining Copyyp imply Yj’ =Y, and acceptance. Thus
Copyyp C Forge, and

Forge = Copyyp U (Forge \ Copyyp)- (40)

In Section 5.1, we bound the probability of Forge\ Copyyp in Real. For Copyyp,
we introduce the auxiliary experiments Clryip and Msgyp in Section 5.2, where
we bound the copy probability in Msgy, and the statistical distance between the
joint (h,Q,) distributions in Msgy, and Clryp. The conditional x? bound in
Section 5.3 and the conditional Hellinger bound in Section 5.4, together with the
stopped Hellinger argument in Section 5.5, control the corresponding statistical
distance between Real and Clryp. The estimates are assembled in Section 5.6 to
obtain the MAC security bound.

5.1 Non-copy forgeries

Let m; be the partition of [¢t] in which indices i,j belong to the same block if
and only if ¥; = Y;. For any value m;, write 7, = {I1,..., I}, where r := |m|,
with the blocks indexed by first occurrence. This partition is not part of the
adversary’s view. Set & := 0 and ¥y := 0. For ¢t > 1, let

= <t:T; =0 W, = 112
& gé%%f\{l = i H t Z ||
Iemy:|I|>2
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Fix 0 <t < g and a value (h, Q;, ) having positive probability in Real. Write
&, Wy for the statistics of this fixed state. For a € [r], let Y, be the root of I,
so that Y; = Y{,) for i € I,. For roots, subscripts i and («) index queries and
blocks, respectively. Let 6, be its common tag, and put

Co={h(M;) i€},  s0:=|Is=]|Cal

The last equality holds because h(M;) = h(1;) for distinct ¢, j € I, would imply
Py (N;) = Py (N;), contradicting N; # N;. Unlike in EWC, the values 6, need not
be distinct.

Define the configuration € := ((0a, Cq))ac)r and

Y(a) 7 Y(8)>

. n\r . y(a)@éa#y(,ﬁ)@é[ﬂ
m ¢ = oY) € F : . 41
DM( ) (y(l) i )) ( 2) (y(o)GBCa)H(y(@)@Cg) =g ( )

for all a £ (8

PBowm (<) is exactly the set of possible root tuples conditional on the fixed (h, Qy, ).
Let PackDM(Q) = |q3DM(Q:)|

Proposition 11. Fiz values (h, Q¢, ™) having positive probability in Real. Then

PaCkDM (¢)
P = = hl = -
LulQe = Qum = m [ = Gy om
and, conditional on (h, Q¢,m¢), (Y(1),...,Y(n)) is uniform on Pom(C). Moreover,
if B € [r], then after conditioning on any value of the other roots having positive
conditional probability, Yg) is uniform on a set of size at least

2" —2(r—1) — sg(t — sp). (42)
For an integer L > 1, if & < L, this size is at least 2" — (L + 2)t.

Proof. Fix a value (h,Qq,m) having positive probability in Real. Retain the
blocks I, their colors C, and tags 6, and the configuration € from Section 5.1.
Write a(i) := a for i € Io. For y = (y(a))ac[r] € Bom(€), define the interpolation

event
en@um ) L) = Yaa) @M)€t |
Y Py(Y()) = Y(a) © ba o€ [r]

For Py, the inputs are distinct because the adversary is nonce-respecting, and
the prescribed outputs are distinct within each block by |Cy| = s, and across
blocks by Equation (41). The same constraints ensure distinct inputs and distinct
prescribed outputs for P,. Since the adversary is deterministic, any pair (P, P»)
satisfying these constraints produces ); and 7;: the preceding transcript fixes
each next query, and the constraints give its prescribed root and tag. Conversely,
any pair producing @); and 7; determines a unique root tuple in Bpm(€). Hence,
conditional on h,

{Qi=Qum=m}= |_| 53’]’@“’”- (43)

yEPom(C)
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Independence and uniform interpolation therefore give

1
h,Qq,me —
Lnléy = G

Taking probabilities in Equation (43) gives

Pack ¢
RP;;[Q:& =Qum =m|h] = m’
1
Fzgl[(y(a))ae[r] =yl h Q] = Packom(€) (y € Pom(9)).

This proves the uniform conditional root distribution.

Now fix a € [r] and a value (y(g))s2a of the other roots having positive
conditional probability. The allowed values of Y(,) exclude y(zy and y(g) ©0s D 0a
for each B # a, and yg) ® c ® b for each § # «a,c € Cp,b € C4. Excluding
these three types of values ensures distinct roots, prescribed P, outputs, and
prescribed P; outputs, respectively. The uniform distribution on Ppm(€) makes
Y(q) uniform on the remaining values, whose number is at least

2" —2(r —1) = |Cal Y [Cl = 2" = 2(r — 1) = s4(t — 5a).
BFa

This proves Equation (42). If & < L, then s, (t — $o) < Lt. Together with r < ¢,
this gives the final bound. O

For an integer L > 1, we next bound the probability of Forge \ Copy,p on
{¢q < L}, and then bound Prrea[§; > L.

Proposition 12. Let 1 < L < 2", ¢ > 1, and assume (L + 2)q < 2"™. Then

Lv
(L+2)q

%Dr [(Forge \ Copyyp) N{&g < L}] < an,

eal

+ 5 (44)

q

Proof. Fix a value (h, Qq, ;) having positive probability in Real and satisfying
&, < L. Tt determines the verification list. Put r := |7,| and, for candidate j € [v],
define the events

Forge, = {T] = Pa(¥]) & Y]},

Copyyip,; = {3i € [q] : N} = Ny, h(M}) = h(M,), T, =T},
F} = Forge; N {YJ/ E Yo e [r]}},
fj‘-’ld = Forge; N{Y] € {Y(a) : @ € [1]}}.

In Real, taking the unions of Forge; and Copyyp ; over j € [v] gives Forge and
Copyyip, respectively. Moreover, Copyyp ;j € .Fj‘?ld, SO

Forge, \ Copyyp ; = F; " U (}_}'ﬂd \ Copymp ;)
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A union bound therefore gives

FE;[Forge \ CopyMD | hu QQ7 7Tq]

new old
= Zl RP;gI F7 1 Qo] + Zl RE; 17\ Copynip,j | 1y Qs gl
j= =

Fix j € [v]. For F}*%, condition further on a value (y,y’) of ((Y(a))ac[;Y;)
having positive conditional probability in Real given (h,Qq,m,), with y =
(Y(a))ac and ¥ & {y@) : a € [r]}. Conditioning on (h,Qq, 7, y,y’) fixes
the ¢ previously queried pairs of P; and the r previously queried pairs of Ps; the
remaining P, outputs are still uniform among the unused values. Acceptance re-
quires P (y") = y' ® T}, which has probability either zero or (2" — r)~1. Averaging
over y and 3’ gives

1
Pr []-';‘ew | hyQq,mq] <
Real

< . 45
T2 —p T 2" —gq ( )

We next bound fj‘?ld \ Copypnip,j- Only blocks in
B ={ac€ [r}:@a:Tj{}

can contribute. Since §, < L, we have |B;| < L. Suppose first that N} is
a new nonce. The event Copyyp ; is then impossible. Condition further on
(Y(a))aclr) = y having positive conditional probability in Real given (A, Qq, 7).
Under this conditioning, P (/N}) is uniform on the 2" — ¢ unused outputs. Each
equality Yj’ = Y(o) with a € B; specifies at most one of these outputs. A union
bound and averaging over the root tuple give

B, L

< .
2n —q T 2" —¢q

Pr 774\ Copyuip,j | s Qq, 7] <

Now suppose Nj = N; for the unique index i € Io,. If h(M]) = h(M;), then
FN\ Copyyp ; is impossible. If h(M}) # h(M;),

For a € B; \ {ag}, condition further on (Y{3))sxa = ¥—a having positive con-
ditional probability in Real given (h, Qq, 7). The value of Y] is then fixed. By
Proposition 11, Y{4) is uniform on at least 2" — (L + 2)q possible values, and
hence

1
/
Y=Y Q Y = < — .
F]i:;al:l[ j (a) |h, q77TtIﬂ( (ﬁ))ﬁ#a y*a} = on _ (L 2)(]

Averaging over (Y())s-a and taking a union bound over B; \ {ag} give

L
old ) < - =
PrF Comyaan,s | 1 Quomal < 0
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Combining the two nonce cases with Equation (45) and the union bound above
gives

< Y n Ly

—2m—gq 2" —(L+2)q

'%Zgl[l:orge\ CopyMD I h7 QQ7 7Tq]
Multiplying by 1;¢, <z} and averaging over (h,Q,,7,) proves Equation (44). O

We next bound the probability that §, > L. Let 9B,, denote the mth Bell
number, the number of partitions of [m], with Bg = 203.

Lemma 8. Assume q < 2". For every integer L > 1,

q > 2" B

L+1) (2" —q+ 1)L+t

Prie, > L] <7}' = (

Here( ):0 when L > q.

a
L+1
Proof. If L > g, then £ < q¢ < L, so the bound is immediate. Hence assume
L < g and put m := L+ 1. For § € F, define

ro = {y € Fz : Po(y) ©y = 0},

Hence we have

/{,79”‘ = Z 1{P2(yj) =Yj D 0 for aH] S [m]}

(Y1, 5ym) E(FL)™

Taking expectations gives

Enlkj]= Y. PriPay,) =y, ©0 forallj € [m]
(Y15eesym)EFT)™

Z Z Jgf[Pz(Zé) =z, @ 0 for all £ € [|7]]]

TEPm  21,...,2|x| EFY
21,..,2| x| distinct

. 1
=) @ )|w|(2ni)l7r|

TEPm

Z 1:§Bma

TEPm

where Py, is the set of partitions of [m].

Fix 6 € F}. For each i € [g], condition on a positive-probability value of
H;—y = (h,P,Q;-1,Y1,...,Y;—1) in Real. Then the next query and the i — 1
previously assigned outputs of P; are determined. The fresh output P;(N;) is
uniform over the other 2" — ¢ 4+ 1 values, and at most kg of them yield tag 6.
Hence

Pr(T, =0 Hi )< o0 < 0
Real 2n — 3+ 1 2" —qg+1
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Fix positions 1 <i; < -+ < i, < ¢ and define the event

E.={T;,=--=T;, =0}, r € [m],

with Ey the sure event. Since E,_; is determined by H; _1,
PriEe | Hi,a] = PriE,—y | Hi, 1] Pr[Ti, =0 | Hi, ]

< Pr(E,_y | Hyo) gt
Real 2n —g+1

Averaging over (h,Q;, —1,Y1,...,Y; 1) gives

Ko
Pr(E, | P < — 20  Pr(E,_, | Py
Re;[ | 2]_2"—q+1Re£I[ L] ]
Iterating over r = 1,...,m yields
Ko mn
Pr|T;, =---=T;, =0|PR]<|——— .
Regl[ ! " | 2]<2"—Q+1)

Averaging over P, and using Ep, [£'] = B,,, we obtain

B
Regl[ m ] (2n it l)m
Hence, by a union bound,
0€Fy 1<i1 < <im<q
B

L X T

9EFy 1<iy <-<im<q

_ (4 2"By, _ ;MD
T \mJ (@ —q+1)m  E

This proves Equation (46). O

Under the assumptions of Proposition 12, split Forge \ Copyyp according to
whether &, < L. Then Equation (40) and Equations (44) and (46) give

I_\l?]rl[Forge}
< Pr[Copyyp] + Pr [(Forge \ Copynp) N{&q < L} + Prl&, > L] (47)

v Lv

<P MD,
s PrlCopvaml + 5t g T L
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5.2 The copy event and auxiliary experiments

It remains to bound Prrea[Copyyp]. Since D is deterministic, ()4 determines its
verification list, so this event is determined by (h, Qq). We introduce two auxiliary
authentication experiments, Clryp and Msgyp, identical to Real except for the
authentication oracle. In both experiments, h and P, are sampled independently
as in Real. For each key realization, an authentication query (N, M) generates a
latent root Y and returns the tag T as follows:

Clrup - YZ:Hh(]\/[)(N), TZ:PQ(Y)EBY,
Msgyp @ Y == Iy (N), T=~RY)aY.

When an index is encountered for the first time, the corresponding 1y, (ps) or Iy
is sampled as an independent uniform permutation; later queries with the same
index reuse it. All these permutations are mutually independent and independent
of (h, PQ)

In Msgyp, transcript generation does not use h, so AXU bounds the copy
event after the transcript is fixed. We therefore compare Msgy;p with Clryp, and
then compare Real with Clryp. Applying the event bound for statistical distance
twice gives

%:;gl[copyMD] S MPI‘ [COPYMD] =+ A(‘CMSgMD (h7 Qq)a ‘CClrMD (hv Qq))

SEMD

+ A(’CReal(h7Q¢I)”CC|YMD (haQq)) (48)

Proposition 13.
Pr [Copyyp] < ve.
Msgnip

The proof is identical to that of Proposition 6.

Proposition 14. Assume q < 2™. Then

A(‘C’MSgMD (h’ Qq)7 ‘CClrMD (h’ Qq)) < <g) 2%
Proof. For the adversary D fixed in Section 5, condition on P, = p. We construct
an EWC adversary D]'g as follows. It runs D, forwards each authentication query
submitted by D to the Clr or Msg oracle, and returns p(Y) @ Y upon receiving
the response Y. It then outputs D’s verification list. Thus DZ’7 is deterministic
and preserves the query counts, nonce-respecting property, and pair freshness
required in Section 4.

For a query-response transcript Ry = ((N;, M;,Y;))7_, of D,,, define the map

b, by

@, (h, Ry) = (h, (N, Mi, p(Y:) @ Y;))L,).

With superscripts specifying the EWC adversary, the above simulation gives

D/

Leiyn (h, Qq | P2 =p) = (@:D)#’CCIT; (h, Ry),
D/

EMSgMD (h’ Qq | P, = p) = (Q)p)#LMgg(h, Rq)
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Since P, is uniformly distributed in both experiments, averaging over its value
and applying Equation (6) give

A(ﬁMSgMD (h7 Qq)? ‘C’ClrMD (ha Qq))

1 o, - )
S(Q")! > AlLu(h Ry) Lot (b Ry)) < (2>2n,
pEPerm(F%)

where the last inequality follows from Proposition 7. ad

It remains to compare the joint (h, Q) distributions in Real and Clryp. We
first record moment bounds for ¥;.

Lemma 9. Assume g < 2™. For W € {Real,Clryp} and 0 <t < g,

8t? 44
Ew P2 < }
’ W[t]_2"—q+(2"—q)2

2t
Ew[?] < g
Proof. Fix W € {Real,Clryp }, @ € [g], and y € F%, and condition on a positive-
probability value of H; 1 == (h, P2, Q;-1,Y1,...,Y;—1) in W. In Real, the fresh
P; output is uniform on 2™ — i + 1 values; in Clryp, the fresh output of the
relevant color permutation is uniform on at least 2™ — 4 + 1 values. Since Y; =y
specifies at most one such output, in either case

1
PV’VI‘[E:MHi—l] < g

Apply Lemma 1 with Z; =Y; and D = 2" —g. O

5.3 Conditional divergence between the join distributions

Fix 0 <t < ¢. In Real, distinct nonces of the same color have distinct roots, so
the corresponding color permutations in Clryp can interpolate all nonce-root
pairs. With the same values of h and Ps, this reproduces the transcript and root
partition with positive probability. Hence

Lreal(h, Qt, ) < Lcinyp (h, Qr, m1).

In this subsection we fix 0 < t < ¢ and a value w; == (h, Q, ™) having positive
probability in Real. All conditional laws below are given this state. We retain
the notation Y(,), 04, Ca, 5o and the configuration € from Equation (41). The
adversary determines the next query from Q;. Write

a = h(Mt1), m = |{i € [t] : h(M;) = a}|, I, ={a€r]:a ¢ Cy,}.

For o € Z,, write €%%¢ for the configuration obtained by adding a to C,, and

set
_ Packpw(@*®) 2m ¢
to = Packpm(€) S T

(49)
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Encode the next root by a variable J € Z, U {x}: set J := a if Y;11 = ¥4, and
set J = % if Y;;; is a new root. The eligible old blocks are precisely the r —m
elements of Z,. Let P7* and Q' be the conditional laws of J in Real and Clryp,
respectively.

Lemma 10. For a € Z,,

wi Ue Wi — Wt
PJ(Q):Qn_ta PJ(*)*lfsz(a)a
a€Z,
w 1 wr 2" —r
o) = g, Q)=

Proof. Fix a € Z,. In Real, condition further on (Y())ge[r] = ¥y, where y has
positive conditional probability given w;. The fresh output P; (N¢41) is uniform
over the 2" — ¢ unused values. The next root equals y,) precisely when this
output is y (o) @® a, which is unused if and only if y € Pom (€ T%). Averaging over
the uniform conditional root distribution by Proposition 11 gives

1 PackDM(Q:a’+a) U

= P J = = == .
Bkl =alwd = o om@ 27—

Pj'(a)

The formula for P}* () follows by taking the complement of the old-root branches.

In Clryp, condition further on (Y4)) e[ = ¥, where y has positive conditional
probability given w;. The color-a permutation has already produced m distinct
roots, and its next output is uniform over the other 2™ — m values. The available
old roots are the r — m roots indexed by Z,; the remaining 2™ — r values give a
new root. Averaging over the root tuple therefore gives

7(0) = Pr 7 =a|wl= 5 (a€T,),
w, _ _ _ 2" —r
7= Pr[J=xlw]= .
O
Next we fix L > 1 and assume
& <L, (L+2)t <2"/4. (50)
Put I+ oy
D; :=2" — (L + 2)t, N = g
Dy

Thus Dy > 3-2"/4 and n, < 1/3. For a € Z,, 8 € [r], and ¢ € Cg \ {a}, define

Eape = {y € Pom(€) : ya) ®a =y ®c}.
For a € Z,, call a pair (8,c) with 8 € [r] and ¢ € Cg \ {a} compatible with « if

B # a, ((adc)dCo)NCp =2, a®c#0,®0s. (51)
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Lemma 11. If (8, ¢) is incompatible with «, then £y 5, = . Otherwise,

L—m < |€a.6.c] < N
2n [Bom ()] ~ Dy
Proof. If B = «, the defining equality forces a = ¢, contrary to the choice of c.

Suppose 5 # a. If ((a®c)®Co)NCs # &, choose z € C and w = xdaPc € Cp.
Every y € &, 3, would satisfy

Y) DT =Y(p) D 2D DT =y(p) Dw,

contradicting the distinct prescribed P; outputs. If a & ¢ = 8, ® 83, every such
tuple would satisfy

Y) © 0o =y Da®c®ba =y S0,

contradicting the distinct prescribed P, outputs. Thus £, 5. = @ whenever (5, ¢)
is incompatible with «.

Assume henceforth that (3, ¢) is compatible with «. Let €_,, be the configu-
ration obtained by deleting block «. Since Ppm(€) is nonempty, so is Ppom(€_4).
For z = (2(y))y#a € Pom(€_q), write 2T for the full tuple whose ath coordinate
is u and whose remaining coordinates are those of z, and put

S(z) = {u € Fy: 2t € Pom(¢)},
G ={z<€Pom(C_q): 2y Dadcee S(2)}.

Deleting the ath coordinate gives

Fou@= S IS,

zEPom(C_q) (52)
|€a.p.cl = 1G] < [Bom(€-a)l.

For fixed z € Ppm(€_, ), a value u is excluded from S(z) only if, for some
v # a, either u = 2(4), uB by = 2(5) DO, or uDT = 2() Dw for some x € C,, and
w € C,. These are respectively collisions between roots, prescribed P, outputs,
and prescribed P; outputs. Since r < ¢ and s, < & < L for every block v, we
have
IS(2)| > 2" —2(r — 1) — 84(t — 54) > D;.

It follows from Equation (52) that

Capel _ Pom(@a)l _ 1
[Pom(©] ~ DiFom(€-a)l  Dr

We next give the counting estimate used for the lower bound. For v ¢ {«, 8}
and ¢ € Fy, define

Ap ¢ = {2z € Pom(€-a) : 2(8) = () © (}
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Deleting coordinate 8 maps Ag - ¢ injectively into Ppm(€_n,—g), where €_, _3
is obtained by deleting blocks o and 8. The same count of forbidden values shows
that each tuple in the latter set has at least

2" —2(r —2) — sg(t — sq —sg) > Dy
extensions in Ppm (€_4). Therefore,

RGN

] < [Bom(€oa,-p)] < 2O
t

(53)

Compatibility prevents all three types of collision between blocks a and .
Hence a tuple z € Ppm(€_,) \ G must satisty, for some v ¢ {«, 8}, at least one
of

2p) DaD =2y,
p) DaBc®ba = 2(y) Oy,
23 @aDcDr =24y Dw (v€Cq, wely).

Each equality defines a set of the form Ag ., ¢, whose cardinality is bounded by
Equation (53). Their number is at most

20r—=2)+sa > 8, =2(r—2) +salt — sa —s) < (L+2)t.
{5}
Thus

Fou(€ )\ 6] < 2 mone )l = niFom(e)l,

1G] = (1 — n¢)[PBom(€-a)l.
Finally, |S(z)| < 2™ for every tuple z € Ppm(€_,), so Equation (52) gives

Eapel o (1=m)[Pom(€a)] _1—n

Bom(@)] — 2"Pom(€-a) 2
|
For a € Z,,, define
BMP = |{(B,¢): B € [r], c€ Cs\{a}, (B,c) is not compatible}|. (54)

Lemma 12. Let L > 1. If & < L and (L 4 2)t < 2" /4, then, for every a € I,

4BMD 2
lda| < 3(;“ +2(L+2)2ﬁv (55)
and 3¢
> (BYP)? <3(t+ W) + Zu'/f + 3Lt2. (56)

aE€Z,
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Proof. Fix a € Z,. Since exactly m blocks contain a and 22:1 sg = t, the
number of pairs (5, ¢) with 8 € [r] and ¢ € C3 \ {a} is t — m. By Equation (54),
BMP of these pairs are incompatible with a, so

[{(B,¢) : (B,c) is compatible with a}| =t —m — BMP,

Because a ¢ C,, adding a to C, creates no collision within block a. It leaves
the root and P constraints unchanged. Thus a tuple y € PBpwm(€) does not belong
to Pom (€ ) precisely when yo) ® a = y(5) @ ¢ for some  # a and ¢ € Cp.
The case ¢ = a would force equal roots and is impossible. For any fixed tuple
y € Powm (<), the prescribed P; outputs y(g) @ ¢, indexed by 3 € [r] and ¢ € Cp,
are pairwise distinct. Therefore the sets £, 3, are pairwise disjoint for distinct
pairs (8, ¢). By Lemma 11, incompatible pairs give &, 3, = &, and hence

Pom(€) \ Pom (€4 +) = | | Ea,Boc- (57)

(B,¢) compatible
with o

Taking cardinalities in Equation (57) and using Equation (49) give

_ [Bom(@) \ Pom(@ )] 3 [€ap.cl
Bom (€)] [Bom(€)]

1—uq

(B,c) compatible
with «

Since (2" —t)/(2" —m) =1 — (t —m)/(2" — m) and the sum has t — m — BMP
terms, the definition of d, gives

BMD 1 |5 |
do = =20 + Z ( _ e > (58)
2Em g compatible 2n —m  [Pom(¢)]
with o

Taking absolute values in Equation (58) yields

BYD
|do“§ 2n_m+ Z

(B,c) compatible
with «

1 B |E.8.c ’
20 —m  |Pom(Q)||

Under Equation (50), Dy, 2" —m > 3-2" /4, so the first term is at most 4BMP /(3-
2™). For each compatible pair, Lemma 11 gives

1 |5a/3c| 1 L—mn i

— ] — <2(L+2)—

7 —m  Bom@] S —m o = A Yg
1€ p.c] 1 1 1 ¢
= — < — — < 2(L+2)—.
Pow( @] 20 —m =D, w2t gm

Thus every absolute value in the sum is at most 2(L + 2)t/2%". Using the number
of compatible pairs, we obtain

4BMD t(t —m — BMD)  4pMD t2
|do| < 3. o +2(L+2) o3 < 3. om +2(L+2)22—n,
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which proves Equation (55).
For the second estimate, put

Api= > 55, b.={(Bc):BE[], c€Cphcdbs=2} (z€F).

ﬁ18322

The s, pairs from block a are incompatible. For  # «, if Cg = {c} and
the translation condition in Equation (51) fails, there is an = € C,, such that
x@®a®c=c, hence ¢ = a. This contradicts o € Z,. Thus every external pair
violating this condition belongs to a block of size at least two, and there are
at most A; such pairs. The remaining incompatibility, a collision of prescribed

P, outputs, requires ¢ & 03 = a & 6, and contributes at most bygg, pairs.
Consequently,

BMP < s, + A + bage,, - (59)
Furthermore,

YosaSt+W, A <W/2, Y b=t |L|<t

a€lr] z€Fy

Since & < L, each tag occurs in at most L root blocks. Grouping blocks by their
tags therefore gives

> e, LD B2<L| Y b =Lt

a€Elr] z€Fy z€FY

Summing Equation (59) over o € Z,, applying (z + y + 2)? < 3(2? + y2 + 2?)
and using the preceding estimates yields Equation (56). a

Proposition 15. Let L > 1. If & < L and (L + 2)t < 2™ /4, then

64t + W, + Lt2 16 t¥? t
2 Wi wi
X (P7HQT) < §T+§ﬁ+16(L+Q) on”

(60)

Proof. Retain the notation of Section 5.3. Substituting Equation (49) and
Lemma 10 into the definition of x? and applying Cauchy—Schwarz with |Z,| =
r —m give

(PWHQ ) ?;2 (Z d2 ael' i ) )

a€Z,
2" —m r—m

< 1 d?
_(2"—1?)2( +2”—r) 2 d

a€Z,
2 1-n 2
e L T oy

a€Z, a€Z,
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By Equation (55),

32(By'")? tt
9. 22n + 8(L + 2) 2471

Summing this inequality, using |Z,| < ¢, and applying Equation (56) gives

2
P <

32t—|—LZ/t+Lt2 8t} to
2
Zd 9om “rgﬁ +8(L+2) o
a€Z,
Multiplication by 2!~ proves Equation (60). O

5.4 Conditional distance between the new-root tag distributions

Fix 0 <t < ¢ with ¢ <2"/4 and a value w; = (h, Q¢, ) as in Section 5.3. We
retain the notation a, r, m,Z,, and J from that subsection. For every a € Z,,, since
Pom(€*+) C Ppm(€), we have u, < 1. Consequently, the new-root branch has
positive probability in both experiments:

7 =

First fix a root tuple Y(y),...,Y{;) such that (ws,Y(1),...,Y(,),J = *) has
positive probability in Real, and set

A= {Ya, .., Y}, Bi={Y) ®bs:aclrl}

2" —r r—m
— >0 pst >1-—
T N A T

> 0. (61)

and
Se ={Y;®h(M;)®a:i<t}, G=35,\A

Conditional on (w¢, Y(1),...,Y(,), the fresh P; output makes Y;,; uniform on
F% \ S,. Conditioning further on J = %, Y;4; is uniform on (Fj \ A) \ G. For
z € Iy, define
p(Z) = Rl’zgl[ﬂ—‘rl =z | (JJt,Y(l), .. .,Y(T), J = *] .
Likewise, fix a root tuple Y{y), ..., Y(,y such that (ws, Y1y,...,Y(),J = %) has
positive probability in Clryp, with A and B as above. Given (wy, Y{(1),..., Y,
J = %), Y41 is uniform on Fy \ A. For z € F, define

q(z) = Pr [Tt+1 =z | wt,Yr(l ,Yr(r),(] = *] .
Clrmp

Fourier technique. We use Fourier analysis on the additive group (F%,®); see
O’Donnell [23] for background. Related recent applications of Fourier analysis
to permutation-based constructions can be found in [14,15]. For (,z € F%,
let x¢(z) == (—1)¢®, where the inner product is over Fy and yo = 1 is the
trivial character. For real functions ¢, on F3, define the unnormalized Fourier
transform and XOR, convolution by

)= p@xc(@),  (pr¥)(z Zw
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Fourier expansion, the convolution identity, and Parseval’s identity give

ol@) = 5 S BOxc(), P BO) = BODC),
¢

lell3 = S le@)P = o SIBOP

¢

Set
A(B) = max |15(¢)[2.
(B) == max | T5(¢)
Proposition 16. Let u be uniform on F5. Then

r

Clellu) < 8AB) o xP(alle) < 34(B) 55 (62

Proof. Fix W € {Real,Clryip} and a state wy = (h, Q¢,7¢) as in Section 5.4.
Condition on (w¢, Y1), ..., Yy, = x) having positive probability in W. Retain
the notation of that subsection. The state w; and root tuple Y(y), ..., Y, impose
separate interpolation constraints on P, and on P; or the color permutations.
The additional event J = x concerns only the freshness of the next root. Thus the
remaining P, is a uniform bijection from A¢ to B¢. To treat both experiments
together, put

(F.v) = (AUG,p), Tn Real, d=|F|
(A, q), in Clryp,

In each case, Y; 41 is uniform on F°, and (Y;41, Pa(Yi41)) is uniform on F© x B¢,
For any z € F3, the system

Py (Y1) @Y1 = 2,
(Y1, P2(Yis1)) € F© x B°

has
[FeNn(B°@z)|=2"—d—r+|FNB&z)|=2"—-d—r+ (1r x15)(2)
solutions for the pair (Y41, P2(Y:41)). Since w is uniform on F, we have
1\2
el =2 ¥ (v - )
z€Fy
By the definition of v and the preceding count, for every z € F3,

1 |FenB®2)| 1 (1p+1gp)(z) —dr/2"

R I I T T T N
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The constant term in the Fourier expansion of 1z * 15 is dr/2". By Parseval’s
identity and the convolution identity,

Y ((Lr*1p)(2) —dr/2") —*Z\lF QPP

2€F C#0

¢#0
— A(B) (d - Zz) :

Substituting Equation (63) into the preceding expression for x?(v||u) and applying
this estimate gives
A(B)d
XE(lu) € o s
2r —-d)(2m —r)

In Real, d =r+ |G| < 2¢; in Clryp, d = 7 < t. Since ¢t < 2™ /4, we obtain

64 t t
2
plln) < ST AB) g < 8AB)
64 r T
2
— — < —.
x-(qllu) < 27/1(6) 93n = 3A(B) 23n
O
Lemma 13. For W € {Real,Clryp} and 1 <t <,
Ew [A%(B)] < 8t*(log(2"'t) +1)2. (64)

Proof. Fix W € {Real,Clryp } and 1 < ¢ < g. Here B denotes the random set of
P, outputs assigned during these t queries, and the expectation is taken over the
full experiment W. We may sample the outputs of P» as follows. Independently of
h and P; in Real, or of A and the color permutations in Clryp, sample a uniform
ordering Vi, ..., Van of F3. Whenever a new root is first queried, assign the next
unused V; as its P» output; repeated roots reuse their assigned outputs. At each
new root, this selects a uniform unused output, so it gives the same distribution
as a uniform permutation P, also for adaptive queries.

Let r be the number of distinct roots among the first ¢ querles Then B =
{V1,...,V;}. For fixed k € [t] and ¢ € Fy \ {0}, put Sk ¢ = Z] 1 x¢(Vj). The
first k entries of the sampled ordering form a uniform sample without replacement,
and the nontrivial character x. takes each of the values +1 and —1 exactly on—1
times. Hoeffding’s comparison for sampling without replacement [19] therefore
gives, for every A € R,

A oM\ F
By [eMF¢] < (e+26> = (cosh \)* < ekA*/2,

The value of r» may depend on the outputs already assigned. We bound each
joint event involving r = k by the corresponding unconditional tail probability.
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Applying Chernoff’s bound to Sk, and —S ¢ with parameter z/k gives, for every
z >0,

IIZ/I‘[T _ /{J, |Sk:,(| > Z] < II;/I‘HShd > Z] < 26722/(2@ < 26722/(%).

By the definition of A and the identity B = {V3,...,V,},

AV2(B) = V).
(B) = max ;xd 0)

A union bound over k € [t] and the 2™ —1 nontrivial characters, using 2¢(2" —1) <
27+l therefore yields

Pr[A"2(B) > 2] < min{1,2" e/},

Applying the tail-integral formula to the fourth moment of A'/2(B) and splitting
the integral at z = /2t log(27*1¢), where the two tail bounds coincide, gives

By [A2(B)] = 4 /0 h 2 Pr(AV(B) > 2] d

/\/Qt log(2n+1t)

0

(o)
22dz +4- 2”+1t/ Be?/2 gy

IN

4

= 4t?log®(2""'t) + 8> (log(2"'t) + 1)
< 8% (log(2"+1¢) + 1)°.
This proves Equation (64). O

Now we condition on (w;,J = %) having positive probability in Real. Let p,
and q,, denote the resulting laws of T} 1 in Real and Clryip, respectively. Thus

p.,, is obtained by averaging p over the conditional root distribution in Real, and
/

d,, by averaging q in Clryp. Put
Ap(wt) = Ereal[A(B) | wyi, J = %], Ag(w) = Eciryp [AB) | wi, J = *].
Proposition 17. If ¢ <2"/4, then
H (00, 4,) < 1655 Ap(n) + 655 Ag(wr). (65)

Proof. Let u be uniform on F%. By convexity of x2(-||u),

X2 (P, 1) < Ereat X (pllu) [ we, J = ],

XAl 1w) < Ecing, [XP(allu) | we, J = ] .
Applying Proposition 16 inside these expectations gives

(B Ie) < S Ap(wn), XA u) < B Ag(wr).

Then the triangle inequality for H, followed by (z+y)? < 222+2y% and H? < x?2,

proves the claim. a
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Given wy, the next query is fixed, and @Q¢y1 is obtained by appending this
query and 7341 to Q¢. The value of J determines m1: add £ + 1 to I, if J = «a,
or add the singleton block {¢t + 1} if J = «.

Lemma 14. For a value wy fized above, let Pf}jtTtH and Q“}thH be the conditional
laws of (J,Tiy1) given wy in Real and Clryp, respectively. Then

H*(PSfy,,,, Q') = HA(P5*, Q) +\/P7* (x)Q7 (x) H*(p,,,, dl,)-

Proof. On an old-root branch J = «, both experiments return the fixed tag
04, so the corresponding conditional Hellinger term is zero. On J = x, the two
conditional tag laws are precisely p;,, and q,. Thus Equation (8) gives the
identity. a

Conditional on wy, the next extended state w1 is obtained from (J, T;41) in
both Real and Clryp. Data processing therefore gives

H?(Lreal (W1 | W)y L (Wer1 [ wr)) < HX (PS5, Q%' ,)-

5.5 The stopped Hellinger argument

Fix an integer L > 1 and assume (L 4 2)q < 2" /4. Let { be a symbol outside the
extended-state spaces. In both Real and Clryp, define

(hthﬂ—t)a gt S L7

for0<t<gq.
Tv £t>L7

Zy = Zy(h, Q) = {

Let Real and C/_Ir\l\;) be the distributions of Z, in Real and Clryp, respectively.
Define

32 ¢> 64L ¢ 128 @ 32 q*
MD = oo T T mao T T — ey :
T R R @ g2 3 @0 g2
32 6 8 L 2 2 6
L 32 q L 8E+2)° ¢
9 (271 _ q)2 . 23n 3 25n
4442 @

n+1
+ T(log@ q) + 1)23n.

Proposition 18. If ¢ > 1 and (L + 2)q < 2" /4, then

A(Real, Clryp) < \/m

Proof. Use the stopped process Z; from Section 5.5. Define

StaCt = {Zt 7& T : |££|[Zt = Zt] CIIr)NII‘D[Zt = Zt] > O}
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For z; € 8*°*, use the conditional laws from Sections 5.3 and 5.4 with state
argument z;. Define

Jy = Z \/PrZ t = z] Pr [Z; = 2)H*(P3,Q%),

Real C|TI\4D
24 esact

Nei= D [Pr{Zi= 2] Pr [Z, = 2P} ()QF (x) H(pl,.qL,).

C|I’MD

Write Zo.: .= (Zo,. .., Z:) and let zp.+ = (20, ..., 2¢) denote a value of this history.
Applying Equation (7) to the laws of Zy., in Real and Clryp gives

H?(Lreal(Z0:q), Lt (Zo:q))

g—1
=H?(Lreal(Z0), Lainn (Z0)) + > > \/Pl" Zo:e = z04] Pr [Zo it = Z0:]

t=0 zo:¢

H?(Lreal(Zi41 | Zow = 204), Lo (Zis1 | Zo:w = 20:)).

The initial term is zero because the laws of Z; coincide. For each t € {0,...,q—1},
if z; = 1, the last Hellinger distance is zero since Z;;1 = t with probability 1
in both experiments. If z; # t, the event {Zp.+ = 20.+} equals {Z; = z:} in both
experiments. Hence we have

H?(Lreal(Z0:q), Lainn (Zo:q)) Z > \/PrZ =2z Pr(Z =z

Real Clr
t=0 ZteSst MD

H?(Lreal(Ziv1 | Ze = 1), Lawyn (Zia | Ze = 2)).

At each such state z; € S, (J,T;11) determines Z;;1 in both experiments.
Data processing and Lemma 14 then give

H?(Lreal(Zis1 | Zt = 2t), Lcien (Zis1 | Ze = zt))
<H?(P7', Q%)+ /Py (x)QF (x) H*(p.,,dL,)-

Summing these two terms with the preceding Welghtb glveb J¢ + N¢. Finally, data
processing under Zy., — Z,, whose laws are Real and ClrMD7 yields

—

Q

P

(Real Clrpp) <) (Ji + Ny). (66)

~
Il
=)

Moment estimates. Fix 0 < t < ¢q. We now bound J; and N;. For W €
{Real,Clryip} and z; € S,

II;/I‘[Zt = Zt] = ]i?vr[(h7 Qt,ﬂ't) = Zt]’
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because z; satisfies & < L. Write ¥;(z;) for its root statistic. For k € {1,2},
Cauchy—Schwarz gives

E Pr([Z; = 2] Pr [Z; = 2] UF(2)
Sact Real Clrvp
2t €S2C

1/2
< I Ewlie<n) .
WE{ReaI,CIrMD}

Here each expectation includes all active states in its experiment. Dropping the
indicators and applying Lemma 9 yield

2t2
Z Pr [Zt = Zt] Pr [Zt = Zt] Wt(zt) S , (67)
‘. Real Clrmp on _ q
ze €83t
81 44
= 2

The join contribution. By H? < x? and Proposition 15, for every common active
state,

64t + Wy (z;) + Lt? N 16 197 (1) o

2 2t Zt
HA(P},QF) < 3 23n T 16(L +2)° pAL

The sum of the state weights \/PrRea|[Zt = 2] Praiyp [Zt = 2] is at most one.
Substituting the pointwise bound in the definition of J; and using Equations (67)
and (68) therefore give

64t+ Lt2 128 2 +¢3 64 o o

o n T o - 16(L + 2)?
sy 3 23 * 3 (2”—q)23nJr 3(2n_q)2.23n+ 6(L +2) o5n

The new-root contribution. Use Ap(z;) and Ag(z;) from Section 5.4. Here B is
the set of P, outputs assigned during the first ¢ queries in the corresponding
experiment, and J is the branch of query ¢ + 1. For each z; € S**, the event
{Z; = 2z, J = x} has positive probability in both experiments by Equation (61),
so these conditional expectations are defined. By Proposition 17,

Nt<16 SPt+623nSQ,tv
where
SP7t . st:act \/Figl Zt o Zt PZt (*) CE\/I;D[Zt - Zt] 7 ( )AP(Zt)
Sogi= Y JPr[Zi=x]P;'(x) Pr [Z; = 2]Q7 (x) Ag(z).

Real C|r1\1D
24 ES?Ct
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For an active state,

RPrl[Zt =z P (x) = RPrl[Zt =z, J =+,

and the analogous identity holds in Clryp. Cauchy—Schwarz, followed by condi-
tional Jensen, gives

sz, < Pr([Z; = 2z, J = x| A% (%) Pr [Z; = 2, J =
’ Real C|I’1\/[D
zs €83t ze €83t
S Z %:;[Zt = Zt, J = *} EReaI[AQ(B) | Zt = Zt, J = *]
2, €82t

< Breal[A?(B)1i¢, <1, 7=4}] < Ereal[4*(B)].

The penultimate inequality extends the sum to all active states in Real and uses
total expectation. Interchanging the experiments gives S(Q;,,t < Eciryp [4%(B))]. For
t > 1, Lemma 13 consequently gives

Spt,Sqx < V8t(log(2" 1 g) + 1).
For t =0, B = @ and both sums vanish. Hence, in all cases,

t2
Ny < 44v2 (log(2"™q) + 1) i

Summing the contributions. Substituting these estimates into Equation (66),
using >, _, th < ¢"1/(k+1) for k € {1,2,3,5}, and applying A < H proves
the claim. a

Proposition 19. Let 1 < L < 2™ be an integer and let ¢ > 1. If (L+2)q < 2™/4,

then
A(»CReal(h» Qq)a ﬁClrMD (hv Qq)) é \/ FLI\,/ID (qv n) + T}\//ID'

Proof. The map (h,Qq,mq) = Zg(h,Qq, mq) fixes each state with ¢, < L and
sends every other state to . As in the proof of Proposition 10, merging these
latter states gives

A(‘CReaI (h, Qqa 7Tq)» LClrl\AD (h’ qu TrQ))

<A(Real,Clryp) +  min  Prl¢, > LJ.
We{ReaLCIrMD} w

Projecting onto (h, Q,) and applying Proposition 18 and Lemma 8 prove the
claim. 0
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5.6 Completing the proof of Theorem 2

Proof (of Theorem 2). Fix the adversary D and put L = 5. Since ¢ < 2"/28
implies 7¢ < 2" /4, combine Equations (47) and (48) and Propositions 13, 14
and 19 to obtain

list-f q\ € v 5 MD
ACEREE (D) < vet (1) 3+ g + g + 278 [P0

Since Bg = 203 and 2™ — g+ 1 > 27-2"/28,

203 - 2" q°
orMD _ o) 002 4
E (6) (27 —q+1)5 ~ 2o

Using 1 < ¢ < 2"/28 and applying v/ +y < /x + \/y gives

/ 4q 6¢> 12¢3 q \3/2
MD < -t 2z
F5 (q,ﬂ) — 923n/2 + 922n + 25n/2 +6\/ﬁ <2n) :
Substitution gives the list forgery bound for D. Maximizing over adversaries
satisfying Equation (11) and applying Proposition 2 and Lemma 2 yield Equa-
tion (39), after simplification using 1 < g < 2™/28. O

6 Birthday Forgery Attack and MAC Security of FgPMP

6.1 Birthday Forgery Attack Against FE?MD

In this subsection, we view F% as the finite field Fan. Take M = (F3.)? and
ho(x,y) = az ® o?y for a <g Fan. This family is 2/2"-AXU, as shown in
Lemma 15 below. For n > 64, put r := [v/64n 2"|. The adversary Ap¢ fixes 2r
distinct nonces and obtains tags U; for (Ni(o), My) and V; for (N;l)7 M), where
i,j € [r], My = (0,0), and M; = (1,0). Here 0 and 1 denote the zero and
multiplicative identity of Fon, respectively.

For u € Fan, let my(u) := |{i : U; = u}| and define my analogously. For each
B € Fon, define

Sp = [{(i,§) € ) : U @V = B, mu(Us) = my(V;) = 1}].

Among all § maximizing Sg, let @ be the smallest one with respect to a fixed total
order on Fan. Let M*(8) := (8,1). The adversary submits (Nl(o), M*(@),Uy) to
Vrfy. The query is fresh since M*(@) = (&, 1) # My. If @ = «a, then hy(M*(a)) =
a? @ a?=0=h,(My), so the query is accepted.

Theorem 3 (Birthday forgery attack against F‘E‘EMD). Consider FEDMD

instantiated with the hash family defined above. For n > 64, the deterministic
nonce-respecting MAC adversary Aps makes ¢ = 2[v/64n2"] authentication
queries and one verification query, and satisfies

1
AdVI}?ECDMD (Abf) > E
2
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We prove this theorem below.
Let Real denote the MAC experiment for the adversary Ayp¢ defined above,
and let Forge be the event that its verification query is accepted.

Lemma 15. The family {ho}acr,. s 2/2"-AXU.

Proof. For two distinct messages, let (Az, Ay) # (0,0) be their difference. For
any c € Fan, the prescribed hash difference is equivalent to

Aya? @ Az o = c.
This is a nonzero polynomial equation of degree at most two, so it has at most

two roots. Since « is uniform, its probability is at most 2/2™. a

Pair probabilities For i,5 € [r] and 8 € Fan, define the event
Ei;(B) ={Ui®V; = B}.

Write
Xi=P(N"), R;=pP(N)aa.

So the corresponding tags satisfy
U, = P(X;) & X, V;=P(R;)® R; @ a.
And we have
Eij(B) = {P(Xi) & Pa(R;) = Xi & R; @ a @ f}. (69)
In the rest of this subsection, we fix a € Fan \ {0}.
Lemma 16. For every i,j € [r],

antl -3 3
— < Pr(Ej(a)|la=a]l= ——= < o

(27— 1)2 (70)

Proof. Since the two nonces are distinct, Pl(Ni(O)) ® Pl(N](I)) is uniform over
Fan \ {0}. Thus Prrea[X; = Rj | =a] =1/(2" —1). On {a = a, X; = R;}, the
event F;;(a) holds. On {o = a, X; # R;}, Equation (69) requires

Py(X;) ® Py(Rj) = X; ® R; # 0.

For every fixed pair of distinct inputs, the difference of their P» outputs is uniform
over the 2" — 1 nonzero values. Conditioning on whether X; = R; gives

1 2" -2 antl 3
Pr[E;; —a] = — :
LilEu(a) fa=a =59+ 5oy = @ o1y
which lies between 2/2™ and 3/2™. O
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Lemma 17. Assume n > 6.

(i) For any two distinct pairs (i,5) # (i',7),

Pr(E;j(a)NEyj(a) |a=a] <

9
—_ 71
Real 22n ( )

(ii) Fiz 8 # a and k pairs (i1,j1),..., (i, jk) with distinct first indices and
distinct second indices. If k? < 2"/2/2, then

Pr
Real

k
N Eise(8) | a = ] <3.27hn, (72)
=1

Proof. Let Iy and I; be the sets of first and second indices occurring in the
selected pairs, and put mq = |Iy| + |I1|. All authentication queries are fixed in
advance, so the P; outputs at these mg distinct nonces are uniform over the
(2™)m, injective tuples, independently of a. The values (X;);cr, are pairwise
distinct, as are (R;);jer,. Their cross-group equalities therefore form a partial
matching. For each partial matching J C Iy x I, put v := |J| and define

Xi = Rj for (Z,]) € J,
gJ = L. .
X, #R; for (i,5) € (Io x 1)\ J

These events partition the sample space. On &£, exactly u cross-group pairs
coincide, leaving mg — u distinct inputs to Ps.

For o = a, each equality in £; requires Py (Ni(o)) = Pl(NJO)) @a for (i,7) € J.
Once the outputs at all second-group nonces and unmatched first-group nonces
are chosen, the other u outputs are determined. Dropping the inequalities in £;
and counting the at most (2"),,,— injective choices for these mg — u outputs
gives
(2")mo—u

(Qn)mo = (2n Tt 1)_u. (73)

=a| <
Fyfesla=al <

Proof of (i). Here Iy = {i,i'}, I = {j, 7'}, and mg € {3,4}. There are at most
Ei:o (5)2u! = 7 partial matchings J. Fix a value (a, P1) = (a,p1) realizing
Ey. The mg — u distinct inputs to P, are now fixed. By Equation (69), each
selected pair corresponding to z,y requires Py(y) = Pa(z) @ x @ y. Before
identifying equal inputs, the two pairs form a forest with mg vertices and mg — 2
connected components. Identifying the u pairs in J cannot increase the number of
components. Choosing one P, output in each component determines all outputs

in that component. Hence at most my — 2 outputs can be chosen freely, and

IN

Pr[Eij(a) N Eiji(a) | o =a, Py =pi] < ( (2" —mo +u+ 1),

Real (2”)m0 —u



Averaging the conditional bound over P, summing over the partition (£;), and
using Equation (73) and mg < 4 yields

Prreal[€7 | @ = d
Pr|E;; Eir i 1<
LulEi(a) N By (a) Z 2" —mg + [J[ +1)271]
< 7 9
= (n 32 "o
Proof of (ii). The claim is immediate for k¥ = 0, so assume k > 1. Here

I() = {il,...7ik}7 Il = {jl,...,jk}, and mo = 2k. Put D = 2™ — 2k + 1. By
Equation (73),

Prily|a=a] <D™

Real
If (¢, je) € J for some ¢, then on {a = a} the event E;,;,(5) requires 0 = a & 3.
Since 8 # a, we may omit all such J.

Fix a value (a, P;) = (a,p1) realizing a remaining &;. Identify the equal
inputs specified by J and form the multigraph whose 2k — u vertices are the
distinct inputs to P, and whose k edges are the selected pairs. Every vertex has
degree at most two. There are no loops, so each component is a path or a cycle,
with two parallel edges allowed as a cycle of length two. Let ¢ be the number of
cycle components. Every cycle vertex is formed by a matching pair in J, so each
cycle uses at least two of the u pairs and ¢ < u/2. For each edge joining = and y,
Equation (69) requires

Pyy)=P@2)orey®ad b

Delete one edge from each cycle. The remaining k — ¢ edges form a forest with
k — u + ¢ components. After choosing one output in each component, these edges
determine all other outputs. Dropping the deleted equations and counting the
injective output tuples of P, therefore gives

k

ﬂ i

(2n)k7u+c
(2n)2k—u

< (D +u)~*=9 < phtu/z,

)|a=a, P Zpll <
Real

2
There are at most (Z) u! < k2" matchings J of size u. Averaging the condi-
tional bound over P; and summing over J gives

k
ﬂ ieje

Real

Since 2k — 1 < k% < 27/2/2 < 2"/16, we have D > 15-2"/16 and k?/v/D < 3/5.
Moreover,

n k n _
Dk —gkn (2> L kgl KRR 16

9
D D~ D ~15-27/2 ~ 15
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Thus D~% < 6-27%"/5 since €2/15 < 6/5. Therefore,

D7k Zk: <k2>u < §2*’m Z (3>u =3.27Fn
o VD 5 5

u>0

Completing the proof
Proof (of Theorem 3). Fix n > 64 and take r as defined above. Put

r2 4
A= — t= =M.
BREEY

A lower bound on Prrea[Se >t | a =a]. Fix a € Fan \ {0} and let
Co = Z 15 (a)
i,JE[r]

count all pairs satisfying U; ® V; = a, including those with repeated tags. By
Lemma 16, Erea[Cy | @ = a] > 2. If such a pair (4,J) is not counted by S,,
then U; = Uy for some i’ # i or V; = Vs for some j’ # j. These equalities imply
E; j(a) and E;j (a), respectively. Hence

Ca—8a< > > 1g,(a)nE,, @) Sy 18, (a)nE, (a)-
i,j€lr] ¢'# i,J€r] ' #i

Taking conditional expectations given o = a and using Equation (71) gives

18r2(r — 1

]EReaI[Oa — S, ‘ o = a} < 92n on

Since A > 64n > 1, expanding C? and applying Equations (70) and (71) to equal
and distinct pairs, respectively, gives

377'2 n 9r3(r2 — 1)

IEReal[cva2 ‘ o = a} S on 92n

< 12)%
For n > 64, the inequality 64n < 2"/2 gives

r 64n 1
— <2< o
2n = 2n * - * < 180

Combining this bound with the preceding estimates yields

EReal[Sa | a = CL] > — A, ERea|[S§ | a = a] < 12)2.
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By Cauchy—Schwarz,
Ereal[Sa | @ = a] = Ereal[Sal{s, <t} | @ = a] + Ereal[Sals, >4 | a = a]
< 2 = > = al.
<t+ \/]ERea|[Sa |a=a] PriSy>t|a=d

Using ¢t < 4)\/3, we obtain

(Breal[Sa | @ = a] —t)°
EReal[S2 | o = a]
(19/10)A — (4/3)A)° 1
> > —.
- 12)2 40
Upper bounds for § # a. Fix  # a and put k := 16n. The pairs counted by

Sp form a matching: two such pairs sharing a first index would have equal V'
tags, contrary to their uniqueness, and the same argument applies to a shared
second index. The falling factorial (Sg); counts ordered k-tuples of distinct pairs
counted by S3. For n > 64, we have k? = 256n2 < 2"/2/2. Thus, dropping the
tag-uniqueness conditions in this count and applying Equation (72) gives

a:a]

PriS,>t|a=ad >
Real (74)

k
() Eis(8)
(=1

EReal[(Sﬁ)k | Q= a] < Z FE;I;I

i1,...,0 €[r] distinct
J15--,Jk €[r] distinct

< 3(r)z27Fm < 3AF.
Markov’s inequality together with ¢ — k 4+ 1 > 13)\/12 implies
Pr(Sg>t|a=a]= Pr{(Ss)r > (t)x | o =d
Real Real

Ereal[(S)k | o = a
= (O

A k 12\*
< _ < — .
3<t—k+1> 3(13)

A union bound over 8 # a yields

1

1000° (75)

k
12
: > =a]<3-2"| —
F};gl[ﬂﬁ;&a Sg>t|la=al<3-2 (13> <

Success probability. On {S, > t} N(\5,,{Ss < t}, the unique maximizer is a,
so @ = a. Therefore Equations (74) and (75) give

Pria=ala=a>———— =
T = = _—— — = —,
Reall " YT U700 T 1000~ 125

This bound holds for every a # 0. Averaging over the nonzero hash keys gives

~ 1 3 1
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6.2 Birthday MAC Security of FE?MD
We next prove the following MAC-security bound.

Theorem 4 (Birthday MAC security of FE?MD). Letn>1and1 < q<2".
Then
AdVng;)MD (q,v) <wve+ o + 2717_(1 + o (76)
We also use the reduction in Section 3 to prove Theorem 4. For the list
forgery advantage, we first reduce it to the probability of an event Link. We then
compare the joint (h, P, Q,) distributions in the real experiment and an auxiliary
experiment Rnd, and bound the probability of Link in Rnd. Finally, combining
these bounds proves the theorem.

Lemma 18. For1<g<2" andv > 1,

1
5F§EMD (q,v) < M

(77)
Proof. Writing x := Py(N;), for fixed h and Py, the FEPMP tag map for a message
Mis z — Poy(x ® h(M)) ® x. It differs from the EWCDMD tag map only by the
fixed output offset h(M), so the same bound on the number of preimages of each
tag applies. The EWCDMD argument in the proof of Lemma 2 therefore gives
Equation (77). O

It remains to bound the list forgery advantage. By Section 3, it suffices
to consider a deterministic, adaptive, nonce-respecting adversary D satisfying
Equation (11). Let Real denote its list forgery experiment instantiated with
FE?MD. For i € [q], put

Here Y; is the root of the i-th authentication query, and Z; = P5(Y;) in Real.
If verification candidate j is accepted and Py (N}) ® h(M}) =Y, then

Pi(Nj) & Pr(N;) = h(Mj) & h(M;) = T; & T;.

Conversely, these equalities imply that candidate j has root Y; and is accepted.
Define

Link := {3i € [q, j € [v] : PL(N]) @ Py(N;) = h(M]) & h(M;) = T} & T}

Proposition 20. If1 < q < 2", then

list-forge < v i
Ade;:];MD (D) = 9n _ q + RP;;[LIHk].
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Proof. Define the event

(o PN @M € (Vi Y}
NR = {HJ €0l g Py (P () @ h(MY)) esa(N;-)}

By the definitions of these events, in Real we have
Forge = Link U NR.

Fix a value (h, P1,Q,) having positive probability in Real, which determines
the verification list. Let m be the number of distinct authentication roots. The
transcript fixes m input—output pairs of P,. At a new root, the output of P, is
uniform among 2" — m unused values, and acceptance specifies at most one of
them. Therefore, a union bound over the verification candidates with new roots
gives

v v
Pr[NR P < .
Re£|[ RE 1’Qq}_QTl—m_%—q

Averaging and applying a union bound to the decomposition of Forge proves the
claim. 0

We introduce an auxiliary authentication experiment Rnd, identical to Real
except for the authentication oracle. Rnd first samples (h, P;) as in Real but
answers every authentication query with an independent uniform tag. Thus, in
Rnd, the authentication transcript is independent of (h, P).

Proposition 21. If1 < g < 2", then
A(Lreat(h, P1,Qq), Lrna(h, P1,Qq)) < %
To prove this proposition, define the event
Good ={Y; #Y,, Z; # Z; forall 1 <i < j <q}.
We call a value (h, P1,Q,) good if it satisfies these inequalities.
Lemma 19. For every good value (h, P1,Qq) having positive probability in Rnd,

PrReaI[(h’vPvaq> = (h7 Pl’Qq)] _ 2m > 1.

Prrog[(h, P1,Qq) = (R, P1,Qq)]  (27")g —
Proof. In Rnd, the authentication tags are independent and uniform, so
1

gﬂ[Qq:Qq\h,Pl]zqu.

Since (h, P1,Qq) is good, the constraints P5(Y;) = Z; for i € [¢] have pairwise
distinct inputs and pairwise distinct outputs. Thus, in Real,

1
Pr(iQ,=Qq | h,P1] = Pr[Py(Y;) = Z; foralli € [¢] | h, P1] = ——.
Real Real (2")q
The sampling probabilities of h and P; are the same in both experiments, so
taking the ratio proves the claim. O
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Lemma 20.
q(¢—1)
oan—1°

Pr[-Good| <
Rnd

Proof. First fix a value (h, Q) having positive probability in Rnd. For i < j, the
difference P;(N;) @ P1(N;) is uniform over the 2™ — 1 nonzero values, so

1
Pe[Y; = Y, | h, Q] = Pr[Pi(N) ® Pi(N;) = h(My) @ h(M)) | 5, Q) <
A union bound followed by averaging over (h, Q) gives
Pr[di<j:Y; =Y < 2) (78)
Rnd I U

Next fix a value ), having positive probability in Rnd. A similar argument

gives
Pr(3i<j: 2% =2;]< (2) (79)
Rnd C R
The complement of Good is contained in the union of the two events in Equa-
tions (78) and (79). O

Proof (of Proposition 21). Let

P = LRrea(h, P1,Qq), Q = Lrnd(h, P1,Qq).

By Lemma 19, P(7) > Q(7) on Good. Therefore the positive part formula for
statistical distance gives

APQ = > (Qr)—P(r) <Q(-Good).
T:Q(7)>P(1)

Apply Lemma 20. ad
We next bound the probability of Link in Rnd.

Proposition 22. Ifn >1,

. q—1
Pr[Link] < ve (1 .
bl '”]—U8< +2n—1>

Proof. Fix Q4 having positive probability in Rnd. The verification list is fixed,
while h and P; remain independent with their original distributions. For i € [g]
and j € [v], put d := T} © T;. The equalities defining Link for this pair are

Py(Nj) & Pr(Ny) =d,  h(M}) & h(M;) = d.

If NV J’ = N,, the first equality forces d = 0. Freshness gives M ]’ # M;, so AXU
bounds the probability of the second equality by e. In this case, for a fixed j,
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there is at most one such 7. If N]’- # N; and M j’ = M;, the two equalities are
incompatible. If both the nonce and message differ, AXU and independence give

Pr[P(N]) & Pu(N:) = d,h(M)) & h(M;) = d | Q) < 57—

Thus, conditional on Q, = @, and for a fixed j € [v], if NJ’» € {N1,..., Ny}, the
probability that candidate j satisfies the defining equalities of Link for some i is

at most ( 1
q—1)e
e+
If Nj ¢ {Ni,..., Ny}, the probability is at most ge/(2" — 1) and is no larger. A
union bound over j and averaging over (), prove Proposition 22. a

Proof (of Theorem 4). Since Link is determined by (h, P1, @), we have

Rggl[l_ink] < g]ﬁ“—mk] + A(EReal(ha Py, Qq)wCRnd(h,Pla Qq))

By Propositions 20 to 22, we obtain a bound on the list forgery advantage for D.
Taking the maximum over D and applying Equations (12) and (77) gives

q—1 N (n+1)v
om 1) T —gy1

mac v q(q - 1)
AdVFI];:];MD(q,U) < T + on 1 + ve (1 +

Using ¢ < 2™ to simplify gives Equation (76). a

7 Use of Generative AI Tools

OpenAl ChatGPT was used as an auxiliary research tool during the development
of several parts of this work. The substantive uses relevant to the technical
results are summarized below. The interactions were iterative and included many
follow-up questions, reformulations, and verification steps. We therefore report
representative prompts that materially contributed to the development of the
final arguments, rather than the complete conversational history.

EWC Real-Clr comparison. ChatGPT was used to explore possible probabilistic
descriptions of the conditional root distribution and approaches for comparing
the Real and Clr experiments. A representative substantive prompt (translated
from Chinese) was:

Now follow your proposed approach to prove the corresponding 5n/6-bit
security bound, focusing on the root posterior, local switching, and per-
step x? or stopped-KL methods. The mathematical derivations must be
rigorous; for claims that are difficult to prove, first search for counterex-
amples.

The resulting suggestion provided an approach for carrying out the Real-Clr
comparison and were independently checked by the authors. Incorrect or un-
necessarily strong intermediate claims were discarded, and the final switching
argument and all quantitative bounds were derived, verified, and formalized by
the authors.
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EWCDMD Real-Clryip comparison. ChatGPT was used to explore the treatment
of root collisions, the new-root branch, and possible Fourier-analytic approaches to
the conditional tag distribution. A representative substantive prompt (translated
from Chinese) was:

Refer to the draft proof of 5n/6-bit security for EWC in “Sources” and
examine whether this approach can help prove a bound establishing
5n/6-bit security for EWCDMD.

The authors independently verified all probabilistic identities, moment bounds,
Fourier estimates, and constants appearing in the final proof, and rewrote the
argument in its final form.

Birthday forgery attack against F E?MD. ChatGPT was used to investigate
whether FE?MD could achieve beyond-birthday security and to explore candidate
forgery strategies. A representative substantive prompt (translated from Chinese)
was:

Now try to prove an upper bound establishing beyond-birthday security
for the FEPMP construction.

This line of investigation led to the birthday forgery attack presented in this
paper. The final attack was independently analyzed by the authors, including its
success probability, query complexity, and parameter conditions.

Tool information and author verification. The authors used OpenAl ChatGPT
with the GPT-5.5, GPT-5.6 Sol, and GPT-6 Astra models during July—September
2026. AI outputs were treated as suggestions rather than authoritative results. All
mathematical statements, proofs, calculations, references, and attack arguments
included in the final manuscript were independently checked and revised by the
authors. The authors take full responsibility for all content and results in the

paper.
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