Flying, Not Floating: Precise Fixed-Point Falcon
on Embedded Processors

Stef Halmans ®!, Amit Kumar ®!, Tim Giineysu ®%?2

! Ruhr University Bochum, Bochum, Germany
stef .halmans@rub.de, ak10495@nyu.edu, tim.gueneysurub.de
? German Research Center for Artificial Intelligence (DFKI), Bremen, Germany

Abstract. The Falcon digital signature scheme, under standardization as FN-DSA,
requires real-number arithmetic during signing, with its security dependent on nu-
merical precision. Recently, De Almeida Braga et al. (CRYPTO 2026) showed that
Falcon-512 can sign in 64.64 fixed-point arithmetic on 64-bit hosts. In this work,
we present the first fixed-point FN-DSA signer for microcontrollers, using 32.64
arithmetic in constant-time Cortex-M4 assembly for Falcon-512 and Falcon-1024.
Although a straightforward fixed-point implementation is less precise than double
precision, our new techniques successfully restore precision. They keep reciprocals,
inverse square roots and small constants wide and round once at the consumer. We
evaluate them with known techniques on both arithmetics and both degrees. Our
signer needs around 45 % fewer cycles than double-precision emulation for Falcon-
512 / Falcon-1024, and its measured precision supports 299.7 / 2967 queries per key,
against 26%° /2587 for double precision and the target of 2°*. Our 12-byte words raise
signing RAM from 59n to 83n bytes. We also show which implementation choices lift
double-precision c-fn-dsa above 2% while making it faster. We derive key generation
bounds for Falcon-1024, accepting 72.3 % of keys where the Falcon-512 values accept
8.5 %, and provide recommendations for the fixed-point FN-DSA that NIST plans.

Keywords: FN-DSA - Falcon - Fixed-Point Arithmetic - ARM Cortex-M4 -
Numerical Precision - Post-Quantum Signatures

1 Introduction

Large-scale quantum computers will break currently deployed RSA and elliptic-curve
digital signatures [Sho94]. In response, NIST standardized ML-DSA [Nat24a] and SLH-
DSA [Nat24b], and is standardizing Falcon [PFH*20] as FN-DSA in FIPS 206. Falcon
features the smallest signature sizes among the three, making it attractive for certificates and
constrained devices. However, its signing algorithm relies on fast Fourier sampling [DP16]
over real numbers, where the underlying Rényi divergence security proof requires numerical
precision well beyond single precision [Prel17; PFHT20]. Recently, Halmans et al. [HVS™26]
demonstrated that standard double precision fails to satisfy the specification’s precision
bound and resolved the gap using triple-word arithmetic at approximately twice the
computational cost. While key generation can avoid floating-point operations [Por23;
Por25b] and verification uses only integer arithmetic, signing remains uniquely dependent
on floating-point arithmetic. On embedded platforms, this dependency presents significant
challenges: many microcontrollers lack a double-precision floating-point unit (FPU),
hardware floating-point division is frequently non-constant-time, and side-channel masking
is expensive [CC24]. Fixed-point arithmetic addresses these issues by executing entirely
on the integer unit, yielding absolute rounding errors independent of operand magnitude,
and providing better suitability for masking [DFLP26a]. For instance, on the Cortex-MA4F,
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where the FPU supports only single precision, double precision must be emulated in
constant time [Por19; Por25a]. On this platform, an emulated double-precision addition
requires 70 cycles compared to 3 cycles for a fixed-point addition (Table 6), with emulated
operations accounting for up to two-thirds of the total signing latency [Por26a).

De Almeida Braga et al. [DFLP26b] made fixed-point signing possible for Falcon:
key generation checks give the integer budget for every intermediate value, and a Rényi
argument! replaces the specification’s worst-case bound on the sampler inputs by their
RMSE and turns it into a number of supported signing queries. Their implementations are
a 64.64 C signer for 64-bit hosts [DAB26] and a Type 2 Python reference [Pre26], whose
precision figures, like their thresholds, cover Falcon-512 only. In response to their findings,
NIST announced plans to specify FN-DSA signing in 64.64 fixed-point arithmetic, with 32.64
expected to yield equivalent KATs if key generation follows their recommendations [Per26].
In concurrent work, Pornin [Por26a] restructures double-precision £fSampling to cut RAM
to 20n bytes and, with a new FFT and integer arithmetic modulo ¢ and ¢’, removes over
half the floating-point operations, also speeding up signing on the Cortex-M4. In this work
we change the arithmetic beneath c-fn-dsa [Por26b], the structure of [PFH'20] whose
integer budgets [DFLP26a] proved; as the ffSampling changes need new budgets, we use
only its integer Gram matrix, signature modulo ¢’ and FFT-new, whose budgets we derive.

To date, no fixed-point signing of Falcon has been demonstrated on a microcontroller
platform, and, in particular, it remains unclear, if such an implementation would be precise
enough to cover both parameter sets. We now close this gap and present a first fixed-point
signer for the Cortex-M4. This requires new fixed-point techniques, which we evaluate
for precision and speed together with known techniques from earlier work. We measure
precision by @s, the number of signatures per key up to which Theorem 2 preserves at
least A — 2 of the A bits of security [DFLP26a]; FN-DSA is sized for 264 [PFHT20]. Its
input errors come from the worst of 10° keys against a 200-bit reference, so Q, is measured,
not proven. Implemented straightforwardly, fixed point reaches a lower Qs than double
precision; with our techniques, it reaches an even higher one. The known techniques raise
Qs in both arithmetics, and fixed point keeps its lead. We make the following contributions.

e The first fixed-point FN-DSA signer on a microcontroller: 32.64 arithmetic, constant
time, on the Cortex-M4 at both parameter sets, requiring 44.9 /45.7 % fewer signing
cycles than double-precision emulation for Falcon-512 /1024 (Sections 3 and 4.2).

e New fixed-point techniques that make the signing sufficiently precise: on an absolute
scale, small values such as the reciprocals and the constants 1/q and 1/0 keep
few significant bits, so we keep them in a wider format and round only once after
multiplication. Without these techniques, fixed point signing is less precise than
double precision. By using them we achieve Qs = 27 / 2967 compared to 261-5 / 2587
for double-precision c-fn-dsa and a target of 25 (Sections 3.4 and 4.1).

o Known techniques from [DFLP26a; Por26a], evaluated separately and in combination
on both arithmetics, bring double-precision c-fn-dsa above the 264 target to Q, =
2757 /2726 and also make it faster (Sections 4.1 and 4.2).

¢ Recommendations for a fixed-point FN-DSA: key generation bounds for Falcon-1024,
accepting 72.3 % of keys where the Falcon-512 values accept 8.5 %, and the operation
chain to pin, as exact KATSs cannot check precision (Sections 3.3 and 5).

Our 96-bit values, against binary64’s 64, raise signing RAM from 59n to 83n bytes.
Pornin [Por26a] reaches 20n bytes via its structure; we need 29 % fewer cycles. Combining
both, a 64-bit format and masking are future work. Our code will be made available soon.

IThe conference version proves the worst-case Theorem 1 and uses the root mean square error (RMSE)
heuristically; the extended version [DFLP26a] proves it as Theorem 2, cited from here on.
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Figure 1: Falcon signing chain. Highlighted boxes are real arithmetic (ieee or fxp32.64),
white boxes integer. The pairs (¢;,0}) at SamplerZ are what Section 4.1 measures.

Related Work Precision analyses of lattice Gaussian sampling trace back to the lazy
floating-point technique of Ducas and Nguyen [DN12]. For Falcon, Hwang [Hwa24] formally
verified the FFT’s emulated floating-point arithmetic, while Garg et al. [GEP*26] analyzed
a fixed-point Klein sampler for threshold signatures, explicitly identifying the fixed-point
analysis of ffSampling as an open problem. The first microcontroller implementation of
Falcon, by Oder et al. [OSHG19] on the Cortex-M4, signs in double precision and com-
putes the Falcon tree during signing rather than storing it. Beyond the implementations
by [DFLP26a], no existing Falcon signer executes ffSampling in fixed-point arithmetic;
the only other fixed-point FFT for Falcon appears in an ASIC key-generation architecture,
whose authors retained floating-point arithmetic for signing [AAS*26]. Side-channel and
fault attacks on Falcon signing frequently target its IEEE 754 binary64 representation,
exploiting the preimage multiplication, integer-to-binary64 conversions, and square-root
operations [KA21; GMRR22; LMDG25; KLL*26; ZWSY26; KHTA26]. Masking binary64
arithmetic incurs a 23-118x overhead per operation, resulting in multi-second signing
times [CC24; BPTT24], while masking only the multiplication offers insufficient protec-
tion [CCCY26]. Notably, Zhou et al. [ZWSY26] note that fixed-point representations
eliminate exponent leakage, though unmasked fixed-point values may still reveal their
magnitude. Finally, Kaihara et al. [KHTA26] eliminated the square-root operation without
performance loss by squaring the Bernoulli test in SamplerZ; while integrating this opti-
mization into our signer would simplify the fused leaf (Section 3.4) to a single multiplication,
it alters the specific operation chain that FIPS 206 would need to pin.

2 Background

2.1 Falcon in a Nutshell

Falcon follows the hash-and-sign paradigm of Gentry, Peikert, and Vaikuntanathan [GPV0§]
over NTRU lattices [HPS98]: the private key is a short basis of the lattice, the public key
describes the same lattice without it, and a signature is a lattice point close to the hash
of the message, which only the short basis can find. It operates over R = Z[x]/(z™ + 1)
with n € {512,1024} and ¢ = 12289. The private key consists of f,g,F,G € R with
fG — gF = q, forming the NTRU basis B = [g :IJi] We write f = FFT(f) for the
FFT representation and ® for the pointwise product in that domain, bold for vectors and
matrices, and ||d||o for the largest magnitude over the n/2 FFT slots.

To sign a message m, the signer draws a salt r and hashes ¢ < HashToPoint(r||m) € Zj.
The real target vector t = (—cF/q, cf/q) satisfies tB = (¢,0). ffSampling [DP16] returns
a lattice point z near t, giving the short signature s = (t — z) B, restarting in the rare case
that s is longer than verification’s bound 3. De Almeida Braga et al. [DFLP26a] modify
Sign so that ffSampling sees only the fractional part of t, the split of Section 3.2.

ffSampling (Figure 1) draws z from a discrete Gaussian centered at t, one coefficient at
a time: each of the 2n coefficients of z comes from SamplerZ(t;, o) [PFHT20, Alg. 12-15],
a discrete Gaussian over Z with center ¢; and standard deviation of. The ¢} come from
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Figure 2: Storage formats (a) and worst-case absolute (b) and relative (¢) rounding error.
Dark cells are sign bits, triangles binary points.

the key: an LDL* decomposition of the Gram matrix BB*, halved in degree level by level,
gives a binary tree (the Falcon tree) whose root and inner nodes hold coupling values Lo
and whose n leaves hold the standard deviations. The centers t; depend on the message
and on the samples already drawn: after each subtree the remaining target is corrected
with the node’s f/10, so an error in Lyg reaches every later center. Following [OSHG19]
and the dynamic mode of [Por19], c-fn-dsa, and therefore this paper, builds the tree inside
signing and never stores it, one level at a time; this is why reciprocals, square roots and
the Gram matrix are signing costs in Tables 6 and 7. SamplerZ works on integers and
bounded fixed-point values [DFLP26a, Lemma 13], is isochronous [HPRR20], and is the
same in every configuration of this paper, treated as an ideal sampler.

The basis and the signature are integers, but the target and the tree are real numbers,
computed in the FFT domain, with magnitudes from about 271% (the reciprocals of
Section 3.4) to 22* (the transformed hash of Section 3.1). The security argument needs
the 2n pairs (t;,0}) handed to SamplerZ to be accurate. Theorem 2 of [DFLP26a] turns
the RMSE of those pairs into the number of signatures per key, Qs, that the proof covers
(Section 4.1). We reason where errors enter, and which techniques remove them.

2.2 Floating-Point and Fixed-Point Arithmetic

The IEEE 754 binary64 format has a 53-bit significand, and every operation rounds
with relative error at most 2753. The Cortex-M4F floating-point unit handles only single
precision, so binary64 is emulated with integer instructions in constant time [Por19; Por25a],
and we call this emulation “ieee” from here on. Triple-word (tw) arithmetic [HVS™'26] is
the only arithmetic using the M4F FPU, representing each value as three single-precision
words with a rounding error well below ieee at roughly twice the cost.

A fixed-point value is X - 27 with X a two’s-complement integer. A format “i.f” has
¢ integer bits including the sign and f fractional bits, and we abbreviate “fixed-point” to
“fxp” from here on. A Type 1 format uses one format for every value, a Type 2 format
uses one word length but a per-variable fraction length fixed at compile time [DFLP26a]
(Figure 2a). We write m for the integer budget of a value a, meaning |a| < 2™. A Type 1
format with a signed integer part needs m + 1 integer bits to hold such a value, so a budget
of m = 21 calls for a 22.64 format. These budgets are provable: [DFLP26a] add threshold
checks to key generation that bound every intermediate value (Section 3.3). The minimal
Type 1 format of [DFLP26a] is 22.64, their C code uses 64.64 [DAB26], and we use 32.64,
which they suggest for 32-bit architectures, in our implementation fxp32.64.

One unit in the last place (ULP) of 32.64 is 2754 regardless of the value. For values
|z] > 1 this gives exactly 64 fractional bits against binary64’s 52 (53 with the implicit 1),
but for values much smaller than 1 this format wastes leading zero bits that a floating-point
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exponent would shift away. Such values hold fewer significant bits, and a multiplication
by a larger value amplifies the loss (Section 3.4). The consequence for the evaluation is
that fxp rounding errors are absolute and do not depend on the key’s magnitudes, while
binary64 errors scale with them (Figure 2b—c, equal at || = 2712; below, binary64 is
more precise). The flip side is range, the dotted line at 23!: without an exponent, a
two’s-complement overflow wraps silently, so the integer budgets must be proven.
Adding or subtracting two i.f values with the same format is an exact integer operation
on the underlying X and needs no rounding. Multiplication of two values with f fractional
bits produces 2 f fractional bits, which are rounded once back to f. On 32.64, this means 128
fractional bits rounded to 64, with an error of at most 27%°, or 2764 /4/12 = 27958 in RMSE
if uniform over one ULP. We use two rounding rules: round to nearest with ties to even,
the IEEE 754 default, and round to nearest with ties up, | (XY +2/71)/2/| [DFLP26a].
Division and square root are replaced by Newton—Raphson iterations (Section 3.4).

3 Fixed-Point FN-DSA Signing

We implement a Type 1 fxp format, specifically 32.64, for Falcon. A 32.64 value is three
32-bit limbs, and a full 96 x 96-bit product is built from nine 32 x 32 — 64-bit partial
products. These 32 integer bits are plenty for both the split and non-split integer budgets
(Table 1, m < 31), and as we focus on the 32-bit Cortex-M4, it is more efficient than a
64.64 format used by the C implementation from [DFLP26a; DAB26]. Two things can go
wrong: a value too large for the integer budget wraps around silently (Section 2.2), and a
value much smaller than 1 loses significant bits. Sections 3.1-3.3 keep every value in range:
the target order avoids the overflow that Sign [PFHT20, Alg. 10] causes for non-split, the
split [DFLP26a, Alg. 7] computes the final signature in integers, and we extend the bounds
of [DFLP26a] to Falcon-1024. Section 3.4 recovers the bits lost to small values with wide
internal formats, and Section 3.5 covers speed and memory.

3.1 Target Computation Order

In FFT domain, the target as described in Section 2.1 is obtained by
te (-teok, teof).

The instruction order is not defined, which in fixed point arithmetic lets us control the
dynamic range of intermediate values. Here, we distinguish three ordering options for the
F product: multiply-first [PFHT20; Por25a; DAB26], scale-first (ours) and coefficient-
domain [Pre26]. With ||¢]w < n(qg — 1) < 2226 and the key checks of Section 3.3
(1Flloe < vrc < 23, [ Flloo < 7vf.g < 28 for Falcon-512), the highest m in each order is:

Order Computation m (512 /1024) 32.647
multiply-first —(e0 F)/q 35/37 no (64.64)
scale-first (—¢/q) O F 23 /24 yes
coefficient-domain  FFT(—c/q) ® F 21 /23 yes

Multiply-first overflows the 32.64 budget (m < 31), resulting in an infinite signing loop.
Reordering is free as it requires the same number of operations. We denote scale-first as
our baseline fxp32.64 implementation, which we later extend with options like the split.
[DFLP26a, Table 4] gives m(t) = 21, so their suggested 22.64 format implicitly assumes
coefficient-domain order for non-split. In a Type 2 implementation, coefficient-domain
is a natural fit: each coefficient of ¢/q lies in [0, 1), so Type 2 assigns m = 0 and gives
the full fraction to the 1/q multiplication. Coefficient-domain saves two (Falcon-512)
or one (Falcon-1024) integer bits over scale-first, but both fit in 32.64 (m < 31), and
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coefficient-domain rounds ¢/q before the FFT, which scale-first keeps exact. Our precision
analysis (Section 4.1) focuses on scale-first; on ieee, both orders give the same center error
d¢ within 0.1 bit.

3.2 Target Split and Final Signature

According to Lemma 9 of [DFLP26a], shifting the center by a lattice vector shifts the sample
by the same vector, so £fSampling only needs the fractional part of t and the integer part
is added back afterwards. De Almeida Braga et al. [DFLP26a, Alg. 7] split the target as
t = ting + terac With tine € Z2" and [[tacl|co < 1/2. Because gt = (—cF, cf), the fractional
part qtgac = ((—cF) mod *¢, (cf) mod *¢), with mod* the centered remainder, comes
from two NTT products mod ¢ without floating- or fixed-point arithmetic. ffSampling
runs on tfrac and returns z’, giving z = ty + 2’ and s = (tfrac — z')B. This reduces
HtfmcHoo to at most n/2, from up to nyg,q for the non-split t, improving the m budget
and the precision (Section 4.1). The non-split case is the specification’s original Sign
algorithm [PFHT20, Alg. 10].

In the non-split configuration, the final signature can be computed without the target,
as s = (t —z)B = (¢,0) — zB, fully in integer domain. For the split configuration, the
fractional or the integer part of the target is required. The most straightforward method
is to store tga. during signature computation, and use s = (tgac — 2')B, requiring the
FFT, as tgac is not integer [DFLP26a]. Storing tga. throughout ffSampling requires
24n additional bytes in our 32.64 format. Alternatively, recomputation of tg,. requires
both the NTT and the FFT on top of the final signature computation. We describe two
methods that, as in the non-split configuration, compute s fully in the integer domain
after only the inverse FFT of z’; our implementation uses the first.

The first method, from concurrent work by Pornin [Por26a], relies on reduction over a
small prime ¢’ = 18433 instead of recovering ti,, using ¢! =3 (mod ¢’) to turn qtgac
into tgac mod ¢’. The part sy is computed mod ¢’. The other part is recomputed as
$1 = ¢ — soh mod ¢ with a norm check in place for the verification computation. This
can cause a restart, but never results in an invalid signature. Every accepted signature
has ||s2]|cc < 8 < ¢’/2, with § the signature bound of Falcon [PFH'20] (8 ~ 8382 for
Falcon-1024), so a 16-bit prime suffices without any coefficient wrap. This method is
1.5 /1.6 % faster compared to that on auxiliary prime and halves the NTT table flash; our
implementation uses it by default.

The second method computes the signature from t;,; by use of NTT, given by s =
(¢,0) — (tint + z')B [DFLP26a, Lemma 9]. Writing the Euclidean division of the integer
products by ¢ coefficient-wise as (cF')[i] = q ko[i] + ro[i], with centered remainders r;[i],
yields tint = (—ko, k1) with split residues ¢ tpac = (—ro, 71). The remainders are already
available from the NTT products mod ¢ that the norm check requires so that only
quotients k;[i] are missing. We recompute the products modulo an auxiliary prime p =1
(mod 2n) using the NTT, giving residues a;[i]. As qk;[i] = a;[i| — r;[i] (mod p), the
quotient is (a;[i] — r;[i]) ¢! mod p, exact whenever p > 2 ||tint|loo. With [|F||eo, || fllee <
127 and ¢ € [0, q — 1], each coefficient of cF' sums n terms, resulting in ||tint oo < 130037
for Falcon-1024. As 2-130037 > 26, halfword packing is not possible. We thus choose
p = 8380417, the 23-bit ML-DSA prime [Nat24a|, whose lazy signed-Montgomery NTT
needs at most one reduction pass.

3.3 Falcon-1024 Bounds

De Almeida Braga et al. [DFLP26a, Alg. 2] add four threshold checks to Falcon’s key
generation, restarting when any check fails. First, ¢, bounds the FFT coefficients of the

short key polynomials (| f 2 Glloe < Vf.g). Second, Ynybria bounds amybria: in every FFT slot,
|12 4 |9]? stays within a factor Yiybria Of ¢ [DFLP26a, Eq. 7], originating as the trapdoor
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quality in Mitaka [EFGT22]. Both run before NTRUSolve. After NTRUSolve, vr ¢ bounds
the FFT coefficients of the large key polynomials (|| F', G||lso < Yr.c) as third check, and,
finally, 7100t bounds the root value of the LDL* decomposition (||[A/10||OO < Yoot ). Existing
tests ensure that agpy < 1.17, NTT(f) has no zero entry, and NTRUSolve does not fail.
Every intermediate value of key generation and signing is bounded by a function of the
four checked quantities [DFLP26a], giving each variable an m budget (Table 1). Besides
the key polynomials and t, Z, these variables are the Gram matrix G = BB* with entries
Goo = |92+ |f12, Gio = Gg* + F f*, and Gy1 = |G|? + |F|2 (G without indices is the key
polynomial), and its LDL* decomposition [PFHT20, Alg. 8],

- Go

é 2
b= C |G1ol
Goo

Goo

; Doo = Goo, Dy =G — (1)

The ffLDL* algorithm [PFH'20, Alg. 9] halves the degree at each level down to degree 2,
building the Falcon tree: every inner node holds its own Lig, and the n leaves are the

real values 03 =0/ ﬁjj, where ¢ is Falcon’s degree-dependent standard deviation, each

serving two SamplerZ calls. Independently of thresholds, ||Lo|/sc < 1 holds below the
root since Gram matrices have equal diagonals and are positive definite. By Lemma 8
of [DFLP26a], every diagonal D;; of the tree satisfies

q A 2
2 < Djj < qVybrias (2)
Yhybrid

including Goo = Doo and D1q at the root. The checks bound only FFT outputs, but this
also bounds every FFT intermediate value: read backwards, the FFT is an inverse FFT,
whose stages never increase the largest absolute value [DFLP26a).

De Almeida Braga et al. [DFLP26a] derived and evaluated the thresholds for Falcon-512
only, (Yf,g Yhybrid, YF,G» Troot) = (255, 4, 3500, 24). However, if used as such for Falcon-
1024, only 8.5 % of keys would be accepted. Our goal was to minimize the integer budget
increase for Falcon-1024 while keeping acceptance comparable to the Falcon-512 thresholds.

Table 1 shows the m budget of each variable for the Falcon-512 thresholds and for the
same thresholds at Falcon-1024. With probability of at least 1 — 27*, t,2 budgets follow
from Eq. (3) [DFLP26a, Eq. 23]. Here, B depends on the split or non-split case and o, A
on the security level [PFHT20]:

”f”OO S B + 2f4child \/ﬁ ('Yroot + \/§+ 1), (3)

2T 0 Vhybrid \/
- yore T=14/2(A+1logs(2nlnn) + 1) In 2.

Note that t,% budgets grow even with the same bounds since n doubles in B and /n.
Increasing the threshold, leads to acceptance of more keys. The border of a threshold
is the largest value at which every variable it bounds still fits its m budget. One step
beyond costs an integer bit, so a threshold raised past its border is best raised all the way
to the next one, so thresholds are chosen at borders. ¢ 4, 7r,q, and Jro0r directly set the
integer range for their variable, so their border is a power of two. Ypyiria has no budget

Achila =

of its own, but enters through ﬁjj: q- 'yﬁybrid < 2™, yp and Yroor also enter the t, 2
budget from Eq. (3), where vp ¢ sets B and Yyoot and Ynyhria appear in the second term,
so these three share one border. This shared border explains the Falcon-512 thresholds:
B =512-3500- (¢ —1)/q ~ 22°77 and the second term with ,,0t = 24 brings the bound
close to 22!, Together, 3500 and 24 nearly exhaust the m = 21 budget.

To evaluate the candidates of Table 2, we ran 10° key generation instances at n = 1024
with all four checks disabled (unfiltered) and replayed each tuple on this set, so acceptance
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Table 1: Variable m budgets and how they relate to the rejection thresholds. Both columns
use the Falcon-512 thresholds from [DFLP26a].

Variable Bound ms512  M1024
) 1 lloo- oo < 7.0 8 8
F.G 1E]00, [|Glloe <vFc 12 12
Goo (root)t 1Goolles < IfI? + 1912 < 273, 18 18
ém (root) Hém”oo <2vf¢7F,G 21 21
[i/lO (I‘OOt) lelO”oo < Yroot 5 5
Dj; [1Djjllec < q'Y}21ybrid 18 18
ot o —1
Lo (inner)t [ L1ofloo < =214 < 0 0
hybrid +1
t, 2 (split) Eq. (3), B=n/2 18 19
t,z (non-split) Eq. (3), B = nyra (@—1)/q 21 22

t Independent of the thresholds. ¥ The bound gives m = 17, aligned to ﬁjj as in [DFLP26a].

Table 2: Threshold tuples, joint acceptance over unfiltered key generation, attempts per
accepted key, and m budgets. Superscripts mark a threshold at its border and the budget
it raises first. The t,Z column lists split / non-split; G follows from f,§ and F,G.

Threshold: budget
resholds Accepted Attempts — - mA uA geAs -
Tuple Vf,g hybrid YF,G Yroot keys  perkey f,§ Dj; F,G Gio t,2
512, unfiltered - - - - 100 % 10.6 — - - - -
512 [DFLP26a) 255 4 3500 24 66.0 % 16.0 8 18 12 21 18 /21
1024, unfiltered - - - - 100 % 16.6 — - - - -
1024, same 255 4 3500 24 8.5% 196.4 8 18 12 21 19 /22
1024, A 256% 5.39 7510¢ 32¢ 67.4% 246 8 19 13 22 20/ 23
1024, B 256% 6.53%  7365¢ 32¢ 72.3% 23.0 8 19 13 22 20/23
1024, C 5120b 6.53%  7365¢ 32¢ 98.8 % 16.8 9 19 13 23 20/ 23

“m(f,g) °m(Dj;) ©mt2)

is the joint rate over all four checks with their correlations. An attempt is one NTRUGen
iteration, counting rejections by the existing tests. The Falcon-512 row was replayed the
same way on 10° keys at n = 512, hence its 66.0 % instead of a value from [DFLP26a].

Tuples A and B have the same m budgets, spending the shared border in two ways.
Tuple B sets vy, = 256, keeping m(f7 g) = 8, and Ynybria = v/2'%/¢ =~ 6.53, the largest
value keeping m(ﬁjj) =19. Yoot = 32 keeps m(f/lo) =5, and yp g = 7365 follows from
the shared border. Because 256 and 32 sit exactly at a power-of-two budget ceiling (< 2*
would need m = k 4 1), we check all thresholds with strict < 7. De Almeida Braga et al.
[DFLP26a] accepts < ~, the tighter check rejects no additional keys in practice. Tuple A
spends the border on v ¢ instead: with 'yﬁybrid =29, vr,c = 7510 is the largest integer
below the non-integer t,2 border. Tuple B accepts 5% more: Thybrid Tejects many keys
while vr ¢ above ~7000 almost none. Tuple C spends one more bit on m( 1, g) and m(élo)7
buying 98.8 % acceptance at 16.8 attempts per key, mostly the same as unfiltered key
generation at 16.6. Tuple C also gets B’s Ynybria at no cost: with v¢, = 512 the root
diagonal Gy < 27})9 = 219 already needs m(ﬁjj) = 19 (Table 1, }), the budget that
Yhybria = 6.53 fills. We choose tuple B, because it has the lowest m budget increase with
a reasonable acceptance rate: every budget increases by one over the Falcon-512 values
except m( 1, §), which stays at 8. Its 72.3 % acceptance (1.38x unfiltered key generation)
is even better than Falcon-512’s 66.0 % (1.51x). Its highest budgets are m = 23 for the
non-split target and m = 24 for é (Section 3.1), both fitting 32.64. Without Symplecroot
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Table 3: Rejections per check of [DFLP26a, Alg. 2] while generating 1000 Falcon-1024
keys with tuple B. The last three checks are after NTRUSolve.

Check  [If,gllc anybria acpv NTT(f) (F,G)# L [IF,Gllo IlL10lloo
Tuple B 7950 3832 10091 87 8 0 3

(Section 3.4), the generic LDL* also computes Gq1 < 29%.¢ (m = 27), which still fits.

Table 3 breaks down the rejections per 1000 accepted keys for tuple B, led by the existing
agpy test. The two new checks that fire most, 77, and Yuybria, are evaluated before
NTRUSolve. Each early reject costs only a polynomial generation and a few comparisons,
with negligible impact on key generation performance. The vp ¢ and 700t checks fire
rarely, because most keys that would fail them are already caught by the earlier thresholds.
A failure after NTRUSolve is expensive, but the table shows it almost never happens.

Mitaka [EFG*22] and BAT [FKPY22] derive n-dependent thresholds for the checks
before NTRUSolve. Mitaka’s trapdoor quality is cthybrid, and BAT bounds the norms of
(f,9) and (F,G), though (F,G) is given as a function of f,g. We reproduced our Table 3
rejection rates for 77 4 and Yuybria using their tail formulas. These formulas are not effective
at retrieving the bounds for Falcon, as they do not take our m budgets into account.

3.4 Higher Precision Operations

On the absolute scale of fixed point (Section 2.2), values much smaller than 1 lose significant
bits. The reciprocals in the LDL* decomposition have denominators up to q’yﬁybrid by
Eq. (2), 2'7-6 for Falcon-512, giving values as low as 27176, In fxp32.64, such a value keeps
about 46 significant bits out of 64 fractional, a relative error of 27474 instead of 275°, and
once stored the loss enters every product. We avoid that by keeping reciprocals, inverse
square roots and small constants in a wide internal format, rounding once at the consumer’s
output. We also remove a cancellation at the LDL* root with a direct computation.

Symplecroot The subtraction Dy =Gy — |G10\2/@00 in Eq. (1) cancels most of the
magnitude, amplifying the roundlng error of its operands. The NTRU identity fG—gF = ¢
implies GooG11 — |Grol? = ¢2 in every slot, so at the root Dy; = ¢%/Goo, which can be
computed directly. The identity holds only at the root, as the children’s determinants
are not constant; we call this the Symplecroot configuration. Extending the idea to inner
nodes gives Symplectree, which we found to give the same precision at a higher cost
(Section 4.1) [SZZ122; DFLP26a].

Fused Reciprocal In Falcon, division computes ﬁw = Gm / éoo at every LDL* node and
q/ Goo at the Symplecroot root, with denominators bounded by Eq. (2).

Following [DFLP26a], we replace division by a Newton—Raphson reciprocal followed by
a multiplication. The divisor is normalized as y = 2¥d with d € [1/2,1). The iteration

Tt+1 = Tt(2 — d’l"t)

squares the relative error at each step (e;41 = €?). The seed 7o(d) = 48/17 — (32/17) d has
relative error at most 1/17, giving 4.09 correct bits on [1/2,1), which double to 65 after
four iterations (4.1 — 8.2 — 16.3 — 32.7 — 65). The first two run on 32-bit words against
the top limb, one 32 x 32-bit multiply per product. The third runs on the upper 64 bits,
four 32 x 32-bit partial products. At each stage the word width exceeds the correct bits by
at least 14, so the next iteration squares the truncation error away. The fourth uses the
complete 96-bit divisor and its nine partial products, squaring away all prior truncations.
The result is kept as an unrounded 126-bit fractional value, without rounding it to fxp32.64,
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with a relative error of at most 2753, The reciprocal is computed once per FFT slot at
each LDL* node and shared across its consumers (real and imaginary parts of fz1o, and at
the Symplecroot root g2/ Goo); each consumer multiplies the wide reciprocal by its own
numerator and rounds the product once. Because the reciprocal is never stored outside
registers, this does not increase stack usage. For the non-root Lo, with ||[A/10||OO < 1, this
results in an absolute error of at most 2765 4 27653 <« 2764 "ingtead of up to 27474 for
Falcon-512 when the reciprocal is rounded first, and ¢2/ Goo shows the same improvement.

Fused Square Root The sampler consumes each leaf 2 = Dj; as the scale factor /7 /o =
1/ (Section 3.3), which spares SamplerZ a division. Without fusion, this requires two
roundings: one for v/z = x - (1/4/x), and one for the multiplication by 1/c. The constant
1/0 <1 (= 0.006 ~ 2774 for Falcon-512) would lose about 7 significant bits if stored
in the 32.64 format. We fold the entire chain into a single product z - (1/y/x) - (1/0),
where the unrounded inverse square root is multiplied directly by z, and 1/0 is stored in a
normalized 71-bit fractional representation with the full 64 significant bits, rounded once
at the output. The precision gain comes from the wide constant: its relative error goes
from 27590 to 27649 for Falcon-512 (27584 to 27662 for Falcon-1024), while rounding /z
in between would add only 27° /o < 2772, The resulting absolute leaf error is at most
2763.0 instead of 27276 for Falcon-512, and 2793 instead of 27°6-3 for Falcon-1024.

Following [DFLP26al, the inverse square root 1/+/x is computed by the iteration
U
Upy1 = Et (3 — auf) ,

where  is normalized to a = 22*z € [1/4,1); the bound in Eq. (2) ensures positivity.
Convergence is quadratic, but a factor 3/2 in the error recurrence costs about half a bit
per step. The seed uy = 2.2119 — %a has about 3 correct bits and reaches 80 after five
iterations, the early ones on narrower words as for the reciprocal; the fifth produces 94
fractional bits on the full 96-bit value.

Wide 1/q The constant 1/q ~ 2736 keeps only 50.4 significant bits in 32.64, a relative
error of 2751°. Tt multiplies FFT slots up to n(q — 1) ~ 2226 amplifying the storage
error into the target (Section 3.1). We store 1/q as |277/q], a normalized 64-bit word with
relative error 2751 gaining +5.4 / +4.2 bits of 6; at Falcon-512 /1024 (Table 4). Each
multiplication is one 96 x 64-bit product rounded once, cheaper than a 96 x 96-bit multiply.
It is applied after the FFT of the residues on the split path and in the scale-first multiply
on the non-split path, at no cycle cost.

3.5 Speed and Memory Improvements

The remaining improvements are mostly fxp-specific, targeting speed and memory rather
than precision. We measured them to not influence the final error values, besides the
integer Gram and FFT-new, which are discussed in Section 4.1.

L0 in 64 Bits At the non-root nodes, HﬁloHoo < 1, so the 32 integer bits of the 32.64 for-
mat are wasted. Storing L1, in 64 bits (1 sign, 63 fractional) loses one fractional bit, raising
its error from at most 2795 to 27%4, or from 27%5-% to 27648 in RMSE (Section 2.2), still
5.5 bits below the center error §; = 27593 of the recommended configuration (Section 4.1),
and we measured no influence on the sampler’s error values. Without the fused reciprocal
(Section 3.4), the error of L1y would be much higher than the loss of one fractional bit.
This saves 2 /4 KB of signing memory with faster 96 x 64 multiplies.
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Single-Rounding Complex Multiplication Rounding is about 30 % of each fxp multipli-
cation. In a complex multiply (ac — bd, ad + bc), each output has 2 multiplications and 1
addition; the two products run without rounding and only the combined result is rounded,
giving an error of at most 27% instead of 2764 with 2 roundings instead of 4, or 27658
instead of 27653 in RMSE, as independent roundings add in squares. We measured no
effect, as both are at least 6 bits below ¢;.

FFT Twiddle Table Storage The FFT twiddles are strictly smaller than 1 in absolute
value, so 64 bits instead of 96 suffice, cutting the memory cost of the table by a third at
faster 96 x 64 multiplications. Unlike f/lo, we do not want to lose a fractional bit, as the
twiddles enter every FFT, inverse FFT and split/merge. We keep the full 64 fractional
bits, bit-identical to the 96-bit format, by storing the twiddles unsigned: sine entries are
always positive, cosine entries negative exactly at odd indices, and a butterfly absorbs all
negations, including the inverse-FFT conjugation, by swapping its operands. The index
parity is public, so this optimization is constant-time and saves flash and cycles.

Rounding Mode [DFLP26a] use ties to even; the alternative, ties up, has the same
worst case error (275%) and RMSE (27%-%) but a per-rounding bias of Prltie] - E[e | tie] =
2764.9765 — 97129 55suming uniform discarded bits. In practice, the fractional bits are
not fully uniform, so ties can be more frequent, but the bias stays far below the RMSE
of 27658 Ties up is faster as it skips the parity check; because of the very low bias the
precision loss is negligible, and we measured no effect.

Integer Gram and FFT-new Pornin [Por26a] computes G = BB* exactly in integers
via the CRT, transforms only Gog and Gyg to the FFT domain, and rebuilds G =
q2/égo + \G10|2/é00 from the LDL*’s own reciprocal. For split, the NTT operations
are shared with the target computation, saving FFT operations; for non-split the NTTs
come on top, with a minor performance loss. On ieee without Symplecroot this gains
sampler precision from the exact G; on fxp32.64 it matches Symplecroot and costs 0.5
bits once the reciprocal is fused and 1/q is wide. [Por26a] also suggests FFT-new for
these transforms of integer polynomials, the basis, or the Gram entries: it splits the input
into self-adjoint parts, so that the first stages are exact integer additions and every later
butterfly is one real multiplication by a recombination constant R; = 1/(2cos6;) and an
add—sub, instead of a complex twiddle multiplication. These constants grow large where
cosd; is small, up to Ryax = 81 for Falcon-512 (163 for Falcon-1024), amplifying rounding
errors and costing precision on both arithmetics (Section 4.1). Unlike for the classic FFT,
the intermediate values of FFT-new can exceed its output (non-unit R;), but stay at most
2n times the largest input coefficient. For the largest input, ||Giolloo < 4144 - 27 /5822 - 27
at Falcon-512 /1024 [Por26a], this gives 2290 /2395 5o m = 30/ 31, which fits 32.64.

4 Evaluation

We evaluate the implementation choices for precision and for speed in order to find
the best trade-offs. Section 4.1 shows how each configuration affects the errors at the
Gaussian sampler and the resulting Q). Section 4.2 presents cycle counts and recommended
configurations. Both ieee and fxp32.64 implement the same fpr interface of c-fn-dsa so that
every configuration runs identical signing code and the two arithmetics are compared at
equal structure. The baseline configuration is non-split fxp32.64 or ieee with no additional
techniques from Section 3.
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4.1 Precision Evaluation

This section defines the error metric and how it gives @, locates the error sources (Table 5),
describes what remains in each arithmetic, and compares fixed point with binary64.

Theorem 2 of [DFLP26a] replaces the worst-case error analysis in the specifica-
tion [PFHT20; Prel7] with an RMSE-based argument at the SamplerZ inputs. The
two inputs of each SamplerZ call are a center ¢;, whose error J; is absolute, and a standard
deviation o}, whose error J, is relative. Theorem 2 turns their RMSE into Q4. Writing &7
and t; ; for the values an implementation computes, the per-key RMSE values are

=/
e m 2 G am w2 Xl e, @

n X
1€[2n] L J i€[2n]

where ¢ runs over the 2n calls of one ffSampling execution and j over the executions,
restarts included. d, depends only on the key, while §; depends on the message history.
Theorem 2 of [DFLP26a] additionally requires a worst-case bound 0 > max; |o}/0}; — 1|
with (2\ — 1) doo < 1/8, which every configuration meets by more than 28 bits. It bounds
the number of signing queries Qs for which \-bit UF-CMA security keeps at least A — 2
bits as a function of é,, d;, and the restart rate c. The Qs bound holds for the worst key,
so the evaluation must find that worst case.

The precision analysis of [HVST26] was re-implemented to measure the RMSE. For 4,
we used 10° keys, storing the largest |5/ /0’ — 1| for 6. For &; we used 105 keys with 100
signatures each. As §; depends on the messages, 100 signatures only estimate its per-key
value, so for five configurations of Table 4 we re-ran the keys with the worst and the median
¢ using 10° signatures each, which changed their exponent — log, d; by at most 0.02 bit
(fxp32.64) and 0.12 bit (ieee). Unless stated otherwise, all results in this section come
from the first two runs. Every error is taken against a 200-bit reference computed with
MPFR [FHL"07] that follows the same control flow as the evaluated code. The harness
runs the portable C operations, which the Cortex-M4 assembly reproduces identically in
per-operation tests and test vectors on the board. The keys come from the same seeds for
every configuration, so the rows are paired, and all keys pass the v checks of Section 3.3.

Theorem 2 counts N = 2nQs(1 + ¢) sampler calls. Inverting its two conditions, without
their 1 + O(+) factors, gives the number of signatures per key the proof supports,

1 1
Qs < —F—— and Q. <

S —on—1
~ 4an(l+c)d? ~ 24an(1+c)d2’ a=2i-1, (5)

with A = 128 for Falcon-512 and \ = 256 for Falcon-1024. Both bounds must hold, and
the ¢; bound is always the binding one: every §; in Table 4 is at least 4 bits worse than
the corresponding J,, and the smaller constant of the d; bound (4 against 24) makes up
only 1.3 of these bits. Table 4 lists the exponent x = —log, ¢ of the error values. Filling
in @ and n in the §; bound gives, for Falcon-512 Q4 < 227 /(4 - 255 - 512) ~ 22219 and for
Falcon-1024 Q, < 227 /(4 -511 - 1024) ~ 22*~21. We measured the restart rate ¢ at most
10~ in our runs, changing the bound by a negligible factor of 2°-°°2. From this, Q, > 264
requires « > 41.5 and x > 42.5, for Falcon-512/1024 respectively, and every bit of ¢; is
worth two bits of Q. A Q. below 2%¢ means that Theorem 2 does not cover 264 queries
for that configuration with the measured errors, not that an attack exists. A @, above 264
covers more queries than the scheme supports, as the specification sizes the salt, o and
SamplerZ, which Theorem 2 treats as ideal, for 26 queries [PFH*20]. The part above 264
absorbs unsampled keys with larger errors and the 1 + O(:) factors dropped in Eq. (5).

Where Precision Is Lost The two inputs come from two places (Figure 1): the centers
from the target t = (—cF'/q, cf/q) of the hash ¢ (Section 2.1), and the standard deviations
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Table 4: Sampler errors —log, & (larger is better) at the worst of 10° keys, Falcon-
512 / Falcon-1024. A “+” row adds one technique to the row above. Shaded: @, < 254,
From Eq. (5), Qs > 2% needs —log, §; > 41.5/42.5.

Configuration ieee fxp32.64
— logy (dt) —logy(ds)  —logy(6:)  —logy(ds)
baseline (non-split) 40.3/39.8 46.3/45.6  39.1/37.8 43.4/425
Symplecroot 40.3/39.8  52.7/52.7 45.3/45.0 52.6/51.2
split 41.9/ 40.8 46.3/45.6  39.1/37.8 43.4/42.5
split, int. Gram 43.7/43.1 48.3/48.0 45.6/45.2 52.6/51.2
split, Symplecroot 47.5/47.0 52.7/52.7 45.6/45.2 52.6/51.2
+ int. Gram 47.3/46.8 52.1/51.9 45.6/45.2 52.6/51.2
+ FFT-new 43.0/ 417  48.4/475 45.6/452 52.6/51.2
non-split, fused reciprocal — — 45.9/45.9 59.0/57.9
split, fused reciprocal — — 50.8/50.3 59.0/57.9
+ fused sqrt — — 50.8/50.3  60.5/59.1
+ wide 1/¢ — — 56.2/54.5 60.5/59.1
+ Symplecroot — — 59.8/59.3 64.1/64.3
+ int. Gram (recommended) — — 59.3/58.9 64.2/64.3
non-split, fused recip. / sqrt, — — 52.4/51.8 64.1/64.3
wide 1/¢, Symplecroot
recommended, FFT-new — — 55.7/54.4 61.2/58.6

Table 5: Error sources, the technique that removes or adds each, and its gain in —log, 0
at the worst of 10° keys, Falcon-512; negative gains are losses.

ieee fxp32.64
Source Enters Size Technique Ot o Ot o
Small values in fized point
reciprocal rounding root, inner rel, 27474 fused reciprocal — — +11.7 +15.6
1/q rounding target rel. 27515 wide 1/q — — 454 0.0
1/0 rounding leaves rel. 2759.0 fused sqrt — — 0.0 +1.5
Error amplifiers
root cancellation root X up to 2144 Symplecroot +5.6 +64 +3.6 +3.6
FFT-new constants Gram matrix X up to 41 FFT-new —-43 -37 =36 =30
Large operands
non-split target target up to 2208 split +7.2 0.0 +74 0.0
integer Gram FFT  Gram matrix up to 27? ™ 217 int. Gram -0.2 —-0.6 —-0.5 +40.1

from the Falcon tree, built fArorn the key’s Gram matrix. Each tree node divides by Goo
to get L1g = G10/Goo and D11 (Eq. (1)). At the root D11 = ¢?/Goo, and the leaves are

a;» =o/V ﬁjj. After each subtree, ffSampling corrects the remaining target with the

node’s L1 so that an error near the root reaches every later center, while one at a leaf
affects only that leaf’s a;-. Precision is lost in three ways. Small values in fixed point: a
value much smaller than 1 keeps few significant bits on the absolute grid (Figure 2c), for
instance 1/q ~ 27136 keeps 50.4 of 64. Error amplifiers: an operation of the algorithm
that scales errors already present, such as a subtraction of two nearly equal values or a
multiplication by a large constant. Large operands: key or message values that are large:
binary64’s absolute error grows with them (Figure 2b), and in fixed point they scale the
rounding error of a rounded operand.

The error of each row in Table 4 is set by the largest remaining source for that
configuration, and each technique removes only one source, possibly shifting the largest
error to a different point. A technique therefore shows its gain only once it removes the
largest source, so gains depend on the order. Table 5 lists the sources grouped by these
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three kinds, with the stage of Figure 1 where each error enters. Its “size” column is a
relative error (rel.), an amplification factor (x), or an operand magnitude, and each gain
is the Table 4 difference at the step where that source is the largest. For example, the
1/q rounding is a small-value source, enters the target, has relative error 27515 and the
wide 1/q removes it, gaining +5.4 in ¢; and 0 in J,, because o’ never uses 1/q. As the &;
bound always sets @, the text discusses d, only where its source differs from §;’s. All
values below are for Falcon-512; Falcon-1024 is within two bits unless stated.

Small Values in Fixed Point These three sources exist only in fixed point. The largest
baseline source, the reciprocal rounding of 1/ Goo, sits in every tree node and moves both
0 and 6., while 1/g enters only the target (§;) and 1/c only the leaves (d,). Rounded to
a 32.64 value, the reciprocal keeps as few as 46 of its 64 significant bits, a relative error
up to 27474 (Section 3.4), which enters every Lyg = G10/Goo. In the baseline, this error,
further amplified by the root cancellation (see below), sets both d; and d,. The fused
reciprocal removes it, giving the largest gains of Table 5: +15.6 bits of d, (43.4 — 59.0)
and +11.7 of §; with the split (39.1 — 50.8), where the 1/¢ rounding then sets ¢;. Without
the split, the 1/¢ rounding floor is lower (45.9, a gain of +6.8), as the rounded ¢é/q is also
multiplied by F and f . The wide 1/q of Section 3.4 removes that floor, giving +5.4 bits
(50.8 — 56.2). After the fused reciprocal, d, is set by the 1/0 rounding: every row that
still has the unfused sqrt reads 59.0, regardless of Symplecroot or the split. The fused
sqrt with the wide 1/0 constant gives +1.5 without Symplecroot and +5.0 with it, as
Symplecroot’s remaining share of d, becomes visible only once the sqrt is fused. With
these sources left in, the best fxp32.64 ¢; is 45.6, behind the recommended ieee row (47.3);
without them it is 59.3.

Error Amplifiers At the root, the generic LDL* computes Dy = Gy — |é10| /éoo
(Eq. (1)), whose true value is q2 /Goo by the NTRU identity. As both terms share the
denominator Gy, the subtracted term is x = |G10| /q* times larger than the result, so
the subtraction cancels almost all of the operands’ magnitude and turns a relative error
in either operand into about ke in D11, in both arithmetics. x depends on the key and the
slot; the key checks of Section 3.3 bound it by (2v¢,,vr,c/q)? & 244 for Falcon-512 (216
for Falcon-1024). In the baseline, this amplified error sets both fxp32.64 errors (39.1 for d;,
43.4 for d,), but on ieee only d, (46.3), as the non-split target sets §; (see below).

Symplecroot exploits the NTRU identity and computes Dy = q?/ Goo directly, without
the subtraction. On the fxp32.64 baseline, it gives +6.2 bits of §; and +9.2 of d,. On ieee,
it gives +6.4 of §, but no J; on the baseline, and +5.6 of §; once the split has reduced the
target error. After the fused reciprocal and the wide 1/q, where the cancellation is again
the largest fxp32.64 source, Symplecroot gives Table 5’s +3.6 bits in both d; and d,: the
gain is smaller because the error it amplifies is already smaller. The cancellation depends
on the key: while the 1/¢ rounding dominates, the per-key spread (median minus worst
key) is only 0.18 bits, the wide 1/¢ grows it to 3.1 bits, and Symplecroot shrinks it to 0.36,
as Symplecroot gains +3.6 at the worst key but only 4+0.9 at the median key.

On fxp32.64, the integer Gram achieves the same result as Symplecroot. The &
amplification requires the two operands to carry independent errors, but the integer Gram
builds éu from é()() and 610 using the same reciprocal and the same products that the
LDL* will use (Section 3.5). Hence, the operands share all their errors and the subtraction
removes them instead of amplifying them. In fixed point, addition and subtraction are
exact so that Dj; reduces to ¢ / Goo at a non-amplified reciprocal error. In binary64,
rounding errors during intermediate additions fail to fully cancel; as a result, integer Gram
recovers only +1.8 bits of d;, compared to +5.6 for Symplecroot.

FFT-new (Section 3.5) trades speed for amplification. Its largest constant Rya.x acts
in the last stage which also halves its outputs. Thus, a rounding error from any earlier
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stage is amplified by up to Rpax/2 = 41 (81 for Falcon-1024), compared to < 1 for
the unit-modulus twiddles of the classic FFT. In binary64, rounding errors scale with
the rounded value, so the larger constants also produce proportionally larger errors. In
fxp32.64, each rounding is absolute at 27%4 but amplification gives a per-coefficient error
floor of 2764.41 ~ 27586, FFT-new comes for free while d; is still 27598 or worse (Table 4).
This larger error hides the 275%:6 floor, which only shows once the wide 1/q is added.

On the recommended ieee row, FFT-new takes 4.3 bits of d; at the worst key (47.3 —
43.0), about 2 at the median key, and 3.7 of §,. At Falcon-1024, it costs 5.1 bits and
puts the worst key at Q, = 2623, below 264, The amplified error enters the Gram entries
before the LDL* and sets a floor that no way of computing D11 at the root repairs: the
generic LDL*, Symplecroot and Symplectree all give 43.0 on the integer Gram. The signer
of Pornin [Por26a] uses Symplecroot with FFT-new, so a similar loss applies. On the
recommended fxp32.64 row, FFT-new costs 3.6 bits of §; (59.3 — 55.7, Q, = 2°%4) and
3.0 of &, (5.7 at Falcon-1024). In exchange, FFT-new saves 4.2 /4.4 % of cycles on ieee,
but only 1.5 /1.6 % on fxp32.64 for +9.0 KB of flash (Section 4.2).

Large Operands Without the split, the target is the product of the rounded ¢/¢q with
F and f (Section 3.1). A rounded factor such as a twiddle adds an error proportional
to the value it multiplies, so &, up to 2226, leaves its FFT with errors of up to 27424
per butterfly in fxp32.64; the 1/¢ scales value and error down together, but the product
with F, up to v < 28] scales the error of ¢/q up again, and binary64 also rounds
the product at its own magnitude of up to 2208, With the split (Section 3.2), F' and f
multiply ¢ only in the exact integer NTT, and no large factor follows a rounding in the
real domain. On ieee, the split gives +1.6 on the baseline, where the root cancellation
then sets d;, and +7.2 once Symplecroot has removed the cancellation. On fxp32.64, it
gives nothing on the baseline, where the reciprocal rounding dominates, and +7.4 with the
precise operations of Section 3.4 and Symplecroot (Table 5). Paired per key, the median
gain on the recommended fxp32.64 configuration is +4.4 bits. The non-split fxp32.64 row
has 2.8 bits of per-key spread, as |f7‘ | and | f | vary with the key.

The integer Gram’s FFT of the large entries introduces rounding errors that scale with
the largest entry, not with each slot’s own value, costing up to 1.9 bits in the slots with
the smallest Gop. Only keys with such slots pay, and the integer Gram is taken for speed
(=5.6 % of ieee cycles, —0.5 bits and —2.6 % on fxp32.64). Reading Table 5’s fxp32.64
d¢ column along the chain of Table 4 from the split row gives the recommended value:
39.14+11.74+ 5.4+ 3.6 — 0.5 = 59.3, and for ieee 41.9 4 5.6 — 0.2 = 47.3.

Opportunities for Further Investigation In each arithmetic, d, is close to the limitation of
the respective format. SamplerZ receives 1/0" € [1/0max; 1/0min] ~ [0.55,0.78] [PFH*20],
for which one rounding (Section 2.2) has a relative RMSE of 27°3-9 to 27544 on jeee and
27649 to 27654 opn fxp32.64. The recommended §, sits about 2 bits short of that on
ieee (27°21) and 1 bit short on fxp32.64 (2742). For §;, one rounding of a value near
1 has an RMSE of 2764/1/12 = 27658 on fxp32.64 and 27°2/y/12 = 27°3% on binary64.
The measured values fall about 6.5 bits short: 59.3 against 65.8 on fxp32.64, 47.3 against
53.8 on ieee (at Falcon-1024 both are 6.9-7.0 bits short). The 12-bit lead of fxp32.64
is the 12-bit difference of the two formats near 1 (Figure 2b). The same factor in both
arithmetics is consistent with an amplifier in the shared signing code, not in either format.
A possible amplifier, which we did not further investigate, is the target update at the root:
it multiplies by Lo with |L1o| up to Jeo0r = 24 (32 at Falcon-1024), about 24 (2°), while
below the root |f/10| < 1. We left this open, as at 59.3 the recommended configuration is
already 17.8 bits of &; above the 264 requirement (Qs margin 35.7 bits).
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Table 6: Cycles per call on the Cortex-M4. “mul - reciprocal” is the multiply consuming
the unrounded reciprocal; “sqrt - 1/0” is the sampler leaf (ieee: sqrt then multiply).

dd add— 1 complex . 1 mul - sqrt - FFT,
a sub i mul FECIPIOCE reciprocal 1/o n =512
ieee 70 84 34 336 461 34 646 620k
fxp32.64 3 6 26 182 90 89 219 217k
ratio 0.04 0.07 0.76 0.54 0.20 2.6 0.34 0.35

Fixed Point against Binary64 The baseline fxp32.64 build reaches Q, = 2592 / 2545,
and the recommended configuration 299-7 /2967 (285:9 /2827 without the split). The ieee
baseline reaches Q, = 261° /2°%7 and the recommended ieee row (split, Symplecroot,
int. Gram) 27°7 / 2726 while being 2.6 / 2.5 % faster (Section 4.2). At equal structure, the
recommended fxp32.64 row leads ieee by about 12 bits in both §; and J,. The values that
matter are near 1, where 32.64 has 12 more significant bits than binary64 (Figure 2b). Its
one weakness, small values, sits in three places that the precise operations of Section 3.4
remove. Binary64’s weakness covers every large value and has no local fix. The split and
Symplecroot give similar gains on both arithmetics and are representation-independent.

The per-key spread differs between the two arithmetics. The ieee baseline worst key is
2.7 bits below its median (40.3 against 43.0), the recommended fxp32.64 row only 0.34 bits:
binary64 errors scale with the key-dependent magnitudes of éoo, fixed-point rounding is
absolute. The fxp worst-key value of the recommended row is therefore robust to the key
sample, while the ieee one is not. Our port of the triple-word arithmetic of [HVST26]
onto the same signing code takes about twice the ieee cycles; the split, the integer Gram
and Symplecroot make it faster as they do ieee, and improve its §; the same way from
a worst-key starting point of 27598 (10* keys), where it needs no improvement. The
precision figures of [DFLP26a] are not directly comparable, as they report one level above
the leaves, one key, and a 64-bit Type-2 Python implementation.

Implementation Choices Not Affecting Sampler Errors The following choices, measured
on 10° keys with 10 signatures each, do not change the errors in Table 4 beyond its printed
precision of 0.1 bit. Ties-up rounding is precision-neutral and saves 2.2 /2.3 % of cycles
(Table 7). Storing Lyp in 64 bits is precision-neutral and saves 2 /4 KB of signing memory.
The single-rounding complex multiply is precision-neutral. Running the early Newton
iterations on narrower words (Section 3.4) is precision-neutral and saves 1.7 % of cycles.
The unsigned 64-bit twiddle table is bit-identical to the 96-bit format and saves 3.1/3.3%
of cycles. Symplectree equals Symplecroot within 0.15 bit on both arithmetics but costs
+0.5/40.6 %, and is more complex to implement, so we use Symplecroot.

4.2 Performance

All cycle counts in this section are medians on a NUCLEO-L4R5Z1 (Cortex-M4F, 20 MHz)
under pqm4, using the DWT cycle counter. The ieee baseline rows run c-fn-dsa, unchanged
except for the Keccak, and are faster than its published M4 figures [Por25al; the 45 %
lead of the recommended fxp32.64 row is therefore conservative. Since [Por25al, c-fn-dsa
optimized its fpr emulation and signing code (scratch 78n — 59n bytes): its older version
in pqm4 [KRSS19] signs Falcon-512 in 22.28 M cycles on the same board, against 17.45 M
now with the same Keccak. We measured the signature restart rate at 0.1 % at Falcon-1024;
restarts double a signature’s cost, but for this benchmark the mean moves only by about
0.1%. All rows except the first use the Keccak of Huang et al. [HAZT24], shipped with
pam4, on both arithmetics; the “original SHAKE” row uses c-fn-dsa’s own Keccak, for
comparison with measurements that use it.
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Table 6 lists the per-operation cycle costs. Addition gains by a factor of 23x because
fixed-point addition is one 96-bit wide integer add, with no exponent handling. Addition,
subtraction, add—sub, negation and halving take only a few instructions each, so we inline
them. All other assembly routines use a custom calling convention, with operands in fixed
registers and no register saving, similar to the fpr_add_sub of c-fn-dsa [Por25a]. The
multiplication reveals the weakest point of the format: a 96 x 96-bit product needs nine
32 x 32-bit partial products at a ratio of only 0.76. This hints at a 64-bit format, especially
on platforms without a single-cycle 32 x 32 — 64-bit multiplier. The reciprocal (0.20) and
the sampler leaf (0.34) gain from the algorithm: the emulated binary64 division and square
root compute one result bit per iteration (55 and 54 iterations) to get the correctly rounded
result, while the kernels of Section 3.4 use Newton—Raphson iterations on the single-cycle
32 x 32-bit multiplier and round only once, at the output of the consuming multiply. The
sampler leaf additionally folds the multiplication by 1/0 into the same product. The one
operation where fxp32.64 is slower is the multiply consuming the unrounded reciprocal (89
against 34, ratio 2.6); this is a deliberate trade, spending cycles in the consumer to keep the
reciprocal unrounded, and the reciprocal and its consumers combined are still faster than
on ieee. At the polynomial level, the classic FFT takes only 0.35 of the ieee cycles, less
than a single multiply (0.76) or complex multiply (0.54), because fxp32.64 combines the
complex multiply and the add—sub of each butterfly in one assembly routine, with a single
rounding per output, saving 6 % of signing cycles. A fused butterfly would help ieee less,
as its butterfly is dominated by the emulated arithmetic, which needs nearly all registers,
so operands cannot stay in registers between operations. In portable C, without assembly,
fxp32.64 signs in 28.93 /62.36 M cycles, against 40.63 /88.11 M for ieee at equal structure,
still about 29 % faster. On 64-bit hosts, scalar C code for fxp32.64 showed no gain over
the 64.64 format from [DFLP26a]; vectorized implementations were not evaluated.

Memory, Verification and Key Generation The fxp32.64 signing scratch is 83n bytes
(41.5 /83.0 KB for Falcon-512 /1024), with Lo stored in 64 bits (Section 3.5), against 59n
(29.5/59.0 KB) for ieee; measured with pqm4, the peak sign stack including this scratch
is 45.9 /87.7 KB, against 31.3 /60.8 KB for ieee. The +41% overhead is the price of the
12-byte word, not of fixed point as such. A 64-bit word would restore ieee’s footprint,
but requires a Type 2 error evaluation, likely using techniques similar to our unrounded
reciprocal and sqrt; the 20n layout of [Por26a] also reduces both.

Verification touches no fpr value and is identical on both arithmetics. With the faster
Keccak it takes 0.326 /0.646 M cycles, down from 0.407 /0.799 M. It costs about 4 KB of
flash: a verify-only build grows from 11.4 to 15.5 KB (+36 %), a signing build from 47.2
to 51.2 KB (+9%). In a combined sign and verify build, sign has already paid for the
Keccak; for a verify-only device such as a bootloader, the original Keccak avoids the flash
cost. The v checks of Section 3.3 need 1.51x the key generation attempts at Falcon-512
and 1.38x at Falcon-1024. Most rejections come from s, and ynybria, which depend
only on f and g and are checked before NTRUSolve, so the cycle cost is well below those
factors. Over 200 key generations, the checks raise the mean from 75.9 to 89.2 M cycles
at Falcon-512 (418 %) and from 298.8 to 339.7 M cycles at Falcon-1024 (+14%). Key
generation, including the ~ checks, runs in its own 32.32 fixed point [Por23] and does not
depend on the signing arithmetic, so this holds for both ieee and fxp32.64.

Constant Time For signing in every configuration of Table 7, on 100 keys x 100 signatures
per degree, TIMECOP [Neil9] finds no branch or memory address depending on the private
key or signing randomness in host builds at gcc -03 and -00, except values public by
construction: the salt, the public key, key validity, the signature, restarts, and the accept
decisions of the isochronous SamplerZ [HPRR20]. TIMECOP runs on the host and sees
neither our assembly nor branches the Cortex-M4 compiler may introduce. A scan of
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Table 7: Sign cycle medians on the Cortex-M4, 100 keys x 100 signatures. “vs. baseline”
is the icee baseline row. Highlighted: Qs < 2% at the worst key of 10°. The fxp rows other
than “unfused reciprocal” store Ljo in 64 bits, which is precision-neutral (Section 4.1).

Configuration Sign (Mcycles) vs. baseline logs Qs
512 1024 512 1024 512 1024
ieee
baseline, original SHAKE 17.45 3744 +47% +43% 61.5 58.7
baseline (non-split) 16.66 35.91 — — 61.5 58.7
baseline, FFT-new 15.50 3327 —-7.0% —-73% 59.2 54.3
split, int. Gram 16.51 35,58 —09% —09% 683 652
+ Symplecroot 16.22 35.01 —-26% —25% 757 726
+ FFT-new 15.54 33.49 —6.7% —6.7% 67.1 62.3
frp32.64
split, fused recip. / sqrt, 9.38 19.95 —43.7% —44.4% 99.7 96.7
wide 1/¢, Symplecroot, int. Gram
unfused reciprocal 9.83 20.95 —41.0% —-41.7% 722 69.5
ties-up (recommended) 9.17 19.49 —449% —45.7% 99.7 96.7
ties-up, FFT-new 9.04 19.18 —458% —46.6% 92.4 87.8
non-split, fused recip. /sqrt, 9.11 19.31 —453% —46.2% 85.9 82.7
wide 1/¢, Symplecroot
ties-up 8.88 18.81 —46.7% —476% 85.9 82.7
ties-up, FFT-new 8.80 18.58 —47.2% —48.3% 84.2 79.8

the disassembled Cortex-M4 images shows that each branch is a C condition checked by
TIMECOP or tests a public counter, length or parameter, and that signing executes no
division, the only Cortex-M4 arithmetic instruction whose timing depends on its operands
(2 to 12 cycles [Arm20; BBBT25]), not even through compiler-runtime calls. On the board,
each fpr operation takes the same number of cycles for 10* random and boundary inputs,
and each FFT-domain routine for 100 random polynomials.

Recommended Configurations Table 7 lists the cycle counts and Q¢ per configuration.
The recommended fxp32.64 build uses the split, the fused reciprocal and sqrt, the wide
1/q, Symplecroot, the integer Gram, L1 in 64 bits, and ties-up rounding. Every technique
except the split is faster than the build without it, and the split’s 3% of cycles buys about
14 bits of Q4. The error is nearly key-independent (0.34 /0.24 bit spread at 10° keys), so
the worst-key Qs is trustworthy across keys. We also see that fused reciprocal is essential:
compared with the same build, leaving it out costs +5 % cycles and —27 bits of Q.

The non-split configuration with ties-up (8.88 /18.81 M) is the fastest and smallest
option (—6 KB flash from the NTT tables), at Q5 = 2859 /2827 about 20 bits above the
204 target. Its 2.8 bit per-key spread makes that figure less certain than the recommended
row’s. FFT-new on the recommended row gives 9.04 /19.18 M at Q, = 2924 / 2878 costing
+9.0 KB (+17.6 %) of sign flash for —1.5 / —1.6 % of cycles, a bad trade unless flash is not
a constraint. On binary64, the ieee baseline falls below Q, = 254 at the worst key. The
recommended ieee row (split, Symplecroot, int. Gram) is both 2.6 /2.5% faster and 14
bits of Qs better than the baseline. FFT-new on top saves another 4.2 /4.4 % but drops
Falcon-1024 to Q = 2623, below the 26 target. At equal structure, fxp32.64 is about 44 %
faster than ieee and +24 bits of Q5 better. On fxp32.64, speed and precision do not trade
off: every technique that improves precision is also faster, and only the split costs cycles.
This advantage holds on cores without a double-precision FPU, where ieee binary64 must
be emulated.

Comparison with c-fn-dsa-alt On our board, with the Keccak of [HAZ'24], c-fn-dsa-
alt [Por26a] (alt) takes 12.93 /27.58 M cycles, and our recommended fxp32.64 needs 29 %
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fewer cycles, at about 4x its signing RAM (83n against 20n). Alt is faster than c-fn-dsa
because it performs fewer fpr operations: a restructured ffSampling, which adds the
target only at the leaves, and the integer Gram, which our recommended row already
uses, need fewer FFTs, and FFT-new makes each FFT cheaper. On fxp32.64, where
fpr operations are already cheap (Table 6), the same reduction saves less: FFT-new, for
instance, saves 4.2 % of cycles on ieee but only 1.5 % on fxp32.64 (Table 7). We therefore
do not expect alt’s structure to speed up fxp32.64 as much as it speeds up ieee. [Por26a]
argues that, to sign within a deadline with probability 1 — 10~ Falcon-512 must account
for three attempts (40 M) against 78 iterations of ML-DSA-44 [Nat24a] (about 52 M); with
our recommended fxp32.64, three attempts take 27.5 M, strengthening that case.

Several of our techniques apply to any Type 1 fixed-point Falcon signer, alt included
(Sections 3.4 and 3.5). The fused reciprocal is the essential one: +11.7 bits of §; (Table 4)
and —5 % of cycles (Table 7, unfused-reciprocal row) in a single change. The fused sqrt
with the wide 1/0 constant and ties-up rounding also apply directly, but not L1o in 64 bits:
alt stores L/(1+ X) instead, which is not bounded by 1. More generally, the m budgets
of [DFLP26a] (Table 1) cover the ffSampling of [PFH™20], which alt restructures to save
memory, so its budgets and precision need a new evaluation. The parts we use from alt stay
outside ffSampling and are easy to bound: the integer Gram and the signature modulo
q' are exact, and FFT-new needs at most m = 31 (Section 3.5). Combining fxp32.64 with
alt’s structure is future work, as [Por26a] also proposes.

5 Suggestions for FIPS 206

This section provides input and recommendations for a fixed-point FN-DSA specification
based on the 64.64 arithmetic of [DFLP26a]. This includes (a) what must be pinned for
equivalence across word sizes, (b) which operation chain to pin, (c¢) key generation bounds
for Falcon-1024, and (d) what exact KATSs can test.

Word-Size Independence Equivalence between word sizes requires pinning the scale-first
target order of Section 3.1. The reference code, c-fn-dsa and fixed-point-c [DAB26] multiply
first, which overflows 32 integer bits at both degrees. With scale-first and the ~ checks,
every value fits in 32 integer bits (Table 1). Pinning it also serves a later Type 2 version,
and if the instruction order and rounding are the same, the implementation is the same
regardless of the word size. The specification should pin the fractional bits and the proven
integer ranges rather than a word size so that 32.64 and 64.64 give identical bits and an
embedded target can use 12-byte words instead of 16. We suggest ties-up rounding, which
is precision-neutral and saves 2.2 /2.3 % of signing cycles (Table 7).

Pinning a Precise Chain Our fxp32.64 precision rows are 64.64 rows for the same chain,
because both have 64 fraction bits and nothing overflows, so every rounding decision is
identical. Table 4 therefore applies to a 64.64 specification too. An absolute scale loses
relative precision on small values, such as reciprocals and 1/¢, and the fix belongs in the
chain, not the format. According to Table 4 and Eq. (5), the baseline structure yields
Qs = 2592 /2545 below 254 and below binary64. Adding Symplecroot gives 271 /2691,
Adding the one-rounding division and +/x - 1/0 of Section 3.4 with the normalized 1/q
and 1/0 constants gives 2859 /2827 Adding the split gives 2997 /296-7 (Table 7). We
recommend pinning Symplecroot or Symplectree, one-rounding division and /z - 1/0 with
their Newton—Raphson iterations, and normalized small constants. The fused operations
are faster than their unfused counterparts (Table 7) and each rounds once, bounding the
per-operation error to one ULP. [DFLP26a] does not recommend the split, as it changes
signing, makes the reconstruction less straightforward, and their non-split chain already
supports enough queries. But we recommend it: with the integer epilogue of Section 3.2
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the reconstruction costs +3.0 / +3.3 % of cycles, and we measure +6.9 / 4+7.1 bits of ¢; from
the target path (52.4 — 59.3 in Table 4), which no other technique of that table removes.
The split also cuts the per-key spread from 2.8 to 0.34 /0.24 bits, so the worst-key Q; is
trustworthy across keys. Type 2 benefits twice: the 3 integer bits the split saves on t, z
(Table 2) become fraction bits, on top of the target-path gain, and opens lower-memory
signing layouts [Por26a].

Key Generation [DFLP26a] give v values only for Falcon-512, and the Falcon-1024 rows
in fixed-point-c [DAB26] are placeholders. Table 2 gives our Falcon-1024 tuple. The ~
checks cost +18 % key generation cycles at Falcon-512 and +14 % at Falcon-1024. The ~
values fix every variable’s integer budget (Table 1), which is what allows a 32.64 format
and exactly what a Type 2 implementation needs. A key generation with these values
admits a later Type 2 version with no further change. The validation of [BCCP26] checks
the NTRU equation, the Gram—Schmidt norm, ||(F, G)||c and the seed stream, but not ~.
A key generator that skips the « checks passes the validator, yet 32.64 relies on v for its
integer ranges (Table 1), so the validator or the signer at key load must check .

Exact KATs and the LTYZ25 Fixes Given the same key, message and randomness, two
implementations diverge when the floor |¢;] of the center in SamplerZ differs, changing every
subsequent center through the target update, or when the rejection step [PFHT20, Alg. 14]
reads a different number of random bytes. At the first two and last two SamplerZ calls,
exact-integer centers make the floor a coin flip [LTYZ25], giving a structural divergence
rate of about 1/7100 per signature [DFLP26a]. At all other calls, the centers have far larger
denominators, making exact-integer centers negligible, and rounding errors in ¢; and 1/0}
produce a noise class at both decision points, orders of magnitude lower. We measured the
structural rate at 1/7000 to 1/7600 on 107 / 10° signatures at Falcon-512 / 1024, comparing
binary64 and fxp32.64 centers against the 200-bit reference of Section 4.1, which gives
a 1000-signature KAT set an 87 % chance of passing a binary64 signer against a pinned
fixed-point chain. The LTYZ25 fixes [LTYZ25], rounding the center in SamplerZ instead
of taking its floor and forcing ||(g, —f)||? odd, remove the dominant structural class. We
recommend adopting them: the divergence rate between two arithmetics drops from 1/7100
to the noise class, and randomized signing removes the same-randomness pairs that the
LTYZ25 attack requires. KATs still cannot check precision. A center lies within an
implementation’s error of a half-integer with probability proportional to that error and
then rounds up or down with the error sign: an implementation with too little precision
still passes KATs while reducing the security level, and a sufficiently precise one still
diverges with a small probability. Precision assurance must therefore come from analysis
of the pinned chain. They are recommended in [DFLP26a] too, with divergence-free KATs
as the alternative. This alternative generalizes to KATs that every sufficiently precise
implementation matches, letting binary64 and fixed-point signers share one set.

6 Conclusion

We have presented the first fixed-point FN-DSA signer on a microcontroller, in fxp32.64
constant-time Cortex-M4 assembly for Falcon-512 and Falcon-1024. It needs 45 % fewer
cycles than double-precision emulation (ieee) at Qs = 2997 /2967 measured over 10° keys,
against 2615 /2587 for ieee and the 2% target. Signing RAM is 83n against 59n bytes for
ieee; we need 29 % fewer cycles than c-fn-dsa-alt [Por26a] at about 4x its RAM.
Without our new operations, which keep reciprocals, inverse square roots and small
constants wide and round once at the consumer, fxp32.64 is less precise than ieee at equal
structure; with them it leads by about 24 bits of @), and they are also faster. For ieee, the
split, the integer Gram and Symplecroot raise Qs to 277 /272:6 while being faster. Each
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technique’s precision depends on the rest of the chain and KATs cannot check precision,
so a standard must evaluate its pinned chain as a whole (Section 5). Pinning the fraction
bits and the proven integer ranges rather than a word size gives identical bits in 32.64
and 64.64, so our precision results hold for the 64.64 arithmetic that NIST plans. Our
Falcon-1024 bounds accept 72.3 % of keys where the Falcon-512 values accept 8.5 %.

Combining fxp32.64 with the structure of c-fn-dsa-alt, a 64-bit Type 2 format, masking,
and KATs that every sufficiently precise implementation matches, are future work.
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