Lattice Bingo: Asynchrony and One-Shot Adaptivity in Verifiable
Secret Sharing via Erasure Code Commitments

Ittai Abraham®?, Aniket Kate®?, Aditi Partap®, and Ertem Nusret Tas!

al6z Crypto Research
Hebrew University
Purdue University
Mysten Labs
Stanford University

Abstract. Asynchronous verifiable secret sharing (AVSS) allows a dealer to distribute a secret among
parties while preserving privacy and consistent reconstruction, despite Byzantine faults and arbitrary
message delays. It is a fundamental building block for Byzantine agreement, distributed key generation,
and secure multiparty computation. Packed AVSS protocols share many secrets together to reduce
communication per secret. The best known AVSS protocols achieve quadratic communication while
sharing linearly many secrets. In particular, Bingo (Abraham et al., CRYPTO 2023) shares a batch
of O(k) secrets among k parties using O(M\k?) words of communication, while also achieving adaptive
security, but relies on assumptions that are not post-quantum secure. Known post-quantum alternatives
have higher worst-case communication for comparable batch sizes or require substantially larger batches
to achieve linear amortized communication.

We present Lattice Bingo, a lattice-based packed AVSS protocol with quadratic communication and
linear packing. For every constant € > 0, it shares O(k) secrets among k > (3 + €) f parties, tolerates
f Byzantine parties, and uses O(k? poly(\)) words of communication. It additionally achieves one-shot
adaptive secrecy: the adversary may adaptively choose its corruption and reconstruction requests based
on the public transcript observed so far, but must submit these requests together in a single batch.
Our main technical contribution is a commitment scheme for two-dimensional linear codes based on
the PowerBASIS assumption. We combine PowerBASIS commitments with the linear code based secret
sharing of Applebaum, Nir, and Pinkas, replacing the Reed—Solomon encoding and KZG commitments
used in Bingo. Our commitment supports proof interpolation, enabling parties to recover missing shares
and their opening proofs. It additionally achieves a notion that we call one-shot simulation hiding.
Together, these properties allow us to adapt Bingo’s framework to obtain Lattice Bingo with the same
efficiency and one-shot adaptive security.

1 Introduction

Secret sharing allows a dealer to distribute a secret among k parties. In its basic form, the dealer
is honest, and any set of at least f 4 1 parties can reconstruct the secret, while any set of f parties
learns nothing about it. This primitive is a fundamental building block for Byzantine agreement,
distributed key generation for threshold cryptography, and secure multiparty computation [CKS00,
CKLS02, GIM*21, AJM*23, PCR15, STK*17].

There are several extensions to secret sharing that have been proposed to provide additional
guarantees. Verifiable secret sharing (VSS) [CGMAS5] ensures that parties can verify the validity
of their shares even in the face of a malicious dealer. Packed secret sharing [FY92] allows a dealer
to share multiple secrets together more efficiently than sharing each secret separately. The asyn-
chronous setting [BCG93, CR93] addresses the network model: messages between honest parties
are eventually delivered, but may arrive in any order and after arbitrary delays. In this work, we
focus on packed asynchronous verifiable secret sharing (AVSS).



Table 1. Comparing Lattice Bingo with prior post-quantum secure AVSS protocols, with Bingo as a classical baseline.
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Secrets are field elements in the compared instantiations. We suppress polynomial factors in A and assume logk < A.
Communication bounds concern the worst case. — means that no batch size achieves linear amortized communication
under the stated bounds. Thresholds are fractions of k, with integer rounding and the one-share offset omitted. For
Zhang et al., the privacy reduction is 2¢g/k, where ¢ = O(A) is the FRI query count. NI stands for non-interactive.

The best known AVSS protocols today achieve quadratic communication while sharing linearly
many secrets.’ In particular, Bingo [AJM 23] shares ©(k) secrets among k parties using O(\k?)
words of communication, where A is the security parameter, while tolerating f adaptively corrupted
parties at the optimal resilience k > 3f 4 1. Here, adaptivity allows the adversary to choose which
parties to corrupt as the protocol proceeds, based on the information it has learned so far. However,
Bingo relies on discrete-logarithm-based cryptography and is therefore not post-quantum secure.
This raises a natural question:

Can post-quantum AVSS achieve the same quadratic communication and linear packing?

As an answer to this question, we present Lattice Bingo, a lattice-based packed AVSS protocol
that achieves quadratic communication and linear packing. For every fixed € > 0, it shares (k)
secrets with O(k? poly(\)) words of communication and tolerates f corrupted parties whenever
k > (3+¢€)f. It additionally achieves one-shot adaptive secrecy, wherein the adversary can adaptively
choose which parties to corrupt at any point during the protocol, but it has to choose all f parties
in one-shot.

Table 1 compares Lattice Bingo with prior schemes, in terms of the total communication for
sharing ©(k) secrets, and the minimum batch sizes required for linear amortized communication.

! The classical Dolev—Reischuk lower bound gives 2(k?) worst-case messages for deterministic Byzantine agreement
when f = O(k) [DR82]. The reduction of Backes, Datta, and Kate [BDK12, Appendix C] shows the same lower
bound for AVSS when counting both sharing and reconstruction.



Our starting point is Bingo [AJM 23], in which the dealer samples a bivariate polynomial, com-
mits to it, and sends each party evaluations on one row together with opening proofs. To achieve
Bingo’s efficiency and adaptivity guarantees, the bivariate commitment must satisfy two crucial
properties. Proof interpolation allows parties to compute values and opening proofs for all points
on a row, given sufficiently many valid opening proofs in that row, even when those openings were
maliciously generated. The same must hold for any column. Simulation hiding requires a simula-
tor to reproduce the adversary’s view, including opening proofs for arbitrary points, using only the
evaluations of the polynomial at those points. Bingo constructs a bivariate polynomial commitment
scheme with these properties using the hiding version of KZG [KZG10]: its homomorphism sup-
ports Lagrange interpolation in the exponent, enabling proof interpolation. On the other hand, the
hiding polynomial provides randomness that the simulator can use to generate consistent openings.
Obtaining these properties from lattices is challenging. Lattice opening proofs must remain short,
whereas polynomial evaluation and naive interpolation can introduce large integer coefficients. The
simulation argument based on the hiding polynomial also does not directly carry over.

In our construction, we replace the bivariate polynomial in Bingo with a random matrix encoded
along its rows and columns using Bounded-Encoder Linear Codes, linear erasure codes whose
encoder matrices have small integer entries. We adapt the secret-sharing ideas of Applebaum, Nir,
and Pinkas [ANP23] to this two-dimensional structure, and design a commitment scheme for it
using the PowerBASIS framework [WW23, FMN24]. This framework provides the homomorphism
needed for proof interpolation, while the small entries of the encoder matrix help keep opening
proofs short. We prove one-shot simulation hiding by extending the techniques of [ANP23] and
using a Gaussian density argument to simulate the joint distribution of opening proofs from the
disclosed values alone. These properties allow us to achieve one-shot adaptive secrecy for our AVSS
protocol, as well as the same efficiency as Bingo. We give a detailed overview of our techniques in
Section 2.

Open Problems. We note that, while Lattice Bingo obtains most of the desired properties of
Bingo, it leaves a few gaps that we pose as open questions. The first is achieving the optimal re-
silience k > 3 f+1, closing the arbitrarily small constant loss caused by the gap between our privacy
and reconstruction thresholds. The second is extending our one-shot adaptive secrecy guarantee to
full adaptive security. Our guarantee allows the adversary to adaptively choose the corruptions, as
long as it specifies all the corruptions in one shot. Full adaptivity would additionally allow the ad-
versary to choose successive corruptions adaptively based on the view of the previously corrupted
parties. Third, our construction currently requires a CRS of size O(k?) — we leave the task of
reducing the CRS size or achieving transparent setup as another open problem.

Additionally, our commitment scheme may have applications beyond verifiable secret sharing
in protocols requiring commitments to erasure-coded data, such as verifiable information dispersal
and data availability sampling (see [HASW24, NNT21, BNNP25] and the references therein). We
leave exploring these applications to future work.

1.1 Related Work

Asynchronous VSS. Let B denote the number of field-element secrets being shared. The clos-
est classical benchmark is Bingo [AJM 23], which packs f + 1 = O(k) secrets using O(k?) total
communication in the number of secrets, and hence O(k) communication per secret, while tolerat-
ing adaptive corruptions. Its pairing-based construction is not post-quantum secure. OQur protocol



targets the same linear amortized dependence while simultaneously providing post-quantum and
(one-shot) adaptive security.

Among post-quantum candidates, GoSSamer [XLL"26] proves security only against static cor-
ruptions and communicates O(ABk + Ak>log k); thus its per-secret cost becomes linear only for
B = Q2(k*logk) (and is O(Ak?logk) when B = O(k)). The information-theoretic construction of
Ji, Li, and Song [JL.S24] has communication O(Bk + k'?) when security-parameter factors are sup-
pressed, so its linear term dominates only for B = 2(k'!). A follow-up work by Ji and Song [JS26]
reduces the k'? additive term to k*?. Shoup and Smart [SS24] use lightweight cryptography but an-
alyze static corruptions; on their adversarial path, communication can grow as O(ABk%+ k3 log k),
leaving quadratic amortized cost. FRISS [ZLG"24] builds AVSS from FRI-based commitments, but
shares one secret with O(k?) network communication and does not give an adaptive-security proof.
Because its opening proofs are not homomorphic, the dealer must distribute additional evaluations
and proofs—a useful illustration of a central obstacle to post-quantum packing. Additionally, they
do not achieve optimal resilience: secrecy holds for their protocol only for a 1/3 — ©(1/k) fraction
of corruptions.

Some post-quantum asynchronous protocols instead use weaker AVSS notions [BBB*24, BJK25a,
BJK'25b]: with a faulty dealer they may output L, or may fail to leave every honest party with a
usable share. These primitives are valuable for their intended beacon or MPC applications, but do
not realize complete AVSS properties.

Non-interactive and publicly verifiable secret sharing. Recent lattice- or hash-based Non-interactive
VSS (NI-VSS) and publicly verifiable secret sharing (PVSS) constructions include Abdolmaleki
et al. [ACF*26], Pham et al. [PNSNA26], and Kate et al. [KMS'26]. For a scalar secret, the
dealer publishes an O(k)-size transcript; disseminating that transcript with asynchronous extended-
message reliable broadcast yields O(k?) network communication. Moreover, these works do not
establish the combination of adaptive security and linear amortized AVSS considered here, and the
fully post-quantum construction of Kate et al. is not additively homomorphic.

Adaptive PVSS is known in the pre-quantum setting: Bacho and Loss [BL23] obtain aggregatable
adaptive PVSS in an algebraic group model, and Bacho, Chen, and Loss [BCL26] subsequently give
a standard-model construction from DDH/co-CDH-type assumptions. Both remain vulnerable to
quantum attacks. Class-group NI-VSS schemes [KMM 24, CD24] are likewise not post-quantum,
while the hybrid construction of Gentry, Halevi, and Lyubashevsky [GHL22] uses LWE encryption
but discrete-log-based Bulletproofs. For broader coverage of discrete-log-based AVSS, we refer to
the survey and simplifications of Das et al. [DXT"25].

Synchronous VSS. Post-quantum or lightweight VSS is also known with synchrony assumptions:
Espitau, Niot, and Prest [ENP24] study short-secret sharing and lattice DKG; Cascudo, Cozzo,
and Giunta [CCG24] use symmetric-key cryptography; Baghery [Bag25] gives a framework with a
post-quantum instantiation but static corruptions; and Atapoor et al. [ABNT25] give batched and
packed constructions. Earlier, Atapoor et al. [ABCP23] constructed designated-verifier VSS from
lightweight primitives. These protocols are complementary, but their use of synchrony does not
address the asynchronous adaptive setting that we consider.

Lattice-based Commitments. Several works construct polynomial and vector commitments from
lattices [WW23, FMN24, AFLN24, CMNW24, NS24, HSS24, WYZJ24], offering different trade-

2 The additive term is k® across k instances of AVSS, equivalently, we are considering k* for a single AVSS instance.



offs between computational assumptions, setup requirements, proof size, and prover and verifier
efficiency. Related work also constructs succinct functional commitments supporting more general
computations [Wee25]. However, to the best of our knowledge, none of these constructions has been
proven to simultaneously achieve proof interpolation and one-shot simulation hiding as defined in
this work, which are the two properties needed for our AVSS construction.

2 Technical Overview

We start by reviewing Bingo [AJM™23] in Section 2.1, an adaptively secure packed AVSS scheme
that serves as the starting point of our construction. In Section 2.2, we explain the difficulty with a
direct lattice-based instantiation, and how we address it using a special class of linear codes that we
call Bounded-Encoder Linear Codes along with secret-sharing ideas of [ANP23] as building blocks.

2.1 Starting Point: Bingo AVSS

Bingo [AJM™23] constructs an adaptively secure packed asynchronous VSS scheme. It shares up
to f 4 1 secrets among k = 3f + 1 parties, of which at most f may be faulty.

Bingo for omission failures. First, consider parties that may omit messages but otherwise follow
the protocol. Due to asynchrony, the dealer can interact with only 2f 4+ 1 parties, and since f of
them may have omission failures, the remaining f + 1 honest parties must help all honest parties to
eventually receive their share of the secret. To achieve this, the dealer in Bingo samples a bivariate
polynomial @(X,Y’) of degree at most 2f in X and f in Y. The secrets sq,...,ss are placed at
publicly specified points on a single row of the polynomial:

Blw_jwo) =55  (0<j<f),

for some fixed points w_¢, ..., wy. We additionally define wy,...,w; as the points corresponding to
the k parties. Visually, think of the k x k matrix of the evaluations of #(X,Y") whose (i, u) entry is
& (wy,wj). The polynomial (X, w;) corresponds to the i-th row of the matrix, denoted by «;, and
the polynomial @(w;,Y") to the i-th column of the matrix, denoted by B;. Here, a;(wy) = Bu(w;).

The dealer sends each party i (denoted by P;) the i-th row «; of the matrix. P; then waits
for 2f 4+ 1 parties to acknowledge receiving their rows. This is because once (2f +1— f) = f +1
honest parties acknowledge, all honest parties can eventually recover their shares in the following
way: first, each honest party P; that received its row from the dealer sends oj(wy,) = P(wy,w;)
to every P,. Hence, each honest party P; receives at least f + 1 points on its j-th column ; and
is able to reconstruct it (since §; is a degree f polynomial for any j). Once P; reconstructs its
column, it sends each P; the value f;(w;) = @(w;,w;). This way, all honest parties P; can eventually
reconstruct their rows from the 2f 4+ 1 honest shares. Each party needs to send just O(k) words,
and the protocol takes a constant number of rounds.

To reconstruct the j-th secret sj, the parties send a;(w—;). With f + 1 such values, we can
interpolate the degree f polynomial f_; = ¢(w_;,Y), and compute S_;(wp) to learn the secret.

Intuitively, we can think of the bivariate polynomial as sampling a matrix of coefficients, and
applying the Reed-Solomon code on the rows and columns of this matrix (with different rates). The
column and row reconstruction processes in the protocol above are essentially Reed-Solomon decod-
ing given enough points. By the end of the protocol, each party receives the i-th rows and columns



of the encoded matrix. Looking ahead, this coding-theoretic view will be useful for understanding
our construction.

Bingo for malicious failures. To move from omission failures to malicious failures with adaptive
security, Bingo relies on a commitment scheme for bivariate polynomials: the dealer uses this to
commit to the matrix and broadcasts the commitment to everyone. Each party then accepts a
message, i.e. a row from the dealer or a point from another party, only if it is accompanied with
valid opening proofs with respect to its commitment. This essentially forces the malicious parties
to act as if they can only have omission failures.

For this to work, Bingo requires the bivariate commitment scheme to have the following prop-
erties:

1. Efficiency. The total commitment size is linear in k, and the individual opening proofs have size
logarithmic in k.

2. Fwvaluation binding. It should be hard to open the same commitment to two different values at
the same point.

3. Proof interpolation. From any f + 1 valid evaluations and opening proofs in a column, we can
generate opening proofs at any other point of that column. Similarly, any 2f 4+ 1 valid row
opening proofs suffice to generate all the other opening proofs for that row. This interpolation
must work even when the original openings were produced by a malicious party, e.g., a malicious
dealer. Essentially, this implies some level of homomorphism among the opening proofs of the
commitment scheme.

4. Simulation hiding. To prove secrecy, Bingo requires the commitment scheme to satisfy a notion
called simulation hiding. Namely, there must exist a simulator that can produce the public
commitment before learning the secrets. Later on, when the adversary corrupts parties, the
simulator must be able to produce opening proofs for those parties that are consistent with the
commitment, using only the rows and columns revealed to the adversary. Bingo shows that an
adaptive adversary cannot learn anything about the unreconstructed secrets if the commitment
scheme supports such a simulator.

Bingo uses the hiding version of KZG commitments [KZG10] as the key building block to
construct such a bivariate polynomial commitment scheme. Writing #(X,Y) = Zz{:o Dy(X)Y?, it
commits separately to the f + 1 polynomials @,(X), each of degree at most 2f, using KZG. The
homomorphism of KZG allows interpolating the required proofs in the exponent. Moreover, the
random hiding polynomial helps achieve simulation hiding.

2.2 Building Lattice Bingo

We start with describing the PowerBASIS assumption [FMN24, WW23], which our constructions
rely on. We work over F, = Z, for an odd prime q.

The PowerBASIS assumption. As in the (Module-)SIS problem, the adversary needs to find
a non-zero vector s of small norm such that As = 0 for a uniformly random matrix A. However,
in the PowerBASIS setting, the adversary is given additional information, namely a trapdoor for
a related matrix. In particular, the challenger samples A, € an_l)xm and a € Fj" uniformly, and
sets



It also samples an invertible square matrix W < Zg*". It then computes:

A0 -~ 0 |-G

owA-.- 0 |-G
B.=|. . . . e g (rmtdy),
0 0 ---WrlAl-G

where d = [logy q], dg =nd, G =1, ® (1,2,..., 29-1) is the gadget matrix, and  is a parameter.

Then, the adversary is given the matrices (A, W) as well as a trapdoor T, for B,.. This trapdoor
can be used to sample short preimages s from B, !(t) for any ¢ € Zg". The PowerBASIS assumption
states that it is hard for the adversary to solve SIS with respect to A, even if it is given all of this
additional information.

2.2.1 A (failed) first attempt As a starting point, we try to instantiate the Bingo AVSS
framework by replacing KZG with an existing lattice-based (univariate) polynomial commitment
scheme. Commitment schemes from [FMN24, WW23] based on PowerBASIS are a natural candi-
date since they exhibit homomorphism in their opening proofs. We now describe this commitment
scheme.

To commit to (univariate) polynomials of degree r — 1, the setup algorithm generates a random
matrix A € Zy*™ along with a trapdoor Ta. It then samples a uniformly random invertible matrix
W e ZZX”, computes B, as described above and uses T'4 to sample a trapdoor T;. for B. The public
parameters then contain (A, W, T;) (precisely the information given to a PowerBASIS adversary).

In order to commit to a polynomial h(X) = Zg;(l) heX?®, we use the trapdoor T, to sample
short vectors sg, ..., s,—1 and ¢ as follows:

S0 —hOWOel
: 1 —h1W1e1
—$ Br_ . ,
Sr_1 :
c —hr_lW”*lel
where e; = (1,0,...,0)" € Zy. The commitment is defined as ¢ = G¢, and we refer to s; as the

i-th coefficient opening. Observe that
Asg, +hger =W % A sgisshort VO<a<r

Next, to open this commitment to any point w;, we take advantage of the linearity of the above
equations. We can multiply the a-th equation above by w{ and add them up to obtain

A(Xo<a<rwi'sa) + h(wi)er = (Lo<acrwi W%)e

Hence, we can define the opening proof at w; as w; = Eg;é wi'sq, and use the equation above to

verify it.

Proof interpolation. Linearity of the opening proofs enable us to view the proofs m; as ‘evalua-
tions’ of a polynomial with {s;} as the ‘coefficients’. Hence, we can interpolate any r evaluations
{h(w;)} and opening proofs {7;} to get hq, ..., h,—1 as well as the coefficient openings s, ..., S,_1.

. . . o r—1 q
Once we derive these, we can compute the opening proof for any point w; as m; = >/~ w$sq.

7



The problem with evaluation binding. Unfortunately, the above scheme does not achieve
evaluation binding. The reason is that, although the coefficient openings themselves are short, the
opening proofs derived by taking a linear combination may not be short, since powers of w; can
have size comparable to ¢q. The resulting proof 7r; may have a large norm, and hence, we cannot
reduce evaluation binding to PowerBASIS.

In more detail, suppose that two accepted proofs 7r;, 7, open the same commitment at the same
point to distinct values v;, v}. Subtracting their verification equations gives

A(m; — wl) = (v) —v;)er (mod q).

Deleting the first row yields A, (m; —7;) = 0 (mod ¢). Thus, m; — 7, would be a valid PowerBASIS
solution, but only if both 7; and =} are short. However, if we require the proofs to be short, we
would lose correctness since even honest proofs would not verify.

The key issue. The key problem here is that the encoding matrix of Reed—Solomon code (used to
encode rows and columns in Bingo) is a Vandermonde matrix with large entries that are powers of
evaluation points. One might consider instantiating this commitment over a ring Z,[¢]/(¢"¥ +1) and
using monomials (7 as evaluation points, since all their powers are signed monomials of coefficient
norm one. But there are only 2N signed monomials, so we would need to set N = O(k) to have
k distinct points to assign to the k rows and columns. The ring dimension, and consequently the
size of ring elements in the commitment, would then grow with the number of parties, making the
resulting scheme inefficient.

2.2.2 Solution: Replacing Reed-Solomon with Bounded-Encoder Linear Codes To get
around the above issue, we replace Reed-Solomon codes with a special type of linear code called
Bounded-Encoder Linear Code. Such a code has a linear encoder over I, represented by a matrix
with small integer entries, and admits linear decoding from any sufficiently large set of codeword
coordinates (note that we do not require the decoder matrix to have small entries). Applebaum et
al. [ANP23] showed how to use such codes to construct secret sharing schemes, analogous to the use
of Reed—Solomon codes in Shamir secret sharing. Below, we first review their secret sharing scheme,
before describing how we build our plausibly post-quantum secure Bingo variant using Bounded-
Encoder Linear Codes. We end the section with a concrete construction of Bounded-Encoder Linear
Codes that can be used to instantiate our scheme.

Starting Point: Secret Sharing from Bounded-Encoder Linear Codes using [ANP23].
Let Geode € ZF*™ denote the encoding matrix of a bounded-encoder linear code, where the message
length is r and the codeword length is k. Let t. > r denote the minimum number of codeword
symbols that enable decoding with high probability. Then, for every set I C [k] of size t., there is
a decoding matrix D(I) € Z}*' such that

D(I)(Geode)r = I over F,.

To construct a secret sharing scheme from such a code, we first sample a vector a uniformly at
random from {0,..., D — 1}" for some small D, and publish it as part of public parameters. Then,
to share a secret s € Fy, the dealer samples a random message m € F;, computes its encoding
v = Geodem, and gives party P, v; = giT m as its share. Additionally, it outputs z = s +a ' m as
a public share available to everyone. Here giT is the i-th row of Ggge. For correctness, observe that



any t. parties can recover m by running the decoding algorithm on their codeword symbols, and
then output z — a' m as the reconstructed secret.

For privacy, we need to prove that the mask a'm remains uniform even after a corrupted set
of parties J of size t, learns its shares (Gcode)sm. For this purpose, [ANP23] showed that, with
an appropriate gap between the privacy threshold ¢, and the message dimension r, a randomly
sampled a remains outside the row-span of (Gcode)s over Fy. This then implies that the mask
indeed looks uniformly random to any set of up to t, parties. Note that this is a ramp scheme:
the number of shares against which privacy is guaranteed is smaller than the number required for
reconstruction. However, the gap between these thresholds can be made arbitrarily small for our
concrete instantiation, as we will see later in this section.

Bingo with Bounded-Encoder Linear Codes. We now explain how to extend the masking
idea above to get the two-dimensional sharing structure required by Bingo. Recall that Bingo uses
Reed-Solomon codes on both the rows and columns. Similarly, we will apply a bounded-encoder
linear code on both the rows and columns (but again with different rates). Let Geode € ZF*T and
H_,4. € ZF*¢ denote the encoder matrices for two bounded-encoder linear codes. Define tf and
tf as their respective reconstruction thresholds, and gz-T and h,z-T as the i-th rows of the matrices.
G tH. we describe how to set these at the end of this

The parameters of this scheme consist of r, ¢, t7,t.";

section.

The dealer samples M € F;*¢ uniformly at random as in the case of the bivariate polynomial
in the original Bingo scheme. It is then encoded as X = G¢oge M H, cTode. We define ay; = gl-T M as
the i-th row and B8; = Mh; as the i-th column of the encoded matrix. Their intersections satisfy
Xiw = o;hy, = gzT 3. Additionally, Setup samples short public vectors by € Z" and a1, ...,a; € Z¢
with all entries less than a parameter D. These will be used for masking the secrets. In more detail,
to share secrets s1, ..., sy, where £ = O(k) is a parameter, the dealer publishes

Zt:St—FbgMat (te [E])

These are the two-dimensional counterparts of the public masked value z above. The parameters
of the scheme are chosen so that the masks of the unreconstructed secrets remain jointly uniform
given the rows and columns of the f corrupt parties as well as the mask values of the secrets that
have already been reconstructed.

The rest of the protocol follows the same steps as Bingo: the dealer privately sends the i-th row
«; to P;. Each P; then sends a;h, = giT B, to party u. Once party u receives tf such values, say
(gi—[ﬁu, . ,g;:G Bu), it can run the decoding algorithm of the Geoge code to recover its column 3,,.

Formally,
.
Bu = Dc(1)(g}\Bu,---.9i . Bu)

Then, each party u sends gzT By to each P;. Any t such values can be used to recover the i-th row
«; via the decoding algorithm corresponding to Hgde-

To reconstruct the ¢-th secret s;, each party sends o;a; = gzT Ma;. These values form the
codeword GcogeM a;. Hence, given any tf such values, we can decode to recover M a;, from which
the parties compute the mask b(—)r Ma; and subtract it from z; to get s;.

For achieving correctness and termination, we do require the codes to satisfy certain constraints
on the reconstruction thresholds t¢ and tZ. We will describe these constraints and our code in-
stantiations that satisfy these constraints at the end of this section.



Key building block: a two-dimensional code commitment. Recall that, to achieve security
against malicious failures, we need a way to commit to the dealer’s matrix. In particular, we must
commit to a message matrix M such that we can open the commitment to any position of the
matrix encoding, i.e., X = GcodeMHcTode, as well as the mask values {b] Ma;}. We refer to this as
an erasure code commitment for bounded-encoder linear codes, or a Bounded-FEncoder Linear Code
commitment. As in Bingo, we need this commitment scheme to satisfy the same four properties:
efficiency, evaluation binding, proof interpolation in both directions, and simulation hiding.
Below, we first construct a one-dimensional code commitment scheme via PowerBASIS, and
then extend it to a two-dimensional scheme.
Our one-dimensional commitment. We use the same PowerBASIS sampling procedure as in the

first attempt, with the message m = (my, ..., m,_1) in place of polynomial coefficients. The public
parameters contain (A, W, T,.). To commit to a message m = (my, ..., m,_1), we use the trapdoor
T, to sample short vectors sg,...,s,_1 and ¢ as follows:
So —m0W0e1
—miWle;
«s B!
Sr—1 .
c —My—1 erlel

As before, the commitment becomes ¢ = G¢, and we refer to s; as the i-th message opening.
Therefore,
Asa +mgee; = W% (mOd Q)y HSaH2 < 587

where Bs; bounds the norm of the short message openings. To open position ¢ of the codeword

G code, set
r—1

vy = ngmv ™, = Zgi,asw
a=0

Multiplying and adding the message-opening equations gives

r—1

Am; +v,e1 = (Z gi,aW“> ¢ (mod q). (1)

a=0
This time however, the norm of the opening proof remains bounded since the encoder matrix Gcode
has bounded entries: ||7;||2 < ||gill18s- Hence, to verify this opening proof, we check the above
equation and norm bound.

Intuitively, if we think of the message openings {s,} as the ‘message’, the opening proofs {m;}
are its encoding under Gcoge, applied separately to each coordinate of these vectors. This view will
be useful in achieving proof interpolation later on.

From one dimension to two. We now use this construction to commit to the matrix M € ngc. To
do so, we create a separate (one-dimensional) commitment ¢, to each column b of the matrix, using
the same public parameters. Formally, we obtain a matrix of message openings {s,;} that satisfy:

Asqp+ Myper = W%,  (mod q), |8apll2 < Bs.

The commitment consists of the ¢ commitments (co, ..., c.—1). To open the committed matrix at
the encoding position (i, ), we return

r—1c—1

.
vig =g, Mhj,  m;=> Y giahjsSap
a=0 b=0
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The verification equation is a generalization of (1) to two dimensions:

r—1 c—1
Amij+yijer = (Z gi,aw_a) <Z hj,bcb> (mod q),
a=0 b=0

I7iglla < B(i,j) = llgillllf;lBs-

The same equations can also be used to authenticate the values used to reconstruct the secrets,
as follows. Recall that the public masked values are z; = sy + bOTM a;. We extend the position
notation by setting go = by and h;_y = a; for ¢t € [¢]. An opening at (i,1 — t) then authenticates
giT Ma; = a;a, which is precisely the value sent by party ¢ when reconstructing secret ¢.
Efficiency. There are ¢ individual commitments, each of which have size independent of r. Since ¢ =
O(k), this means that the overall commitment size is linear in the number of parties. Additionally,
the opening proofs are still a single vector in Z™, and hence have size independent of k.
Evaluation binding. We can reduce evaluation binding for our scheme directly to the PowerBASIS
assumption. Suppose an adversary gives two accepted openings at the same position (i,7) for
distinct values y and 3/. Subtracting their verification equations gives

Alr—7')= (Y —yler (modg), Am—7)=0 (modyq).

(Here A, includes all but the first row of A.) The difference = — 7’ must be nonzero, since otherwise
the first equation would imply y = y'. Moreover, both proofs pass the norm check, so || — 7'||s <
2B(i,j) < 2B (here B = max; j(B(7,7))). This breaks the PowerBASIS assumption for A,.
Proof interpolation. For our protocol to work, we must be able to derive the values and opening
proofs for all positions on a column, given the values and opening proofs for any th points in that
column. Similarly, we require this from any tf points on a row.

The linearity of the opening proofs can be used to achieve this. For a fixed row i, define ¢;; =
Zz;é GiaSap- The proofs for this row then satisfy

c—1

i = Z hj,bti,b Vje [k‘]
b=0

Thus, in each coordinate, the proofs form a ‘codeword’ of Hcoqe With {; 5} as the ‘message’. Hence,
given proofs at any tg{ positions in this row, we can apply the decoder algorithm to recover {t;}s
modulo g. We can then compute the opening proof at any position by using the equation above.
Similarly, the opening proofs in a fixed column j can be viewed as a Gcode-encoding of {> ", h;j 845 ta-
Any tf proofs in that column therefore suffice to recover the proof at another position.

But the above is not sufficient: as in Bingo, we require interpolation to work even for maliciously
generated proofs. For such proofs, however, verification only tells us that each opening proof has
norm at most B and satisfies its equation. If we try to estimate the norm of the opening proof for
(', j) reconstructed using tf column proofs as above, we get,

< |gs Da(I)1 B.
2

> (94 Da(D) i

el

(Here I C [k] denotes the set of t& opening proofs used for interpolation.) Even if the coefficients
of the decoding matrix D¢g(I) were polynomially bounded, this can still be much larger than B.
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Moreover, if we now try to run interpolation again using these reconstructed proofs as inputs, the
norm grows even further.

To avoid this issue, we include with our commitment a zero-knowledge proof of knowledge mys
of {sqp} for a simple SIS relation:

|sapll2 < Bs, Asap =W %), (modgq) (0<a<r 0<b<ec).

(The subscript * denotes deletion of the first coordinate or row.) The verifier now checks this
well-formedness proof alongside the opening proof m; ; as before.

Roughly speaking, with such a well-formedness proof, we can guarantee that any valid opening
proof must have been generated from a common set of short message openings {s,;}. In more
detail, we can extract the message openings {s,p} from m.f, and if the adversary produces an
opening proof for some position (4, 7) that is valid but does not equal the linear combination of the
extracted openings, then, we can subtract the two to break the PowerBASIS assumption.

With the above change, we can now apply the decoding algorithm to any set of th accepted

proofs, even if they were maliciously generated. Decoding can recover the common short message
openings for those rows/columns, and re-encoding produces an opening proof of norm at most
llgir|l1]|Pj]|18s. The norm bound now depends only on the target position, even if the source proofs
themselves were reconstructed earlier.
Simulation hiding. Recall that to prove secrecy of the Bingo protocol, we require the commitment
scheme to achieve simulation hiding. Namely, there must exist an efficient simulator that can
produce the dealer’s messages, i.e., the commitment, without learning the secrets or the matrix
used by the dealer. Later on, the adversary may corrupt a party ¢, at which point the simulator
must produce the opening proofs for the i-th row and column, using knowledge of only the values
of this row a; and column 3; (along with the rows and columns of the parties corrupted so far).
Additionally, the adversary may ask to reconstruct a secret s;. For such a query, the simulator must
produce the opening proofs of the honest parties’ messages for this secret, i.e., a;a¢, again with the
knowledge of only these values along with the revealed rows and columns. We consider a one-shot
adaptive notion of simulation-hiding, wherein, after seeing the dealer’s messages, the adversary
adaptively chooses the parties it wants to corrupt and the secrets it wants to reconstruct, but it
must output all this information in one-shot. Looking ahead, this will allow us to prove one-shot
adaptive secrecy for the resulting Bingo protocol which is defined in the same manner.

As a first attempt, the simulator can sample the public parameters (A, W, T,) but keep the
trapdoor for A. It can then independently sample all the opening proofs from a Gaussian distri-
bution such that they satisfy the verification equations. In more detail, for any position (7, j) for
which we need an opening proof, we sample m; ; < A~!( (ZZ;%) gi,aW*“) (Zg;é hjybcb> —yije1).
However, independently sampled opening proofs do not match the distribution of the real opening
proofs. In a real execution, all proofs are linear combinations of the same message openings, so
their distributions are correlated. We therefore need to simulate their joint distribution directly.

Our simulator samples the public parameters and keeps the trapdoor for A. It samples the
commitment ¢y, ...,c._1 as uniformly random vectors. This is indeed indistinguishable from the
real commitment due to the properties of discrete Gaussian distributions, as proven in [WW23]. It
then simulates the well-formedness proof m,s as well.

Let J C [k] denote the corrupted set of f parties. For simplicity, suppose the adversary does
not query any reconstructions in its one-shot adaptive query. Then, the simulator receives as input

12



the rows and columns for all parties in J:
(Gcode)JMa M(Hcode)—Jr

We now need to simulate the joint distribution for the opening proofs of all these values. For this
purpose, the simulator samples a matrix M* uniformly at random, but conditioned on its corrupt
rows and columns being equal to the real values:

(Gcode)JM* = (Gcode)JMa ‘Z\I*(I{code)—Jr = M(Hcode):]r'
Then, it samples all the message openings for M* using the trapdoor for A:

Shp = A Y (W, — Mie1) VO<a<r0<b<ec
It uses these openings to compute the opening proofs for all the required points as in the real
scheme: for any i, j belonging to the corrupt rows or columns, 7w}, = > '~ Zb 0 9iahjpsh b

We next explain why the simulation matches the real distrrbutlon frorn the adversary s view.
The main property we use is a generalization of [ANP23, Claim 4.1]: for every possible corrupt set
J of size f and every secret index ¢ € [¢], there exist short integer vectors u and v such that

(Gcode)Ju = Oa (Hcode)J'v = 07 a;v =0 V t/ 7é tv

bju#0 (mod q), alv#0 (mod q). @)
The zero equalities hold over the integers. Our parameter choices ensure that this property holds
simultaneously for all such J and t, except with negligible probability over setup. We now make
the following observations to analyze the distribution of the matrix and opening proofs sampled by
the simulator:
(i) The scalar values. Suppose M is the real matrix and define M’ = M + duv' over F, for
some ¢ € F,. Because of the zero equalities above, the matrix M’ has exactly the same corrupted
rows and columns, and the same mask for every secret other than ¢:

(Gcode)M/ = (Gcode)M + 5((;'code)u’v—r = (Gcode)M

Similarly, (Heode)sM' = (Hcode)sM and bS—M’at/ = bS—Mat/ for all ¢’ # t. But the t-th mask
changes by 6(bj u)(a/ v) which is non-zero. Hence, we can change this mask to any field value by
choosing ¢ appropriately, while keeping the corrupted rows and columns and all other masks fixed.
Since M is sampled uniformly in the real scheme, this shows that all the masks are jointly uniform
conditioned on the corrupted rows and columns. The simulator samples M* uniformly subject to
these same row and column constraints, so it matches the distribution of M from the adversary’s
view.

(i1) The opening proofs. Let Spr = (Sqp)ap denote the Gaussian message-opening state for M,
under the fixed commitments ¢y, ..., c._1. Here Sps is an r X ¢ array whose entries are the message
opening vectors in Z™. In particular,

—1 c—

r—1 1
.
9! Sy = giahjpSap = mij.
a=0 b=0
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For the matrix M’ = M + duv ', consider any integer vector w satisfying Aw = —de; (mod ¢q)
(it does not need to be short), and define the shifted openings

Sab = Sa,bp + UVpW.
These shifted openings satisfy the message-opening equations for M’ under the same commitments:

Aga,b + Mé’bel = Asa,b — dugvper + Mé’bel
= Asa,b + Ma,bel
=W %,.

Moreover, writing S = (Sab)a,b, for every corrupt i € J or j € J we have
giTShj = giTSth + (g;—u)(v—rhj)'w = gZ-TSth.

Thus, even though we changed the ¢-th mask by adding duv ', we can correspondingly shift the
message openings for M ; so that the opening proofs for all the corrupted rows and columns remain
exactly unchanged!

It remains to compare the Gaussian distributions of the message-openings for M as in the
real scheme vs M’ as sampled by the simulator. The shifted openings above need not themselves
have the correct Gaussian distribution for M’. But we prove that, if the Gaussian distributions for
message openings have a sufficiently large sampling width, then,

((Gcode)JSMa SM(Hcode)—Jr> stat <(Gcode)JSM’a SM/(Hcode)—lj—> )

where each opening state is sampled from its correct Gaussian distribution under the same fixed
commitments. The intuition is that, for each possible list of leaked proofs (i.e. proofs for corrupt
rows and columns), changing the ¢-th mask changes only the value of the opening state along the
hidden w-direction, based on the above analysis. Then, if the sampling width is large enough,
summing the Gaussian weights over these shifted hidden values gives almost the same total as the
original values for M. Hence, each leaked proof list has almost the same probability under the two
matrices, and the leaked proof distributions are statistically close. The full proof is more involved
— we defer the reader to Section 5 for more details.

Combining the arguments above, we see that both the matrix M™ and the opening proofs
sampled by the simulator indeed are statistically indistinguishable from the view of the adversary
in the real scheme.

Putting everything together. The dealer in our bounded-encoder linear code-based Bingo pro-
tocol commits to the sampled random matrix M using the two-dimensional commitment scheme
described above. It then reliably broadcasts this commitment and the masked secrets (z;)yc[q, and
privately sends each party its row with opening proofs for the row’s entries. Parties follow the row
and column exchanges described above, checking every received opening. When a party recovers a
row or column, it uses proof interpolation of our commitment scheme to obtain the proofs needed for
its outgoing messages. Each party sends a completion message after obtaining its row and column
data as well as sending both sets of messages. Finally, each party completes the sharing protocol
after receiving a total of k — f completion messages. This gives us a lattice-based AVSS scheme for
¢ = O(k) secrets from any Bounded-Encoder Linear Code.
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To prove that our protocol satisfies correctness, termination and one-shot adaptive secrecy,
we need to instantiate it with a bounded-encoder linear code whose parameters satisfy certain
constraints. Recall that a party completes sharing only after receiving k — f completion messages.
At least k —2f of their senders are nonfaulty, so they have already obtained their rows and sent the
corresponding intersection values to every party. These values must suffice for every nonfaulty party
to recover its column, which requires tCG < k —2f. Once all nonfaulty parties have their columns,
they send the values at the intersection with the other parties’ rows to help recover the missing
rows. Every nonfaulty party then receives at least k — f such values, so we must have tf < k— f to
ensure that it can recover its row. These bounds guarantee termination: once one nonfaulty party
completes sharing, every other participating nonfaulty party can eventually complete as well.

Additionally, we need both » — f and ¢ — f — £ + 1 to be linear in k, so that there do indeed
exist short directions as described in (2), which are crucial for the simulation-hiding proof to go
through.

Fix any constant 0 < € < 1, and let n = ¢/8. We choose

k=[B+efl,  r=[0+nfl, ec=[2-nf],
C==-2n)f], t&=k-2f tl=k-/

For sufficiently large f, these choices satisfy all the inequalities above and give r, ¢, ¢ = O(k).

A concrete Bounded-Encoder Linear Code. We now give a concrete construction of a bounded-
encoder linear code that works for the above parameters. We describe how we set the remaining
parameters of the scheme, i.e., the bound D on the entries of by and {a;}, the widths of the
Gaussian distributions, and the modulus ¢ in Section 6.2. In our design, every entry of Geode € Z’;XT
and Hgge € ZI;XC is sampled independently and uniformly from {0, ..., Deoge — 1}. Then, for a
sufficiently large constant D..ge depending on €, every set of tf rows of Geode has rank r, and
every set of t1 rows of Hcoge has rank c, except with negligible probability over setup. This enables
decoding a column from any t$ values on that column, and a row from any ¢t values on that row.
Lattice Bingo. Instantiating our Bingo protocol and commitment scheme with the above code and
parameters, we obtain LatBingo, an f-resilient packed AVSS with correctness, termination, and
one-shot adaptive secrecy. It shares ¢ = ©(k) secrets among k = (3 + €)f + O(1) parties. Any
t%/k = (1 +€)/(3 + ¢€) fraction of the parties can reconstruct a secret. Thus, both the privacy and
reconstruction thresholds approach 1/3 from below and above respectively, as the fixed constant e
is made smaller.

Writing Ly for the length of the well-formedness proof, the sharing protocol has a total commu-
nication of O(k%+k L) words. In particular, it uses O(k?) words when Ly = O(k)?. Reconstruction
of one secret uses O(k?) words, and both procedures take a constant number of asynchronous rounds
under their termination conditions. As an additional feature, LatBingo also allows reconstructing
all £ secrets with O(k?) communication.

Paper outline. Section 3 recalls the lattice background, the PowerBASIS assumption, and the
non-interactive arguments we rely on. Section 4 defines reliable broadcast and packed AVSS with
one-shot adaptive secrecy. Section 5 defines our 2D bounded-encoder linear code commitment, gives
its construction, and proves evaluation binding, proof interpolation, and one-shot adaptive simu-
lation hiding. Section 6 presents the Lattice Bingo protocol and its security analysis (Section 6.1),

3 Since the well-formedness proof is a NIZK proof of knowledge for a simple SIS relation, we can easily obtain proofs
of this size using existing lattice-based proof systems. We expand on this in Remark 2.
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followed by its instantiation with random integer encoder matrices, the choice of parameters, and
the efficiency guarantees (Section 6.2).

3 Preliminaries

Throughout, A € N denotes the security parameter. We write negl()) for a negligible function and
poly(A) for an unspecified polynomially bounded function in A. All parameters are functions of A,
and all matrix dimensions are polynomially bounded. For integers a < b, let [a,b] = {a,a+1,...,b}
and [a] = [1,a]. Unless stated otherwise, ¢ is an odd prime and Z, = Z/qZ. We identify elements
of Z, with their centered representatives in (—¢/2,¢/2] when taking norms. Vectors and matrices
are written in bold. The ith standard basis vector is e;. Unless stated otherwise, || - || denotes
the Euclidean norm. For a matrix, || - || denotes the Frobenius norm obtained by concatenating
its columns. We write s;(B) for the spectral norm of B and ||B|| for the length of the longest
Gram-Schmidt vector of a basis B. We write A(X,Y) for the statistical distance between two
distributions. Short vectors, trapdoors, and discrete Gaussian samples are integer-valued; their
norms are taken before reduction modulo gq.

3.1 Lattices

A rank-r lattice A C R™ is the discrete additive subgroup generated by linearly independent vectors
bi,...,b. € R™. Equivalently, it has the following representation.

A=L(B):={Bz:zcZ"}, B = (by]---|by).
An integer lattice is a lattice contained in Z™. Its dual lattice is defined as follows.
A" :={y € span(A) : (y,x) € Z for every x € A}.
For p € [1,00], the first minimum is )\gp) (A) := mingxgea ||z]|p. When p = 2, we abbreviate this
quantity to A1(4). Given ¢ € R™, the corresponding lattice coset is A +c={x +c:x € A}.
For any integer ¢ > 2, A € Zy™™, and u € Zy, define the g-ary kernel lattice and its target sets
as follows.
AL(A) :={z€Z™: Az =0 mod ¢},

AF(A) ={z€Z": Az = umod g}. (3)

The kernel lattice is a full-rank integer lattice because it contains ¢Z™. Whenever the second set is
nonempty, it is a coset of A;-(A).

3.2 Arithmetic modulo g and integer lattices

We work with integer vectors and matrices modulo ¢g. All modular linear algebra is over the field
Zq. In particular, a matrix A € Zy*™ has full row rank if and only if its columns span Zj. Norms
of modular vectors and matrices refer to their entrywise centered integer representatives. For an
integer vector @, the norm ||x|| is its largest absolute coordinate.

For a scalar a € Z and a vector & € Z™, we use the elementary bound

laz|l2 = |al |22 (4)
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For every real matrix S and compatible vector x, we also have
s1(8) < [IS]l,  [1Sz[l2 < 51(S) [[z]|2- (5)

These bounds apply to products of integer lifts; reduction modulo ¢ cannot increase the Euclidean
norm when centered representatives are used.

If A € Zy™ has full row rank, then the target set A7 (A) defined in (3) is nonempty for every
u € Zg. We write GL,,(Z,) for the group of invertible n x n matrices over Z,.

For m > n, a uniform A « Zy*™ satisfies

n—1 n—m
Pr[rank(A) < n]=1-— H(l —¢™ < PR
=0

Consequently, full row rank holds except with negligible probability whenever (m —n + 1)logq =
w(log A\). For the augmented matrix used by PowerBASIS, we apply this statement with n+ 1 rows.

Definition 1 (The Short Integer Solution (SIS) assumption). For parameters (q,n,m,f3),
the SISy nm, problem is to find, given a uniform A < Zy*™, a nonzero z € Z™ such that Az = 0
(mod q) and ||z|| < 8. The SIS assumption states that every PPT algorithm succeeds with probability
at most negl(\).

3.3 Discrete Gaussian distributions
For s > 0 and ¢ € R™, define the Gaussian mass functions
2
o lz—e o
ps,c(T) = exp| —m 52 ’ Ps,e(S) = Z Ps,c(®).
xeS
For a lattice A C R™, the discrete Gaussian over A + ¢ with parameter s, centered at the origin, is

s.0(x
DA+C75(ZB) [ p 70( )

=7 reA+c).
ps,0(A+c) ( )

We write D7 for the discrete Gaussian over Z™ centered at the origin. Sampling & <-$ D" is equiv-

alent to sampling its m integer coordinates independently from the one-dimensional distribution

Dy 5.

Smoothing parameter. For ¢ > 0, the smoothing parameter 7.(A) is the least s > 0 satisfying
Z e 7] <e.

0£ycA*

Let B be any basis of a full-rank lattice A C R™. The standard smoothing bounds are [MR04,

GPVOg]
in 1 ~ In(2m(1+ 1/¢))
nld) < {Ag@ o HBH} v . )

™

Gaussian tail bounds [MP12]. Let A C R™ be full rank and let 0 < e < 1. If <% D4 s and
§ 2 1¢(4), then
14+e .,

Prla]) > sv/im] < ;<2
— €

(7)
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For < D" and t > 1, we have
Pr[HmH > ts m/(ZW)} < (te(l_tz)/2>m. (8)

For a full-row-rank A € Zy*™ and target u € Zj, the notation = < A;1(u) denotes a
sample from D Au(A),50 supported on Z™. The notation extends columnwise to matrix targets, with
independent samples for distinct columns.

Gaussian Splitting Lemma [FMN24, WW23]. Let A € Z3*™, B € Zy*™2,and C = [A | B].
Assume that the columns of A span Zg, let t € Zy, and let s > ne(Aj(A)) for 0 < e < 1/2. Consider
the following sample.

U2

(”1) s CTL(b). (9)

Its distribution is within statistical distance O(e) of the following two-stage experiment.
Vg <3 D;nz, V1 S As_l(t—BUQ).

The target in the second step is computed modulo gq.

3.4 Gadget trapdoors

A matrix G € ZZ‘” is primitive if its columns span Zy. Let A € Zy*™ and H € GL,(Z,). A
G-trapdoor for A with tag H is an integer matrix R € Z"™*! satisfying AR = HG (mod q). Its
quality is measured by s;(R). The default tag is H = I,,.

Fix an integer radix 6 > 2 and set k; = |logs ¢| + 1. This radix is also fixed in the assumptions
below. Define the gadget vector and matrix as follows.

g  =(1,5,...,6% Y,  G.=I,eg ez
Entrywise radix decomposition, using representatives in [0,q — 1], gives an efficient map
G, ZT —{0,..., 6 — 1}hexT

such that G,,G, (V) = V (mod q) for every compatible matrix V. This map is a deterministic
digit decomposition, distinct from the Gaussian preimage notation A !

A G,-trapdoor R induces an efficiently computable basis S4 of AqL(A). The induced basis
satisfies the following bound.

1Sall < (s1(R) +1)v/d2 + 1. (10)

In particular, if |R|| < f3, then

n(AEA) < 5+ 1)/5 1, R 1), (1)

Consequently, a width (8 4 1)0 - w(y/log(mA)) exceeds the smoothing parameter for a negligible
choice of e.
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We use the integer-lattice trapdoor generation and preimage sampling algorithms of Micciancio
and Peikert [MP12]. Let t = nkq, d =m —t > n, and dt = w(log \), and choose sy > 1 so that

t 1 1)
€= qn <+q> = negl(A).

S0

Then (A, R) < TrapGen(1* n,m, q,d,s9) outputs a matrix A within statistical distance ¢y of
uniform in Zp*™ and an integer trapdoor satisfying AR = G, (mod g). Concretely, sample A <
ZZLXd and an integer matrix R € Z%** with independent entries from Dz, s,, and set

A=[A|G,—AR] (modyq), R:ﬁ.

Except with negligible probability, the output satisfies | R|| < sg+/2t(m — t). Suppose that R is a
G, -trapdoor for A with invertible tag H and that

s> 0(s1(R) + 1) - w(y/log(m\)).

Then SamplePre(A, R, H,u,s) outputs @ € Z™ satisfying Az = u (mod ¢) whose distribution
is negligibly close to A;!(u). The algorithm is applied independently to the columns of a matrix
target.

3.5 The PowerBASIS assumption

We now state an integer-lattice analogue of the auxiliary-input assumption underlying the Power-
BASIS commitment [FMN24]. We first give its generic form over Z,.

Definition 2 (BASIS assumption). Let Samp be an efficient randomized algorithm that, on in-
put a uniform A € Zy*™, outputs (B, pp), where B € Zglxm/ has full row rank and pp denotes
the remaining public parameters. The sampler may instead output L1, in which case the experi-
ment aborts and the adversary does not win. On a non-aborting evecution, sample T < B;1(G,)
columnwise, so that T € Z™*"ka_ The BASIS[Samp|g.n,m.g.s assumption requires that, for every
PPT adversary A, the following probability bound holds.

Pr[0#2z€Z™, ||z <B, Az=0modq:
A s Zy*™; (B,pp) <5 Samp(A);
T <s Bs_l(Gn/); z+s$ A(A,B,T, pp)] < negl(A).

PowerBASIS instantiates Samp with a structured block matrix. Let L > 1, m > n + 1, and
sample a' s Zéxm. Define A* as follows.

T

* a n+1)xm
A—[A}GZYF)X.

The sampler aborts if A* does not have full row rank. We choose parameters with (m —n)logq =
w(log A), so this event has negligible probability for uniform A and a. Sample W < GL,,11(Z).
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Set t = (n + 1)k, and define the structured matrix as follows.

WOA* 0 - 0 —Gn+1
1Ax ... —
L |
0 0 ---Wila* -G,

For L = 1, this is By = [A* | —=G,+1]. Because each W¢A* has full row rank, By, has full row rank
as well. Finally, sample the short preimage matrix

T < (BL)L;l(GL(nJrl)) e glEmttyxLt,
In particular, BT = G 41y (mod q).

Definition 3 (PowerBASIS assumption). The PowerBASIS, ,, . 1. .5 assumption requires that,
for every PPT adversary A,

i A s Zy<m; T
al <s ZLxm.

al
A* = ;
0+4zeczZm, [A}
Pr Izl < 5, : abort if rank(A*) <n+1;| < negl(N).
Az=0modq W <s$GL,;1(Zy);
By, is defined as in (12);
T +s (BL); Y (Grint1);
zZ <3 A(A*7 W; BL7 T)

The adversary receives a trapdoor for the structured matrix By, yet must be unable to solve
the original SIS instance defined by A. This is an auxiliary-input assumption that implies the
underlying SIS assumption for the same parameters. We use the name PowerBASIS for the integer-
lattice formulation above and assume its hardness for the selected parameters (¢, n,m, L, 3, s).

3.6 Non-interactive zero-knowledge arguments of knowledge

Let R C {0,1}* x {0,1}* be an efficiently decidable NP relation. Its language is Lk = {x :
3 w such that (z,w) € Rx}. A non-interactive zero-knowledge argument of knowledge for R,
consists of three PPT algorithms NIZK = (Setup, Prove, Verify):

pp <$ Setup(l)‘),
™ <5 (pp, T, W),
b «+ Verify(pp, z, ) € {0,1}.

We require the following properties.

Completeness. For every (z,w) € R, completeness requires the following bound.

Pr | Verify(pp, z,m) = 1 : pp <5 Setup(1*), 7 < Prove(pp, z,w)| > 1 — negl(\). (13)
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Knowledge extractability. There exist PPT algorithms ExtSetup and Ext such that (pp, 7ext) <$
ExtSetup(1*) produces public parameters distributed identically to, or computationally indistin-
guishably from, honest public parameters. For every PPT adversary A, extractability requires

(PP, Text) <8 ExtSetup(1*);
(z,m) < A(pp); < negl(}).
w <$ EXtA(Texta xz, 7T)

Pr Verify(pp, z,7) = 1
A (z,w) & Rk

Note that we do not require the extractor to be straight-line for our applications.

Zero knowledge. There exist PPT algorithms SimSetup and SimProve such that no PPT adversary
can distinguish the following experiments:

Real : pp « Setup(1%), 7 < Prove(pp, x, w);

Sim:  (PPsim, Tsim) < SimSetup (1), 7 < SimProve(Tsim, ).

In both experiments, the adversary may adaptively request a proof for any valid pair (z, w) € Ra. In
the simulated experiment, the witness is ignored. The resulting joint views must be computationally
indistinguishable.

4 Definitions

4.1 Reliable broadcast

A reliable broadcast is an asynchronous protocol with a designated sender. The sender has some
input value m from a known domain M and each party may output a value in M. A reliable
broadcast has the following properties assuming all nonfaulty parties participate in the protocol:

— Validity. If the sender is nonfaulty, then every nonfaulty party that completes the protocol
outputs the sender’s input value m.

— Agreement. The values output by any two nonfaulty parties are the same.

— Termination. If the dealer is nonfaulty, then all nonfaulty parties complete the protocol and
output a value. Furthermore, if some nonfaulty party completes the protocol, every nonfaulty
party completes the protocol.

4.2 Packed asynchronous verifiable secret sharing (PAVSS)

We define a packed AVSS using two interactive protocols that take place between n parties: Share
and Reconstruct and a PPT algorithm Setup that outputs a common reference string. In Share, the
designated dealer receives as input a set of secrets sq,...,sy_1 from a finite field F and all other
parties receive no input. None of the parties have any output at the end of Share, but they do update
their local state. Because the AVSS is packed, there are £ possible invocations of Reconstruct, one
for each index k. Each participant thus provides k as input to the protocol, and has as output a
field element vy € F, which represents their local view of the k-th secret shared by the dealer.

We formally define the environment for a PAVSS below, in terms of capturing the ways in which
the adversary can control the network (i.e., when honest parties receive messages) and the other
actions the adversary can take. We then formally define three security properties for a PAVSS,
which we informally summarize here. Our first definition, termination, sets the conditions under
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which nonfaulty parties can be guaranteed to complete Share and Reconstruct. Briefly, it says that
(1) if the dealer is nonfaulty then all nonfaulty parties will complete Share; (2) if one nonfaulty party
completes Share then all nonfaulty parties will; and (3) if all nonfaulty parties complete Share and
invoke Reconstruct(k), then they all will complete Reconstruct(k). Our next definition, correctness,
captures the requirement that all nonfaulty parties who complete Reconstruct(k) should agree on
the same secrets, which in turn should be the same as the ones used by the dealer (if it was also
nonfaulty). For both these properties, we assume that the Setup algorithm is run honestly and the
CRS is available to all the parties. Our final definition, secrecy, captures the requirement that an
adversary should not be able to learn anything about the k-th secret until the point at which some
nonfaulty party invokes Reconstruct(k).

Our specific PAVSS scheme, LatBingo, is also complete in the sense that every party has a
share of each of the secrets. Beyond the above three properties, this thus makes LatBingo a packed
asynchronous complete secret sharing (ACSS) scheme.

4.2.1 Interactive protocols with corruptions A verifiable secret-sharing protocol is an in-
teractive protocol among multiple parties. We assume that messages exchanged between parties are
encrypted and authenticated, and identify at least their sender and recipient. Messages may also
contain session identifiers or other metadata needed to distinguish concurrent protocol executions.

For every party i, let state; denote its local state, initially consisting of its secret key, the public
keys of the other parties, and its random tape. Let trans; be the ordered sequence of messages
sent and received by party i. The local view of party i is view; := (trans;, state;). To capture how
this view evolves, we write view;; for the view of party ¢ after the ¢-th step of the protocol; the
participant does not know themselves at which step they are but this is defined in a global sense.
The global view at step t, denoted view;, contains view; ; for every party ¢ that is nonfaulty at step
t.

To model an adversary participating in an interactive protocol, we consider a game that allows
them to send messages to nonfaulty participants and, indirectly, cause nonfaulty participants to
send messages to each other. To capture the strongest adversary, we allow them to both (1) have
complete control over the scheduling of messages and (2) adaptively corrupt nonfaulty participants.
To capture this first ability, we provide the adversary with an oracle Opyfrer that acts as a message
buffer. The adversary can query this oracle in three different ways: (1) Opyfrer (add, 7, 7, ) adds to the
message buffer a message = from party ¢ to party j, where ¢ must be a participant the adversary
controls, and thus allows the adversary to send a message to a nonfaulty participant on behalf
of a corrupted one; (2) Opyfrer(deliver, t) delivers the ¢-th message in the buffer to its designated
recipient; and (3) Opyffer (see) shows the adversary the contents of the message buffer, including the
sender and recipient of every message. When messages are delivered to a nonfaulty participant, the
game also runs the code for that participant on that message. This may in turn result in updates
to their internal state and in new messages being added to the buffer and thus allowing nonfaulty
participants to send messages to each other (with the adversary controlling the delay with which
they are delivered). Messages generated by nonfaulty participants are added to the buffer with their
sender and recipient identities, and the adversary learns the content of such a message only when
it controls its recipient.

To capture the ability to corrupt nonfaulty participants, we have the game start with an initial
set N'F of nonfaulty participants. We then provide the adversary with access to a corruption oracle
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Ocorr that, when queried on a given index 7 at step ¢, provides the adversary with view; ; and removes
i from N F.

4.2.2 Packed asynchronous verifiable secret sharing Let k& be the number of parties, in-
dexed by [k], and let f be the corruption threshold. The dealer is party 1. Let F be a finite field, let ¢
be the number of shared secrets. A packed asynchronous verifiable secret-sharing scheme (PAVSS)
consists of two interactive protocols, Share and Reconstruct, executed among the k parties and a
PPT Setup algorithm that outputs a common reference string crs. This CRS will be an implicit
input to all other protocols. In Share, the designated dealer receives s = (sq,...,s—1) € F’ as
input, while every other party receives no input. Parties produce no external output upon complet-
ing Share, but update their local states. Let J = {0,...,¢ — 1}. For every j € J, an invocation
of Reconstruct(j) reconstructs the secret s;. A party invoking Reconstruct(j) receives an output
v € IF.

Protocol flags. To capture security definitions for a packed AVSS, we follow the outline described
above, starting with a global view view. We augment the view of every nonfaulty party ¢ with 2£4-4
Boolean flags. The flags startedS; and finishedS; indicate whether party ¢ has started and completed
Share, respectively. For every j € J, the flags readyR,; ; and finishedR; ; indicate whether party i is
ready to invoke, and has completed, Reconstruct(j).

A participant’s readiness to invoke Reconstruct(j) depends on the context in which the VSS is
used; we can think of an external predicate P(j) that tells the participant if the j-th secret is ready
to be reconstructed or not. The ith party then invokes Reconstruct(j) once finishedS; = readyR; ; =
true. As in Bingo, we allow the adversary to also determine when these external predicates evaluate
to true, as well as when participants start the Share protocol. This means that in addition to the
Opuffer and Ocorr oracles described above, we give the adversary access to two oracles:

— On input ¢ € N'F, the oracle Og(i) sets startedS; < true and instructs party 7 to execute the
first step of Share according to their current view.

— On input (4,5) € NF x J, the oracle Og(i,j) sets readyR; ; < true. If finishedS; = true, it
immediately starts Reconstruct(j) for party i. Otherwise, Reconstruct(j) starts once a call to
Obuffer (deliver, -) causes the i-th party to finish Share.

Except for the one-shot adaptive secrecy experiment defined below, all our security definitions
thus follow the same implicit game structure, in a “meta” game that we call GiAVSS()\): a PPT
adversary A plays a game with access to four oracles: the message buffer Opyfrer, the corruption
oracle Ocorr, and the two oracles Og and Og that dictate when nonfaulty parties are ready to start
participating in, respectively, the Share and Reconstruct protocols. In every game, security holds
only if an adversary can corrupt at most f participants.

Definition 4 (Correctness). Suppose that some nonfaulty party completes Share and outputs
¢ values ro,...,ry_1 € F. Let t be the first global step at which view; contains finishedS; = true
for some nonfaulty party i. An extractor Ext, given the global view viewy, outputs (ro,...,rp_1) <$
Ext(viewy). The PAVSS scheme satisfies correctness if there exists a polynomial-time extractor Ext
such that, for every PPT adversary A, except with negligible probability, the following properties
hold simultaneously:

1. If the dealer is nonfaulty, then

(roy oy 70—1) = (805 -+ Se—1)-
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2. For every j € J, every nonfaulty party that completes Reconstruct(j) outputs ;.

Definition 5 (Termination). The scheduling in GZAVSS()\) is valid if the message buffer is empty
when A signals that the execution is over; that is, every buffered message is eventually delivered.
In every execution with valid scheduling, the following properties must hold except with negligible
probability:

1. If the dealer is nonfaulty and all nonfaulty parties start Share, then all nonfaulty parties even-
tually complete Share.

2. If some nonfaulty party completes Share and all nonfaulty parties start Share, then all nonfaulty
parties eventually complete Share.

3. If all nonfaulty parties complete protocol Share and invoke Reconstruct(j) for some j € J, they
all eventually complete Reconstruct(7).

One-shot adaptive Secrecy. We define one-shot adaptive secrecy, wherein we replace the adaptive
corruption and reconstruction oracles O, with a one-shot batch oracle Opaich. The adversary may
invoke this oracle at any point during the execution and may choose its query as a function of its
entire view up to that point. It must, however, submit all corruption queries in one batch:

CCNF, IC] < fand Qr C(NF\C) x J

The oracle jointly returns the current views of all parties in C and also starts the Reconstruct(j)
algorithm for party 4, for all (i,j) € Qpr. After this query, the adversary cannot corrupt any
additional parties. Thus, the corrupted set is chosen adaptively, but the individual corruptions
cannot be chosen sequentially based on views returned by earlier corruptions.

Definition 6 (One-shot adaptive secrecy). Let Sim be a PPT simulator that interacts with
A on behalf of all nonfaulty parties, including the dealer. The experiment fo‘secrecy()\) s defined
below. The bit b = 1 corresponds to the real execution, while b = 0 corresponds to the simulated
execution. The set Jrec Tecords the secrets whose reconstruction has already been invoked.

The oracles whose behavior is identical to the PAVSS environment are omitted. In particular,
Og, Opuffer(add, -), and Opyfrer(see) behave as described above.

Define the one-shot adaptive secrecy advantage of A as
Adv () = ‘2 Pr [ij‘semcy()\) = 1] — 1‘ .
The PAVSS scheme satisfies one-shot adaptive secrecy if there exists a PPT simulator Sim such

that, for every PPT adversary A making at most one batch-corruption query for at most f parties,
there exists a negligible function v(-) satisfying

Advo T (N) < w().

5 A Two-Dimensional Linear Code Commitment

We start with formally defining a 2D bounded-encoder linear code commitment scheme in Sec-
tion 5.1 before presenting our construction in Section 5.2.
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Game Gi‘s—secrecy()\)
b+s{0,1}
NF = [k]
S+ (L,...,1)
Cbatch — Q)
Trec < 0
Qinit <— Oa Qbatch <— 0
if b=0, run (crs, 75) <5 Sim(l/\)
if b= 1, run crs < Setup(1*)
b s A°(1* crs), where
O = {Ogufrer(add, -), Opufrer (se€€),
O*, Obatch7 Oinit7 OS}
return (V' =b)

If ginic = 1, return L
Ginit < 1

Sa+— saVae{0,...,0—1}
If b =1, add S to the dealer’s
state.
If b =0 and gpatech = 1:
ifle Cbatch,
add S to statesim;
otherwise, add {S;}je
to statesim.

O*(h)
Run delivery of the h-th
buffered message:
if b =0, run Sim(7s, h);
if b=1, run
Obufrer (deliver, h).

Obatch (C, Qr)
If gateh = 1, return L.
fCZNForlC|l>f,
return L.
If Qr € NF\C) x T,
return L.
Qbatch < 1 ; Cbatch «~C
Tree — {j €T :
34, (i,5) € Qr}
If b =0 and gnit = 1:
if 1 € C, add S to statesjm;
otherwise, add {S;} e
to statesim.
If b = 0, obtain {view; };cc jointly
from Sim(rs, batch,C, Qr).
If b = 1, obtain the actual
{view; }icc.
NF +« NF\C
For every (i,j) € Qr:
readyR,; ; < true;
if finishedS; = true,
start Reconstruct(j)
for party 1.
Return {view; }icc.

Fig. 1. The one-shot adaptive secrecy game for a packed asynchronous verifiable secret sharing scheme. The adversary

submits all corruption and reconstruction queries in a single call to Opatch.
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5.1 Definition

We first define bounded-encoder linear codes, a special type of linear codes that we rely on in our
construction.

Definition 7 (Bounded-Encoder Linear Code). Let k,d,t. € N with d < t. < k, and let
L > 1. A bounded-encoder linear code with block length k, dimension d, reconstruction threshold
te, and encoder bound L is given by an integer encoder matriz Geode € ZF*% whose rows have ¢ -
norm at most L, such that for every I C [k] with |I| > t. there is an efficiently computable decoder

matriz D(I) € nglf\ satisfying

D(I)(Geode)r = Iqg  over Fy. (14)

The encoding of a message x € Fg 1S Geode. We require L to be polynomial in k. Note that no bound
is required on the entries of the decoder matrices. The encoder may be sampled by a randomized
setup algorithm Setup, in which case the decoding guarantee is required to hold simultaneously for
all I C [k] with |I| > t., except with negligible probability over the setup randomness.

Notation. Let A be the security parameter, let F, be a finite field, and let & be the number of
parties. Fix matrix dimensions 7, ¢, a packing parameter £ > 1, and a corruption bound f.

The CRS specifies two bounded-encoder linear codes with encoding matrices Gode € F’;” and
H e € F’q”c. We write giT and hl-T for their respective i-th rows. The component codes have
reconstruction thresholds t& and tf: for every I,J C [k] with |[I| > t$ and |J| > t, there are
efficient decoding maps satisfying

Do(I)Gr=1,, Dy(J)H;=1. overF,. (15)

The CRS additionally specifies packing vectors by € Fy, and ay,...,a; € Fg. To use one
evaluation interface for both codeword entries and packing-related values, we define gg = by and
hi_y = a; for all t € [¢]. Thus hg = a1, h_1 = ay, and h;_y = ay. Define the index domains

I={0}Ulk], J={1—-¢(...,00U[k], D=IxJ.

For M € F*¢ and (i,7) € D, write valy(4,7) = g; Mh;. In particular, the restriction to [k]? is
the encoded array GcodeMHcTode, and valy (0,1 — t) = b] Ma, are the masks for all ¢ € [{].
A 2D bounded-encoder linear code commitment scheme 2DECCom consists of the following PPT

algorithms.

— Setup(1M, k,r, ¢, 4, f ) — crs outputs the public parameters including the code description.

— Commit(crs, M) — (com,st) takes an arbitrary matrix M € F;*¢ and outputs a commitment
com and a commitment state st.

— Eval(crs, M, st, (i, 7)) — (y, m) takes (i,7) € D and outputs y = valy/ (7, j) together with a proof

.

Verify(crs, com, (i, 7),y, ) — {0, 1} verifies a claimed value and opening proof for (i, j) € D.

— GetProofs(crs, com, dir, {, P, V') returns target openings or L, in one of the following directions:

e If dir = row, then ( =i € [k] and

P={G,ypm):jedy, TSk, I =t
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The source tuples refer to points (7, j). For a target set V' C 7, the algorithm returns

{(j,’yj”ﬂ-j’) :j, € V})

where the tuple indexed by j’ refers to (i, ;). Thus, target columns may include packing
indices 1 — ¢, ...,0.
e If dir = col, then ( = j € [k] and

P={(i,yi,m):iel}, ICI[k], |I|>1tC.
For a target set V' C 7, the algorithm returns

{1y, 7)) i € V],

where the tuple indexed by i’ refers to (i, j). Thus the target rows may include index 0.

In both directions, source positions must be distinct and every source point must lie in [k]2.

For compact notation, we define pt,,, (4,7) = (4,7) and pt(7,7) = (7, 7). and tow = 2, teo) =
t¢. An input (dir,,P, V) is admissible if it satisfies the corresponding direction, source-domain,
source-count, and target-domain requirements above.

Full-opening relation. The scheme specifies an efficiently decidable full-opening relation
Ropen(crs, com, M, st) € {0,1}.

A tuple (M, st) is a valid full opening of com only if it satisfies the relation above. Honest outputs
of Commit(crs, M) satisfy this relation, except with negligible probability. We write

com = Commit(crs, M;st) <=  Ropen(crs,com, M, st) = 1.

A 2D bounded-encoder linear code commitment scheme 2DECCom must satisfy the following
properties.

Correctness. Honest evaluation proofs and proofs interpolated from honest source opening proofs
must pass verification.

Definition 8 (Correctness). For every crs < Setup(1*, k,7, ¢, ¢, f), every M € g€, consider
(com, st) < Commit(crs, M). For every (i,j) € D, if (y,m) <= Eval(crs, M, st, (i, 7)), then

y =valy(i,5) N Verify(crs,com, (i,7),y,m) =1 A Ropen(crs,com, M, st) =1

except with negligible probability.

Moreover, let (dir,(,P,V) be any admissible input whose source tuples are generated by Eval
using the same (M ,st). Except with negligible probability, GetProofs(crs,com,dir,(, P, V) returns
exactly one tuple (v,yy,m) for every v € V, satisfying y, = vaIM(ptdir(C,’y)) and

Verify (CI’S, com, ptdir(Cv 7)7 Yvys 7T'y) =1

Probabilities are over the randommness of setup, commitment generation, evaluation, and proof re-
construction.
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Computational Proof Canonicality. We require that it is hard for any PPT adversary to come
up with two valid opening proofs for the same point and value.

Definition 9 (Computational proof canonicality). A two-dimensional commitment scheme
satisfies computational proof canonicality if, for every admissible polynomially bounded choice of
parameters (k,r,c,l, f) and every PPT adversary A, consider the experiment

crs < Setup(1*, k, 7, ¢, £, ), (com, (i,7),y,m, ') < A(crs).
The following probability, over this experiment, is negligible in A:

AdV5BECCom.A(N)
(i,j) €D, yelF, =m#*n,
:= Pr | Verify(crs, com, (i, j),y,m) = 1,
Verify(crs, com, (i, j),y, 7') =1

Evaluation binding. It must be computationally infeasible to open the same commitment to two
different values at the same point.

Definition 10 (Evaluation binding). A commitment scheme 2DECCom satisfies evaluation
binding if for every PPT adversary A, the following advantage is negligible in \:

(,5) €D Ay # y'A (k,r e, 0, f) «5 A1)
Pr | Verify(crs,com, (i, 7),y, ) = 1A : crs < Setup(1*, k, r, ¢, £, f)
Verify(crs, com, (4, j), y', ') =1 (com, (i, 7). (y, ), (v, 7)) <= A(crs)

Proof interpolation. We require that proof reconstruction via GetProofs must succeed even when
the source openings are adversarially generated.

Definition 11 (Proof interpolation). A commitment scheme 2DECCom satisfies proof inter-
polation, if for every PPT adversary A, sample

Crs <$ Setup(l’\, k,r,c.t, f)

and let
(com, dir,(, P, V) <5 Alcrs).

Write
P={(v,yy.my) 1y €T}

The probability of the following is negligible in X:

1. (dir, ¢, P, V) is admissible. In particular, ¢ € [k], I" C [k], |I'| > tgir, and the source positions
are distinct;
2. every source opening verifies:

Verify(crs, com, ptdir(<7 7)7 Yy, 7'('7) =1 (fy € F)7
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3. GetProofs(crs,com, dir,(, P, V') returns L, fails to return exactly one tuple at every requested
target, returns a target tuple (v, yy, ™) such that

Verify (crs, com, pty; (¢, V'), Y/, Ty ) = 0,

or returns a target tuple whose value is not the linear decoding of the source values, that is,
Yy F h:,r/DH(F)(yw)yeF for dir = row and y, # g:yr,D(;<F>(y7)ny]“ for dir = col.

One-shot adaptive simulation hiding. We require the commitment scheme to satisfy a hiding
property that we call one-shot adaptive simulation hiding. In particular, there must exist a simulator
that can produce a commitment without knowing anything about the matrix. Moreover, it must
be able to produce valid opening proofs for an adversarially-chosen subset of points.
We define some notation before presenting the formal definition. For s = (s1,...,8¢) € Fg,
define
h(M) = (valar(0,1 1)), crq = (bg May)eyg, = =s+h(M).

Note that the pads belong to the sharing layer and are not part of the commitment.
For any J C [k] and T C [{], let J = [k] \ J and Ap = [ai)ter. We define a linear map L7 as
follows:
Lir(M)=(G;M, MH;, G;MAY). (16)

The adversary is allowed to query the above linear map for any J,T. Looking ahead, the set J will
denote the set of parties the adversary corrupts in the AVSS scheme, and T will denote the secret
values that the adversary will query reconstruction for. Hence, the above linear map captures all
the scalar information that the adversary will receive in response to its query. We refer to this map
as the leakage map corresponding to J,T. We also define:

QJ,T = ((i7j))i€J’ FE[K] || ((iaj))ie[k}, jeJH ((17 1 - t))iej, teT”’

where || denotes concatenation. Define BatchEval(crs, M, st, J,T') as the algorithm that, for each
(,7) in Qyr, runs
(yi,j, mij) < Eval(crs, M, st, (7, 7))

and returns the list I7 of resulting proofs. The scalar values authenticated by these proofs are equal
to ;CJ’T(M).

Definition 12 (One-shot adaptive simulation hiding). A 2D bounded-encoder linear code
commitment scheme is one-shot adaptively simulation hiding for (f, ) if there exist PPT algorithms

SimSetup(1*, k, 7, ¢, ¢, f

SimCommit(crs, Teim

) — (crs, Tsim)»

) — (com,w),
) —st’ or L,

SimBatch(crs, 74im, com,w, z, J, T, E) — II' or L

SimFull(crs, Tsjm, com, w, M

such that, for every PPT adversary A = (Ag, A1, A2),

Pr [Gﬁf‘f‘h(ﬂ) - 1} —Pr [Gﬁfésh(lk) - 1] j < negl()),
where the experiments are defined in Figure 2.
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Game GY%3"(1%), x € {0,1}
1: if x =1 then crs <s Setup(1*, k, 7, ¢, 2, f)
2: else (crs, Tsim) <5 SimSetup(l/\,kﬂ“, ¢l f)
3: (s,aux) <8 .Ao(crs)
4: if s ¢ F, then return 0
5: M «sF ¢
6: z<+ s+h(M)
7: if x =1 then (com,st) <3 Commit(crs, M)
8: else (com,w) <s$ SimCommit(crs, Tsim)
9: (Q,aux) <s .Ai(crs,com, z, aux)
10: if Q ¢ Qadm then return 0
11: if @Q = Full then
12 E+ M
13: if x=1 then II < st
14 : else IT «<s SimFull(crs, 7sim, com, w, M)
15: else
16 : parse Q = Batch(J,T)
17: E <« Ljr(M)
18 : if x =1 then II +s BatchEval(crs, M, st, J,T)
19 : else I +s SimBatch(crs, Tsim, com,w, z, J, T, F)
20: return As(crs,com, z,Q, E, I, aux)

Fig. 2. The one-query one-shot adaptive simulation-hiding experiment for a 2D bounded-encoder linear code com-
mitment scheme. The case x = 1 is real and x = 0 is simulated.

The adversary is allowed to make exactly one query, and it must belong to the admissible set
defined below:

Qadm = {Full} U {Batch(J,T): JC [k], |J| < f, TC[f], |T| <l—1}.

For a full query, SimFull receives the actual matriz M and simulates the commitment state. For
a batch query, SimBatch receives the public pads, the chosen index sets, and the leaked values
corresponding to J,T i.e. E = L (M), together with its setup and commitment state. It simulates
the entire joint proof response.

Remark 1. Note that we call the above primitive a 2D bounded-encoder linear code commitment
scheme since we will only need to commat with respect to 2D bounded-encoder linear codes. But, our
definition applies more generally to a commitment scheme for any two dimensional linear code.

5.2 Our Construction

5.2.1 Component codes and notation We instantiate the definition of 2DECCom over F,,
for an odd prime ¢, using the integer-lattice version of PowerBASIS from the preliminaries. Thus
M € F*¢, whereas the coefficient openings belong to Z™.
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Write
r = Rgk + O(1), c=Ryk+ 0O(1),

t& =[0k], = [7"k].

Here Rg, Ry are the two constant rates, and TCG , TCH are the reconstruction fractions for the two
component codes. The last line holds over F, whenever |I| > t& and |J| > tZ. Let ccode bound
failure of either instance.

We number coefficients by 0 < a < 7, 0 < b < ¢, and parties by i € [k]. Recall that gy = by
and hg = ay,...,h1_y = ay are the vectors that will be used to mask the secrets. In particular, the
t-th mask is hy(M) = valps(0,1 — t) = bj May. As in the definition, the sharing layer publishes
z = 8+ (hi(M)),c[q; these pads are not part of the commitment.

Every code or mask coefficient is used as an integer on opening vectors and is reduced modulo ¢
on values. For a vector x € F", we write lift(x) € Z™ for its entrywise centered integer representative
in (—q/2,q/2]™; the decoder matrices act over Iy, and lift returns the resulting proof vectors to
7. Define

(17)

Lo = max{1,max |lg;|l:}, Lz = max{l, max|h;},
iclk] JE[K]
Lz = max{l,max|gilh}, Ly = max{l»ljne? [hjll1}, (18)
B(i, j) = ||gill1[[P;]]18s, Bmax = L1 Ly fs.

By Definition 7, Lg, Ly are polynomial in k.

5.2.2 Construction Let n > 2 be the syndrome dimension, let m be the opening dimension,
and write d; = n[log, ¢| for the number of columns of G € FZ’Xd"’ . Set

K,=W™* (0<a<r),
B, = [diag(A,WA,...,W'A4)| -1, ® G|, (19)
G.=1I1,%G.

Here B, has rn rows and rm + d; columns. We use one PowerBASIS commitment ¢; for each
column of M. We will use a NIZK argument of knowledge th\’l'f for the following relation:

R = { (A, W, (0)i2): (Sap)osa<r) : [8asll < By and
0<b<ec (20)
AsSap = (W_acb)* for every a, b}.

The commitment additionally contains a NIZK proof of knowledge for the above relation. We denote
the public statement by xws = (A, W, (¢p)p<c), where A, consists of the last n — 1 rows of A. We
also define the public linear combinations

K(u)=> uK,  cv)=> ua, (21)

a<r b<c

The coefficient bound and sampling widths are specified in Section 6.2.2; in particular, 2B < ¢
and Bpg > 2Bnax where Opg is the norm bound for our PowerBASIS assumption.
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Setup(lk,k:,r7 ¢l f):

1. Sample
Geode <8 LCG.Setup(lk,r)7 Hpge <3 LCH.Setup(lk7 c).

2. Sample by «s {0,...,D — 1}" and for all ¢ € [{], sample a; <=5 {0,...,D — 1}°. Set crscode =
(Gcode7 Hcod57 b07 {az}[l])

3. Sample (A, R) < TrapGen(1*,n,m,q) and W <=s GL,(F,), with AR = G. Form B,, G, as in (19). For
a <r,set

o diag(Ro, ey Rr71)

R,=RG 'K.G), R
( ) Od, xrd,

Re-randomize the trapdoor by sampling: T, <$ SamplePre(B,, R, G,, 00)-
4. Sample crsus <3 wa.Setup(lA). Publish

crs = (Crscode, A, W, T, crsug).

Fig. 3. The Setup algorithm for our 2D bounded-encoder linear code commitment scheme Basis2DLCCom.

The full-opening relation. The state is the coefficient array st = (8g)q<rb<c. We define the
opening relation as follows:

Ropen(crs,com, M ,st) =1
<= Ils.Verify(crsys, Xwf, Twf) = 1 and

(22)
{Asab + Myer = Kyep  (mod q),

for every a < r,b < c.
[sabll2 < Bs ’

5.2.3 Correctness and security

Remark 2 (Instantiating the well-formedness proof). The relation is a batch of O(k?) SIS-type
relations as described in (22): the witness consists of rc short vectors s,, € Z" with A,Sq =
(Kqcp)« (mod q), where (-), drops the first coordinate. This is the standard relation targeted
by many lattice-based zero-knowledge proofs of knowledge of short preimages [BLNS20, ACK21,
BCS21, NS22, ACL*™22, BCS23, BS23]. In more detail, we need the following three properties
for the NIZK: (i) knowledge soundness for some norm bound /3, > (s on the extracted vectors
(we discuss this below); (ii) zero-knowledge, which SimCommit uses to simulate ¢ for uniformly
random commitment vectors; and (iii) a proof length L, = O(k), up to factors polynomial in
A, so that sharing costs O(k?) words. A rewinding extractor suffices, and the argument may be
obtained from an interactive protocol by the Fiat—Shamir transform in the random oracle model.
A natural candidate satisfying these requirements is LaBRADOR [BS23]. Its principal relation
is knowledge of short vectors over R, = Z4[X]/(X" + 1) satisfying dot-product constraints, its
proof size is polylogarithmic in the witness size (concretely tens of kilobytes) and independent of
rc, and its prover runs in time linear in the witness size, which is O(k?mlogq) here. This gives
Ls = poly(\)polylog(k), well within the budget. To use it, one could instantiate PowerBASIS over
a module lattice, as in the formulation of [FMN24]: A then has entries in R,, every equation
A, s = (Kacp)« is a module relation, and the requirement that My, is a scalar becomes the linear
constraint that the first coordinate of K,c, — Asgp is a constant polynomial, which LaBRADOR
supports as a constraint on constant coefficients. LaBRADOR itself is not zero-knowledge; as its
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Commit(crs, M ):

1. Require M € F;*¢. For each b < ¢, sample
((Salé)KT) s SamplePre (B, T\, (—M,uW%e1)a<r,0), c, = Gcy.
b

Abort if some ||Sqp]|2 > Bs-
2. Set st = (Sqb)a<rb<c and sample
Twt 8 Il Prove(crswf, Xuf, St).

Return com = ((¢p)p<c, mwr) and st.

Eval(crs, M, st, (4,7)): Require (4,5) € D, and return

Y :giTth € Fy, ™= Znghijab ez™.

a<lr b<c

Verify(crs, com, (4, §), y, ):

1. Output 0 if (¢,5) € D, y ¢ Fy, or w ¢ Z™. Parse com = ((¢)v<c, Twf)-
2. If I Verify(crsue, Xwf, mwf) = 0, return 0.
3. Return 1 iff
Iz < B(,4), A +yer = K(gi)c(h;) (mod q).

Fig. 4. The Commit, Eval and Verify algorithms for our commitment scheme Basis2DLCCom.

authors note, zero-knowledge is obtained by composing it with a zero-knowledge inner proof such as
the framework of [LNP22], where LaBRADOR proves knowledge of an accepting inner transcript,
retaining the polylogarithmic proof size.

Regarding the size of the public parameters, both LNP22 [LNP22] and LaBRADOR [BS23]
admit transparent setup with an O(1)-size CRS in k, representing public randomness by short
seeds and suppressing security-parameter factors. Thus the composed well-formedness proof also
has an O(1)-size CRS.

Lastly, note that many of the proof systems mentioned above only support a relaxed notion of
knowledge soundness, wherein the extracted witnesses may have a larger norm than the original
bound (this is denoted by 3. above). But this can be easily handled by simply replacing (s with /.
in the norm bounds of the verification check, and scaling the modulus ¢ and the norm-bound for
our PowerBASIS assumption accordingly. Essentially, the reductions of Theorems 3 and 4 will now
use the norm bound of the extracted witnesses instead of the original bound.

Theorem 1 (Correctness). Under the parameter conditions in Section 6.2.2 and completeness
of I, the construction satisfies Definition 8.

Proof. Condition on successful code and lattice setup (note that this fails only with negligible
probability). First observe that

AR, = GG (K,G) = K,G.

Therefore Brﬁ = G,, so the public preimage trapdoor has the required target. As per the com-
mitment algorithm, for each a, b,

W“Asab — GEb = — abW“el.
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GetProofs(crs, com, dir, {, P, V):

1. If (dir, {,P, V) is not admissible as in the definition, return L. In particular the source positions are distinct
and every source point is in [k]>. For every source tuple ((,4), yij, 7:;) determined by P and the selected
direction, abort and return L if

Verify(crs, com, (¢, 7), yij, wij) = 0.

2. If dir = row, write ¢ =i € [k] and P = {(j,y;,7;) : j € J}, where |J| > tZ and V C J. Compute, over F,

~

4= Dr(J)(yi)jes, 8 =Du(J)(m) modq)jer.
Output
{(j’,h;ﬁ,lift(gThj/)) il e V}.
3. If dir = col, write ¢ = j € [k] and P = {(i,ys, ;) : i € I}, where |I| >t and V C Z. Compute, over F,,
o= Do(I)(y)ier, T =Dg(I)(w mod q)ier.

Output
{(z”,g;a Iift(f-rgi/)) = V} .

Fig. 5. The GetProofs algorithm for our commitment scheme Basis2DLCCom.

Note that Commit aborts unless every sampled s, has norm at most Gs. By the Gaussian tail
bound (7), applied as in (52), this abort occurs with probability at most 7, which is negligible for
the parameters of Section 6.2.2. Hence, conditioned on Commit not aborting, all s,; have norm at
most fs. Next, multiplying the above equation by K, gives the coefficient equation in (22). Hence,
st is a valid witness for the relation Rfﬁ: By completeness of 11, mws will pass verification. Thus
the full-opening relation holds.

Fix any (4,7) € D. Summing the coeflicient equations with their integer weights g;ohj gives

A+ (g{ Mhj)ey = giahjsKacy
a,b

= (ngK@> (Z hjbcb> = K(gi)c(h;).
a b

(23)

Furthermore
Iellz < |gial gl ISaellz < lgillllBll8s = B(i, 5).
a,b
Hence, an honestly produced opening via the Eval algorithm will pass verification.

For an honest row input for GetProofs, define S; € Z“™ by (Si)p. = (3, GiaSap) |- The
source value column and proof matrix, reduced modulo g, are respectively (Heode) g M Tg; and
(Hcoge) 7(S; mod q). Applying (15) yields & = M "g; and § = S; mod ¢ over F,. For every j' € V,
the target proof satisfies ||S; h;/||2 < B(i,j') < q/2, by the norm bound above and the parameter
condition g > 2By, of Section 6.2.2. Hence Iift(SThj/) = SZThj/ exactly over Z. Consequently, the
resulting values and proofs at every j' € V are exactly the output of Eval(crs, M, st, (i,5’)) (and
hence will pass verification).

Lastly, for a column input to GetProofs, define Tj € Z"™*™ by (T})a« = (3, hjvSap) - The source

A~

lists are (Geode) M hj and (Geode) (T mod ¢). The decoder recovers ¥ = Mhj and T = T; mod ¢
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over Fy, and the same norm bound HTjTngHQ < B(#,j) < q/2 gives Iift(’_ZA“Tg,-/) = TjTgZ-/ exactly, so
the output at every ¢/ € V is exactly equal to its honest evaluation. O

Theorem 2 (Evaluation binding). Under the PowerBASIS assumption at bound Spg > 2Bmax,
the construction satisfies Definition 10.

Proof. We will construct an adversary B that breaks PowerBASIS using an adversary A that
breaks evaluation binding. Given the complete correlated PowerBASIS public tuple (A, W,T,)
from the PowerBASIS challenger, the reduction B samples the code parameters and honest T,
CRS, and runs the binding adversary. This exactly matches the distribution of the public setup
of the construction. Say A outputs (i, j) with two accepting pairs (y,w) and (v, w’). We subtract
their verification equations:

Ar—n')=(y' —y)er (modgq), Ai(m—7')=0 (modq).

Since y # ¢/, the vector & = w — o’ is nonzero modulo ¢. Also ||z|2 < |72 + ||7']]2 < 2B(i,5) <
2Bnax < Ppe. Thus, every winning output gives a valid PowerBASIS solution, and B’s success
probability equals the adversary’s winning probability. O

Theorem 3 (Computational proof canonicality of Basis2DLCCom). Suppose
2Bmax < g, ﬂPB > 2BmaX7

and assume the PowerBASIS assumption for bound Opg. Then, Basis2DLCCom satisfies Defini-
tion 9. More precisely, for every PPT adversary A there is a PPT PowerBASIS adversary B such
that

can powerbasis
AdvEsis2pLcCom, A(A) < Advig 1 (A).

Proof. The reduction B receives the complete PowerBASIS tuple, which consists of A, W, T., and
the associated structured matrix. It independently samples the component codes, packing vectors,
and the CRS for Il,s, and gives the resulting Basis2DLCCom CRS to A. This is statistically close
to a real CRS.

Suppose A outputs a winning tuple (com, (i, 7),y, 7, 7). Write C' = (¢p)p<. for the vector part
of the commitment, and recall c¢(h;) = >, __hjpcy. The two accepting verification equations are

Am +yer = K(gi)c(h;) (modq),  An'+yer = K(gi)c(h;) (mod gq).
Subtracting gives
A —7') =0 (mod q).

Consequently, for © := 7 — 7/,
Az =0 (mOd Q)7 Hw”Q < ||7TH2 + HﬂJHQ < 2B(Z7]) < 2Bmax < BpB,

where A, denotes the last n — 1 rows of A, which form the underlying PowerBASIS instance.
Since the two proof vectors are different,  # 0 as an integer vector. Moreover, ||z||2 < 2Bpax <
q. If * were zero modulo ¢, some nonzero coordinate would have absolute value at least ¢, con-
tradicting this norm bound. Thus @ is also nonzero modulo ¢q. The reduction simply outputs «,
which solves its PowerBASIS instance. Hence, every winning output of A therefore gives a valid
PowerBASIS solution. a
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Theorem 4 (Proof interpolation). Suppose that Il is knowledge sound for the well-formedness
relation of the construction and admits a PPT extractor. Then, for every PPT adversary A, there
exists a PPT adversary B such that

Pr[Badproof-int (A)] < Advporerbasis (\) + negl()), (24)

Bqun_lvm7T72Bmax ;00

where Badproof-int(A) is the event that A outputs a commitment and source openings satisfying all
preconditions of GetProofs, every source opening verifies, and some opening returned by GetProofs
does not verify or carries a value other than the linear decoding of the source values.

Consequently, the 2D bounded-encoder linear code commitment satisfies proof interpolation in
both directions if PowerBASIS, 1 m r2Bmax.00 HOldS.

Proof. The reduction B receives a PowerBASIS instance

al

(A*vA*a WaBraTT)a A" = |:A*

nxXm
] ez,
It sets A < A* and uses the supplied structured matrix B, and public trapdoor T} in the commit-
ment setup. It computes the coefficient matrices K, a € [r] from W exactly as in the construction.
It generates the code parameters according to the honest setup algorithm and runs

(CrSwf, Text) <5 Iyt ExtSetup(1*).

It gives the resulting crs to A. By the extraction-setup indistinguishability guarantee and the
distribution of the PowerBASIS instance, this CRS is computationally indistinguishable from an
honest CRS.

The adversary outputs a commitment com and the data for a GetProofs invocation: its direction,
source indices, source values and proofs, and target indices. The reduction checks all preconditions
and runs GetProofs. It aborts if a precondition fails, if any source opening fails verification, or if
every returned opening verifies. Thus, every remaining execution has at least one invalid target
opening and a nonempty collection of accepting source openings.

Parse

com = ((€b)befd) Twf )

and let z,s denote the well-formedness statement checked by Verify for this commitment and these
public parameters. Since every source opening verifies and the source collection is nonempty;,

wa.Verify(crst, Twf, 7wa) =1.
The reduction invokes the well-formedness extractor directly:
(327b)a€[r}, be[c] €3 wa-EXt(Texta Lwfy 7wa>'

By knowledge soundness for the coefficient-opening relation, except with negligible probability, the
extracted vectors satisfy

Sap L™, lsapll < Bs, Awsyy = (Kacy)s (a€r], beld). (25)

Here, (-), denotes the final n — 1 coordinates, and matrix equations involving A or A, are over Z,.
The reduction checks these conditions and aborts if they fail. In what follows, condition on the fact
that they hold.
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Define a coefficient matrix M* € Z;*“ by
* . *
ab = (Kacb — Asa,b)1~

Equation (25) says that all remaining coordinates of this difference vanish. Therefore

Asy,+ Myjer = Koey (a€[r], beld). (26)
Together with the norm bounds, these equations show that st* = (s;’b)a,b satisfies Ropen for
(com, M™).
Next, for every (i,j) € D, define the canonical value and proof
F*(i,j) =g M*h;, 7 (i,5) =Y > giahjpsis (27)
a€lr] be[c]

Multiplying (26) by g;.h;p and summing over a, b gives
An*(i,j) + F*(i, j)er = K(gi)e(h;). (28)

Moreover, the vectors g; and h; have integer entries, so

I < DY Lgial 1ol 1854l
a€lr] be[c] (29)

< Hngth]Hlﬁs < B(Zvj) < Brax-

Thus these canonical pairs satisfy the verification equation and the norm check at every permitted
index pair.

We next show that any accepting source opening that differs from its canonical pair yields a
solution to the PowerBASIS instance. Consider a source tuple (i, j,y, 7w) with

Verify(crs, com, (i, 7),y,m) = 1.

Acceptance implies
Arn +yer = K(gi)e(h;), || < B(,j). (30)

Set
zi=mw—w(i,5) € Z™.

Subtracting (28) from (30) yields
Az = (F*(i,j) —y)es, A,z=0. (31)

By (29),
12l < [l + [l (@, )| < 2B(i, j) < 2Bmax-

If (y,m) # (F*(i,5), 7 (i,7)), then z # 0. Indeed, z = 0 would imply equality of the two proofs
and, by the first equation in (31), also y = F*(i, 7). Consequently, from any noncanonical accepting
source, the reduction outputs a vector satisfying

0£zecZ™, |z|l < 2Bmax, A,z=0 (mod q),
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which solves its PowerBASIS instance. Hence, we condition the rest of the analysis on all accepting
source openings being equal to the canonical pair obtained from the extraction.

The values returned by GetProofs are the linear decodings of the source values by construc-
tion (Figure 5), so the value clause of Definition 11 never fails. It remains to prove that if every
source opening is canonical, then every opening returned by GetProofs verifies. We consider the two
directions separately.

Case 1: interpolation in the first (G, or X ) direction. Consider an index j € Zpy for which
GetProofs is called. Let I C [k] be its source set, and write the accepting source pairs as (y;, ;)icr-
By the above analysis,

yi=g, M*hj,  mi=>_ > giahjpss, (i€l (32)
a€lr] be[c]

For a requested target i’ € Zg, define the row vector
(Ni)ier =gy Da(I).

Equation (15) gives the identity

> Xigi =gy (mod g). (33)
el

Since GetProofs decodes with D¢ (I) and evaluates the decoded vectors at g, its returned value
and proof are
y = Z \ilis ' = lift (Z Aim; mod q).
i€l i€l

Using (32) and (33), we obtain

T

iel
Z )\iﬂi = Z Z (Z )\igi,a) hj,bSZ,b (34)
= a€[r] be[c] \i€l
= 5% guahysst, = w(05) (mod g).
a€lr] be(]

The congruence holds modulo ¢ because the decoder identity (33) holds over F,. Since ||7*(i’, j)|| <
B(i',7) < q/2 by (29) and the parameter condition g > 2By of Section 6.2.2, the centered integer
representative of the right-hand side is w* (¢, j) itself, and therefore «’ = 7w*(i’, j) over Z™. Hence
(28) and (29) give

Ar' +y/er = K(gy)e(h;),  |I='|| < B(,j).

The commitment contains the same accepting well-formedness proof. Therefore
Verify(crs, com, (', 7),9/, ') = 1.

This holds for every requested 7' and every fixed second index in the batch.
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Case 2: interpolation in the second (H, or Y ) direction. Fix any first index i € Zg for the
GetProofs invocation. Let J C [k] be its source set, and write the accepting source pairs as
(yj,™;)jes. By the above analysis,

=g/ M*h;,  m=> Y giahissh, (G €J). (35)
a€lr] be[c]
For a requested target j' € Zy, define
(1j)jes == h; Dg(J).

Equation (15) implies, over Fy,
> wihj=hj  (mod q). (36)
JjEJ
The value and proof returned by GetProofs are
= Zujyj, 7’ = lift (Z p 7 mod q).
Jj€J Jj€J

Consequently,

y/:gi—rM* Zﬂjh’] =g; M*h’ F*(imj/))

JjeJ
37
ZNJ"J Zzgza Zuj ib | Shp (37)
Jjed a€lr] bele jeJ
=2 Zgi,a i1 bSap =7 (i,5")  (mod q).

a€lr] belc]

Again, the congruence holds modulo ¢, and since |7* (i, j')|| < B(i, ') < ¢/2, the centered integer
representative of the right-hand side is 7*(4, j'), so #’ = 7* (4, j') over Z™. The canonical equation,
the bound ||#’|| < B(i,j’), and the same accepting well-formedness proof imply

Verify(crs, com, (i,5'),y', 7)) = 1.

This holds for every requested j' and every fixed first index in the batch.

Thus, in either direction, successful extraction from the well-formedness proof together with
canonical source openings (based on the PowerBASIS assumption) force every target opening to
verify. In particular, on an execution with an invalid target proof and successful extraction, at least
one source must be noncanonical, and the reduction outputs a PowerBASIS solution as above.
Therefore, in the experiment using the extraction CRS,

Pr[Badproof-int(A)] < Pr[B solves its PowerBASIS instance]

+ Pr[an accepting well-formedness proof fails extraction].

Knowledge soundness makes the second term negligible. This proves the theorem.
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Theorem 5 (One-shot adaptive simulation hiding). Under the parameters specified in Sec-
tion 6.2.2, and in particular 0 < € < 1/4 and o > Kpigne(A) (where Kniqg = BgBry/rc), if Iy is
zero-knowledge, then the commitment scheme Basis2DLCCom satisfies Definition 12. Namely, for
any adversary, its distinguishing advantage is at most
2(c+4)e
€zk T Ecode T Emask + (1—8) +27+ (C + 7"0) Esamp- (38)
Here e, is the advantage for replacing the argument setup and proof by their simulated versions,
and

1+52,m

T=rc
—€
bounds the probability that one of the rc coefficient openings sampled by Commit, or by the simulator,
exceeds its norm bound Bs. Moreover, €code and Emask bound the failure of the code and mask setup
(Lemma 1), and esamp is the statistical error of one SamplePre call; Commit makes ¢ such calls and
the simulator makes rc. With the parameters in Section 6.2.2, this advantage is negligible in A.

Before proving the theorem, we state and prove some helper lemmas.
The following lemma generalizes [ANP23, Claim 4.1] to our two-dimensional setting.

Lemma 1 (Short packing directions). Fiz the two integer encoder matrices (Geode, Heode)-
Sample every coordinate of bg,aq,...,a; independently and uniformly from {0,...,D — 1}, with
2< D <gq. Let Bg,By > 1 be integers with ¢ > 2max{Bg, By}, and set

No— Bat1)
¢~ (@BoLe + )T
(Bu +1)°
NH = —17
(2ByLy +1)f (2Bge(D — 1) + 1) (39)
UNygs
Ny = () < 2k,

Here Lg, Ly denote the max row norm for Geode, Heode Tespectively (as defined in (18)). Assume
Ng,Ng > 1 and 0 < f < k. Ezcept with probability at most

Eraee = min {1, Ny (D—logq Ne 4 pp~log, NH)} , (40)

the following statements hold simultaneously for every J C [k] with |J| < f and every t € [{]: there
evist uy € Z" and vy, € Z° with

(Geode) Jug =0, byuys #0 (mod g), |luslle < Ba,
code)JUJt = U, a; Uyt mod q), ||Vjt|lco > DH,
(Hecode) 0 fv5e#0 (modq), [vsle <B (41)
a,vi;=0 (Yu#t).

All zero equalities hold over Z. In particular, the matriz Uy = quIt satisfies || vec(Ujyy)|l2 <
Khid = Bc;BH\/TC.
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Proof. Count short kernel vectors. Consider any integer matrix P € Z!%*? whose i-th row has

¢1-norm at most e;. For an integer B > 1, the i-th coordinate of Pz, for x € {0,..., B}%, lies in
[~Be;, Be;]. Thus, this map has at most [['°,(2Be; + 1) outputs. Some output has at least
B+1)¢
NP, B) = P+

12, (2Be; +1)

preimages. Subtracting a fixed preimage from every other one produces at least N (P, B)—1 distinct
nonzero vectors in

V={veZ!: |v]|ew<B, Pu=0, v+#0}.
This generalizes the pigeonhole step of [ANP23]’s Claim 4.1.

Choose independent directions. Suppose ¢ > 2B. Reduction modulo ¢ is injective on [—B, B]d,
and no nonzero vector in this box reduces to zero. Choose a maximal set vy, ..., vy € V independent
over F,. Its span contains every vector of ¥V modulo ¢, so

¢"—1>|V|>N(P,B)—1 = h>log,N(P,B).

For an independent @ +$ {0, ..., D —1}%, failure to find a direction with a"v # 0 (mod ¢) implies
a'v; =0 (mod q) for every j € [h]. These are h independent equations. Fix all nonpivot coordinates
of a. The equations uniquely determine the remaining h coordinates over F,. Each required value
has probability at most 1/D, and those coordinates are independent. Hence

Prla’v =0 (mod q) for all v € V] < D™ < D~ logg N(P.B), (42)

(For D = ¢ this becomes 1/N (P, B), as in [ANP23].)
Apply the count to the two packing directions. Fix J. For the outer direction, take P =
(Geode) s, B = Bg, and a = by. Since |J| < f and each row norm is at most Lg, N(P, Bg) > Ng.
Equation (42) then bounds failure by D~ 108 Ne,

For the inner direction of a fixed ¢, first fix all masks except a;, and take

(Hcode)J )
P= . B=nBy.
((av—j)ue[e]\{t} i

The added rows have norm at most ¢(D —1). Thus N (P, By) > Ny, while a; is still independently
uniform. Hence the failure probability is at most D~1°8«V#  The integer kernel conditions are
exactly those in (41).

Lastly, we union bound over the Ny possible sets and the £ inner targets to obtain (40). Finally,

Ivec(usvj)llz = [wsl2llvsellz < Bav/r Brve.

Note that this lemma only proves existence of such vectors, and this will be enough for our proofs
to go through. O

For the rest of the analysis, a good mask setup means that all the conclusions of Lemma 1 hold.

Lemma 2 (Scalar packing privacy). Fiz good codes and masks, a subset J C [k] of size < f,
and T C [{] of size < L. Let Ly be the scalar leakage map in (16). If s,s" € Fg agree on T and
M s F; ¢, then the following distributions are identical:

(s +h(M), Ly (M)) £ (s +h(M), Lsr(M)). (43)
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Moreover, over Fg,
b(—l)— ¢ rowspan((Geode) ),

rank <(}ITC°de)J> = rank((Hcode)s) + £.
(a, )te[z]

(44)

Proof. We prove privacy by fixing the leakage and showing that the remaining masks are jointly
uniform. This is the packed-matrix analogue of the linear-independence argument in [ANP23,
Claim 3.3].

Fix J,T. For each t ¢ T, let

U, = ’U;J’U}:t, k= h(Uy) = (bguj)(a;er7t).
By Lemma 1, k; # 0 (mod ¢), and

(Gcode)JUt = 07 Ut(Hcode):]r = 07

Uwa, =0 (u#t), Lyr(Uy) = 0. (45)

These vanishing identities hold over the integers. Thus U; preserves the leakage £ ;7 and changes
only mask t.
More precisely, for any choice of increments § = (J;)¢¢7, define

B5(X) =X+ by U
t¢T

Each k; is a nonzero scalar modulo ¢, so its inverse is well defined. By linearity,

{ht(X) +0, t¢T,

Lyr(Ps(X)) = Lyr(X), hy(P5(X)) = he(X) teT.

Moreover, @5 is a bijection, with inverse ®_s.
Now fix any leakage value E that is attainable, i.e. there exists some matrix My s.t. L;7(My) =
E. For every t € T, the leakage determines both

(Gcode)JMat and (Gcode)]Mat-

Combining these gives Gode M a;. Full-word decoding recovers M a;, and hence determines hy (M) =
bg M a;. Therefore, conditioning on leakage E fixes all masks indexed by T
For the remaining masks, let d = (d¢)y¢r be any assignment and define

Fepd ={X:Lir(X)=FE, h(X)=d foreveryt¢T}. (46)
Since E is attainable, choose any Xy with £;7(X() = E. Taking
0 = dy — hy(Xo) (teT)

gives @5(X0) € Fg,q. Thus every set in (46) is nonempty.
Furthermore, for any two assignments d, d’, the map

Pa—a:Fed — FEd
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is a bijection, with inverse @4_4 . Hence these sets all have the same cardinality. Since M is uniform,
its conditional distribution given L£;7 (M) = E is uniform on the matrices with leakage E. The
sets Fp g4 partition those matrices into equally sized nonempty sets. Consequently, (hy(M))ygr is
jointly uniform under this conditioning.

Let s,s’ agree on T. Conditioned on leakage F, the pads s; + hy(M) and s, 4+ h(M) agree
for t € T. For t ¢ T, the masks are jointly uniform, so adding either secret vector gives the same
distribution. Thus the conditional scalar views are identically distributed for every attainable F.
The leakage itself depends only on M, so averaging over E gives

(Lyr(M), s+ h(M)) < (Lyr(M), s +h(M)).

This proves (43).

It remains to prove the rank assertions over F,. Every vector in the row span of (Gcode)s has
zero inner product with wy, whereas bj u; # 0 (mod q). Therefore b is outside that row span, so
adjoining it increases the rank by one.

For the inner rank assertion, suppose that

Z ozta;r € mwspan((Hcode)‘])7 o € Fy.
tell)

For each u € [¢], multiply by v,. The short-direction identities give

T T
0= E oy | Uiy = QU gy
tell]

Since aI v, # 0 (mod g), we obtain a,, = 0. Thus all coefficients vanish. The packing rows are
therefore linearly independent modulo the row span of (Heode)s, S0 adjoining them increases the
rank by £, as claimed. a

Let P = rc, and flatten matrices by stacking their rows. Represent the state by § € Z*™,
whose row indexed by (a,b) is s;—b. Thus applying an integer matrix Ly € Z*F to the state means
S — LyS, applying the same combinations to all m columns. On the flattened state this is Lo® I,,.

Put A = AqL(A). For fixed C = (¢)p<. and M, let

Qcm={8S¢€ ZPX™ o Asg, = Kacp — Mge, (mod q) (a <7,b < o}. (47)

In the flattened representation this is a coset of AP, It imposes only the opening equations; the
norm restriction is imposed separately below. Gaussian weights use the Frobenius norm on S,
equivalently the Euclidean norm of its flattened vector.

The next lemma is the crucial step that allows us to simulate opening proofs for any adversarially-
chosen subset of points.

Lemma 3 (One short direction hides a joint proof projection). Assume A is surjective
over F,. Fiz C,M and M' = M + 6U (mod q), where § € F,, U € Z"*¢, and w = vec(U)
is primitive, meaning that its entries have greatest common divisor 1. Let Ly € Z4*F satisfy
Low = 0 over Z. Independently define

SM 3 DQC’Mp-, SM/ 3 DQQM“U.
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If0 <e <1 and o > ||wl2n:(A), then

2e
_8‘

A(LoSnr, LoSnr) < . (48)

Here, LySpy denotes the opening proofs corresponding to the leakage map Lg. The two distributions

of leakage have the same support, and on that support their probability ratios lie in [k~', k], where
k= ((1+¢)/(1—¢))%. Moreover, let B={S : ||8al2 < Bs Va,b}. Then,
2e
A(Lo(Snr | B), Lo(Sn | B)) < 1—¢ + 27 (49)
where 14+
By =20y/m+A+m@2P), r=Pi— 2 9=,

Proof. The two opening-equation cosets have the same visible support. Choose any xg €
7" with Axy = —de; (mod q), which exists by surjectivity (note &y does not need to be low-norm).
Then

QC,M’ = QQM + 11).’136r (50)

Indeed, adding U,y to the coefficient opening at position (a, b) changes its syndrome by —0Ueq,
as required for M'; subtraction gives the reverse inclusion. Moreover, the leakage is unchanged
because Lo(wz] ) = (Low)x] = 0. (Note that this translation may not satisfy the norm bound or
preserve individual Gaussian probabilities but that is okay.)

Expose the component perpendicular to the hidden direction. Let
Uy = {wy" : y e R™} C REX™,
Let Z be the orthogonal projection of S onto U;;. Explicitly,

+ w'S

= —, Z=S—-wy'.
[wll3

Yy
Observe that LS is determined completely by this projection: LyS = LoZ, since Low = 0. Hence
it suffices to compare the statistical distance between Z.

Now observe that the translation in Equation (50) modifies S to S + wx], hence, their
projections onto L[j are equal. In other words, both sets f2c pr and f2¢ g have the same set
Z of possible projections. Additionally, write S = (s1,...,8p) in integer coordinates and set
d= w3 = F_, w?. Tts projection Z has blocks

Wy P
Zi = 8; — - E WtSt.
d
t=1

Since d is a positive integer, every coordinate of Z is an integer multiple of 1/d. Thus Z lies on a
fixed grid and is discrete.

Identify all hidden completions of a fixed projection. For any Z = Zy € Z, choose any
So € ¢ p with that projection. Then, Sy = Zy + capr(Zy), with epr(Zo) € Uyy. Next, for any S
to have the same projection as Sy, we must have:
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— A(S — Sy) = 0, since both S, Sy are in ¢ pr. Formally, § — Sy € A®Y where
A={xe€Z™: Ax = 0 mod ¢}
— 8§ — S must be in Uy, since S — wy] = Zo =S —wy' for y,,y' as defined above.
Hence, we can write the entire set of S values that project to Zy as follows:
Zo+em(Zo)+ T,  I'=A%" 0y,
We claim I' = {wz " : & € A}. To see why, every vector in U, has the form
wRyYy=(wy,...,wpyY), y € R™.

For this vector to also belong to A% we need w;y € A for every i € [P].
Since w is primitive, its entries have gcd 1 (Note that, even if w were not primitive, we can
take the ged g of all entries in w, and replace ¢ by ¢ - g). Hence there exist integers by, ..., bp such

that
P
i=1
Consequently,
P
> bi(wiy) =y € 4,
i=1
because a lattice is closed under integer linear combinations.
Conversely, if y € A, then w;y € A for every i € [P], since each w; is an integer. Therefore,
F=2%" Nty =we A

Crucially, this means that the lattice of allowed hidden differences is the same for both matrices.
Changing M to M’ only changes the shift epr(Zy) to epg(Zp).

Sum Gaussian weights over the hidden completions. Now, let us try to measure the dis-
tribution of Z when S is sampled from a Gaussian distribution over {2c pz. A state S receives
unnormalized Gaussian weight
( 7||S ||2>
exp| —— )
o

To find the weight associated with observing Zj, we sum over all possible states S that project to

Zy: )
<_7THZ() +cen | )

o2

Wm(Zo) = Z exp

Since Zy L Uy, and cpg + v € Uy, Pythagoras gives
1Z0 + ear + 917 = [ Zol* + leas + )12

The factor involving Zj therefore factors out of the sum:

o2

|| Zo||?
Wi (Zy) = exp(— 1Zo] ) polenr + 1)
————

summed weight of hidden terms
weight from the visible component
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Here,

2
(c+ 1) Ze p( 7T||C+VH )

yel’

For the same projection Zj, the first factor is identical under M and M’. Hence, we only need to
compare the second factors to compare the probability mass of Zy under the Gaussian distributions
over 2c ar and 20 .

The map « +— wax ' multiplies lengths by |Jwl]2. Thus I" is a copy of A with every length
multiplied by ||w||2. The smoothing parameter scales by the same factor:

() = [Jwl|27e(A).

Our width assumption ensures o > 7.(I"). The standard smoothing estimate therefore gives, for
every shift ¢ € Uy,

O.m

T detl

(1-e)K <ps(c+1I)<(1+¢)K,

Here, crucially, K depends on neither the matrix M nor the orthogonal projection Zj. Therefore,

g

2
W (Zp) € (1 :tg)KeXp<—7THZ20”> .

The same bounds hold for Wy (Z), even if the corresponding hidden shifts are far apart.

Normalize the weights and recover the actual leakage. Define

9(Zo) W (Zo)
ZZEZ g(Z)’ ZZEZ WM(Z)

where g(Z) = e Here, par(Zy) is the probability that a state S sampled from the gaussian
distribution has projection Zy. Bounding numerator and denominator separately gives

Q(Zo) = Mm(Zo) =

1—5<pM(Z0) < 1—1—5'
14¢ ™ Q(Z()) “1l—e¢

It follows that

Alpm, Q Z|pM Zy) — Q(Zo)| < 1ia'
The same calculation for M’ and the trlangle inequality give (48) for the statistical distance between
the projections. Comparing both ratios through Q gives k™' < par(Zo)/pam(Zo) < k. Finally
LyS = LyZ is a deterministic function — Statistical distance cannot increase under it. Hence, this
proves (48). Similarly, summing the pointwise inequalities over each preimage preserves the ratio
bounds for LyS as well.

Restoring the norm bounds. Let us now see what happens if we condition the distributions
Snr and Sy to have small norms (as is done in the real scheme). For fixed C, M, each coefficient
opening s, is sampled from a shifted-lattice Gaussian D¢, . Since o > 1.(A), applying the
Gaussian tail bound (7) with s = o, and € = ¢ gives, for any 5 > o/m,

14+¢ __

Prlllsa ]|z > B5] < Prlllsap|l2 = o/m] < 3——2 (51)
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SimSetup(1>‘,k:,7'7 ¢, ?, f): Run the code, and lattice steps of Setup, retaining the trapdoor R. Sample
(crswf, Tzk) < wa.SimSetup(l)‘). Return the public CRS and 7sim = (R, 7).

SimCommit(crs, Tsim): Sample ¢; < Fy independently for all b < c. For the same public statement x,f, sample

Twf <38 L. SimProve(crsuf, Tk, Xwf) -

Return com = ((¢p)p<c, mwr) and w = (¢p)p<c-

SampleState(M’): For every a < 7,b < c independently sample

sS4, <% SamplePre(A, R, K,c, — M.e1,0).

Abort if the norm of any vector exceeds ;. Return st’ = (S;b)a,b-
SimFull(crs, Tsim, com, w, M ): Return SampleState(M).

SimBatch(crs, Tsim, com,w, 2, J, T, E):

1. Sample M’ uniformly from the affine space

(X eF*°: Lon(X)=E, h(X)=2 (t¢T)}.

2. Set st’ < SampleState(M’); abort on L. Return BatchEval(crs, M’ st’, J,T).

Fig. 6. The simulator for proving one-shot adaptive simulation hiding of our commitment scheme Basis2DLCCom.

This bound is uniform in the shift ¢,,, and hence in C, M.

Define L+
€
2=, 2
T, (52)

Bs=20y/m+\X+In(2P), T1=P

In particular, 35 > oy/m. For ¢ < 1/4 and m > A+ [logy P], we have 7 < (5/3)27*. A union bound
over the P coefficient openings gives

Pr[Sp ¢ Bl <7

for every C, M, and the same bound holds for Sp;. Conditioning each experiment on B changes
its distribution, and hence its proof projection, by at most 7. Hence, the statistical distance can
only increase by at most 27. This proves the lemma. O

Proof (of Theorem 5). We describe the simulator in Figure 6. We will prove the theorem via a
sequence of hybrids.

Recall that the adversary sends J,T in its batch query. Recall Q ;7 is the ordered query list
corresponding to J,T (including repetitions), as defined in (5.1). Let dg = 2k[J| + (k — |J|)|T.
Define L1 € Z9@*F as the set of vectors (g;@h;) " for each (i,5) in Q7. Let S denote the matrix
whose row indexed by (a,b) is the opening vector s),. Then,

BatchEval(crs, M, st, J,T') is the ordered list of rows of L ;7. (53)
Moreover, for every t ¢ T, there exists U+ as in (45) such that
Ljrvec(Ujt) =0 over Z. (54)

Let Hp denote the real game with x = 1.
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Hybrid H;: Replace the well-formedness proof. We switch Ils to its simulation setup by
running (crsyf, 7k) <$ Ilye.SimSetup(1?). Later on, when committing, we use 7, to simulate a
valid proof for the statement x,s. By zero-knowledge, no adversary can distinguish Hy and H; with
advantage more than e,,. More formally,

|Pr[Hy outputs 1] — Pr[H; outputs 1]| < eg.

Note that the well-formedness proof now depends only on the public commitment vectors.

Hybrid Hs: Apply the Gaussian splitting property. We now replace how the coefficient
opening state S is sampled:

cy <8 F; (0 <b<c)independently, S <$ Dac pr.o C = (ep)o<b<e- (55)

We still simulate the well-formedness proof as in H;. We argue the indistinguishability of H; and
Hs by applying the splitting property (9). For one commitment column, write

B, =[E, | F], E, = diag(A,WA,... W 1A), F.=-1,G.
Since W is invertible, we have
Ay (B,) = A", (56)

Since o > 1 /(2r) (A), the splitting property says that we can replace the column preimage sample
in the real scheme by the following:

Eb 3 Dng,zﬂ cy = GE[;, (57)
Sab <8 D{g:Ax—K.,c,—Muyer},o (0 <a<r), independently.

The statistical error is at most /(1 — &) per column. Further, o > n.(A;(G)) makes G&, within
¢/(1—¢) of uniform. Replacing ¢, by a uniform vector changes the joint distribution of the coefficient
openings also by the same amount. Additionally, by the gaussian tail bound (51), the probability
that any one of the above vectors end up having a large norm is bounded by 7. Hence, the overall
statistical distance is bounded by 2ce/(1 —€) + 7.

Hybrid Hjs: Use SimCommit. We now generate the commitment and its simulation state using
SimCommit as defined in Figure 6, and sample the coefficient opening state only after receiving a
query from the adversary. The challenger still generates the actual sharing matrix M and pads
z=s+h(M) as in Hs.

For a full query, we sample S <8 D, ,, » using the matrix M provided as input and return
S. For a batch query, we first compute the scalar terms E = L7 (M), but we still use all of M to
sample the coefficient openings, from Dg. ,, ,. We then return L ;7S. If there is no query, nothing
needs to be sampled.

It is easy to see that the view of the adversary in Hj is identical to that in Ho: all the distributions
remain the same.

Hybrid H,: Resample the matrix used for a batch proof. We change how we respond to
the batch query. On input the batch query and the scalar values F, we sample a fresh matrix X
uniformly from

Fs(0) ={X € FZXC Lyr(X)=FE, h(X) =2z — s}, (58)
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Here 6 denotes the transcript fixed before the proof vectors are exposed, together with the adver-
sary’s random coins:

0 = (crs, pa, s,com, z,Q) = Batch(J,T), E).

We then sample S <$ Dgc x,0 and return L J7S. The Full query is answered as in H3.

Observe that up until the batch/full query, the adversary only saw crs, which is independent
of the matrix, the commitment, which is also sampled independently of the matrix. It then sees z,
which leaks h(M). Lastly, as input to the batch query, we fixed E as the leakage w.r.t. J, T, i.e.
E = L;7(M). Hence, from the view of the adversary, the matrix M is indeed uniform random
conditioned on L;7(X) = E and h(X) = z — s}. Moreover, after this response, the adversary
receives no further information depending on the original matrix. Hence, the view of the adversary
in this hybrid is actually identically distributed to Hs3. Note that the challenger uses the knowledge
of all the secret values s in this hybrid.

Hybrids Hi") for v = 1,...,¢: Change one secret at a time. We define Hio) = Hy. On a
batch query with sets J, T, we define s®) by

w )0, t¢ T and t <u,
B sy, otherwise.

Relative to H iufl), hybrid H, iu) replaces the matrix sampler for the batch proof by a uniform
sample from

FU9) = {X e F}*: L;7(X) = E, h(X) =2z —s"}. (59)

Note that F(9) = F=1(g) if u € T, and otherwise, the only difference is that the constraint
on h,(X) is changed from z, — s, to z,.

We then sample S <$ Dg, y o and return L;rS. The actual secret input to the game is still
s; the vectors s(*) only specify constraints used by the proof-response sampler. The public pads,
query, and scalar response have the same distribution in all these hybrids. Full queries and the
no-query branch are unchanged.

Fix any u ¢ T and a transcript 6 before the proof response. By Lemma 2, the sets F(“~1(0) and
F (“)(9) are nonempty: their mask constraints agree on 7', and any assignment to the remaining
masks is possible. We now give the correspondence between these two matrix distributions and
bound the resulting change in the proof response.

Let U = ujv}u (where uj, vy, are as defined in Lemma 1). Let g be the ged of its integer
entries, and define Uy = U/g and w = vec(Uyp). Since h,(U) # 0 (mod q), the prime ¢ does not
divide g. Therefore

hu(Up) = g~ 'hu(U) # 0 (mod g).

The vector w is primitive and satisfies ||w|2 < Kpig. Dividing the integer zero identities for U by
g preserves those identities; in particular,

»CJ,T(UO) =0, hi(Up) =0 (t # u), L;7w =0 over Z. (60)

Define
Sgtu—l) - Sgu)

b= T
hu(UO)

Fu(X):=X+6,Up over F,.
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For each X € F(®~1)(4), linearity and (60) imply

Lir(Fu(X)) = E,
h(Fu(X)) =h(X)+ s — s = 2 — ),

(61)

Thus F, maps F*1(6) onto F®) (), with inverse obtained by subtracting d,Up. It is a bijection
and takes a uniform matrix in the first set to a uniform matrix in the second. Note that we only
rely on the existence of u; and v, — we do not actually need to compute these vectors.

For each pair X, F},(X), we apply Lemma 3 in its unbounded Gaussian form, with M = X
M' = F,(X), the primitive direction w, and the proof map S +— L ;7S (equivalently, L;r ® I,
on the vector of rows). We can do so because of (60) and ||w|]2 < Khiq. Consequently, for the
distributions Dx of the batch proof responses,

2e
1—¢’

A(Dx,Dp,(x)) < Odir; ddir = (62)
Summing over all possible values of X (and the corresponding F,(X), and observing that the
hybrids are identical for the full query case, we get that the statistical distance between hybrids
H iu_l) and H iu) is bounded by the same quantity dg;,.

Observe that in hybrid H, y), the challenger’s behavior is identical to the simulator defined in
Figure 6. Adding up all the hybrids, we get the theorem. O

6 Lattice Bingo

We now describe our lattice-based packed AVSS protocol LatBingo. There are k parties Py, ..., Py, at
most f of which are faulty. The Setup algorithm simply runs Basis2DLCCom.Setup with parameters
(k,r,c,?, f), and we assume that all parties have access to the resulting common reference string
crs. The dealer’s inputs so, ..., s, are elements of F, where v+ 1 < /. For a matrix M € F;*“ and
code parameters Geode € ZF*" and Heoge € ZF*¢ in the CRS, we write giT and hiT for their ith
rows. We define a; = gZ-TM € Fy,8: = Mh; € Fj. In particular,

o;h, = g;rﬁu = valps (i, u).

The full encoded array is Gcoqe M H ;de.
decoded column.

Recall that gg = by and h;_y = a; for t € [¢]. We use bS—Mat as the mask for the (¢ — 1)-th
secret:

Each a; is a decoded row of this array, while each 3; is a

s = (s0,...,5,,0,...,0) € F,, h(M) = (bj May) z =8 +h(M).

tell)’

To reconstruct s;, we will reconstruct h;; (M) and subtract it from z;41. For distinct positions
U C [k] and scalar values (yy,)yev, write

DecodeG({(u,yu) cu € U}) = D¢ (U)(Yu)uev,
DecodeH({(u,yu) cu € U}) = Dy (U)(Yu)uev,

where D¢, Dy describe the decoder matrix for codes Geode and Hoqe respectively, for a set of
codeword positions U C [k].
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Algorithms 2 and 3 formally describe sharing, and Algorithm 4 describes reconstruction. The
sharing protocol uses LatBingoDeal, specified in Algorithm 1, as a building block. The protocol uses
reliable broadcast and authenticated, forward-secure private channels. We can rely on existing post-
quantum secure reliable broadcast protocols such as [DXR21]. Here r, ¢, v, ¢ and f are parameters
of the scheme. We discuss how to set these in Section 6.2.2. We prove the security of LatBingo in
Section 6.1 and its efficiency properties in Section 6.2. We additionally show how our protocol also
supports opening a batch of secrets and summing different AVSS instances in Section 6.2.4.

Algorithm 1 LatBingoDeal(so, ..., sy)

1: Require (so,...,8,) € FyTL

2: 8%+ (s0,...,5,,0,...,0) € F..

3: Sample M s Fy*°.

4: (com,st) < Basis2DLCCom.Commit(crs, M).

5: z + s +h(M).

6: for all i € [k] do

7 a; g, M.

8: for all u € [k] do

9: (yB“, ﬂEu) + Basis2DLCCom.Eval(crs, M, st, (i, u)).
10: end for
11: end for
12: Reliably broadcast (“commits”, (com, z)).
13: for all i € [k] do
14: Send privately to P; (“data”, o, {(yEu,wEu)}ue[kQ.
15: end for

Algorithm 2 LatBingoShare;(), part 1 of 2

comi,zi,ai,,@i < J_; IPZX,,PZY,Dz «— 0.
sentRow;, sentColumn;, sentDone; <+ false.
if P; is the dealer with input so, ..., s, then
Run LatBingoDeal(so, . .., s.).
end if
upon delivery of the dealer’s first reliable broadcast (“commits”, (com’, 2")), do
if 2’ € F, and com’ has the prescribed syntax then
(com;, z;) < (com’, 2").
end if
: upon receiving the first (“data”, o, (yEu, ﬂgu)}ue[k]) from the dealer, do
upon com; # 1, do
if a; = 1, ) € FS, and ¥ u € [k], afh, = yP, A Basis2DLCCom.Verify(crs, com;, (i,u), Y2, m0,) = 1
then
13: a; +— aj.
14: Pl}( — {(uv y??u? 7Tzl':?u)}ue[k]-
15: end if
16: upon a; # | and sentRow; = false, do
17:  Choose QF C P with |Q;| =tX.

===
N = OO

18: {(u, 2%, i) uew) < Basis2DLCCom.GetProofs(crs, com;, row, 4, X [K)]).

19: for all u € [k] do

20: Send (“row”, zf%,, m5,) to Py. > 28, = aihy.
21: end for

22: sentRow; <« true.
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Algorithm 3 LatBingoShare;(), continued from Algorithm 2

23: upon receiving the first (“row”, zy ;, 7y ;) from P,, do
24: upon com; # 1, do

25: if |[P)| <& and Basis2DLCCom.Verify(crs, com;, (u, i), 25, 7% ;) = 1 then
26: PY — PYU{(u, 284,750}

27: end if

28: if | P} | =t and sentColumn; = false then

29: B: <+ Decode® ({(u, z) : (u,z,7) € PY}).

30: {(u,zﬁu,ﬂfu)}ue[k] + Basis2DLCCom.GetProofs(crs, com;, col, i, P}, [k]).
31: for all u € [k] do

32: Send (“column”, zf,u, 7751) to Py. > zf,u =g. Bi.
33: end for

34: sentColumn; « true.

35: end if

36: upon receiving the first (“column”, 35,17 7r51> from P,, do
37: upon com; # 1, do

38: if a; = LV |P¥| < t! and Basis2DLCCom.Verify(crs, com;, (i, u), zfﬂi, 7r51) =1 then
39: P ePf(U{(u,zf,i,wf,i)}.
40: end if
41: if a; = L and |P;*| =t then
H X1\ T
42: o + (Decode™ ({(u, 2) : (u,z,7) € P¥})) .
43: end if

44: upon o; # L, [P | =tS, sentRow; = sentColumn; = true, and sentDone; = false, do
45: Send (done) to all parties.

46: sentDone; < true.

47: upon receiving the first (done) from P,, do

48: Dl < Dz @] {U}

49: upon |D;| > k — f, a; # L, |PY| =&, and sentDone; = true, do

50: Terminate.

Algorithm 4 LatBingoReconst,(j) for j € {0,...,v}
0 S 0.
Choose QF C P with |QF| =tZ.
{(=j, 2i,—5,mi,—j)} + Basis2DLCCom.GetProofs(crs, com;, row, i, Q7 , {—75}).
Send (“rec”, j, zi,—j, mi,—;) to all parties. D Zi—j = QA 41-
upon receiving the first (“rec”, j, zu,—j, Tu,—;) from P,, do
if Basis2DLCCom.Verify(crs, com;, (u, —j), 2u,—j, Tu,—;) = 1 then
Sij  Sij U{(u, 2u,—5)}-
end if
if |S; ;| = tS then
,ij — DecodeG(Si,j). > ,ij = Maj+1.
8+ (21)j+1 — by B—j € Fy.
Output §; and terminate.
end if

= = =
Wy o®

6.1 Security

Theorem 6 (Security of LatBingo). Consider reliable broadcast and authenticated private chan-
nels. Suppose Basis2DLCCom satisfies correctness, evaluation binding, proof interpolation in both
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directions, computational proof canonicality and one-shot adaptive simulation-hiding (as defined in
Definition 12). Moreover, suppose the parameters satisfy the following conditions.

1. q is an odd prime, k,r,c,{ are positive integers, v, f are nonnegative integers, and
k>3f, v+1<¢t f+1<r<tf<k-2f f4+l<c<tl<k-7]. (63)

2. The two codes have constant rate, i.e. 1 = Rgk + O(1), ¢ = Rgk + O(1), t& = [tCk] and
tH = [7HE], with0 < Rg < 7% <1 and 0 < Ry < 7H < 1.

3. The codes and packing vectors satisfy the good-setup conditions of Lemma 1, except with prob-
ability €code + Emask = negl(A).

Then (LatBingoShare, LatBingoReconst) is an f-resilient packed AVSS for v+1 field-element secrets.
It satisfies correctness and termination, and one-shot adaptive secrecy.

Proof. We separately prove correctness, termination and one-shot adaptive secrecy in Theorems 7,
8 and 9 respectively. a

Theorem 7 (Correctness of LatBingo). Suppose that the dimension and decoding constraints
in Theorem 6 hold and that Basis2DLCCom satisfies correctness, evaluation binding, and proof
interpolation in both directions. Then LatBingo satisfies the correctness property of PAVSS.

Proof. Assume that some nonfaulty party completes LatBingoShare. We construct the extractor
required by PAVSS correctness directly from the states of the nonfaulty parties; in particular, we
do not invoke the extractor of Basis2DLCCom.

The case of a malformed commitment. Let the reliably broadcast pair be (com, z), with com =
((comyp)§—5, Twf)- If Tue does not verify, the well-formedness check in Basis2DLCCom.Verify rejects
every opening under com. Consequently, no nonfaulty party accepts the dealer’s row message or
any column message, and hence no nonfaulty party sets a; # L. Since a nonfaulty party completes
LatBingoShare only after setting a; # L, either malformed case contradicts the premise. We may
therefore assume that m,s verifies fpr the rest of the analysis.

Construction of the AVSS extractor. Let t be the first time at which a nonfaulty party completes
LatBingoShare, and let P; be such a party. Before completing, P; received done messages from at
least k — f distinct parties. Let D; be any set of exactly k — f such senders. Since at most f parties

are faulty,
ID;NNF|>k—2f >1C.

Using a fixed ordering of the parties, let H C D; NN F be the first tCG such parties.

Before sending done, every P, € H had set a, # L. Moreover, it held a set P;X containing at
least ¢! valid openings at distinct second coordinates and fixed first coordinate u. The vector c,
is the decoded row associated with these openings. There are two ways in which P, may have set
it:

1. If P, accepted e, directly from the dealer, it checked that a,, € Fy, that every supplied value

equals a,h,, and that every corresponding opening at (u,v) verifies.
2. Otherwise, P, set o, by applying Decode to exactly tf accepted column messages.

Consequently, for any subset QX C P.X of size tX that the protocol uses, we have

a;r = DH(Uu)(yu,U>U€Uua Qq)f = {(Uayu,vv 7"'u,v) NS Uu} (64)
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We now stack these extracted row vectors «,, in the order of parties in H:
tG xc
Ry = (au)uen € Fy *°.

Define the extracted matrix by
M* := Dg(H)Ry € FZXC. (65)

Equivalently, if d, ,, is entry (a,u) of Dg(H), then

;,b = Z da,u(au)b'

ueH

Essentially, we have run linear decoding of the G oge code on Ry over F,. We will later show that
«a,, is indeed the decoded uth row of GcodeM*Hg;de.
For each j € {0,...,v}, define

Ty = Zj41 — bE)rM*aj+1. (66)

The algorithm Extayss(view;) outputs (rg, ..., 7).
Ezistence of valid openings to the extracted matriz. We first derive accepting openings to g, M*hy,
at every (a,b) € [k]2. For every u € H, use its source set Q;X of size tf to compute

{0, vups Pup) oep) < Basis2DLCCom.GetProofs(crs, com, row, u, QX [K]).

Every source opening is valid and every source point belongs to the ordinary grid [k] x [k]. Therefore
row-direction proof interpolation implies

Basis2DLCCom.Verify(crs, com, (u, b), vy b, pup) = 1 (b € [K]). (67)
By the decoded-value clause of proof interpolation (Definition 11) and (64),
Vup = ayhp. (68)
Thus every column b has the source set
Q) = {(u, awuhi, pup) s u € H},

It contains th accepting openings at the points (u,b). We may therefore invoke column-direction
proof interpolation:

{(a, v} 4, P ) Yacqoyup) < Basis2DLCCom.GetProofs(crs, com, col, b, o, {0} U [k]).
The returned openings satisfy
Basis2DLCCom.Verify(crs, com, (a, b), v}, 4, i ) = 1. (69)
Moreover, the decoded-value clause gives
Uiy = 9a Da(H)(owhy)uen

=g. Dg(H)Ryhy, = g M*h,,. (70)
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This derives a valid opening at every point in the grid [k]? as well as every point (0,b) with b € [k].
Extension to the reconstruction columns. For each row a € [k], take any t of the derived ordinary
openings (a,b) and invoke Basis2DLCCom.GetProofs in the row direction with targets 1 —¢,...,0.
The H decoder recovers (g(;r M™*) T, so the opening returned at target 1 — ¢ has value

g, M*a; = valp+(a,1 —t).

It verifies by row-direction proof interpolation. Hence accepting openings can be derived at every
point in

Davss = ([k] X ({1 —4,... 70} U [kD) U ({O} X [k])

Every accepted value is consistent with M*. We now prove that, except with negligible probability,
every opening accepted by a nonfaulty party under com has the value prescribed by M*. Suppose
a nonfaulty party accepts an opening (z,7) at (a,b) € Dayss, SO

Basis2DLCCom.Verify(crs, com, (a,b), z, ) = 1.

The preceding argument supplies another accepting opening (valps+(a,b), p;b) at the same com-
mitment and point. If these values differ, the tuple

(com, (a,b), (2, 7), (valng+ (a,b), pg p))
violates evaluation binding. Consequently, except with negligible probability,
Basis2DLCCom.Verify(crs,com, (a,b),z,7m) =1 = z=g/ M*h, (71)

for every opening occurring in the execution. A union bound over the polynomially many executed
and derived openings preserves negligibility.

Consistency of the rows held by nonfaulty parties. Let P, be any nonfaulty party that sets o, # L.
If it accepts the row directly from the dealer, its dimension check gives a, € Fy and its verification
checks give at least tZ accepted values a,h, at distinct points (v, u). Equation (71) implies

avhu:g;—M*hu (UEU, ‘U| Zt?)
Applying Dy (U) to these equal encoded values yields
o, =g, M*. (72)

If P, instead constructs its row from tf column messages, every source value equals gvT M*h, by
the same binding argument. The identity Dy (U)(Heode)y = I. again gives (72). In particular,
applying this conclusion to v € H proves:

g M =a, (ueH). (73)

The analogous argument applies to a nonfaulty party’s column: It obtains t& valid row messages
at (u,v) (which must be consistent with M™* as proven above) and decodes

By = Da(U)(gy M*hy)uer = M*h,.

Hence, both the row and column states of all nonfaulty parties are consistent with M™*.
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Validity for a nonfaulty dealer. Suppose the dealer is nonfaulty and write MP for its honestly
sampled matrix. Commitment correctness implies that every opening produced by the dealer’s Eval
calls verifies and has value g, MPh;,. Fix u € H and a tuple (b,v,7) € QX. The honest dealer can
also compute an accepting proof 7r57 , such that

Basis2DLCCom.Verify(crs, com, (u, b), gIMDhb, 7757{,) =1.

Evaluation binding implies v = g,) MPhy,. This holds at the ¢ distinct source columns in QX so
H decoding gives o, = g, MP. Stacking these identities for all v € H and applying the G decoder
gives

M* = Dg(H)(Geode) yMP = MP. (74)

The dealer broadcasts z;.1 = s; + by MPa; 1. Combining this identity with (66) and (74) gives
rj = s; for every j € {0,...,v}. This proves the nonfaulty-dealer part of PAVSS correctness.
Correctness of reconstruction. Fix j € {0,...,v}, and suppose that a nonfaulty party P; completes
LatBingoReconst(j). It collected

Sij={(u,zy—j) :uecU} with |U| = tCG,
Every value in this set was accompanied by a proof satisfying
Basis2DLCCom.Verify(crs, com, (u, —35), 2y, —j, Ty,—j) = 1.

Since h_; = a;41, consistency of accepted values (71) gives 2z, _; = gJM*ajH for every u € U.
The reconstructed vector therefore satisfies

B_; = Decode®(S; ;) = Da(U)(Geode)uM*ajs1 = M*aj ;.
All nonfaulty parties use the same reliable-broadcast pad vector, so the output of P; is
§j = (zi)j+1 — b(—)rﬂ,j = Zj+1 — bE)rM*ajJrl =Tj.

Thus every nonfaulty party that completes reconstruction of index j outputs the same extracted
field element. Together with the nonfaulty-dealer argument, this proves PAVSS correctness. a

Theorem 8 (Termination of LatBingo). Under reliable delivery and the parameter constraints
kE—2f>tS and k — f >t if Basis2DLCCom satisfies correctness and proof interpolation in both

c
directions, then LatBingo satisfies termination, except with negligible probability.

Proof. We first observe that if m,s does not verify, the well-formedness check in Verify rejects every
dealer, row, column, and reconstruction opening. Hence no nonfaulty party sets a; # L or sends
done. This case cannot occur for a nonfaulty dealer except with the commitment’s completeness
error, and when the dealer is faulty, no non-faulty party will complete LatBingoShare because of
the observation above. Hence for the remaining analysis, we assume that the reliably broadcast
commitment has a verifying well-formedness proof.

Part (1): nonfaulty dealer. Every nonfaulty party eventually receives the same reliable-broadcast
pair and its private decoded-row message, by reliable broadcast and valid scheduling. By commit-
ment correctness, every supplied proof will verify, with value a;h,. The vector has dimension c,
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so every nonfaulty party accepts its row, fills PZ-X , and sets a; # L. Its row-direction invocation of
GetProofs has at least t! valid sources and therefore produces valid row messages for all parties.

There are at least k — f nonfaulty parties, and &k — f > k — 2f > tf. Consequently every
nonfaulty P; eventually receives t& valid row messages at (u,1), fills PZ-Y , and decodes 3; with
the G decoder. Column-direction proof interpolation then makes every column message that it
sends accepting. Both sending flags are now true, so every nonfaulty party sends done. By valid
scheduling, every nonfaulty party eventually receives done from the k — f nonfaulty parties, and
terminates LatBingoShare.

Part (2): one nonfaulty party completes sharing. Let Py be a nonfaulty party that completes
sharing, and let Dj, be a set of k — f parties from which it accepted done. At most f members are
faulty, so H = Dy, N N'F has size |H| > k — 2f > t&. Before sending done, each party in H held
at least t2 valid row-direction sources in P;X and t$ valid column-direction sources in PY. The
sending flags ensure that it had already sent both row and column messages. Proof interpolation
makes all those openings accepting.

Reliable broadcast eventually gives every participating nonfaulty party the same pair (com, z).
The row messages sent by H then provide every such party with at least th valid sources at (u,1).
It can decode 3; and send its own column messages, even if its a; is still undefined. This is the
first repair step, and it is precisely where k — 2f > t& is used.

All k — f nonfaulty parties consequently send valid column messages. Their delivery gives any
nonfaulty P; lacking a dealer row at least ¢t valid values at (i, u), because k — f > . It applies
the H decoder, sets a;, and sends its row messages using the retained repair proofs. A party that
already accepted its row keeps that row and its source set; it does not need to replace them with
the arriving repair messages. This is the second repair step, and it uses k — f > t/. Every nonfaulty
party now has its row, a full column source set, and both sending flags. It sends done if it has
not already done so. Delivery of the k — f nonfaulty done messages makes all nonfaulty parties
complete sharing.

Part (8): reconstruction after sharing. After completing sharing, every nonfaulty P; has at
least tZ valid openings in P at distinct columns of row . Hence its row-direction invocation
of GetProofs with target —j will return an accepting opening at (i, —j). If every nonfaulty party
invokes LatBingoReconst(j), valid scheduling delivers at least k — f > tf such openings to every
nonfaulty party. Each recipient applies the G' decoder to its first t& accepted values, evaluates the
decoded vector against bg , subtracts the resulting mask from the common pad, and terminates.
The same argument applies separately to every requested secret index. Note no reconstruction step
requires tf senders: that threshold is used locally to generate a row proof, while t? is used to
recover the reconstruction column. O

Theorem 9 (One-shot adaptive secrecy of LatBingo). Under the assumptions and parameter
constraints of Theorem 6 and assuming Basis2DLCCom satisfies one-shot adaptive simulation-hiding
and computational proof canonicality, LatBingo satisfies one-shot adaptive secrecy.

Proof. Fix a PPT adversary A. We construct a simulator Sim for the one-shot adaptive secrecy
game. The simulator uses SimSetup and SimCommit, and subsequently uses exactly one of SimBatch
and SimFull based on the adversary’s query. Recall that the adversary may choose the corruption
and reconstruction query adaptively, based on the public transcript so far — but it only allowed
a single batch query, although it can still control delivery scheduling and its declared corrupted
parties.
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We use J C [k] for the complete corruption set and 7 C {0,...,v} for the complete set of
reconstruction indices. The associated index set for the commitment is

T={j+1:5eT}C[l.

Simulator state. The simulator maintains the public message buffer, each party’s control state, and
an ordered event log L. Before the batch declaration, private messages whose contents depend on
the sharing matrix are represented symbolically. A symbolic message records its sender, recipient,
type, and delivery position, but leaves its decoded row, field values, and opening vectors unspecified.
As in the execution model, private messages are transmitted over forward-secure channels.
Hence, before the complete corruption set is declared, the simulator may place opaque cipher-
texts in the buffer and later determine the corresponding plaintexts when constructing a corrupted
recipient’s view. Public messages and messages supplied by A are never treated symbolically.

Setup. The simulator computes
(crs, Tsim) 5 Basis2DLCCom.SimSetup(1*, k, r, ¢, £, f)

and gives crs to A. It initializes every party’s variables exactly as in LatBingoShare. The code
parameters, masks, index domains, and decoder ordering are those contained in this same CRS.

Starting the dealer. When A delivers a start message to a nonfaulty dealer, the simulator computes
(com,w) <3 Basis2DLCCom.SimCommit(crs, Tgim) and Z S Iﬁ‘g.

It adds the reliable-broadcast message (“commits”, (com, z)) to the buffer. For every i € [k], it also
adds the private symbolic message (“data”, ;) addressed to P;. Here [J; represents a row «; € IF;XC
and the k opening pairs at (i, u) for u € [k].

Informally, the pads can be chosen before learning the dealer’s inputs because for a uniform
matrix M, the vector h(M) is uniform in Ff}. We will formally argue this below.

Simulation before the batch query. Before receiving the batch query, Sim handles messages originat-
ing from A exactly as a real nonfaulty recipient would. In particular, it invokes Basis2DLCCom.Verify
and updates the recipient’s state only when verification succeeds.

A symbolic message sent between two simulated nonfaulty parties is assumed to be accepting.
The simulator records this in £ and performs the same actions as the real party:

— After accepting a decoded row and its row-opening source set, a party buffers its row messages,
using GetProofs.

— After collecting tCG valid row messages at (u, ), a party decodes 3;, applies the column-direction
GetProofs procedure, and buffers its column messages.

— If its row is undefined and it collects ¢ valid column messages at (i, u), it decodes c; with the
H decoder and buffers its row messages from that repair set.

— Once the source-set and sending-flag conditions hold, it buffers its done messages.

— upon an invocation of LatBingoReconst(j), it buffers the prescribed reconstruct message.

The contents of messages sent by a simulated nonfaulty party remain symbolic until the batch
query fixes the polynomial. Messages delivered to nonfaulty parties can therefore be simulated at
the level of protocol control flow. Messages sent to a party that is declared corrupted in the batch
query are materialized as described next.
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The batch query. Suppose A makes its query (J,7). The simulator receives s; for every j € T.
If the dealer belongs to J, it additionally receives all dealer inputs. Recall the scalar leakage map
from the commitment definition:

E= £J,T(M) = ((Gcode)JMa M(Hcode):l]—a (Gcode)jMAT)a AT = [at]teT- (75)

The first block is the collection of corrupted decoded rows, the second block is the collection of
corrupted decoded columns, and the third block contains honest-party reconstruction values for the
declared secrets. The reconstruction values of parties in J can be computed from the first block.
Thus, for t € T, the leakage determines the full codeword G¢oge M ay, its decoded vector M a;, and
the corresponding mask b] Ma,.

The associated joint proof list contains the row strips (i, u) with i € J, all column strips (u, %)
with i € J, and reconstruction positions (u,1 — t) with u € J and ¢t € T. We will show how the
simulator computes these proofs below.

Sampling the scalar leakage when inputs remain hidden. First suppose the dealer is not in J and
at least one of its v + 1 inputs is not in 7. Then |T| < v < ¢, so Batch(J,T') is admissible. Define
a completed input vector s € Fg by

- St—1, teT,
St =
0, teT.

This also assigns zero to every unused dummy-input position (i.e. positions from v + 1 to £ — 1).
Sample s
M s {X €F*°:h(X)=2z—35} uniformly, (76)

and define E = £ J:[‘(M ). Now make the single simulation call
IT +s Basis2DLCCom.SimBatch(crs, 75im, com, w, z, J, T, E’) (77)

Only E and the returned joint proof list are used to materialize the exposed views. The matrix
M in (76) is needed just for sampling the leakage; it is not actually used as the real matrix. In
particular, the simulator neither obtains nor reveals a full opening state in this branch. Moreover,
the internal matrix used by SimBatch need not be M.

The full branch when all dealer inputs are available. If the dealer is in J, or if T = {0,...,v}, the
simulator knows the full vector s*. It samples

M s {X :h(X) =z — s>} uniformly
and makes the single call
st* < Basis2DLCCom.SimFull(crs, Tsim, com, w, M). (78)

This is an alternative to (77) (since the dealer is either in J or not in J, the simulator will only
execute one of these branches). The simulator can now run all dealer Eval calls and all party
GetProofs calls using st*. If the dealer is corrupted, its persistent state contains M ,st*, s¥t z and its
deterministic protocol data, together with its ordinary local state. Note we treat the commitment-
sampling and argument-prover randomness as ephemeral, and hence are not part of dealer state.
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Materializing LatBingoDeal. In the full branch, the simulator has M and st* from its single SimFull
call. For every i,u € [k], it computes

a; =g M, (yi[?u, TrEu) + Basis2DLCCom.Eval(crs, M, st*, (i, u)).
It replaces the placeholder [J; with

<&i7 {(yzl‘?ua ”Eu)}ue[’“]) :

It then runs the actual party algorithms on these messages and on the adversary’s subsequent
messages. If the dealer is corrupted, its persistent state is supplied as described above. No batch
query is made in this branch.

In the batch branch, let IT be the joint proof response from (77). For a point in that response,
write 7, for its proof vector, and ¥, for the scalar value determined by the leakage E. The
response covers

Qur=(Jx[k)U (k] x J)u{(u,1 —t):ueJ, teT}

For every corrupted party P;, the first block of E supplies «;. Its dealer-message placeholder is
replaced with

(aia {(aihua %z,u)}ue[k}) .
Dealer messages to parties outside J remain symbolic.

Why the joint batch proofs suffice. If the dealer is corrupt, observe that the simulator essentially
learns the full state of the dealer, and hence can simulate all of the sharing and reconstruction
messages using the full state. On the other hand, if the dealer is honest, then, for an honestly
generated commitment state st = (Sq)a<rb<c, define the reference opening vectors

ﬁzu = Z gi,ahu,bsa,b-
a<rb<c
By correctness of Basis2DLCCom, GetProofs applied to reference source proofs returns accepting
proofs at its targets, and by computational proof canonicality these coincide with the reference
proofs except with negligible probability, independently of which admissible source subset is used.
The proof equalities hold over Z, and the corresponding scalar equalities hold over IF,. They also
hold for the special targets in D allowed by the commitment interface.

In the real execution, correctness, evaluation binding, and computational proof canonicality
imply that every accepted source value-proof pair equals its reference pair, except with negligible
probability. Thus the real proof sent by an honest party at an exposed point is exactly the reference
proof included in the joint batch response. This covers proofs derived from accepted adversarial
messages as well as proofs derived entirely from honest messages. The simulator can therefore
use the cached batch proof at each exposed target when simulating the row/column messages in
LatBingoShare.

Note that we do not assume canonicality under the simulated CRS. In the hybrids below, we
will first apply canonicality to the real execution before invoking one-shot adaptive simulation
hiding. In the batch simulation it uses the following concrete abort rule: if an adversarial opening
accepted by the public verifier differs in either value or proof vector from the cached reference pair
at that exposed point, it aborts. Every adversarial row or column message has a sender in J, so
the corresponding reference pair is available. Reference pairs for reconstruction messages from J
are derived from the available row strips as described below. Hence, the simulator can implement
all these checks without a full opening state.
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Replaying LatBingoShare. The simulator replays the event log £ in the original delivery order,
retaining all first-message choices, source sets, and sending flags. For a corrupted party’s dealer
message, it performs the actual checks

a; € Ty, a;h, = yzl-?u (u € [k]),
Basis2DLCCom.Verify(crs, com, (i,u),yfu,ﬂz'?u) =1 (uclk]).

Its materialized local state contains the accepted row and the actual indexed proof set PZ-X . The
corresponding state of a party outside J can remain symbolic in the batch branch. The full branch
represents all party states concretely.

A row message sent by an honest P, to a corrupted P; has point (u,i) and value

:Uu,i = gq—fﬁz,

where 3; is supplied by the second block of E. Its proof is 7, ;, also included in the SimBatch
response. The simulator inserts (“row”, ¥, ;, 7, ;) at the time prescribed by the recorded protocol
execution.

A column message sent by an honest P, to a corrupted P; has point (i,u) and value

Yiu = aihua

where «; is supplied by the first block of E. Its proof is 7r;, from the row strip indexed by
i € J in the SimBatch response. The simulator inserts (“column”,¥; ,,7;,) at the corresponding
scheduled time. Thus both kinds of messages to corrupted recipients use points already included in
the SimBatch response.

For every party, receiving t& valid row messages at (u, 1) fills PZY , triggers G' decoding of 3;,
and triggers its column messages. Receiving 2 valid column messages at (i, u) repairs an undefined
a; by H decoding and triggers its row messages. The source indices and stored proof strings are
the ones selected by the actual delivery order. For a party whose pre-corruption state is exposed,
the simulator replays its local GetProofs calls on those concrete sources and checks their agreement
with the cached exposed target proofs. Such checks are public computations on the batch response.
For parties outside J, it only needs the source indices, message-acceptance flags, and the resulting
control flow (since their real messages still remain symbolic).

An adversarial message is first checked with the real Basis2DLCCom.Verify algorithm. Invalid
messages are treated exactly as in the protocol. An accepting message is subjected to the cached-
pair check above (i.e. it must match the value and opening proof returned by SimBatch); if that
check passes, the simulator makes the actual state update. An honest-to-honest message remains
symbolic and is provisionally treated as accepting. All done messages, sets D;, sending flags, and
termination conditions are processed exactly as in LatBingoShare.

Replaying LatBingoReconst. For any index j € 7, j+1 € T and h_; = a;4+1. For each honest
sender P, ¢ J, the batch response contains the pair

(Yu,—j> Tu,—j) at point (u, —j).

Its scalar value is the corresponding entry of the reconstruction block of E. The simulator uses
this pair in the sender’s reconstruction message at the scheduled time. This includes reconstruction
messages sent to corrupted recipients.
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For a sender P, € J, the simulator already has the entire row strip at (u,v), v € [k]. It chooses
any fixed tf indices from that strip and computes

{(=4,Yu,—js Tu,—j) } Basis2DLCCom.GetProofs(crs, com, row, u,
{(vagu,w%u,v) 1V E V}, {_j})

Observe that this is identical to what P, would have done in the real protocol execution for recon-
struction.
Each recipient verifies a received reconstruction message at (u, —j). After accepting t& distinct
senders it computes
,3_]‘ = DecodeG(Si,j), /S\j = Zj+1 — bg,@_j.

Observe that the leakage E determines all these accepted reference values. Moreover, by the con-
straints used to sample E, the reconstructed output equals the disclosed secret s;. The full branch

executes the same operations directly using M, st*.

The simulator returns the jointly materialized corrupted-party views and continues under the
adversary’s schedule. Honest-to-honest plaintexts can remain symbolic in the batch branch, since
the complete corruption set has already been fixed. All subsequent reconstruction invocations use
indices already declared in T.

We now prove indistinguishability of the simulation with a real execution via a sequence of
hybrids:

Game Gq: the real execution. Game Gy is the real execution with the actual dealer inputs, a uniform
matrix M, an honestly generated commitment and state, and pads z = s®*+h(M). The adversary
chooses its single query after the public transcript it is allowed to observe. For analysis, we look at
the honest dealer’s M, st and define the reference pair at every point by

(Ya.ps Tap) < Basis2DLCCom.Eval(crs, M, st, (a,b)).

This state is available to the reductions, which generate the real commitment themselves. But it is
never revealed to the adversary.

Game Gy: canonical exposed proofs. Let Bad,; be the event that a nonfaulty party accepts an
opening with y # y; ;. Combining that opening with the reference opening (defined above) gives
an evaluation-binding violation. Let Badc,, be the event that a nonfaulty party accepts an opening
with y = 5, but 7w # 77 ,. Combining these two accepting proofs for the same commitment, point,
and value gives a violation of computational proof canonicality (Definition 9).

In more detail, both reductions run the real setup experiment. They can inspect the polynomial
execution log, generate the reference openings, and output the first violation of either evaluation
binding or canonicality. Together with correctness, these properties imply that all accepted source
pairs equal the reference pairs except with negligible probability.

The above also applies to the decoded rows and columns. If a party accepts tf correct symbols
at (i,u), the identity Dy (U)(Hcode)u = I recovers a; = g;r M. Similarly, t& correct symbols at
(u,i) recover 3; = Mh;. By correctness and computational proof canonicality of Basis2DLCCom,
applying GetProofs to the corresponding reference proof vectors returns exactly the reference target
proofs. In particular, even if the valid source proofs are chosen adversarially, the proofs output by
interpolation must still be the same as the reference pair, except for the event Bad,, V Badcan.
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Also let Badjy include any admissible honest proof-interpolation call on accepting sources that
returns |, omits a requested target, or returns a nonverifying opening. The commitment’s proof-
interpolation guarantee bounds the probability this event by negligible.

In Gq, we implement the batch branch using the single real joint batch response and the public
post-processing described above, including the cached-pair abort rule. We keep the full branch as
direct execution from the actual matrix and opening state. Outside the bad events, all cached-pair
checks pass and every replaced exposed proof equals the exact proof string generated by the real
protocol. The corrupted states and the public transcript are therefore identical.

Hence we get that, there exist PPT adversaries Bep,, Becan and By such that:

val-bindi
| Pr[Go = 1] — Pr[G; = 1]| < AdveB:SiSzBngomﬁeb()\)
+ AdVELLisoDL CCom, Bean (M)
f-int
+ AdVE DL cCom, B, (V-

Game Gq: replacing the commitment transcript. Game Go proceeds as Gp, except that it uses the
simulated branch of the commitment’s one-shot adaptive simulation-hiding experiment.
Concretely, the game samples

(crs, Tsim) <$ Basis2DLCCom.SimSetup(l)‘, kyroel, f),
(com,w) <5 Basis2DLCCom.SimCommit(crs, Tsim)-

It still uses the actual dealer input vector s, samples M < FZXC independently of commitment
generation, and sets
z = s+ h(M).

It supplies the resulting public information to A and processes the execution before the adversary’s
batch query as in Gj.

Upon receiving A’s batch query (J,T), the game sets T'={j + 1 : j € T} and forms the single
commitment-game query

B {Batch(J7 T), if the dealer is not in J and some dealer input remains unreconstructed,

Full, otherwise.

The batch query is admissible because |J| < f and |T'| < ¢, as established above. The game answers
this query using the simulated commitment component as follows.

— If Q@ = Batch(J, T, the game computes
E=L;r(M), IT < Basis2DLCCom.SimBatch(crs, 7gim, com,w, z, J, T, F).

It then applies exactly the batch post-processing used in Gi. In particular, it materializes the
exposed scalar values and cached proofs from (FE, IT), derives corrupted-sender reconstruction
proofs from their row strips, replays corrupted local states in the recorded delivery order, and
performs the public verification and cache-consistency checks on adversarial messages. Unex-
posed honest-to-honest plaintexts remain symbolic.

This post-processing uses only (crs,com, z,J,T, E,II) and the maintained execution log, to-
gether with the adversary’s subsequent messages and schedule. Crucially, it does not use M or

Tsim -
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— If @ = Full, the game computes
st* <+ Basis2DLCCom.SimFull(crs, 7im, com, w, M ).

It applies the full-branch post-processing of G; using (M, st*): it materializes the execution
by running the actual protocol algorithms, and exposes the dealer’s state only if the dealer is
corrupted.

The game uses the same checks and abort conventions as G, and otherwise continues under
A’s schedule and outputs its final bit.

Suppose now that A distinguishes G; from Go. We construct a PPT adversary Bg, that uses A
to distinguish the real and simulated branches of the commitment’s one-shot adaptive simulation-
hiding experiment.

The reduction receives crs from its commitment challenger, runs the AVSS adversary and
input-selection procedure as in Gi, and submits the actual padded dealer input vector s® to
the challenger. It uses the challenger’s commitment and pads (com, z) to generate the AVSS public
transcript. Upon receiving (J,7) from A, it submits exactly the query @ defined above to the
commitment challenger.

For a batch query, the challenger returns £ = L;7(M) and a real or simulated joint proof list
II. For a full query, it returns the challenge matrix M and a real or simulated opening state. In
either case, Bg, applies the corresponding post-processing specified above and outputs A’s final bit.

When the commitment challenger uses its real branch, this execution is distributed exactly as
Gy; when it uses its simulated branch, it is distributed exactly as Gs. Therefore,

[Pr[Gy = 1] — Pr[Gy = 1]| < AdvRI58 om,5,, (A)-

The same efficiently computable cache-consistency checks and abort rules are applied in both
branches. Note that canonicality was used only to justify the transition from Gy to Gq; this transition
makes no canonicality assumption under the simulated CRS.

Game Gs: completing the unrevealed inputs. Under simulated commitment generation, the com-
mitment and its simulation state are independent of the sharing matrix. Moreover, if the code and
masking parameters are good (which occurs with overwhelming probability for our parameters),
the map h is surjective. Thus we may sample z uniformly first; conditioned on z and the actual
secret vector s, the matrix is uniform in

{X e F,°: h(X) =z — s}

In the full branch all inputs are known, so this is exactly the conditional matrix sampler used by
the simulator.
For the batch branch, the actual input vector and s agree on T. Lemma 2 gives

(s + h(M), Lyr(M)) L (5+h(M), L;r(M)), M «sF*C.
Since the pad marginal distribution is uniform on both sides, the conditional distribution of the

leakage is also equal at each fixed pad vector. This holds for all admissible J, T, hence allowing the
adversary to adaptively pick the batch corruption query.
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Consequently, we can replace the actual leakage E by E sampled in (76). At this point the proof
generator is already SimBatch, whose inputs are only

(crs, Tsim, com,w, z, J, T, E).

Replacing the leakage by an identically distributed sample preserves the joint proof response, the
cache checks, and the entire subsequent post-processing. Hence, conditioned on good code and mask
parameters, which occur with overwhelming probability, Pr[Gy = 1] = Pr[Gs = 1].

Game Gy: the ideal execution. Game Gz now uses only the information supplied to the AVSS
simulator: the public transcript, the complete declaration of the adversary’s query, the reconstructed
inputs, and the full dealer input vector when the full branch is selected. Its pad sampling, conditional
leakage or matrix sampling, and single commitment-simulation call are precisely those specified
before the materialization paragraphs. The remaining computation is the simulator described above.
In the batch branch, it provides the jointly sampled exposed proofs and the decoded scalar
states from the leakage, while unexposed honest messages remain symbolic. In the full branch, it
materializes the execution from the returned state and the sampled matrix. Replacing the event-
log presentation by this online implementation changes neither the adversary’s view nor the source
indices and control decisions it observes. Hence the final game is the ideal execution with Sim.
Combining the games, for suitable PPT reductions,

one-shot-secrecy
A VLatBingo,A (A) < Ecode T Emask

eval-binding

+ Advg_Gonl CCom 5y, (M)
can

+ AdVE3gis2DLCCom Bean ()
proof-int

+ AdVBasis2DLCCom,Bp;()\>

one-shot-sh
+ AdVB GBI cCom. By, (A)-

All error terms are negligible under the stated parameters. This proves the theorem. O

6.2 Instantiation and Efficiency

We now give a concrete instantiation of LatBingo, in which the two bounded-encoder linear codes
of Section 5.2.1 are instantiated with random integer encoder matrices, and discuss how to set the
parameters of our commitment scheme and of the AVSS protocol. We stress that the results of
Section 6.1 hold for all bounded-encoder linear codes satisfying Definition 7.

6.2.1 Instantiation with Random Integer Encoder Matrices Component codes. Recall
that ¢ is an odd prime, M € IFZXC, and that the coefficient openings belong to Z™. Fix an integer
2 < Deoge < q. Sample every entry of Geoge € ZF*" and Heoge € ZF*¢ independently and uniformly
from {0,..., Dcode — 1}. Then, the encoder bounds satisfy

LG < T(Dcode - 1); LH < C(Dcode - 1) (79)
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Lemma 4 (Reconstruction thresholds). Let 1 < d < t < k, and sample every entry of
X € 7Z¥*? independently and uniformly from {0, ..., Deode — 1}. Then

k t (-
Pr[3I C [k], |I| =t : ranky, (X1) < d] < <t> <d B 1)Dco(§e d+1)

< gkp (=t

code

(80)

Consequently, if t —d > 0k for a fixed constant § > 0, a sufficiently large constant Dcode makes this
probability at most exp(—2k).

Proof. Fix a set I of size t. If rank(X7) < d, there is a subset U C I of size d — 1 whose rows
span all rows of X;. Fix U and condition on its rows. Their span has dimension at most d — 1, so
there is a nonzero vector z € IFZ such that Xz = 0. For an independent remaining row ', fix
all coordinates except one for which the corresponding coordinate of z is nonzero. The equation
x| z = 0 uniquely determines that coordinate over IF,. Each required value has probability at most

1/Dcode- Hence the probability that all ¢ — d + 1 remaining rows belong to the span is at most

p—(t=d+1)
code :

Lastly, we union bound over the ( dfl) possible sets U and the (? ) possible sets I. The inequality

(’;) (,%,) < 3% gives (80). The choice Deoge > exp((log3 + 2)/§) proves the last statement. O

Fix reconstruction thresholds t,tf. A good code setup means that every set of at least t&
rows of Gcode has rank 7 over Fy, and every set of at least t rows of Heoge has rank c over F,.

Conditioned on this event, there are decoder matrices satisfying
DG(I)(Gcode>I = IT, DH(J)(Hcode)J = Ic over Fq. (81)

Here, |I| > t¢ and |J| > t. To compute these matrices, choose r or ¢ independent rows and
compute the corresponding inverse over [F,. We use a fixed public ordering of indices to choose
these rows.

Encoding and decoding cost. Recall that m denotes the number of coordinates of a coefficient
opening and of a point proof. The dealer obtains all k2 grid proofs by applying the two encoder
matrices to each of the m coordinates of the coefficient-opening state, which costs O(k3m) field
operations in total. Decoding from a source set requires computing the decoder matrix D¢ (I) or
Dy (J) by Gaussian elimination over [y, which costs O(k?) field operations, and applying it to the
source values and to the m coordinates of the source proofs, which costs O(k?m) field operations.

6.2.2 Setting the Parameters We first collect the requirements on the parameters and explain
their roles.

Required constraints. We use the encoder matrices and reconstruction thresholds of (15) and (17),
an odd prime modulus ¢, a corruption bound 0 < f < k, and a packing parameter £ > 1.

1. Short directions and packing masks. For integers Bg, By > 1, we require ¢ > 2max{Bg, By}
and 2 < D < q. Recall that the mask vector elements are sampled independently and uniformly
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from {0,...,D —1}. The counts from (39) give:

(Bg +1)"
(2BgLg + 1)1’
(Bu +1)°
2By Ly + 1) (2Bge(D — 1) + 1)

g0

J=0

Ng =

Ny =

1

We require Ng, Ng > 1 and
Emask = Min {1, Ny (D—logq N 4 gp—1ogg NH)} = negl(\). (82)

By Lemma 1, this guarantees short directions simultaneously for every corruption set of size at
most f and every packing position. This is crucial for the one-shot adaptive simulation hiding
property of Basis2DLCCom.

. Statistical error and Gaussian tails. We require 0 < ¢ < 1/4 with £ = negl()\), and

1+¢
1—¢

T=rc

27 = negl(\). (83)

The smoothing errors in the one-shot adaptive hiding proof contribute 2(c + £)e/(1 — €); set-
ting e to be negligible allows this error to be negligible. The term 7, defined in (52), bounds
the probability that any of the rc coefficient openings during Gaussian sampling exceeds its
prescribed norm bound. Then, a sufficient dimension condition to make 7 negligible is

m > X+ [logy(rc)]. (84)

. Sampling and smoothing widths. We use the preimage-sampling guarantee from the preliminar-
ies, following the gadget-trapdoor formulation of [MP12]. For the integer-lattice construction,
51(T) denotes the spectral norm of the integer trapdoor matrix T'. Let

dg =rm+ dg, A=A} (A), Ag = A7 (G),

where dp is the number of columns of B, and G is the binary gadget matrix. We require

o9 > 281(1?{) : w(\/@) ;
2s1(T}) ~w<\/lmc{7dB) , 2s1(R) -w(@) o\ (85)

Ne/(2r) (A)¢ 778(/16')’ BGBH\/"TCnE(A)

o > max

The bound on oy permits sampling the columns of the public trapdoor T using R. The first
two bounds on o permit the real commitment sampler to use T, and the simulator’s state
sampler to use R, respectively. All of these bounds are standard in lattice-based cryptography
to ensure that SamplePre algorithm outputs are close to a discrete gaussian distribution. Let
€0 bound the statistical error per sampled column in the generation of 7)., and let egamp bound
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the statistical error per invocation of either state sampler. The sampling guarantees make both
errors negligible.
The next two bounds on ¢ justify Gaussian splitting and replacing the public commitment
vectors by uniform vectors. Finally, 0 > BgBpg+/rcn:(A) is needed for simulation hiding: every
direction supplied by Lemma 1 has Euclidean norm at most Kniq = BgBu+/rc, so we need the
above condition to be able to apply Lemma 3.

4. Opening norms and the binding reduction. We set the coefficient-opening bound and the largest
point-proof bound to

Bs = 20/m + X+ In(2rc), Buax = L7L 7 (s,

(86)
/BPB > 2BmaX7 q> 2Bmax-

For every canonical point proof, the coefficient bound gives the advertised verification bound
B(i,5) = ||gill1]|/k;]|18s. The last two inequalities allow the difference of two accepting proofs
to be used as a short, nonzero PowerBASIS solution in the binding and proof-canonicality
reductions. We also assume that PowerBASIS is hard at the resulting parameters.

5. AVSS repair, reconstruction, and quorums. Recall that a row needs tf valid entries at distinct
ordinary columns, and a column needs t& valid entries at distinct ordinary rows. The correctness
and termination arguments require

t<k-2f, tH<k—f  k>3f (87)

Setting the parameters. We now give concrete parameter choices satisfying the preceding con-
straints for the bounded-encoder linear codes with random integer encoder matrices of Section 6.2.1.
Fix a constant 0 < € < 1, and take A < k < poly()). Here € is a constant; € denotes the statistical
error parameter in Theorem 5. Set

n=¢/8,  k=[B+e)f],
r=[A+n)fl, c=[C-n)f], {=]
tS=k—-2f tl=k-rF

(1—=2n)f], (88)

For sufficiently large f, these choices give

r—fz=nf, c—f—Ll+1=nf, (89)
t&—r>(e—n)f -1, th—c>(e+n)f

In particular, r,¢,/ = O(k) and f+1 <r < tf, f+e<c<tl Both tf —7r and tf — c are at least
0k for § = €/16, for sufficiently large k. Choose a constant Dcode as in Lemma 4. The total code
failure probability is at most 2exp(—2k), which is negligible in A. Note that the setup algorithm

simply samples the entries; it does not need to check that the properties stated in Lemma 4 actually
hold.

Short directions and packing masks. Set a = 4/ and B = By = B = [k%|. Recall the
counts from (39):
(B+1)"

Nog=_———-"7 Ny =
¢~ (2BL¢ + 1) "

(B + 1)
(2BLy + 1) (2Be(D — 1) + 1)1
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For any fixed packing alphabet size D, the row bounds in (79) give

log Ng > (a(r —f) - f) logk — O(k) > 3flogk — O(k),
log Nig > (a(c— f—£+1) = (f +£— 1)) logk — O(k) > 2f log k — O(k).

The constants in the O(k) terms may depend on €, Deode, D. For sufficiently large k, it follows that
log Ng > 2flogk and log Ny > flogk.

Gaussian parameters and sampling width. Use the preliminary lattice dimensions n = ©(\)
and m = O(nlog q), with m > A+[logy(rc)]. Take the statistical and sampling errors to be negligible
in A, with ¢ < 27*k73. Choose a polynomially bounded oq satisfying the first condition in (85).
For a fixed exponent Cp, let k“° bound the preliminary sampling widths, the required smoothing
parameters, and 2\/ m + A+ In(2rc) on the good setup event. These bounds depend polynomially

on the dimensions and log q. Thus Cy can be chosen independently of the fixed exponent @) in a
modulus ¢ € [k%, 2k?]. Choose

1
> 2a+ 5+ 2C), =—— D=2kl € [k9, 2k%] prime. 90
Q 0 A OFY) g€l Ip (90)
For sufficiently large k, ¢ > max{D, Dcode, 2B} and f > k/5. The preceding counts therefore give
log, Ng,log, Ng > pk. Consequently,

Emask < 2F(1+ 0)D7HE < (1 4 0)273F, (91)

The choice of D after ) changes the constants in the O(k) terms above, but does not change these
asymptotics.

The short directions have Kpiq = B2?\/rc = O(k**1). For sufficiently large constants Cy, Ca,
choose

o= Ok 30 =920 \/m + X+ In(2rc) < Cyk?at1H2C0, (92)

Together with oy, this satisfies the sampling and smoothing conditions in (85), including o >
Khigne(A). All ordinary and packing query vectors have row norm O(k). Hence

Bmax = LILJ/BS = O(k2a+3+200)’ 2Bmax <gq

for sufficiently large k. The constants may depend on e. The PowerBASIS assumption is used at
the resulting parameters, with power length r and solution bound at least 2By ax.

Corollary 1 (Security of LatBingo with bounded-encoder linear codes with random in-
teger encoder matrices). Assume reliable broadcast and authenticated private channels. As-
sume the PowerBASIS assumption of Section 3.5 at the parameters above, and that Il is com-
plete, knowledge sound, and zero-knowledge as required by the commitment security theorems. For
every fited 0 < € < 1 and sufficiently large parameters satisfying (88)—(92), LatBingo, using
Basis2DLCCom with the bounded-encoder linear codes with random integer encoder matrices of Sec-
tion 6.2.1, is an f-resilient packed AVSS for £ = O(k) field-element secrets with k = (3+¢€)f+0O(1)
parties. It satisfies correctness and termination, and one-shot adaptive secrecy.

Proof. The code and mask failure probabilities are negligible, and the parameters satisfy the width
and norm requirements above. Theorems 1, 2, 3, 4 and 5 give correctness, evaluation binding,
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computational proof canonicality, proof interpolation in both directions, and one-shot adaptive
simulation-hiding of Basis2DLCCom with these codes. The dimensions satisfy

k>3f, fH+1<r<tf<k-2f fH+l<c<tI<k-f

These are the parameter conditions of Theorem 6, which gives the claim. O

6.2.3 Efficiency of LatBingo We now prove the efficiency of our packed AVSS protocol LatBingo.

Throughout this section, communication bounds are stated as functions of k, suppressing poly-
nomial factors in the security parameter . Thus the bounds O(k) and O(k?) below correspond to
O(poly(A) - k) and O(poly()) - k?) words, respectively.

Theorem 10 (Efficiency of LatBingo). Under the parameter and security assumptions of The-
orem 0, suppose that r,c,{ = O(k), the lattice dimensions are polynomial in X\, and one field
element, one commitment column, and one point-opening proof each have length O(poly()\)). Let
Ls denote the mazimum permitted length of the well-formedness proof under the counting conven-
tion above. Then, the commitment has size O(k) + Lys, and LatBingoShare shares ¢ field elements
using O(k? + kLws) words and O(k?) messages from nonfaulty parties. In particular, assuming
Lt = O(k), the commitment has size O(k), its reliable broadcast together with the pads costs O(k?)
words, and the total sharing communication is O(k?) words. When ¢ = O(k), this shares O(k)
secrets with total communication O(k?).

Every participating nonfaulty party completes sharing in O(1) asynchronous rounds after the
first nonfaulty party does so; if the dealer is nonfaulty, all participating nonfaulty parties complete
sharing in O(1) rounds. For every j, LatBingoReconst(j) requires O(k?) words and O(k?) messages,
and takes O(1) asynchronous rounds after the participating nonfaulty parties complete sharing and
invoke reconstruction. The reusable CRS has size O(k* + Legs ). Its size is O(k?) if additionally
Lcrs,wf = O(kQ)

Proof. We count communication within a protocol instance, with crs already available to all parties.
Note that the same public parameters can be used for multiple instances under the corresponding
multi-instance security guarantee.

Recall that the secrets are elements of F,. Let Ly be the number of words used for one such
element, L the size of one commitment column, and Ly the size of one point-opening proof. All
coefficient bit lengths are polynomially bounded in the security parameter. In the integer-lattice
instantiation, one commitment column is a vector in IFZ;, and one point-opening proof is an integer
vector of dimension m with the prescribed norm bound. Thus, under the theorem’s dimension and
length assumptions, each of these is O(poly())) words. With security-parameter factors suppressed,
we write Ly, Leol, Lpt = O(1).

The commitment consists of ¢ commitment columns and one well-formedness proof. Its length
is therefore

|com] = cLcol + Lt = O(k) + L.

We establish the sharing bound O(k? + kL) before using Lys = O(k). This keeps the contribution
of the argument system explicit and makes the final quadratic bound conditional on its proof size.

Communication of sharing. The dealer reliably broadcasts
(com, z) = (((comp)§—5, Tuf), 2).

70



There are ¢ commitment columns and ¢ pads, so its payload has size
Lrc = cLcol + {Ly 4 Lyws = O(k) + Lys.

Using the reliable broadcast protocol of [DXR21], a payload of length Lrgc contributes O(kLgrpc +
k?) words and O(k?) messages from nonfaulty parties. Consequently, this broadcast costs O(k? +
kL) words. Under L,s = O(k), the payload is O(k) and the reliable broadcast costs O(k?) words.

A nonfaulty dealer also sends one “data” message to each party. Each message contains a row
vector of ¢ field elements and k evaluation-value/proof pairs. Its size is

Ly + k(Lg + Lyt) = O(k)

words. The k private dealer messages therefore require O(k?) words and O(k) messages.

The flags sentRow; and sentColumn; ensure that each nonfaulty party sends at most one “row”
message and one “column” message to each recipient. Every such message contains a field ele-
ment and a point-opening proof, and hence occupies O(Ly + Lpt) = O(1) words. Together these
transmissions cost O(k?) words and O(k?) messages. Recipients verify the point proofs against the
commitment already obtained by reliable broadcast, so the well-formedness proof is accounted for
in that broadcast. The sentDone; flag bounds the total number of done messages by k2, contributing
O(k?) words and messages. Local decoding and proof interpolation do not add communication.

Thus the total sharing communication is

O(K* 4 kLyt) + O(k?) + O(k?) = O(k* 4 kL)

words and O(k?) messages. Assuming L,s = O(k), the total is O(k?) words. For £ = O(k), a single
instance therefore shares ©(k) field elements at amortized communication O(k) words per secret.

Round complexity with a nonfaulty dealer. All round bounds refer to participating nonfaulty
parties and hold except with negligible probability. Messages received before their prerequisites hold
are buffered.

If the dealer is nonfaulty, every nonfaulty party receives the reliably broadcast pair and its
private row message within a constant number of rounds. Correctness of Basis2DLCCom makes all
supplied proofs accepting. Thus every nonfaulty party obtains o; # | and a valid row-opening set
PiX . Bach then sends its row messages after a row-direction GetProofs call using tZ sources.

Within one further round, every nonfaulty party receives row messages from at least k — f >
t& nonfaulty senders, so |PY| = t¢. It decodes B;, sends column messages, and meets the local
conditions for sending dome. Another round delivers done from the k — f nonfaulty parties. All
such parties therefore terminate sharing after O(1) rounds.

Round complexity after the first nonfaulty completion. Suppose the first nonfaulty party
completes sharing at time ¢. It has received done from k — f distinct parties, of which at least
k—2f >t are nonfaulty. Let H be this set of nonfaulty senders. Before sending done, every party
in H obtained a valid row-opening source set of size at least ¢, and a valid column-opening source
set of size t&. It had sent both its row and its column messages. Proof interpolation makes all those
transmitted proofs accepting.

Reliable broadcast gives every participating nonfaulty party the same commitment and pads
within O(1) rounds after time ¢. The row messages from H supply at least t& valid column-direction
sources for each such party. It can therefore decode its 3; and send valid column messages, if it
has not already done so. Within one more delivery round, every nonfaulty party receives column

71



messages from at least k — f > ¢t/ nonfaulty senders. Any party whose a; is still undefined repairs
it with the H decoder and sends its row messages.

Every nonfaulty party now satisfies the local done conditions. One additional round delivers the
k — f nonfaulty done messages to all parties, which complete sharing. Hence the number of rounds
after the first nonfaulty completion is O(1). This argument crucially relies on k — 2f > t& for the
first propagation step and k — f > tZ for the second.

If the reliably broadcast commitment contains a well-formedness proof that does not verify,

Basis2DLCCom.Verify rejects every opening under that commitment. No nonfaulty party can then
meet the conditions for sending done or completing sharing. Thus we do not need to worry about
this case in the preceding argument. In the case when the dealer is nonfaulty, this occurs with
only negligible probability by completeness of the proof system. The same reasoning applies to a
malformed pad vector.
Communication and rounds of reconstruction. In LatBingoReconst(j), each nonfaulty party
sends one message to every recipient. It contains an index, a field value, and one point-opening
proof, so it occupies O(1) words. The total is O(k?) words and O(k?) messages. Generating the
special-column proof from tZ retained sources requires only local computation.

After sharing, every nonfaulty party has these tZ valid row-direction sources. Proof interpolation
returns an accepting opening at (i, —j). Once all participating nonfaulty parties invoke reconstruc-
tion, one delivery round supplies at least k— f > t$ valid reconstruction messages to each nonfaulty
recipient. Each applies the G decoder, evaluates against bOT, subtracts the resulting mask from its
stored pad, and outputs s;. Hence reconstruction takes O(1) asynchronous rounds.

Size of the common reference string. We count the explicitly published code and lattice
parameters, suppressing polynomial factors in the security parameter A. The two encoder matrices

Gcode € kar’ Hcode € kac

contain kr and ke coefficients, respectively. Since r, ¢ = O(k), each matrix contributes O(k?) words.
The CRS also contains the masking vectors

boEFS, al,...,agng.

There are /+1 = O(k) such vectors, each of length O(k), so their total contribution is r+£c = O(k?)
field elements.
For the lattice parameters, put dy, = n[log, ¢|. The published matrices are

AcF™  WeFP™, T, ezlmtd)xrds,
The first two matrices contain nm + n? field elements. The public trapdoor T} contains
(rm +dg)rdy = r2mdg + rdﬁ

integer entries, and hence contributes O(k?) words under our counting convention.
More explicitly, let Lentry bound the word length of a published coefficient, and let L w¢ denote
the size of the well-formedness proof system’s public parameters. The total CRS size is

O([kr + ke + 1 + le+nm +n®
+ (rm + dg)T‘dg ]Lentry + Lcrs,wf) .

Since the lattice dimensions and coefficient lengths are polynomial in A, this is O(k? + Lers wi) words.
In particular, the total size is O(k?) whenever Lewswi = O(k?). O
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Corollary 2. Suppose the component-code and packing parameters satisfy Theorem 6 with { =
O(k), the communication-length assumptions of the efficiency theorem, and Ly = O(k). For any
w = $2(k), there exists a semi-packed AVSS protocol sharing p secrets requiring

O((K* + kLuf) /1) = O(K* [1/0]) = O(kp)

words (with factors polynomial in \ suppressed). Reconstruction of one field element costs O(k?)
words and O(k?) messages, and takes O(1) rounds.

Proof. Let us set v+1 = /¢ for LatBingo. We partition the p field-element inputs into [u/¢] = O(u/k)
blocks, each containing at most £ inputs, and pad the last block with zeros if needed. The dealer
can run LatBingoShare independently on these blocks. Adding the per-instance communication gives
the stated sharing cost. Calling LatBingoReconst in the relevant instance of AVSS reconstructs one
input at the per-instance reconstruction cost.

O

6.2.4 Batch Reconstruction for LatBingo We now show how to extend LatBingo to support
(i) reconstructing all the packed secrets and, (ii) reconstructing the sum of shared secrets, both
with the same cost as reconstructing a single secret.

On Full Batch Reconstruction. Similar to [AJM'23], we support reconstructing all v + 1
secrets of one instance at once, while sending only O(poly(A) - k?) words. Every secret is s; =
Zjy1 — bOTM a;i1. Instead of recovering each B_; = Ma;1 separately, parties can recover the
single row ag = bg—M and evaluate it on all the packing vectors a;.

Each party already has th column-direction sources in PiY . They allow it to produce an opening
at (0,1), whose value is bj 3; = agh;. These values are H-code symbols of o , so t senders suffice
to recover that row. Algorithm 5 specifies the protocol.

Algorithm 5 LatBingoReconstructBatch;()

1: Shth ).

2: {(0,v;,m;)} « Basis2DLCCom.GetProofs(crs, com;, col, i, P, {0}). > v; = by B = aoh,.
3: Send (“rec”, batch,v;, ;) to all parties.

4: upon receiving the first (“rec”, batch, vy, 7,) from P,, do

5: if Basis2DLCCom.Verify(crs, com;, (0, u), vy, m,) = 1 then

6: Spateh . Shatch | [, vy,)}.

7: if |SP*"| = ¢t then

8: ag — (DecodeH(Sf’atCh))T. > oo =bj M.
9: for j=0,...,v do

10: 5j = (2i)j+1 — cwaj41.

11: end for

12: Output (So,...,5,) and terminate.

13: end if

14: end if

On Reconstructing Sum of Secrets. Additionally, the linear verification equations support re-
constructing the sum of secrets shared by different dealers. If com; and coms have matrix witnesses
M, and M, adding their commitment-column vectors and their opening vectors gives the verifi-
cation equation for My + M>. The opening norm bound grows by a factor of two. For ¢ dealers, it
grows by a factor of t. Hence the commitments satisfy a (weak) notion of linear homomorphism.
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Let dealers be a common nonempty set of dealers whose sharing instances each participant has
completed, and fix j € {0,...,v}. If we define r, ; € F, to be the j-the secret in the LatBingoShare
invocation with u as dealer, then parties can reconstruct ) jcoiers Tu,j- Essentially, all the parties
sum the reconstruction mask values and their proofs, decode the summed mask column, and sub-
tract its value at bg from the sum of the corresponding public pads. Algorithm 6 gives the formal
procedure.

Algorithm 6 LatBingoReconstructSum;(dealers, j) for j € {0,...,v}

Require: A common nonempty set dealers; P; has completed LatBingoShare for every u € dealers under the same
CRS.

1: t « |dealers|; S « 0.

2: for all u € dealers do

3: Parse com; ,, = ((com2 w b)b_oﬂrwf,i,u) and retain its pad vector z; .

4:  Choose @, C P, with |9}, | =tF.

5: {(=4,2 fft)], Z(ujj)} + Basis2DLCCom.GetProofs(crs, com; ., row, i, Q;,, {—41}).
6: end for

7: for b=0,...,c—1do

8: com;’, < > ucdeslers COMi,u.b-

9: end for

10: Z% - ZuEdeaIers z(, )j

11: ﬂ-iz,‘*j A Zuedealers ﬂ-Z(,u*)]

12: Zf,ajdjrglj A Zuedealers(Zia“)j‘"l'

13: Send (“rec”,sum, j, zf,j, 71'12,]> to all partles

14: upon receiving the first (“rec”,sum, s, z;’_;, mo ;) from P,, do

15: ﬁfj < Zg;é (aj+1)bcom1’b.

16: tiyvyj «— K(gv)ﬁfj.

17: if 7)), €Z™, 2y _; €Fy, ||my_;ll2 <tB(v,—j), and Am)_; + 22 _je1 =t;.; (mod q) then
18: S ST U{(v,zr )}

19: if \SZ | = tG then

20: ,6 + Decode®(S).

21: 7 zfjdj by BZ;.

22: Output s] and terminate.

23: end if

24: end if

Verification of summed openings. We assume that all AVSS instances being summed use the same
CRS, matrix dimensions, component codes, packing vectors, and index conventions. The set dealers
is a common, nonempty input to all participants. As in the ordinary verifier,

)= 0aW ™% B(v,—j) = llgulrlla;sll1Bs.

Let M¥ = Y ucdealers M () denote the sum of the matrices of all the dealers. The honest summed
value is zf_ = gvT M* a;11. The sum of the constituent verification equations is

|
—

C
Aﬂf_j + zi_jel = K(g,) (ajﬂ)bcomfb (mod q).
b

I
o
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The summed-up proof is hence verified with the same linear equation, but the norm is at most
tB(v,—7) by the triangle inequality. Correspondingly, soundness would now require the Power-
BASIS assumption for A, with a larger solution bound: For a declared upper bound ¢y, on the
number of summed dealers, require

2tmameax <q, /BPB Z thameaxa |dea|er5‘ S tmax-

Note that the well-formedness proof included in each commitment is verified and retained; these
arguments are neither added nor retransmitted.

The message sent by each party in both of the algorithms above contains one field value and one
opening vector, along with the secret index, so its asymptotic size matches that in Algorithm 4. We
do not give formal proofs for these protocols since they essentially follow the proofs for LatBingo.

AT acknowledgement We used GPT-5.6 Sol and GPT-6 Astra to improve the editorial content
and to push through the analysis of our constructions. We have verified all Al-generated results
and take responsibility for their correctness.
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