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Abstract. Zero-knowledge Succinct Non-Interactive Arguments of Knowledge (zkSNARKs)
are foundational cryptographic primitives enabling privacy-preserving and verifiable computa-
tion. However, most existing zkSNARK constructions rely on strong trust assumptions—typically
a fully trusted setup—which undermines their applicability in adversarial or decentralized en-
vironments. Although transparent zkSNARKSs remove this assumption, they typically do not
satisfy strong composability guarantees such as Universal Composability (UC).

In this work, we present the first framework for constructing UC-secure zkSNARKs under
weaker trust assumptions, based on a new primitive called Key-Updatable Polynomial Com-
mitments (KU-pCom). This primitive enables publicly verifiable commitment-key updates,
requiring only one honest update rather than a fully trusted setup. Our compiler transforms
any Simulation-Extractable zkSNARK into a UC-secure variant by composing it with a KU-
pCom scheme. We instantiate our framework in two settings: (1) using the structured, trusted
setup of the KZG commitment scheme, and (2) an instantiation based on the lattice-based
commitment scheme of Hwang et al. (Crypto 2024). We implement both instantiations and
provide an end-to-end benchmark of UC-secure zkSNARKSs with succinctness. Compared to
prior UC-secure NIZKs that sacrifice succinctness (e.g., Abdolmaleki et al., CSF 2024), our
work demonstrates that UC security, succinctness, and practical efficiency can be simultane-
ously achieved, establishing a new foundation for succinct, composable proof systems under
weaker trust assumptions.

1 Introduction

Zero-knowledge Succinct Non-Interactive Arguments of Knowledge (zkSNARKSs) [30] have emerged
as essential cryptographic primitives, enabling succinct and non-interactive proofs of computational
integrity while preserving the prover’s privacy. These constructions play a critical role in numerous
cryptographic systems, including privacy-preserving cryptocurrencies, verifiable delegation of compu-
tation, and secure authentication protocols. However, the practicality and deployment of zkSNARKSs
are often constrained by the need for a trusted setup [14,27,29,30,39,41]. Most zkSNARKSs depend on
a common reference string (CRS)? generated via a trusted setup phase, during which secret random-
ness is used to produce the public parameters. If this setup is compromised, the system’s soundness
or zero-knowledge (ZK) guarantees may be entirely undermined [26,30,41|. This limitation poses
serious risks in decentralized settings, where trust assumptions are minimal or distributed. To mit-
igate this, transparent zkSNARKs have been introduced [15], eliminating trusted setup by relying
on public randomness and models like the Random Oracle Model (ROM). While transparency re-
moves a single point of trust, most transparent zkSNARKSs fail to provide strong security guarantees
under composition and concurrent execution. In particular, transparent zkSNARKSs typically do not
achieve Universal Composability (UC) [16], a rigorous security model designed to ensure that cryp-
tographic protocols remain secure even when arbitrarily composed. UC security is crucial for proof
systems embedded into broader systems or concurrently invoked across multiple sessions. Without
it, adversaries can exploit interaction patterns or environmental leakage, violating the proof system’s

3 In some works it is known as structured reference string (SRS).
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guarantees. Several recent efforts [6,12,17,18,26] have sought to reconcile succinctness and UC secu-
rity. However, these approaches often remain ad hoc, do not address or provide post-quantum (PQ)
instantiations, or depend on strong and unverifiable trust assumptions. The difficulty of achieving
UC security becomes even more acute in the presence of adversarially generated setup parameters.
Traditional zkSNARKSs assume a globally trusted party for CRS generation, which is incompatible
with the UC framework’s ideal-world paradigm. This is particularly problematic for protocols re-
quiring long-term composability, trust rotation, or support for updates. While some recent works
offer non-interactive zero-knowledge (NIZK) proofs in the UC model [6,17], they lack succinctness
or require fully trusted parameters, limiting scalability and practical deployment.

To address these challenges, we adopt the updatable-parameter paradigm of [31] (proposed in
the non-UC setting) and lift it to the UC framework. In the updatable model, the CRS (or more
generally, a commitment key) can be publicly refreshed, and security is guaranteed as long as ei-
ther the initial key generation or at least one subsequent public update is performed honestly. We
refer to this requirement as the at-least-one-honest-update assumption. This assumption is strictly
weaker than trusting the entire setup phase: it suffices that a single update is honest, even if all
other updates are adversarial. Moreover, the verifier can eliminate any residual trust by performing
one update itself (possibly offline) at least once during deployment; thereafter, security does not
rely on any external trusted party. 4 Our approach is based on a new primitive, the Key-Updatable
Polynomial Commitment (KU-pCom), which allows commitment keys to be publicly updated in a
verifiable and simulation-sound manner. The key idea is that the commitment key evolves across
epochs, where each update is verified by a transparent circuit using randomness. This ensures
that no single party must be trusted, and any user can verify the integrity of updated parame-
ters; in particular, a single honest update (e.g., contributed by the verifier) suffices to enforce the
at-least-one-honest-update assumption. Importantly, our framework utilizes Simulation Extractable
2kSNARKs (SIM-EXT) [6,8], which extend ZK to adversarial compositions by allowing extraction
of witnesses from adversarial proofs, even after observing simulated proofs. This property is essential
for achieving UC security from simulation-based definitions, especially under adaptive and concur-
rent executions. To ensure reduced trust and evolving parameters, our framework assumes either
a transparent SIM-EXT zkSNARK [20], with publicly generated parameters (e.g., via the ROM),
or an updatable SIM-EXT zkSNARK [8], which allows public keys to evolve while preserving simu-
lation extractability. These properties enable UC security in adversarial or long-lived deployments.
Our compiler supports both and integrates them with KU-pCom to yield a modular, trust-reduced,
UC-secure construction. We instantiate this framework using (i) KZG commitments [35] with an
updatable SIM-EXT zkSNARK [8,20], obtaining constant-size proofs and sublinear verification, and
(i) a lattice-based PCS [33] with a lattice SIM-EXT zkSNARK from [36], yielding the first fully
trustless, post-quantum UC-secure zkSNARK under standard assumptions. By bridging succinct-
ness, composability, and trust-reduction, our framework provides a modular foundation for scalable,
long-lived, and quantum-resistant UC-secure zkSNARKs.

Our Contribution. In this work, we present a new framework for constructing UC-secure zk-
SNARKs under weaker trust assumptions®, based on a novel primitive called the KU-pCom. Tra-
ditional zkSNARKSs typically rely on a trusted setup, which poses significant risks in decentralised
or adversarial environments. Our approach mitigates this limitation by enabling publicly verifiable
updates to the commitment key, even in adversarial settings, without compromising soundness or
zero-knowledge. Our compiler transforms any SIM-EXT, updatable zkSNARK into a UC-secure zk-
SNARK in the Global Random Oracle (GRO) model. The key idea is to decouple trust from the
CRS by supporting publicly verifiable and transparent updates through the KU-pCom scheme. Un-
like multi-party computation (MPC)-based ceremonies, our construction allows any party to update

4 If the verifier performs a key update, then the system becomes fully trustless. Alternatively, the verifier

may simply trust that one update has been performed honestly without participating, reducing the trust
assumption from the entire setup phase to a single update—hence “weaker” trust assumptions.
By “weaker trust assumptions,” we refer to settings where either (i) the verifier updates the public commit-
ment key herself, achieving full trustlessness, or (ii) she trusts that at least one update in the key evolution
process was performed honestly. Unlike traditional zkSNARKSs that rely on a fully trusted setup, our model
requires only minimal or no trust depending on the application context.
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,_[ Functionality Fizk } )

Fnizk is parameterized by polynomial-time-decidable relation R € {0,1}* x {0,1}*, and runs with
parties P1,..., Py and an ideal process adversary Sim. It stores proof table Q, which is initially
empty.

Proof: Upon receiving input (prove,sid,ssid, z,w) from a party P;, ignore if (z,w) ¢ R. Other-
wise, send (prove,sid,z) to Sim. Upon receiving (proof,r) from Sim, store (z,7) in Q and send
(proof, sid, ssid, 7) to P;.

Verification: Upon receiving input (verify, sid, ssid, z, ) from a party P;, if (z, 7) is not stored in Q,
then send (verify, sid, z, 7) to Sim. Upon receiving (witness, w) from Sim, if (z,w) € R, store (z,7) in
Q. Finally, return (verification, sid, ssid, (z, 7) €7Q) to P;.

Fig. 1: N-party functionality for non-interactive zero-knowledge Fnizk [32].

the commitment key in a trustless and auditable way. Once a single honest update has occurred,
future users can rely on the CRS’s integrity without requiring further coordination or trust. Our
contributions are as follows:

- We introduce KU-pCom, a key-updatable polynomial commitment that supports publicly ver-
ifiable key updates, enabling trustless generation and evolution of the commitment key while
preserving the security properties.

- We present a general compiler that transforms any SIM-EXT, updatable zkSNARK into a UC-
secure zZkSNARK in the GRO model under weaker trust assumptions by integrating KU-pCom.

- We prove that our compiler realises the ideal functionality Fyizx for zkSNARKS, as presented in
Fig. 1, while maintaining succinctness and composability in adversarial update settings.

- We instantiate our framework with two concrete constructions: (i) using KZG commitments based
on discrete logarithm assumptions [35] and SIM-EXT zkSNARKSs from [8,20] to obtain a UC-
secure zkSNARK with short proofs and fast verification, and (ii) using the lattice-based polynomial
commitment scheme (PCS) of [33] combined with the modular compiler of this work [36] to obtain
the first trustless, post-quantum, UC-secure zkSNARK.

- We implement both instantiations and evaluate their performance. Our experiments show efficient
proof sizes, verification time, and practical support for public key updates in both the pairing-
based and lattice-based settings. The KZG-based version achieves sub-10ms verification time and
less than 1KB proof size, while supporting composable security under adversarial key updates. The
lattice-based version demonstrates feasibility and modularity for PQ-proof systems and highlights
a promising direction for future quantum-resilient applications.

1.1 Technical Overview

Our framework builds on two key components: the KU-pCom and the mon-black-box SIM-EXT
2kSNARKS. The KU-pCom primitive introduces a novel mechanism for securely updating the com-
mitment key in polynomial commitments while maintaining public verifiability. This enables a more
flexible construction of zkSNARKS, where commitment keys can evolve over time while still providing
strong security guarantees and composability within the UC framework.

Intuition Behind the Construction. The standard framework for constructing UC-secure NIZKs
typically involves combining an encryption of the witness E(w) with a non-black-box SIM-EXT
SNARK, as proposed by C&C@ [37]. This approach ensures UC security by enabling witness ex-
tractability, but the size of the resulting proof grows with the witness size, thus losing succinctness.
Moreover, CC@ relies on a trusted setup to generate encryption keys, which limits its applicability
in trustless or dynamic environments. To address the trust issue, Lamassu™ [6] used extractable

5 A non-black-box technique uses the adversary’s internal code during simulation or extraction, unlike black-
bor methods, which treat it as an oracle. This is often necessary in zkSNARKs due to succinctness:
when proofs are shorter than the witness, black-box techniques become insufficient. Thus, simulation
extractability typically relies on non-black-box methods [8]. Rewinding [20], which runs the adversary
multiple times, is orthogonal and may apply in either setting.
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C@Co: UC-NIZK
E(w) A SIM-EXT SNARK

¥

Lamassu™: Trustless UC-NIZK
KU-E(w) A SIM-EXT SNARK

¥

Ganesh et al.: UC-zkSNARK
PCS(w) A SIM-EXT SNARK

¥

Ours: Trustless UC-zkSNARK
KU-pCom(w) A SIM-EXT SNARK

Fig. 2: Our framework for trustless UC-secure zkSNARKs.

key-updatable public-key encryption, which allows the encryption key to evolve securely over time.
By applying this primitive in the same framework-namely KU-E(w) A SIM-EXT SNARK-Lamassu™
eliminated the need for a trusted setup and achieved a trustless UC-secure NIZK. However, the use
of encryption still made the size of the proof depend on the witness, thereby failing to preserve
succinctness. To overcome this, Ganesh et al. [26] proposed an alternative framework by replacing
encryption with a PCS. This allowed the prover to commit to a witness succinctly, and then use a
SIM-EXT SNARK to prove correctness, yielding a UC-secure zkSNARK with succinctness in both
proof size and verification time. However, the PCS in their work still required a trusted setup to
generate the commitment key, reintroducing a trust assumption. In our work, we resolve all these
issues simultaneously by introducing a new primitive, called key-updatable polynomial commitment
(KU-pCom), which supports publicly verifiable updates to the commitment key without requiring a
trusted setup. We instantiate a framework based on KU-pCom(w) A SIM-EXT SNARK to construct
the first UC-secure zkSNARK that is both trustless and succinct (see Fig.2).

KU-pCom Scheme: The KU-pCom is the foundational primitive of our framework. It extends
classical polynomial commitments with the ability to securely and verifiably update the commitment
key. For completeness, we give only a brief high-level syntax here; the formal definition and security
notions are presented in Section 3. This consists of the following algorithms:

— Setup(1*,d) — (cko, Tek,0): On input the security parameter A and the maximum degree d of
polynomials to be committed, the setup algorithm generates an initial commitment key cky and
a proof mey o.

— Update(ck;, mek,i) — (ckit1, Tup,i+1): On input a current commitment key ck; and the information
Tek,i certifying its validity, this algorithm outputs an updated key ck;11 and a publicly verifiable
update proof 7y, ;+1. The update preserves consistency across epochs, and correctness is ensured
by a succinct proof.

— Ver.UP(ck;, ckit1, Tup,i+1) — {0, 1}: This algorithm verifies the validity of an updated commitment
key using the provided proof. It returns 1 if the update is correct with respect to the previous key
ck;, and 0 otherwise.

— Com(ckyyp, f(X)) — c: This algorithm takes a commitment key ck,,, and a polynomial f(X) € F[X]
of degree at most d and returns a commitment c.

— Eval(ckyp, ¢, d, z,y, f(X)) = Tepar: The evaluation algorithm takes as input the commitment key
ckyp, & commitment ¢, degree bound d, evaluation point z € F, the claimed polynomial evaluation
y = f(2), and the polynomial f. It outputs a proof 7 of the evaluation.

— Check(ckyp, ¢, d, z,y,m) = {0, 1}: Verifies that ¢ opens to y at z under the current key ck.

The central innovation of KU-pCom lies in the design of Update and Ver.UP: these allow anyone
to evolve the commitment key without coordination, while preserving binding and hiding. Updates
are publicly verifiable and can be chained: the verifier accepts ck; if there exists a valid sequence of
updates from ckg to ck;, each accompanied by a valid 7y ;. Thus, the scheme guarantees:
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- Updatable key generation and wverification: The KU-pCom scheme allows the generation of an
initial commitment key and provides a secure mechanism for updating the key. Each update is
accompanied by a publicly verifiable proof that ensures the new key is valid and consistent with
the previous key, ensuring security under adversarial modifications.

- Succinct evaluation proofs: The evaluation proof size and verification time remain independent of
the number of key updates, thanks to the structure-preserving design.

- Persistent binding and hiding: If the original scheme is binding and hiding under static keys,
then KU-pCom retains these properties across any sequence of updates, provided at least one
honest update occurs. This guarantees simulation soundness and extractability in its application
in zkSNARK even when the adversary controls some updates.

Non-black-box SIM-EXT zkSNARK: To maintain security under adversarial conditions, we com-
bine the KU-pCom scheme with either an updatable SIM-EXT zkSNARK [8] or a transparent SIM-
EXT zkSNARK [20], depending on the instantiation. The updatable variant supports evolving CRSs
across epochs while preserving simulation extractability, whereas the transparent variant determin-
istically derives prover and verifier keys from public randomness. These properties are crucial for
achieving UC security in adversarial or long-lived deployments, where the setup must be either
trustless or resilient to key updates. Our compiler supports both types of input zkSNARKs and
integrates them seamlessly with KU-pCom to yield a trustless, UC-secure construction.

High-level security overview:

Soundness and zero-knowledge: The soundness of the proof system is ensured by the SIM-EXT
property of the zkSNARK. The ZK property is preserved, as the evaluation proofs generated under
KU-pCom reveal no additional information about the committed witness, even after multiple updates
to the commitment key. Unlike traditional systems that rely on a static trusted setup, our approach
ensures security even in dynamic, evolving environments where updates are performed adversarially.

Eztraction procedure: Inspired by the technique by Ganesh et al. [26], we extract the underlying
witness from the adversary’s interactions using the GRO. The GRO forces any prover interacting with
the system to commit to specific values that are globally verifiable and unique across all instances
of the system. At a high level, the extraction process works as follows: during the proof generation
phase, the prover queries the GRO with certain values, such as the commitment, evaluation points,
and evaluation proofs. The response from the GRO is used to determine whether the prover’s input
corresponds to a valid witness. Importantly, the prover cannot influence the outcome of the query
once the input is sent to the GRO. This global consistency guarantees that any attempt by the
adversary to produce multiple valid proofs for different statements or evaluation points will either
fail or allow the extractor to deduce the correct witness. This mechanism ensures the soundness of
the system and provides robustness against adversarial behavior, even when the adversary controls
the setup or key updates.

Applications. Our KU-pCom framework enables verifiable key updates while preserving sound-
ness and zero-knowledge, eliminating trusted setup as in Sonic [39] and providing UC security for
Zcash [42], zk-rollups, and smart contracts. In these settings, publicly verifiable key updates are par-
ticularly useful for long-lived and decentralized deployments, where relying on a single permanently
trusted setup is undesirable. Unlike domain-specific UC-secure SNARKSs [18], our generic construction
supports all NP relations via arithmetic circuits, enabling privacy-preserving identity [7,10,11,40],
voting [4,5,9], and secure machine learning [1,34,43], while overcoming limitations in composabil-
ity [2,3,14].

1.2 Related Work and Comparisons

A substantial body of work studies UC security and SIM-EXT in succinct NIZKs and zk-SNARKSs,
often relying on non-black-box simulation or knowledge assumptions, which hinder composability.
Early approaches enrich the CRS with a public key and encrypted witnesses [21,22], later general-
ized by CoC@ [38] and extended to updatable zk-SNARKs in Lamassu [8] using key-homomorphic
signatures [23], though still limited by knowledge assumptions. Extractable key-updatable PKE is
explored in [24], while [26] achieves UC-secure succinct SNARKSs via extractable commitments but
assumes trusted setup and lacks PQ security. Abdolmaleki et al. [6] remove knowledge assumptions
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Table 1: Comparison of Related Works

Work UC |[Trust-less|Succinctness| PQ|FB
[26] v X v X |V
[6] v v X X |V
[18] v v v X | X
[13] v X v X |V
[17] v v X X |V

Our Framework| v v v a4

at the cost of succinctness and quantum resistance. Recent works [13,17, 18] trade off modular-
ity, succinctness, or post-quantum security. In contrast, our framework simultaneously achieves UC
security, trustlessness, succinctness, post-quantum security, and remains framework-based, yielding
UC-secure zk-SNARKSs against quantum adversaries. In Section 5, we instantiate our framework
using KZG commitments [35] and a lattice-based polynomial commitment [33] combined with a
SIM-EXT zkSNARK [36], yielding the first trustless, post-quantum, UC-secure zkSNARK, with Ta-
ble 1 summarizing related work. Beyond UC-secure constructions, transparent zkSNARKSs based
on STARKs and IOPs eliminate trusted setup via public randomness and the Random Oracle or
Fiat—Shamir models, achieving strong zero-knowledge and limited composability but not full UC
security. Our framework complements this line by enabling transparent or lattice-based SIM-EXT
zkSNARKSs to be integrated via KU-pCom, yielding modular, succinct, and fully UC-secure systems
without reverting to a static trusted setup.

Comparison with [18]. Chiesa and Fenzi [18] present a monolithic construction achieving UC
security, succinctness, and trustlessness, but without a modular framework for varying the PCS or
zkSNARK backend. Subsequent work has continued this line by studying UC-secure SNARKSs with
transparent setup; in particular, Badertscher et al. [13] construct UC-secure SNARKS with transpar-
ent setup without relying on a programmable random oracle. In contrast, we propose a compiler-style
framework that separates a simulation-extractable zkSNARK from a polynomial commitment layer
via the KU-pCom primitive, enabling publicly updatable and instantiable commitments in pairing-
and lattice-based settings. This modularity allows our construction to inherit properties such as PQ
security, transparency, or efliciency from its components. Our key novelty is strengthening standard
PCS notions [26] to updatable forms and showing these suffice to preserve simulation-extractability
and UC security under adversarial key evolution, yielding a general methodology beyond fixed con-
structions.

2 Preliminary

Notation. Let A € N be the security parameter and negl(\) a negligible function; all algorithms are
PPT and indexed by A. Let [, be a finite field of order ¢, F<4[X] the polynomials of degree at most
d, and f € F<4[X] the encoded witness, with verifier queries z; € F, and responses y; = f(z). A
bilinear group (G1, G2, Gr,e) has order g with generators g1, g2. Let ckg and ckyp be the initial and
updated commitment keys with update proof m,,. Let 1T R denote a simulation-extractable zkSNARK
for R, and I1, ,gc its UC-secure compilation via KU-pCom. For the sake of readability, the remaining
preliminaries are presented in Appendix A.

3 Key-Updatable Polynomial Commitment Scheme

This section introduces the KU-pCom primitive and its security properties. In Section 4, we show
how each of these properties is used by the UC compiler to realize the ideal functionality Fnizk
(cf. Fig. 1). In particular, updatable evaluation binding and ¢-non-extrapolation ensure extractability
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in the GRO, while updatable hiding guarantees ZK under adversarial key updates. Now, we introduce
a new primitive called Key-Updatable Polynomial Commitment (KU-pCom), which is a polynomial
commitment scheme that allows one to update the commitment keys and provide publicly verifiable
key update proofs. We will need this primitive to enable commitment of the witness in our zk-
SNARK construction in a way that is compatible with UC security under weaker trust assumptions
(i.e., without requiring a trusted setup for generating the commitment keys).

Remark 1 In the KU-pCom scheme, security should hold as long as either the initial key generation
or at least one of the updates is performed honestly. We note that as done by [31] for updatable CRS
for ZK arquments (Lemma 6), we model only a single update, since a single adversarial update
implies KU-pCom with arbitrarily many adversarial updates. For simplicity of exposition, we model
only a single key update. This is without loss of gemerality, since security in the presence of one
honest update implies security under an arbitrary number of updates by a standard hybrid argument,
following the approach of [31].

A KU-pCom scheme over a field F is a tuple of algorithms (KGen, Update, Ver.UP, Com, Eval, Check)
defined as follows:

— KGen(1*, D) — (ckq, Tck0): Given a security parameter A and a degree bound D, output an initial
commitment key cko and a proof 7. ¢ of correct key generation.

— Update(ck;, mer,s) — (ckit1, Tup,it1): Given the current commitment key ck; and the information
Tek,i certifying its validity, output an updated commitment key ck; 1, with associated key updating
information upck, and a proof m,; ;41 that the update was done correctly.

— Ver.UP(ck;, ckit1, Tup,i+1) — {0,1}: Given the previous commitment key ck;, the candidate up-
dated commitment key ck;11, and the corresponding update proof m,, ;+1, output a bit b € {0,1},
indicating acceptance (b = 1) or rejection (b = 0) of the update.

— Com(ckyp, f,d; p): The commitment algorithm takes as input the commitment key ck,,, a poly-
nomial f € F<y4[X], a degree bound d < D, and randomness p. It outputs a commitment ¢ to the
polynomial f. If the scheme is deterministic, then p =_1.

— Eval(ckyp, c,d, z,y, f;p): The evaluation algorithm takes as input the commitment key ck,,, a
commitment ¢, degree bound d, evaluation point z € FF, the claimed polynomial evaluation y =
f(2), the polynomial f, and randomness p. It outputs a proof 7 of the evaluation.

— Check(ckyp, ¢, d, z,y,m): The verification algorithm takes as input a commitment key ck,,, a com-
mitment ¢, degree bound d, evaluation point z, claimed evaluation y, and the evaluation proof .
It returns a bit b € {0,1} indicating whether the proof is valid.

We stress that extending a polynomial commitment scheme to a KU-pCom requires more than
adding the syntactic interfaces Update and Ver.UP. While these algorithms provide the mechanism
for publicly verifiable key evolution, the main requirement is to show that the security properties
of the underlying polynomial commitment continue to hold under valid, potentially adversarial, key
updates. Section 3.1 formalises these updatable security requirements.

3.1 Security Definitions for KU-pCom

Now, we define the security definitions of the new primitive KU-pCom. Note that all adversaries in
the security definitions below can communicate with each other and may, in fact, be the same entity.
We divide them into separate adversaries for the sake of simplicity.

(Perfect) Updatable Key Correctness. This requires:

1) For any (ck,m.) + KGen(1*,D), ck is a valid initial commitment key with associated key-
generation proof ..

2) For any (ck, mer) + KGen(1*, D) and (ckyyp, Typ) < Update(ck, 7., ) such that Ver.UP(ck, ckyp, Tup) =
1, the distributions of ck and ck,, are (perfectly) indistinguishable.

3) For any (ck, mer) < KGen(1*, D) and (ckyyp, Typ) < Update(ck, mex,), we have: Ver.UP(ck, ckyp, Tup) =
1.
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Updatable Completeness. A KU-pCom scheme is complete if for A, polynomials f € F<4[X],
evaluation points z € F, and PPT adversaries A,

(ck, Ter) < KGen(1*, D), (ckup, Tup) < Update(ck, m.1.),
1 < Ver.UP(ck, ckyp, Tup), ¢ < Com(ckyp, f,d; p),

' 7+ Eval(ckyp, ¢, d, 2,y :== f(2), f; p),
1 < Check(ckyp, ¢, d, z,y,)

Updatable Evaluation Binding. For all PPT adversaries A; and As,

(ck, Ter) < KGen(1*, D), (ckup, Tup) < A1 (ck, wer),
(c,d,z,y, Y, m,7")  Aa(ck, ckup, Teks Tup),
Pr|s.t: y # y A Check(ckyp, ¢, d, z,y,7) =1, < negl(A).
A Check(ckyp, ¢, d, 2,y , 7') = 1,
A Ver UP(ck, ckyp, Tup) =1

Updatable Soundness. For all PPT adversaries A; and As,

(ck,mer,) < KGen(1*, D), (Ckup, Tup)  A1(ck, ),

¢ < Com(ckuyp, f,d; p),

Pr|(m, ¢ d, z,y)  As(ck, ckup, Tek, Tup) : < negl()).
Check(ckyp, c,d, z,y,m) = 1A f(2) £y

A Ver UP(ck, ckyp, Tup) = 1

Updatable Unique Proof. For all security parameters A, all polynomials f € F<4[X], and all
PPT adversaries A; and A,

(ck, Ter) < KGen(1*, D), (ckup, Tup) < A1 (ck, mer),
¢ « Com(ckyp, f.d; p);

(w1, m2,¢,d, 2,y) = Aa(ck, chup, Tek, Tup)
Check(ckyp, ¢, d, z,y,m) =1
A Check(ckyp, ¢, d, z,y,m2) =1,
Ay # o AVer.UP(ck, ckyp, myp) = 1

< negl(\).

The updatable unique proof property ensures a unique valid proof 7 for every valid polynomial
evaluation, even after key updates.

Updatable Evaluation Hiding. For all PPT adversaries (A;, Az, A3),

(ck, Ter) < KGen(1*, D), (ckup, Tup) < A1 (ck, mer),
(f1, f2,2) < Aa(ckup, ck) st. fi(z) = fa(2);c1 = Com(ckyp, fi1,d; p),
Pr |cy < Com(chup, f2,d; p); yp <+ f(2), < 1 +negl()),
mp < Eval(ckyp, b, d, 2, yp, fo; p),
b As(ckup, cv, 2, yp, M) : b=b" A Ver.UP(ck, ckup, Tup) = 1

where b € {1,2} is a random bit, f;, represents the committed polynomial, and y, = f5(2) represents
the evaluation of f, at point z. We require f;(z) = f2(z), ensuring that the revealed evaluation y,
does not itself disclose the challenge bit b. The adversary A3 must guess whether the commitment
and proof correspond to f; or fo, but can only succeed with probability negligibly better than random
guessing.

Updatable ¢-Non-Extrapolation. Let PES = (Enc, Dec) be a polynomial encoding scheme.
For all PPT adversaries A = (A1, Az, A3),

(ck, Ter) < KGen(1*, D), (ckup, Tup) < A1 (ck, mer),
(n, z) = Aa(ck, ckyp, Tup); € := o(|2]);d :=n+ 4
Pr | p, ¢ F% f < Enc(0™,n,6;p0); ¢ < Com(ckyp, f,d; pe);| < negl(N),
y = f(z); <« Eval(ckup,c, d, 2,9y, f;pc);
(2", y",7) < As(c,y,m); v < Check(ckyp, ¢, d, 2", y*, 7")

||
Enc

where v = 1 A Ver.UP(ck, ckyp, mup) =1 A2 € Dg,. AN 2* € Denc A 2* ¢ 2
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4 Framework for UC-SNARK under Weaker Trust Assumption

Now, we present a framework for constructing a succinctness-preserving UC NIZK framework under a
weaker trust assumption by leveraging the novel proposed primitive, the KU-pCom. This framework
replaces the traditional PCS of [26] with KU-pCom, enabling key updates without the need for a
trusted setup while preserving the succinctness and evaluation binding properties crucial for NIZKs.
Framework Overview. We define a generic framework that takes as input a non-blackbox simulation-
extractable (SIM-EXT) updatable NIZK for the arithmetic circuit satisfiability relation R = {(C,w) :
C(w) = 1}, which can be instantiated using the zkSNARK of [8], together with a KU-pCom scheme
that is succinct, evaluation binding, has unique proofs, and satisfies updatable evaluation hiding
(instantiated in Section 5). The resulting protocol, denoted by H%C, UC-realizes the functional-
ity Fnizk in the (GRO, Fserup)-hybrid model, where Fserp (Fig. 5) provides both the updatable
SIM-EXT NIZK [8] and the proposed KU-pCom, and guarantees security as long as the initial key
generation or at least one subsequent update is performed honestly.

Role of KU-pCom Properties in UC Security. We explain how the security properties of the KU-
pCom primitive (Section 3) are used by the UC compiler to realize the ideal functionality Fnizk in
the (GRO, Fsetup)-hybrid model.

- Updatable Fvaluation Binding = Soundness. Updatable evaluation binding ensures that no PPT
adversary can produce two valid openings of the same commitment at a fixed point, even under
adversarial key updates. In H,gc, this prevents equivocation on the committed witness across
executions or epochs, so any accepted proof corresponds to a unique witness polynomial.

- @-Non-FEztrapolation = Ezxtraction. The ¢-non-extrapolation property prevents valid proofs at
unqueried points. In the GRO model, it forces prover queries that uniquely determine the wit-
ness polynomial, enabling the simulator to extract a valid witness and ensuring simulation-
extractability.

- Updatable Evaluation Hiding = Zero-Knowledge. Updatable evaluation hiding ensures that com-
mitments and proofs leak no information about the witness across key updates, allowing the
simulator to generate indistinguishable transcripts and establishing zero-knowledge.

4.1 Protocol Definition of ch

In our framework, ITr denotes the underlying zkSNARK for the relation R = {(C,w) : C(w) = 1},
where C is an arithmetic circuit and w a valid witness. We assume IIg is non-black-box, simulation-
extractable (SIM-EXT), and updatable, ensuring soundness and zero-knowledge under CRS updates
and adversarial or concurrent execution. The notation mxy_pcom refers to the KU-pCom evaluation
proofs, which certify that a committed witness polynomial evaluates correctly at sampled points
and remains valid across key updates. Together, IIg and Tkuy-pcom yield a universally composable
zkSNARK under reduced trust. The protocol ch is parameterized by A, a finite field F, a de-
gree bound D, a repetition parameter r = r(\) > 0, and evaluation points z, and operates in the
(GRO, Fsetup)-hybrid model, running IIr, KU-pCom, and PES. Before defining the protocol, we
introduce the key notations used in the construction:

— prove: Command that instructs P; to generate a proof for R.

— sid: The session identifier, used to uniquely identify a protocol instance.

— ssid: The sub-session identifier, used to identify different sub-sessions within a single protocol
session.

— pp: Public parameters generated by the setup oracle and used by the protocol.

— genparams: Command sent to Fserup to generate the public parameters pp.

— genkey: A command sent to Fsetup to generate the commitment key ck for the the KU-pCom
scheme.

— comkey: Commitment key for polynomial commitments.

— ck: Commitment key from Fsetyp for the PCS and evaluation proofs.
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We now proceed to the protocol as follows:

Prover (Prove): Upon receiving input (prove, sid, ssid, C,w), the prover P; performs as follows:

Setup: Send (genparams, sid) to Fsewp and receive (params, sid, pp). Send (genkey, sid) to Fsetup

and receive (comkey, sid, ck, m¢) Fig. 5). Abort if D > Max Degree Bound.

Key update verification: If the commitment key ck was updated, the prover verifies that Ver.UP(ck, ckyp, myp) =
1. If this verification fails, the prover aborts. Otherwise, continue using cky,.

Witness encoding and commitment:

— Encode the witness w as a polynomial f € F<4[X], where f = Enc(w, py),
— Commit to the witness by generating a commitment ¢ = Com(ck, f,d; p.) using the KU-pCom
scheme.

Circuit construction: Define the circuit C’ such that C'(w, f, pw, pc) outputs 1 if C(w) = 1,
f = Enc(w; py), and ¢ = Com(ck, f,d; pc)-

Evaluation proof generation: Initialize empty sets z, ¥, and mKy—_pcom-

Loop for evaluation points: For each iteration i € [r], do:

) Initialize a counter ctr := 0 and an empty set of used evaluation points D;.
) If ctr = T (the maximum number of allowed retries), abort by outputting (proof, sid, ssid, runout _eval).
3) Sample an evaluation point z; + Dgne \ Dy, update ctr := ctr + 1, and update D, := D; U {z;}.
) Compute y; = f(2;) and evaluation proof m; < Eval(ck, ¢, d, z;, yi, f; pe).
) Send (query, (sid, (C', ¢, z;,yi, 7i,1))) to the GRO. Upon receiving v from GRO, if the first b bits
of v are not 0y, go to step 2. Otherwise, store z;, y;, m; in the sets z, y, and mky—pcom, respectively.

Querying setup oracle: Whenever P needs to make a call to Osetyp with input in, it sends
(setup, sid,in) to receive the response (setup,sid,out), forwarding out to P. In the framework,
Osetup denotes the setup oracle that is initialised by the ideal functionality Fsetup and is responsible
for generating and maintaining the public parameters required by the cryptographic protocols. Once
initialised, Ogetyp can be queried by the prover or verifier to obtain setup-dependent outputs, such
as public parameters for the zkSNARK IIi or the commitment key for the KU-pCom scheme. The
oracle ensures consistency across multiple invocations by maintaining internal state, and its responses
are deterministic once the initial parameters are fixed. Importantly, access to Ogetup is modeled in
the GRO setting, ensuring that all parties have a consistent view of the setup outputs without relying
on a trusted third party.

Running ITz: Run IIz.P (the prover of zkSNARK) on input pp, C’, w’ to obtain a proof #n’, where
w' = (w, f, pus pe)-

Output proof: The prover outputs (proof, sid, ssid, w), where 7 := (7', ¢, 2, Y, TKU—pCom) -

Verifier (Verify): The verifier V' proceeds:

Receive inputs: The verifier gets input (verify, sid, ssid, C, y, ¢, ), where y is the claimed output.
Commitment consistency: The verifier checks if Check(ck,c, d,z, f(2),7) = 1, where ¢ is the
commitment, f(z) is the evaluation, and 7 is the proof provided by the prover.

Verify circuit: The verifier runs ITg.V(pp, C’, ') to verify the zero-knowledge proof 7.

Final decision: If all checks pass, the verifier accepts the proof; otherwise, the verifier rejects.

We summarise the full definition of the UC-secure zkSNARK protocol with no trust assumption
in Fig. 3, highlighting the setup, key update, proof generation, and verification phases that integrate
the SIM-EXT zkSNARK with the KU-pCom scheme in the (GRO, FSetup)-hybrid model. We notice
that, in the updatable model [31], security requires at least one honest update. In our scheme, we
assume that the verifier participates in the update process (offline) at least once to maintain security.

Theorem 1. Let IIg be a non-blackbor SIM-EXT 2kSNARK for the arithmetic circuit relation R
(e.g., [8]) with Ox(1)-size proofs, where Ox(1) denotes quantities polynomial in X. Let KU-pCom
be a key-updatable PCS with Ox(1)-size commitments and evaluation proofs, evaluation binding,
unique proofs, updatable evaluation hiding, and updatable non-extrapolation w.r.t. PES = (Enc, Dec)
(Definition 2). Then ch UC-realizes Fnizk in the (GRO, Fsetup)-hybrid model for R and has proofs
of size Ox(1).
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Proof Intuition. By p-non-extrapolation, any accepting adversary’s GRO queries uniquely determine
a valid witness, enabling extraction and soundness. Updatable evaluation hiding makes simulated
commitments and proofs indistinguishable after one honest update, yielding UC security. We defer
the full details to Appendix B.1.

5 Instantiation of KU-pCom and UC-secure SNARK

5.1 Discrete Logarithm-Based Instantiation

We instantiate KU-pCom using the KZG polynomial commitment scheme of Kate et al. [35], ex-
tending it with publicly verifiable key updates.

Instantiation of KU-pCom with KZG Polynomial Commitment. The KU-pCom’s algo-
rithms are as follows:

— Key Generation (KGen ): The setup generates parameters for a bilinear group G = (G1, G2, Gr,q, g, h, €),
where g € G1, h € Gy are generators. A secret scalar o € Fy is sampled, and the commitment
parameters are ¢ = (g,g”‘,go‘Q,...,g‘lD,h,h”‘). The commitment key ck = (G, o) is outputted
along with a proof 7. verifying the correctness of the setup.

— Key Update (Update): To update the commitment key, sample a new scalar 8 € F,. The updater
does not need to know or store the trapdoor «. Instead, each public element g of the current com-

mitment key is raised to 3%, yielding (gal)ﬁ = ¢’ and h® is updated as (h®)# = h*B. Thus,

the updated parameters are o, = (g, g B, g(o"ﬁ)Z), . 7g(“'B)D ,h, h#). The updated commitment
key cky, and an update proof 7, (where m,, = (¢g°, h?)) verifying the update are generated.

— Verify Update (Ver.UP ): To verify that the update was performed correctly, the verifier checks that
the pairing equations hold: e(g®#, h) = e(g%, h?),e(g*?, h*F) = e(g(“"g)z,h)7 e ,e(g(‘)‘ﬂ)wfl)7
he Py = e(g(a'B)D,h). The update proof 7, is used in this verification. If the pairing holds, the
update is accepted, and the updated key ck,, is considered valid.

— Commitment (Com): Given a polynomial f(X) of degree d < D, the commitment under the
updated key ck,, is computed as follows. The commitment to the polynomial f is ¢ = gf (@B For
a shifted polynomial f(X) = XP=4. f(X), the commitment becomes: ¢ = (g7(*#) gf(“‘ﬂ)). Here,
ck,yp is the updated key based on o - 3. Randomness p may be required depending on whether the
scheme is deterministic.

— Ewaluation (Eval): To prove that the committed polynomial f evaluates to y at a point z, the

FX)—f(2)
X—z

prover computes the quotient polynomial: w(X) = . The proof for this evaluation is

7 = g¥(@B)_ Similarly, the proof for the shifted polynomial f(X ) can be computed if needed. The
updated commitment key ck,,, is used throughout this process.

— Check (Check): The verifier checks the evaluation proof by verifying the pairing equations. For the
polynomial evaluation f(z) = y, the verifier performs the following check: e(gf;%ﬁ), h) = e(g“@?),

h®#=2). This pairing equation ensures that the quotient polynomial w(X) is correctly computed
and that the evaluation proof m matches the committed polynomial under the updated key ck,,.
If the pairing equation holds, the verifier accepts the proof; otherwise, the proof is rejected.

Theorem 2. Assume PCS of KZG is perfectly unique, computationally evaluation binding under the
SDH assumption, perfectly evaluation hiding, and computationally ¢-non-extrapolation with respect
to any polynomial encoding scheme PES with bounded independence, where ¢(r) :=r+ 1. Then, the
KU-pCom scheme satisfies updatable key correctness, updatable completeness, updatable evaluation
binding, updatable unique proof, updatable evaluation hiding, and ¢-non-extrapolation.

We defer the full details to Appendix B.2.
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,-[ UC-Secure zkSNARK Protocol I7T5¢ } <

Protocol parameters: Security parameter A, relation R = {(C,w) : C(w) = 1}, degree bound D,
repetition count r, evaluation domain Dgnc, field F.

Pre-processing phase:

1. Prover and verifier query Fsewp by sending (genparams, sid) and receiving (params, sid, pp), and
by sending (genkey, sid) and receiving (comkey, sid, ck, mck).
2. If the prover or verifier needs to verify a key update, they check:

Ver.UP(ck, ck’, Tup) Z1
and proceed with ck’ if valid.

Prover:

1. Encode witness w as polynomial f = Enc(w; pw).
2. Compute commitment ¢ = Com(ck, f,d; pc).
3. Construct circuit C’ to verify

Cw) =1, f = Enc(w; pw), ¢ = Com(ck, f,d; pc).

4. Initialize empty sets 2, y, Tku—pCom-
5. Fori=1tor:

— Sample z; € Dgne, compute y; = f(2:).

— Generate evaluation proof m; = Eval(ck, ¢, d, zi, yi, f; pc)-

— Send (query, (sid, (C’, ¢, zi, i, i, 1)) to GRO and receive v. If the first b bits of v are 0°, add
Zi, Yi, Ti O 2, Y, TKU—pCom, respectively; otherwise, resample according to the evaluation-point
procedure.

6. Run 7’ < IIr.P(pp,C’',w’), where w’' = (w, f, puw, pc)-
7. Output final proof: 7 = (7', ¢, 2, Y, Tku—pCom )-

Verifier:

1. Input: (verify, sid, ssid,C,y,c,m = (7', ¢, 2, Y, TkU—pCom))-
2. Verify all evaluation proofs:
Vi, Check(ck,c,d, zi,yi,m) = 1.
3. Verify SNARK proof:
Hp.V(pp,C'\ ') £ 1.

4. Accept if all checks pass; otherwise reject.

Fig. 3: UC zkSNARK protocol IT5¢ using KU-pCom and SIM-EXT SNARK.

Instantiation of Trustless UC-secure zkSNARK. We now can instantiate a fully UC-secure
zkSNARK in updatable model (trustless) by applying our general compiler from Section 4 (see
Fig. 3) to the concrete components introduced above. Specifically, we combine: (i) The KU-pCom
instantiation based on the KZG polynomial commitment as described in part A of Section 5.1. (ii)
A SIM-EXT zkSNARK for the arithmetic circuit satisfiability relation R = {(C,w) : C(w) = 1},
instantiated using the constructions from [8,20], which support updatable non-black-box simulation
extractability. This composition yields a transparent, UC-secure, and trustless zkSNARK protocol
with constant-size proofs, sublinear verification, and updatable commitment support.

5.2 Lattice-Based Instantiation

We instantiate our framework using lattice-based components to obtain a post-quantum UC-secure
zkSNARK with an updatable setup. At a high level, we combine the lattice-based polynomial commit-
ment scheme of [33] with the modular PIOP-to-zkSNARK compiler of [36]. The resulting construc-
tion provides the commitment and evaluation mechanisms required by our compiler, while relying on
standard lattice assumptions such as Module-SIS and Module-LWE. We then use the same lattice-
based commitment scheme to instantiate the KU-pCom component, allowing commitment keys to
be updated and publicly verified. Applying these components to the compiler from Section 4 yields a
post-quantum UC-secure zkSNARK in the updatable setting. The complete construction, including
the setup, update, proving and verification algorithms, parameter definitions, and security argument,
is provided in Appendix C.
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Table 2: Runtime Comparison Table

Circuit| Scheme |Prove (Offline) (s)|Prove (Online) (s)|Verify (ms)
ZK-SM|Micali [18] 9.30 22.0 225
BCS [18] 40.0 58.0 25.0
Ours 44.7 103 11.0
MMR. [Micali [18] 16.9 117 38.0
BCS [18] 76.0 114 49.5
Ours 51.3 146.6 21.8

Table 3: Peak memory usage for constructions over 10 iterations
Circuit [Ours (MB)|Micali (MB)|BCS (MB)
ZK-SM 1520 1910 3440
MMR 3810 4790 6640

6 Evaluation and Implementations

Experimental Setup. We present a full implementation of our proposed framework, written in
C++. All tests were run on a Dell laptop with 8GB of RAM and 10GB of swap, integrated graphics
and an Intel 17-10700K at 4.8GHz clock speed. The implementation is designed to preserve suc-
cinctness while supporting UC in the standard model. To ensure compatibility with existing crypto-
graphic toolchains, we build on widely used libraries such as MCL. The implementation is available at
Classic Proposed Framework Implementation’.Table 2 presents the experimental comparison of
our framework against the Micali (PCP based) and BCS (IOP based) constructions from [18] on two
large constraint systems (ZK-SM and MMR). ZK-SM is a circuit for zero-knowledge set membership
with 25,000 items and MMR is a circuit for Matrix Multiplication Regression in Machine Learn-
ing with 2000 data points and 10 features. These are analogous to Blockchains, privacy-preserving
technologies and other applications of zkSNARKSs in real world environments thus highlighting our
protocols applicability in the field.®

Results and Analysis. The results highlight the trade-offs and advantages of our proposed frame-
work compared to existing ones which we discuss in detail. 1) Proof Size: Our framework has slightly
larger proof sizes due to the additional commitment of the witness attached to the proofs compared
to the [18] schemes. ii) Prover Time: Due to the increased proof size our construction has marginally
longer proving time, however this can be delegated to the offline phase thus being acceptable in real
world applications. iii) Verification Time: We achieve faster verification due to our protocol’s ability
to parallelize checks of all the individual evaluation proofs, see Fig. 3, instead of a large, monolithic
proof.

Key Observations. An analysis of our framework’s performance across circuits reveals interesting
trends in both proving and verification times. (a) For ZK-SM, our framework has a 4.7x total proving
overhead over Micali, however it has faster verification by 2x compared to BCS and Micali. (b)
For MMR, the three schemes are closer in performance with Micali with the fastest proving time
and Ours as the fastest verifier again (21.8ms). Due to BCS’ recursive nature its proving time
increases greatly from ZK-SM to MMR but a significant portion can be performed offline. (c) As
complexity increase between ZK-SM and MMR, our framework’s proving overhead narrows to 1.2x,
indicating that the overhead becomes more manageable as circuit size grows, while still maintaining
efficient verification times. According to Table 2, the performance results demonstrate that when
comparing the UC schemes with each other, performance differences arise from the efficiency of
the underlying cryptographic structure used. These differences become more pronounced as the
size of the problem increases, where computational overhead can compound and lead to a larger

" Code for the classical and post-quantum implementations is available at https://github.com/anon-res
earcher789/anonl and https://github.com/anon-researcher789/anon2, respectively.

8 Values for schemes from [18] are estimates from analysis of their constructions properties such as the
Prover’s offline and online time proportions, Verifier method and cryptographic structures used.
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Proof Sizes for Large Circuits

ZK-SM
MMR

4 Proving Overhead vs Constraints
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Constraints.

(a) Proof Size Comparison (b) Proving Overhead

Fig. 4: Classical proof size and proving overhead comparison.

disparity in performance. As Figure 4(a) shows, in terms of proof size, our scheme consistently
demonstrates comparable proof sizes compared to both Micali and BCS across ZK-SM and MMR.
This is particularly advantageous for applications where minimizing bandwidth usage is crucial.
Even as constraints grow, the proposed scheme maintains its standing in proof size, making it an
equally suitable choice for cryptographic protocols that require compact proofs such as blockchains,
secure voting systems and identity verification, without sacrificing security or efficiency. As seen in
Figure 4(b), while the proving overhead remains, the overhead is acceptable as our framework can
be seen as a Generic Mode rather than being limited to a single instantiation as with the Micali and
BCS constructions. This means that our framework offers greater flexibility and can be applied to a
broader range of use cases, providing an adaptable solution without compromising on performance
for more complex circuits. Table 3 presents a comparison of peak memory usage for our scheme,
Micali and BCS [18]. Our scheme on these large circuits outperforms by 20% due to the chainable
CRS updates inherent to our framework. Since updates are memory-efficient, our framework only
needs to store the incremental changes, enabling it to scale to large circuits and demonstrating its
integration capability in publicly verifiable settings.

Implementation of Post-Quantum Trustless UC zkSNARK. We additionally implemented and
evaluated the lattice-based post-quantum instantiation described in Section 5.2. Since this imple-
mentation uses different cryptographic primitives, parameters, and experimental settings from the
classical construction, we report its implementation details and benchmark results separately in
Appendix D.
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A Omitted Definitions and Primitives

A.1 Bilinear Groups and Pairings

sec:bilinear
A bilinear group consists of three cyclic groups G, G2, and G of prime order ¢, with generators
g1 € Gy and g2 € G, and a bilinear map e : G X G2 — Gr that satisfies the following properties:

— Bilinearity: For all uw € G1, v € G2, and all a,b € Z,, we have e(u®,v®) = e(u,v).
— Non-degeneracy: The map e(g1,g2) # 1, where g1 € G1 and g2 € G2 are generators.
— Efficient Computation: The pairing e(u, v) can be efficiently computed for any u € G; and v € Gs.

Bilinear pairings are often used in cryptographic constructions like polynomial commitments to
enable efficient proof generation and verification.

A.2 Polynomial Commitment Schemes

A polynomial commitment scheme (PCS) [19] enables a prover to commit to a polynomial f(X)
and later provide proofs of evaluations at specific points, ensuring that the prover cannot change the
polynomial after committing to it.

Definition 1 (Polynomial Commitment Scheme (PCS)). A PCS consists of four algorithms
(KGen, Com, Eval, Check). The key generation algorithm KGen(1*, D) outputs a commitment key ck
for degree bound D. The commitment algorithm Com(ck, f,d; p) outputs a commitment ¢ to a poly-
nomial f € F<4[X]. The evaluation algorithm Eval produces a proof 7 that f(z) = y, and Check
verifies this claim. A secure PCS satisfies evaluation binding, unique proofs, evaluation hiding, and
p-non-extrapolation. Formal definitions are given in Appendix A.

More precisely, a PCS consists of the following algorithms:

— Key Generation (KGen): The algorithm generates a commitment key ck, given a security param-
eter A and a degree bound D.

— Commitment (Com): The prover generates a commitment ¢ = Com(ck, f,d; p) to a polynomial
f € F<4|X] using randomness p.

— FEvaluation (Ewval): The prover generates an evaluation proof m = Eval(ck,c,d,z,y = f(2), f;p),
demonstrating that f(z) =y.

— Verification (Check): The verifier checks the evaluation proof 7 using the public commitment key
ck, the commitment ¢, and the claimed evaluation y = f(z).

Security Properties of PCS We define the following security properties for polynomial commit-
ment schemes:

Evaluation Binding A polynomial commitment scheme satisfies evaluation binding if, for any security
parameter A, for all PPT adversaries A, the following holds:

(ck,mex) < KGen(1*, D), (¢, d) + A(ck, me),
(2,91, y2,m,m2) < A(ck, c,d) :

y1 # ya2 A Check(ck, ¢, d, z,y1,m1) = 1

A Check(ck, ¢, d, z,y2,m) = 1

Pr < negl(A).

This ensures that after committing to a polynomial, the prover cannot produce two distinct valid
evaluation proofs at the same evaluation point.
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Unique Proofs [26] A PCS satisfies unique proofs if, for any security parameter A, for all PPT
adversaries A, the following holds:
(ck,Tex) + KGen(1*, D),
(¢e,d, z,y,m1,m2) + A(ck, mer) :
Check(ck,c,d, z,y,m) =1
A Check(ck,c,d, z,y,m2) = 1 A w1 # T

< negl(A).

This ensures that for each valid evaluation y = f(z), there is only one valid proof .

Evaluation Hiding A PCS satisfies evaluation hiding if, for any security parameter A, for all PPT
adversaries A, the following holds:

(ck,mer,) < KGen(1*, D),

Pr (f17j27z) — A(Ck77rck) s.t. fl(z) = f2(2)7 < % + neg|(>\)

b {1,2}, ¢ < Com(ck, fo,d;p), y< fu(2),

b« A(ck,cp,z,y) : b/ =b
This ensures that an adversary cannot distinguish between two different committed polynomials
f1 and fo based on their evaluation proofs. The condition fi(z) = f2(z) ensures that the revealed
evaluation y does not itself disclose the challenge bit.

p-Non-FEzxtrapolation [26] Let PCS = (KGen, Com, Eval, Check) be a polynomial commitment scheme
and PES = (Enc, Dec) be a polynomial encoding scheme. We say PCS supports p-non-extrapolation
with respect to PES if for all PPT adversaries A = (A1, .As), and

[ck < KGen(1*, D);  (m, z) < A1(ck);]
C=¢(z|); d:=n+¢

pw + F4

f < Enc(0™,n,¢; pw);

Pr | c + Com(ck, f,d; p.); < negl(N),
y = f(z);

7+ Eval(ck, e, d, 2,9, f;pe);
(%, y*,7") « Az(c,y,);

v < Check(ck, ¢, d, z*, y*, %)

where

v=1 A ZG'D‘Z‘

Enc

AN 2"€Dgne N 2°¢z

and A; and A, share the internal states, y := f(z), 7 are as before.

A.3 Polynomial Encoding Scheme

Definition 2 (Polynomial Encoding Scheme (PES)). A polynomial encoding scheme, denoted
by PES, is a tuple of algorithms (Enc, Dec) defined over an evaluation domain Dgy,. (which also
determines the forbidden domain Dgpe = F \ Dgne).

— [ < Enc(w,n,t;p): Takes as inputs w € F™, dimension of the vector n > 0, evaluation bound
¢ >0, and randomness p € F¢, and outputs a polynomial f € F"H[X].

— w' < Dec(f,n,t): Takes as inputs f € F" [X], n >0, and £ > 0, and deterministically outputs
w' € F™.

We say PES is correct if w' = Dec(Enc(w,n, t; p),n,t) for anyn >0, £ >0, w € F*, and p € F*.

PES satisfies bounded independence if for anyn > 0, £ > 0, and w € F", and for p sampled uniformly

from T, any set of £ evaluations of f = Enc(w,n,f;p) in Dgn. are independently and uniformly

distributed in F.

For this work, we consider polynomial encoding schemes where the size of the evaluation domain is
exponential in the security parameter, i.e., |Dgpnc| = O(2*). Below we recall some candidate encoding
schemes that are implicitly employed in many zk-SNARK constructions:
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Coefficient Encoding PES; = (Ency, Dec;) PES can be instantiated using simple coefficient encoding
as in [39]. Here Dgye = F \ {0} and Enc; outputs

n 4
FO0 = S w4 3 pcrict
=1 =1

where w = (w;);ie[n) and p = (pi)icjg- The decoding algorithm Dec; outputs the first n coefficients
of f. It satisfies bounded independence because any set of ¢ evaluations of f are independent of the
encoded vector.

Lagrange Encoding PES; = (Encg, Decg) This encoding method has been used in, e.g., [25]. Suppose
a subset H C F of cardinality n and an evaluation domain Dy, = F \ H U {0}. Assume that an
input w € F” is indexed by H, i.e., w = (w(a))qen. Let Lo g € F,[X] for a € H be the Lagrange
polynomials corresponding to H and Zy (X) = [[,c (X —a) be a vanishing polynomial of H. Then
using p = (pi)iecjg as randomness, Enca(w,n, £; p) outputs

V4
F(X)=> w(a) Lou(X)+ <ZpiXi1> - Zu(X).

acH

The decoding algorithm Decsy outputs (f(a))scr. On the one hand, PES, satisfies correctness since
f agrees with w over the forbidden domain Dg,. = H. On the other hand, up to ¢ evaluations
of f in Dgy reveal nothing about the encoded vector w. Typically, the evaluation bound ¢ should
be set strictly larger than the number of evaluation proofs the prover explicitly reveals, because a
commitment to the polynomial itself may leak information about the evaluation (as in the KZG
scheme). It turns out that this property helps us show the hiding property below, which is combined
with the encoding randomness.

A.4 Non-Interactive Zero-Knowledge Proofs

A Non-Interactive Zero-Knowledge (NIZK) proof allows a prover to convince a verifier that a state-
ment z is true without revealing any additional information beyond the validity of the statement.
NIZKs consist of the following algorithms:

— Proof Generation (Prove): Given a relation R, a statement x, and a witness w, the prover generates
a proof m = Prove(R, z, w) that proves (z,w) € R.

— Verification (Verify): The verifier checks whether the proof 7 is valid for the statement = without
learning any information about the witness w.

Security Properties of NIZK Proofs NIZK proofs must satisfy the following security properties:

Completeness If, for all security parameters A, for all statements x and witnesses w such that (z,w) €
R, the following holds: Pr[Verify(z, Prove(R, z,w)) = 1] = 1. This ensures that if the statement is
true, an honest prover can always convince an honest verifier.

Zero-Knowledge If, for all security parameters A, for all PPT adversaries A, there exists a simulator
Sim such that for all statements = € R, the following holds: Pr[A(z, Prove(R, z,w)) = A(z, Sim(x))].
This ensures that the proof reveals no information about the witness w beyond the fact that the
statement is true.

Soundness If, for all security parameters A, for all PPT adversaries A that outputs = & L, the
following holds:
Pr[Verify(z,7) =1 and (x,w) ¢ R] < negl())

This ensures that no adversary can convince the verifier to accept a false statement with non-
negligible probability. Where L is the corresponding language for the ZK scheme.
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,_[ Functionality Fsetup } )

Fsetp is parameterized by a security parameter A and a degree bound D > 0 and runs with parties
Pi,...,Pn and an ideal process adversary Sim.

Parameters: Upon receiving input (genparams, sid) from a party P;, if no pp has been stored, run
pp + PGen(1"), initialize oracle Osewp With pp, and store pp. Send (params, sid, pp) to P;.
Commitment Key: Upon receiving input (genkey,sid) from a party P;, if no ck has been stored,
run (ck, ) < KGen(1*, D) and store ck. Send (comkey, sid, ck, i) to P;.

Setup: Upon receiving input (setup, sid, in) from a party P;, ignore if Osetyp has not been initialized
with pp. Otherwise, run out <— Osetp(in) using the current state of Osetwp and send (setup, sid, out)
to P;.

Fig.5: N-party functionality for setup Fsetup-

,_[ Functionality GRO } .

GRQO is parameterized by the output length ¢(\). Query Upon receiving a query (query,z), from
some party P = (pid, sid) or from the adversary Sim do:

1. Look up v if there is a pair (z,v) for some v € {0,1}** in the (initially empty) list Q of past
queries. Else, choose uniformly v € {0,1}**) and store the pair (z,v) in Q.

2. Parse z as (s,2’). If sid # s, then add (s,z’,v) to the (initially empty) list of illegitimate queries
for SID s, that is denoted by Q.

3. Return v to P.

Observe: Upon receiving a request (observe,sid) from the adversary Sim, return the list Q|44 of
illegitimate queries for sid to the adversary.

Fig. 6: Functionality for Global Random Oracle GRO [15].

Simulation Extractability (SIM-EXT) If, for all security parameters \, for all PPT adversaries A°()
that outputs (x ¢ L, ), there exists a simulator-extractor SimExt such that:

Verify(z,7) =1 and

' w <+ SimExt(z,7) A (z,w) € RA(z,7) € Q < negl(A).

Where O(-) provides simulated proofs on inputs x queried by A, and @Q is the list of queries (z, Tsim )
to the oracle O. This ensures that the simulator can extract the witness from any valid proof generated
by an adversary.

A.5 Universal Composability and Global Random Oracle

We follow the Universal Composability (UC) framework introduced by Canetti [16], which provides
strong composability guarantees for cryptographic protocols. In this framework, a protocol is said
to be UC-secure if it emulates an ideal functionality F in the presence of arbitrary adversaries. UC
security guarantees that a protocol remains secure even when composed with other protocols. In our
work, we assume the (Fsetup, GRO)-hybrid model, where:

— Fsetp in Fig. 5: Provides updatable setup functionalities, including the generation of public pa-
rameters and key updates generation for cryptographic schemes.

— GRO [15] in Fig. 6: Represents the Global Random Oracle (GRO), which can be accessed by all
parties involved in the protocol. Queries to the GRO are assumed to be consistent across multiple
protocol instances, ensuring uniformity in the randomness used by different parties.

UC Security in the Global ROM (GROM). In the GROM [15], the UC security is defined by the
requirement that any real-world adversary .4 has no more advantage in breaking the protocol than
an ideal-world adversary interacting with the ideal functionality F, even with access to the global
random oracle. Formally, a protocol IT is UC-secure in the GROM if, for any PPT A, there exists
a simulator & such that: EXECy; 4. gro = IDEALf s gro, where EXEC represents the execution of
the real-world protocol IT, and IDEAL represents the interaction with the ideal functionality F, both
with access to the GROM.
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A.6 Threat Model, Trust Assumptions, and Limitations

Adversary Model. We consider a PPT adversary in the UC framework and GRO model that may con-
trol the prover, schedule concurrent executions, and adaptively choose statements and witnesses. The
adversary observes all public communication and may generate malicious key updates by outputting
(ckup, Tup), which are accepted only if Ver.UP(ck, ckyp, myp) = 1.

Trust Assumption. We assume at least one honest update, as in standard updatable CRS and
commitment models. Security holds if either the initial key generation or one subsequent update is
honest, as enforced by acceptance under Ver.UP and modeled in the UC functionality Fset,p. For
simplicity, we model a single update; security under multiple updates follows by a standard hybrid
argument [31].

Attacks Mitigated Relative to Traditional zkSNARKs. Compared to zkSNARKs with a static
trusted setup, our framework mitigates attacks from compromised setup randomness (“toxic waste”)
that enable false proofs or break zero-knowledge. After a single honest update to the KU-pCom key,
prior trapdoor information becomes information-theoretically or computationally useless. Likewise,
attacks relying on permanently trusted polynomial commitment keys, as in [26], are mitigated by
publicly verifiable, auditable key evolution across epochs.

Residual Risks and Non-Goals. We do not address liveness attacks that affect availability but
not soundness or zero-knowledge. Without an honest update, adversarial commitment key updates
provide no security guarantees. Our guarantees hold only under the stated assumptions and the UC
and GRO models; attacks outside these models are out of scope.

Relation to Prior Attacker Models. Our attacker model follows those of updatable CRS and UC-
secure NIZK frameworks, including Lamassu™ [6] and Ganesh et al. [26]. Unlike prior work, which
typically assumes a trusted or static PCS key, we allow adversarial generation of commitment keys
and updates, requiring only a single honest update rather than a fully trusted setup.

Comparison of Setup Assumptions. Unlike trusted-CRS models, which rely on a fully honest setup,
and transparent models, which trade generality for composability, our model allows an adversarial
initial setup. A single honest, publicly verifiable update suffices to restore security for all future
executions, as enforced by Ver.UP and Fsetyp.-

B Security Proofs

B.1 Proof of Theorem 1: UC Security in the GRO

We now prove that H%C UC-realizes Fnizk of Fig. 1 in the (GRO, Fsetup)-hybrid model by analysing
the following properties:

Completeness. An honest prover fails to generate a valid proof if it cannot find valid preimages
for the evaluation points z; that hash to 0° after trying at most 7' distinct points. The honest
prover samples evaluation points z; € Dgy. and outputs proofs if GRO(c, z;, f(z;)) = 0°. The failure
probability is bounded by:

r T
Pr[fail] < ZPr[faili} =r. (1 _ 21b> )

i=1

For T = (A +1log(r)) - 2%, the honest prover fails with probability at most 27*.

Simulation Extractability. We use the simulator for ITg, denoted IIg.S, which simulates the
proofs for the KU-pCom commitments to random polynomials encoding a dummy witness. The
simulator proceeds by interacting with the adversary and generating simulated proofs. Due to the
**updatable evaluation hiding** property of KU-pCom, the simulated proofs are indistinguishable
from real proofs.

The extraction is performed by invoking SimExt on the underlying NIZK proof system I to
extract the witness w’. The witness w’ must satisfy C'(w’) = 1 unless the adversary successfully breaks
the evaluation binding or updatable non-extrapolation properties of KU-pCom. These properties
ensure that the adversary cannot generate multiple valid proofs for different witnesses, ensuring that
the simulator can extract the correct witness.
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Zero-Knowledge. he zero-knowledge property is satisfied by running the NIZK simulator I1g.S
and the KU-pCom simulator. The KU-pCom simulator generates commitments to random polynomi-
als encoding dummy witnesses, which are indistinguishable from real commitments due to updatable
evaluation hiding. Since the adversary cannot distinguish between real and simulated commitments,
the zero-knowledge property holds.

Simulation. Now, we prove that IT5¢ UC-realizes Fnizx by analyzing the interaction between
the real-world adversary A and the ideal-world simulator S. The proof follows a hybrid argument,
where we transition from the real-world execution to the ideal-world execution.

The complete simulation algorithm is given in Fig. 7.

Hyb0 (Real World). In this hybrid, we simulate the real-world execution of IT5¢, where the prover
generates real proofs and interacts with GRO and Fsetyp-

Hyby (Simulated SNARK Proofs). In this hybrid, the prover generates simulated proofs using the
NIZK simulator ITg.S while the KU-pCom commitment and evaluation proofs remain identical to
those in Hybg. Since Iy satisfies zero-knowledge, the simulated proofs are indistinguishable from
real proofs. Indeed, any environment distinguishing Hyby from Hyb; with non-negligible advantage
yields a distinguisher against the zero-knowledge property of ITg, while all other components are
simulated exactly as in the real execution.

Hyby (Simulated Commitments). In this hybrid, we simulate the KU-pCom commitments to random
polynomials encoding dummy witnesses. The dummy encoding is chosen to agree with the real
encoding at the evaluation points revealed in the transcript, i.e., f(z;) = f(2;) = y;. Due to the
updatable evaluation hiding property, the simulated commitments are indistinguishable from real
commitments. Thus, any environment distinguishing Hyb; from Hyb, with non-negligible advantage
yields a distinguisher against updatable evaluation hiding, using the real and dummy encodings as
the two challenge polynomials.

Hyb8 (Ideal World). In this final hybrid, we replace the real-world interaction with the ideal-world
interaction with Fyjizkx. The simulator forwards the adversary’s queries to Fnizk and responds with
the corresponding ideal-world responses. For corrupted provers, simulation extractability of IIg,
together with the extraction procedure described above, ensures that a witness can be extracted
from every fresh accepting proof except with negligible probability.

The indistinguishability of these hybrids follows from the properties of the underlying NIZK and
KU-pCom schemes. In particular, the zero-knowledge and evaluation hiding properties ensure that
the adversary cannot distinguish between real and simulated proofs and commitments. Thus, IT5¢
UC-realizes Fnizx with proofs of size Oy (1) in the (GRO, Fserup)-hybrid model.

B.2 Security of KU-pCom Instantiated from KZG scheme

We first recall the SDH assumption and then will prove Theorem 2, the security of KU-pCom
Instantiated from KZG scheme.

Definition 3 (SDH Assumption). The strong Diffie-Hellman assumption (SDH) holds with re-
spect to a bilinear group generator BGen if for all PPT adversaries A and degree bound D > 0,

Pr [t =g G« BGen(1%); a « F;

e ({ga}: ha), (t,¢) — AG, 0)| < negl(\)

The security of the KU-pCom scheme instantiated using KZG is based on the following properties,
which are supported by the Strong Diffie-Hellman (SDH) assumption:

This instantiation leverages the succinctness and efficiency of the KZG commitment scheme while
ensuring key updatability and public verifiability.
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r-| Simulator Sim } \

Sim is parameterized by A, F, Denc, ¢, T, 7,b, D and has access to the global functionality GRO as
IT5C does. Tt simulates a real prover’s proof for arbitrary (C,w) € R, extracts a witness from a
valid proof (C,w) chosen by the environment (as long as it hasn’t been recorded by Fnizk), and
simulates the local setup functionality Fsetp. It internally keeps track of the state information st of
the underlying NIZK simulator ITr.S, which is initially set to e.

Initialization: follows [28|: We use the notation P; for a dummy party in the ideal process, which
simply forwards inputs and outputs between the environment Z and the ideal functionality Fnizk,
and P; for a simulated party. Sim starts by invoking a copy of a PPT adversary A. It will run a
simulated interaction of A, Z, the parties, and the environment. Whenever A communicates with
Z, Sim just passes this information along. And whenever A corrupts a party P;, Sim corrupts the
corresponding dummy party P;.

Simulation of Fsetup:

— Parameters: Upon receiving input (genparams,sid) from a party P;, if no pp has been stored,
run pp < Gen(1*), set pp, and store pp. Send (params, sid, pp) to P;.

— Commitment Key: This is identical to Fsetup-

— Setup: Upon receiving input (setup, sid, in) from a party P;, ignore if st has never been initialized
with pp. Otherwise, run (out, st) < IIr.S(1, st,in) using the current state and send (setup, st, out)
to P;.

Handling GRO queries:

1. Initialize empty set Qro-

2. Upon receiving input (query, z) from a party P;, forward it to the GRO and forward the response
v back to P;.

3. Record z in Qro.

Simulation of uncorrupted prover: Upon receiving input (prove, sid, C') from Fnizk:

1. Derive the witness size n from the description of C'. Compute ¢ and d as IT45° would and if d > D,
abort by outputting (proof, L).

2. Generate a polynomial encoding of dummy witness: f < Enc(0",n,£; p,,), where p, « $*.

3. Check Commitment Key Update: If ck was updated, verify that Ver.UP(ck, ckup, mup) = 1. If this
verification fails, abort.

4. Generate a commitment to the polynomial encoding as Proof of II9¢ would: ¢ <+

Com(Ck“P> f7 d7 pC)'

. Define the circuit ¢’ as Proof of IT45€ would.

. Run I1z.S5(2, st,C") to obtain a proof-state pair (7', st).

. Create z,y, and mpcs as Proof of IT5¢ would.

. Send (proof, @) to Fizk, where w := (7', ¢, z,y, Tpcs).

0 1 O wt

Simulation of uncorrupted verifier: Upon receiving input (verify, sid, C, @) from Fuizk:

1. Check Commitment Key Update: If ck was updated, verify that Ver.UP(ck, ckup, mup) = 1. If this

verification fails, abort verification and set w =_1.

2. Perform verification checks similar to Verification of IT5¢, but use pp and ck generated dur-
ing the simulation of Fsetup. Calls to Osetup made by ITr.V are handled by running (out, st) <
ITr.S(1, st,in) and forwarding out to V. If invalid, send (witness, L) to Fnizk-

. Parse proof w as (7', ¢, z,y, Tpcs).

. Query GRO on (observe, sid) and receive the set of illegitimate queries Qsid-

. Update Qro = Qro U Qsia-

Define circuit ¢’ as Verification of 115 would.

. Define Q. as the set of queries in Qo of the form (query, (sid, (C’,¢c,---))) such that evaluation
proof is valid. If there are more than one queries with the same evaluation point z, include only
the very first such query in Q..

8. In the set Q., if for the same (c, z), there exists (y,7) and (y',7) such that y # v’ or m # 7/, then
set w :=1 and go to 12.

9. If (C', ") was previously generated by ITg.S, then set w :=1 and go to 12.

10. If |Qc| < d, then set w :=_1 and go to 12.

11. Otherwise, parse Q. as tuples {(C’, ¢, zj,y;j,7;)};, where each z; is distinct. Collect polynomial
evaluations (zj,y;) and interpolate the polynomial f of degree d—1 such that for j € [d],y; = f(2;)-

12. If C(f) # yy, set w :=1; else, set w := Dec(f).

N oo w

Final Step: Send (witness, w) to Fnizk-

Fig. 7: Simulator for I15¢.
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Proof. (Perfect) Updatable Key Correctness. We prove the three properties required for Perfect Up-
datable Key Correctness in turn:

— Initial key verification: By definition, the initial key ck generated by KGen(1*, D) in the KU-pCom
scheme includes a proof 7. that the key was correctly generated. The proof m. certifies correct
generation of the initial commitment key. Since ck and 7., are generated honestly by KGen(1*, D),
the initial commitment key is valid by construction.

— Indistinguishability of updated keys: Let ck be a commitment key generated by KGen, and let
ckyp be the result of an update using the Update algorithm. The new key ck,, is computed
by publicly re-randomizing the elements of ck using a fresh scalar § € IF;, without requiring
knowledge or storage of the secret o Specifically, the new key elements are computed as g(®#)

for i = 0,1,...,D — 1. The update proof m,, verifies that the new key elements are consistent

with the updated secret « - 3. Since 8 is chosen uniformly at random from F,, the updated key

elements g(@P)" are uniformly distributed and indistinguishable from the original key elements
g . Therefore, the distribution of ckyp is identical to the distribution of a freshly generated key
ck: Dist(ck) = Dist(ckyyp).

— Verifiability of subsequent updates: Consider a sequence of updates applied to the original key
ck, producing intermediate keys cki, cks,...,ck,. Each update is accompanied by a proof m ;
that the updated key was correctly derived from the previous key. Since each update is verified by
checking the consistency of the new key elements with the random scalar used in the update (i.e.,
by verifying that ¢g# matches the pairing equation), the verification succeeds for each updated
key. Specifically, for each update from ck; to ck; 1 with corresponding proof myy, 41, the following
holds: Ver.UP(ck;, ckit1,Tupi+1) = 1. This completes the proof that each updated key can be
publicly verified as correct.

Updatable Completeness. This follows from completeness of KZG and the updatable Key correct-
ness of KU-pCom. Since the key update procedure preserves the correctness of the pairing equation.

Updatable Evaluation Binding. The proof proceeds by contradiction. Assume there exists a PPT
adversary A that can output two valid evaluation proofs 7w and 7’ for different values y # ¢’ for
the same evaluation point z and the same commitment c¢. We construct an algorithm B against
the evaluation-binding security of the underlying KZG commitment. Algorithm B receives the KZG
commitment parameters from its challenger and uses them as the initial KU-pCom key ck. It then
performs a valid public key update to obtain ck,, and gives ck, ck,;, and the corresponding up-
date information to A. If A outputs two accepting evaluations (z,y,7) and (z,y’,7’) for the same
commitment ¢, with y # 3, then B forwards these two openings to its KZG challenger. Since
Ver UP(ck, ckyp, myp) = 1, the updated parameters constitute a valid KZG commitment key. Hence,
any non-negligible success probability of A gives a non-negligible violation of KZG evaluation bind-
ing.
Let ¢ = ¢/(® be the commitment to the polynomial f(X) using the secret a underlying the
commitment key ck, and let 7 = ¢*(®) be the evaluation proof for f(z) = y. The adversary produces
a second proof 7' = ¢*’ (@) for a different evaluation f (z) = /. Since the commitment key ck contains
public group elements derived from the secret «, rather than « itself, producing two distinct valid
openings for the same commitment and evaluation point contradicts the evaluation-binding security
of the underlying KZG commitment. Thus, under the SDH assumption, the probability that the
adversary can generate two valid evaluation proofs for different values at the same evaluation point
is negligible:

Pr[Check(ckyp, ¢, d, z,y,m) = 1 A Check(ckyp, ¢,d, z,y',7') = 1 Ay # y'] < negl(N).

Updatable Soundness. We proceed by contradiction. Assume there exists a PPT adversary A =
(A1, A2) that outputs a commitment ¢, an evaluation point z, an incorrect value y # f(z), and a
proof m such that

Check(ckup, c,d, z,y, ) = 1.

We construct an algorithm B against the soundness of the underlying KZG commitment scheme.
Algorithm B uses the KZG parameters supplied by its challenger as the initial KU-pCom key ck,
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samples the update randomness 3, and publicly derives the valid updated key ck,, and its update
proof. It then gives the resulting public parameters to A. If A outputs an accepting proof for an
incorrect evaluation under ck,,, then B outputs the same forgery against KZG soundness under the
updated parameters.

The update replaces the hidden evaluation point a by af, yielding

chup = (g%, 9@ g@P" 1, hB),

Thus, cky, has the same algebraic form as a KZG commitment key with hidden evaluation point a/3.
For a polynomial f, the commitment and evaluation proof under the updated key have the form

cop =g’ and  w= ¥

where
_fX) = f(#)
WX =5

Consequently, an accepting proof for y # f(z) constitutes a false KZG opening under the updated
key.

Therefore, any non-negligible success probability of A yields a non-negligible advantage for B
against KZG soundness. Under the SDH assumption underlying KZG soundness, this probability is
negligible. Hence, the KZG-based KU-pCom scheme satisfies updatable soundness.

Updatable Unique Proof. The unique proof property is guaranteed by the structure of the KZG
polynomial commitment scheme. Given a commitment ¢ = ¢f(®) there exists a unique valid proof
7 for any evaluation f(z) = y. Since the KU-pCom scheme follows the same structure as KZG,
and because key updates do not affect the uniqueness of the proof for any given commitment, this
property holds after key updates as well.

Updatable Fvaluation Hiding. The proof for KU-pCom follows directly from the evaluation hid-
ing property of the underlying KZG scheme and the updatable Key correctness of KU-pCom. After
key updates, this property remains valid because the commitment remains computationally indis-
tinguishable under the new key (updatable Key correctness).

¢-Non-FEztrapolation. The proof proceeds by contradiction. Assume that there exists a PPT
adversary A = (Aj, As) that breaks the ¢-Non-Extrapolation property. This implies that A can
output a new evaluation z* ¢ z and a valid proof 7* for the corresponding value y* = f(z*), even
though it was not provided a valid proof for that evaluation point during the interaction with the
system.

Let us consider the steps in detail:

1. Commitment to Zero Polynomial: The prover commits to a polynomial f(X), which encodes
the all-zero vector 0™, i.e., f(X) = Enc(0™,n, ¢; py), using the commitment key ck. This commitment
is given to the adversary A.

2. Queries and Evaluation Proofs: The adversary can query evaluation points z1, 22, . .., 2¢ € Dgnc
and receive corresponding proofs my,ma, ..., m for the evaluations f(z1), f(z2),..., f(z¢). However,
since f encodes the zero polynomial, all evaluations will return zero.

3. Extrapolation Attempt: The adversary then attempts to produce a valid proof 7* for a new
evaluation point z* ¢ {21, 29,...,2¢}. The key point of the non-extrapolation property is that the
adversary should not be able to produce a valid proof for f(z*), as it has not queried z* previously.

4. Contradiction: If the adversary succeeds in producing a valid proof for z*, it implies that the
adversary has learned information about the polynomial f outside the points it queried. However,
the evaluation hiding and binding properties of the KZG polynomial commitment scheme ensure
that it is computationally infeasible for the adversary to generate a valid proof for any unqueried
point. This is because the polynomial f (in this case, encoding 0™) is fixed, and any valid proof
for a new point would require knowledge of the underlying polynomial structure, which cannot be
extrapolated from the existing evaluations.

Thus, the probability that A4 succeeds in breaking the non-extrapolation property is at most

negl(A).
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,-[ Lattice-based KU-pCom Construction } N

Setup: On input (1%, D, peetup):

— Generate (ck, vk) < PCS.KGen(1*, D; psetup)-
— Publish circuit Csep such that: Cserup(1*, D, psetup) = (ck, vk).

Update: On input (ck, 8, pupdate):

— Compute A’ = A + 6 - R(pupdate)-
— Output ck’ = (A’, G, T).
— Publish update circuit Cypdate such that: Cypdate(ck, 8, pupdate) = ck’.

Verify Update: On input (ck,ck’, §, Cupdate, Pupdate):

— Recompute gvk/ < Cupdate (ck, 3, pupdate)-

— Accept if ck’ = ck’.

Commit: Given polynomial f(X), encode as vector f and compute ¢ = A - f + e(p).
Eval: Compute evaluation proof m <— PCS.Eval(ck, ¢, D, z,y, f;p).

Check: Verify 7 by checking PCS.Check(vk, ¢, D, z,y, ) L.

Fig. 8: Lattice-based KU-pCom instantiation.

C Details of the Lattice-Based Instantiation

We first instantiate a lattice-based Simulation-Extractable (SIM-EXT) zkSNARK leveraging the
lattice-based PCS from [33]. Then, we will show how to use such scheme to construct a trustless
post-quantum UC-secure zkSNARK from our compiler in Fig. 3.

Lattice-based SIM-EXT zkSNARK. We instantiate a SIM-EXT zkSNARK using the modular com-
piler framework of [36], which transforms a polynomial interactive oracle proof (PIOP) and PCS into
a non-interactive zkSNARK via the Fiat-Shamir transform. Our construction replaces the generic
PCS in this framework with the lattice-based PCS of [33], which achieves the required properties un-
der standard Module-SIS and Module-LWE assumptions. The resulting zkSNARK inherits the trans-
parency and quantum resistance of the lattice-based primitives, yielding a succinct, post-quantum,
SIM-EXT zkSNARK. This high-level construction suffices for integration into our compiler-based
UC-secure framework.

Lattice-based KU-pCom Instantiation. We instantiate our KU-pCom scheme using the lattice-based
polynomial commitment of [33], ensuring transparency, quantum resistance, and public verifiability
of key updates. A key feature of this scheme is that both the initial and updated commitment keys
are generated deterministically via publicly known circuits using random coins, enabling anyone to
verify the correctness of updates.

Parameters: The public key ck = (A, G, T) has A € Zg*™ as the main encoding matrix, with
G, T supporting evaluation and zero-knowledge. A polynomial f(X) is encoded as f and committed

as ¢ = Af+e(p). Wherep & {0,1}* is a commitment randomness seed and e(p) denotes a short noise
vector deterministically generated from p using a pseudorandom function or sampler. We require that
e(p) is computationally indistinguishable from a vector sampled from DI and satisfies ||e(p)|| < B
with overwhelming probability.

Update Mechanism: To support key updateability, the matrix A is updated by applying a
label ¢ and a pseudorandom matrix generator R seeded with randomness pypdate, producing A’ =
A + 6 - R(pupdate)- The resulting updated key ck’ = (A’, G, T) is accompanied by a circuit Cypdate
that encodes the transformation.

Public Verifiability: A verifier can independently recompute the updated key using Cypdate and
Pupdate, ensuring the update was correctly performed. The full construction is summarised in Fig. 8,
and detailed definitions of all parameters and operations are presented in [33].
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Lattice-based UC-secure SNARK from Our Compiler We now can instantiate a lattice-
based UC-secure zkSNARK in the updatable model (trustless) by applying our general compiler
from Section 4 (see Fig. 3) to the concrete components introduced above. Specifically, we combine
i) The KU-pCom instantiation based on the lattice-based polynomial commitment as described in
Section C, using the construction of [33], ii) A lattice-based SIM-EXT zkSNARK for the arithmetic
circuit satisfiability relation R = {(C,w) : C(w) = 1}, instantiated using the compiler framework
of [36] as described in Section C. Below we describe it in more detail.

Overview of Parameters and Components. We follow the modular compiler framework of [36],
which transforms a PIOP into a zkSNARK using a PCS. Our instantiation uses the lattice-based
PCS of [33], which is transparent and PQ secure. We list below the key components and parameters:

— PIOP: A polynomial interactive oracle proof protocol for a relation R = {(z,w) : C(z,w) = 1},
compiled using Fiat-Shamir.

— PCS: The lattice-based polynomial commitment scheme from [33], providing a) Evaluation binding,
hiding, and unique openings under Module-SIS / Module-LWE, b) Efficient evaluation proofs and
public parameters, and ¢) Transparency (no trusted setup).

— ck: The commitment key output by PCS.KGen.

— ¢;,;2 Commitments to intermediate polynomials p; ; during proof generation.

— p;: Fiat-Shamir challenges derived from transcript.

— m; ;: Evaluation proofs of committed polynomials at z; ;.

Correctness. If all parties follow the protocol honestly, and the committed polynomials and eval-
uation points are consistent, the verifier accepts with probability 1.

Theorem 3 (Simulation-Extractability). Let PCS be the lattice-based PCS of [33] with evalua-
tion binding (Module-SIS), evaluation hiding (Module-LWE), and unique proofs. Then the zkSNARK
I attice from [36] is simulation-extractable in the ROM.

Proof (Proof). Following [36], the argument uses soundness and simulation security of the underlying
PIOP, evaluation binding and uniqueness of PCS (Module-SIS), and Fiat—Shamir soundness in the
ROM. The extractor rewinds successful provers to recover the committed polynomial and a valid
witness, while simulation follows from PIOP hiding and standard ROM techniques.

D Implementation of Lattice-Based Trustless UC zkSNARK

This section details the realisation of our lattice-based key-updatable polynomial commitment frame-
work. We cover the core procedures and provide a thorough performance evaluation through bench-
marking against existing SNARK frameworks. Key design choices and trade-offs are discussed to
contextualize the results and highlight the suitability of the framework for PQ secure applications
with evolving trust requirements. Figures for competing schemes are obtained by running base im-
plementations from the 1ibsnark and 1ibiop libraries respectively to identify the optimal use cases
of our protocol. All experiments and benchmarks were conducted on the same equipment as the
Classical Implementation. Our codebase is available in this GitHub repository PQ Implementation®.

Proof Generation and Proving Efficiency. The proving algorithm is modular and leverages the
Marlin PIOP framework: i) Setup Phase: Generates the structured CRS based on the polynomial
degree, involving the powers of a secret polynomial. it) Proof Generation: Using Marlin, proofs are
constructed and then committed via a lattice-based PCS. Proofs are encoded as DCRTPoly objects for
efficient and secure lattice polynomial operations. While this modular design supports strong post-
quantum security and key-updatable CRS, the prover runtime is slower than traditional SNARKs like
Groth16 due to: a) Computationally intensive lattice encoding. b) Absence of FFT-based polynomial
optimisations common in Groth16 [30].

Proof Size and Verification. Our framework achieves polylogarithmic proof size relative to the
polynomial degree. The proof size typically ranges from 5-6 KB, significantly larger than Groth16’s
approximately 200 bytes but smaller than other PQ SNARKSs like Aurora, whose proofs can be
hundreds of KBs or even megabytes. Also, verification involves commitment checks and polynomial
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Peak Memory Usage vs. Circuit Complexity
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Fig.9: Post Quantum Peak Memory Usage during proof generations

evaluations within the lattice framework. The verification time is longer than Groth16 but remains
comparable to other PQ alternatives.
Performance Evaluation.

- Peak memory usage is shown in Fig. 9. In this graph, Small, Medium and Large refer to varying
circuit complexities with Small (512 bit) being a basic commitment scheme, Medium (SHA-256)
being common in blockchain applications and Large (SHA-512) models performance for password
hashing applications. Our PQ-secure framework exhibits higher peak memory usage compared
to classical SNARKSs like Grothl6 and even other post-quantum frameworks. This increase is
due to the computational overhead required to achieve UC and PQ security. While it results in
greater memory demands, this is an expected and acceptable trade-off given the stronger security
guarantees and evolving trust model supported by our system.

- Proof size comparison results are provided in Fig. 10(a); Our PQ-secure proofs are larger than
Groth16 but much smaller than Aurora, striking a favorable balance between size and security for
practical deployment.

- According to proof time comparison in Fig. 10(b) proof generation time is slower than Groth16 but
faster than Aurora, showing the efficiency benefits of our modular design despite lattice overhead.

- The verification time comparison presented in Fig. 10(b) shows Verification time is slower than
Groth16 but competitive with other PQ frameworks, affirming the practicality of our system for
verification tasks.

Trade-offs and Practical Considerations. Our design choices lead to the following trade-offs: a)
Slower Prover Time: This is primarily due to the use of lattice-based computations and the absence
of FFTs. While this results in slower proving times, it is acceptable in scenarios where operations are
performed off-chain or in batches, such as credential issuance or audit logging. b) Larger Proof Size:
The increased size stems from the use of complex lattice-based commitment schemes. However, this
trade-off is considered acceptable due to the benefits of PQ and UC, especially for long-term, high-
security applications. ¢) Key-Updatable CRS: The need for dynamic CRS updates arises from the
goal of eliminating trusted setups. This feature is advantageous as it enables the trust assumptions
to evolve over time without the need to repeat costly or complex trusted setup ceremonies. d) No
Universal CRS: The system avoids a universal CRS in favor of a structured CRS tailored to specific
applications. This choice promotes specialization and allows for more flexible integration of PIOPs
without sacrificing security.
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Proof Size (KB) vs Input Size (bits)
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Fig. 10: Post Quantum performance comparison.

9 Code for the classical and post-quantum implementations is available at https://github.com/anon-res
earcher789/anonl and https://github.com/anon-researcher789/anon2, respectively (anonymized for
review).
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