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Abstract

In September 2026, an AI produced a Lean proof of Fermat’s Last Theorem in eleven days,
and AI provers have started on cryptography. Within a few years, an AI may hand you a
machine-checked proof that Signal is secure. You won’t need to read it, because Lean will
have checked every step. What Lean can’t check is whether the theorem says what you think
it says. That depends on its definitions, which the AI will also have written at length for that
one proof. This already happens. A Lean library’s security theorem for Schnorr signatures
passed the checker, yet as written it held for every adversary and so promised nothing.

When proofs are cheap, the scarce resource is a person who can read what was proved. I
argue that we should build high-level cryptographic languages for that person. A protocol’s
owners should write its model themselves, short enough for one or two people to read. Every
claim the language makes should rest on a checked theorem. And definitions of protocol
goals such as forward secrecy should be built in: a small set, versioned and agreed in public
the way we agree on AES, so that a property’s name means the same thing in every report.
Today it may not: on a one-page Verifpal model, two of five verdicts would flip under other
standard definitions, with neither answer wrong. Agreeing on definitions will take years of
public argument that better provers can’t shorten, so we should start now.

1 Introduction
For most of our field’s history, a machine-checked proof about a real cryptographic system was
among the most expensive things a research group could produce. Project Everest’s founding
paper lists twenty-two authors working toward a verified replacement for HTTPS [10]. The
Tamarin analysis of TLS 1.3 took “approximately 3 months worth of work,” most of it spent
writing lemmas [26], and the 5G study needed 124 lemmas [5]. Because proofs were scarce,
the field rewarded the people who could produce them and treated tools that reasoned about
protocols without proofs as toys. Verifpal, which I built, started out as one of those toys.

AI is now making proofs cheap. In September 2026, Anthropic published a machine-checked
proof of Fermat’s Last Theorem in Lean, produced by Claude in eleven days [2]. On 6 October
2026, OpenAI released more than 700 mathematical manuscripts produced by an internal model,
and about 42% of their top-line results now have Lean formalizations [67]. AI can produce proofs
in bulk. The results we can rely on are still the ones a proof checker has accepted, and only to
the extent that someone has read and understood what they state. The Fermat repository says
so: its sources “are written to be checked rather than read,” and “what no tool can check is that
each intermediate theorem means what its name suggests; that is for the reader to judge” [2].

This paper assumes that within a few years, a machine-checked proof for a protocol the size
of Signal or TLS will cost computing time rather than years of expert work. If that holds, the
economics of formal methods for cryptography flip. The expensive part of a verification becomes
understanding what was proved: reading the definitions and checking that they describe the
protocol and the security we care about. So I argue that research effort should move from
producing proofs to designing high-level cryptographic languages. In such a language, the people
responsible for a protocol write its model themselves, clearly enough that one or two readers can
follow all of it, and every security claim the language reports is backed by a machine-checked
proof against a fixed, public definition. A proof assistant such as Lean holds the generated
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proofs underneath. For reasons I’ll explain, the language people read has to be less expressive
than the proof assistant.

Section 2 gives the evidence that proofs are getting cheap, Section 3 explains why a checked
proof doesn’t settle what was established, Section 4 proposes four requirements, and Section 5
argues for standardized, versioned definitions. Section 6 runs Verifpal on two small models, and
Sections 7 to 9 cover existing tools, objections, and what our field should reward.

2 Proofs are getting cheap
In 2024, AlphaProof and AlphaGeometry 2 reached silver-medal level at the International Math-
ematical Olympiad, but humans had to formalize the problems first, and the system could take
days per problem [42]. By January 2026, AxiomProver had solved all twelve Putnam 2025 prob-
lems in Lean, eight of them within the exam time [4]. Then came large formalizations. Math
Inc’s Gauss formalized the strong prime number theorem in about 25,000 lines of Lean in three
weeks, starting from scaffolding written by mathematicians [58]. Claude’s proof of Fermat’s Last
Theorem rests on 29,511 theorems [2]. OpenAI’s October release pairs its formalizations with
prose scope notes that say what each formal statement covers and what it leaves out. Within a
day of the release, OpenAI withdrew three manuscripts over a sign error and revised fourteen
others. None of the three withdrawn manuscripts had a formalized main result [67]: the error
sat in a part that no checker had seen.

Cryptography is following. A study of LLM proof synthesis on F* projects, including HACL*
and EverCrypt, found that LLMs could automate between a third and a half of the proofs [19].
ShannonProver takes a protocol and security definitions written by a cryptographer and pro-
duces EasyCrypt proofs; on case studies such as MEE-CBC and ChaCha20-Poly1305 it “com-
pletes within hours proof developments that historically took experts weeks to months” [57].
CatCrypt reports machine-checked security theorems in Lean for 172 cryptographic protocols
and constructions, developed in two months by one researcher working with generative AI [73].
And Signal, the Lean FRO and the Beneficial AI Foundation have started verifying Signal’s Rust
implementation in Lean with AI assistance [63].

None of the cryptographic work above is yet a complete computational proof of a deployed
protocol such as Signal or TLS. Such a proof doesn’t need mathematics as deep as Fermat’s Last
Theorem, but it’s a different kind of proof, built from probabilistic games, reductions that must
be efficient, and long case analyses over sessions and compromise. I assume AI provers will get
there within a few years. If they stall, the assumption fails, and Section 8 explains how much of
the argument survives. Kleppmann predicts the same shift for software: as verification becomes
automated, “the challenge will move to correctly defining the specification” [47].

3 What a proof checker does not tell you
Suppose an AI model hands you a complete Lean verification of the Signal protocol. You don’t
need to read its proofs, because Lean’s kernel checks them. But the kernel only confirms that
each proof establishes its stated theorem. What a theorem means depends on the definitions it
uses: the protocol’s state machine, the attacker, the primitives and the security properties. In
an AI-generated development the AI writes those definitions too, and for a real protocol they’re
long. If nobody on your team can say what the theorems claim about the version of Signal that
ships, then nobody has checked the part that matters.

Large verified systems show the proportions. seL4’s abstract specification is about 4,900 lines
of Isabelle, against some 200,000 lines of proof and about 20 person-years of proof effort [46].
Verified crypto libraries keep their specifications small so people can review them; the HACL*
paper calls its specifications “the source of ‘truth’ for our library: the smaller, the better” [79].
An AI writing a protocol’s definitions has no reason to be brief unless the language makes it.
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We already know how correct proofs miss attacks: it has happened many times, with proofs
written by experts. The WPA2 four-way handshake had a published proof of key secrecy and
session authentication [37]. KRACK broke WPA2 without violating either property; in Vanhoef
and Piessens’s words, “the proofs do not model key installation” [77]. TLS 1.3’s pre-shared-key
mode had been analyzed with games and with Tamarin. The Selfie attack uses a key shared by
a group, a case the Tamarin model excluded by assuming that each pre-shared key belongs to
exactly one client and one server [32, 26]. Jackson et al. found new attacks on WS-Security and
on DRKey, which had been proved secure in ProVerif and in Coq, because the usual symbolic
abstraction of signatures assumes much more than unforgeability [44]. Basin et al. proved certain
Mastercard EMV transactions secure, then found that their model assumed the terminal and
the issuer always agree on which card brand’s kernel runs the transaction. Their own card brand
mixup attack showed otherwise [7, 6]. All of these proofs were correct. Each statement covered
less than people thought, and only someone reading the model against the real system noticed.

AI-written statements make this worse. When researchers rechecked miniF2F, a standard
benchmark for AI provers, they found discrepancies between the formal and informal statements
in more than half of its 488 problems [68]. The Lean reference manual’s guide to validating a
proof lists “un-reviewed AI-generated proofs and programs” among the code a checker should
treat as possibly malicious, and adds that “it is important to distinguish the question ‘does the
theorem have a valid proof’ from ‘what does the theorem statement mean’.” [53]

Cryptographic libraries aren’t exempt. In September 2026, the maintainers of the VCVio
Lean library restated several headline security theorems, for Schnorr signatures, Fiat–Shamir,
Falcon and part of ML-DSA. The theorems ended with an existential over reductions that carried
no efficiency constraint, so, in the pull request’s words, they “hold for every adversary and carry
no security content” [30]. Lean’s kernel had accepted all of them except Falcon’s, which still
rested on sorry. Kernels have bugs too: in July 2026, an AI-assisted Lean “disproof” of the
Collatz conjecture exploited a kernel soundness bug, fixed the same week [62]. Independent
checkers reduce that risk. They do nothing about a statement that says the wrong thing.

Verified implementations have the same problem. In February 2026 I audited libcrux, a Rust
library whose documentation said that “every implementation in libcrux is formally verified,”
along with two related libraries, and reported thirteen vulnerabilities, two of them first found
by others [52]. Nine lay outside what the checked proofs covered. One of those, in an ML-KEM
interface never translated to F*, caused decryption failures for Signal users in the post-quantum
ratchet. The other four were inside the verified code. The ML-KEM specification used the
wrong rounding constant in decompression and left out an inverse NTT, so proofs against it
target the wrong function. A lemma claiming that 12-bit values fit in one bit passed the build
because its module was admitted by default. An ML-DSA specification computed x2 where it
meant x · y, and about forty unproved axioms contradicted it. I found all four by reading, with
a text editor and a terminal. I called the gap between what a verification claims and what it
establishes verification theatre. It doesn’t need AI, just specifications that nobody reads closely,
proofs that the build admits without checking, and hand-written reports of what was verified.
AI will produce all three faster than anyone can read them.

Tamarin and ProVerif have no small kernel, so a verdict from either one trusts the whole tool.
In September 2026, Kevin Milner opened pull requests against Tamarin that fix nine soundness
bugs in its main prover, twelve reported bugs in its SAPIC process translation, and more in its
equivalence mode; Sven Hammann reported many of them [60]. Several had let Tamarin report
a false lemma as verified. In one, a model in which two roles each read an input named x, “an
extremely common idiom,” is translated so that decryption can never succeed. Tamarin 1.12.0,
the current release, then proves that no message is ever decrypted, even though the attacker can
encrypt one under the published public key [36]. The first batch of fixes, merged on 7 October,
changed no verdict in Tamarin’s own regression suite [60].

Protocols also change. Signal adopted PQXDH in 2023. Bhargavan et al. found that nothing
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in the first revision of its specification let a party tell a KEM public key from an X25519 public
key, and that the protocol relied on a binding property that IND-CCA security doesn’t provide.
The second revision, a month later, added requirements for both [11]. In 2025 Signal added a
post-quantum ratchet and began translating its Rust code to F* with hax on every change, so
that a change that breaks the proofs breaks the build [23]. That keeps the proofs in step with
the ratchet’s code, but not with the ML-KEM library it calls, where the decryption failures
above came from. Nor does it tell anyone whether the new statements still say what the team
means; each such change produces statements that someone has to read again. And even correct
statements are about a model of the protocol. Checking that the model matches the deployed
system has always been the analyst’s job. Once proofs are cheap, it becomes most of the job.

4 Four requirements
I think the protocol languages we build from now on need four properties. A language either
meets each one or it doesn’t, and Section 9 suggests how to check.

Legible at protocol scale. One or two people should be able to read a complete model,
assumptions and claims included, even for a protocol the size of Signal or TLS 1.3. By “read”
I mean that a reader can say what each claim promises and point to the lines of the model it
depends on. Legibility has to be a design goal from day one, because a language loses it one
feature at a time: every construct that lets a modeler say something new also gives every reader
something new to check. Code review gives a sense of what one sitting can cover. A widely
cited study of review at Cisco advises keeping each review under 200 to 400 lines and under an
hour [21], and a model meant to be read in full should fit in a few such sittings. AWS’s engineers
set a similar target for their TLA+ specifications, which had to “capture the essence of a design
in a few hundred lines of precise description” [64].

Written by its owners. The people responsible for a protocol should write its model them-
selves, and that model should be the protocol’s specification of record: the text that prose, test
vectors and implementations are checked against. Otherwise the reading problem just moves up
a level. A team that asks an AI to turn its prose and partial understanding into a formal model
gets an artifact that nobody wrote, which then has to be checked against an intent that nobody
stated precisely. So the language has to be high-level enough that its users can write it directly.
Where AI helps, it should help through refinement that people can follow: the team states its
goals in the language’s terms, and the AI proposes how to make each one precise, in steps small
enough to review before they go into the model. Writing the model is also how gaps come to
light. Bhargavan et al. found the gaps in PQXDH’s first specification by modeling it [11]. An
AI asked to model that revision would have had to fill them in, and nothing would oblige it to
show where it guessed. Authorship alone isn’t enough, which is why this requirement comes
with legibility: two of the libcrux specification errors in Section 3 survived for a year and a half
in a specification its own team maintained.

Backed by proofs. The language’s semantics and its security definitions are formalized once
in a proof assistant. Each model is translated into theorems about those semantics, one per
claim, and the proofs are generated, by AI or any other method, and checked by the kernel. If
the language says a model has forward secrecy, the kernel has accepted a theorem stating that
the translated model satisfies the language’s definition of forward secrecy. If no proof turns up,
the language makes no claim, and where it can, it shows a counterexample instead. The record
of what was established comes from the checker, not from documentation kept by hand, and a
claim whose proof was admitted or assumed is not a claim the language makes. All four libcrux
errors in verified code survived because the proofs that would have exposed them were admitted
or assumed [52]. The translation is part of what a reader trusts, so it has to be proved correct

4



Protocol model
Written and read by the team.
Small enough for one person

to hold in their head.

Language definitions
Semantics, attacker, primi-

tives, and properties such as
forward secrecy. Formalized
once and reviewed in public.

Generated proofs
Produced by AI in any quantity

and checked by the kernel.
Nobody needs to read them.

Theorems: each claim in the model,
stated with the language’s own definitions

translated fixes meaning proves

Figure 1: Who reads what. The team reads the model, the community reviews the language’s definitions
and its translation once, and nobody needs to read the generated proofs.

once or checked separately for each model. SAPIC+ proves its translations to ProVerif, Tamarin
and DeepSec correct on paper [20], but a proof on paper doesn’t cover the code that implements
it, and the SAPIC bugs in Section 3 were in that code. Noise* verifies its protocol compiler in
F*, so the proof covers the compiler that runs [40].

I use Lean as the example host because most current work on AI theorem proving targets it,
but nothing here depends on Lean: computational definitions might live in EasyCrypt, SSProve,
or a Lean library such as VCVio [76].

Opinionated. The security definitions are built into the language, and there are few of them.
By security definitions I mean protocol goals such as forward secrecy, post-compromise security,
authentication and unlinkability, not primitive notions such as IND-CCA2. A modeler chooses
which properties to claim about which values, but can’t write a new definition of forward secrecy.
Primitives get the same treatment one level down: the language has a fixed registry, and each
primitive has a fixed symbolic abstraction tied to named computational assumptions. Section 5
argues for this requirement, which I expect our field to find the hardest to swallow.

Figure 1 shows how the requirements divide the reading. To trust a result, you trust the
model, which your team reads; the language’s semantics and definitions, which the community
reads once; the translation, which is proved once; and the proof checker’s kernel. That’s the
whole verification boundary [52], and nobody has to read the proofs. In a Tamarin or Lean
development today, the model, the property statements and any restrictions or axioms are
written afresh for each protocol, and anyone who wants to know what was established has to
read all of them.

5 Fixed definitions
The fourth requirement asks a language to decide in advance what forward secrecy, post-
compromise security, authentication, unlinkability and zero knowledge mean, and to offer those
definitions instead of letting each analyst write their own. Our field has treated the freedom to
write your own definitions as a strength, and for research it is one. For protocols that people
deploy, it has become a source of confusion.

The disagreement is old and well documented. Lowe opened his 1997 hierarchy by noting
that “there is no clear consensus in the academic literature about precisely what ‘authentication’
means” [55]. For key exchange, Cremers showed that the CK, CK-HMQV and eCK models are
formally incomparable, with attacks that each model misses and another catches [28]. Boyd
and Gellert found, in the forward secrecy literature, “different terminology used to describe the
same thing, and … the same terminology used to describe different things” [16]. For group key
exchange, Poettering et al. report that “effectively no two security analyses of such protocols
were conducted in the same formal model” [70]. Unlinkability is the starkest case: the e-passport
BAC protocol was shown linkable under one formalization and proved unlinkable under another,
and the two camps argued about it in print for years [3, 39, 41].
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Single protocols are no different. Signal has been analyzed as a multi-stage key exchange
with game-based definitions [22], in ProVerif and CryptoVerif [50], as a double ratchet with its
own notions of forward secrecy and healing [1], and in the UC framework [14]. Each analysis
states its own version of what was proved, and the last one describes six variants of the double
ratchet that are insecure under its definition but secure under earlier ones. Apple’s PQ3 was
analyzed with games and with Tamarin; the Tamarin authors found that injective agreement
holds only under assumptions about the session-handling layer that the game-based analysis
didn’t consider [74, 54]. Even RFC 9846, which replaced RFC 8446 in 2026, describes TLS 1.3’s
security properties informally and points to several papers for their formal definitions [71].

So two reports that both claim “forward secrecy” may not be comparable, and you can’t tell
without reading both sets of definitions. Cheap proofs don’t remove that reading.

Assumptions about primitives also turn out to be too weak, leaving protocols to rely on
properties that nobody had named. Weak Fiat–Shamir is sound only for statements fixed in
advance. Bernhard et al. showed that Helios used it, so the earlier proofs of Helios did not
apply [9], and Dao et al. later found 36 weak Fiat–Shamir implementations across 12 proof
systems [29]. The fix was to name the missing property and say which protocols need it. A
fixed library of protocol goals can hold several notions of one property, too. Lowe was right that
several notions of authentication are valid goals, and a library can offer aliveness, non-injective
agreement and injective agreement as separate, named definitions. What it shouldn’t allow is a
new meaning under an old name.

We already accept this trade-off for primitives. Projects don’t design their own block ciphers:
we standardize a few, study them for years, and give them names and versions. I propose that we
treat protocol security definitions the same way, with a small set of named, versioned definitions
that are formalized once and reviewed in public. A report would then say which definition it
established, by name and version, the way a protocol specification names AES-256-GCM rather
than “a block cipher in a suitable mode.” Symbolic and computational proofs establish different
guarantees, and computational soundness results connect the two only under restrictions [24].
So each built-in property needs both a symbolic and a computational definition, and a report
should state the two results separately: proved symbolically, proved computationally under
named assumptions, or not attempted.

Standards bodies already do this for primitives. NIST’s post-quantum call told submitters
which definitions counted, IND-CCA2 for KEMs and EUF-CMA for signatures, and added that
each “should be taken as a statement of what NIST will consider to be a relevant attack” [66].
Its 2022 call for additional signatures listed the BUFF properties as desirable [65, 27]. A current
IRTF draft asks specification authors to “express security definitions in a formal language” and
to list the properties a construction does not provide [75]. Notions such as IND-CCA2 sit behind
the primitive registry as named assumptions; they aren’t the protocol goals this section is about.

The Noise Protocol Framework is the closest thing we have to this design. Its specification
gives every handshake pattern a fixed table of authentication and confidentiality levels for its
payloads [69]. Girol et al. showed what happens when fixed definitions are informal: the levels are
“informal and non-trivial to interpret,” they don’t grow stronger monotonically as they appear
to, and a systematic analysis finds 74 distinct combinations of guarantees where the specification
lists 9 [35]. I read this as a reason to give fixed definitions formal semantics and version numbers.
Their own tool derived its 74 results from a small, fixed vocabulary of adversary capabilities and
goals.

Fixed definitions don’t have to be lists of properties. In the real-versus-ideal paradigm, a
protocol is secure if no environment can tell its executions apart from those of an ideal func-
tionality run with a simulated attacker [18]. The functionality is a short program in which a
trusted party does what the protocol is meant to do. An ideal secure channel, for instance, shows
the adversary only each message’s length and lets it decide only whether and when to deliver.
Symbolic tools state unlinkability the same way, against a system in which every session uses a
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Query 1 session 2 sessions What decides a failure
confidentiality? m holds holds
authentication? Bob -> Alice: gb holds holds
authentication? Alice -> Bob: ga holds fails injective counting of acceptances
authentication? Alice -> Bob: e holds holds
equivalence? k_a, k_b holds fails runs compared by session index

Table 1: Verifpal 1.6.5 on Figure 2. “Holds” means that the bounded search found no attack at that
number of sessions per principal; three sessions give the same results.

fresh identity [3, 39]. This form fits Section 4’s requirements: it states a goal as a program that
the protocol’s owners can read, and refinement can start from it. But it moves the hard reading
into what the functionality leaks and what it lets the adversary decide. A functionality that
hands the adversary every input and lets it choose every output is realized by every protocol;
it’s the real-versus-ideal version of a theorem that holds for every adversary. Functionalities are
also usually written for the analysis at hand, as in the UC analysis of Signal [14]. The remedy
is the same: a small library of ideal functionalities with named, versioned leakage.

A language built on such a set won’t be able to express some protocols. I think that’s an
acceptable price for a language people can read. The W3C’s Rule of Least Power gives the same
advice for the web, to “use the least powerful language suitable,” and notes that “less powerful
languages are usually easier to secure” [8]. Some of the definitions will turn out to be wrong.
A small shared set is still much easier to fix than many private ones, because a fix to a shared
definition reaches every model that uses it.

6 What Verifpal shows
I’ve spent seven years building Verifpal [49, 51] around legible models that engineers write
themselves and fixed definitions, and its current engine goes part of the way toward proofs.

A Verifpal model is a sequence of principal blocks and messages between named principals,
close to how engineers sketch a protocol on a whiteboard. Primitives come from a fixed registry
of 25, each with fixed rewrite rules, so a model never contains an equational theory. A value in
square brackets in a message travels over an authenticated channel. A phase line separates periods
of time, and a leaks line in a later phase hands values to the attacker, which is how a model asks
about forward secrecy. An annotation such as PUBKEY[weak from phase 1] says that a primitive’s
protection fails from some point on. There are five query types: confidentiality, authentication,
freshness, unlinkability and equivalence. Their meaning is fixed by the language [51, §5], and a
model can’t change it. People have used Verifpal on Signal, TLS 1.3, MTProto and ProtonMail,
and during the design of Zoom’s end-to-end encryption.

Figure 2 is a signed ephemeral Diffie–Hellman handshake. Alice and Bob exchange signed
ephemeral keys, derive a session key, and Alice sends one encrypted message. Both identity
private keys leak in phase 1. Table 1 gives Verifpal’s results.

The confidentiality query, read together with the phase-1 leaks, is Verifpal’s built-in form of
forward secrecy: a value that an honest run held at the end of phase 0 must stay underivable
by the attacker in every later phase. A reader doesn’t need to know how the engine checks this.
They need to know what the query means, and that fits in a sentence.

Table 1 also shows two failures, and neither is an attack on the session key. With two
sessions, the attacker replays Alice’s first flight to a second run of Bob. Both of Bob’s runs
accept the same signed ephemeral key, which Alice sent once. Verifpal’s authentication query
counts acceptances against sends, so it reports a duplicate acceptance, and the tool prints a note
telling the reader to “read it as a replay-protection question about this flight rather than as a
forgery.” Under Lowe’s non-injective agreement the same query holds; under injective agreement
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attacker[active]

principal Alice[
knows private a_id
ga_id = PUBKEY(a_id)

]
principal Bob[

knows private b_id
gb_id = PUBKEY(b_id)

]
Alice -> Bob: [ga_id]
Bob -> Alice: [gb_id]

principal Alice[
generates a
ga = PUBKEY(a)
sig_a = SIGN(a_id, ga)

]
Alice -> Bob: ga, sig_a

principal Bob[
_ = SIGNVERIF(ga_id, ga, sig_a)?
generates b
gb = PUBKEY(b)
sig_b = SIGN(b_id, CONCAT(ga, gb))
k_b = HKDF(nil, DH_KEX(ga, b),
CONCAT(ga, gb))

]

Bob -> Alice: gb, sig_b

principal Alice[
_ = SIGNVERIF(gb_id,
CONCAT(ga, gb), sig_b)?
k_a = HKDF(nil, DH_KEX(gb, a),
CONCAT(ga, gb))
generates m, n
e = AEAD_ENC(k_a, n, m, nil)

]
Alice -> Bob: n, e

principal Bob[
m_b = AEAD_DEC(k_b, n, e, nil)?

]

phase[1]
principal Alice[leaks a_id]
principal Bob[leaks b_id]

queries[
confidentiality? m
authentication? Bob -> Alice: gb
authentication? Alice -> Bob: ga
authentication? Alice -> Bob: e
equivalence? k_a, k_b

]

Figure 2: A signed ephemeral Diffie–Hellman handshake in Verifpal. Identity public keys are distributed
in advance over an authenticated channel, and both identity private keys leak in phase 1. Wrapped lines
are single lines in the model file.

Variant DH broken KEM broken Bob signs ek confidentiality? m

hybrid_dh_broken (Figure 3) yes no yes holds
hybrid_kem_broken no yes yes holds
hybrid_both_broken yes yes yes fails
hybrid_ek_unsigned yes no no fails

Table 2: Four variants of Figure 3 under Verifpal 1.6.5. Results are the same at one, two and three
sessions.

it fails [55]. The equivalence query fails for a different reason. It compares the key of Alice’s
first run with the key of Bob’s first run, and the attacker can cross the sessions so that Alice’s
first run completes with Bob’s second. Every key is still shared only by honest runs, but the two
runs the query compares no longer agree. A definition that partners runs by their transcripts,
as Bellare–Rogaway-style models do, would find nothing wrong.

So in a one-page model, two of five answers depend on a definition the reader may not have
in mind. Another tool could give the opposite answers for the same protocol, and neither tool
would be wrong. Verifpal keeps its definitions fixed, explains each verdict in the model’s own
names, and pins each definition down with regression models: the repository holds 869, many of
which isolate a single distinction, such as replay versus forgery or known versus forgeable. No
single tool can settle whether its definitions are the right ones. That takes public review, and
reports that name the version of each definition they applied, as Section 5 proposes.

Hybrid post-quantum key exchange is now deployed in Signal and iMessage, among many
others [11, 54]. The idea is that a session key stays secret as long as either component, the
classical Diffie–Hellman exchange or the post-quantum KEM, holds up. Verifpal has no query
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attacker[active]

principal Bob[
knows private b_id
gb_id = PUBKEY(b_id)

]
Bob -> Alice: [gb_id]

principal Bob[
generates b, dk
gb = PUBKEY[weak from phase 1](b)
ek = PUBKEY(dk)
sig = SIGN(b_id, CONCAT(gb, ek))

]
Bob -> Alice: gb, ek, sig

principal Alice[
knows private m
generates a, r, n
ga = PUBKEY[weak from phase 1](a)
_ = SIGNVERIF(gb_id, CONCAT(gb, ek), sig)?

ss, ct = KEM_ENCAP(ek, r)
k = HKDF(CONCAT(ga, gb, ct),
CONCAT(DH_KEX(gb, a), ss), nil)
e = AEAD_ENC(k, n, m, nil)
]
Alice -> Bob: ga, ct, n, e

principal Bob[
ss_b = KEM_DECAP(dk, ct)
k_b = HKDF(CONCAT(ga, gb, ct),
CONCAT(DH_KEX(ga, b), ss_b), nil)
m_b = AEAD_DEC(k_b, n, e, nil)?

]

phase[1]

queries[
confidentiality? m

]

Figure 3: A hybrid handshake in which the Diffie–Hellman half breaks in phase 1. Bob signs both of
his ephemeral public keys, and the session key depends on both shared secrets.

for this, so the analyst has to spell it out. Figure 3 shows such a handshake, and Table 2
shows four variants I wrote. The first two each break one component in phase 1 with a weak

annotation. The third breaks both, to check that the model isn’t secure for a trivial reason. The
fourth breaks Diffie–Hellman and has Bob sign only his Diffie–Hellman share, so the attacker
can swap in its own encapsulation key and read the message once the classical half falls.

The hybrid claim is the first two rows together, checked against the third, and nothing in
the language connects them. The analyst has to know that the property needs one model per
component, that a model where everything breaks should fail, and that each component must
be authenticated. Analyses of hybrid protocols rebuild this structure by hand, each in its own
terms. A language for post-quantum migration should define hybrid secrecy once: a value stays
secret in every execution in which at least one listed component holds. The language would then
generate the component cases and the sanity case itself.

The KEM also shows what a reader has to trust beyond the definitions. Verifpal’s KEM
leaves out ciphertext validity, implicit rejection and the binding properties that re-encapsulation
attacks exploit [51, §9], so the attack that Bhargavan et al. found in PQXDH lies outside the
model [11]. A legible language has to show omissions like these next to the result, as Verifpal
already does for the weakening annotations a user writes.

The 2026 Verifpal paper proves that every execution Verifpal’s judge evaluates is a history
of a reference semantics, so every reported attack is an explicit execution of the model, and that
the search terminates [51]. Those proofs are on paper, though, and a passing query, meaning
no violation was found at the chosen number of sessions, isn’t yet a theorem. The usual way to
close that gap has been to ask engineers to learn a proof tool and write lemmas. AI-generated
proofs offer another: keep a language that engineers can read, and turn every passing query into
a checked theorem. Figure 4 sketches what the theorems behind Figure 2 would state.

7 Existing tools
Protocol languages with built-in properties are an old idea. Casper let the user choose proper-
ties from a fixed menu taken from Lowe’s hierarchy [56], CAPSL and OFMC’s Alice-and-Bob
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-- Produced from signed_dh.vp by a translation proved correct once.
def signedDH : Protocol ɨ:= ɨɨ...
-- Statements: one per query. Proofs: generated, checked by the kernel, not read.
theorem signedDH_m_sym : Sym.Confidentiality.v1 signedDH "m" ɨ:= by ɨɨ...
theorem signedDH_m_comp :
Comp.Confidentiality.v1 signedDH "m"
[GapDH.v1 X25519, EUF_CMA.v1 Ed25519, AEAD.v1 ChaCha20Poly1305, PRF.v1 HKDF]
(bound ɨ:= ɨɨ...) ɨ:= by ɨɨ...

Figure 4: A sketch of the statements behind the confidentiality query of Figure 2. This is not working
Lean, and the names are invented. A reader checks three things: that signedDH comes from the model they
read, what Confidentiality.v1 means in each setting, and which named assumptions the computational
statement rests on.

Tool Input Properties Model Machine-checked

Casper, CAPSL, OFMC Alice and Bob built in sym. none
scyther-proof, PSPSP Alice and Bob; transactions partly built in sym. Isabelle proofs
Noise Explorer Noise patterns built in sym. none (ProVerif runs)
Noise* Noise patterns built in sym. F*, verified compiler
Verifpal principals and messages built in sym. none (bounded search)
Tamarin, ProVerif rewriting rules; pi calculus user-written sym. none
SAPIC+ stateful pi calculus user-written sym. none
DY*, DyLean F* or Lean code user-written sym. F* or Lean
hax Rust user-written both F*, Rocq, Lean
Owl its own language user-written comp. none (Verus for code)
CryptoVerif, EasyCrypt, Squirrel calculi, programs user-written comp. tool-checked scripts
SSProve, CryptHOL, VCVio proof assistant user-written comp. Rocq, Isabelle, Lean

Table 3: Where existing tools stand on the requirements. “Built in” means that the user chooses from
properties the language defines.

notation had built-in goals [31, 61], and scyther-proof and PSPSP generate Isabelle proofs from
high-level descriptions [59, 38]. Noise Explorer, which I co-authored, generates ProVerif models
and queries for any Noise pattern from the specification’s security levels [48].

Table 3 places these tools next to current ones. Two current tools come closest to what I’m
proposing. hax translates Rust to F*, Rocq, Lean, ProVerif and SSProve, so it already reaches
symbolic and computational back ends [13]. But it starts from implementations. Its output
grows with the code, its properties are written by the user, and its authors note that they “do
not yet provide formal guarantees” for the correctness of its translations [13]. For ProVerif, the
top-level processes and the security queries are still written by hand [12]. SAPIC+ works at the
protocol level and compiles one model to ProVerif, Tamarin and DeepSec through translations
proved correct on paper for restricted fragments [20]. All of its targets are symbolic, and its
properties are lemmas the analyst writes.

On the computational side, Owl fixes its cryptographic assumptions in its typing rules but
leaves the security goals to the user [34], and CryptoVerif ships a library of primitive assump-
tions [15]. Lean now has protocol frameworks of its own: DyLean and LeanDY for symbolic
trace properties, VCVio for game-based proofs, and a machine-checked link between a symbolic
and a computational model by Dziembowski et al. [78, 45, 76, 33]. These are the right founda-
tions for backing claims with proofs. None of them fixes the definitions of security, though, and
none aims at a model a team can read in one sitting. I found no tool that combines a protocol-
level language a team can read, a small set of built-in definitions, and generated, kernel-checked
proofs against both symbolic and computational versions of those definitions.
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8 Objections
Real protocols need expressiveness. Some do. New security notions, unusual primitives
and research protocols need a language in which anything can be stated, and Lean, EasyCrypt,
Tamarin and ProVerif should stay the place for that work. My claim is narrower. Deployed
protocols mostly claim a small set of properties, and those are the properties whose results most
need to be comparable. Verifpal’s five query types, with phases and weakening annotations,
have been enough to model the protocols listed in Section 6, though that section also shows a
property, hybrid secrecy, that they can only express by hand. When a protocol needs a property
outside the built-in set, the language should say so. The team can then propose a new definition
through the public process, or move to an expressive tool and accept the reading cost there.

An AI can check the statements for us. Kevin Buzzard writes that he “would definitely
trust the opinion of a frontier LLM if it said that a formal (Lean) and informal (English)”
statement agreed [17]. For mathematics that’s plausible, because the informal statement is
fixed and public. For protocols, the agreed informal statement is exactly what we’re missing.
There is no shared English statement of Signal’s forward secrecy to compare a Lean theorem
against (Section 5). An AI that compares a theorem with a fixed, public definition performs
a useful check. An AI that explains a theorem in its own words gives the team an unchecked
account of the one part the kernel didn’t check. Fixed definitions turn the second situation into
the first.

Proofs about protocols won’t get that cheap. Maybe not, or not soon. Most of the
argument doesn’t depend on the timeline, though. Fixed definitions make results comparable
whether proofs are cheap or not, and a legible model is easier to review whoever writes the
proof. If proofs stay expensive, the proof requirement falls back to what Verifpal offers today:
a bounded search whose reported attacks are executions of the model, and whose results each
state what they establish. Cheap proofs just make the case more urgent, because they multiply
the number of results someone has to read.

Fixed definitions will be wrong, or will freeze. Some of them will be wrong. When
IND-CCA turned out to be too weak for some protocols, researchers named the missing binding
properties, and later analyses could state which ones they assumed [25, 72]. A versioned library
of protocol goals makes the same kind of fix visible. A report says it established FS.v1; when
FS.v2 appears, every model in a corpus can be proved again, which is cheap by assumption, and
the results that change are the ones to look at. As for freezing, we haven’t frozen our primitives.
We retire them when the evidence demands it, as we did with MD5, SHA-1 and RC4.

We should verify implementations instead. We should verify both. Implementation
proofs such as HACL* and the hax toolchain show that code does what its specification says [79,
13]. They don’t say what the protocol is meant to achieve, and their specifications grow with
the code. The libcrux errors in Section 3 sat in such specifications, and they were a risk even
though the code was correct: a developer who trusted a specification and changed the code to
match would have imported its error [52]. A protocol-level model is where the security goals get
written down. The two should meet, with implementation proofs targeting the same definitions
that protocol-level claims use.

Nobody can agree on the definitions. We manage it for primitives, through open calls,
public comment and years of analysis, run by bodies such as NIST and the IRTF’s CFRG.
The IETF TLS working group’s formal analysis triage team may already ask the group “for
clarification on what security properties are intended for a particular change” [43]. The same
process can work for definitions, starting with the few properties most deployed protocols claim.

11



9 What we should reward
If this argument is right, our research priorities should change in four ways.

First, we should build shared, versioned libraries of protocol security definitions in a proof
assistant, with a symbolic and a computational version of each property, and argue about them
in public the way we argue about primitives. Each definition should come with test cases:
known attacks it must flag, such as Lowe’s attack on Needham–Schroeder, KRACK, Selfie and
the PQXDH key confusion, and protocols it must accept. A definition that can’t tell these apart
is wrong in a way anyone can check.

Second, we should build proved translations from protocol languages to those definitions,
symbolic and computational, so a language’s claims can’t drift from its checked theorems.

Third, we should measure legibility directly. Two measures are easy to start with. One is
how much text a person has to read to trust a result, counting the model and each definition
it invokes. The other is whether engineers who didn’t write a model can find a mistake planted
in it, such as a dropped signature check, an extra leak or a constant copied from the wrong
function. That’s how mutation testing measures test suites.

Fourth, our conferences should reward work that makes the trusted statement smaller, along-
side work that proves more. A paper that cuts what a reader must check from forty pages of
definitions to four can add as much assurance as a new proof. Artifact evaluation could ask
a reviewer to read the statement of each main theorem and write down what it promises, and
standards bodies could treat a protocol’s formal model as its specification of record.

10 Conclusion
Cheap proofs move the cost of assurance from proving to reading. A team that receives an
AI-generated verification of its protocol still has to understand what the theorems say about
the protocol it ships. Today that means reading definitions written for that one analysis, in a
language few engineers know, at a length few people will read in full. I’ve argued for protocol
languages that a team writes itself as its specification of record and can read in full, that report
a claim only when a kernel has checked a theorem behind it, and that build in a small set of
named, versioned definitions of protocol goals reviewed by the whole community. Verifpal shows
that a language people write and read, with fixed definitions, is practical, and Lean and the
protocol libraries now being built on it put the proofs within reach. The language doesn’t have
to be Verifpal. Agreeing on its definitions will take years of public argument, and better provers
won’t shorten that, so I think we should start now.

Acknowledgments. I thank Lucas Meier for thoughtful discussions and feedback.
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