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Abstract. ML-KEM is a lattice-based IND-CCA secure key encapsulation mechanism
(KEM) standardized by NIST in FIPS 203. ML-KEM achieves chosen-ciphertext security by
applying the Fujisaki-Okamoto (FO) transformation to an IND-CPA secure public key en-
cryption (PKE) scheme. The FO transformation uses de-randomization and re-encryption
to ensure ciphertext non-malleability, but because ML-KEM’s underlying PKE encryption
subroutine is slower than the decryption subroutine, ML-KEM’s decapsulation performance is
dominated by re-encryption. In this paper, we revisit the “encrypt-then-MAC” paradigm
as a generic KEM transformation: the PKE ciphertext is authenticated by a message au-
thentication code (MAC) whose key is derived from the PKE plaintext. We prove that the
transformation achieves IND-CCA security in the random oracle model when the underlying
PKE is one-way under plaintext-checking attack (OW-PCA), and we introduce a fine-grained
security notion, one-wayness under q-bounded plaintext-checking attack (OW-gPCA), under
which the transformation achieves IND-gqCCA security. In contrast to the tag-based IND-
1CCA transformations of Huguenin-Dumittan and Vaudenay (Eurocrypt 2022), whose tag is
a random-oracle hash of the plaintext and the entire ciphertext, our transformation applies
the random oracle only to the short PKE plaintext, while the long ciphertext is processed
by a standard-model MAC that needs only to be one-time existentially unforgeable. We
present ML-KEM-EtM, an IND-qCCA secure KEM derived from applying the encrypt-then-
MAC transformation to the PKE subroutines of ML-KEM, and McElieceEtM, an instantiation
with Classic McEliece that achieves full IND-CCA security under the conjectured OW-PCA
security of its Niederreiter PKE. We implement ML-KEM-EtM with a wide selection of MACs
including Poly1305, GMAC, CMAC, and KMAC256. At the cost of minimal increase in encapsu-
lation CPU cycle count and ciphertext size, ML-KEM-EtM achieves a substantial reduction of
the decapsulation CPU cycle count.

1 Introduction

Key encapsulation mechanism (KEM) is a public-key cryptographic primitive that allows two
parties to establish a shared secret over an insecure communication channel. The accepted
security requirement of a KEM is indistinguishability under adaptive chosen ciphertext attack
(IND-CCA ). Intuitively speaking, IND-CCA security implies that no efficient adversary (usu-
ally defined as probabilistic polynomial time Turing machine) can distinguish a pseudorandom
shared secret from a uniformly random bit string of identical length even with access to a
decapsulation oracle. On the other hand, IND-1CCA is a restricted form of IND-CCA secu-
rity where an adversary can make only one query to the decapsulation oracle. Unfortunately,
CCA security is difficult to achieve from scratch. Early attempts at constructing CCA secure
public-key cryptosystems using only heuristics argument and without using formal proof, such
as RSA encryption in PKCS #1 [50] and RSA signature in ISO 9796 [30], were badly broken



with sophisticated cryptanalysis [17], 36] 23]. Afterwards, provable chosen ciphertext security
became a mnecessity for new cryptographic protocols. There have been many provable CCA
secure constructions since then. Notable examples include Optimal Asymmetric Encryption
Padding (OAEP) [7], which is combined with RSA [32] into the widely adopted RSA-OAEP.
The FO transformation [31, 42] is another generic CCA secure transformation that was thor-
oughly studied and widely adopted, particularly by many KEM candidates in NIST’s Post
Quantum Cryptography (PQC) standardization project.

Chosen ciphertext security is a solved problem within the context of symmetric cryptography.
It is well understood that authenticated encryption can be achieved by combining a semanti-
cally secure symmetric encryption scheme with an existentially unforgeable message authenti-
cation code (MAC) using either the “encrypt-then-MAC” (AES-GCM, ChaCha20-Poly1305) or
“MAC-then-encrypt” pattern (AES-CCM)[6l, 52]. However, adapting this technique for public-
key cryptosystems is challenging, since the two communicating parties do not have a pre-shared
symmetric key. One attempt at such adaption is the Diffie-Hellman integrated encryption
scheme (DHIES) [1} 2] proposed by Abdalla, Bellare, and Rogaway, who proved its chosen ci-
phertext security under a non-standard but well studied assumption called “Gap Diffie-Hellman
problem” [67].

1.1 Our contributions
Our contributions are as follows.

1. Generic KEM transformation with a standard-model MAC. We formalize an
encrypt-then-MAC transformation that constructs an IND-CCA-secure KEM in the ran-
dom oracle model from an OW-PCA-secure PKE and a one-time existentially unforge-
able MAC. Unlike the Fujisaki-Okamoto transformation, our construction replaces de-
randomization and re-encryption with MAC generation and verification. Compared with
the tag-based transformations Ty and Te g of Huguenin-Dumittan and Vaudenay [45], our
construction applies the random oracle only to the short PKE plaintext, while the cipher-
text is processed by a standard-model MAC. This design can substantially reduce the cost
of processing long ciphertexts.

2. Fine-grained chosen-ciphertext security. The PKE subroutines of ML-KEM are not
OW-PCA secure, but known plaintext-checking attacks require many adaptively chosen
ciphertexts. To capture this setting, we introduce one-wayness under g-bounded plaintext-
checking attack (OW-¢gPCA). We prove that the encrypt-then-MAC transformation con-
verts an OW-¢PCA-secure PKE into an IND-¢CCA-secure KEM (Theorem [2)), thereby
giving a formal security guarantee as a function of the number of decapsulation queries.

3. Instantiation with ML-KEM. We present ML-KEM-EtM, obtained by applying our transfor-
mation to the PKE subroutines of ML-KEM. Compared with FIPS 203 [64], ML-KEM-EtM in-
curs modest encapsulation and ciphertext-size overhead while eliminating the re-encryption
step in decapsulation, resulting in significant performance improvements (Table .

4. Instantiation with Classic McEliece. We present McElieceEtM, based on the Nieder-
reiter PKE subroutines of Classic McEliece (Section [4). Under the conjectured OW-PCA
security of the underlying PKE, McElieceEtM achieves full IND-CCA security. Our C im-
plementation improves combined encapsulation-plus-decapsulation throughput by 9-12%
over the reference implementation.

1.2 Limitations

We state the limitations of our results explicitly, since they determine where the encrypt-then-
MAC transformation can and cannot be deployed.



ML-KEM-EtM-512 ML-KEM-EtM-768 ML-KEM-EtM-1024
+ Poly1305 + Poly1305 + Poly1305

Encap 93,157 146,405 205,763

(ccl/tick) | (+1.8%) (+7.3%) (+3.3%)

Decap 33,733 43,315 51,375

(ccl/tick) | (-72.2%) (-76.8%) (-79.1%)

CT size 784 1104 1584

(bytes) (+2.1%) (+1.4%) (+1.0%)

Table 1: ML-KEM-EtM achieves impressive reduction of decapsulation CPU cycles count compared
to ML-KEM while incurring minimal penalty in encapsulation performance and ciphertext size.

1. ML-KEM-EtM is not a drop-in replacement for ML-KEM. The PKE subroutines of ML-KEM
are not OW-PCA secure: efficient key-recovery plaintext-checking attacks are known (Sec-
tion . Consequently, Theorem [1| does not apply to ML-KEM-EtM, and ML-KEM-EtM must
not be used in applications where a key pair serves many decapsulation queries, such as
static-key servers. The security claim we make for ML-KEM-EtM is IND-qCCA (Theorem
for small g, which covers ephemeral key exchange (¢ = 1) and bounded key reuse.

2. The IND-¢qCCA claim rests on a conjecture. Theorem [2| is unconditional as a
reduction, but its application to ML-KEM-EtM requires the conjectured OW-qPCA security
of the PKE subroutines (Section . The conjecture is supported only by the query
complexity of the best known plaintext-checking attacks, which is an upper bound; no
lower bound is known.

3. Full IND-CCA security requires an OW-PCA secure PKE, which is rare among
post-quantum candidates. Among the NIST PQC KEM candidates, only Classic
McEliece has no known plaintext-checking attack, and its OW-PCA security is itself con-
jectural. Our fully IND-CCA secure instantiation (McElieceEtM, Section 4)) inherits this
conjecture.

1.3 Related works
1.3.1 Fujisaki-Okamoto transformation

Fujisaki and Okamoto proposed to construct CCA secure hybrid PKE by combining an OW-CPA
secure PKE and a semantically secure symmetric-key encryption (SKE) scheme [31]. The main
techniques are de-randomization (deriving the randomness in encryption from the plaintext, thus
making the encryption deterministic) and re-encryption (re-running encryption in decryption
and compare the re-encrypted ciphertext with the input ciphertext). Under the random oracle
model, Fujisaki and Okamoto reduced the CCA security of the hybrid PKE tightly to the
semantic security of the input SKE and non-tightly to the OW-CPA security of the input
PKE (with loss factor g, the number of hash oracle queries). Later works extended the original
proposal to build CCA secure KEM: KEM’s security model makes building secure KEM simpler
than building secure PKE, and it is well-known that combining a CCA secure KEM with a CCA
secure data encapsulation mechanism (DEM), such as some authenticated encryption scheme
(e.g. AES-GCM, AES-CCM, ChaCha20-Poly1305), results in a CCA secure hybrid PKE [81],
79]. Further studies [26], 42 [14], 143], 87, [49] gave tighter security bounds, accounted for decryption
failures in the underlying PKE, and analyzed the security under quantum random oracle model
(QROM). To this day, the FO transformationis the only known generic transformation that
converts an OW-CPA/IND-CPA PKE into a fully IND-CCA secure KEM without additional
assumptions on the PKE. Because of the minimal input requirement and the simple construction,
the FO transformationwas widely adopted among post-quantum KEM candidates submitted to
the PQC standardization project, including Kyber [19], Saber [25], FrodoKEM [18], and Classic



McEliece [13].
Despite its widespread adoption, the FO transformation has many drawbacks:

e Computational inefficiency. In all variants of FO transformation, decapsulation routine
needs to re-encrypt the decryption to ensure ciphertext non-malleability. For input PKE
whose encryption routine carries significant computational cost, such as most lattice-based
cryptosystems, re-encryption substantially slows down decapsulation.

e Side-channel vulnerability. Re-encryption introduces side channels that can leak in-
formation about the decrypted PKE plaintext. As demonstrated in [83, [82], 44, [40] 35,
54, 53, [60], 28] [84], these side channels can be converted into efficient key-recovery and/or
message-recovery attacks.

e Security degradation. De-randomization can degrade the security of a randomized
PKE. Where the security parameters did not account for this loss, the security of the
KEM can fall below the expected level. Consequently, larger parameters are necessary to
account for the security loss, which slows down the cryptosystem [10} [11].

1.3.2 Other generic CCA transformations

Mihir Bellare and Phillip Rogaway proposed Optimal Asymmetric Encryption Padding (OAEP)
in 1994 [7] and reduced its CCA security to the one-wayness of the underlying trapdoor per-
mutation under the random oracle model. However, Victor Shoup identified a non-trivial gap
in OAEP’s security proof that cannot be filled under ROM [80], although Fujisaki et al. later
proved that RSA-OAEP is secure under the RSA assumption [32]. RSA-OAEP is widely used
in secure communication protocols such as TLS 1.2. The main drawback of OAEP is that it
requires its input to be an one-way trapdoor permutation, which is difficult to find: to this day,
RSA remains the only viable candidate to apply OAEP to.

Okamoto and Pointcheval proposed REACT [68] in 2001, followed by GEM [22] in 2002.
Both are generic CCA transformations with security proved under ROM. Okamoto and Pointcheval
first defined the security notion of one-wayness under plaintext checking attack (OW-PCA) and
reduced the CCA security of the transformation to the OW-PCA security of the input public-
key cryptosystem. One can also draw similarity between our scheme and the Diffie-Hellman
Integrated Encryption Scheme (DHIES) [I], 2]: both schemes protect the integrity of the ci-
phertext using a MAC whose key is derived from some PKE plaintext. However, our scheme
generalizes the security requirement of the underlying PKE and offers a number of performance
optimizations, which we will discuss in Section

1.3.3 Tag-based IND-1CCA transformations

Closest to our work are the transformations Ty, Topm, and Try of Huguenin-Dumittan and
Vaudenay [45], which are themselves inspired by REACT [68]. In T¢ g, the encapsulator appends
the tag tag + H(m, ) to the PKE ciphertext ¢/, where H is a random oracle; the decapsulator
recomputes the tag from the decrypted plaintext instead of re-encrypting. Under the ROM,
Ty and Tepg convert an OW-CPA/IND-CPA PKE into an IND-1CCA secure KEM, which
suffices for ephemeral key exchange; subsequent works analyzed these transformations in the
QROM [48],89]. Our transformation replaces the random-oracle tag H(m, ) with the MAC tag
MAC(G(m),c'), and this difference is precisely what our contributions exploit: (i) the random
oracle is applied only to the short plaintext m, while the long ciphertext ¢’ is processed by a
standard-model MAC, which is structurally lighter as an assumption and free to be instantiated
with fast constructions, including ones built from encryption algorithms: universal-hash MACs
(Poly1305, GMAC) and block-cipher MACs (CMAC with AES-NI) run at one to two CPU cycles
per byte, several times faster than the SHA3 evaluation that a hash tag requires over the same
input (see Section for the full discussion, including the sponge-based KMAC256 case, where



Transform PKE require- | Integrity mecha- | KEM secu- | Decap.
ment nism rity cost
EtM (This | OW-PCA MAC tag | IND-CCA Dec + MAC
work) OW-¢PCA MAC(G(m), ), IND-¢qCCA
RO on short input | (ROM)
only
FO [31] [42] OW-CPA/IND- re-encryption IND-CCA Dec + Enc
CPA (ROM,
QROM)
OAEP [7] OW trapdoor per- | redundancy in | IND-CCA Dec
mutation padding (ROM)
REACT [68] OW-PCA hash tag H(m,c) IND-CCA Dec+ hash
(ROM)
DHIES [2] GapDH (ElGa- | MAC tag IND-CCA Dec + MAC
mal only)
U* 42| OW-PCA none (implicit rejec- | IND-CCA Dec+ hash
tion only) (ROM,
QROM)
Tu/Tcn [45) OW-CPA/IND- hash tag H(m,c) IND-1CCA Dec+ hash
CPA (ROM;
QROM
48, )89

Table 2: Comparison of generic CCA transformations. “Hash tag” mechanisms evaluate a
random oracle over the plaintext and the entire ciphertext; the MAC tag in EtM evaluates the
random oracle only over the short plaintext.

the speed advantage vanishes but the assumption advantage remains); (ii) assuming the stronger
OW-PCA (respectively OW-gPCA) security of the PKE, our transformation achieves full IND-
CCA (respectively IND-gCCA) security, interpolating between the IND-1CCA guarantee of
Tey and the IND-CCA guarantee of REACT. Table [2] summarizes the comparison.

1.3.4 Relation to the modular Fujisaki-Okamoto framework

Hofheinz, Hévelmanns, and Kiltz [42] (HHK17) decompose FO into modular transformations,
including U-transformations that construct IND-CCA-secure KEMs from OW-PCA- or OW-
PCVA-secure PKEs without re-encryption. Our construction is closely related but uses a MAC
to provide explicit ciphertext integrity while processing the long ciphertext outside the ran-
dom oracle. This permits explicit rejection from OW-PCA without requiring the additional
~v-spreadness conditions associated with the corresponding explicit-rejection FO constructions.

2 Preliminaries

Notations. For finite set S, we use z & S to denote uniformly random sample from the set.
For deterministic routine f, we use x < f() to denote assigning the output of f to x. For

randomized routine g, we use x & g() to denote assigning the randomized output of g to x.
For boolean statement B, we denote [B] to be 1 if B is true and 0 otherwise. For probabilistic
Turing machine A, we denote access to oracle @ by A®. We sometimes model hash function H
as a random oracle, in which case we will use £ to denote the record of input-output queries
(z, H(x)) made to the oracle.



2.1 Public-key encryption scheme

Syntax. A public-key encryption (PKE) scheme is a collection of three routines (KeyGen, Enc, Dec)

defined over some plaintext space M and some ciphertext space C. Key generation (pk, sk) &
KeyGen(1%) is a randomized routine that returns a keypair consisting of a public encryption
key and a secret decryption key. The encryption routine Enc : (pk,m) — ¢ encrypts the input
plaintext m under the input public key pk and produces a ciphertext c. The decryption routine
Dec : (sk,¢) — m decrypts the input ciphertext ¢ under the input secret key and produces the
corresponding plaintext. Where the encryption routine is randomized, we denote the random-
ness by a coin r € R where R is called the coin space. Decryption routines are assumed to
always be deterministic.

Correctness. A PKE is §-correct if

E [max p [Dec(sk, c)#m|c & Enc(pk,m)]] <0
meM
where the expectation is taken with respect to the probability distribution of all possible key-
pairs. For many lattice-based cryptosystems, decryption failures could leak information about
the secret key, although the probability of a decryption failure is low enough that classical
adversaries cannot exploit decryption failure more than they can defeat the underlying lattice
problems.
Rigidity. Following Bernstein and Persichetti [I4], a correct deterministic PKE is called rigid
if for every keypair (pk, sk) and every ciphertext ¢ in the ciphertext space, Dec(sk,c) = m # L
implies Enc(pk, m) = ¢. In other words, decryption followed by encryption is the identity map
on valid ciphertexts, so every valid ciphertext is the honest encryption of its own decryption.
RSA is rigid; randomized PKEs are in general not rigid, since many ciphertexts may decrypt
to the same plaintext.
Security. The security of PKE’s is conventionally discussed using adversarial games played
between a challenger and an adversary [34]. In the OW-ATK game (Figure [6), the challenger
samples a random keypair and a random encryption. The adversary is given the public key,
the random encryption (also called the challenge ciphertext), and access to ATK, then asked to
decrypt the challenge ciphertext.

The advantage of an adversary is the probability of producing the correct decryption:
AdvORATE(A) = Pl = m*]. A PKE is said to be OW-ATK secure if no efficient adver-
sary can win the OW-ATK game with non-negligible probability.

In the IND-ATK game (Figure[]), the adversary chooses two distinct messages and receives
the encryption of one of them, randomly selected by the challenger. The advantage of an
adversary is its probability of correctly distinguishing the ciphertext of one message from the
other beyond blind guess: AdvERPATK(A) = |P[b = b] — 3. A PKE is said to be IND-ATK
secure if no efficient adversary can win the IND-ATK game with non-negligible advantage.

In public-key cryptography, all adversaries are assumed to have access to the public key
(ATK = CPA). If the adversary has access to a decryption oracle, it is said to mount chosen-
ciphertext attack (ATK = CCA). If the adversary has access to a plaintext-checking oracle
(PCO), then it is said to mount plaintext-checking attack (ATK = PCA). See Figure [l for
algorithmic description of the oracles. Throughout the paper, we call an adversary playing the
OW-ATK (resp. IND-ATK) game an OW-ATK (resp. IND-ATK) adversary; for example, an
OW-PCA adversary is an adversary with access to the plaintext-checking oracle whose goal is
to invert the challenge ciphertext, and an IND-CCA adversary against a KEM is an adversary
with access to the decapsulation oracle whose goal is to distinguish the encapsulated shared
secret from random (Section [2.2)).

The advantage of an adversary in the OW-ATK game is the probability that it outputs the
correct decryption. The advantage of an adversary in the IND-ATK game is defined below. A



OW-ATK Game IND-ATK Game Opco(m, c)

b& AOAT‘i(lA, pk, c*)
return [b = 0]

1: (pk, sk) & KeyGen(1*) 1: (pk, sk) & KeyGen(1%) 1: return [m = Dec(sk,c)]
2: m* $£ M 2: (mog,mq) & A9 (12 pk)
3: ¢* < Enc(pk, m") . 0,1} 50
A 8 « c
4: 1 & A9 (12, pk, c) g & Enc(pk, my) Dec
5. return [m = m*] 1: return Dec(sk,c)
5:
6:

Figure 1: The one-way game, indistinguishability game, plaintext-checking oracle (PCO), and
decryption oracle. ATK € {CPA,PCA, CCA}

PKE is OW-ATK/IND-ATK secure if no efficient adversary has non-negligible advantage in the
corresponding security game:
1
Advinp-atk (A) = ‘P {AOATK(l)‘,pk, ) = b} —~ 2’ :
Bounded plaintext-checking attack (¢qPCA). We introduce a fine-grained restriction of
the plaintext-checking attack in which the adversary’s plaintext-checking capability is bounded.
This notion is motivated by the fact that, for many post-quantum PKEs that are not OW-
PCA secure, all known plaintext-checking attacks require a large number of adaptively crafted
ciphertexts (see Section [3.3); a plaintext-checking oracle that answers queries on only a few
ciphertexts is therefore conjectured to be of limited use to the adversary.

Definition 1 (OW-¢PCA security). Let ¢ > 0 be an integer. The OW-qPCA game is
identical to the OW-PCA game, except that the plaintext-checking oracle O%(m,c) answers
only queries in which the ciphertext c is the challenge ciphertext c* or one of at most q distinct
other ciphertexts; once the adversary has queried q distinct ciphertexts ¢ # c*, further queries
involving new ciphertexts are answered with 1. A PKE is said to be OW-qPCA secure if no
efficient adversary can win the OW-qPCA game with non-negligible probability.

We make two remarks on Definition |1} First, the bound counts distinct ciphertexts rather
than oracle queries: this is the quantity that governs known key-recovery plaintext-checking
attacks, each of which must submit many different perturbed ciphertexts, whereas repeated
queries (mq,c), (ma,c),... against a fixed ciphertext ¢ reveal at most the single decryption of
c. Second, queries against the challenge ciphertext ¢* are unrestricted: such queries only con-
firm candidate decryptions of an honestly generated ciphertext and correspond to a plaintext-
confirmation capability that the adversary in our reductions obtains for free. By definition,
OW-PCA security implies OW-gPCA security for every ¢, and OW-¢PCA security implies
OW-¢'PCA security for every ¢’ < q.

2.2 Key encapsulation mechanism (KEM)

Syntax. A key encapsulation mechanism (KEM) is a collection of three routines (KeyGen, Encap,
Decap) defined over some ciphertext space C and some key space K. Key generation KeyGen :
1* — (pk,sk) is a randomized routine that returns a keypair. Encapsulation Encap : pk —
(¢, K) is a randomized routine that takes a public encapsulation key and returns a pair of
ciphertext ¢ and shared secret K (also commonly referred to as session key). Decapsulation
Decap : (sk,¢) — K is a deterministic routine that uses the secret key sk to recover the shared
secret K from the input ciphertext ¢. Where the KEM chooses to reject invalid ciphertext ex-
plicitly, the decapsulation routine can also output the rejection symbol 1. We assume a KEM



to be perfectly correct:

$ A
k, sk) < KeyGen(1");
P |Decap(sk,c) = K (e ) yGen(1%) =1.

(¢, K) & Encap(pk)

Security. Similar to PKE security, the security of KEM is discussed using adversarial games.
In the IND-ATK game (Figure@, the challenger generates a random keypair and encapsulates a
random secret; the adversary is given the public key and the ciphertext, then asked to distinguish
the shared secret from a random bit string.

The advantage of an adversary is its probability of winning beyond blind guess. A KEM
is said to be IND-ATK secure if no efficient adversary can win the IND-ATK game with non-
negligible advantage.

AdvATE (1) — ‘P b=0] - %
where the probability is taken over the randomness of the game in Figure [0] By default, all
adversaries are assumed to have the public key, with which they can mount chosen plaintext
attacks (ATK = CPA). If the adversary has access to a decapsulation oracle OP®¢ : ¢
Decap(sk, ¢), it is said to mount a chosen-ciphertext attack (ATK = CCA).

Bounded CCA (qCCA) security. Where the number of decapsulation queries ¢ is fixed, the
security notion is called IND-qCCA [24], [45]. In many practical scenarios such as ephemeral key
exchange (e.g. TLS 1.3 handshake [74]), each key pair is used at most once, which translates to
a fixed limit on the number of decapsulation queries allowed in the adversarial games. In these
scenarios we only require the KEM to be IND-1CCA secure [76, 29].

)

2.3 Message authentication code (MAC)

Syntax. A message authentication code (MAC) is a collection of two routines (Sign, Verify)
defined over some key space K, some message space M, and some tag space 7. The signing rou-
tine Sign : (k,m) +— t authenticates the message m under the symmetric key k by producing a
tag t. The verification routine Verify(k, m,t) outputs 1 if the message-tag pair (m,t) is authen-
tic under the symmetric key k£ and 0 otherwise. Many MAC constructions are deterministic: for
these constructions it is simpler to denote the signing routine by ¢ <— MAC(k, m), and verification
done using a simple comparison. Some MAC constructions require a distinct or randomized

nonce 1 &- R, and the signing routine will take this additional argument t < MAC(k, m;r).
Security. The standard security notion for a MAC is existential unforgeability under chosen
message attack (EUF-CMA ). We define it using an adversarial game in which an adversary has
access to a signing oracle 08" : m — Sign(k, m) and tries to produce a valid message-tag pair
that has not been queried from the signing oracle (Figure [10).

The advantage of the adversary is the probability that it successfully produces a valid
message-tag pair. A MAC is said to be EUF-CMA secure if no efficient adversary has non-
negligible advantage. Some MACs are one-time existentially unforgeable (we call them one-time
MAC), meaning that each secret key can be used to authenticate exactly one message. The
corresponding security game is identical to the EUF-CMA game except for that the signing
oracle will only answer up to one query.

3 The encrypt-then-MAC transformation

In this section we present the encrypt-then-MAC KEM transformation. The transformation
constructs an IND-CCA secure KEM using an OW-PCA secure PKE and an existentially un-
forgeable MAC, and an IND-qCCA secure KEM when the PKE is only OW-gPCA secure. Our



KeyGeng,y() Encapg,y(pk) Decapgy(sk, ¢)

. . _ /
1: (pk,sk) & KeyGenpyg () om & Mpxg Requ}re. c=(c ’t),
$ , Require: sk = (sk/, s)
2'S<—M 2k<—G(m) R
: PKE s 1: 1 < Decpgg(sk/, ')
3: sk < (sk,s) 3: ¢/ < Encpge(pk, m) 2k« G(m)
4: return (pk, sk) 4 t = MAC(, ) 3: if MAC(k, ') =t then
5. ¢+ (1) 4 K « H(i,c)
6: K < H(m,c) 5 else
7. return (c, K) 6: K « H(s,c)
7. end if
8 return K

Figure 2: The encrypt-then-MAC KEM routines builds a KEM, denoted by KEMgyy, using a
PKE(KeyGen, Enc,Dec), a MAC, and two hash functions G, H.

scheme is inspired by DHIES, but differs from it in two key aspects: whereas DHIES reduces
its CCA security specifically to the Gap Diffie-Hellman assumption [67], our construction’s
CCA security reduces generically to the PCA security of the input PKE; in addition, we prove
(Lemma [2) that if the PKE’s plaintext space is large and the sampling method has sufficient
entropy, then the MAC only needs to be one-time existentially unforgeable (Abdalla, Bellare,
and Rogaway originally proposed to use HMAC and CBC-MAC, which are many-time secure
MACs but less efficient than one-time MACs). Compared with the hash-tag transformations
Ty /Ton [45], the random oracles G and H in our construction are evaluated only on short in-
puts (the PKE plaintext, and the plaintext concatenated with a short tag, respectively), while
the long PKE ciphertext is consumed exclusively by the standard-model MAC. The data flow
of the encapsulation is illustrated in Figure

In Section we will describe the encrypt-then-MAC KEM routines and state the security
reductions. In Section we present the proof reducing the IND-CCA security of the KEM
tightly to the OW-PCA security of the underlying PKE and non-tightly to the unforgeability
of the MAC, then derive the fine-grained IND-gqCCA reduction (Theorem [2)) by counting the
plaintext-checking queries of the reduction. In Section [3.3]we discuss how the OW-PCA security
of the PKE relates to the CCA security of the encrypt-then-MAC KEM. In Section [3.4) we discuss
some additional implementation details.

3.1 The construction

Let B* denote the set of finite bit strings. Let Kxgy denote the set of all possible shared secrets.
Let (KeyGenpyg, Encpkg, Decpkg) be a PKE defined over message space Mpgg and ciphertext
space Cpgxg. Let MAC : Kyac X B* — T be a MAC over key space Kuac and tag space 7. Let
G : B* - Kwe, H : B* — Kgen be hash functions. The encrypt-then-MAC transformation
EtM[PKE,MAC, G, H] constructs a KEM (KeyGeng,,, Encapg,y, Decapg,y) (Figure [2).

We chose to construct KEMgyy using implicit rejection K <+ H (s, c): on invalid ciphertexts,
the decapsulation routine returns a fake shared secret that depends on the ciphertext and
some secret values, though choosing to use explicit rejection should not impact the security
of the KEM. In addition, because the underlying PKE can be randomized, the shared secret
K < H(m,c) must depend on both the plaintext and the ciphertext. According to [206, [42], if
the input PKE is rigid (i.e. m = Dec(sk,c) if and only if ¢ = Enc(pk,m)), such as with RSA,
then the shared secret may be derived from the plaintext alone K <+ H(m).

The CCA security of KEMgyy can be intuitively argued through an adversary’s inability to
learn additional information from the decapsulation oracle. For an adversary A to produce a



valid tag for some unauthenticated ciphertext ¢, it must either know the correct symmetric key
or produce a forgery. Under the Random Oracle Model (ROM), A cannot know the symmetric
key without knowing its pre-image under the hash function G, so A must either produced ¢
honestly, or have broken the one-wayness of the underlying PKE. This means that the decapsu-
lation oracle will not leak information on decryption that the adversary does not already know.
We formalize the security in Theorem

Theorem 1. For every IND-CCA adversary A against KEMgyy that makes at most qp decap-
sulation queries, qo queries to G, and qm queries to H, there exist an OW-PCA adversary
B against the underlying PKE and a (no-message) existential forgery adversary C' against the
underlying MAC, both running in about the time of A, such that:

Advigy, (A) < ap - Aduwc(C) +2 - Adupg™(B),

where B makes at most qa + qug + qp - qc plaintext-checking queries, and the queried ciphertexts
comprise the challenge ciphertext together with at most qp distinct other ciphertexts.

3.2 Proof of Theorem [1]

We will prove Theorem [I[] using a sequence of games. A summary of the sequence of games can
be found in Figures [11] and From a high level we made three incremental modifications to
the IND-CCA game for KEMggy:

1. Replace the true decapsulation oracle with a simulated decapsulation oracle. The simulated
decapsulation oracle does not directly decrypt the queried ciphertext. Instead it searches
through the hash oracle and looks for matching queries using the plaintext-checking oracle.
The true decapsulation oracle and the simulated decapsulation oracle disagree if and only
if the adversary queries with a ciphertext that contains a forged MAC tag, so the adversary
cannot distinguish the two games more than it can perform existential forgery against the
underlying MAC.

2. Replace the pseudorandom MAC key k* <— G(m*) with a uniformly random MAC key

g & Kuac. Under ROM, the adversary cannot distinguish this game from the previous
one unless it queries the hash oracle with m*, in which case a second adversary with access
to a plaintext-checking oracle can win the OW-PCA game against the underlying PKE.

3. Replace the pseudorandom shared secret Ky <— H(m™*, ¢) with a truly random shared secret

Ky & Kxen. Similar to the point above, the adversary cannot distinguish the change more
than it can break the one-wayness of the underlying PKE. Furthermore, since both Kj
and K7 are uniformly random, no adversary can have any advantage.

A OW-PCA adversary can then simulate the modified IND-CCA game for the KEM adver-
sary, and the advantage of the OW-PCA adversary is associated with the probability of certain
behaviors of the KEM adversary.

The sequence-of-games figures and the complete proof are deferred to Appendix [C|

The query counting at the end of the proof shows that the plaintext-checking capability
that B requires is driven by the number of decapsulation queries of A: every ciphertext that B
submits to the plaintext-checking oracle, other than the challenge ciphertext itself, originates
from one of A’s decapsulation queries. Since the OW-gPCA game (Deﬁnition restricts exactly
this quantity, the proof of Theorem [l| carries over verbatim to the bounded setting, yielding our
fine-grained reduction:

Theorem 2. Let ¢ > 0 be an integer. For every IND-qCCA adversary A against KEMgiy that
makes at most qp < q decapsulation queries, qa queries to G, and qg queries to H, there exist
an OW-qPCA adversary B against the underlying PKE and a (no-message) existential forgery
adversary C against the underlying MAC, both running in about the time of A, such that:
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Advgg 1N A) < qp - Adunc(C) + 2 - Advge ™ (B).

Proof. Identical to the proof of Theorem The adversary B queries the plaintext-checking
oracle on the challenge ciphertext (unrestricted in the OW-¢PCA game) and on at most ¢p < ¢
distinct other ciphertexts, so B is a valid OW-qPCA adversary. O

Theorem [2] interpolates between two extremes. When the underlying PKE is fully OW-PCA
secure (e.g. conjecturally, the Niederreiter PKE of Classic McEliece; see Section , taking
q — oo recovers full IND-CCA security. When the PKE admits key-recovery plaintext-checking
attacks using N crafted ciphertexts but is conjectured OW-gPCA secure for ¢ < N (e.g. the
PKE subroutines of ML-KEM), the KEM remains IND-¢qCCA secure, which covers ephemeral key
exchange (¢ = 1) as well as bounded key reuse.

Concrete bounds We illustrate the concrete security of the bound in Theorem [2] with
the ephemeral key exchange setting (¢p = 1) and the instantiation ML-KEM-EtM-768 with
Poly1305. The one-time forgery advantage of Poly1305 against a message of L bytes is at
most 8[L/16]/2% [9]; for the 1088-byte PKE ciphertext of ML-KEM-768, this is at most 279,
The bound of Theorem [2] therefore reads

Advigy 1 (A) < 279 4 2. AdvEiz P (B),

i.e., the security of the KEM is, up to a factor of two and a negligible additive term, exactly
the conjectured one-wayness of the underlying PKE against an adversary holding a single-
ciphertext plaintext-checking capability. For the block-cipher and sponge-based MACs (CMAC,
KMAC256) with 128-bit tags, the forgery term is bounded by standard PRF switching bounds
and is likewise negligible for qp far exceeding any realistic key reuse. In all cases the reduction
to the PKE is tight, so no re-parameterization of the underlying PKE is necessary; this is in
contrast to the original FO transformation, whose reduction to OW-CPA loses a factor of the
number of hash queries [31].

3.3 OW-PCA security

In this section, we consider the OW-PCA security of various well-known PKE schemes and
discuss the suitability of applying the encrypt-then-MAC KEM transformation.

The security notion of one-wayness under plaintext-checking attack (OW-PCA) was intro-
duced by Okamoto and Pointcheval in [68], where the authors reduced the security of a generic
CCA secure transformation (REACT) to the OW-PCA security of the input public-key cryp-
tosystem. Following REACT, Pointcheval et al. proposed GEM [22], another generic CCA
secure transformation whose security reduces to the OW-PCA security of the underlying PKE.
Around the time REACT and GEM were published, the best known CCA secure transformation
is Optimal Asymmetric Encryption Padding (OAEP) [7]. Compared to OAEP’s requirement for
one-way trapdoor permutation, OW-PCA security is easier to achieve: any one-way trapdoor
permutation (such as RSA) is automatically OW-PCA secure, while there are cryptosystems
that are OW-PCA secure but not one-way trapdoor permutation (Table . More recently,
the modular FO transformation [42] proposed CCA secure KEM whose security reduces to the
OW-PCA security of the input PKE under both ROM and QROM.

Theorem [I] stated that if the underlying PKE is OW-PCA secure, then the encrypt-then-
MAC KEM is IND-CCA secure. Conversely, if the underlying PKE is not OW-PCA secure,
then the encrypt-then-MAC KEM is not IND-CCA secure. This is captured in Lemma[]]

Lemma 1. For every q-query OW-PCA adversary A against the underlying PKE, there exists
a g-query IND-CCA adversary B against the encrypt-then-MAC KEM such that:

ROVl ) = AanffT )
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For a sketch of proof, we observe that the IND-CCA adversary B can perfectly simulate the
plaintext-checking oracle for the OW-PCA adversary A (Figure 5)), and if A succeeds in breaking
the one-wayness of the underlying PKE, then B can compute the shared secret associated with
the challenge ciphertext, which allows B to distinguish true shared secret from random bit
strings.

For the remainder of this section, we will review the OW-PCA security of some well-known
cryptosystems. A summary can be found in Table

Number-theoretic cryptosystems The RSA cryptosystem as it was originally proposed
n [75] is OW-PCA secure. This is because the RSA cryptosystem is a one-way trapdoor
permutation [32], meaning that encryption and decryption are both injective. Given some
public key (N = pgq,e) and a plaintext-ciphertext pair (m,c), one can check that m is the
decryption of ¢ by checking that ¢ = m® mod N, which renders a plaintext-checking oracle
completely useless.

The ElGamal cryptosystem [33] is OW-PCA secure if the Gap Diffie-Hellman assumption
[67] holds for the underlying group (finite field or elliptic curve). This is the basis on which the
CCA security of DHIES [2] is proved. We do not benchmark DHIES against our post-quantum
instantiations: DHIES relies on the discrete logarithm problem and is broken by Shor’s algorithm
[77, [78], so it is not a candidate for the post-quantum deployments targeted in this paper, and
a performance comparison across the classical/post-quantum boundary (where elliptic-curve
DHIES enjoys far smaller keys and ciphertexts but different hardness assumptions) would not
be meaningful.

Lattice-based cryptosystems In many prominent cryptosystems based on the Learning
with Error (LWE) problems, the plaintext is encrypted by adding noise. If an adversary adds
additional noise to the ciphertext, the modified ciphertext may or may not decrypt back to the
same plaintext. Querying the plaintext-checking oracle with modified ciphertexts containing
varying amount of noise thus allows an adversary to recover the secret key. Such key-recovery
plaintext-checking attacks (KR-PCA) were described for FrodoKEM in [37, [4]. Similar attacks
for Kyber and Saber were described in [44] 86, 39]. As Peikert pointed out in [70], because
of the search-decision equivalence of the (Ring) Learning With Error problem, lattice-based
cryptosystems are unlikely to have inherent OW-PCA security.

NTRU is another family of lattice-based cryptosystems. Hoffstein and Silverman [41] pro-
posed KR-PCA for the original NTRU cryptosystem, which Ueno et al. [83] adapted into a
KR-PCA against modern instantiations such as NTRU-HPS and NTRU-HRSS (also see [8§]).
Ueno et al. also adapted [47] into a KR-PCA against NTRU-Prime.

Code-based cryptosystems HQC [58], despite being based on hard coding problems, is
structurally similar to lattice-based cryptosystems Kyber, Saber, etc. [83]. Consequently, KR-
PCA for lattice cryptosystems can be easily adapted to work on HQC [44} [4]. BIKE [3] is based
on the Niederreiter cryptosystem instantiated with quasi-cyclic moderate density parity check
(QC-MDPC) code [59]. [38] described KR-PCA against QC-MDPC code, which can partially
recover BIKE secret keys [86]. There is no known adaptive attack against Classic McEliece [83].
While the decoding subroutine of Classic McEliece is significantly slower than the encoding
subroutine, so removing re-encryption yields a smaller relative speedup than for ML-KEM, our
implementation still measures a 9-12% throughput improvement (Section .

Query complexity and OW-¢PCA security All of the key-recovery plaintext-checking
attacks cited above are adaptive and require the plaintext-checking oracle to answer queries on
a large number of distinct, adversarially crafted ciphertexts: each query perturbs the ciphertext
with a different noise offset, and the attack aggregates the answers to reconstruct the secret
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key coefficient by coefficient. For the parameter sets of Kyber and Saber, the reported attacks
require on the order of 103 oracle queries [44] [86], 39]. In contrast, a plaintext-checking oracle
restricted to a handful of distinct ciphertexts is not known to give the adversary any advantage
in recovering the secret key or inverting an honest ciphertext. We therefore conjecture that
the PKE subroutines of ML-KEM are OW-¢PCA secure (Definition [1)) for ¢ substantially below
the query complexity of the best known plaintext-checking attack. We emphasize the epistemic
status of this conjecture: known attacks provide only an upper bound on the query complexity
of plaintext-checking attacks, and any improvement in attack query complexity directly erodes
the margin of the conjecture. Deriving a lower bound, e.g. from the search-decision equivalence
of the underlying lattice problem, is an interesting open problem.

3.4 Additional implementation notes

Securely deriving MAC key Because the MAC key is pseudorandomly derived from the
PKE plaintext (instead of uniformly and independently sampled), it is possible to construct a
large lookup table mapping each PKE plaintext to a MAC key, then check the KEM ciphertext
(c,t) against each MAC key to recover the pre-image. As was pointed out in [I1 [I0], this
relationship between the MAC tag and the PKE plaintext could damage the security of the
scheme. This can be mitigated by including the PKE public key when deriving the MAC key
kmac < G(pk,m) or even including random salt at each encapsulation kwyc < G(pk,m,salt),
which can increase the cost of such dictionary attacks.

One-time MAC Within the security proof of Theorem [I} the forgery adversary C' requires no
signing oracle, so one-time (indeed no-message) existential unforgeability of the MAC already
suffices for the reduction. In deployment, a MAC key repeats across two encapsulations under
the same public key only if the two encapsulations sample the same PKE plaintext or the hash
function G collides. The following lemma makes the folklore argument precise.

Lemma 2. Suppose at most qg encapsulations are performed under a single public key, with
PKE plaintexts sampled uniformly from Mpgg and G modeled as a random oracle. Then the
probability that any MAC key is used to authenticate more than one message is at most

3 (it * )
2 |MPKE| |’CMAC’

Consequently, replacing a many-time EUF-CMA secure MAC with a one-time existentially un-
forgeable MAC' [21)] degrades the concrete security of KEMgwy by at most this additive term.

Proof. A MAC key repeats only if two encapsulations sample the same plaintext m, which by
a union bound over all (%) pairs happens with probability at most ¢%/(2|Mpxg|), or if two
distinct plaintexts collide under G, which for a random oracle with range Kyyc happens with
probability at most ¢% /(2 |Kuac|)- O

For ML-KEM, |[Mpge| = 2255 and |Kuc| = 22°%, so the additive term is negligible for any
realistic keypair lifetime. On the other hand, one-time MACs can be computationally more
efficient than many-time secure MACs.

Deriving shared secret If the decryption routine of the underlying PKE is not injective,
then the shared secret must be derived from both the PKE plaintext and the ciphertext: if the
shared secret is derived from the plaintext alone, and the KEM adversary A can find a modified
ciphertext that decrypts back to the same PKE plaintext, then A can query the decapsulation
oracle with the modified ciphertext and obtain the true decapsulation. However, the shared
secret does not have to be derived from hashing the entire ciphertext. Instead, we propose to
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derive the shared secret from the MAC tag, which is functionally equivalent to a keyed hash
of the ciphertext. Since the MAC tag is usually much smaller than the ciphertext, hashing the
tag instead of the entire ciphertext can lead to a noticeable speedup. The security justification
is as follows: substituting K < H(m,t) for K < H(m,c) is dangerous only if an adversary
can find a second ciphertext co # ¢’ that carries the same plaintext m and the same tag t, in
which case the decapsulations of (¢/,t) and (c2,t) would collide. But producing such a ¢y is
producing a second message with a valid tag under the MAC key G(m), which is unknown to
the adversary; by the argument of game 1 in the proof of Theorem [I] this event is bounded by
the forgery advantage against the MAC. The same design principle appears in Kyber’s original
NIST submission, which derives the shared secret from a hash of the ciphertext rather than the
full ciphertext [19]; our tag plays the role of that hash, keyed and precomputed.

Side-channel and fault attack considerations A substantial body of work exploits the
re-encryption step of the FO transformation as a side-channel and fault target: leakage or
fault behavior during re-encryption acts as a plaintext-checking oracle, enabling key recovery
[83, 82, [40] [71], B7]. By removing re-encryption entirely, the encrypt-then-MAC transformation
eliminates this attack surface. However, the transformation introduces two new surfaces that

implementations must protect. First, the tag comparison MAC(]AC, ) Z + must be implemented
in constant time, and, in the gray-box fault model, an adversary who can skip or force the
comparison obtains the “accept” branch K <« H(m,c) for an invalid ciphertext, which con-
verts the decapsulation into a plaintext-dependent oracle. Standard countermeasures apply,
e.g. performing the comparison twice, comparing over a randomized encoding, or deriving both
branches and selecting in constant time. Second, the MAC key derivation k < G(1n) processes
the decrypted plaintext, which is the same sensitive intermediate targeted by plaintext-checking
side-channel attacks; a protected implementation must mask this hash call as ML-KEM implemen-
tations already must for their G(7|h) call. We note that the computation that must be masked
in our decapsulation (one hash of a short input and one MAC) is substantially cheaper than
masked re-encryption, which dominates the cost of protected ML-KEM implementations; quanti-
fying this advantage with a masked implementation and a leakage evaluation (e.g. TVLA) is
left for future work.

4 Applying encrypt-then-MAC to code-based cryptosystem

Background. Code-based cryptography was introduced by Robert J. McEliece in 1978 [57].
The McEliece cryptosystem samples a random (n, k)-linear code over some finite field F with
generator matrix G € F™** then generates the public key by scrambling the generator matrix
pk = G’ < P -G - S using a secret permutation matrix P € F"*™ and a secret invertible matrix
S € F**k_ Because P and S are both invertible, G’ is also a generator matrix for an (n, k)-linear
code. The secret key consists of the decoding routine, the secret permutation matrix, and the
secret invertible matrix. A plaintext message m is encrypted by first encoding it using G’,
then adding an error vector e to the codeword: ¢ <~ G’ -m + e. To decrypt a ciphertext, the
permutation is first removed, then the error vector is removed using the decoding routine, and
finally, the message is recovered.

The one-wayness of the McEliece cryptosystem reduces to the NP-hard problem of decod-
ing a random linear code [8]. Harald Niederreiter improved the efficiency of the McEliece
cryptosystem in 1986 [66] by replacing the generator matrix of a random linear code with the
parity-check matrix. Correspondingly, the plaintext space becomes the set of fixed-weight er-
ror vectors, which are encrypted by computing the syndrome under the parity-check matrix,
c < He. The one-wayness of the Niederreiter variant reduces to the syndrome decoding prob-
lem, which is proven NP-hard [§]. Compared to the McEliece formulation, the Niederreiter
variant enjoys a smaller public key and smaller ciphertexts.

14



Remark. Three code-based KEMs—HQC, BIKE, and Classic McEliece ([58, [3], [13]) — were
evaluated in the fourth round of NIST’s PQC standardization process. This round concluded
in 2025, with HQC selected for standardization. As discussed in Section there exist full
or partial key-recovery plaintext-checking attacks against HQC and BIKE. Regarding Classic
McEliece, Ueno et al. [83] stated in 2022 that there is no known adaptive attack on the PKE
of Classic McEliece. To our knowledge, no plaintext-checking attack against the underlying
Classic McEliece PKE, in the sense required to violate its OW-PCA security, has subsequently
been proposed. The CCA security of instantiating the encrypt-then-MAC KEM with Classic
McEliece is thus based on the conjectured OW-PCA security of the subroutines described in
Section 1] below.

4.1 Construction of McElieceEtM

Classic McEliece [13] is an IND-CCA secure post-quantum KEM submitted to the PQC stan-
dardization project and is currently one of three viable fourth-round KEM candidates. Classic
McEliece is constructed in two layers. The first layer is an OW-CPA secure PKE based on
the Niederreiter cryptosystem using a random binary Goppa code, and the second layer is a
modified FO transformation. Each instance of Classic McEliece is parameterized by the base
field size m (which induces a finite field with order ¢ = 2™), the codeword size n, and the error
vector weight ¢.

Algorithm [?7]describes the key generation routine of Classic McEliece. In step 4, FieldOrdering
takes the input bits and outputs either L or a sequence (o, ..., aq—1) distinct elements of F,.
In step 5, Irreducible takes the input bits and outputs either L or a monic irreducible degree-t
polynomial g € F,[z]. In step 7, MatGen outputs either L or an mt x k matrix over Fy. We
refer readers to [I3] for details of these subroutines.

Algorithms [77] and [77] describe the encoding and decoding subroutines of the Niederreiter
layer. Note that our description of the decoding routine differs from [I3] in that we did not
include the weight and/or re-encryption check. Instead, they are included in the description of
the decapsulation subroutines (Algorithm . This is because we later plan to substitute these
checks with computing a MAC tag when applying the encrypt-then-MAC KEM transformation.

Algorithms [77] and [77] describe Classic McEliece’s KEM construction using the CPA secure
Niedereitter cryptosystem described above. In step 1 of Algorithm [77] FixedWeight samples
a random vector e € Fy with Hamming weight ¢. In this KEM construction, Classic McEliece
makes use of re-encryption (step 3 of Algorithm to ensure the integrity of the ciphertext.

Subroutines of McElieceEtM. We instantiate the encrypt-then-MAC KEM transformation
using the subroutines SeededKeyGen, FixedWeight, Encode, and Decode. The result is called
McElieceEtM. Figure[I3|presents the encapsulation and decapsulation routines of McElieceEtM;
pseudocode for the underlying Classic McEliece subroutines (Algorithms is reproduced
in Appendix D] Its key generation routine is identical to the key generation of Classic McEliece.
Its encapsulation derives a MAC key from the output of FixedWeight and signs the syndrome
computed from Encode. In decapsulation, weight and syndrome check is replaced with re-
deriving the MAC key and checking the tag.

By Theorem [1] if the conjectured OW-PCA security of the Niederreiter PKE of Classic
McEliece holds, then McElieceEtM as constructed in Figure [13]is IND-CCA secure. Among
the instantiations considered in this paper, McElieceEtM is the only one that achieves full
IND-CCA security, since Classic McEliece is the only NIST PQC candidate with no known
plaintext-checking attack (Table |3)).
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4.2 Performance benchmark

The subroutines SeededKeyGen, FixedWeight, Encode, and Decode were taken from the vec
implementation submitted to the fourth round of NIST PQC standardization projectﬂ While
there are a total of 10 sets of parameters in Classic McEliece (see Section , we only modified
the 5 standard parameter variants. The only difference between the standard variants and the
f-variants is the key generation routine, which is not the focus of this paper. Key pairs are fully
interoperable between the standard and the f-variants, and the encapsulation/decapsulation
routines are entirely identical.

We implement the McElieceEtM KEM in the C language to benchmark the encapsulation
and decapsulation algorithms for above four different MACs. We used the MAC implemen-
tations from OpenSSL 3.5.0. Our C code is compiled using Apple Clang 15.0.0. The per-
formance measurement is run on Apple Silicon M1 chip. The CPU clock is measured using
mach_absolute_time. Each routine is run 10000 times, with median times reported in Table [6]
Full per-parameter-set results are given in Table [6] in Appendix

5 Applying encrypt-then-MAC to ML-KEM

ML-KEM is an IND-CCA secure post-quantum KEM standardized by NIST in FIPS 203 [64].
The chosen-ciphertext security of ML-KEM is achieved in two steps. First, ML-KEM constructs
a PKE whose IND-CPA security reduces to the conjectured intractability of the decisional
Module Learning with Error (MLWE) problem [72] 56, [73, [69]. Then, ML-KEM applies the FO
transformationto convert the IND-CPA secure PKE into an IND-CCA secure KEM.

5.1 ML-KEM under encrypt-then-MAC

We apply the encrypt-then-MAC transformation to the PKE routines of ML-KEM [64]. The
resulting KEM is denoted as ML-KEM-EtM (Figure. The key generation routines of ML-KEM-EtM
and ML-KEM are identical. The ML-KEM-EtM encapsulation and decapsulation algorithms make
use of two additional algorithms, namely a MAC and a KDF.

In Section we mentioned that ML-KEM’s PKE subroutines are not OW-PCA secure, so
applying the encrypt-then-MAC KEM transformation to the PKE subroutines will not achieve
full IND-CCA security. However, all known plaintext-checking attacks require on the order of
10% adaptively crafted ciphertexts (Section , and we conjecture the PKE subroutines to be
OW-gPCA secure for g substantially below that threshold. Under this conjecture, Theorem
implies that ML-KEM-EtM is IND-¢qCCA secure; in particular it is IND-1CCA secure, which is
the notion required for ephemeral key exchange such as post-quantum TLS 1.3 key exchange
[76, [45], 89, 48], and more generally it tolerates bounded key reuse. In ML-KEM, the encryption
subroutine is significantly slower than the decryption subroutine, so the encrypt-then-MAC
transformation achieves significant performance improvements over the FO transformation.

5.2 Choosing MAC

A key degree of freedom of the encrypt-then-MAC transformation is that the ciphertext may
be authenticated by any one-time existentially unforgeable MAC, including constructions built
from encryption algorithms. The main design families are: (i) universal-hash (Carter-Wegman)
MACs such as Poly1305 and GMAC, which evaluate a polynomial over a finite field at roughly
one CPU cycle per byte; (ii) block-cipher-based MACs such as CMAC and PMAC [16], which run
at one to two cycles per byte on processors with AES instructions; and (iii) sponge-based keyed

"https://csrc.nist.gov/csrc/media/Projects/post-quantum-cryptography/documents/round-4/
submissions/mceliece-Round4.tar.gz
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Figure 3: ML-KEM-EtM applies the encrypt-then-MAC KEM transformation to the PKE subrou-
tines of ML-KEM.

hashes such as KMAC256, whose per-byte cost is that of KECCAK, roughly an order of magnitude
higher in software.

This freedom is precisely what hash-tag transformations such as Tey [45] do not have:
there, the tag is a random-oracle hash of the plaintext and the full ciphertext, so the long input
must be processed by a cryptographic hash function. The structural reason deserves emphasis.
A Carter-Wegman MAC replaces the per-block invocation of a cryptographic primitive with a
single multiplication in a finite field (Fyi30_5 for Poly1305, Fyi2s for GMAC), with only a constant
number of primitive calls in total, and its unforgeability is information-theoretic precisely because
the polynomial is evaluated at a secret, single-use key. The encrypt-then-MAC construction
supplies exactly this setting: the MAC key k = G(m) is secret, and by Lemma [2| it is used to
authenticate only one message. A hash-tag transformation cannot exploit this trade-off even in
principle, since its tag is an unkeyed random-oracle output: with no secret key, universal hashing
is insecure by design, and the full per-block cost of a cryptographic hash is unavoidable.

Consequently, we expect ML-KEM-EtM instantiated with families (i) and (ii) to be sub-
stantially faster than Tog, while the KMAC256 instantiation performs one KECCAK pass over
a ciphertext-length input and should be comparable to Ty in speed; the KMAC256 rows of
Table [ thus double as an approximate in-table proxy for the cost of a hash-tag transformation.
Even in that case, the construction retains its proof-theoretic distinction: the MAC remains a
keyed, standard-model primitive, and the long ciphertext never enters a random oracle.

Moreover, the comparison is robust to the choice of hash function on the hash-tag side: if
a hash-tag transformation is instantiated with a different hash H’, e.g. SHA-256 on processors
with SHA hardware extensions, then the encrypt-then-MAC construction can be instantiated
with HMAC over the same H’, whose dominant cost is the identical single wide pass of H' over the
ciphertext (the outer HMAC call processes only a short input). Under a matched hash choice, the
encrypt-then-MAC transformation is therefore never slower than the hash-tag transformation,
and it is strictly faster whenever a universal-hash or block-cipher MAC is selected — an option
the hash-tag design cannot access, and one that HMAC, itself a standard-model PRF, preserves
within our security proofs.

For a concrete instantiation of ML-KEM-EtM, we chose four MACs covering the design families
above. All MACs are parameterized with a 256-bit key and 128-bit tag.

Poly1305 [9] and GMAC [61] are both Carter-Wegman style MACs [21], 85], which compute
the tag using finite field arithmetic. It first parses the message into a sequence of finite field
elements, then evaluates a polynomial whose coeflicients are the message blocks and whose
indeterminate is the secret key. Specifically, Poly1305 operates in the prime field F, where
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q = 2139 — 5. GMAC operates in the binary extension field Fyi2s.

Remark. In our implementation, we used OpenSSL 3.3.1’s EVP_MAC interface. Within this
interface, the Poly1305 implementation does not include a nonce and is thus only one-time
secure. On the other hand, GMAC is implemented by passing all data into the associated data
field of the authenticated encryption scheme AES-256-GCM. Assuming that nonce does not
repeat within the lifetime of the symmetric key, GMAC is many-time secure.

Remark (misuse resistance). The usual misuse hazards of one-time and nonce-based MACs,
i.e. authenticating two messages under the same Poly1305 key, or repeating a GMAC nonce
under the same key, do not arise in the encrypt-then-MAC KEM by construction: the MAC key
k = G(m) is derived from the PKE plaintext, which is freshly and uniformly sampled at every
encapsulation, so every MAC key is used to authenticate exactly one message except with the
negligible collision probability quantified in Lemma [2| In particular, using GMAC with a fixed
nonce is safe here, because no key is ever reused. There is no nonce or key-counter state to
manage, and hence no state-rollback misuse surface.

CMAC [63] is based on the CBC-MAC [I5]. To compute a CMAC tag, the message is first
padded and parsed into blocks. Each block is first XOR’ed with the previous block’s output,
then encrypted under a block cipher using the secret key. The final output is XOR’ed with a sub-
key derived from the secret key before being encrypted for one last time. In our implementation,
the block cipher is instantiated with AES-256, which makes it particularly suitable for embedded
devices with constrained computing capacity but hardware support for AES. CMAC is many-time
secure.

KMAC256 [51] is a pseudorandom function and keyed hash function based on KECCAK [62], al-
though unlike the extendable output function (XOF) SHAKE, altering the requested output length
generates a new unrelated output. Being sponge-based, KMAC256 processes the ciphertext at the
per-byte cost of KECCAK and is therefore the slowest of our MACs, with expected performance
comparable to a hash-tag transformation; we include it because it is NIST-standardized, it is
the only construction with a flexible key and tag length, and it requires no primitives beyond
the SHA3 family that ML-KEM implementations already carry.

Remark Beyond the four MACs above, there are parallelizable and lightweight designs such
as PMAC [16], EiMAC [27], LightMAC [55], and ZMAC [46], which may offer better per-
formance than the MACs listed above. We restricted our selection to constructions that are
standardized (GMAC, CMAC, KMAC256) or widely deployed in mainstream cryptographic libraries
(Poly1305), since availability of mature constant-time implementations is a prerequisite for
the deployment scenarios we target. In our preliminary measurements, Poly1305 and GMAC
outperformed EIiIMAC, and CMAC was comparable to it. In any case, the performance of the
encrypt-then-MAC KEM is dominated by the public-key cryptographic operations, and the
choice among fast MACs shifts the totals by only a few percent.

5.3 Experimental results

Our implementation of ML-KEM-EtM extended from Kyber’s reference implementation ﬂ Source
code is compiled with GCC 11.4.1 and OpenSSL 3.0.8. All binaries are executed on an AWS
c7a.medium instance (AMD EPYC 9R14 CPU at 3.7 GHz and 1 GB of RAM) in the us-west-2
region. The CPU supports the AES-NI and VAES instruction set extensions, which OpenSSL’s
EVP_MAC implementations of GMAC and CMAC use automatically; Poly1305 and KMAC256 do not
use AES and do not benefit from these extensions. We measured the CPU cycles count of the
encapsulation/decapsulation routines of ML-KEM-EtM using the RDTSC instruction.

Compared to the FO transformation used in ML-KEM, the encrypt-then-MAC transformation
achieves a massive CPU cycle count reduction in decapsulation while incurring only a minimal

Zhttps://github.com/pq-crystals/kyber
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increase of encapsulation cycle count and ciphertext size. Since K-PKE.Enc carries a higher
computational overhead than K-PKE.Dec or any MAC we chose, the performance advantage of
the encrypt-then-MAC transformation over the FO transformationis dominated by the runtime
saving gained from replacing re-encryption with MAC. The performance of ML-KEM-EtM is
presented in Appendix

A timing comparison between the ML-KEM and the variations of ML-KEM-EtM is provided in
Table Because the CPU cycle count reduction in decapsulation is significantly more than
the overhead in encapsulation, ML-KEM-EtM can be used to implement efficient ephemeral key
exchange. Compared to key exchange using ML-KEM, ML-KEM-EtM key exchange saves on average
29%-48% network round trip time (see Appendix [F)).

Classic McEliece parameter sets and benchmarks for McEliecEtM appears in Appendix
[El For the different parameters of ML-KEM, for encaptulation, our ML-KEM-EtM is about 2.88
- 4.30% slower than ML-KEM and 1.46 - 2.68% solwer than T¢oy. However, for decaptulation,
our ML-KEM-EtM consistently outperforms ML-KEM and T¢y, which is about 74.41 - 81.54%
faster than ML-KEM and 11.75 - 16.78% faster than T¢g. For instance, our ML-KEM-EtM-1024
encaptulation is 2.88% and 1.46% slower than that of ML-KEM-1024 and T¢ g, respectively. For
the decaptulation, our ML-KEM-EtM-1024 is 81.54% and 16.78% faster than that of ML-KEM-1024
and Top, respectively.

Estimated comparison with hash-tag transformations As discussed in Section a
hash-tag transformation such as Toy [45] admits essentially one instantiation in the ML-KEM
ecosystem: its tag is a random-oracle hash, i.e. a SHA3/SHAKE evaluation over the plaintext
and the full ciphertext. (Instantiating the hash tag with SHA-256 instead would not change
the comparison: our construction would respond with HMAC-SHA-256 at matching cost; see
Section ) Its decapsulation cost is therefore closely approximated by our KMAC256 rows,
which likewise perform one KECCAK pass over a ciphertext-length input. Reading Table {4] with
the KMAC256 row as a proxy for Ty, the implied decapsulation advantage of the encrypt-then-
MAC transformation with fast MACs is approximately 17% with Poly1305 (consistently across
all three parameter sets), 7-12% with GMAC, and a more modest 2-5% with CMAC; the implied
encapsulation advantage of Poly1305 is 5-8%. We emphasize that this is an estimate, and
a slightly favorable one: Ty performs one wide hash and one short hash per decapsulation,
whereas our KMAC256 instantiation performs one wide KMAC call plus two short hashes and a
KDF call, so the true Ty baseline is likely marginally faster than the proxy row and the true
advantage marginally smaller than the figures above. A directly measured Ty baseline would
confirm these estimates and is planned for the final version.

6 Concluding remarks

In this paper, we presented “encrypt-then-MAC”, a KEM constructed from a PKE and a MAC.
We reduced the IND-CCA security of the KEM tightly to the OW-PCA security of the underly-
ing PKE and non-tightly to the (one-time, no-message) unforgeability of the underlying MAC,
and we introduced the fine-grained notion OW-¢gPCA under which the transformation achieves
IND-qCCA security. We also analyzed generic attacks on the KEM and proposed counter-
measures. We then proposed ML-KEM-EtM, an IND-qCCA secure KEM derived from applying
the encrypt-then-MAC transformation to the PKE subroutines of ML-KEM, and McElieceEtM,
a fully IND-CCA secure (under conjectured OW-PCA) instantiation with Classic McEliece.
Compared to ML-KEM, ML-KEM-EtM replaces the expensive re-encryption with computing a MAC
tag. At the cost of minimal increase in encapsulation cost and ciphertext size, ML-KEM-EtM
achieves substantially faster decapsulation, which makes it a great candidate for constructing
efficient post-quantum key exchange protocols.
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Future work Our security proofs are given in the classical random oracle model. A distinc-
tive feature of the encrypt-then-MAC transformation is that the random oracles G and H are
evaluated only on short inputs, while the long ciphertext is processed by the MAC, which is a
standard-model primitive to which quantum random-oracle techniques need not be applied. We
therefore expect a quantum random oracle model (QROM) analysis of the transformation, in
the style of the QROM analyses of the Ty /Ty transformations [48, [89], to confine the quan-
tum reprogramming arguments to the short-input hash functions; carrying out this analysis and
deriving the appropriate MAC parameters is the main direction of our future work.
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Deferred figures and tables

This appendix collects figures and tables referenced from the main body: the standard security
games (Figures [0] , the encapsulation data flow (Figure , the plaintext-checking-oracle
simulation used in Lemma (1| (Figure [5)), and the OW-PCA security landscape (Table [3)).
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Obecap(11: ')

1: k<« G(m)

2: t < MAC(k, )
3: ¢+ (d,t)
4
5

: K < H(m,c)
: return [OP*°?P(c) = K]

Figure 5: Plaintext-checking oracle of the underlying PKE can be simulated using decapsula-
tion oracle of the encrypt-then-MAC KEM. Let ¢’ denote some PKE ciphertext. If m is the
decryption of ¢/, then m will hash into the correct MAC key and produce the correct tag ¢, and
the decapsulation oracle will accept the KEM ciphertext ¢ = (¢, t) and return the true shared
secret K = H(m,c). If m is not the decryption of ¢/, then the probability of producing the
correct tag is negligible, and the decapsulation oracle will reject (¢/,t).

PKE Category Is it OW-PCA?
RSA Number theoretic Yes [26], 8]
ElGamal Number theoretic or If Gap Diffie-Hellman assump-
elliptic curve tion holds [2| [67]

FrodoKEM Lattice-based No, full key recovery [37, 4]

Kyber/Saber Lattice-based No, full key recovery [44], [86], [39]

NTRU Lattice-based No, full key recovery [41], [47) [83]

HQC Code-based No, full key recovery [44, 4]

BIKE Code-based No, partial key recovery [38]

Classic McEliece Code-based Unknown, but there is no known
attack [83]

Table 3: The landscape of OW-PCA security

Figures [0 give the algorithmic descriptions of the standard security games and oracles
referenced in Section 2

B Full ML-KEM-EtM performance tables

Table 4] summarizes CPU crycles for primitives of ML-KEM and ML-KEM-EtM.

C Sequence-of-games figures and proof of Theorem

Figures[I1]and[I2]show the sequence of games in the proof of Theorem[I]and OW-PCA adversary
B simulates game 3 for IND-CCA adversary A, respectively.

Proof of Theorem Game 0 is the standard KEM IND-CCA game. The decapsulation
oracle OPe°® executes the decapsulation routine using the challenge keypair and return the
results faithfully. The queries made to the hash oracles O¢, O are recorded to their respective
tapes L&, £

Game 1 is identical to game 0 except that the true decapsulation oracle OP®°®P is replaced
with a simulated oracle (’)ll)ecap. Instead of directly decrypting ¢’ as in the decapsulation routine,
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OW-ATK game

(pk, sk) & KeyGen(1*)
m* $£ M

¢* < Enc(pk, m)

i & ANTK (12 pk, )
return [m = m*]

Figure 6: The one-wayness game: challenger samples a random keypair and a random encryp-
tion, and the adversary wins if it correctly produces the decryption

IND-ATK game

1: (pk, sk) & KeyGen(1")
2: (mg,my) & AATK(1), pk)
3 b i {0,1}

4t & Enc(pk, mp)

5 b & ANTR(, g )

6: return [b = 0]

Figure 7: IND-ATK game: adversary is asked to distinguish the encryption of one message from
another

the simulated oracle searches through the tape £% to find a matching query (1, l;:) such that
1 is the decryption of ¢’. The simulated oracle then uses & to validate the tag ¢ against ¢

If the simulated oracle accepts the queried ciphertext as valid, then there is a matching
query that also validates the tag, which means that the queried ciphertext is honestly generated.
Therefore, the true oracle must also accept the queried ciphertext. On the other hand, if the
true oracle rejects the queried ciphertext, then the tag is simply invalid under the MAC key
k = G(Dec(sk/, ). Therefore, there could not have been a matching query that also validates
the tag, and the simulated oracle must also rejects the queried ciphertext.

This means that from the adversary A’s perspective, game 1 and game 0 differ only when
the true oracle accepts while the simulated oracle rejects, which means that ¢ is a valid tag for ¢/
under k = G(Dec(sk’, '), but k has never been queried. Under the random oracle model, such
k is a uniformly random sample of Kyyc that the adversary does not know, so for A to produce a
valid tag is to produce a forgery against the MAC under an unknown and uniformly random key,
without having seen any tag under that key. We formalize this with a hybrid argument over the

decapsulation queries. The forgery adversary C' samples an index é {1,...,qp}, generates a
KEMgy keypair, and runs game 0 for A internally (answering all oracle queries itself, which it
can do since it holds the secret key). When A submits its i-th decapsulation query ¢ = (¢, ),
C outputs (¢, t) as its forgery.

Conditioned on the i-th query being the first query on which the two oracles disagree, the
key k = G(Dec(sk’,’)) has never been queried to G, so it is distributed as a fresh uniformly
random MAC key, and (¢/,t) is a valid no-message forgery under that key. Since 4 is uniform
and independent of A’s view:

P |3 query on which OP®°® and O?ecap disagree] < gp - Advyac(C).

By the difference lemma:
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ODec (C) OPCD (m’ C)

1: return Dec(sk, c) 1: return [Dec(sk,c) = m]

Figure 8: Decryption oracle OP®¢ (left) answers decryption queries by returning the decryption
of the queried ciphertext. Plaintext-checking oracle OF¢? (right) answers whether the queried
plaintext is the decryption of the queried ciphertext.

KEM IND-ATK Game
(pk, sk) & KeyGen((1%))

1:

2: (c*, Ko) & Encap(pk)
3. Ky i K

4 b & {0,1)

5 b AATKgl’\,pk, c*, Kp)
6: return [b = b

Figure 9: The IND-ATK game for KEM

|Adve, (A) — Advg, (A)] < gp - Adviac(C).

Note that C' requires no signing oracle: one-time (indeed no-message) existential unforge-
ability of the MAC suffices for this step.
Game 2 is identical to game 1, except that the challenger samples a uniformly random

MAC key k* & Kmac instead of deriving it from m*. From A’s perspective the two games
are indistinguishable, unless A queries G with the value of m*. Denote the probability that A
queries G with m* by P[QUERY G|, then:

|Adve, (A) — Advg, (A)| < P [QUERY G].

Game 3 is identical to game 2, except that the challenger samples a uniformly random

shared secret K & Kxen instead of deriving it from m* and ¢t. From A’s perspective the two
games are indistinguishable, unless A queries H with (m*,-). Denote the probability that A
queries H with (m*,-) by P[QUERY H], then:

|Adve, (A) — Advg, (A)| < P[QUERY HJ.

Since in game 3, both Ky and K; are uniformly random and independent of all other
variables, no adversary can have any advantage: Advg,(A4) = 0.

We will bound P[QUERY G| and P[QUERY H] by constructing an OW-PCA adversary B
against the underlying PKE that uses A as a sub-routine. B’s behaviors are summarized in
Figure

B simulates game 3 for A: upon receiving the public key pk and challenge encryption ¢’*, B
samples random MAC key and session key to produce the challenge encapsulation, then feeds
it to A. When simulating the decapsulation oracle, B uses the plaintext-checking oracle to look
for matching queries in £&. When simulating the hash oracles, B uses the plaintext-checking
oracle to detect when m* = Dec(sk’, ¢’*) has been queried. When m* is queried, B terminates
A and returns m* to win the OW-PCA game. In other words:
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MAC EUF-CMA game

1k &K
2: (1, ) & ACHA()
3: return [Verify(k*,m,t) A (1, 1) ¢ OSi&]

Figure 10: The signing oracle signs the queried message with the secret key. The adversary
must produce a message-tag pair that has never been queried before

Encap cycles/tick Decap cycles/tick

Parameters

Median Average Median Average
ML-KEM-512 91,467 92,065 121,185 121,650
ML-KEM-EtM-512 + Poly1305 93,157 93,626 33,733 33,908
ML-KEM-EtM-512 + GMAC 97,369 97,766 37,725 37,831
ML-KEM-EtM-512 + CMAC 99,739 99,959 40,117 39,943
ML-KEM-EtM-512 + KMAC256 101,009 101,313 40,741 40,916

Parameters

Encap cycles/tick

Decap cycles/tick

Median Average Median Average
ML-KEM-768 136,405 147,400 186,445 187,529
ML-KEM-EtM-768 + Poly1305 146,405 146,860 43,315 43,463
ML-KEM-EtM-768 + GMAC 149,525 150,128 46,513 46,706
ML-KEM-EtM-768 + CMAC 153,139 153,735 49,841 50,074
ML-KEM-EtM-768 4 KMAC256 155,219 155,848 52,415 52,611

Encap cycles/tick

Decap cycles/tick

Parameters Median Average Median Average
ML-KEM-1024 199,185 199,903 246,245 247,320
ML-KEM-EtM-1024 + Poly1305 205,763 206,499 51,375 51,562
ML-KEM-EtM-1024 + GMAC 208,805 209,681 54,573 54,780
ML-KEM-EtM-1024 4 CMAC 213,667 214,483 59,175 59,408
ML-KEM-EtM-1024 + KMAC256 216,761 217,468 62,269 62,516

Table 4: CPU cycles of each KEM routine

P [QUERY @] < Advei:"°A(B),
P [QUERY H] < Advoi®4(B).

Combining all equations produces the desired security bound.

Finally, we count the plaintext-checking queries made by B. Each query to the simulated
hash oracles Og and (’)g triggers one plaintext-checking query against the challenge ciphertext
¢, for a total of at most gg + gy such queries. Each simulated decapsulation query (c,t)
triggers at most gg plaintext-checking queries, all against the same ciphertext ¢/, for a total of
at most qp - qo queries against at most gp distinct ciphertexts. Therefore, B makes at most
qc + qm + qp - q¢ plaintext-checking queries, involving the challenge ciphertext and at most gp
distinct other ciphertexts.

D Classic McEliece subroutines

Below we reproduce the McElieceEtM construction (Figure and the Classic McEliece sub-
routines it uses (Section .
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IND-CCA game for KEMgey
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(pk, sk) ﬁ KeyGeng,y()
m"‘$<i M
¢ < Encpke(pk, m*)
k* < G(m*)
k& Kuae
t < MAC(K*, )
c* +— (d,t)
Ky < H(m*,c*)
$
Ky : Kxeum
K1 — Kxen

b & {01
: b A9 (pk, ¢*, K})
b AT (pk, ¢ K

return [b = 0]

> Game 0-1
> Game 2-3

> Game 0-2
> Game 3

> Game 0
> Game 1-3

Decap oracle OP<@P(c)

Hash oracle O%(m)

if 3(m, k) € LY 1 = m then

return £
end if
k& K
LC «— £%u {(m,k)}

return k

(d,t) + ¢
m = Decpyg(sk/, ¢)
k+— G()
if MAC(k, ) =
K < H(m,c)
else
K « H(z,c)
8: end if
9: return K

t then

O (o)

1 (d,t)

N O Ut =W
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—
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m = Decpge(sk/,c) A

Of (m,c)

return K
endé if
4. K < ICKEM

W o

[Sa

6: return K

if 3(m, ¢, K) e LP . =m Aé=cthen

: LH — £ U{(m,c, K)}

Figure 11: Sequence of games in the proof of Theorem

E Classic McEliece parameter sets and McElieceEtM bench-

mark tables

Classic McEliece parameter sets have a total of 10 parameter sets. Five of them are presented in
Table . The other five (called “f-variants”) are identical to the five presented here, except for the
internal implementation of the key generation routines. The f-variant key pairs and ciphertexts
are fully interoperable with the normal variants, and the encapsulation/decapsulation routines
are entirely identical.

NIST evaluates concrete security levels against the difficulty of AES brute-force attack

and/or SHA-2 collision attacks [65]. There are five categories of concrete securities (in increasing
security levels):

Key search on AES-128, 2!43 classical gates.

1.
2. Finding collision on SHA256/SHA3-256, 2!46 classical gates.
3. Key search on AES-192, 2297 classical gates.

4.

5. Key search on AES-256, 2272 classical gates.

Finding collision on SHA384/SHA3-384, 2210 classical gates.
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B(pk, Cl*) ODBecap (C)

1:2&/\/1 1: (C,,t)<—~c

2: k ﬁ Kuac 2: if 3(~~ 7k) c G OPCO(mjc/) 1A

3: t < MAC(k, ™) MAC(k,c) =t then

4: c* + (d™)1) 3: K <+ H(m,c)

$ 4: else

50 K Kypn

6: b A% 0508 (pk, ¢, K) 5 K« H(z0)

7. if ABORT(/m) then 6: end if

8: return m 7: return K

9: end if Og(m)

Og(mv 9 1. if OPCO(m’ c’*) =1 then
if OF%(m, ™) =1 then 2: ABORT(m)
ABORT () 5 end if
if 3, K) e LH .M =mAé=cthen 5 return k
2 6: end if
return K <

end if T k < ICMAC

K & Ky 8: LG« LCU{(m, k)}
9: return k

L« L7y {(m,c,K)}

return K

Figure 12: OW-PCA adversary B simulates game 3 for IND-CCA adversary A in the proof for

Theorem
Parameter set public key | secret key ciphertext | security level [12]
mceliece348864 | 261120 6492 96 category 1
mceliece460896 524160 13608 156 category 3
mceliece6688128 | 1044992 13932 208 category 5
mceliece6960119 | 1047319 13948 194 category 5
mceliece8192128 | 1357824 14120 208 category 5

Table 5: Public key, secret key,

F Key exchange protocols

and ciphertext sizes are measured in bytes.

The CRYSTALS-Kyber team [19] proposed three key exchange protocols:

e Kyber.KE for a passively secure ephemeral key exchange.

e Kyber.UAKE for unilaterally authenticated key exchange.

e Kyber.AKE for mutually authenticated key exchange

First formally proposed in [5] and later analyzed in [20], these key exchange protocols all
achieve weak forward secrecy, and the authenticated key exchange protocols are resistant to
certain categories of active adversaries (e.g. Man-in-the-Middle attacks).

We implemented each of the three key exchange protocols using ML-KEM-EtM and ML-KEM,
then measured the round trip time of each handshake. We denote the party who sends the first
message to be the client and the other party to be the server. Round trip time (RTT) is defined to
be the time interval between the moment before the client starts generating ephemeral keypairs
and the moment after the client derives the final session key. All experiments are run on a pair
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Parameter set Enc Dec Enc + Dec
mceliece348864 215 2471 2686
mceliece348864 + Poly1305 316 (+46.98%) | 2074 (-16.07%) | 2390 (-11.02%)
mceliece348864 + GMAC 335 (+55.81%) | 2087 (-15.54%) | 2422 (-9.83%)
mceliece348864 + CMAC 340 (+58.14%) | 2092 (-15.34%) | 2432 (-9.46%)
mceliece348864 + KMAC256 304 (+41.40%) | 2093 (-15.30%) | 2397 (-10.76%)
Parameter set Enc Dec Enc + Dec
mceliece460896 487 6694 7181
mceliece460896 + Poly1305 514 (4+5.54%) 5784 (-13.59%) | 6298 (-12.30%)
mceliece460896 + GMAC 565 (+16.02%) | 5809 (-13.22%) | 6374 (-11.24%)
mceliece460896 + CMAC 544 (+11.70%) | 5905 (-11.79%) | 6449 (-10.19%)
mceliece460896 + KMAC256 570 (+17.04%) | 5760 (-13.95%) | 6330 (-11.85%)
Parameter set Enc Dec Enc + Dec
mceliece6688128 816 7500 8316
mceliece6688128 + Poly1305 889 (+8.95%) 6509 (-13.21%) | 7398 (-11.04%)
mceliece6688128 + GMAC 890 (4+9.07%) 6521 (-13.05%) | 7411 (-10.88%)
mceliece6688128 + CMAC 900 (+10.29%) | 6540 (-12.80%) | 7440 (-10.53%)
mceliece6688128 + KMAC256 901 (+10.42%) | 6546 (-12.72%) | 7447 (-10.45%)
Parameter set Enc Dec Enc + Dec
mceliece6960119 699 7262 7961
mceliece6960119 + Poly1305 735 (4+5.15%) 6389 (-12.02%) | 7124 (-10.51%)
mceliece6960119 + GMAC 753 (+7.73%) | 6450 (-11.18%) | 7203 (-9.52%)
mceliece6960119 + CMAC 763 (+9.16%) 6428 (-11.48%) | 7191 (-9.67%)
mceliece6960119 + KMAC256 765 (+9.44%) 6303 (-13.21%) | 7068 (-11.22%)
Parameter set Enc Dec Enc + Dec
mceliece8192128 858 7464 8322
mceliece8192128 + Poly1305 955 (+11.31%) | 6547 (-12.29%) | 7502 (-9.85%)
mceliece8192128 + GMAC 957 (+11.54%) | 6550 (-12.25%) | 7507 (-9.79%)
mceliece8192128 + CMAC 945 (+10.14%) | 6546 (-12.30%) | 7491 (-9.99%)
mceliece8192128 + KMAC256 957 (+11.54%) | 6574 (-11.92%) | 7531 (-9.50%)

Table 6: McElieceEtM achieves 9-12% speedup in combined “encapsulate + decapsulate” com-
pared to Classic McEliece
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Encapyicgiiccerem (PK) DecapycglicceEM (5K, €)
Require: Public key pk =T € IantX" Require: Secret key sk = (I, s)
Require: Ciphertext ¢ = (c,t)
1: € < Decode(T', c)
2k« G(&)
3. if MAC(k,c) # t then
4: K + H(S, C)
5
6
7

el FixedWeight()
2: k< G(e)

3: ¢ < Encode(7) e)
4: t < MAC(k, )
5 ¢+ (c,t)

6: K < H(e,c)
7. return (¢, K)

. else
K « H(é,c)
: end if
8: return K

Figure 13: McElieceEtM: applying encrypt-then-MAC to the Niederreiter cryptosystem
Table 7: KE RTT comparison

Parameter set Client TX bytes | Server TX bytes e diP;iT (K\S/()erage
ML-KEM-512 800 768 92 97
ML-KEM-EtM-512 + Poly1305 800 784 70 72
ML-KEM-EtM-512 4 GMAC 800 784 73 76
ML-KEM-EtM-512 + CMAC 800 784 75 79
ML-KEM-EtM-512 + KMAC256 800 784 76 78
Parameter set Client TX bytes | Server TX bytes Me dilzriT (Kiirage
ML-KEM-768 1184 1088 135 140
ML-KEM-EtM-768 + Poly1305 1184 1120 99 104
ML-KEM-EtM-768 + GMAC 1184 1120 101 105
ML-KEM-EtM-768 + CMAC 1184 1120 103 109
ML-KEM-EtM-768 + KMAC256 1184 1120 103 107
Parameter set Client TX bytes | Server TX bytes Ve dilzz:i‘T (K\S/irage
ML-KEM-1024 1568 1568 193 199
ML-KEM-EtM-1024 + Poly1305 1568 1600 138 141
ML-KEM-EtM-1024 + GMAC 1568 1600 140 145
ML-KEM-EtM-1024 4 CMAC 1568 1600 143 148
ML-KEM-EtM-1024 + KMAC256 1568 1600 144 149

of AWS c7a.medium instances both located in the us-west-2 region. For each experiment, a
total of 10,000 rounds of key exchange are performed, with the median and average round trip
time (measured in microsecond pus) recorded.

Unauthenticated key exchange In unauthenticated key exchange (KE), a single pair of
ephemeral keypair is generated by the client. The client transmits the ephemeral public key
pk, to the server, who runs the encapsulation routine and transmits the ciphertext c. back
to the client. The client finally decapsulates the ciphertext to recover the shared secret. The
key derivation function is instantiated using Shake256, and the final session key is 256 bits
in length. ML-KEM-EtM-512 with Poly1305 reduces RTT by 23.9% compared to ML-KEM-512;
ML-KEM-EtM-768 reduces RTT by up to 26.7%; ML-KEM-EtM-1024 with reduces RTT by up to
28.5% (See Table [7)).

Unilaterally authenticated key exchange In unilaterally authenticated key exchange
(UAKE), the authenticating party proves its identity to the other party by demonstrating
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Table 8: UAKE RTT comparison

Parameter set Client TX bytes | Server TX bytes Me diF;r‘I[LT (Kiirage
ML-KEM-512 1568 768 145 151
ML-KEM-EtM-512 + Poly1305 1584 784 103 106
ML-KEM-EtM-512 + GMAC 1584 784 106 110
ML-KEM-EtM-512 4 CMAC 1584 784 108 112
ML-KEM-EtM-512 + KMAC256 1584 784 109 113
Parameter set Client TX bytes | Server TX bytes Me dilZ;iT (K\S/irage
ML-KEM-768 2272 1088 215 222
ML-KEM-EtM-768 + Poly1305 2288 1104 144 150
ML-KEM-EtM-768 + GMAC 2288 1104 149 156
ML-KEM-EtM-768 4 CMAC 2288 1104 153 160
ML-KEM-EtM-768 + KMAC256 2288 1104 154 159
Parameter set Client TX bytes | Server TX bytes Ve diP;i‘T (K\S/zzrage
ML-KEM-1024 3136 1568 310 318
ML-KEM-EtM-1024 + Poly1305 3152 1584 202 209
ML-KEM-EtM-1024 + GMAC 3152 1584 212 228
ML-KEM-EtM-1024 + CMAC 3152 1584 212 218
ML-KEM-EtM-1024 4 KMAC256 3152 1584 213 220

possession of a secret key that corresponds to a published long-term public key. In this im-
plementation, the client possesses the long-term public key pkg of the server, and the server
authenticates itself by correctly decrypting the challenge encryption sent by the client using its
long-term secret key skg. ML-KEM-EtM-512 with Poly1305 reduces RTT by 29.0% compared to
ML-KEM-512; ML-KEM-EtM-768 reduces RTT by up to 33.0%; ML-KEM-EtM-1024 reduces RTT
by up to 34.8% (See Table [g).

Mutually authenticated key exchange (AKE) Mutually authenticated key exchange is
largely identical to unilaterally authenticated key exchange, except for that client authentica-
tion is required. This means that client possesses server’s long-term public key pkg and its own
long-term secret key skc, while the server possesses client’s long-term public key pk. and its
own long-term secret key skg. The session key is derived by applying KDF onto the concatena-
tion of shared secrets produced under the ephemeral keypair, server’s long-term keypair, and
client’s long-term keypair, in this order. ML-KEM-EtM-512 with Poly1305 reduces RTT by 39.5%
compared to ML-KEM-512; ML-KEM-EtM-768 reduces RTT by up to 35.3%; ML-KEM-EtM-1024
reduces RTT by up to 48.0% (See Table [9).
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Table 9: AKE RTT comparison

Parameter set Client TX bytes | Server TX bytes Ve dilziT (K\sflrage
ML-KEM-512 1568 1536 220 213
ML-KEM-EtM-512 + Poly1305 1584 1568 133 138
ML-KEM-EtM-512 4 GMAC 1584 1568 139 143
ML-KEM-EtM-512 + CMAC 1584 1568 143 148
ML-KEM-EtM-512 + KMAC256 1584 1568 145 151
Parameter set Client TX bytes | Server TX bytes Vo di}:iT (K\it)erage
ML-KEM-768 2272 2176 294 301
ML-KEM-EtM-768 + Poly1305 2288 2208 190 196
ML-KEM-EtM-768 + GMAC 2288 2208 197 210
ML-KEM-EtM-768 + CMAC 2288 2208 202 208
ML-KEM-EtM-768 4 KMAC256 2288 2208 204 210
Parameter set Client TX bytes | Server TX bytes Mo di};};T (X\S/irage
ML-KEM-1024 3136 3136 512 511
ML-KEM-EtM-1024 + Poly1305 3152 3168 266 273
ML-KEM-EtM-1024 4 GMAC 3152 3168 273 282
ML-KEM-EtM-1024 4 CMAC 3152 3168 280 287
ML-KEM-EtM-1024 + KMAC256 3152 3168 282 288
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SeededKeyGen(J)

Require: [-bit seed §

o

10:

1: Expand § to n 4+ o9q + o1t + [ bits, where §; = 16, J, = 32

2: Denote the last [ bits by ¢’

3:

4: Compute ay,...,aq—1 from the next o9q bits using the FieldOrdering algorithm. If this

Denote the first n bits by s

fails, set 6 < ¢’ and restart
Compute g from the next ;¢ bits using the Irreducible algorithm. If this fails, set § < ¢’
and restart

'« (g,Oéo,Oél, cee aanfl)

Compute (T, ¢mt—ps - - - s Cmt—1,1") <= MatGen(T'). If this fails, set § < ¢’ and restart
Write I as (g, af, o), ..., al,_1)

Set o= (afy, ..., _1,0n,...,0q-1) and ¢ = (Cpt—p, - - -, Cmt—1)

Output 7" as the public key and (0, ¢, g, o, s) as private key

Encode(T),e)

Require: Public key T € F;ntx(”_mt)
Require: Weight-t vector e € F}

1:
2:

Define H = (It | T')
Compute and return ¢ + He € Fj*

Decode(I', c)

Require: Secret key I' = (g, g, ..., 1)
Require: Syndrome c € FJ*

1:

Extend c to v € Fy by appending 0’s

2: Find the unique Goppa codeword w € F§ such that Hw = 0 and w has Hamming distance
no more than ¢ from v. If there is no such w, return L
3: return e <~ v +w
Encap(pk)

Require: Public key pk =T € I,

mtx (n—mt)

: Use FixedWeight to generate a vector e € F§ with Hamming weight ¢
Compute ¢ < Encode(T', e)

Compute K < H(1,e,c)

return (c, K)

Decap(sk, ¢)

Require: Secret key sk contains s € F§ and I' = (g, ag, a1, ..., ap—1)
Require: Ciphertext ¢ € FJ"

: Set b+ 1

Compute e < Decode(I', )

if wt(e) #tV He # c then
Set e < 5,b+ 0

end if

return K < H(b, e, c)
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