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Abstract

The succinct LWE (CRYPTO ’24) and decomposed LWE (CRYPTO ’25) assumptions are
two recently introduced variants of the celebrated LWE problem, known to imply the exis-
tence of numerous new cryptographic primitives. Yet, the hardness of these problems has
thus far remained poorly understood, since there is no known reduction to LWE.

In this work, we study these lattice problems from a foundational perspective. Our main
technical contribution is a worst-case-to-average-case reduction from superlattice SVP (Su-
perSVP) to succinct SIS. We introduce SuperSVP as a variant of SVP for general lattices in
which the solver is additionally given, as a hint, a short basis for a related superlattice. Com-
bining this result with our quantum reduction from succinct SIS to succinct LWE, which is
an analog of Regev’s SIS-to-LWE reduction, and with our search-to-decision reduction estab-
lishes worst-case hardness for succinct LWE. Finally, we show that succinct and decomposed
LWE are equivalent, extending this conclusion to decomposed LWE.

Overall, our work places succinct and decomposed LWE on firmer theoretical ground
and, as a direct consequence, establishes the worst-case hardness of a variety of cryptographic
primitives, known to be implied by these assumptions.

*‘abram.damiano@protonmail.com

fgalarnon42@gmail . com. The majority of this work was done while the author was a postdoc at Bocconi
University

*cini.valerioegmail.com

Spaul96loue@gmail.com

Igiulio.malavolta@hotmail.it

'1dr709@gmail.com



Contents

1

Introduction

1.1 The “Hinted Lattice” Framework . . . . . . . . . . . ... ... ... .. ......
1.2 OurResults. . . . . . . . e
1.3 The Superlattice SVP . . . . . . . ..

Technical Overview

2.1 Worst-Case to Average-Case Reduction . . . . .. ... ... ... ... .....
2.2 Proofof Equivalence . . . ... ... . .. ...
2.3 Search-to-Decision Reduction . . . . ... ... ... ... .............
2.4 Quantum Reduction from Succinct SIS to Succinct LWE . . . . . ... ... .. ..

Preliminaries

3.1 Statistical Distance Facts . . . . . ... ... ... Lo oo
3.2 Lattice Background . . . . . ... ...
3.3 Computational Assumptions . . . . . . . . ...
3.4 Additional Lattice Tools . . . . . . . . . . . .. . ...
3.5 Quotient Decomposition and Smith Normal Form . . ... .. ... ... .. ...

A Worst-Case to Average-Case Reduction for Succinct SIS

41 The Worst-Case Problem . . . . .. ... ... ... . ... . ... . . ...
4.2 The Reduction and Its Parameters . . . . . . ... ... ... ... ... ... ...
43 From One Vector toaShortBasis . . . . ... ... ... ... ... ... .....
4.4 Converting the Hinted Instance to Succinct SIS. . . . . . . ... ... . ... ...
4.5 Lifting a Succinct SIS Solution . . . . . ... ... L
4.6 The Opposite Implication . . . . . . . . ... .

Proof of Equivalence
5.1 Rerandomization of the Public Matrix . . . . . . . . . . . . . . . . ... ... ...

A Search-to-Decision Reduction for Decomposed LWE
A Quantum Reduction from Succinct SIS to Succinct LWE

Generalizations of Decomposed LWE

8.1 Extended Succinct LWE . . . . . . . ... L
8.2 Succinct LWE with a Small Secret . . . . . . ... ... ... ... ... ..
8.3 Generalized Decomposed LWE . . . . . . . . ... .. oo
8.4 Decomposed LWE with a Structured Secret . . . . . ... ... ... ... .. ...

References

20
21
21
24
26
30

31
31
31
35
36
41
44

46
53

58

64

68
70
71
72
74

75



1 Introduction

The Learning With Errors (LWE) problem is the pillar of lattice-based cryptography and one of
the foundations of post-quantum cryptography, due to its conjectured hardness against quantum
algorithms. The (decisional) LWE assumption asserts that a noisy linear encoding s'A + e’ is
computationally indistinguishable from a uniformly random vector even when the matrix A is
public. Due to its rich algebraic structure, the LWE problem enables fundamental cryptographic
primitives, such as fully homomorphic encryption [Gen09, vDGHV10, BV11, BGV12, GSW13],
attribute-based encryption [GVW13, BGG"14], predicate encryption [GVW15], or classical veri-
fication of quantum computation [Mah18], to mention a few.

Nevertheless, in the current state of affairs, not all cryptographic primitives are known to
be reducible from LWE. Motivated both by the construction of advanced cryptographic primi-
tives and by the goal of improving the concrete efficiency of existing schemes, the research com-
munity has recently investigated numerous new variants of the SIS/LWE problem and related
lattice assumptions, e.g., [ACL*22, AKSY22, BLNS23, CLM23, WW23b, FMN24, ARS24, Wee24,
AMR25, ABCR26]. This proliferation has also prompted community efforts to catalog the re-
sulting assumptions and clarify the reductions, generalizations, and other relationships among
them. Examples include the ongoing Lattice Assumption Zoo project [LatZo026] and the 2026
ICMS workshop Novel Lattice Assumptions [[CMS26].

Among these assumptions, succinct LWE [Wee24] and decomposed LWE [AMR25], together
with their SIS counterparts [WW23a, Wee24, AMR26a], have enabled a growing collection of
constructions. Examples include compact attribute-based encryption [Wee24, Wee25, AMR25,
LZF26], distributed and adaptively secure broadcast encryption [CW24, CHW25, WW25, GY26¢],
flexible and identity-based broadcast encryption [GY26a], registered attribute-based encryp-
tion [AMR25, CHW25, WW25], laconic function evaluation [Wee24, AMR25], and succinct
randomized encodings and garbled circuits [AMR25, LLL26]. Further applications include
distributed monotone-policy encryption [CW26a, AGY26a, CW26b, AGY26b, GY26b], silent
threshold encryption and bounded-collusion registered functional encryption [CWY26], succinct
computational secret sharing [CW26b], secure group messaging [BBD*26], functional commit-
ments [WW23a], and correlation-intractable hash functions for batched relations [AMR26a].
Under additional assumptions, succinct LWE also supports extensions of registered ABE with
certified deletion and everlasting security [MSM25]. Yet, the hardness of these problems has thus
far remained opaque. Given their usefulness in the realm of cryptography, an outstanding open
question is to relate their difficulty to regular lattice problems and to shed some light on where
such hardness may come from.

The objective of this work is to understand and solidify the foundations of decomposed LWE
and succinct LWE: We investigate how these assumptions relate to one another, how variants of
these assumptions connect, and which worst-case lattice problems can support their hardness.
In more detail, we show that (1) the (average-case) succinct SIS problem is at least as hard as a
worst-case shortest vector problem over general lattices; (2) succinct and decomposed LWE are
equivalent and their search and decision variants are also equivalent; (3) succinct SIS reduces to
succinct LWE with a quantum reduction. Before stating our results more precisely, we recall the
definitions of succinct and decomposed LWE and review their common structure, through the
lens of hinted lattice problems.



1.1 The “Hinted Lattice” Framework

The following “hinted lattice” framework was introduced by Wu [Wu25] as a common language
for several recent lattice assumptions. In this framework, an LWE public matrix A is accompanied
by an auxiliary matrix constructed from A, together with correlated short vectors forming a
gadget trapdoor for the auxiliary matrix. The security question is whether SIS or LWE with
respect to A remains hard even when this additional information is revealed.

In more detail, consider a wide matrix A € ngm and matrices Wy, ..., W, € ZZX" , and define
A W1 Wl
D[ — . — [I[ QA | W] c Zgn)((fm+k), W = e Zank-
A W[ W[

The associated trapdoor is a short matrix T € Z(m+K)xénflogdl gatisfying
D,T =1, ® G mod g, (1)

where G is the usual gadget matrix [MP12]. The general security question is whether SIS or LWE
with respect to A remains hard when both D, and the short trapdoor T are made public.

For SIS, the task is to find a short nonzero integer vector x such that Ax = 0 mod q. For the
LWE variants considered here, the corresponding security assumption states that

(A,sTA+eT, W, T) ~, (A,uT,W,T),

where s is uniform over ZZ, u is uniform over ZZ‘, and e € Z™ is sampled from a discrete Gaussian.

Succinct LWE and SIS. The #-succinct LWE assumption, introduced in [Wee24], considers the
matrices A and W; uniformly sampled, and a short preimage T « D, (I[@G, 0) .1'In other words,
T is sampled from a discrete Gaussian of parameter o, conditioned on the relation in Equation (1)
holding. Although T provides short preimages under D, of all the columns of I; ® G, it does not
immediately help distinguish LWE samples associated with the uniformly sampled matrix A from
uniform. The succinct SIS assumption [Wee24] uses the same public tuple (A, W, T) and asserts
that finding a short nonzero vector in the kernel of A modulo g remains hard.

The adjective “succinct” reflects the fact that this correlated trapdoor can be used to com-
press large collections of LWE samples and matrices. This compression has enabled construc-
tions with parameters that depend only logarithmically, or not at all, on the size of the repre-
sented object, including succinct attribute-based encryption, functional commitments, registered
attribute-based encryption, and distributed broadcast encryption [WW23a, Wee24, CW 24, Wee25,
CHW25, WW25]. When k = Q(¢nlog q) is sufficiently large, decisional succinct LWE is known
to be equivalent to standard decisional LWE [Wee24, Remark 1]. In applications, by contrast, one
needs the bit representation of each W; to have size o(f) - poly(n, log q); see, for example, [Wu25].

This notation is formally introduced in Equation (3).
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Decomposed LWE and SIS. Abram, Malavolta, and Roy [AMR25] introduced decomposed
LWE directly as a hardness assumption for LWE with respect to a structured public matrix. Let

W = [Wl W[] c ngfk’
R = [Rl .. R[] e kat’n[logq]’

where the matrices W; € Z;‘Xk are uniform and the matrices R; € zkxnllogdl gre short, typically
sampled from a discrete Gaussian. Define

A = W(I, ® R) + vec(I;)T 8 G € Z* "1oed] )

Equivalently, the block of A indexed by (i, j) € [£]* is W;R; + §;;G. The decomposed LWE as-
sumption states that
(sTA +el, W, R) ~. (uT,\_V, R> ,

where u ~ Zéznnog gl is uniform. Thus, the original definition does not refer to an auxiliary matrix
or a trapdoor. It simply requires LWE to remain hard for the structured matrix (2), even when its
decomposition (W, R) is revealed. The decomposed SIS assumption [AMR26a] asserts that finding
a short nonzero integer vector x satisfying Ax = 0 mod q for the same structured matrix, given
its decomposition (W, R), is hard.

Nevertheless, Wu [Wu25] observed that this short matrix R implicitly determines a short
gadget trapdoor for a related matrix, and hence that decomposed LWE can also be expressed
within the hinted LWE framework. Let us now elaborate on this point. Let

W
W = . c Z[n)(k
. q
W,

be the block transpose of W, and define
D, = [I, ® A| W] € Z/>( e dlh)
Consider the matrix

T = ["ec(lt’) ®I:fn [log q]] ¢ 7(Enllog g1 +k)xen[log g1

Since R is short and every entry of the upper block belongs to {0, 1}, we have ||T|| = max{1, ||R||},
and hence T is short. Moreover, the blockwise definition of A gives

D,T = (I, ® A) (vec(ly) ® Ipnfiogq1) — WR =1, ® G mod g.

Therefore, T is a short gadget trapdoor for D;,” and decomposed LWE can equivalently be written
in the hinted LWE form
(A, sTA+e", W, T) ~ (A,u", W, T).

2Under the dimension and Gaussian width conditions of Lemma 3.6, T can be used by the standard lattice
preimage-sampling procedure to sample a fresh trapdoor whose distribution is statistically close to D, (I, ® G, o) if
necessary.



Indeed, (A, W, T) can be computed from (W, R), while W is obtained by reordering the blocks of
W and R is recovered from the bottom k rows of —T. Let us remark, however, that casting the
assumption in the hinted lattice framework does not automatically make it identical to succinct
LWE/SIS, since the matrices are sampled from a different distribution. Indeed, the exact relation
between these two problems has thus far remained opaque.

Y

Decisional
decomposed LWE

Th 5.1 .
corem Decisional

succinct LWE

[AMR25, Thm. 4.2]

Trivial Theorem 6.1 Trivial
Theorem 5.1

Search (search analog) Search
decomposed LWE succinct LWE

Y

[AMR25, Thm. 4.2]

A (search analog) A
K | Remark 5.7 | Theorem 7.1
Remark 5.7 ! (quantum) | (quantum)
1

A

Remark 5.5 -
Decomposed SIS ~

Succinct SIS
Remark 5.5
(adapted from [AMR25])

Theorem 4.2[ {'Iheorem 4.10

Superlattice SVP
(SuperSVP)

Figure 1: An arrow from one problem to another denotes a reduction that solves instances of the problem
at its tail using a solver for the problem at its head. Blue arrows indicate our contributions. Parameters may
change along the arrows, as specified in the cited results; the decomposed search-to-decision reduction and
its composition with the LWE-to-SIS reduction assume standard LWE hardness. The LWE-to-SIS direction
also requires the noise and solution norm bounds in Lemma 5.6. The search LWE and SIS analogs use the
corresponding LWE transformations. Dashed arrows marked “quantum” use quantum computation; all
other reductions are classical.

1.2 Owur Results

We are now ready to state our results more precisely. Our main technical contribution is a worst-
case to average-case reduction for succinct SIS. We define a worst-case lattice problem, which we
call superlattice SVP (SuperSVP), as follows: The input is a worst-case lattice A together with a
short basis of a superlattice A’ 2 A%’ of bounded index, where A® := A®- - -®A denotes the lattice
obtained by taking the orthogonal direct sum of ¢ copies of A. Put equivalently, a basis of A®’ is
given by I, ® L where L is a basis of A and where I is the £ X ¢ identity matrix. The task is to find
a short nonzero vector in A, even with this auxiliary basis available. We give reductions in both
directions between this worst-case problem and average-case succinct SIS, with the parameter
changes specified in the formal statements.

Theorem 1.1 (Informal). Worst-case SuperSVP = average-case succinct SIS.

Here = denotes polynomial-time reductions in both directions, under suitable parameter con-
ditions. The worst-case to average-case reduction preserves the lattice dimension. If |A’/A®| <



2k it uses at most 2k auxiliary columns, so the number of columns of W is controlled by the log-
arithm of the size of the quotient. This gives a geometric source of hardness for succinct SIS that
explicitly accounts for its public trapdoor. See Theorem 4.2 for the precise parameter conditions
and the resulting norm bounds. Conversely, Theorem 4.10 reduces succinct SIS with an n X m
public matrix to SuperSVP in dimension m, with quotient bound k’ > k log g.

To connect this worst-case hardness problem to the decomposed family of assumptions, we
prove that succinct LWE and decomposed LWE are equivalent. Previously, the hardness of
decomposed LWE was known to follow from that of an appropriate instantiation of succinct
LWE [AMR25, Theorem 4.2]. We establish the converse reduction, namely that the hardness of
succinct LWE follows from an appropriate instantiation of decomposed LWE.

Theorem 1.2 (Informal). Decisional succinct LWE = decisional decomposed LWE.

Our new reduction preserves the secret dimension n, the number of blocks #, the auxiliary
dimension k, the challenge length m = £?n[log q, and the modulus g. Since W; € ZZXk, the bit
representation of each matrix W; has size nk[log q] in both the original decomposed LWE in-
stance and the resulting succinct LWE instance. Consequently, if the decomposed LWE instance
lies in the application-relevant regime nk[loggq| = o(¢) - poly(n,log g), then the succinct LWE
instance produced by the reduction lies in the same regime. The reduction is compatible with
polynomial moduli; see Theorem 5.1 for the precise conditions. The same transformations estab-
lish the analogous equivalence for succinct and decomposed SIS, with polynomial losses in the
solution norm.

To relate the search and decisional variants, we give a search-to-decision reduction for de-
composed LWE. The reduction applies to polynomially bounded prime moduli and preserves the
secret dimension, auxiliary dimension, modulus, and Gaussian parameters. We refer to Theo-
rem 6.1 for a precise statement.

Theorem 1.3 (Informal). Assuming standard LWE is hard, search decomposed LWE = decisional
decomposed LWE.

Finally, to complete the picture of the equivalence between these two families of assumptions,
we apply Regev’s idea [Reg09] to prove a quantum reduction from succinct SIS to search succinct
LWE. See Theorem 7.1 for the formal statement.

Theorem 1.4 (Informal). An efficient solver for search succinct LWE yields an efficient quantum
solver for succinct SIS.

A schematic overview of our results is given in Figure 1. Taken together, our results establish
a formal link between decomposed and succinct LWE and the worst-case superlattice SVP.

1.3 The Superlattice SVP

The superlattice SVP is the natural SVP analog in the context of the hinted lattice framework
(Section 1.1), but given that we introduce this problem here for the first time, a few remarks are
in order. The problem is worst-case over a basis L of A = LZ", together with a short basis P of a
superlattice

N =PZ" DA%, |N/A%| <2,



The goal is to find a short nonzero vector of A. Although the columns of P are short (say f-
bounded), they need not belong to A®‘: obtaining a vector of the original lattice A requires a
short combination whose class in A’/A® vanishes.

The bound on the index is informative about how much useful information the hint provides.
When the allowed index is sufficiently large, a valid hint can be constructed directly from the
basis L. Indeed, choose an integer

L 1
t> u and set P=-(I,®L).
i t
Here ||L|| is the maximum Euclidean column norm. This basis generates A" = %AGB[ and has

column lengths at most . Moreover,
[N /A% | =,

Consequently, whenever k > ¢fnlogt, any lattice A instance can be equipped efficiently with a
valid hint, without changing either the lattice or the required output length. Thus, for a suffi-
ciently permissive index bound, the problem is polynomial-time equivalent to ordinary SVP. This
is consistent with known reductions for succinct LWE, in which the correlated trapdoor can be
generated using a trapdoor for the auxiliary matrix itself, with appropriate Gaussian parame-
ters [Wee24, Remark 1].

At the other extreme, the hint gives an elementary algorithm whenever the requested output

bound is sufficiently large: since
|A//A®f| A/ C A®[,

multiplying any column of P by this index and taking a nonzero block produces a nonzero vector
of A of length at most 254. In particular, the problem is easy when the norm of the solution
is allowed to be 2€f. Hardness must therefore be considered jointly as a function of the index
bound, the hint length, and the required output length.

2 Technical Overview

2.1 Worst-Case to Average-Case Reduction

We begin with a simpler setting that isolates the mechanism of the reduction. Take £ = 1 and
suppose that, in addition to the input basis L of A = LZ", we are also given a short basis P of
A itself (instead of the superlattice A" as in the actual definition of the problem). A column of
P already gives a short nonzero lattice vector, so the purpose of this warm-up is only to explain
how a good basis can supply the trapdoor information required by succinct SIS while preserving
the connection between SIS solutions and short lattice vectors.

The argument has two parts. First, we construct an integer matrix Y with an efficient short-
preimage procedure and a useful compatibility property with A. Second, we use Y to augment the
Micciancio—-Regev worst-case-to-average-case reduction for SIS [MR04]. No auxiliary columns
W are needed in this warm-up: the published trapdoor will be for A itself.

Once the mechanism is clear, we will return to the full setting with £ > 1 and a basis P of the
superlattice A’. The same ideas will apply.



From a good basis to a matrix with short preimages. The matrix Y should have two prop-
erties. For every target u € Z!, the good basis should let us efficiently find a short integer vector
z such that Yz = umod q. At the same time, the matrix LY/q should have small norm, which
implies that it maps short integer vectors to short vectors in A/q. The first property will let us
construct the succinct SIS trapdoor; the second will keep the lattice vector recovered from an SIS
solution short.

To construct such a preimage, let u € Z" be an integer representative of u. It determines the
vector Lu/q € A/q. This vector is mapped to u under multiplication by gL~! modulo g. Using
the good basis P, Babai’s nearest-plane algorithm finds a nearby point ' € A. Let r denote
the residual vector, namely the difference between the input point Lu/q and the lattice point u’
returned by Babai’s algorithm:

r=-Lu-vu'.

q

" . P . _
Babai’s guarantee gives ||r|| < W Moreover, since u’ € A, we have L™'u’ € Z", and hence
1. _ =~ -1..7 _
gL r=u—-gL v =umodgq.

Thus, r is short and it is also mapped to u by gL~ modulo gq.

The problem is that the vector r is not necessarily integral, but the preimage-sampling proce-
dure must return a short integer preimage. We therefore construct a fixed integer matrix Y and
a short integer vector z such that

Yz = qL'lr,

which will ensure that z will be a preimage of the original target u under Y.
To do so, choose a scaling factor p with 1 < p < g (the reason for introducing this additional
parameter p will become clear shortly) and set

K= LgL_lw , z1 = |pr], e= qL_lr - Kz;.

Rounding is entrywise to a nearest integer. The vector e can be interpreted as the term introduced
after using the product Kz, of integer matrices to approximate the desired vector gL™'r. The vector
z; is short because r is short. Since each rounding changes an entry by at most 1/2, we use the
bound on r to choose M € N such that every coordinate of e has absolute value strictly smaller
than M. It follows that there exists z, € {1, 0, 1}n[10g M1 such that e = Gp.m2zy. Consequently, the
fixed integer matrix

Y = [K | Gyu]

has the desired preimages:

Y {Zl] =[K | Gunm] [Zl} =Kz, +e=gL 'r = umod gq.
Zy Z;

Why this matrix is compatible with the lattice. The relevant norm we are interested in, as
discussed in the beginning, is not that of Y itself, but that of

1
6LY = [LK/q | LGua/q].



Here, since K = L%L'q , the first block éLK = %In + éL < L%L'ﬂ - %L‘l) is approximately I,,/p, so
its norm decreases as p increases. The second block, which accounts for the correction term, has
norm that increases with p (since the bound M on the norm of e increases with p), but decreases as
q increases. It follows that, after choosing p so that the norm of the first block is sufficiently small,
the norm of the second block can also be made sufficiently small by choosing ¢ large enough. The
precise parameters are discussed in Lemma 4.6.

We have therefore constructed an integer matrix Y with the two desired properties: using the
good basis, we can find a short integer preimage under Y of every target in Zj. Moreover, LY/q
has small norm, so multiplying it by a short integer vector produces a short vector in A/q. We
now explain how these properties are used in the reduction.

Adding the trapdoor to the SIS reduction. We build on the Micciancio—Regev worst-case-
to-average-case reduction for SIS [MR04]. Recall that the reduction works as follows: given the
lattice A, sample independent short vectors from a discrete Gaussian of appropriate width over
A/q and collect them as the columns of a private matrix V. The corresponding public SIS matrix
is
Ay = gL'V mod q.

If the Gaussian width used to sample V is sufficiently large, the matrix A, is statistically close to
uniform. More importantly, a relation Ayx = 0 mod q implies

gL™'Vx = 0 mod g, and hence L 'Vx e Z".

Therefore, Vx € A. If x is short, then Vx is also short because the columns of V are short Gaussian
samples.
In our construction, to retain this connection while adding the trapdoor, sample a random
short matrix X and define
A=[Ay)]| A X+Y] modgq.

This has the same masking structure as the Micciancio—Peikert trapdoor construction [MP12]: our
matrix Y replaces the gadget matrix used there. We next explain how to construct the trapdoor,
why A is nearly uniform, and how to recover a short lattice vector from the solver’s answer.

Constructing the published trapdoor. Given a target u, find a short z with Yz = u mod gq.
Then

A [—i(z} =Yz = umod q.

The first block cancels the random mask, and the preimage remains short because X has low
norm. Apply this procedure to every column of the gadget matrix G, 4. Collecting the preimages
gives a short matrix T satisfying AT = Gug-

Using standard lattice preimage-sampling techniques, T can then be used to sample a trapdoor
T with the correct distribution required by succinct SIS.

Why the public matrix is close to uniform. If the matrix X has enough entropy, the leftover
hash lemma implies that (Ay, AoX) is jointly close to uniform. Adding the fixed Y to the second
block preserves this property, so A is statistically close to uniform too. Together with Gaussian
trapdoor sampling, this gives the intended succinct SIS input distribution in the warm-up setting.

10



Recovering a short lattice vector. Give (A, T) to the succinct SIS solver. Suppose it returns a
short nonzero x = (X, X;) with Ax = 0 mod g, split according to the two blocks of A. Using our
private information V, X, Y, compute

1
v = V(%o + Xx7) + —LYx;.
q

It follows that
qL_lv = Ap(xp + Xx1) + Yx; = Ax = 0 mod g,

so v € A asbefore. The first summand in the definition of v is short because the Gaussian samples
V, the sSIS solution x, and the mask X are all low norm. The second is short by the compatibility
property of Y. Finally, using standard techniques, one can show that the short lattice vector is
nonzero with overwhelming probability, completing the warm-up reduction. We now adapt this
construction to the full setting, where the given good basis is for the superlattice A’.

Using a basis of a superlattice. We now return to the actual input of the reduction. For
arbitrary ¢, write A, = A®’ for the lattice consisting of ¢ copies of A, with basis L, = I; ® L.
The short basis P we are given is a basis of a superlattice A’ 2 A,, which contains at most 2*
distinct cosets of A,. Our strategy is to retain the construction of A from the warm-up and use
the additional block W to account for the contribution of these cosets when constructing the
trapdoor.

To see what needs to change, consider an arbitrary target u € Zg” with integer representative
u. As before, we apply Babai’s algorithm to L,u/q, using the good basis P. The algorithm returns
a point u’ € A’ close to the input point. In particular, we have that

[P Ven
P

1 -~ ’
r=-Lu-u, x|l <
q
As before, we refer to r as the residual. The problem is now that u’ belongs to A" and need not
belong to A,. Consider
qgL;'r=u-qL,'v.
In the warm-up, the second term on the right-hand side belonged to gZ‘" and therefore vanished

modulo g, leaving gL;'r congruent to U = u mod g. Here this is no longer guaranteed. We must
therefore account for this extra term before using the result from the warm-up.

Keeping only the quotient contribution. When constructing a short preimage of u, the ad-
ditional block W is used to account exactly for this extra contribution. The crucial observation is
that it suffices to represent only its coset modulo A,. Indeed, replacing v’ by u’ + a for any a € A,
changes its contribution by

gL;'(0’ +a) — gL, '’ = qL;'a € g2

Consequently, only the coset of u’" modulo A, matters. These cosets form the finite quotient
I' := A’/A,, and by the promise on the input, its size satisfies

Ir| < 2k,
This is where the promise on the quotient size becomes useful: the extra information we need to

retain identifies one of at most 2 cosets.

11



Encoding the quotient with short coefficients. The goal is to represent every coset in A"/A,
using short integer linear combinations of a fixed collection of vectors. By the standard de-

composition of finite abelian groups, there exist vectors by,...,by € A’ together with integers
dy,...,dy > 2, such that every coset has a unique linear combination of these vectors with coef-
ficients 0 < y; < d;. Write B =[b; | --- | by ], and

Gr = [diag(g;, . .,g;h) ‘ 0} € 7%,

where enough zero columns are appended to make the total number of columns equal to 2k.> We
can therefore express the vector returned by Babai’s algorithm as

u’ =a+ By, a€A,, 0<y;<d; Vie][h].

Since each y; lies in the known range 0 < y; < d;, taking their binary representation gives us a
vector z3 such that
y = Gr - 23, z3 € {0, 1}%.

We show how to handle the contribution of BGrz; next.

Making the quotient contribution integral. Asin the warm-up, turning this geometric rep-
resentation into an integer matrix requires an additional step. The columns of BGr need not
belong to A¢/g; equivalently, gL, 'BGr need not be integral. Therefore, we cannot use this matrix
directly as part of the sSIS instance. We therefore apply Babai’s nearest-plane algorithm, using
the scaled basis L;/q, to round each column to a nearby point of A;/q, obtaining a matrix B’ with
each column in A,/q. This ensures that

C:=qL,'B

is an integer matrix that can be used to construct W, and that ||B” — BGr|| is small with a bound
proportional to 1/q.
Recall that v = a + BGrzs for some a € A; and thatu’ = éL[ﬁ — 1, hence

1.
—-L,u =r+ a+ BGrzs.

When we replace BGr by B’, we can account for the rounding error introduced and define
Teorr =T+ (BGF - B/)ZS-

We refer to this vector as the corrected residual. Since the residual r is short, the vector z3 is
binary, and the rounding error BGp — B’ can be made small by choosing g sufficiently large, rcorr
is also short.

By the definition of the corrected residual,

1.
~L/a =1 +a+BGrz3 = reorr + 2+ B'zs.
q

$Notice that this padding is always possible since Z?:l [logd;] <2 Z?zl logd; = 2log || < 2k.
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This equality shows that rcor € Ay/q since every other term appearing in the above equation also
belongs to it. Applying gL, therefore gives the integer relation

nglrcorr + Cz; =umod q.

Thus, we have decomposed the target u into two integer contributions. The first comes from
the short corrected residual and can be treated using ¢ copies of the warm-up construction. The
second uses the binary vector z3 and will be incorporated into the additional matrix W.

Combining with the warm-up. We now put these two contributions together to obtain short
preimages for the matrix required by sSIS. We use the same matrix

A= [AO | AOX+Y] mod q,
as before. Applying the warm-up construction gives a short integer vector t such that
I, @ At = qL;erOrr mod q.

To account for the quotient contribution, we hide C using another random low-norm matrix S
and set
W =C + (I; ® Ay)S mod gq.

We use z3 as the coefficients multiplying W. This introduces the additional term (I, ® Ag)Szs,
which we cancel as in the warm-up by splitting Szs into ¢ blocks, one for each copy of Ay. In
each copy of A, subtract the corresponding block from the entries of t multiplying Ay. Denote
the resulting vector by t’; all other entries remain unchanged. It follows that

tl

z } = (I, @ A)t + Cz3 = quTerOrr + Cz; =umod q.
3

LoAlw]|
This preimage remains short because t,S, and z; have low norm. Moreover, W has only 2k
columns.

Publishing the trapdoor and using the sSIS solution. We apply the same trapdoor con-
struction and Gaussian resampling as in the warm-up, now to [I; ® A | W ]. Together with the
leftover hash argument for the masks X and S, this gives the required distribution for the sSIS in-
stance (A, W, T). The solver receives this instance and returns a short nonzero vector x = (x¢, X1)
satisfying Ax = 0 mod q. Although W is used in the trapdoor construction, the relation returned
by the solver is still with respect to A only. We can therefore recover a short lattice vector using
the same procedure as in the warm-up.

It remains to explain how short the resulting lattice vector is. The bound from a single round
may still depend on the initial basis L. Our strategy is to use the recovered vectors to obtain a
better basis for Gaussian sampling, then repeat the reduction with shorter Gaussian samples.

13



What controls the output length? The length of the recovered vector v € A depends on the
Gaussian width ¢ used to sample the columns of V, and the bound y on the norm of the solution
provided by the sSIS solver. Two requirements determine how small we can choose the width o
to be. First, o must always satisfy ¢ > o0y, where oy is an appropriate bound on the smoothing
parameter of A. This ensures that A, is statistically close to uniform. The value of oy depends on
the lattice, but not on the particular basis used to represent the lattice. Second, efficient Gaussian
sampling requires a width that depends on the quality of the available basis.

In detail, we can choose
_ { ALl }
0 =max { 0y, ;
q
where A is the security parameter, and L is the provided basis of A. Initially, we have no guarantee

about the input basis L, so a large value of ||L|| can force ¢ to be much larger than oy.
The choices of p and q ensure, except with negligible probability,

VIl S v (o + o0),

where we have suppressed some fixed factors depending on the matrix dimension in the above
inequality to improve readability. The precise bound is given in Lemma 4.6.

This suggests how to improve the output bound: recover enough short vectors to construct a
new basis with smaller norm, and then use this basis to sample with a smaller o.

Iterating the improvement. Write Ly = L, and let L; be the sampling basis obtained after
round j. In round j, use o; = max{ao,)L||L j_1|| /q}. The one-round analysis guarantees a non-
negligible probability of obtaining a vector outside any fixed proper subspace. Repeating the
one-round procedure polynomially many times with fresh randomness therefore yields n linearly
independent short vectors with overwhelming probability. Together with the original basis, these
vectors can be converted into a basis L; of the full lattice. Consequently,

A
L]l < v (o5 + o0) < 2vo0 + 2/;IILJ—1||~

Since the factors hidden by < remain fixed across the iterations, we can choose q large enough
that the contribution from ||L j_1|| is at most i”L j_1||. Applying this inequality repeatedly gives

IL;|| < voo + 477|ILo].

The contribution from the initial basis therefore decreases by a factor of four per round, while
the remaining term stays fixed. This explains both the improvement and its limit: the bound
approaches a constant multiple of yoy. After logarithmically many rounds, the contribution from
the initial basis becomes smaller than the fixed term yoy. A final application of the reduction,
using the improved sampling basis, then gives a nonzero vector satisfying

IvIl 'S yoo.

The formal analysis of the complete reduction is given in Section 4.

14



2.2 Proof of Equivalence

We explain our equivalence proof for succinct and decomposed LWE. Throughout this subsec-
tion, set m = £?n[log q]. Let 04ec and yqec denote, respectively, the Gaussian widths of the matrix
R and the error in the decomposed LWE instance. Similarly, let o5, and ys,c denote the trapdoor
and error widths of the succinct LWE instance. Once decomposed LWE is expressed as an in-
stance of the general hinted LWE template (cf. Section 1.1), its relation to succinct LWE becomes
particularly transparent. In both assumptions, the LWE challenge is associated with a matrix
A, € ZZX”‘, x € {suc,dec}, and the auxiliary information contains or implicitly determines a
short gadget trapdoor T for the corresponding matrix D, = [I; ® A, | W], satisfying

D,T =1, ® G mod gq.
For the decomposed input, we use the notation
W* = [W] |- | W]]T e ZI™,

so the auxiliary matrix W in the common template above is W* in the reduction. For decomposed
LWE, the matrices Aye. and T are efficiently obtained from (W, R) as described in the introduction.

At the level of the underlying LWE challenge, the essential difference between the two as-
sumptions is the distribution of the public matrix A,. In succinct LWE, Ay, is uniformly random,
whereas in decomposed LWE the matrix Age. has the structured form from Equation (2). We
write bT for the response in the decomposed LWE instance. In the planted case,

bT = sTAgec + €" mod g, e~ Dzm o

whereas in the uniform case b is uniform over Zg'.

The reduction must therefore transform A 4. into a matrix that is statistically close to uniform
while simultaneously mapping the given decomposed LWE challenge to an LWE challenge for
the transformed matrix. In the planted case, the resulting challenge must be a planted challenge
for the transformed matrix; in the uniform case, it must remain statistically close to uniform. At
the same time, the reduction must construct a valid short gadget trapdoor for the corresponding
auxiliary matrix. This short trapdoor can then be used to sample a fresh trapdoor whose distri-
bution is statistically close to the conditional Gaussian distribution required by succinct LWE.
A First Attempt. A naive first attempt is to sample an independent low-norm matrix S € Z™™
and set A* = Agec-S. The structured leftover hash lemma of Afshar, Goyal, and Yadugiri [AGY26Db,
Lemma 3.6 and Claim A.3] shows that a transformation of this form makes the decomposed LWE
matrix statistically close to uniform, even given its decomposition data.

To map the trapdoor, define

S = diag(I; ® S, I).
If S is invertible modulo g, then define
D, =DS = [I; ® A* | W*],

and the natural candidate for the transformed trapdoor is ST,
The problem is that this approach gives no suitable bound on the inverse. Consequently, it

=1
does not guarantee that S T is short enough to serve as a gadget trapdoor.
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Rerandomization with a Short Inverse. The failure of the preceding attempt comes from
sampling a short matrix S first and only afterward asking whether S™! is also short. We instead
restrict S to a structured family for which invertibility and the shortness of both S and S™! hold
by construction.

This simultaneous shortness requirement has appeared before in the lattice literature. We
use the unitriangular rerandomization technique of Micciancio and Peikert [MP12]; a related
transformation was subsequently used by Albrecht et al. [AFLN24, Theorem 3.5] to rerandomize
instances of the Power-Ring-BASIS assumption [FMN24, Definition 3.2].

The key idea is to leave one block of the public matrix unchanged and use that block to mask
all the remaining columns. Accordingly, write

Adec = [AO | Arest];

Ay =W; R +Ge ngn[log q-|,

Apeg; € ng((fz—l)nrlogrﬂ)'

For suitable parameters, every block W;R; +;;G is marginally statistically close to uniform, even
jointly with W. This follows by applying the leftover hash lemma columnwise to W;R j; the fixed
translation 6;;G does not affect the statistical distance. We single out the block Ag = W R; + G
and use it to mask all the remaining columns.

Independently, sample a short matrix

X ~ {_1’ 0, l}nﬂogq]x((fz—nw|'10gq'|)

and define
g . |Inrtoga X } § = {In loggl X ]
0 I({’2—1)n~ [log q1 0 1(52—1)’1' [logq]

Write Q := S™!. Both S and Q have entries in {—1, 0, 1}. Then consider the rerandomized matrix
A* = Adec S = [AO | A 'X+Arest]-

Although A, is marginally close to uniform, it is correlated with A,est through W; and Ry, and
therefore cannot be replaced independently while leaving the remaining blocks fixed. Using con-
ditional resampling followed by an application of the leftover hash lemma to AyX, Lemma 5.8
proves that

(W, Ay, ApX + Arest) X (W, U, Urest) s

where Uy and U, are independent uniform matrices. B
We next transport the decomposed LWE trapdoor through this transformation. Define S =
diag(I; ® S,1Ix). Then

]5[ = [I[ ® A* | W*] = D[g
Consequently, the matrix T:=S 'T satisfies
ﬁﬁ =I; ® G mod gq.
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To see its norm bound directly, partition Q = [Q; | --- | Q,], where each Q; has m rows and
tn[log q] columns. The explicit transformed trapdoor is

T=[QT|---|QI|-RT]",  |IT|| < max{1, |[R]]}.

The proof aborts if ||R|| > 204ec\/kfn[logq]; this event has negligible probability. Thus, T is
a valid short gadget trapdoor for D,. It is not, however, distributed according to the conditional
Gaussian distribution required by succinct LWE. The theorem’s lower bound on o5, instead gives
the Gaussian width required by the preimage sampler, with row dimension #n and column dimen-
sion fm + k. Writing SamplePre for this standard Gaussian preimage-sampling procedure, the
reduction computes

T* « SamplePre <I~)[, T.1, ®G, asuc)

which satisfies B
T* s D;l (I{’ ® Gs O-suc) .

The freshly sampled matrix T* is the trapdoor given to the succinct LWE distinguisher. Finally, the
reduction applies the rerandomization algorithm of [KY16, Lemma 1] to bT using S, which ensures
that the modulus stays polynomial throughout. Denote the resulting vector by ¢*7. In the planted
case, ¢*T is statistically close to sSTA* + €T, where € ~ Dzm ;. . In the uniform case, b is uniform
over Zg and independent of S. Since S is invertible modulo g, we obtain that c*T Unif(Zg).

2.3 Search-to-Decision Reduction

Our search-to-decision reduction follows Regev’s method of testing every possible value of each
secret coordinate. We first recall this method for ordinary LWE and then apply the same trans-
formation to decomposed LWE. Throughout this subsection, q is an odd prime and polynomially
bounded in the security parameter A, and all matrix and vector arithmetic is modulo q.

Revisiting Regev’s Reduction. An ordinary LWE instance is a pair (A, bT), where A ~ Z7*™
and bT = sTA + eT for an unknown secret s € Z; and an independent error vector e ~ Dzm ;. For
now, suppose that we have a decision algorithm that accepts LWE instances and rejects uniform
ones, with negligible error for every fixed secret. Regev shows how to obtain such an algorithm
from a distinguisher by randomizing the secret and repeating on fresh samples [Reg09, Lem-
mas 4.1 and 4.2].

Fix a coordinate i € [n] and a proposed guess t € Z for s;. Let &; be the i-th unit vector in Z.
On a fresh collection of LWE samples (A, bT) with secret s, perform the following test.

1. Sample r ~ Z7' uniformly and independently. Set A" := A + ¢;rT. Thus, the matrix added to
A has rT in row i and zeros in every other row.

2. Compute b'T :=bT + trT.
3. Run the decision algorithm on (A’,b’T) and accept the guess t if the algorithm accepts.
The reason this tests s; is the identity

b'T =sTA" +eT + (t — s;)r7.
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The reduction computes the left-hand side using only the given response, the guess, and its own
randomness. If t = s;, the additional term vanishes and the output is exactly an LWE instance.
If t # s;, then t —s; is a nonzero field element, so multiplication by ¢ — s; maps a uniform r to
a uniform vector. Moreover, the map (A,r) — (A + grT,r) is a bijection, so r remains uniform
and independent of A’. Consequently, b’ is uniform even given A’. Testing all t € Z, for every
i € [n] therefore identifies the secret: return the unique accepted value for each coordinate, or
report failure if any coordinate has no accepted value or more than one.

Adapting to Decomposed LWE. Let A distinguish decisional ¢-decomposed LWE with ad-
vantage at least ¢, and set

{32(/1 +2)In 2}
N=|—""2"%1  L:=Nt

2
Restricting an L-decomposed input to N disjoint groups of ¢ block indices produces N indepen-
dent uniform inputs in the uniform case and N conditionally independent planted inputs with
a shared secret in the LWE case. The usual secret randomization and amplification then give a
decision algorithm B that accepts L-decomposed LWE instances and rejects uniform instances
with error at most 27 for every fixed secret.

A search L-decomposed LWE instance gives (W, R,bT) and determines the matrix

A =W(I; ®R) + vec(I;)T ® G, bT =sTA +eT.

The matrix W ~ ZZXU‘ is uniform, the entries of R ~ Dgzixinnogq1, are independent discrete
Gaussians, and e ~ D12uf10g 0y is independent of both matrices and the secret.

To mimic Regev’s coordinate-guessing transformation while preserving the decomposed form
of A, we add a random row to W. For a coordinate i € [n] and a guess t € Zg, perform the
following test.

1. Independently sample uniform vectors p ~ Zék and z ~ Zg. Set V := W + ¢;pT and compute
its corresponding LWE matrix

A" =V(I; ®R) + vec(I;)T ® G.
2. Compute the response
cT:=bT +tp"(I ®R) + zTA’.
The last term changes the secret from s to the independently uniform secret s + z.
3. Give (V,R,cT) to B, and accept t if B accepts.
Substituting for the original response gives exactly the same calculation as before:
c"=(6+2)TA" +eT +(t —s;)p"(IL ®R).

In particular, if ¢ = s;, the additional term vanishes. The output then has exactly the decomposed
LWE distribution: V is uniform, R and e retain their Gaussian distributions, and the new secret
s + z is uniform and independent of these variables.
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For a wrong guess, let v := (¢ — s;)p, which is uniform because q is prime. The same bijection
as before shows that v is independent of V, and it is also independent of R, e, and s + z. However,
its product with the public matrix I; ® R need not be uniform. It remains to show that

R VI, ®R)+eT) ~. (R,wT),

where w is uniform in Zéznﬂ()g q]. Write v = (vy,...,vr) and splite = (ey, . . ., 1) into correspond-
ing blocks. This follows from an L-step hybrid: at step a € [L], we replace v[R + e] with an
independent uniform vector. The indistinguishability of this replacement follows from LWE with
Gaussian matrix R. Under the conditions of Theorem 6.1, the hardness of this variant follows
from standard decisional LWE by Theorem 3.13.

Hence, for a wrong guess, the input to B is computationally indistinguishable from a uniform
instance, whereas the correct guess produces an L-decomposed LWE instance. A union bound
over the nqg guesses shows that the entire secret is recovered except with negligible probability.

2.4 Quantum Reduction from Succinct SIS to Succinct LWE

We first recall how Regev’s quantum method [Reg09], more explicitly presented in [CLZ22], uses
a search LWE solver to solve SIS. Given a uniformly random matrix A € Z*™ of full row rank,
our goal is to find a short nonzero integer vector x with Ax = 0 mod q. For this overview, we
assume perfect secret recovery on the prepared superposition and omit negligible errors from
Gaussian tails and state preparation; the formal proof in the technical sections handles a solver
with any inverse-polynomial success probability. The reduction goes as follows:

1. Prepare a uniform superposition of s € Z; and a Gaussian superposition of e € Zf'.

g > FE)IATs +e)le).

n
SEZ’%
eeZq

The state has nonnegative amplitudes f(e) o exp(—n||e||§/(2 )(2)), normalized so that
ZeerI” f(e)> = 1, and can be prepared efficiently using Grover-Rudolph [GR02]. After
computing b = ATs + e, erase the initial secret register by reversibly solving ATs = b —e;
full row rank makes this solution unique.

2. Run the LWE solver on (A, b) without measuring, preserving b and retaining all intermedi-
ate computations. Its answer is s, so subtracting b — ATs = e from the noise register resets
that register to zero. Run the solver circuit in reverse to erase its answer and work registers.
The remaining state is

g > fe)ATs +e).

n
seZgl
eeZq

3. Apply the quantum Fourier transform over Zg' and measure. The state before measurement
is

¢"* > F®,  where f(x) =g ™ > fle) exp(2rife, x)/q).

XEZZI ecZy
Ax=0 mod ¢
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Indeed, summing the Fourier phases over s gives " when Ax = 0 mod g and zero other-
wise. Return the measured integer vector if it is nonzero and has Euclidean norm at most
g\Vm/(2y); otherwise, return L.
The distribution with probabilities | ]/‘\(x)|2 is negligibly close to Dzm 4/(2,) mod q by Lemma 7.2.
The measured state also restricts the support to Ax = 0 mod g and multiplies the probabilities by
q". To control this restriction, average over the uniformly sampled matrix of full row rank. For
every nonzero x € Z",

A qn -1
Together with the bounds on the Fourier tail and ¢"| ]/”\(0) | from Lemma 7.2, this makes the average
probability of a zero or overly long output negligible.

For succinct SIS, receive (A, W, T) and give (A, b, W, T) to the search succinct LWE solver in
Step 2. The auxiliary matrices stay fixed during the coherent computation, and the secret and
error are prepared independently of them. The algebraic Fourier calculation holds for each fixed
public tuple; the probability bound averages over its uniform marginal over full row rank matrices
A. In the formal reduction, an imperfect solver is run coherently and in reverse, and the error and
work registers are tested for zero before the Fourier step. The overlap analysis in Theorem 7.1

gives success probability at least 52 — negl(1) when the search succinct LWE solver succeeds with
probability §, with the SIS bound y > gvVm/(2y).

3 Preliminaries

Notation. We write Z; = Z/qZ and [d] = {1,...,d}, and use §;; for the Kronecker delta, equal
to 1 when i = j and to 0 otherwise. Bold lowercase letters denote column vectors (e.g., r), and
bold uppercase letters denote matrices (e.g., R). Unless stated otherwise, log denotes log,,.

For integral vectors and matrices, ||r|| and ||R|| denote the maximum absolute value of their
entries. In the technical overview, we occasionally omit norm subscripts for readability: vector
lengths are Euclidean, while matrix norms may denote either the maximum Euclidean column
length or the maximum absolute entry. The formal sections specify the norm being used, with
unsubscripted norms following the maximum-entry convention above.

For integers a > 1,b > 2, we set g; = (29,21,. ..,Zﬂogm_l) and G, = I; ® g;. We write
G = Gy, 4 for the usual gadget matrix.

The security parameter is denoted by A. A function f : N — R is negligible if | f(1)| = 2708,
and polynomially bounded if | f(1)| = 2008 = 190 We write negl() for a negligible function.

We write x ~ D to mean that x is sampled according to the distribution 9; when the right-
hand side is a finite set, the sampling is uniform. We denote the uniform distribution over a finite
set Q by Unif(Q), and the discrete Gaussian over Z¢ with parameter s by Dza . For a distribution
X over a finite set Q, its min-entropy is

Heo(X) = —log <r;1ezg<x’P~rX[x = x]) )
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For two distributions X and YV over the same countable set Q, their statistical distance is
1
AKX, Y) == Z IPr[X = x] - Pr[Y = x]|.
2 xeQ

We use the same notation for random variables. We write X ~; Y when A(X,Y) = negl(1), in
which case they are statistically close, and X =, VY if the corresponding distribution ensembles are
computationally indistinguishable; namely, if for every probabilistic polynomial-time algorithm
A,

‘Pr (A X) = 1] - Pr[AQL V) = 1] ‘ = negl().

3.1 Statistical Distance Facts

Fact 3.1 (Data processing for statistical distance). Let A and B be random variables over the same
countable domain, and let K be any randomized map defined on that domain. Then

A(K(A),K(B)) < A(A, B).

Lemma 3.2 (Leftover Hash Lemma [HILL99]). Let g be prime, X be a distribution over Zj and let

the samples A izgx"a x~X,u hd Zg be mutually independent. Then

1

A((A, Ax), (A, 0)) < SV 27 HeoX),

Consequently, if Ho(X) > nlog q + 21 — 2, then (A, Ax) = (A, u), with statistical distance at most
27, For an integer-valued source, apply the lemma to its reduction modulo q; the entropy in the
bound is the entropy of that reduced source.

3.2 Lattice Background

We denote by Dzm , the (centered) discrete Gaussian distribution over Z™ with parameter y;, i.e.,
the distribution over Z™ where for all x, Pr[x] o e+t )

We recall several useful facts from the literature that we will use in the technical part of the
work.

Lemma 3.3 (Norm of Gaussian, adapted from [GPV08, Lemma 4.2, ePrint version]). Forall y > 1
andk > 2,
Pr(|x| > yVk | x ~ Dz, | <27,

Therefore, if M ~ Dymxw . taking k = A + log(mm’) plus a union bound gives

IM]| < x/A + log(m - m’)

except with probability at most 2%
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Lemma 3.4 (Noise rerandomization, adapted from [KY16, Lemma 1]). Let m,t,q € N, let y =
w(y/log(m + t)), and let V € Z™. Write ||V||,_,, for its spectral norm. For every ¥’ > 2x||V|l,_2
there exists a probabilistic polynomial-time algorithm ReRand such that, for every a € Z7 and
independent e ~ Dzm , given only aT + eT mod g, it outputs

/

ReRand <V, al +el,y, ZL) =aTV +(e/)T mod g,
X

where €’ is statistically close to Dz . The algorithm multiplies its input by V and adds noise whose
distribution depends only on (V, y, x'). If m,t = poly(}) and y > VA, its statistical error can be taken
to be 2790,

For t = m, the sufficient condition ' > 2ym||V|| follows from ||V||,_,, < m||V||, where the
unsubscripted norm is the maximum absolute entry. If V is also invertible modulo q andu ~ Z7' is

uniform, then
/

ReRand <V, u’, v, L) ~ Unif(Z;”).
2)

Fustification of the quantitative error bound. The proof of [KY16, Lemma 1, Appendix B.1] uses
two Gaussian smoothing steps: adding a continuous Gaussian to the input noise, then rounding a
continuous Gaussian to the integer lattice. For a nonzero integer matrix V, y’/(2y) > [|V||,—, > 1,
so both steps use smoothing widths at least y/v2. For u > y/V2 and d € {m,t}, the nonzero
terms in the Poisson summation bound satisfy

d
Z e—nu2||z||§ _ (1 " ZZ e_”“zjz> _1=0 (de_ﬂXZ/z) — 9~

2€Z9\{0} j=1

Thus each smoothing step has exponentially small statistical error, and data processing and the
triangle inequality preserve this bound. For V = 0, sample the target Gaussian directly. The
Gaussian samplers and numerical approximations can be implemented with 27%® additional er-
ror using polynomial precision. [

Min-Entropy of a Discrete Gaussian. The following fact follows from standard Gaussian
estimates. All techniques below can be found in Lemmas 2.8-2.10 in [MRO07].

Fact 3.5 (See [MRO7]). Let R < Dz, and let R denote the distribution R mod q over ZS. If
q/o = w(y/log ) and k = poly(A), then Hw(R) > klog, o — negl(A).

Proof. For ¢ > 0 and a discrete set X in a Euclidean space, write ps(X) := Y icx € . For

every a € 7k since the centered Gaussian mass over a lattice is maximal [MRO7, Lemma 2.9]
(applied to gZF),

—7l|x[|?/o”

_ pola+qZ" _ polqZ) (Pa/q(Z) >k

po(ZY) T po(ZF) po(Z)
By Poisson summation [MR07, Lemma 2.8], p5(Z) = 0p1/5(Z) > o, while a geometric series bound
gives po/q(Z) < 1+ 3¢/’ = 1 4 (1) where £(1) = 17°® using g/o = w(y/log A). Hence

Pr[R = a]

maxPr[R =a] < o (1 +¢(1)".

k
anq
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By definition of min-entropy,

Ho(R) = —log, max Pr[R = a]

anq

> klog, o — klog, (1 + (%))

k ()
> klog, o — R

and since k = poly(d) and £(1) = 17°(), the loss term k ¢(1)/ In 2 is negl(1), which proves the
claim. 0

Trapdoor and Preimage Sampling

Our reduction will use gadget trapdoors [MP12], which build on a long sequence of works on
constructing lattice trapdoors [Ajt96, GPV08, AP09, ABB10a, ABB10b, CHKP10]. We use the
black-box formulation of [WWW25, Theorem 3.9, full version] throughout the manuscript.

Let n, g € N. Define the gadget vector and gadget matrix by

gT — (1, 2.4,..., 2r10gq1—1) c Z‘lzx[logq], G=1,® gT c ZZX("'HOgtﬂ).

For any ¢ € N, the bit decomposition map G™' : Z** — {0, 1}(rMogalxt gatisfies G - G™Y(V) =
V mod g for every V € Z7*".

Let m € N, A € ZZX’", and consider a target vector v € ZZ. We write A™!(v, 7) for the
discrete Gaussian distribution over x € Z™, with parameter 7, conditioned on A - x = v mod q.
Equivalently,

X~ A_I(V, 1) & x~Dzn,|A-x=vmodgq. (3)
We extend A™! to operate on matrices by applying A~! columnwise.

Lemma 3.6 (Gadget trapdoors and preimage sampling, [WWW25, Theorem 3.9, full version]).
Letn > 2,q > 2, and m > 3n[log q| be integers. There are probabilistic polynomial-time algorithms
(TrapGen, SamplePre) with the following properties.

- TrapGen(1",q,m) outputs A € Zg" and T € zmxnllogdl sych that AT = G mod g and
IIT|| = 1. The marginal distribution of A is within distance 27" of uniform.

« Forevery A € Zy™, every T € zmxnllogdl satisfying AT = G mod g, every v € Z", and every
s > m||T|| logn, the output x < SamplePre(A, T, v,s) € Z™ satisfies Ax = v mod q and

A(SampIePre(A, T,v,s), A"}(v, s)) <27 (4)

Here ||T|| = max;; |T;| is the maximum absolute entry. The sampling guarantee holds for every
such trapdoor; it need not have been generated by TrapGen.

The cited theorem is the formulation of the Micciancio—Peikert trapdoor tools used
in [WWW25]. Its padded gadget convention is equivalent to the one above: append zero
columns to T to obtain a trapdoor for [G | 0], without changing its norm or the preimage dimen-
sion. We retain the integer sample before reduction modulo g, as in the conditional Gaussian
definition Eq. (3). The identity AT = G mod q already ensures that every target has a preimage.
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Matrix Targets and Retained Randomness. We apply SamplePre independently column-
wise for a target U € Zg”. For a fixed width s, let E be any retained state determining A, T, U,
such that the hypotheses of Lemma 3.6 hold for every state in its support. Let X be the sam-
pler output using fresh coins, and, conditional on Z, sample Xc.n, ~ A™1(U, s) with independent
columns. A hybrid over the ¢ columns followed by averaging over E gives

A((E X), (B, Xcan)) < Beeg[r27"] = 127", (5)

The canonical conditional distribution depends only on (A, U, s). In particular, this replacement
removes any further dependence on the trapdoor construction while retaining all other state. For
t = poly(A) and n = w(log A), the total error is negligible in A.

3.3 Computational Assumptions

Definition 3.7 (¢£-Succinct LWE [Wee25]). Fix a security parameter A, integers n,m,£ > 1, k > 0,
q > 2, and Gaussian widths y,c > 0. Sample A ~ ZZX’" and W ~ Zg"Xk independently, and put

D=[®A]|W] T ~ D7 '(I, ® G, g) € Zm+kxtnllogql

with independent Gaussian columns as in Eq. (3). If a target has no preimage, both experiments
below output a fixed failure symbol L. Independently sample s ~ Zg, e ~ Dzm y, andu ~ Zg', and
setbT = sTA + eT mod q. The decision problem is to distinguish

(A,bT,W,T) from (A,u’,W,T).

The decision ¢-succinct LWE assumption states that these ensembles are computationally indistin-
guishable.

The search version is to recover s from (A,bT, W, T) in the planted experiment. For the search
problem used in this paper, q is an odd prime, m > n, and the sampling of A is additionally con-
ditioned on rank(A) = n. We denote this problem by SLWE, .4 sks,y» Where s = o is the Gaussian
width used to sample T.

For prime g, the probability that a uniform n X m matrix fails to have full row rank is at
most ¢"~™. Full row rank makes all gadget targets reachable, so conditioning changes the public
sampling experiment by at most this distance. The loss is negligible whenever (m — n)logq =
w(log A), as in the reductions using this comparison. This also bounds the probability of the
failure symbol in the unconditioned decision experiment.

Definition 3.8 (¢-Decomposed LWE [AMR25]). Fix a security parameter A, integers n, £,k > 1,
q > 2, and Gaussian widths y,o > 0. The gadget matrix G has width n[logq|. Independently
sample

W ~ ZZXHC, R~ Dzkxt’nflogq],o-,

and define the structured public matrix

Agdec = W(I; ® R) + vec(I,)T ® G € ngt’znﬂog ql
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2
Independently sample s ~ Zg, € ~ Duiogq1 ,» and u ~ Zg "nog(ﬂ, and setbT = sTAgec + €T mod gq.

The decision problem is to distinguish

X

(W, R,bT) from (W, R,ul).

The decision £-decomposed LWE assumption states that these ensembles are computationally indis-
tinguishable.

The search version is to recover s from the planted sample (W, R, bT) with the same parameters
(n, k, y, 0,q) and decomposition degree ¢.

The SIS problems below are search problems: the task is to find a short nonzero integer kernel
vector. They use the public sampling experiments of the corresponding LWE problems, without
an LWE challenge.

Definition 3.9 (¢-Succinct SIS [Wee24]). Let g be an odd prime, let m > n, and lets,y > 0. Sample
(A, W, T) as in the search version of Definition 3.7, with o = s; in particular, A is uniform conditioned
on full row rank. For later use, write

rq = [log, q, g; =(1,2,...,2"7h), Gig =1L ® g;-
Thus Gyq = G, and the public hint satisfies
DT = U mod g, D=[I;,®A| W], U=Gyy=1;®G.
Given (A, W, T), the goal is to output
0#£xeZ™ Il <y, Ax =0 mod gq.
We denote the problem by sSISy, im g e ks, -
Definition 3.10 (-Decomposed SIS [AMR26al]). Fix parameters n,k,q,t,c as in Definition 3.8
and a boundy > 0. Sample (W, R) and form Agec € Z;lezn[log(ﬂ exactly as in that definition. Given
(W, R), the goal is to output
0 # x €zt logq], x|, <y, Agdecx =0 mod q.
We denote the problem by dSIS,, 4 s k.o, -

In either case, the SIS assumption states that every probabilistic polynomial-time algorithm
succeeds only with negligible probability. The definitions use Euclidean norm bounds. When
a reduction estimates the maximum norm of a solution of dimension d, we use ||x||,, < [|x[[, <
Vd ||x]|, to translate between the two conventions, with the corresponding change in the solution
bound. We also recall the standard learning with errors (LWE) assumption.

Definition 3.11 (Decisional learning with errors). Let r, M,q € N and let y > 0. The (r, M, x, q)-
decisional LWE problem is to distinguish

(A,sTA+eT) from (A7),

where A ~ Z;XM, s~ Zg, e~ Dgu,, andu ~ Zy are mutually independent.
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Definition 3.12 (Decisional nonuniform learning with errors). Let K, M, q € N and let o, y > 0.
The (K, M, o, x, q)-decisional NLWE problem is to distinguish

R, r'R+e) from (Rul),
where R ~ Dyxxm g, T ~ Zf;, e~ Dgm,, andu ~ Zy are mutually independent.
We use the following specialization of the nonuniform LWE reduction.

Theorem 3.13 ([BLMR13, Corollary 4.6]). Let r,K,q € N with K > 6rlogq, and let c =
Q(y/rlogq). For every polynomially bounded number of samples M, the (K, M, o, , q)-decisional
NLWE problem is at least as hard as the (r, M, x, q)-decisional LWE problem.

3.4 Additional Lattice Tools

Definition 3.14 (Lattice). A full rank lattice of dimension n consists of any set
A={Bx|xeZ"}

where B € GL,(R) is an invertible matrix of R™". We say that B is a basis for A. The determinant
(or volume) of the lattice A is |det B|.

Notice that By, B; € GL,(R) are bases for the same lattice A if and only if there exists a matrix
U € Z™" such that By = B;U and detU € {+1}. A U with these properties is called unimodular.
Notice that this observation proves that the determinant of the lattice A is independent of the
basis we consider. If S € R™™ is such that A = SZ™, we say that S generates A. This does not
mean that S is a basis, as S may not be invertible (in fact, S may not even be a square matrix). It
turns out that a set of generators can be efficiently turned into a basis (this is done by deriving
the Hermite normal form of S).

Lemma 3.15. There exists a deterministic polynomial time algorithm that, given as input a matrix
S € Q™™ that generates a lattice A, outputs a basis B € Q™" for A.

All norms in this section are labeled explicitly. For a vector we use the Euclidean norm ||-||,.
For a matrix we use the spectral norm ||-||,_,,, the Frobenius norm ||-||r, and

1Bl = ma

for the maximum Euclidean column norm. For a basis B, let B denote its Gram-Schmidt orthogo-
nalization and use the same ||-||, ., convention for its Gram-Schmidt vectors. We call an ordered
basis B = [by| - |by] size-reduced when its Gram-Schmidt coefficients satisfy |p;;| < 1/2 for

every i < j, whereb; =b; + ;; uj,,-l;i. In particular,

Bl < IIB|F < dHBHZM,
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Definition 3.16 (g-ary lattices). Let g > 0 be a positive integer. Let A € Zg*™ be a matrix. We
define the lattices

AA):={veZ"|IxeZ":v=Axmod q}
AT(A) :={veZ" | Av = 0 mod q}

Definition 3.17 (Dual lattice). Let A be a lattice over R". The dual lattice of A is
AN ={xeR'VWyeA:xTyeZ}.

Lemma 3.18. Let A be a lattice. Then, (A*)* = A. Moreover, if A = A(A) for a matrix A € ZZX’”, we
have that A* = %IAL(AT).

For a full rank lattice A € R%, a coset ¢+ A, and o > 0, let D, A denote the spherical discrete
Gaussian whose mass at x is proportional to exp (—ﬂllxllg /o?). We use n,(A) for the smoothing
parameter.

Lemma 3.19 (Smoothing bound [Pei08, Lemma 3.5, author’s manuscript]). For every full rank
lattice A C R" and e > 0,

PR () < \/ln(Zn(l +1/¢))
1 £ > — >

T

where ||x||o, = max; [x;], A7°(A") = minyea+\ (o} [1X[| -

Lemma 3.20 (Gaussian residues and point probabilities). Let A, C A; be full rank lattices and
let0 < ¢ <1/2 and 0 > neja(A2). If v ~ Dp, o, then v mod A, is within statistical distance €/2 of
uniform on Ay /A,. For a full rank lattice A C R%, ifo > 25,(A), then for every coset ¢ + A and every
point X,

Pr [v=x]<2 .
VNDC+A,O' 1 - &
Finally, if0 < ¢ < 1/3 and o > n.(A), then a sample v ~ Dcip s satisfies |||, < oVd except with
probability at most 2~%*1. This tail bound does not require the stronger width hypothesis of the point
probability bound.

The residue statement and the point probability bound are standard consequences of smooth-
ing; see, e.g., [MR04, GPV08, PR06]. The use of 7,4 in the residue statement absorbs the normal-
ization loss between coset masses and yields the displayed ¢/2 distance for ¢ < 1/2.

Proof of the tail bound. Write ps(X) = D 4ex e mlIxllz/o”, Comparing the Gaussian masses at widths
o and V2o gives

Pyi(€+A) 1+
Pr[||v||2 > 0\@} < e/ V2o < 9d[2=md[2  5=d+1
po(C + A) 1—¢

The second inequality uses smoothing at both widths, and the lastusese¢ < 1/3and 7 > 3In2. [J
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Lemma 3.21 (Gaussian mass on an affine subspace). For a full rank lattice L C R", a cosetu+ L,
a proper affine subspace H, and o > 2n.(L), where 0 < ¢ < 1/16,

1+¢
Pr [veH]< .
v~Dui .o 2(1 - €)

(6)

Proof. Write ps(X) = D> xex e 7IIxl2/7"  Since n:(2L) = 2n.(L), smoothing for 2L and L gives

(1+¢)o"
2ndet L’

(1-¢)o"

pola+2L) < Tdet L

po(u+ L) >

If the intersection (u+ £) N H is nonempty;, it is a translate of the primitive subgroup £ N dir(H),
whose rank is at most n — 1. This subgroup extends to a basis of L, so the intersection meets
at most 2"7! residue classes modulo 2£. Summing the corresponding coset masses proves the
claim. ]

Lemma 3.22 (Efficient Gaussian sampling). Given a basis L of A, samples from D1, , can be
q

generated in probabilistic polynomial time, up to statistical error negligible in A, whenever

2,
o2 =

- w(y/log(A + n)).

Proof. Apply the standard basis-dependent discrete Gaussian sampler [GPV08] to the basis L/q
of A/q, with truncation and numerical precision chosen for negligible error in A. ]

nxXmy d

Lemma 3.23 (Joint leftover hashing with sign masks). Let q be an odd prime, let A ~ Z;,™, an
independently sample matrices R; ~ {—1,1}"™*% fori € [r]. IfC = Y, c;, then

C
A((A AR, AR). (A U,....Up) < — /g2,

where the U; are mutually independent and uniform. In particular, my > nlog, q + 24 + 2log, C
makes the distance at most 27%.

Proof. For odd ¢, two distinct sign vectors remain distinct modulo g. The usual leftover hash
argument therefore applies to each column. Replace the C product columns one at a time by
independent uniform columns, retaining A throughout, and sum the statistical distance bounds.
This gives the displayed bound. Notice that this is a joint statement over random A, not a state-
ment conditioned on every fixed value of A. O]

Lemma 3.24 (Nearest plane [Bab85]). There is a deterministic polynomial-time algorithm which,
given a basis P € Q™4 of a lattice N’ and a targetu € Q?, returnsw’ € A’ satisfying

p 1/2
1 _ Vd
lu—u|l, < 2 (Z ||Px||§> < 7||P||z,oo-
i=1
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Lemma 3.25 (Basis conversion). Given a basis of a rank-d rational lattice L and d independent
vectors in L of Euclidean norm at most H, one can compute in polynomial time a basis B of L such

that
~ Vd +3
I8, <m 1Bl < m
2,00 ’

The same conclusion holds given a generating set of maximum column norm H.

Proof. Write the given independent vectors as the columns of S and express them in the supplied
lattice basis By: S = B(C for a nonsingular integer matrix C. Compute a unimodular U such that
UC is upper triangular, using a row Hermite normal form. The basis B = ByU™! then satisfies
span(bs, ..., b;) = span(sy,...,s;) for every i. The orthogonal projection of s; onto the comple-

bi) <H.Forj=2,...,d
2

andi = j—1,...,1, perform the integer column operation b; < b; — U’JEJ b;, where p;; is the
current Gram—-Schmidt coefficient. These operations preserve the lattice and its Gram-Schmidt
vectors, ensure |y;;| < 1/2, and give Ib;||2 < H? + (i — 1)H?/4. The normal form algorithm
computes its transformation matrices with polynomial bit complexity [KB79]; inversion of a uni-
modular matrix and these integer column operations also have polynomial bit complexity. For
a generating set, first compute a basis of the generated lattice after clearing denominators and

select d independent generating columns. [

ment of the preceding span is a nonzero integer multiple of b;. Hence ‘

Binary Gadgets. For d > 2, put ry := [log, d] and
g(; =(1,2,...,2"47),

For invariant factors dy, . . ., dp,, define

h

Gr = diag(g] ... g} ) € "N, kr = Z ra;.
j=1

If y; is represented by its canonical integer in [0, d;), ordinary binary expansion gives z3 € {0, 1}
with Grzs =y over Z.
For the signed residual gadget, let M € N with M > 1 and set

rm - |_10g2(M + 1)], Gn,M =1, ® ng\4+1'

For every a € Z" with ||al|,, < M, define sdecj(a) by taking the binary expansion of |a;| and

multiplying its digits by sgn(a;). Then
sdecy(a) € {—1,0,1}"™, Gpmsdecy(a) =a

over the integers. The use of M + 1 makes the representation valid also at the inclusive endpoint
lai| = M.
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Preimage Lattices and Short Generators. ForD € ZZXN and U € ZgXt , write

A$(D) ={Z € ZV*' : DZ = U mod g}.
The Gaussian on this set is sampled independently columnwise and is exactly the distribution
D~(U, s) from Eq. (3). Write A*(D) = {z € Z" : Dz = 0 mod ¢} and Ggqq = 1; ® g;.
Lemma 3.26 (Short generators from a gadget trapdoor). Let q be an odd prime, let D € ZgXN , and
let T € ZNxe satisfy DT = Gy, mod g, where ¢ = d[log, q]. One can compute a generating set of

TH Ve + 5.

2—>2

A+ (D) whose columns have Euclidean norm at most 1 + ’

Proof. Write G = Gg and let F € {0, 1}**N be the columnwise binary expansion of the canonical
representatives of D, so GF = D mod q. There is a basis Sg of A*(G) with maximum column
norm at most /[log, g| + 5: in each gadget block use the carry vectors 2e; — e;;; and the binary
expansion of q. Their determinant has absolute value q per block, equal to that kernel’s index.
The columns of L
[In — TF | TSg ] (7)

generate A*+(D). They belong to this lattice, and for every z € A*+(D), Fz € A*(G) and
z=(In— TF)Z + TFz.

Each generating column has the claimed norm, since columns of F have norm at most v/c. This
proves the algebraic claim without imposing the sampler’s dimension or width conditions. [

3.5 Quotient Decomposition and Smith Normal Form

Definition 3.27 (Quotient coordinates). Let L,P € de”l be nonsingular, with A = LZ¢ C N =
PZ¢, and put T := N’/A. The matrix H := P~'L is a nonsingular integer matrix. Its Smith normal
form is
EHF = diag(ey, . . ., eq), 1<e;|e|--|eq (8)
where E,F € Z%? are unimodular. The positive integers e; are the invariant factors. Let i; <
- < iy be precisely the indices for which e;; > 1, and put d; := e;,. Define the matrix of quotient
representatives by
B:=[PE'e;, | --- | PE'e;,] € Q¥ ©9)
where e; is the ith standard basis vector. Foru’ € A’, its quotient coordinates y = (yy,...,y,)7 are
defined by taking y; to be the canonical representative in {0,...,d; — 1} of(EP_lu’)ij mod d;. The
associated binary gadget Gr has width kr = Z?Zl [log, d;].

Lemma 3.28 (Quotient decomposition). The data in Definition 3.27 can be computed in polynomial
time from the rational bases L, P and the rational vectoru’ € A’. They satisfy

h h
r=@ziz |F|:|detH|:l—ld~, u - By € A.
j=1

J=1

One can also compute z3 € {0, 1}*" with Grzs = y over the integers. Ifh > 0, the exact width satisfies
0 < kr —log, |T'| < h; it need not equal [log, |I'|1. Ifh = 0, then A’ = A and kr = 0; the coordinate
vectors and generator and gadget matrices are empty, with By = 0.
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Proof. The Smith normal form and its transformation matrices can be computed with polynomial
bit complexity [KB79]. Multiplication by P~ identifies I' with Z¢/HZ?. Since FZ¢ = Z%, multipli-
cation by E identifies this group with @?:1 Z/e;Z. Omitting the trivial factors gives the asserted
decomposition and cardinality.

For each j, applying EP~! to column j of B gives e;;. Thus every coordinate of EP (v’ -By)is
divisible by its corresponding e;, including the coordinates with e; = 1. Consequently this vector
belongs to EHZ?, which proves u’ — By € A.

Binary expansion of each y; € {0,...,d; — 1} gives the claimed z3 in polynomial time. Finally,
log, |T| = X;log, d;, and each difference [log, d;] — log, d; lies in [0, 1). Summing proves the
width bound. The empty case follows by taking empty sums to be zero and empty products to be
one. [

4 A Worst-Case to Average-Case Reduction for Succinct SIS

We prove the reduction described in the technical overview. A succinct SIS solver first gives one
short vector of A that lies outside any fixed proper subspace with probability at least an inverse
polynomial in A. Repeating this step gives n independent vectors and then a shorter basis of the
full lattice. Iterating the basis improvement proves the worst-case reduction.

All dimensions and input bit lengths are polynomially bounded in the security parameter A,
and n = w(logA). Supplied scalar parameters are rational, with binary numerator/denominator
encodings of polynomial length. We use a supplied inverse-polynomial lower bound on the
solver’s success to set the maximum number of trials in each solver repetition. Gaussian sam-
pling, numerical approximation, and failure to obtain full row rank within A attempts contribute
a negligible error per invocation. The proofs first analyze exact initial Gaussian samples and then
include this error.

4.1 The Worst-Case Problem

Definition 4.1 (Superlattice SVP). Fix a positive integer £. An instance consists of a basisL € Q™",
where
A =L7Z" L =L®L, Ap =A% =L,z2",

together with a basis P € Q™" of a superlattice

A[ g AI g an‘
Write P = [p1] - - - |pen]. The promises are
max ||p;ll, < B, IA'JA,| < 2.
i€[¢n]

The goal is to output a nonzerov € A with ||v|[; <y’. We denote this problem by SuperSVP, ,; 5 ..

4.2 The Reduction and Its Parameters

Fix A > 4, integers n,f,k > 1, bounds B,y > 1, and put ¢ = 274, Taking f > 1 is without loss
of generality, since a smaller promise bound can be enlarged to 1. Throughout this section, ||M||
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denotes the spectral norm of a matrix M. In particular,

EH < |IL||, since each Gram—-Schmidt
2,00

vector is an orthogonal projection of a column of L.
Given an instance (L, P) from Definition 4.1, let dy, . . ., dy be the nontrivial invariant factors
of I' .= A’/A; and put

h
kp = Z Mog, d;1.
=1

j
For the trivial quotient, h = kr = 0. The reduction is also given a parameter oy € Q~, satisfying

00 = 215-a+2(A).

All parameter choices below use the original input basis L and remain fixed throughout the re-
duction.

Table 1 summarizes the parameter roles and dependencies. In particular, the relation between
the security parameter and the lower bound on the Gaussian sampling width is

A — ¢g/4= 2_(/”2), 00 = 215-0+2)(A).

Thus A alone does not determine oy: the lower bound also depends on the scale and geometry of
A. For a fixed lattice, increasing A cannot decrease the required lower bound.

The cardinality promise gives kr < 2k, as shown in the proof of Lemma 4.5. The construction
uses the exact hint width kr; the bound 2k is used only in the common parameter bounds. Alter-
natively, one may pad the quotient gadget and its coeflicient vector with zeros to width 2k, and
sample the masking matrix with 2k columns. The resulting matrix W then has 2k columns, and
the same proof gives a reduction to sSIS, p g2k, -

Choose an integer p and an odd prime q satisfying

L|||[L!
p > max {LM}, (10)

00
pBNER* L
(o) '

q > 17 max {1, k|IL]l, (11)

Define the common residual bound and the matrix dimensions by

LY Ve
ryv o= |710g2 (w + ZPﬁ\/E n3/2>—‘ , M = er — 1, (12)

mgy = (3n|’log2 ql +4A + 2log,(2nry + 2{’kﬂ , (13)
m:=my+n+ nry, Vdet = 2mon/ra;. (14)

Finally, fix the trapdoor width by requiring
s > (fm + 2k) (Zpﬂn\/E +nry + Zk) log(¢n). (15)

These choices determine the target sSIS, gk, for the given input instance. The Gaussian
width o used inside the reduction may change from one round to the next; the public parameters
above remain fixed.
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Parameter Meaning Relations and dependencies

A€ Security and statistical ¢ = 27%; dimensions are polynomial in A, and n = w(log ).
accuracy

n,{ Lattice dimension and A C R", A; = A®; the SIS matrix A has n rows.
number of copies

k,p Size and quality of the |A’/A;| < 2% and max; llp:ill, < B.
hint

kr Number of SIS hint kr = Z?:l [log, d;] < 2k, where d, .. ., dp, are the nontrivial
columns invariant factors of ' = A’/Ay; kr = 0 for the trivial quotient.

The matrix W has kr columns.

0y Supplied upper bound on ¢y > 21,-a+2(A): depends on the input lattice and smoothing
the smoothing parameter accuracy.

Y, 0 Solver guarantees ||x||, <y with success at least § > 1/ poly(A); & controls

repetition.

p Integer rounding scale Depends on L, LY n¢t 0 through Equation (10); scales the

residual before rounding to an integer vector in Lemma 4.5.

q Odd prime modulus Depends on L, n, ¢, k, B, p, oy through Equation (11); iteration

also requires q > 4yyget/.

rv, M Residual bit length and M = 2™ —1; determined by p, g, L Lne, S in Equation (12).
magnitude bound

Mo, m Initial Gaussian columns  mg depends on n, g, A, ry, £, k in Equation (13);
and total SIS width m=my+n+ nry.

Ydet Coefficient of the Ydet = 2mona/rar; appears in ||Q|| < ygeto + 0y from Lemma 4.6,
sampling width in the except with negligible probability; Q is the matrix used to
norm bound compute v = Qx.

s Published trapdoor Lower bound from ¢, m, k, p, B, n, rpr in Equation (15); used to
Gaussian width sample T.

gj Gaussian width in round j o¢; = max{oy, (A/q)”fj\;“z oo} for j > 1; samples columns from

Dhjgo;- ’
Y Final lattice vector length y’ = 4yy4.t00; an absolute Euclidean norm bound.

bound

Table 1: Parameters of the worst-case to average-case reduction. All parameters above o; remain
fixed; only the sampling basis and its width change between rounds.

Theorem 4.2 (Worst-case to average-case reduction). Let (L, P) be any instance of Definition 4.1,
let oy be supplied as above, and let the parameters satisfy Equations (10) to (15), and suppose addi-

tionally that

q 2 4yYdeth. (16)

If there is a probabilistic polynomial-time algorithm solving sSISy, ;g s k;.s,, With probability at least
6 > 1/ poly(A), then there is a probabilistic polynomial-time algorithm that, on the given instance,
outputs a valid solution to SuperSVP, ,; 5., where

Y = 4yYdet0o.
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Its success probability is at least 1 — negl(A).

Proof. On input (L,P), run the following algorithm with the chosen succinct SIS parameters
(n,m, q, ¢, kr, s, y) from Table 1 and the supplied success lower bound é.

1. Set Ly =L and

2,00

2YYdet00

J = |log, max ¢ 1,

2. Forj=1,...,] —1,set

A
o[ 4}

Run Theorem 4.3 with input (L, P,L;_;, o) and fresh randomness. Abort if the call fails;
otherwise let L; be its returned basis of A.

3. Set o7 = max{oy, (A/q)HI"]\_/lH }. Run Theorem 4.4 with input (L,P,L;_, 0y) and fresh
2,00

randomness at most [241n(2)/8] times. Output the first vector v satisfying L™!'v € Z" and
0 < ||Vl < y(ydeto7 + 00); abort if no trial succeeds.

For each successful basis call j € [J — 1], Theorem 4.3 gives

HLJHZOO < ¥(Vdetoj + 00)

Y)/d t
< 2)YdetO0 + —— i1,

B

the final step. Iterating therefore gives

Here we used yget > 1 and Equation (16). The same upper bound, with j = J, applies to ||v||, in

8 o~
¥l < Zyvaaco + 47 < ayyaecn =

The strict inequality follows from the choice of J, which gives 4~/ HEH < ¥Ydet0o/2. The final
2,00

step checks that v € A and that v is nonzero.

Let b be A plus the total binary encoding length of (L, P), the fixed numerical parameters
(including o), and the supplied bound 8. Since ||L|| < n2” and 6y > 27°, the definition gives
J = O(b). The preceding bounds and the column norm guarantee of Theorem 4.3 bound all
entries of L; in magnitude by 20®) In Jowest terms, their denominators divide the product of the
denominators in L, which is at most 2°. Thus every intermediate basis has polynomial bit length
in b. There are at most J — 1 calls to Theorem 4.3 and [21 In(2)/5] calls to Theorem 4.4 in the final
step. Their total running time is poly(b, 1/8) = poly(A) under the standing assumptions.

Conditional on preceding successful calls, each basis call fails with probability negl(1). Condi-
tional on their success, each final trial succeeds with probability at least § —negl(1) > §/2 for suffi-
ciently large A. The probability that all final trials fail is therefore at most (1—§/2)[?4n@/01 < 2=4,
The total failure probability is at most (J — 1)negl(d) + 27 = negl(A). O
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4.3 From One Vector to a Short Basis

Theorem 4.3 (A short basis). Fix an instance (L, P) and choose oy and the parameters as in Sec-
tion 4.2; in particular, they satisfy Equations (10) to (15). Suppose a probabilistic polynomial-time
algorithm solves sSIS, p, ¢ ¢ kr.s.y With probability at least § > 1/ poly(A). Given a basis Lsayp, € Q™"
of A, and a width
3 17)
2,00

put H = y(ydeto+00). There is a probabilistic polynomial-time algorithm producing a basisB € Q™"

of A such that
Vn+3
2

A

0 > max {00, —
q

—_—

Lsamp

H.

B <H Bl <
2,00 ?
The algorithm succeeds with probability at least 1 — negl(A).

Proof. On input (L, P, Lsamp, 0), run the following algorithm with the chosen succinct SIS param-
eters (n,m, q, ¢, kr, s, y) from Table 1 and the supplied success lower bound §.

1. Initialize an empty list of retained vectors, whose span is {0}.

2. Fori =1,...,n, make at most [(4/8)(AIn2 + Inn)] calls to Theorem 4.4, each with input
(L, P, Lsamp, 0) and fresh randomness. Retain the first output v satisfying L™'v € Z", ||v||, <
H,and v ¢ span(vy, ..., v;_1). Name this vector v; and proceed to the next stage. If no such
vector is found within the stated number of attempts, output L.

3. Apply Lemma 3.25 with the original basis L and the retained vectors vy, ..., Vv, to obtain a
basis B of A. Output B.

If the algorithm reaches the final step, its checks ensure that vy, ..., v, are linearly indepen-
dent vectors of A of norm at most H. With dimension n, Lemma 3.25 therefore gives

Vvn+3

2

H.

B <H Bl <
2,00

Let b be A plus the total binary encoding length of (L, P, Lsamp, 0), the fixed numerical parame-
ters, and the supplied bound §. There are at most n[(4/5)(A1n 2 +1n n)] calls to Theorem 4.4, all on
the same input. Each call has running time and output bit length polynomial in b. The member-
ship, norm, and independence checks and the basis conversion have polynomial bit complexity.
Thus the total running time is poly(b, 1/8) = poly(1) under the standing assumptions.

Conditional on all preceding calls, the span of the retained vectors is fixed and proper until
the list has length n. The next call uses independent fresh randomness, so Theorem 4.4 gives
acceptance probability at least §/4 for sufficiently large A. Conditional on reaching a stage, its
failure probability is therefore at most

2—/1
(1 = 5/4)[@AIn2+lnn)] o 2
n

A union bound over the n stages gives total failure probability at most 274, [
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Theorem 4.4 (One short vector). Under the parameter and solver hypotheses of Theorem 4.3, there
is a probabilistic polynomial-time algorithm that, on input (L, P, Lsamp, 0) as in that theorem, outputs
1 or a nonzerov € A satisfying

[vllz < y(yaeto + 00).

It outputs a vector with probability at least & — negl(1). Moreover, for every fixed proper linear
subspace H C R", the probability of outputting a vector in A \ H is at least §/4 for all sufficiently
large A. The algorithm makes at most one call to the succinct SIS solver.

Proof. On input (L, P, Lsamp, o), run the following algorithm with the chosen succinct SIS param-
eters (n,m, q, ¢, kr, s, y) from Table 1.

1. Run the algorithm that constructs a succinct SIS instance in Lemma 4.5 with input
(L, P, Lsamp, 0) and fresh randomness. Let (A, W, T) be its public instance and Q the matrix
it retains.

2. Run the succinct SIS solver on (A, W, T) with independent fresh randomness. Output L
unless its output x € Z™ satisfies Ax = 0 mod g and 0 < ||x||, < y.

3. Compute v = Qx. Output v if 0 < ||v||, < y(ydeto + 00), and L otherwise.

The algorithm that constructs a succinct SIS instance in Lemma 4.5 guarantees that gL™1Q is
integral and congruent to A modulo g. Thus every accepted solver output satisfies L™!Qx € Z",
so v € A. The last step checks that v is nonzero and satisfies the norm bound.

Let b be A plus the total binary encoding length of (L, P, Lsamp, 0) and the fixed numerical
parameters. The algorithm that constructs a succinct SIS instance in Lemma 4.5 has running
time and output bit length polynomial in b. There is at most one solver call, and the remaining
matrix operations and checks have polynomial bit complexity. Hence the total running time is
poly(b) = poly(A) under the standing assumptions.

Let & be the event that the solver returns a valid solution. By Lemma 4.5, the public triple
is negligibly close to the succinct SIS input distribution, so Pr[E] > & — negl(A). By Lemmas 4.6
and 4.7, the probability that & occurs but Qx is zero or has norm greater than y(ygeto + 09) is
negligible. Thus the algorithm succeeds with probability at least § — negl(1). For any fixed proper
subspace H, Lemma 4.8 bounds Pr[& and Qx ¢ H]. Subtracting the probability that & occurs and
|1Qx|l, > y(ydaeto + 0p) shows that the probability of outputting a vector outside H that satisfies
the norm bound is at least %Pr[(‘}] — negl(d) > §/3 — negl(A). For sufficiently large A, this is at
least §/4 because § > 1/ poly(A). Since 0 € H, any vector outside H is nonzero. ]

4.4 Converting the Hinted Instance to Succinct SIS

We now prove the two ingredients used by the one-vector theorem. The first constructs (A, W, T)
while retaining Q with columns in A/q and gL7'Q = A mod q. The second analyzes v = Qx,
using the conditional distribution of the Gaussian columns after the solver’s input and output
have been fixed.

Lemma 4.5 (Construction of a succinct SIS instance). Let the parameters, the instance (L, P), the
sampling basis Lgamp, and o satisfy the hypotheses of Theorem 4.3, without assuming a solver. There
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is a probabilistic polynomial-time algorithm that produces the public triple

X tnxk; (tm+kr)xt
AEZZ m, WeZqﬂ 1“’ TEZ m T nrq’
wherery = [log, ql, and retains Q € (éA)m satisfying gqL7'Q = A mod q. The public triple (A, W, T)
is within negligible statistical distance of the input distribution of sSIS, m ¢.¢ kr.s.-

Proof. By Lemma 3.22 and Equation (17), independently sample v; ~ Dy g, for i € [mo], using
Lsamp/q as the sampling basis, and set

Vi=1[vy| [Vl A = gL'V mod gq. (18)

By Section 3.5, compute its nontrivial invariant factors dy,...,d; > 2 and quotient generators
B € Q" The associated binary gadget Gr has h rows and width

h h
kr = ) Tlog, d;] <2 log, d; = 2log, |T'| < 2k, (19)
j=1 j=1

where [log, d;] < 2log, d; since d; > 2. For the trivial quotient, h = kr = 0 and the same bound
holds. Round each column of BGr to A,;/q by nearest plane with the original basis L,/q, obtaining

fnil~
B e (agt,  18Gr - B, < Y] (20)
q ’ 26] 2,00
Put C := gL, !B’ € Zmkr,
Encoding a target. For a target u € Z‘", let u € {0,...,q — 1}" be its canonical representative.

Nearest plane with P gives u’ € A’ such that r = L,2i/q — u’ has norm at most V¢nf3/2. Compute
the quotient coordinate y of u’ and its binary encoding z3 € {0,1}*", so that Grz; = y and
u’ — By € A;. Define

Teorr =T + (BGr — B)z3. (21)

Writing a = u’ — By € A gives reo;; = Lyu/q — a — B’z3. Consequently,

Teorr € éA[, Czs + nglrcorr =u mod q. (22)

The nearest-plane bounds, kr < 2k, HEH < ||IL||, # = 1, and Equation (11) give directly
2,00

Ven kr ||~ 19
Hrcorr”z < T (ﬁ+ iHLHz(x)) < 3_4ﬂ\/5 < ﬁ%

Set

- _ n
o B S Y L/ @

p
For the corrected residual, compute z; = | preorr| € Z" and e, = z; — preorr. Then |le ||, < VEn/2

and ||z1||, < 2pBVin, since ||reorrll, < fVEn and pf > 1. The remaining error is the integer vector
Z = qL; ' reonr — (I; ® K)z4

= —I%L;lez — (I, ® Ag)z;. (24)
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Its norm is at most q||L_1||\/E/(2p) + ppVen3/2 < 2'v=1 < M. The signed binary decomposition
from Section 3.4 therefore gives z, € {—1,0, 1}’" such that

qulrcorr = (It’ ® K)Zl + (Ié’ ® Gn,M)ZZ- (25)

The bound M is computed from the original input basis and remains unchanged throughout basis
improvement.

Publishing the masked encoders. Independently of V, sample
R1 ~ {_1, 1}mo><n’ R2 - {_1’ 1}m0><nrM’ S ~ {_1’ 1}t’m0><kr.

Publish the matrices

A=[A¢ | ARy +K | AoRy + G ], (26)
W :=C+ (I, ® Ay)S (27)

over Zq. Retain
Q:=[V|VR; + éLK | VR, + %LG,,,M]. (28)

All its columns lie in A/q, and
gL™'Q = A mod g. (29)

If rank(A) < n, discard the sampled state and restart with fresh randomness, beginning with
the Gaussian columns. If all A attempts fail, return fixed all-zero matrices of the dimensions
in the statement. Otherwise, the tuple (V,Ry, Ry, S) is distributed as in a single attempt of the
construction conditioned on rank(A) = n.

Producing the Gaussian trapdoor. Let D = [I, ® A | W]. For each column u of U = Gy,
compute z1, Zy, Z3 as above and set

Zy = —(I[ ® Rl)zl - (I[ ® Rz)Zz — Sz3.
Let IT, be the column-permutation matrix characterized by
L ® ATl = [I; ® Ag | I; ® (AgR; +K) | I; ® (AgRz + Gpup) |-

Thus I, places the blocks of z, z;, z; belonging to each copy of A consecutively, in the order
expected by I; ® A. For the target column u, construct the preimage

7= <Hf(zg ,Zle, 2 T) e Zimtkr (30)
3

The three masked products cancel in Dz, leaving
Dz = (I, ® K)z; + (I; ® G m)z2 + Cz3 =u mod g
by Equations (22) and (25).

Every entry of z; has absolute value at most 2pfAnV?¢ + nry; + kr: a row of Ry has norm +/n,
the corresponding block of z; has nry; ternary entries, and z; has kr < 2k binary entries by
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Equation (19). This also bounds all other entries of z. Collecting the preimages z constructed in
Equation (30), one for each column of U, gives T € Z(™+k)xmrq gsatisfying

DT = Gyng mod gq.

Every entry of T has absolute value at most 2ppnVe +nry +kr. Since m+kr > m > 3¢n[log, q]
and kr < 2k, Equation (15) implies

s > (fm + kr) (Zpﬁn\/Z + nry + kr) log(¢n).

Thus Lemma 3.6 applies with row dimension fn and column dimension fm + kr. Apply
SamplePre(D, T, U, s) independently columnwise to obtain the published trapdoor T.

Let st := (V, Ry, Ry, S) denote the retained tuple. For every fixed value of st with rank(A) = n,
the trapdoor T constructed from these preimages satisfies DT = U mod g and the entry bound
above. For comparison, define Tjge, by sampling its columns independently from D™Y(U, s) with
fresh coins. Thus Equation (5) gives

A ((st, T), (st, Tideal)) < tnrg 27,

Set Ssamp = £nry 27" This calculation uses exact initial samples. The conditional distribution of

Tideal depends on st only through (A, W).

The public distribution. We work with exact Gaussian samples, without conditioning on
rank(A) = n. Write SU, . . ., S© for the m( X kr block rows of S. The following experiments output
a pair of public matrices; changes from the preceding experiment are highlighted in blue.

Expt,., is the distribution of (A, W) defined in Equations (26) and (27).

Expt, samples the masks as in the real experiment, samples U, ~ ngmo independently, and
outputs

Ups®W
[U0|U0R1+K|U0R2+GH)M],C+
UOS([)

Expt, samples U, and S as in Expt;, independently samples
U1 ~ Zan U2 ~ annrM
q ° q >

and outputs
Uos(l)
[Up Uit +K | Uz +Gym].C+ |
Uos(f)

Expt,,,q samples Uy, Uy, Uy as above and samples Ug/jv) ~ ZZXkF for every j € [£]. It outputs

o
w
[Up|U; +K | Uz +Gpm].C+ |
-

w
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We compare consecutive experiments as follows.

1. By Lemma 3.20, each column of A, is within distance ¢/2 of uniform because ¢ > oy >
Ne/4(A). Replacing its my columns one at a time by independent uniform columns and
summing the statistical-distance bounds gives a total distance of at most mye/2. Sampling
Ry, Ry, S independently and computing (A, W) by the same formulas in both distributions
cannot increase this distance. Thus

moé€

A(Expt,.,, Expt;) < —

real’

2. Apply Lemma 3.23 to (Uy, UgRy, UgR;), whose two masked matrices have n + nry; columns
in total. In both distributions, sample S independently, compute W = C+ (I, ® Uy)S, and add
K and G,y to the respective blocks of the first matrix. These identical operations cannot
increase statistical distance, so

+
A(Expt,, Expt,) < k anM \/ g2,

3. Apply the same lemma to (U, UpSW, ..., UsS®). The products UpSY) have fkr columns
in total. In both distributions, append independent uniform matrices U;, U,, form [Uj |
U; + K | Uy + G, ], and add C to the stacked blocks of the second matrix. These identical
operations cannot increase statistical distance, so

tk
A(Expt,, Expt,,4) < TF\/q"Z_mO.

The two matrices in Expt,, 4 are independent and uniform. Since n + nry; + tkr < 2nry + 2¢k,
the triangle inequality gives

myé
A(EXpt,eap EXpt ang) < Spubs Spub = —~ + (nry + tk)\/q"27m.

Equivalently,
A((A, W), Unif(Z2™™ x ZE™40)) < Spup.-

A uniform nXm matrix has rank less than n with probability at most ¢"~™. Hence rank(A) = n has
probability at least & :== 1 —¢"™™ — §pup, and conditioning both distributions on rank(A) = n gives
distance at most 26pup/a. Set Srank = 28pun/a. In both distributions conditioned on rank(A) = n,
append a matrix whose columns are sampled independently from D™'(U, s), where D = [I, ® A |
W]. Using the same conditional distribution given (A, W) does not increase statistical distance, so
the public triples are within statistical distance d;ank. This comparison concerns only the public
triples. The Gaussian columns of V and the matrices Ry, Ry, S retain their original joint distribution
conditioned on rank(A) = n for the analysis of Qx.

The parameter choices imply that Spub, Srank, and Ssamp are negligible and that a > 1/2 for
all sufficiently large A. Finally, quotient decomposition, nearest plane, and the integer encoding
operations have polynomial bit complexity. The probability that rank(A) = n in one attempt is at
least 1/2 for sufficiently large A, so the probability that all A attempts fail is at most 27*. Approxi-
mate Gaussian sampling and numerical approximation contribute only negligible statistical error.
Together with the negligible probability of using the all-zero fallback, this proves the claim. [J

40



4.5 Lifting a Succinct SIS Solution

Throughout this subsection, use the parameters and the algorithm that constructs a succinct SIS
instance in Lemma 4.5. The parameters are summarized in Table 1. For x = (x;,X],X,)' €
ZM X 2" x 2" define

1 1
v = Qx = V(xg + Rix; + Ryx3) + —LKx1 + —LG,, ;1Xo. (31)
q q

If the construction returns its all-zero matrices, define v .= Qx = 0 directly. Whenever Ax =
0 mod g, Equation (29) gives gqL'Qx € gZ", so v € A.

Fix any algorithm that, given only (A, W, T), uses independent randomness to produce an
answer. Let & be the event that this answer is a vector x € Z™ satistying Ax = 0 mod q and
0 < [|x]|; < y. On =&, use x = 0 when evaluating Qx.

Comparison Experiments. The following experiments output (st, A, W, Q,T), where st =
(V,Ry, Ry, S) is the tuple retained by the construction. Each experiment then runs the fixed algo-
rithm on its public triple with independent randomness and records x and & as above. Changes

are highlighted in blue.

Expt, runs the algorithm that constructs a succinct SIS instance in Lemma 4.5, with in-
put (L, P, Lgamp, 0), including its maximum of 1 attempts. If all attempts fail, it returns the
prescribed all-zero matrices and sets st = L.

Expt, uses exact initial samples from D, 4, in a single attempt of the construction, condi-
tioned on rank(A) = n. It computes A, W, Q by the same formulas and produces T using
SamplePre as in Lemma 4.5.

Expt, samples (st, A, W,Q) as in Expt,, sets D = [I[, ® A | W] and replaces T by
Tidgeal ~ D™ (Geng, s), sampling the columns independently with fresh randomness.
We compare consecutive experiments, retaining all the listed matrices.

1. Replacing the approximate initial Gaussian samples by exact samples changes the joint
distribution by negl(1) over at most A attempts. With exact samples, the first successful
attempt has the single-attempt distribution conditioned on rank(A) = n. The probability
that all attempts fail is at most 27* by Lemma 4.5. Including the numerical approximation
errors therefore gives A(Expt,, Expt;) < negl(1).

2. The joint sampling bound in the proof of Lemma 4.5 gives
A(Expt,, Expt,) < ¢n[log, q] 27" = negl(A).

The matrices A, W, Q are functions of st, so the bound for (st, T) also holds jointly with
these matrices.

Running the same algorithm with independent randomness and evaluating x and & cannot in-
crease either distance. Write Pr; for probability in Expt;. For every event ¥ determined by the
retained matrices and algorithm’s answer, the triangle inequality gives

\Por[ﬂ - };r[ﬂ\ < negl(}). (32)

Unsubscripted probabilities in the following statements refer to Expt,.
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Lemma 4.6 (Norm of the lattice vector). Except with negligible probability, simultaneously for
everyx € R™ with ||x||, <y,
1Qx[; < ¥(aeto + 00).

Proof. We first bound ||Q|| in Expt,. Before conditioning on rank(A) = n, Lemma 3.20 gives
VIl < IVl < oy/mon except with probability mg2~"*!. For every choice of Ry, Ry,

[0 1R | Ro)| < 2.

Whenever this bound on || V|| holds, ||V[Im0 | Ry | R2]|| < 2monATy 0 = YdetO.
Using LK/q =1,,/p + LAk /q and ||G,,M|| < 2™ in Equation (28) gives

1 n|Lj]  2™][L]
19l S}’deto""z_)"‘ +

2q q
1+ 2|[LI|[L7 Ve |[L)i(n + 8ppVEn®?)
< }’deto"" +
p 2q
3|ILI|[LM|Ven  9pBVE n3/2|L
< oo + UL Ve oppEn iy
4 2q
(o)} 90'0
< YdetO' + ? + g < YdetO' + 0y.

The second line uses the definition of ry;. The third uses ||L||||L_1||\/E > 1 and ppVen®? > n.
The fourth uses Equations (10) and (11).

The event rank(A) = n has probability at least 1/2 for sufficiently large A. Conditioning on
it increases the probability that ||V|| > o+/mon by at most a factor of two, giving 2my27"*! =
negl(1) because n = w(log 1) and my is polynomially bounded. By Equation (32), ||Q|| < yqeto +
oy also holds in Expt, except with negligible probability. Multiplying by ||x||, < y proves the

simultaneous bound. OJ

Lemma 4.7 (Probability that the lattice vector is zero). For the algorithm and event & defined
above,

Pr[&E and Qx = 0] < negl(A).

Proof. In Expt,, we first bound the probability that & occurs and xy + Rix; + Ryxy = 0. If x; =
X, = 0, this coeflicient vector is X, which is nonzero on &. Otherwise, some coordinate of x; or
X, 1S nonzero.

Fix a column position j of R; and consider the event that & occurs, x; j # 0, and the coefficient
vector is zero. Before conditioning on rank(A) = n, fix Ay, S, all columns of Ry, all columns of
R; other than (R;). j, the randomness used to sample Tjgea1, and the algorithm’s randomness. On
inputs with rank(A) < n, declare & false and set x = 0. Otherwise, the solver’s input (A, W, Tigea1)
depends on the uniform sign column (R;). ; only through Ay(R;). ;. For each fixed value of this
product whose output satisfies & and x; ; # 0, the equation

Xo + Z(Rl)*,txl,t + RZXZ + (Rl)*,jxl,j =0
t#j
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has at most one solution for (R;). ;. There are at most ¢" products, and each sign column has
probability 27, so the event has probability at most g"27™. The same argument applies to each
column of R; and R;. A union bound over their n+nry; < 2nry; columns, followed by conditioning
on rank(A) = n, therefore gives

Pzr[S and xg + Ryx1 + Roxp = 0] < 4nryq"27™ = negl(A). (33)

Here conditioning costs at most a factor of two, and negligibility follows from the choice of mj
in Equation (13).

Next, on & with xo + Ryx; + Ryx, # 0, choose the first index i for which (xo + Ryx; + Ryxy); #
0. Condition on Ay, Ry, Ry, S, Tigeal, the algorithm’s randomness and output, and all Gaussian
columns except v;. These values determine &, the coeflicient vector, and the index i. The condi-
tional distribution of Tjge, given (V, Ry, Ry, S) depends only on (A, W). These public matrices and
the event rank(A) = n depend on V only through Ay. Thus the fixed variables restrict v; only to
its residue class a; + A, and its conditional distribution is

e‘””“’”%/"zl[w €a; +A]
pa(ai + A)

I;r[vi = w | the fixed variables] = (34)

Here po(X) = Y yex e IWI2/o",

Under this conditioning, Equation (31) expresses Qx = 0 as an affine equation in v; whose
coefficient (x9 + Rix; + RyX3); is nonzero. It therefore forces v; to at most one point. Since
o > 0y = 21.(A), Lemma 3.20 bounds this conditional probability by 27"(1 + ¢)/(1 — ¢). Averaging
and adding Equation (33) gives

1+
P;r[S and Qx = 0] < 2_”1—8 + negl(1) = negl(A).
—¢
The last equality uses n = w(logA). Applying Equation (32) to this event proves the claim in
Expt,. [
Lemma 4.8 (Probability of a lattice vector outside a fixed subspace). For the algorithm and event
& defined above and every fixed proper linear subspace H C R",

Pr[& and Qx ¢ H] > %Pr[(‘}] — negl(4).

Proof. In Expt,, condition on the variables specified in the proof of Lemma 4.7, on & with x( +
Rix; + Ryx; # 0. By Equation (31), the condition Qx € H restricts v; to a proper affine sub-
space because (xo + R;x; + Ryx3); # 0. Applying Lemma 3.21 to the conditional distribution in
Equation (34) gives

1+  1-3¢ >1
20—¢) 201 -¢) 3

I;r[Qx ¢ H | the fixed variables] > 1

since ¢ = 27 < 1/16.
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Average over the fixed variables on the stated event and use Equation (33). This gives

\%

Pzr[S and Qx ¢ H] (f;r[S] - Pzr[8 and x¢ + Rix; + Ryx, = O])

1
3
1P[S]— [(A
5 b negl(A).

%

Finally, apply Equation (32) to both & N {Qx ¢ H} and &:

I;r[S and Qx ¢ H] > I;r[S and Qx ¢ H] — negl(1)
> 1321‘[8] — negl(})

=

Wk W=

POr[S] — negl(A).

4.6 The Opposite Implication

In this subsection, we reduce average-case succinct SIS to worst-case SuperSVP with the param-
eter changes stated below. We first bound the smoothing parameter of the lattice associated with
the public hint.

Lemma 4.9. Let q be an odd prime, let n,m,k,¢ > 1 be polynomially bounded in A, and suppose
m > 2nlogq + 2. For every € > 0, with probability at least 1 — 27" over A ~ Zg*™, the following

holds simultaneously for every W € Zg”Xk:

P(AL(D) < 4\/ln(2({’m HROH1/O) W

T

Proof. For every fixed x € Zj \ {0}, the vector ATx is uniform over Zg. The interval (—q/4, q/4)
contains 2[q/4] — 1 integers, at most 2q/3 for every odd prime q. Hence

Pr[3y e Z™ : ||ATx + qy|l < q/4] < (2/3)™.

Taking a union bound over the ¢" — 1 nonzero residue classes gives an exceptional probabil-
ity at most ¢"(2/3)™ < 2"°84-™m/2 < 274 Qutside this event, A has full row rank over Zg4 and
A7(A(AT)) > g/4. Indeed, a nonzero kernel element would yield the zero vector in the preceding
event, while a nonzero vector in gZ™ has norm at least q.

Write W as vertical blocks Wy, ..., W, € ZZX]‘. Every vector of A(DT) has the form

ATxy + gy

: , x; €7, vy, €Z™ e 7k,
ATx, + qyy l yi y

L Wx; +qy

If some x; is nonzero modulo g, its corresponding block has maximum norm at least q/4. Oth-
erwise, every coordinate is a multiple of g, so any nonzero vector has maximum norm at least
q. Consequently, A°(A(DT)) > g/4, uniformly over W. The duality identity (A*+(D))* = g 'A(DT)
and Lemma 3.19 now give the claimed bound. O]
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Theorem 4.10 (The hardness of succinct SIS implies that of superlattice SVP). Let g be an odd
prime, let n,m,k, k', £ > 1 be poly(A)-bounded integers where mf + k = Q(A), and y, p, o > 0 reals
such that

(i) p= Y22 (140 -ntllogq] - Vme +k) - /nf[log q] +5

2

(ii) m > 2nlogq + 21

(iii) o > 2+/A +log(me + k) + 1
(iv) k' > kloggq

Then, every probabilistic polynomial-time solver for superlattice SVP with parameters (m, ¢, k’, f,y)
yields a probabilistic polynomial-time solver for sSIS, ;g ¢k, With only a 27 additive loss in
success probability.

Proof. We show a reduction from succinct SIS to the worst-case hardness of superlattice SVP.
Suppose that the challenger provided us with (A, W, T) € Zg*™ x ZZ*’Xk x Z{tm+kpntTlogq] gych that

(I, ® AIW]-T =1, ® G mod q ||T||2’oo <oVmf +k.
_.D

By the tail bound in Lemma 3.20, this event fails with probability at most nf[log ¢] 27™¢~*+1 4214,

The second term allows for conditioning A on full row rank: Lemma 4.9 fails with unconditional
probability at most 274, and full row rank has probability at least 1/2. Indeed, the smoothing
parameter 1,-2(A*+(D)) < 2\/ A +log(m¢ + k) + 1 < o with conditional probability at least 1 — 2!~
(see Lemma 4.9).

Let 77 : R™*k — R™ be the projection onto the first £m coordinates of the input. Define the
lattices A’ := m(A+(D)), A := A+(A). Notice that 7(A+(D)) is a lattice as the identity

VabeA*(D):  zx(a+b) = x(a)+ x(b)

proves that it is an additive subgroup of Z™.

The reduction proceeds by using the Micciancio—Peikert trapdoor T to generate a set S of
generators for A*(D) having Euclidean norm at most (1+ ¢ -nf[logq]- Vmf + k) - \/ ntllogq] +5
(this can be done efficiently by Lemma 3.26). Observe that 7(S) generates A’. Indeed, for every v €
N, there exists a vector w € A*(D) such that (w) = v. Moreover, there exists an integer vector ¢
such that w = Sc. From this we derive that v = (w) = 7(S)c. Notice also that || 7(S)||2,c0 < ||S]|2,c0-

Next, the reduction computes high-norm bases L and L’ for A = A*(A) and A’ = 7(A+(D)),
respectively. To derive L, it is sufficient to apply Lemma 3.15 on [gl,,|R] where the columns of
R generate the kernel of s : Z — Zg, ya(x) = Ax mod g (R can be efficiently derived using
Gaussian elimination over Z;). For L’ it is sufficient to apply Lemma 3.15 on 7(S).

Finally, the reduction uses Lemma 3.25 on L” and 7(S) to derive a basis P for A’ such that

IPll200 < % : <1 + o - nf[log q] ~\/m£’+k) -y/ntflogq] +5 < B.

The reduction outputs the vector x produced by the superlattice SVP solver on input (L, P).
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Observe that if the solver is successful, x is a nonzero vector of A = A*+(A) such that ||x||, < y.
This means that x € Z™ and Ax = 0 mod q.
It remains to show that (L, P) is a valid instance of SuperSVP,, ;. 5 . The matrix L is a basis

of A, while P is a basis of A’ such that ||P||s. < f. It also holds that A’ 2 A®‘. Indeed, for any
v € A = A*(A) and vector e; in the canonical basis of RY, we have e; ® v = 7(w) for

W = [ei ?V} c gmitk

Notice that Dw = e; ® Av = 0 mod g, so w € A-(D). This proves that e;®v € A’. Finally, let A; be
the lattice generated by I; ® L, define ¢ : A" — ng to be the map that sends v — (I ® A)v mod gq.

Notice that ker¢p = A,. We also have that Im¢ C WZI; . Indeed, every v € A’ coincides with zz(w)
for some w € A*(D) C Z™*k_ Now, if we denote the last k entries of w by y € ZF, we have that

0=Dw=(I,® A)v+ Wy = ¢(v) + Wy (mod g).
This gives ¢p(v) = -Wy € WZZ. By the homomorphism theorem, we obtain that
N/A; =N [kerp = $(A') € WZE.

We conclude that |[A’/A,| < IWZ’;l < gF = 2klogq < oK', O

5 Proof of Equivalence

In this section we show that decomposed LWE implies succinct LWE. A preliminary version of
this result appeared in [AAC*26]. Our main theorem is the following.

Theorem 5.1 (Decomposed LWE implies Succinct LWE). Let A € N be the security parameter and
let

n = n(d), k = k(), £=e) €N,
Odec = O-dec(/l)’ Osuc = O-suc(/l);
Xdec = Xdec()t): Xsuc = )(suc()t) € R+:

q = q(4) odd prime.

Assume that n,k,,10g q, Gdec, Osuc, Xdec» and xsuc are efficiently computable and polynomially
bounded in A. Let Sample(1") be any efficiently sampleable distribution over Z;. For either problem
below, the qualifier Sample means that the secret is sampled from Sample(1") instead of uniformly
over Zy. Define m := t’n[log q] and suppose that

n = w(log A), k > 2nflogq],
o = w(y/logA), Xdec = 0(1/log A),
ec
Odec = 2, Xsuc = 3M Ydecs

Osuc = 2({’3n[10g ql + k) log(¢n)

* OdecV/ ktn |—10g q-l .
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Then every probabilistic polynomial-time distinguisher for (¢£,Sample)-succinct LWE with pa-
rameters (n, m, k, Xsuc> Osuc» q) yields a probabilistic polynomial-time distinguisher for (£, Sample)-
decomposed LWE with parameters (n, k, Ydec> Odec> q), With only a negligible loss in distinguishing
advantage.

We now give a proof of Theorem 5.1 by combining Lemmas 3.4, 3.6 and 5.8. We first describe
the reduction and establish three statistical properties of its output.

Let A be a probabilistic polynomial-time distinguisher for (¢, Sample)-succinct LWE. We con-
struct a probabilistic polynomial-time distinguisher 8 for (£, Sample)-decomposed LWE.

Write the decomposed LWE input as (W, R,bT), where

W = Wi | | W,] € ngfk’ R=[R, |- |R]€ kal’nI’logq}.

The vector b7 is either uniform over Z(’Z” or is of the form sTA 4. + €T mod g, where s ~ Sample(1")
and e ~ Dzm . .

The Reduction. On input (W, R, bT), the distinguisher BA proceeds as follows.

1. If ||R|| > 204ecr/ktn[log q], return an independent uniform bit and terminate.

2. Compute o
Adec =W(I; ®R) + vec(I;))T ® G € ngm

and write Agec = [Ag | Arest], where Ag = WiR; + G.

3. Sample X ~ {-1,0, 1}nMlog q1x(m=nflogql) an{ set

g .= |InMlogql X Q=s= Iinoggt =X |
0 Ln—nlog g1 0 Ln-n[logq]
Define
W
A* = AgecS, W* = |
W,
4. Partition Q = [Q; | - - - | Q;], where Q; € Z™*"logd] and define
Q
o |
Q,
-R
Let _
D, = [, ® A* | W*].
Sample

T* « SamplePre (]5[ T.1, ® G, asuc) )
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5. Compute

¢*T « ReRand <S, bT, Xdecs 2)(&> )

dec

6. Give (A*,c*T, W*, T*) to A and return its output.

We analyze the distribution given to A.

The Abort Event. Let & denote the event that Step 1 does not terminate. Applying Lemma 3.3
to every entry of R with tail parameter 4k¢n[log q] and taking a union bound gives

Pr[-&] < ktn[logq] g~4kenflogql — negl(A),

where the last equality follows from nflog q] = w(log A).

We now analyze the execution conditioned on &. Removing this conditioning changes any
distribution below by at most Pr[-&]. In particular, unconditional statistical statements remain
valid by the triangle inequality, with only a negligible additional loss.

Distribution of the Trapdoor. Since A*Q = Ay, for every i € [£] we have
A*Q; = [WR; + G | -+ | WiR; + §;G].
Consequently, the i-th block row of 6{;T is
A*Q; -~ WR=[6;G|- | 8G]

and therefore A
D,T =1, ® G mod gq.

Thus, every column of I; ® G lies in the column span of D,. Since I; ® G has full row rank, this
identity also shows that D, has full row rank.
Every entry of Q belongs to {—1,0,1}. On &,

HTH < max{1, |R||} < 20uecr/ken[log q].

Since m = £*n[log q], the assumed lower bound on oy, gives

(em + k)HTH log(fn) < 2(£*n[log q] + k) Gaec/ken[log g1 log(n) < ouc. (35)
Moreover,
tm+k > (£ + 2)nflog q] > 3¢n[log q],

where the last inequality follows from £ + 2 — 3¢ = (£ — 1)%(¢ + 2) > 0.
Thus, the call to SamplePre in Step 4 satisfies all the hypotheses of Lemma 3.6, with row
dimension ¢n and column dimension ¢m + k.
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The Hybrid Experiments. All challenge vectors ¢* below are reduced modulo q. As before,
the changes from each experiment to the preceding one are highlighted in blue.

1. For x € {pl, unif}, let HybO,X denote the distribution of the view
(A*, C*T, W*, T*)

as defined in the reduction 8% and conditioned on the non-abort event &. We use x = pl
to denote the distribution when the decomposed LWE challenge vector b is planted and
x = unif when it is uniform.

2. For x € {pl,unif}, define Hyb, , by modifying Hyb,, such that the fourth coordinate of
Hyb,, is instead freshly sampled as

T~ [ ®A* | W] (I ® G, 050)-

That is, this hybrid samples T from the exact Gaussian preimage distribution, rather than
using SamplePre as was done in the reduction, so that

Hyb, , = (A*, ¢*T,W*T).

3. For x € {pl, unif}, we define Hyb, , by modifying the distribution of the challenge vector
c that lies in the second coordinate of Hyb, . In the prior hybrid, the challenge vector
was sampled by ReRand. The new hybrid samples it freshly according to the succinct LWE
distribution. Namely, in the hybrid Hyb, , we still have

T ~ |:I[ ® A* | W*} ! (Ir ® G, osuc)

but now we freshly sample s ~ Sample(1"), € ~ Dzm .., and u ~ Z independently of A*
and W* and modify the challenge vector as follows:

Hybz,pl = (A*, sTA* + T, W*, T) ,
Hyb, i = (A%, uT, W, T) .

4. For x € {pl, unif}, we define Hyb; , by modifying the distribution of the previously struc-
tured matrix A* to a uniform random matrix. Namely, sample s ~ Sample(1"), € ~ Dzm ;. .,
u~Z7, Up ~ Z7™, and Uy ~ Zg”Xk mutually independently, and then sample

T~ [ ®Ua | Uyl (I ® G, 05uc) -
Define

Hyb; ;= (Ua, sTUA + €T, Uy, T),
Hybs e = (Ua, uT, Uy, T).

If the conditional Gaussian distribution defining T is empty, the corresponding experiment
outputs L.
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Lemma 5.2 (Trapdoor hybrid). For every x € {pl, unif}, we have Hyb, , ~; Hyb, .

Proof. Let prr denote the random coins used by ReRand, and referring to the same random vari-
ables defined above in the reduction, define

Qpl = (Wy R; S; e> X; pRR)’ Qunif = (W, R: ba X, pRR)

Fix x € {pl, unif} and condition on & and on any value Q = w. Under this conditioning, the first
three coordinates of the hybrid, as well as D, and T, are fixed. The only remaining randomness
in the fourth coordinate of Hyb, consists of the coins of SamplePre.

Since Equation (35) holds, the preimage distribution guarantee of Lemma 3.6, followed by a
hybrid over the #n[log q| target columns, gives

A ((HybO,X | Qx = 0,8),(Hyb,, | Qx = 0, 8)) < tnflogq] 27™.
Both hybrids use the same distribution of Qy | &. Therefore, by convexity of statistical distance,

A(Hybo,x’ Hybl,x) < Ew~Qx|S [A ((Hybo,x | w, 8)’ (Hybl,x | w, 8))}
< tnflogq] 2~
= negl(A).

Lemma 5.3 (Challenge hybrid). For every x € {pl, unif}, we have Hyb, , ~; Hyb, .

Proof. Since ||S|| = 1 and ysuc = 3mM Ydec, We have ysuc > 2xdecm||S||. Moreover, m = poly(4) and
Xdec = 0(y/log A) imply ydec = w(4/log m). Therefore, Lemma 3.4 applies with V = S.
Let
Zpl = (Wa R X s, T)’ Zunif = (Ws R X, T)

In the planted branch, we may use the same s in both hybrids, since it is distributed according
to Sample(1”) and is independent of (W, R, X, T). Conditioned on Z, = z and &, the matrices S,
Agdec, and A* are fixed, whereas the original error and the coins of ReRand remain independent.
Hence Lemma 3.4 gives

T~ sTAGeS+€' =sTA* +€" mod q.

In the uniform branch, conditioned on Z,,;s = z and &, the matrix S is fixed and invertible
modulo g, while b remains uniform and independent. The uniform input conclusion of Lemma 3.4
therefore gives ¢*T ~; uT.

Let err(4) denote the negligible statistical error in Lemma 3.4. In either branch, for every z in
the support of Zy | &, the preceding pointwise comparison gives

A (Hyby, | Zy = 2,8, Hyb,, | Z, = 2,8) < ere(A).

Since Zy | & has the same distribution in both hybrids, averaging over z yields A(Hyb, ,, Hyb, ) <

err(4), proving the claim. O]

Lemma 5.4 (Public matrix hybrid). For every x € {pl, unif}, we have Hyb,  ~; Hyb, .
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Proof. For a pair of matrices (A, W), define D(A, W) = [I; ® A | W]. By Lemma 5.8 and since W
is the deterministic block-transpose of W, we have (A*, W*) ~; (Ua, Uy). Moreover,

A ((A*, W*) | &, (A*, W*)) < Pr[~E&] = negl(A).

Hence ((A*a W*) | 8) ~s (UA’ UW)

Then, define the randomized map Kp as follows. On input (A, W), if D(A, W) does not have
full row rank, output L. Otherwise, using fresh randomness, sample s ~ Sample(1"), € ~ Dzm .,
and

T ~DAW) 1 (I, ® G, osuc),

and output K,|(A, W) = (A,sTA + e, W,T).

Define K,,if analogously, except that it samples u ~ Zg and outputs K,if(A,W) =
(A,uT,W,T). Let K, ((A*,W*) | &) denote the distribution obtained by sampling (A*, W*)
according to its distribution conditioned on & and then applying K, using fresh randomness.

When the input is (A*, W*), we have D(A*, W*)T =1I; ® G mod q. Since I; ® G has full row
rank, D(A*, W*) has full row rank. Hence K,((A*, W*) | &) = Hyb, .

When the input is (Ua, Uw),

n—-m

|
1 < T - = negl(1).

qg-—1
Whenever Uy has full row rank, so does D(Ua, Uw) = [I;®Up | Uw]. It follows that K, (Ua, Uw) ~;

Hyb, ,, where the only difference is the negligible probability of outputting L.
By Fact 3.1,

Pr[rank(Up) < n] <

Ky ((AX,W*) | &) ~5 Kx(Ua, Uy).
Moreover, K,((A*, W*) | €) = Hyb, . Consequently,

Hyb,, = K¢ (A", W*) | &) =, Kx(Ua, Uw) =~ Hybs,.

]

Proof of Theorem 5.1. Let A and B7 be as above. Combining Lemmas 5.2 to 5.4 and using the
triangle inequality gives

HybO,pl ~s Hyb3,p|’ HybO,unif s Hbe,unif'

The final experiments are, up to the negligible failure probability above, the planted and uniform
distributions of (¢, Sample)-succinct LWE. Finally, removing the conditioning on & incurs only
negligible loss. Consequently, 8 has the distinguishing advantage of A, up to a negligible
loss. [

Remark 5.5 (SIS analog). Decomposed SIS was introduced in [AMR26a] as the natural search
analog of decomposed LWE.

Our proof of Theorem 5.1 also shows that hardness of decomposed SIS implies hardness of
£-succinct SIS, defined analogously by replacing the LWE distinguishing task with that of finding
a short nonzero vector in the kernel of the public matrix. Indeed, the public matrix and trapdoor
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parts of the reduction apply unchanged, while the challenge rerandomization step is unnecessary.
Thus, (A*, W*, T*) is statistically close to a valid ¢-succinct SIS instance.

Suppose that a solver returns a short vector z # 0 such that A*z = 0 mod q. The reduction
outputs z’ := Sz. Since A* = Age.S, we have

AgecZ = AgecSz = A*z =0 mod gq.
Moreover, S is invertible over Z, and hence z’ # 0. Finally,
1’112 < [ISll2=2lzll; < mllz]l,.

Here ||S||,—> < |IS||[z < m because all entries of S have absolute value at most one. Thus, the
reduction incurs only a factor-m loss in the SIS norm bound.

The reverse reduction, from succinct SIS to decomposed SIS, follows by adapting the succinct
LWE-to-decomposed LWE transformation of [AMR25, Theorem 4.2] to short kernel vectors. Our
reduction, therefore, establishes their equivalence.

Lemma 5.6 (From a short SIS vector to an LWE distinguisher). Let g be an odd prime and let
(A, H) be any distribution of a public matrix A € Zg*™ and an auxiliary hint. Suppose that, given
(A, H), a solver finds a nonzero x € Z™ with Ax = 0 mod q and ||x||; < y < g with probability
6. For A > 2 and y > 1, put B = yy+/m(A + log m) and assume B < q/8. Then the solver yields a
distinguisher between (A, H, ATs + e) and (A, H, u) with advantage at least

5<1_2%_%E%il)’

where s ~ Zg, e ~ Dzm , andu ~ Zg' are independent of (A, H).

Proof. Run the SIS solver using only (A, H) and verify its answer. On failure, output zero. On
success, output one exactly when the centered representative of xTb mod g has absolute value at
most B, where b is the challenge. For an LWE challenge, xTb = xTe mod q. By Lemma 3.3 and
Cauchy-Schwarz, |xTe| < B except with probability 27*. The error is independent of the solver’s
output. For a uniform challenge, x # 0 mod g because 0 < ||x||2 < g. Since g is prime, xTu
is uniform over Z,, so the acceptance probability is exactly (2| B] + 1)/q conditional on solver
success. Subtracting the two acceptance probabilities proves the claim. The reduction preserves
the public hint distribution. O]

Remark 5.7 (The two directions between decomposed LWE and SIS). Applying Lemma 5.6 with
H = (W, R) gives a classical reduction from decisional decomposed LWE to decomposed SIS in the
stated noise and solution norm regime. Composing it with Theorem 6.1 gives a reduction from
search decomposed LWE to decomposed SIS, under that theorem’s standard LWE assumption and
parameter conditions. In the other direction, Remark 5.5, Theorem 7.1, and the search version of
Lemma 8.8 compose to give a quantum reduction from decomposed SIS to search decomposed
LWE. For the last step, take r = 0, t = ¢n[log q], and Matrix(W, M) = vec(I;)T ® G. This specializes
generalized decomposed LWE to ordinary decomposed LWE and preserves the original secret.
Each composition uses the parameters required at its successive steps; these are not claims of
equivalence at identical noise widths, block counts, or solution norm bounds.
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5.1 Rerandomization of the Public Matrix

First, we provide a lemma specifying the rerandomization of the decomposed LWE public matrix.

Let X denote the distribution over Z ogd] sbtained by sampling uniformly from
{-1,0,1}"M°eq] and reducing modulo q. We will assume that g is an odd prime, implying g > 3,
so that reduction modulo g on {—1,0, 1} is injective. It follows that Ho(X.o1) = n[log q] log 3.

Lemma 5.8 (Public matrix rerandomization). Let £ = £(A),n = n(A),k = k(A),q = q(1) € N, and
o = o(A) € R such that ¢, log q, n, and k are polynomially bounded in A. Suppose

q odd prime, k > 2nloggq, o>2,
nflogq] = wlogd), < =w(/logh).

o

Let W and A be sampled according to the public-matrix marginal of the £-decomposed LWE distri-
bution with parameters (n, k, 0,q), i.e.,

A =W(; ®R) + vec(I,)T ® G,
W - ZZX[k, R~ Dzkxé’n[logq],a-

Independently sample X ~ {-1,0, 1}"[103q]x(fz'l)”“"g‘ﬂ and parse A = [Ao | Arest}, with Ay €

Z;zxnl'log N and Aest € ng(fz_l)nnog 9T Then
(Wa AO’ AOX + Arest) s (W’ UO, Urest) 5

where Uy ~ ngnn()g N and Upest ~ ng(fz_l)n[logq].

Proof. The argument proceeds through four experiments, each defining a random output tuple.
The first experiment is exactly the distribution obtained by applying the public matrix trans-
formation to a decomposed LWE instance, whereas the last experiment is the required uniform
succinct LWE public matrix distribution. The changes from each experiment to the preceding
one are highlighted in blue.

All four experiments use the following common convention: if W; does not have full row
rank, the experiment outputs a fixed symbol L and terminates. This ensures that every con-
ditional Gaussian distribution appearing below is well defined. The common abort event has
negligible probability. Indeed, since Wy is uniform over ZZXk ,

n n—k

-1
Pr[rank(W,) < n] < 1 1 4
q —

< q_n _ z—nlogq
_ 2_Q(n[log ql) — negl()t)-

The third inequality follows from k > 2nlog g > 2n, and the last equality follows from n[log q| =
w(log A). At the end of the proof, we remove this abort from the two endpoint experiments, losing
at most the negligible probability that W; does not have full row rank. We only require the matrix
W to be full row rank and need no such condition for the matrices W; for i > 2.
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Expt

real*

1. Sample

2. Let

3. Output

Expt,:

1. Sample

2. Let

3. Output

Expt,:

1. Sample

W; ~ 22, R; ~ Dypcntioga1 ,  forall i € [¢],

X ~ {_1, 0, 1}nrlogq1><(t’2—l)nﬂogq1‘

W=[W; - W] ez
Ag=W; Ry +G e z)"Med],

Avest = [Wi ) Rj + 51'JG} (1,))#(1,1)

nx(£2-1)nflog q]
zZ .

(W, Ao, A - X + Arest) .

Wi ~ ZZXk, Ri ~ Dzkxn[logqlo. fOI‘ all i€ [f],

ﬁl — Wl_l(Wl . Rl, O'),
X ~ {_1’ 0, 1}”[1qu-|><(fz—1)n|—10gq-|.

= [Wl v W[} € ZZX[k
=R, forallje[21],

~ &

5

Ag =W, -Ry +G ez, "]

Arest= [Wi “Rj + 51?JG} (i,)#(1,1)

c ZZx(t’z—l)n [logq] ‘

<W, Ay, Ag - X+ Krest) .

xk
W, ~ ZZ , R; ~ Dzkxn[logqlo_
nxnflogq]|
Uy ~ Zq ,

R, — W{!(U - G, 0),
X ~ {_1, 0, 1}n[10gq1><(l’2—1)nﬂogq1.
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2. Let

W= W o W ez
R, =R, forallje[2¢],
R _ . nx(£2-1)n[log q]
Arest = [W, R; + 5"JG} ()21 9 '
3. Output
(W’ Up, Uy - X + Arest) .
Exptrand:
1. Sample
W, ~ Z’quk for all i € [¢£],
U, ~ ann[logq'l
q 3
Upest ~ an({’z—l)nﬂog ql
res q :
2. Let —
W=[W; - We ZZXM
3. Output

(W’ UO; Urest) .

We now bound the statistical distance between Expt,,,; and Expt,, 4. We apply Lemma 3.2 in
two columnwise hybrids. The first hybrid ranges over the n[log q] columns of Ry, whereas the
second ranges over the (¢2 — 1)n[log q] columns of X.

Let R denote the distribution over Z’; obtained by sampling a column from Dz , and reducing
it modulo g. By the assumptions k > 2nlog g and o > 2, together with Fact 3.5, we have

He(R) — nlogq > klog o — nlog g — negl(1) > nlog g — negl(A).
Consequently, Hoo(R) — nlog g = Q(n[log q1). Since Hoo(Xco1) = n[log g1 log 3, we have
Hoo(Xcot) = nlog g = n([log g]log3 — logq),
which gives Hoo(Xco1) — nlog g = Q(nflogql).

Thus, in both applications, the source min-entropy exceeds the output length nloggq by
Q(nflog ql). By Lemma 3.2, each column replacement incurs statistical distance at most

9~ Q(nflog qT)

The total number of column replacements is £2n[log q], which is polynomial in A. Since n[log q] =
w(log A), the total statistical distance accumulated by both columnwise hybrids is negligible in A.
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1. Expt

real = Expty: The first two output coordinates, W and W;R; +G, have the same marginal

distribution in both experiments. Fix any values W = [W”l‘ e Wﬂ € ZZX”‘ and Aj €

ngnmg 71, Conditioned on the event that in Expt,., the first two coordinates satisfy W =

W and W;R; + G = Aj, the conditional marginal distribution of R; in Expt,,, is the
Gaussian distribution Dkxniiogql conditioned on Aj = W;R; + Gmod g, ie,

real

R; ~ (W) (A; -G, o).
In Expt;, the matrix R, is a fresh sample from exactly the same conditional distribution,
because W R; = Aj — G mod gq.

The remaining matrices Ry, ..., Ry, and X are sampled identically in both experiments. The
third output coordinate is then obtained by the same deterministic computation, using re-
spectively R; or R;. Hence its conditional distribution given the first two coordinates is
identical in the two experiments. Therefore,

EXptreal = EXpt]'

. A(Expt,, Expt,) = negl(4). Recall that both experiments output L when W; does not have
full row rank. Write the columns of Ry as ry3, ..., Tys[logq]- Each column, reduced modulo
g, is an independent sample from R. For each column, Lemma 3.2, applied with A = W
and x = ry; mod g, gives

(Wl,wll‘l,j) ~s (Wi, Uj),

with statistical distance 2721089 where u j is independently uniform over Zg. A standard

hybrid argument over the n[log q] columns, plus adding the fixed matrix G at the end, gives
A((W1, WiR; +G), (W1, Up)) < nflog g2~ e,

where Uj is uniform over ngnrlog ql

Define the following randomized postprocessing K on input (W1, Ay) and apply it to both
distributions:

« If W, does not have full row rank, output L.

« Otherwise, independently sample
W, ..., Wy, Ry, ....Ry, X
according to their respective distributions, and sample
R, ~ W' (Ag—G,0).

Set ﬁj =R;for j € {2,...,¢} and define
Arest = [WiRj + 51',]'G} (Li)#(L1)

Finally, output
(W, AO’ AOX + Arest) .
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This matrix ﬁl is well defined because the matrix W has full row rank. That is, W defines
a surjective map so that for every value of A, there exists at least one inverse R such that
W;iR; = Ay — G. For the first input distribution, this postprocessing gives Expt,; for the
second, it gives Expt,. Therefore, by Fact 3.1, and the assumption that n[log q] = w(log A7),
one obtains
A (Expty, Expt,) < A (W1, WiR; + G), (W1, Up))
< n[logq] o~ Q(n[logql)
= negl(A).

. A(Expt,, Expt,,,4) = negl(1): A columnwise application of Lemma 3.2 to X gives
A ((Uo, UgX), (Uo, Urest)) < (¢ = Dn[log g1z~ 84D,
where U, is independently uniform over ng(fz_l)"rbg ql

Apply the following randomized postprocessing to a pair (Uy, Y).

« Sample Wy,...,W;and Ry, ..., R, according to their prescribed distributions.
« If W; does not have full row rank, output L.

+ Otherwise, sample R
R, ~ Wi '(Up - G, 0),

set ﬁj =R for j € {2,..., ¢}, construct ;‘;rest as in Expt,, and output
(W, Up, Y+ Arest) -
Applied to (Uyp, UpX), this postprocessing gives Expt,. Applied to (U, Urest), it gives
(W, U, Urest + Avest ) -
Since U, is independently uniform, its translation by Krest is also uniform and indepen-

dent of the first two coordinates. Thus, the latter tuple is distributed exactly as Expt
Therefore, as before, by Fact 3.1 and the assumption that n[log q] = w(log 1), one gets

rand*

A (Exptz, Expt ) < A((Up, UpX), (Ug, Urest))
< ([2 _ 1)n|'10g q'l Z—Q(ﬂﬂogcﬂ)

= negl(4).

rand

By the triangle inequality, we get

A (Exptreal’ Exptrand) < negl(A)

Finally, removing the common abort from both experiments changes their statistical distance by
at most 2 Pr[rank(W;) < n] = negl(4). Thus, the same conclusion holds for the unconditioned
distributions in the statement. O
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6 A Search-to-Decision Reduction for Decomposed LWE

We use the search and decisional variants of /-decomposed LWE from Definition 3.8. In particular,
the parameter tuple is always (n, k, y, 0, q); the block parameter ¢ is recorded in the name of the
problem.

Theorem 6.1 (Search-to-decision reduction for decomposed LWE). Let A € N be the security
parameter and let

n = n(A), k = k), £ =£(1) €N,
x=xA), o =o(A), e=¢(A) eRY, and
q = q(1) odd prime.

Define L = £ [32(A + 2)In2/€%|. Suppose that

1
£> .
poly(4)

Assume moreover that n, k, £, q, x, o are poly(1)-bounded, and that decisional LWE with parameters
(n[log q1,nL[logql, x, q) is hard for PPT algorithms.

Then every PPT algorithm that distinguishes decisional £-decomposed LWE with parameters
(n, k, x, 0, q) with advantage at least ¢ yields a PPT algorithm that solves search L-decomposed LWE
with parameters (n, k, x, o, q) with probability 1 — negl(1).

k >6nflogql®>, o =Qn[logql),

Proof. Let A be the PPT distinguisher from the theorem statement, and set

N o {32& +2)In 2} |

> so that L = N¢.
£

Since ¢ > 1/ poly(A), the amplification factor N is polynomially bounded. We first amplify A so
that the error of each of the nq invocations made below is exponentially small, allowing a union
bound over all of them. Apply Lemma 6.2 to A, and let B denote the resulting algorithm. Thus B
distinguishes uniform from planted L-decomposed LWE samples with overwhelming probability,
including for every fixed secret. We construct a PPT search algorithm C using 8.

The Reduction. On input a search L-decomposed LWE sample
(W, R, bT) c szLk o 7kxLnMlogg] o Z(lzxLGﬂogCH’
the algorithm C proceeds as follows.

1. For every i € [n] and t € Z,, independently sample z;; ~ Zg, p;¢ ~ Zék. Let &; € Zg be the
i-th standard basis vector, and define

and
C;'I:t =bT + tp{t(IL ®R) + ZL (\_’i,t(IL ®R) + vec(I))T ® G) .
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2. For every i € [n] and t € Zg, using fresh internal randomness in each invocation, set

> Lt

acci; «— B (Vi,t, R, c' ) )

3. For every i € [n], if there is exactly one t € Z, for which acc;; = 1, set s; := t; otherwise,
return L and terminate. Return's™ := (s, ...,s,).

Correctness. We show that C recovers the secret except with negligible probability. Let s € Z
be the secret of the input. There is an error vector € ~ D_2,1654] N such that

bT =sT (W(I, ® R) + vec(I;)T ® G) +eT.
Consequently,
th =(s+z)" (Vi,t(IL ®R) + vec(I})T ® G) +(t — s,-)p{t(IL ®R) +eT. (36)

To interpret Equation (36), fix (i, t) and temporarily omit the term proportional to ¢ —s;. We claim
that the resulting tuple

(VieR (s + )" (Vie(I @ R) + vec(I;)T ® G) +e7)

is distributed exactly as a planted L-decomposed LWE sample. Indeed, since (W, p;;) is uniform
and the map

<W, pi,t) — (W + Sipzt, Pi,t)

is a bijection, the pair (V;;, p;;) is uniform over ZZXU‘ X Zék. Moreover, R has its prescribed Gaus-
sian distribution, s + z;; is a fresh uniform secret, and e has its prescribed error distribution,
with all these variables mutually independent for this fixed query. Different queries may remain
correlated through (W, R, e).

Consequently, the only term in Equation (36) that does not already belong to a planted de-
composed LWE challenge is

(t = s)p],(I; ®R).

We now analyze this term separately for correct and wrong guesses.
» Correct guesses. Fix (i, t) € [n] X Z, with t = s;. The additional term above vanishes, so
v T
<Vi,ts Rs Ci,t)

is a planted L-decomposed LWE sample with parameters (n,k, y, 0, q). By Lemma 6.2, B
outputs 1 except with probability at most 27,

 Wrong guesses. Fix (i, t) € [n] X Zy with t # s;, and set
u=s+z;y, v = (t — s;)pis-

Since q is prime, t — s; is invertible in Z,. Thus v is uniform in Zék , and the independence

established above shows that u, V;;, R, v and e are mutually independent. Apply Lemma 6.4
to Equation (36). Its LWE assumption is precisely the one in the theorem. It follows that
(Vie, R, c],) is computationally indistinguishable from a uniform L-decomposed LWE sam-
ple with i)arameters (n, k, x,0,q).
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Recovery. The correct-guess analysis shows that 8 accepts the guess t = s; except with proba-
bility at most 2. For every t # s;, Lemma 6.4 shows that the tuple given to B is computationally
indistinguishable from a uniform L-decomposed LWE sample, so B accepts with probability at
most 27 + negl(1). A union bound over the nq = poly(A) pairs (i, t) shows that, except with
negligible probability, the unique accepted guess for every i is t = s;. This union bound uses only
the marginal guarantee for each query; the queries may be correlated through the reused input
instance. U

The amplification, splitting, and wrong-guess results used above are stated and proved in
Lemmas 6.2 to 6.4, respectively.

Lemma 6.2 (Secret random self-reduction). Let A,n, k, ¢, L, q, y, o and ¢ be as in Theorem 6.1, and

set
{32(/1 + 2) lnﬂ
N=|———|,

> so that L = N¢.
£

If a PPT distinguisher ‘A distinguishes decisional £-decomposed LWE with parameters (n, k, y, 0, q)
with advantage at least ¢, then there is a PPT algorithm B with the following properties. All proba-
bilities below also include the internal randomness of the algorithms.

e Uniform. .
Pr [B(W,R D) =1] <27/,
W.RD

freenpey L%nJl
where W ~ ZZXU‘, R ~ Dyixinfiogql 5 andb ~ Zg nf 0gq1_

« Planted. For every fixed s € Z,

WI,)Ii,e [B (W R,sT (W(IL ®R) + vec(I))T ® G) + eT> = 1} >1-274

W XLk
where W ~ ZZ , R~ Dzkan[logq],a, and e ~ DsznrloquX'

Proof. Define the acceptance probabilities of A on the uniform and planted ¢-decomposed LWE
distributions, respectively, by

punit = _Pr [AW,RDT) =1,
W.Rb

o 22n[l
where W ~ ZZX”“, R ~ Dypxeniogq o5 and b ~ Zq n[log q], and

po= _Pr (A (W.RsT (W @ R) +vecl)T ®G) +e7) = 1],

where W ~ ZZX”‘, R ~ Dypxntiogql 558 ~ Ly, and e ~ Dzlz,,ﬂogqlx. By hypothesis, |p,| — punif| > €.
We define B, using independent internal randomness in every call to A. On input

(W, R bT) € ZXtk x ghxtafloga 7 1xE'nflogd]
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apply Lemma 6.3 with £, = £ and #; = L = N¢ to obtain N tuples

{(Wj’ Rf’ bJT')}je[N]

5

each having the dimensions of an ¢-decomposed LWE sample. Independently sample N uniform
¢-decomposed LWE tuples Uy, ..., Uy and compute

1 &
Dunif = N ]Zl ﬂ(U])
For every j € [N], sample z; ~ Z independently and set

Z; = (W;,R;,bT +2] (WL, ®R)) + vec(I)T ® G) ) .

Compute
L X
ppl = ﬁ ; ﬂ(Z])

Output 1 if |ﬁp| — punifl > €/2, and output 0 otherwise.

The variables contributing to pyyif are independent samples from the uniform ¢-decomposed
LWE distribution, so punif estimates pynir. If the input to B is uniform, then Lemma 6.3 and
the invariance of a uniform target under translation show that the Z; are independent uniform ¢-
decomposed LWE samples; hence py also estimates pynif. If the input is planted with any fixed se-
cret s, the same lemma yields independent planted £-decomposed LWE samples sharing s. Adding
the independent mask z; makes the secret s + z; independently uniform in every Z;, so py esti-
mates pyp|.

Hoeffding’s inequality and the definition of N give

~ o )
Pr [lpunif _punif| > 5/8:| < 2e Ne®/32 <2 (/1+1)’

and the same bound holds for §p| relative to whichever of p,nif and py it estimates. Thus, on a
uniform input, with probability at least 1 — 27,

|f/)\p| _ﬁunifl < |j)\pl — Punif| + |f/)\unif — punifl < /4 < ¢/2.
On a planted input, with the same probability,
1Pl = Punifl = 1Pp1 = Punifl = [Ppt = Ppil = |Punit — punif| > 3e/4 > ¢/2.
This proves both guarantees. ]

Lemma 6.3 (Splitting decomposed LWE instances). Fix the public decomposed LWE parameters
(n, k, x,0,q). Let £, N € N and define t; := N{y. There is an efficient algorithm that, on input

EY Va 2
<W’ R, bT) € ngflk X kat’lnﬂog q1 x ZLIIXFln[log q'|,

outputs N tuples

1x¢2n[logq]

(W, R;,bT) € ZI@k x zixonflogdl 7, (j € [N])

such that:
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o Ifthe input is a planted ¢, -decomposed LWE sample with parameters (n, k, y, 0, q) and secret s,
then the outputs are, conditioned on s, independent planted £y-decomposed LWE samples with
the same parameters and the shared secret s.

« If the input is a uniform ¢;-decomposed LWE sample with parameters (n, k, x, o, q), then the
outputs are independent uniform £y,-decomposed LWE samples with those parameters.

Proof. Write
W:(W[1]|...|W[[1]>, R:(R[1]|"'|R[[1]>,

where W4 ¢ ZZX" and R[P] € ZF<nllogd] View bT as an £ x £, array of blocks bl p € Z;X"HOg 91 1f
the input is planted with secret s, then for every a,b € [#],
bl =sT (W[“]R[”] + 5a,bG) +el

a,

b’

where el , is the corresponding length-n[log q] block of the error vector.
For eifery j € [N], let
L={(-Db+1,...,jbk}

Define W jand R; by concatenating the blocks whose indices lie in I;, and let bJT. be the concatena-
tion, in the public decomposed LWE order, of the blocks bl 5 with a, b € I;. Define eJT. analogously.
Then o ’

b;r =sT (WJ(I[O ® RJ) + VeC(IgO)T ® G) + e]T..

Hence every output is exactly a planted #-decomposed LWE sample with the public parameter
tuple (n, k, x, 0, q) and secret s. Conditioned on s, outputs for distinct j are independent because
they use disjoint blocks of W and R and disjoint coordinates of e.

If the original input is uniform, the same construction uses disjoint blocks of W and R and
disjoint coordinates of the uniform target b. Therefore, the outputs are independent uniform
ty-decomposed LWE samples with parameters (n, k, , o, q). [

Lemma 6.4 (Uniformity of masked decomposed LWE samples). Let A, n, k, ¢, L, q, y,c and € be as
in Theorem 6.1. Sample

ETa nxLk n Lk
V-~ Zq s R ~ Dzkan[logq'\’o., u~ Zq, v~7Z e~ Z)ZLGﬂogq.I’Xi

q b
and define
¢ =u" (V(I, ®R) + vec(I,)" ® G) + v(I, & R) + €.
Then _ .
(V, R, CT) zC (Vs Ra WT))
where w ~ ZL "Mo8dl ;¢ independent and uniform. The distribution on the right is the uniform

L-decomposed LWE distribution with parameters (n, k, x, o, q).

Proof. It suffices to prove
(R vI(I; ®R) +eT) = (R, wT), (37)
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Iéznnog 7 is uniform and independent of R. Indeed, append independent V ~ ZZXU‘

and u ~ Zg, and apply the randomized postprocessing

where w ~ Z

Rx") > (VR uT (VI ®R) + vec(I)T ® G) +x7).

Applied to the left-hand distribution, this produces the tuple in the lemma. Applied to (R, wT), its
third component is uniform and independent of (V, R). Thus the right-hand distribution becomes
exactly the uniform L-decomposed LWE distribution appearing in the lemma.

It remains to prove Equation (37). Write

— (vT T — (T T
VT—(Vl,...,VL) and eT—(el,...,eL),
where every v, € Z’; and every e, € Z!"°gdl Then
— (vT T T T
vil®@R)+e" =(viR+e,...,v;R+e).

Fora € {0,...,L}, let Hyb, be the distribution of

T T
(R’yl>' . >yL ]
. . . Ln[l
where the first a vectors y, are independent and uniform in an[ 8 q], whereas, for every b > a,
T _ T T k
yb = VbR + eb, vp ~ Zq, €y ~ Z)ZLn[logq'l,X.

Thus Hyb, is the distribution on the left-hand side of Equation (37), whereas Hyb; is the distri-
bution on its right-hand side.

Fix a € [L]. A distinguisher between Hyb,_; and Hyb, yields a distinguisher for decisional
NLWE with parameters (k, Ln[log q], o, x,q). Given an NLWE challenge (R*,yT), set R := R*,

Lnflogq]
q

sample y;, ~ Z uniformly for every b < a, and set y, :=y. For every b > a, sample

k
Vp ~ Zq, €y ~ Z)ZLn[logq'l,X,

and set y; = v]R* + e]. The resulting tuple follows Hyb, ; when the challenge is an NLWE
sample and Hyb, when it is uniform.

By the polynomial bounds in Theorem 6.1, the sample count Ln[logq] is polynomially
bounded in A. By Theorem 3.13, the hypotheses

k>o6nflogql>,  o=Q(\n[logql)

and the assumed hardness of decisional LWE with parameters (n[logq], Ln[logq], x, q) imply
that consecutive hybrids are computationally indistinguishable. Since L is polynomially bounded,
Hyb, = Hyb,. The randomized postprocessing above therefore proves the lemma. [
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7 A Quantum Reduction from Succinct SIS to Succinct LWE

We give a quantum reduction from succinct SIS to succinct LWE, following the template of Regev
[Reg09]; see also [CLZ22, Section 3.1]. We identify each element of Z; with its unique integer
representative in [—(q — 1)/2, (g — 1)/2]. All register arithmetic is modulo g, and vector norms are
Euclidean norms of these representatives.

Theorem 7.1. Let A > 4, let q be an odd prime, and suppose

m > max{nlog, q, 41 + 4},
4y/2 + Tlogy(m + 1)] < y <

q (38)
8+/A + [logy(m + 1)]
For any parameters (£, k, s) for which the problem is defined, a polynomial-time algorithm solving

SLWEpmgeksy With probability § > 1/ poly(A) gives a quantum polynomial-time algorithm solving
SSISy mq.eksy With probability at least 5* — negl(A), provided

L
2y

(39)

The reduction uses the solver’s circuit once coherently and once in reverse.

For a state |0), write |0) for its quantum Fourier transform over Z", defined on basis states by

|e> s q—m/Z Z eZﬂi(e,x)/ql){)‘

xX€Zg'
This transformation is unitary and can be implemented in quantum polynomial time.

Lemma 7.2. Under Eq. (38), one can efficiently prepare a state negligibly close in trace distance to
the Gaussian state

= 1 _;T||e||§/(2X2) _ | N
. \/Zeezm e~ llellz/x’ eé;; ¢ le) Ef(eﬂe) (40)

q

Measuring |f) gives a distribution within negligible statistical distance of Dzm , mod q. Writing

1) = 3, f®)Ix), we have

D, f®P=negld,  gIfOF <2™ (41)
lIxll2>qvm/(2)

Proof. The Grover—Rudolph algorithm, as used in [Reg09, proof of Lemma 3.12], gives each one-
dimensional Gaussian and we can prepare the above state by taking the tensor product.

Write py(S) = X 4es e "4"/v For any u satisfying the bounds on y in Eq. (38), Poisson summa-
tion and the Gaussian integral give

u<p,(2)<1+u, pula+qZ) < pu(qZ) < 1 +u/q.
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For |a| > q/2,

—ma?/u? — e—ﬂaz/(Zuz)e—ﬂaz/(Zuz) < e—nqz/(Suz) —7[(12/(21,{2).

€ e

Summing this inequality and dividing by p,(Z) gives

— p\/_u( ) _ 2 2
p > g/2] < 774 /B) < 277/ (BU) A(Z,) = 0.9u.
I lal>q/2] < @) S s Pu(Zg) 2 0.9u

Since g%/u? > 64, a union bound proves the assertion about measuring |f).
Consider the two one-dimensional, unnormalized states

fy =D e ®Na), gy = > pyla+aDla).

agZq agZq

Their amplitude differences are nonnegative and at most 1 + V2u/q. Hence

194) - |ﬁ4>||§ < (1 +V2u/q) Z o~ e (2a)

lal>q/2
< (1+ V2u/q)(1 + 2u)e ™4/(16%)
< 3ue—ﬂq2/(16uz)‘

Consequently,

H|% )| o 2o = Ulle _ , —rtisas _ yyoemt
Mg llz ~ A, PuZy)

The Poisson summation formula gives the exact one-dimensional Fourier identity

|9u) = \/\/__u ZZ: Py +4Z)|x) = V_Tlgq/(Zu ).

Taking reciprocals of the bounds on y in Eq. (38) gives

q
8+/A + [logy(m + DT

4/2 + Mogy(m + 1)] < i <

(42)

(43)

Thus Eq. (43) applies at both widths. Unitarity and the positive Fourier scaling factor imply

|9}> _ |gq/(2)()>
Igllz  I1gg/exllz’

Consequently, the triangle inequality and unitarity give

o e IR ’ Garen) e
Nz~ T feolz|l, ~ [TEMz ~ Tglz|l, ~ 1Tdaeolz e,
:H 5 gy +H 9are)  faren)
AN g lall, ™ 1ggenlle — el
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For unit states |h), [v), the tensor product identity

m—1
=~ o)™ = 3" |1)® & (1h) = |o)) @ [0)*" 7D

Jj=0

gives || [R)®™ = [0)®™[lz < ml| |h) — [0} |l2. Since |f) = (I£) /Il 1 £ 12)°™,

~ B M ®m
‘|f> (” |fq/(2x)>||2>

For any such width u, the full discrete Gaussian satisfies

< 8me~ 2™ = negl(A). (44)

2

Z m
b [Ix]lz > uvm] < e7™™/2 (%) < [e™* (V2 +1/u)|" <27

Conditioning every coordinate to lie in Z; multiplies this bound by at most two, since Eq. (42)
gives

Pr [xeZy]>1- 2me4/B4) > 1/2.
X~Dzm,u

Taking u = q/(2y) and using Eq. (44) proves the tail bound. At 0 every Fourier phase equals one,
and the Gaussian amplitudes factor across coordinates, so

p\/EX(Zq)Z ) "

n| ¢ 2 _ n
q"f(0)" =¢q (qu(Zq)

The mass bounds above and y > 8 give

Py Zal (L4 N2P (V2 + 179
0 Z) © 09y 09 *

<3y.
Finally, m > nlog, q and the upper bound on y imply ¢" < 2™ and y/q < 1/16. Therefore

FIF O < q"BGx/q)™ < (6x/q)™ < (3/8)" < 27™.
O

Proof of Theorem 7.1. Fix (A, W, T). Let p(s | b) be the solver’s probability of outputting s on this
tuple and b, with the convention that the solver maps invalid answers to 0. Implement the solver
by a unitary U that preserves b and retains all random coins, measurement records, and work
registers. Expectations below are over the input tuple (A, W, T). The reduction prepares

q_"/2 Z f(e)|ATs + e, e). (45)

n m
seZq, eeZq

This can be done efficiently by preparing the uniform secret and the Gaussian state of Lemma 7.2,
computing b = ATs + e, and erasing the secret register by reversibly solving ATs = b — e using
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Gaussian elimination; full row rank guarantees a unique solution. Apply U, subtract b — ATs’
from the error register using the solver’s answer s’, and apply U'. Measure the error and ancilla
registers and abort unless both are zero. Fourier transform the remaining register, measure x,
and return it if

Ax =0 (mod g), x # 0, x|z <. (46)

Otherwise return failure.
The error register becomes zero exactly for the correct answer, since

e—(b-ATs) =AT(s' —s) =0 < s =s.

Write IIg for projection onto solver answer s. After UT, the additional projection of all solver
work registers onto zero contributes the amplitude

(b,0|UTTI,U|b, 0) = p(s | b).

Consequently, the unnormalized state after both zero tests is

[0) =g > f(b— ATs)p(s | b)|b),
b,s

(47)
|| [0}]|5 = Pr[both zero tests pass] < 1.
Define the unnormalized state
By = g7 ) f(e)lATs +e).
Since all amplitudes in these two states are nonnegative, we obtain
E(h|o) > Eq™" Z f(b = ATs)*p(s | b) > 5 — negl(1). (48)

b,s

The sum is exactly the solver’s success probability for a uniform secret and error density f(e)?,
which is statistically close to the required Gaussian by Lemma 7.2. The Fourier transform of |h)
is

”'i) — q—(m+n)/2 Zf(e)len'(ATs+e,x>/q|X>

X,s,e

= q—"/ZZﬂx)ﬁ D7 AN ) ) = g2 N fx)lx). (49)
X j=1

Sj€Zqg Ax=0

Let Qa project onto the basis states satisfying Eq. (46); thus E||Qa0)||5 is exactly the algorithm’s
success probability, including both zero tests. For every nonzero x, uniform full row rank A
satisfies
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Hence Egs. (41) and (49) give

E|| M5 < g1 OF + D IfelP <1427,

x#0

BII( - QI < "lfO)F + > If®)I* = negl(). (50)

lIx[l2>y
Using unitarity and Cauchy-Schwarz, first for each tuple and then for the expectation, we obtain
8 — negl(A) < E(h|d)
= E[(AIQal9) + (Al — Qn)I?)]
< B[(AIQal8)] + [CAI( ~ Qn)Id)]
< E[|1Qalm)1211Qald) Iz + (T = Qa)IA) 12 [I(T — Qa)I6)]2]
< VEI IRIZElQalo)I2 + VEI - Q)W IZE] [0} 2
< /(1 +27M B[ Qal8)II% + negl(2).

Therefore 5 ,
— negl(4
Pr[SIS success] = E||Qald)|5 > % > 6% — negl(A).
All steps take polynomial time. Implementing the state preparation and Fourier transform to
negligible total error changes this unconditional success probability only negligibly. O]

8 Generalizations of Decomposed LWE

In this section, we prove a series of simple but useful reductions between variants of succinct
LWE and decomposed LWE introduced below. We summarize the relations between them in
Figure 2.

Before presenting our results, let us generalize the definitions of succinct LWE and decom-
posed LWE by allowing the secret s to be sampled from an arbitrary distribution Sample.

Definition 8.1 ((#, Sample)-Succinct LWE). Fix a security parameter A and parametersn, m, k, y, o,
and q. Let Sample(1") be any efficiently sampleable distribution over Zy. The (decision) (¢, Sample)-
succinct LWE assumption stipulates that

(A,sTA+eT,W,T) ~ (A,c",W,T),

where A « ZZX'”, s < Sample(1"), e < Dzm , ¢ ZZ’;, and W « Zé"x" are independent, and
T« [I;® A | WI"(I; ® G,0). When Sample is not specified, we refer to the version where s is
sampled uniformly over Zg.

Definition 8.2 ((¢,Sample)-Decomposed LWE). Fix a security parameter A and parameters
n,k, x,o, and q. Let Sample(1") be any efficiently sampleable distribution over Z;. The (decision)
(¢, Sample)-decomposed LWE assumption stipulates that

(W,R,sT(W(I; ® R) + vec(I;)T ® G) + eT) ~, (W, R, c"),

68



‘ SuperSVPn, Lk By ‘
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A
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Remark 5.5 &
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SIS variant SIS ck, 5.5 I SIS o Lsuccinct SIS decomposed SIS
t Thm. 7.1 i ‘j Trivial
.7.14
Y
Search succinct Lem. 5.6
LWE
[AMR25, Thm, 4.2] —————— .84 :
decomposed < succinct s extended |Lem ss| generalized
uniform ~ < .
secrel LWE Tms: L LWE  j+————succinct LWE decomposed LWE
t Trivial
Trivial
Lem. 8.6
[AMR25, Thm, 4.2] “ Lem. 8.4 :
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t Trivial
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[AMR25, Thm. 4.2] — ) Lem. 8.4 :
structured secret decomposed [« succinct s extended |Lem ss| generalized
fixed prefix, LWE Th 5 10 LWE o Lsuccinct LWE decomposed LWE
Gaussian suffix T o2
t Trivial

Figure 2: Relations between the variants of succinct LWE and decomposed LWE studied in this
section. Arrows denote the existence of a reduction that solves instances of the problem at the
tail using a solver for the problem at its head. Blue arrows indicate our contributions; black
arrows indicate prior or elementary reductions. The dashed arrow denotes the quantum reduction
to the separately shown search problem. The classical LWE-to-SIS arrow uses the noise and
solution norm conditions of Lemma 5.6. All arrows require the parameter conditions of their cited
results. The gray box at the top represents SIS variants of the assumptions; the four gray boxes
below represent decisional LWE variants that differ in the distribution of the secret: box 2 uses a
uniformly random secret, box 3 uses a discrete Gaussian secret, box 4 uses a uniformly random
secret with a fixed public prefix, box 5 uses a discrete Gaussian secret with a fixed public prefix.
Extended succinct LWE is introduced in Definition 8.3, with its SIS analog in Remark 8.5, while
generalized decomposed LWE is introduced in Definition 8.7, with its SIS analog in Remark 8.9.
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£2nJl
where W « ZZX”‘, R — Dgixenniogq1 5> 8 < Sample(1"), e « Z)Zgz,,ﬂogqu, and ¢ «— Z, nflogdl ;e

independent. When Sample is not specified, we refer to the version where s is sampled uniformly
over Zg.

8.1 Extended Succinct LWE

We first introduce extended succinct LWE. This states that succinct LWE holds even if we provide
the adversary with additional LWE samples under the succinct LWE secret.

Definition 8.3 (Extended ¢-Succinct LWE). Fix a security parameter A and parametersn, m, k, y, o,
and q. Let r be a nonnegative integer and let Sample(1") be an efficiently sampleable distribution
over Zg. The (decision) r-extended (¢, Sample)-succinct LWE assumption stipulates that

(AAM,sTA+eT,sTM+e",W,T) ~. (AL M, c",u’,W,T),

where A «— ngrn’ M «— ngr, S «— Sample(l”), e «— DZ'",)(: € «— DZ’,X’ C — Z;n, u Zg, and
W — Z{™* are independent, and T — [I, ® A | W]™(I; ® G, 0).

Lemma 8.4 (Extended Succinct LWE). Let g be an odd prime, let n,m,k,{ > 1 andr > 0 be
poly(A)-bounded integers where n = Q(A), and y, x’, 0 > 0 reals such that

(i) m > 3n[logq] + 3A;

(i) x = VA and y' > 3y\/m(r + 1);
(iii)) o > (¢m + k) log(¢n).

\%

Let Sample(1") be an efficiently sampleable distribution over Zy. Then, every probabilis-
tic polynomial-time distinguisher for r-extended (f,Sample)-succinct LWE with parameters
(n,m,k, x', 0,q) yields a probabilistic polynomial-time distinguisher for (£, Sample)-succinct LWE
with parameters (n, m, k, x, o, q) with only a 27°W loss in distinguishing advantage.

Proof. We show a reduction from (¢, Sample)-succinct LWE to extended (¢, Sample)-succinct
LWE. Suppose that the challenger provided us with (A, cT,W,T) where D = [I[, ® A | W]
satisfies DT = I; ® G, and c is either sampled uniformly at random or ¢T = sTA + eT where
s < Sample(1"), and e < Dzm , is a noise term.

In the reduction, we sample S « {0, 1} and compute vT = ReRand([I,, | S],cT, x, x'/(2x)).
Then, we output (A, AS, vg, VI, W, T) where v, consists of the first m entries of v and v; consists
of the remaining r. Notice that by Lemma 3.4, when cT = sTA + eT,

vl =sT[A|AS] + (&)T,

where €’ is statistically close to a sample from Dgzm+r ,». Moreover, by the leftover hash lemma
(Lemma 3.2), we have that AS is statistically close to a random matrix in ZZX’.
If instead c is random, by Lemma 3.4, we have that

vl =(c—e)T [1,,]S] + (e)T.

By the leftover hash lemma (Lemma 3.2), we conclude that (v, AS) are statistically close to a
random sample from Zg*" X Zp*". O
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Remark 8.5. The same construction reduces succinct SIS to its extended version, whose goal is
to find a nonzero short integer vector x = (xo, X;) € Z™ X Z" satisfying [A | M]x = 0 mod q. Give
the solver (A, AS, W, T) and return x, + Sx;. This vector satisfies the required kernel relation and
lIxo + Sx1l2 < Vmr + 1||x]l2.

If x; = 0, the output is nonzero whenever the solver succeeds. Otherwise, fix an index j
with (x1); # 0. Conditional on the public tuple, the solver’s coins, and all other columns of S, a
zero output determines its jth column uniquely over the integers. For fixed A, a uniform binary
column is uniform on the fiber determined by its image under A. The average reciprocal fiber size
is at most ¢"27™, since there are at most g" nonempty fibers. A union bound over the r possible
indices therefore bounds the probability of a zero output by rg"2™™. Thus a successful extended
SIS solution yields a valid succinct SIS solution except with negligible probability.

8.2 Succinct LWE with a Small Secret

Next, we show that the hardness of succinct LWE also implies hardness when the secret is sam-
pled from a discrete Gaussian distribution.

Lemma 8.6 (Succinct LWE with a Small Secret). Let g be an odd prime, letn,m, k, £ > 1 be poly(A)-
bounded integers where n = Q(A), and y, ', 0, ¢’ > 0 reals such that

(i) m > 3n[logq] + 34;

(i) x > VA and x' > 4x\/m(n+2);
(iii) &’ > (¢m + k)aVAlog(tn) and o > (¢m + k)log(tn).

Then, every probabilistic polynomial-time distinguisher for (¢, Dzn ,+)-succinct LWE with parame-
ters (n,m,k, y’, 0’, q) yields a probabilistic polynomial-time distinguisher for £-succinct LWE with
parameters (n, m, k, y, 0, q) with only a 27°W loss in distinguishing advantage.

Proof. Setr =n+ A. Apply Lemma 8.4 with output noise width y’; its noise requirement follows
from 3Vr + 1 < 44/r. It therefore suffices to reduce r-extended succinct LWE with noise width
X' to (¢, Dzn ,v)-succinct LWE. Suppose that the challenger provides (A, M, uj, u], W, T), where
D :=[I,®A | W] satisfies DT = I;®G. In the planted case, ug =sTA+ eg and uI = sTM+eI, where
ey < Dzm ,» and e; < Dz ,+ are independent. In the uniform case, uy and u; are independent
and uniform.

Choose an invertible n X n submatrix C of M. Such a choice exists except with probability
at most qulq”_r_l; otherwise, output a random bit. Let v be the subvector of u; corresponding
to these columns. By Lemma 4.9 and the lower bound on o, the Gaussian coordinate tail bound
gives ||T|| < oV except with probability 2= Thus the stated lower bound on ¢’ satisfies the
sampling condition in Lemma 3.6. Sample T «— SamplePre(D, T, I, ® CG, ¢’) and output

(CT'A,—u] +VvICT'A, (I, ® CTHW, T').

The matrices C"!A and (I, ® C"!)W are independent and uniform. By Lemma 3.6, T’ is statistically
close to a Gaussian sample of width ¢’ conditioned on DT” = I, ® CG. Multiplying this identity
on the left by I, ® C™! gives

I ®(C'A) | (I, CHW]T' =1, ®G,
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so the output has the required public distribution.
In the planted case, write vT = sTC + eT. Since the columns are chosen using only M, e «
Dazn , is independent of the output public matrices and of ey. The identity

—u] + vIC'A =eTC'A - e

therefore gives the desired secret and error distributions, using symmetry of the discrete Gaus-
sian. In the uniform case, the same expression is uniform because u, is uniform and indepen-

dent. O]

8.3 Generalized Decomposed LWE

Next, we consider a variant of decomposed LWE, where we generate the LWE matrix by shifting
W(I; ® R) by an arbitrary term F (which may depend on W, but not on R), instead of vec(I;)T ® G
as in the standard version of the assumption. We show that even this variant of the assumption

is implied by the hardness of decomposed LWE. Variants of this assumption have been used in
[CHW25, AMR26b].

Definition 8.7 (Generalized ¢-Decomposed LWE). Fix a security parameter A and parameters
nk,t, x,o, and q. Let r be a nonnegative integer and let Matrix : ZZX”‘ X ngr — 7 pe an
efficiently computable deterministic function, and let Sample(1") be an efficiently sampleable dis-
tribution over Zy. The (decision) (r, Matrix, Sample)-generalized {-decomposed LWE assumption
stipulates that

(W.R.M,sT(W(I; ®R) +F) +e",s™M + &7 ) ~, (W,R,M,u”,v7),
~—_—————
=Dr

where W« Z;’X”‘, R — Dypxt 5, M — Z;‘X’, F «— Matrix(W, M), s « Sample(1”), e « Dyt ys
e Dzry,u Zét and v « Zg. The search version uses the planted tuple and asks to recovers.

Lemma 8.8 (Generalized Decomposed LWE). Let q be an odd prime, let n,m,k,t,£ > 1 andr >0
be poly(A)-bounded integers where n = Q(A), and x, x’, 0,0’ > 0 reals such that

(i) m
(i) y = VA and ¥ > 16y0’\/Amet(mr + 1);
(iii) o > (¢m + k)oVAlog(¢n) and o > (tm + k)log(tn).

\%

3n[logq] + 34;

Let Matrix : ZZX”‘ X Zg" — ZZX” be a deterministic efficiently computable function and
let Sample(1") be an efficiently sampleable distribution over Zg.  Then, every probabilistic
polynomial-time distinguisher for (r, Matrix, Sample)-generalized £-decomposed LWE with param-
eters (n,k, t, ', 0’,q) yields a probabilistic polynomial-time distinguisher for (¢, Sample)-succinct
LWE with parameters (n, m, k, x, 0, q) with only a 27 loss in distinguishing advantage.

The same reduction applies to the search versions: a solver that recovers the generalized decom-

posed LWE secret with probability & yields a solver for search succinct LWE with success at least
§— 2790,
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Proof. We first apply the construction in the proof of Lemma 8.4 with intermediate noise width
7 := 3yVmr + 1. This width suffices because ||[I, | S]|l2—2 < Vmr + 1forS € {0, 1}, It remains
to reduce the resulting r-extended (¢, Sample)-succinct LWE instance to generalized decomposed
LWE. Suppose that the challenger provided us with (A, M, uj, u], W,T) where D := [, ® A | W]
satisfies DT = I; ® G, and ug,u; are either sampled uniformly at random or ug = sTA + eg,
uI =sTM + eI where s « Sample(1”) and ey < Dzmn,, €; < Dz are noise terms.

Split W into blocks Wy,...,W, € ZZXk and define W := [W; | --- | W,]. Compute
F «— Matrix(W, M) and split it into ¢ blocks Fy,...,F, € ZZ” . LetF € ZZ’N be their vertical

concatenation. We compute T” € ZUmTRXt g T/ SamplePre(D, T, F, o ). Then, we split T’ into
blocks V; € Z™ and R € Z*** such that

AV=-W(I,®R) +F, V =[Vy]...|Ve].
——————
=Dy

The output of the reduction is the tuple (W, -RM, vg, VI) where
vg = ReRand(V, ug, T, ¥’ /(27)), VI = ReRand(I,, uI, T, ¥’ /(27)).

We justify the public distribution jointly. Fix ¢ = 274, Except with probability 27" over
A, the smoothing argument in Lemma 4.9 applies both to A*(A) and to A*(D). The stated lower
bounds on ¢ and ¢’ exceed the corresponding smoothing bounds. Completing the square and
comparing shifted coset masses gives the Gaussian coordinate tail bounds, which imply ||T|| <
oV except with probability 27%?W, so Lemma 3.6 allows us to replace T’ by independent canonical
Gaussian preimages of width o’.

For this canonical distribution, conditioning on R leaves independent Gaussian columns of the
blocks V;, with syndromes F; — W;R under A. Smoothing makes the Gaussian masses of all these
cosets agree within a factor 1 + O(¢). Consequently, the joint distribution is within 27%® of the
experiment that samples R < Dgzxx: » independently of (A, W, M) and then samples each column
of V from its prescribed Gaussian coset under A. This proves the required public distribution,
including the sign change of R by Gaussian symmetry. Moreover, Lemma 3.20 and a union bound
give ||V||s—2 < o’Vmft except with probability 27*®_ The noise hypothesis therefore implies
x> 2rmax{||V||2—2, 1}, as required for both rerandomization calls. When r = 0, the second call
and its output are empty.

Finally, by Lemma 3.4, when u(T) =sTA + eg and uI =sTM + eI, we have that

T — T AV +(e’)T T — T T
vV, =5 éx+(e0), v, =sTM + (e})T,
Dr

where €[ and e] are statistically close to samples from Dz« ,, and Dzr ). If instead uy and u,

are uniform, write h := uy — e, introducing an independent ey <— Dz .. Then h is uniform and

independent of ey and all public matrices. The rerandomization guarantee lets us analyze v| =

hTV + (e;)T with an independent error of width y’, up to statistical error. Apply the smoothing
argument from Lemma 4.9 to the random (n+1)xm matrix [AT | h]T. The bound m > 3n[log q]+3A
implies m > 2(n + 1)logq + 24 for all sufficiently large A, since n = Q(A). Thus, except with

probability 27?®, Gaussian coset masses for this augmented matrix are flat at width ¢’. For every
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fixed syndrome under A, the additional image under hT is therefore statistically close to uniform.
Applying this fact to the conditionally independent columns of V proves joint uniformity of hTV,
retaining (W, —R, M). The identity transformation in the second rerandomization call preserves
uniformity independently, so both output vectors have the required uniform distribution up to
27%W error. All comparisons in the planted experiment hold jointly with the secret s, which is
unchanged. Returning the oracle’s recovered secret therefore proves the search claim. ]

Remark 8.9. The same construction reduces extended succinct SIS to generalized decomposed
SIS. Given (W, —R, M), the latter problem asks for a nonzero short integer vector x = (xo,x;) €
7t xzr satisfying Dpxy + Mx; = 0 mod g. Return (on, x1). The identity AV = Dg proves the
required extended SIS kernel relation. The preceding proof gives ||V||;_; < o’Vmet except with
negligible probability, so the output norm is at most max{c’ Vmet, 1}||x||,.

If x; # 0, the output is nonzero. Otherwise, success implies xy # 0. Condition on A, the public
tuple, the solver’s coins, and all but one column of V whose coefficient in x, is nonzero. A zero
output determines that column uniquely over the integers. In the canonical experiment above,
it is a Gaussian sample of width ¢’ from a prescribed coset of A+(A). Since ¢’ > 275.(A+(A)),
Lemma 3.20 bounds every point probability by 27™(1 + ¢)/(1 — ¢). A union bound over the ¢t
columns, together with the negligible simulation and smoothing errors, proves that the output is
nonzero except with negligible probability.

8.4 Decomposed LWE with a Structured Secret

Finally, we show that decomposed LWE is hard even if we structure the LWE secret by prepending
a public prefix r (notice that this is not straightforward as for standard LWE due to the particular
structure of the decomposed LWE matrix). This may be useful, for instance, in applications that
mix decomposed LWE techniques with FHE schemes where the secret key is required to have the
first entry set to 1.

Lemma 8.10 (Decomposed LWE with a Structured Secret). Let q be an odd prime, let
n',n,m,a,k,¢ > 1 be poly(d)-bounded integers where n = Q(A), and y, y',0,0" > 0 reals such
that

(i) " =n+a;
(ii) m
(iii) ¥ > VA and y > 16)(0’{’\/)Lm(a+n)|'logq'|;

\%

3n[logq] + 34;

(iv) o > (tm +k)oVAlog(tn) and o > (tm + k)log(n).

Let r € Zg be an arbitrary vector and let Sample(1") be an efficiently sampleable distribution
over Zg. Define Sample’(1") to be the distribution that outputs the concatenation of r and s,
where s < Sample(1"). Then, every probabilistic polynomial-time distinguisher for (£, Sample’)-
decomposed LWE with parameters (n',k, ', 0’,q) yields a probabilistic polynomial-time distin-
guisher for (£, Sample)-succinct LWE with parameters (n,m,k, y, 0, q) with only a 27°% loss in
distinguishing advantage.
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Proof. LetG :=[0|G] € ZZX(M")HOg 91 Where a is the dimension of r and let Matrix be the function
that constantly outputs vec(I;)T ® G. We show a reduction from (0, Matrix, Sample)-generalized
¢-decomposed LWE to (£, Sample’)-decomposed LWE. Together with Lemma 8.8, this gives the
claimed statement. Suppose that the challenger provided us with (W, R, uT), where u is either
sampled uniformly at random or

u’ =sT(W- (I, ® R) + vec(I))T ® G) + €T,

where s « Sample(1”) and e « Z)Zfz(nm)ﬂogqlx, is a noise term.

The reduction samples W « ngek and sets

W = [%} , a :=uT +r"(W(I; ® R) + vec(I,)T ® [I, ® gT|0]).

Finally, it outputs (\/R\/, R, uT). Observe that the distribution of W is uniform over Zgﬁa)x{k, whereas
R is distributed as Dzixem+ariogq) o If U is random, u is random too. In the planted case, we have

—~

ul =[rTsT](W-(I; ®R) + vec(l;)T ® I;4, @ gT) + €.

]
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