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Abstract. Building on the wedge-attack framework of Ding, Li, and
Tao [5], we reformulate the Schur-Macaulay matrix approach of Merz
and Ran [15] in polynomial terms and develop a unified treatment using
truncated polynomial algebras over fields of positive characteristic p. By
working in p-truncated polynomial algebras, our formulation applies to
the Unbalanced Oil and Vinegar (UOV) problem over arbitrary finite
fields. Divided powers and transfer relations yield additional public rela-
tions within the ideal-inclusion framework, leading to quotient-dimension
criteria for recovering graded components of the hidden oil-space ideal.
As an application, we analyze the third-round QR-UOV parameter sets
and obtain lower estimates of attack complexity for some of them.
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1 Introduction

The Unbalanced Oil and Vinegar (UOV) signature scheme [12] hides an oil space
on which its public quadratic map vanishes. A basis of this space serves as a sign-
ing trapdoor: it reduces the search for a preimage of a target to solving linear
systems [3]. Recovering the oil space from the public map is therefore a cen-
tral objective of structural cryptanalysis. Wedge attacks approach this problem
through linear algebra in suitable graded algebras.

The security of UOV-based constructions has been studied from a variety
of cryptanalytic perspectives. Classical key recovery attacks include the Kipnis—
Shamir (KS) attack [13], which exploits linear-algebraic properties of the hidden
oil space, as well as subsequent reconciliation [6], intersection [3], and rectangular
MinRank attacks [3] that recover partial information about the secret structure
or reduce the complexity of the associated MQ systems. These developments
have significantly influenced the selection of secure parameters and the design
of more sophisticated UOV-based schemes.

Recently, Ran [17]| introduced the wedge attack using the exterior algebra.
Subsequent work developed formulations in reduced symmetric algebras [11] and
truncated polynomial rings [7]. Wedge attacks were also independently applied
to SNOVA in [4] and [18].
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Ding, Li, and Tao [5] reformulated the recovery mechanism of wedge attack
in terms of Macaulay right kernels and the ideal inclusion I C J, where I is
generated by the public quadratic relations and J by linear forms defining the
hidden oil space. Their formulation applies over fields of arbitrary characteristic.
A central recovery criterion is the existence of a degree d > 0 such that Iy = Jy
and the degree-d quotient is nonzero. Under these conditions, a normalized basis
of the Macaulay right kernel reveals the linear forms defining the oil space. This
viewpoint provides a common algebraic description of the attacks in [17, 11, 7,
4, 18]: they realize the inclusion I C J in different graded algebras.

The equality I; = J;, however, may fail at every relevant degree when v >
2m, where v is the number of vinegar variables and m is the number of public
equations. Ikematsu and Furue [9] address this regime by analyzing the structure
of Macaulay kernels beyond the case in which the standard recovery criterion
holds.

Merz and Ran [15] extended the exterior algebra attack in two directions.
First, in characteristic two, they derived additional equations from divided pow-
ers of the public polar forms. Second, they extended the linear algebra computa-
tions from a single exterior power to arbitrary Schur modules. The first of these
directions was extended to arbitrary characteristic in [14].

Contributions Our contributions are threefold.

1. Using the wedge-attack framework of Ding, Li, and Tao [5], we interpret the
approach of Merz and Ran [15] as a reconciliation attack using multiple oil
elements.

2. We give a unified construction over arbitrary finite fields using p-truncated
polynomial algebras, divided powers, and transfer relations. For two or more
sets of variables, we derive quotient-dimension criteria for recovering graded
components of the hidden oil-space ideal and formulate Hilbert-series con-
jectures.

3. We analyze the third-round QR-UOV parameter sets and obtain lower es-
timated attack complexities for some of them. These estimates nevertheless
remain consistent with their targeted NIST security levels.

Code: The magma implementation of the experiments, complexity estimators
can be found in the repository below

https://github.com/Yulan24 /Extended-Schur-Macaulay

Outline § 2 reviews UOV, wedge attacks, and divided powers on truncated
polynomial rings. § 3 develops the bigraded construction and its rank analysis,
and § 4 extends it to multiple sets of variables. § 5 explains the relation between
the work developed in this paper and the exterior-algebra approach of Merz
and Ran [15]. § 6 is devoted to experiments, cost analysis, and applications. § 7
concludes with directions for future work.


https://github.com/Yulan24/Extended-Schur-Macaulay
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2 Preliminaries

2.1 Unbalanced Oil and Vinegar (UOV)

The UOV signature scheme was introduced by Kipnis, Patarin, and Goubin in
1999 [12]. We follow Beullens’ description of UOV in terms of its hidden oil
space [3]|. Let n = v+ o with v > o. The public key is a homogeneous quadratic
map P = (p1,...,Pm) : F; — F;" that vanishes on a hidden o-dimensional
subspace O, called the oil space. In the standard signature scheme, m = o, and
a basis of O serves as the signing trapdoor. Define the bilinear polar map by

Pl(xy) =Px+y) - Px) - Ply) = (@1(x.y),.-- . gm(xX,¥)).
Since O is a linear subspace, we have
P(o) =0, P'(0,0) =0 forallo,0' €O. (2.1)
To sign a target t € IE";" obtained by hashing the message, choose a random

v € Fj and seek o € O such that P(v + o) = t. By the definition of the polar
form and Eq. (2.1),

P(v+o)= P(v) +P(0)+ P(v,o0) =t. (2.2)
—— ——
fixed by the choice of v =0 linear function of o
Equivalently,
P'(v,0) =t —P(v). (2.3)

For fixed v, this is a linear system in the o coordinates of o with respect to a
secret basis of O. There are m = o equations, so a nonsingular system gives a
unique solution; if no solution exists, choose a new v and retry. The resulting
signature vector is s = v 4 o, and verification checks P(s) = t. Thus recovering
the oil space provides sufficient information to sign. For our cryptanalytic setting,
we allow arbitrary m and consider the following recovery problem.

Definition 2.1 (UOV problem). Let v > o and m be positive integers, and
setn = v+ o. Given a homogeneous quadratic map (p1,--- ,pm) : Fy — FJ* that
vanishes on a subspace O C IE‘Z of dimension o, called the oil space, recover Q.

Remark 2.2. We assume that the oil space O is unique under the assumption
that v < ™91,

The UOV problem underlies signature schemes such as QR-UOV, MAYO,
and SNOVA, which have advanced alongside UOV to the third round of NIST’s
standardization process for additional digital signatures [16], highlighting the
cryptographic significance of this problem.
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2.2 Wedge attack

Ran [17] introduced the wedge attack on UOV exterior algebras. Its starting
point is that the polar forms ¢; := p) are alternating and vanish on O x O by
Eq. (2.1). Let E = (F;)* and let Ly,..., L, be a basis of the annihilator of

O in E. Viewing the g; as elements of /\2 FE, the nonzero decomposable vector
V=1L A---A L, lies in the kernel of

v+2

M/U\E—></\E> , wr— (1 Aw, .o gm Aw).

If this kernel is one-dimensional, linear algebra recovers V up to a nonzero scalar,
and hence the hidden oil space.

Jin et al. [11] developed a reduced symmetric-algebra formulation that also
applies in odd characteristic. Furue and Tkematsu [7] reformulated these attacks
using p-truncated polynomial rings and extended them to p‘-truncated rings,
where p = char(F,), including their use in reconciliation and intersection at-
tacks. Wedge methods were also adapted to SNOVA by exploiting its additional
algebraic structure: Bros et al. [4] used its block-ring structure, while Tseng et
al. [18] studied the wedge map through a lifting to an extension field.

Ding, Li, and Tao [5] gave a common description of these recovery mecha-
nisms of wedge attack through Macaulay right kernels and the ideal inclusion
I C J, valid in arbitrary characteristic. Ikematsu and Furue [9] studied Macaulay
kernels beyond the standard recovery criterion, addressing the regime v > 2m.
Merz and Ran [15] strengthened the exterior algebra attack by adding divided-
power relations and extending the linear algebra computations to arbitrary Schur
modules. Using the language developed by Ding, Li, and Tao [5] and drawing on
insights from Merz et al. [15], we extend the latter’s work to truncated polyno-
mial algebras over any finite field.

2.3 Divided powers on p-truncated polynomial rings

Divided powers generalize the operations f”/r! to positive characteristic. We
recall their defining identities and the properties needed for our construction.

Definition 2.3. [2, Definition 3.1] Let A be a commutative ring, I C A an
ideal. A divided power structure on I we mean a collection of maps vy, : I — A
for all integers k > 0 such that:

Forall f € 1, %(f) = L (f) = frw(f) € L if k> 0.
For f,g € I, w(f +9) = o %i(H)1—i(9),
Forue A, f €1, y(uf) = vy (f).

For f el, V1 (f)'ykz (f) = (kllzk2)’yk1+k2 (f)

For ki ks > 0, f € I, 7, (W (f)) = Foeiiis Veus (F)-

G ol =
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q is a power of a prime number p. We consider the p-truncated polynomial
algebra R :=F[z1,...,x,]/(z],. .. a). We usually do not distinguish the poly-
nomial f € Fy[z1,...,x,] from its coset f in R. We will use the following vector
notation:

- A:={a=(a1,...,a,) € N"\ {(0,...,0)} : 0 < o; < p}.
— For each n-tuple @ € N, || := Y"1 | oy, x¥ = [[1, 2.

— For polynomials fi, ..., fm € Fy[z1,...,24], (f1,..., fm)r denotes the ideal
in R generated by f;.

Lemma 2.4. There is a divided power structure on m := (x1,...,x,)r C R.
Any f € m can be uniquely written as f =) . 4 caX” with c, € Fy. We set

clc’fxb“a )
’)/k(f) = Z H T in R.
ZaeA b=k acA
0<ba<p

If by, = 0, then we require by! = 1. {yx}r>0 is a divided power structure on m.

For the proof of this lemma see Appendix A. In particular, v, (f) = J;—’: when
0 < k < p. For future reference, we collect in the following remarks some easy
computations of v (f).

Remark 2.5. 1f the p-adic expansion of k is > 7_, k;p* with k; € {0,...,p — 1},
then repeatedly using Lucas’s Theorem and the fourth condition in Definition
2.3, we obtain

i ) ki
=[]

k;!
i=0
This implies that (v, (f) : & > 1) = (= (f) : s > 0).
Remark 2.6. For any f =", u;g; with u;,g; € m and for k > 0,
w) = > Jlre(ug)= > J]ufvele) € (w1 <i<m).
aEN™ o=k i=1 aEN™ |a|=k i=1

The second equality can be proven by induction on m. It holds for m = 2, which
is exactly the fifth condition of Definition 2.3.

3 A bigraded truncated-polynomial construction

Let k = F,, where g is a power of the prime p. Consider a UOV-like system
consisting of m quadratic polynomials p1,...,p., € k[z1,...,2,], each vanishing
on an o-dimensional subspace O. The reconciliation attack [6] begins by finding
a nonzero oil element u € O satisfying

pi(u) =0, 1<i<m.
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Once such an element u has been found, we seek a second oil element v, linearly
independent of u, by solving the system

pi(v) =0, 1<i<m,
qi(u7V :Oa 1§Z§m7

where

ai(x,y) =pi(x+y) —pi(x) —pi(y), 1<i<m.
Repeating this procedure, with polar constraints imposed against all previously
found oil elements, we seek to recover a basis of O. Alternatively, we can search

for multiple oil elements simultaneously.
Instead of considering the ideal (p1,--- ,pm), one can consider the ideal

<pi(x)’pi(y)>qi(xvy) 1< < m> g k[X,y}.

In the following, we implement this idea using a bigraded truncated-polynomial
algebra. This yields a truncated-polynomial formulation of the construction of
Merz and Ran [15, §4] over a field of positive characteristic. We first describe the
hidden oil space using a bigraded quotient, then strengthen the public relations
using divided powers and transfer maps. Finally, we analyze the resulting quo-
tient dimensions to obtain a criterion for recovering a component of the hidden
ideal.

3.1 Truncation and the oil quotient

Let O C k™ be the hidden oil space of dimension o. Choose independent linear
polynomials Ly, ..., L,, with v =n — o, such that

O={uek™: Li(u)=---=L,(u) =0}.

We assume that each public quadratic has a decomposition p; = Z}’:l u; 5L,
where the u; ; are linear polynomials. For 1 < ¢ < m, the public equations in
the two sets of variables and their polar equations therefore take the form

pi(x) =Y ui (%) L;(x),
j=1

pi(y) = D i (V)L (),
j=1

v

7i(x,y) = Z(Ui,j (X)L;(y) + ui i (y)Lj(x)).

Jj=1

All these polynomials vanish on © @ © C k2?7, which is defined by the linear
equations Lj(x) = L;j(y) =0for 1 <j <w.
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We work in the p-truncated polynomial algebra

R:= k[xla-"axnayla-"ayn]/<le)7"'7x£,7yfa'-'7y£>'

Give R the bigrading determined by degz; = (1,0) and degy; = (0,1). For
a,b € N, its bihomogeneous component is

Rop = spank{xayﬁ ol =a, |8 =b, 0< B <pl.
Components with a negative degree are understood to be zero. Define
T(d,p, 7") = (1 +t4---+ tp_l)d[ﬂ]’

with value zero outside 0 < r < d(p — 1). Then dimy R, = T'(n,p,a)T(n,p,b).
An element of R, is called bihomogeneous of bidegree (a,b). An ideal I C R
generated by bihomogeneous elements is bigraded, and it decomposes as

I=@ Ly, Tap:=1NRap.
a,beN
Using the same notation for polynomials and their images in R, define
T = (pi(x),pi(y), qi(x,y) : 1 <i <m)p,
J = (L;j(x),Lj(y) : 1< j < v)g.
Both ideals are bigraded, and the decompositions above give

ICJ.

The quotient by J can be described explicitly in oil coordinates. Choose a basis
of O and let U € k™*° be the matrix whose columns are the basis vectors.
Introduce s = (s1,...,8,) and t = (t1,...,t,), and put

S = Fk[s1,. ..y S0 t1y .oy to) /(ST 8Pt Lt
where degs; = (1,0) and degt; = (0, 1).
Proposition 3.1. The substitution map

pr: R — S, F(x,y) — F(Us,Ut)
18 surjective, preserves bidegrees, and has kernel J. Thus
R/J = S. (3.1)

In particular,

dimy (R/ T )ap = dimg Sap = T'(0,p,a)T (0, p, b).

The largest degree in either set of oil variables is d, :== o(p—1), and T(0,p,d,) =
1.

Proof. Tt’s easy to check or see the proof of [5, Theorem 4.1]. O

The inclusion Z C 7 is the starting point for our construction. Following the
divided-power approach of [14], we next enlarge Z and compare the two ideals in
each bidegree after adding transfer relations. These relations correspond to the
maps 6 in [15].
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3.2 Divided powers and transfer relations in positive characteristic

Consider the maximal ideal m := (x1,...,2n,¥1,...,Yn) of R. Let {yx : m —
R}ien be the divided power structure on m (see Lemma 2.4). We define

%W_(wm@»%Awnwm%mmww>_
R

1<1<m, s>0

Its generators have bidegrees (2p*,0), (p®,p®), and (0,2p®). Remark 2.5 shows
that all positive divided powers of the public quadratics generate this same ideal.
By Remark 2.6, we have
z g Idp g j

Let t be an indeterminate. {x}r>0 can be naturally extended to m[t] C R]t]
satisfying 7; (ut?) = v;(u)t¥ for u € m, which makes R[t] a divided power ring.

We define an algebra endomorphism o : R[t] — RJ[t] by sending f(x,y) to
f(x+ty,y). For each £ > 0, we have the F,-linear map

Dy:R— R, f a(f)[t].
Especially, {D;}¢>0 is a Hasse-Schmidt derivation on R, which means that the
sequence of these linear maps satisfying

14

Do =idg, Di(fg) =Y Di(f)De—i(g) for all f,g € R.
1=0

They also have the property that

1

Dulg) = S (=)' Di(Ds—i(f)g) for all f,g € R. (3.2)
1=0

It is easy to verify that Dy is a graded map of degree (—¢, ), i.e., Doe(Rate—2) C
R, . The degree-(a,b) transfer relation space is defined to be

Zap =Y _ De(Ra—tpse) C Rap.
>0

Remark 3.2. 1. The operators are independent of the public quadratics and of
the hidden oil space.
2. When F,, has characteristic 2, D, coincides with 6, and the quotient Ry /=0 p
coincides with the Schur module L, ;) Fy defined in [15, §4]. See also §5.

We next describe how transfers interact with divided powers and show that the
relations in the first variable set suffice modulo transfers.

Lemma 3.3. The operators «y; and o are commutative. For f € m and alli > 0,

o(7i(f)) = 7i(a(f))-
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Proof. If f = 2%y” is a monomial and « # 0, v; (o (f)) = H?zl(a:i +ty; )%y (yP)
= (2 (y?)) = o (vi(f)). Generally, write f = 22:1 u; with u; are monomials.

l l
o= > U(Hmw))— > Lot )

a1+-tar=i a1+-tap=t j=1
l
= Y [ reew) =% ().
ar+-tai=i j=1
Thus we prove this result. a

Proposition 3.4. For every f € Rao and a,b > 0, write g = D1(f) and h =
Dy(f), we have:

V() k> 0)ap + Zap = ((f), %(9)s ve(h) : kb > 0)ap + Zap
Proof. From Lemma 3.3, for any k,7 > 0,
Di(vi(£)) = o(vi(f)[t*] = 7i (o () [t*] = 7 (f + gt + ht*)[t¥]

= ( Z Yia (f)’yiz (gt)’ylé (ht2)> [tk}

i1+i2+iz=k
= ( Z Yiy (f)7i2 (f)713 (f)ti2+2i3> [tk}
i1+i2+iz3=1
i1t+i2+iz=1
io+2i3=k

By Eq. (3.2), for u € Ry_j p—k and v € Ry p—ok, we have

uDg(ve(£)) — (1) Dr(w)yi(f) € Zap,
v Dok (Vi (f)) — D2k (v) V6 (f) € Zap,

as Dy—i(w)ve(f) € Ratip—i and Dag—j(v)vk(f) € Ratjp—;. Using Eq. (3.3),

L5)
wyk(9) = uDg((f)) — v Z%(f)%—m(g)%(h) € (Vi(f) 1> 0)ap + Zap,

vYk(h) = vDor (W (f)) € (i(f) 17> 0)ap + Zap.
Thus the two subspaces are equal. a
Set fi =pi(x), gi = qi(x,y), and h; = p;(y). Then
oi(fi) = fi+tgi+t*hi,  Di(fi) =g Da(fi) = hs.
By Proposition 3.4, set K := (7, (pi(x) : 1 < i <m,j > 0), for each a,b > 0,
Kap+ Zap = Zaplas + Zap- (3.4)
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Remark 3.5. The Proposition 3.4 shows that, modulo =, the truncated di-
vided power ideal generated by f; coincides with the ideal generated by the
corresponding divided powers of the polynomials f;, ¢g;, and h;. This is the ana-
logue of [15, Lemma 4.5] in the truncated ring.

Proposition 3.6. Put hqp := dim R, 5, with hep, = 0 if either index is negative.
Then

. — ha _ha -1, GZ ba
dlm(Ra,b/:a,b) = {O ,b +1,b—1 T

In particular, R, p = S, for 0 < a <b, and

> dim(Rap/Zap) ts”

a>b>0
_ [(1 ot tp_l)n(l +Ss+---+ Sp_l)n(l - t_ls)]azbzo ’

where the brackets retain only monomials t*s® with a > b > 0.

The proof is given in Appendix B.2.
Lemma 3.7. At the oil top degree d, = o(p — 1), the transfer relations satisfy

Ea, 0 S (T )b (b>0).

Proof. For b = 0, the transfer space is zero. Suppose b > 1 and fix 1 < ¢ < b.
Write pg @ Rop — Sa,p for the bihomogeneous components of the restriction
map pr. In the oil ring S, define

D?(G) = G(s + Tt, t)[re],

where 7 is an indeterminate. This is well defined because (s;+7t;)? = 8? +Tpt§ =
0 in S[7]. The identity U(s + 7t) = Us 4+ 7Ut shows that restriction commutes
with the substitution defining transfer. Taking the coefficient of 7¢ gives the
commutative diagram

D,
Rojrp—e —— Rayp

Pa+£,b2l J{Pa,b

Sa+ep—¢ =0 —Qpo Sab-
£

Indeed, every surviving monomial in S has s-degree at most o(p — 1) = d,, so
the lower-left space is zero when a = d,. Hence

O
Pdop © Do =Dy 0 pa,4ep—0 =0,

and therefore im Dy C kerpg, » = (J )4, by Proposition 3.1. Summing over
1 < ¢ < b proves the inclusion. O



UOV attacks via truncated polynomial algebras 11

3.3 Rank analysis

The preceding results give
Ia,b - z-a,b + Ea,b c (Idp)a,b + Ea,b = ’Ca,b + Ea,b c ja,b + Ea,b- (35>

By Lemma 3.7, the last term is J,, when a = d,. We seek degrees a,b for
which the last inclusion is an equality. At such degrees, the public relations
determine information about J,; through (Zap)e and the transfer relations;
see |5, Theorem 4.1].

Lemma 3.8. Let N be a bihomogeneous ideal in R, and let a,b > 0. If
Na,b + Ea,b = Ra,ba

then
Now + Zapy = Rap for every b’ > b.

Additionally, if b= 0, then Ny o = R o for every a’ > a.

Proof. Tt suffices to prove the assertion for b’ = b+ 1 and then iterate. Since the
transfer substitution fixes each y;, we have

Di(y;F) =y;D,(F)  (F€ER, r=0).
For1 <r <band F € Ryyrp—r, the product y; F' belongs to Rq4rpt1—r. Hence
YiZab C Sapr-

Also, yjNap € Ngp+1 because N is an ideal. Every truncated monomial of

bidegree (a,b+ 1) is y; times a truncated monomial of bidegree (a,b) for some
J, so

n
Ra,bJrl = Z ija,b
Jj=1

= Z yj (Na,b + Ea,b)
j=1

g Na,b+1 + Ea,b+1 g Ra,b+1~

Thus equality holds. The last statement follows from the fact that =,y = 0 for
any ¢ > 0. O

The above lemma implies that following definition. In fact, Lemma 3.8 is an
analogue of [15, Lemma 4.6].

Definition 3.9. For a formal Laurent series f = Z(a,b)elz fapt®s® in t,s with
integer coefficients, we write [f] for the series supported on Z2, with coefficients

fab, if faro >0 for all0 < a’ < a and fapy >0 for all0 < b < b,

0, otherwise,

[fl+[t7s"] = {
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Lemma 3.10. For any a,b > 0, the map pr in Proposition 3.1 induces an
isomorphism

Rop/(Tap + Zap) = Sa,b/Egba
where Efb = 22:1 D@ (Sateb—0) is the transfer relation space in S.
Proof. By Proposition 3.1, each restriction pgp : Rep — Sap is surjective with
kernel J; 5. Restriction commutes with transfer:
Pap© De=DF 0 patopi-
Indeed, this follows by taking the coefficient of 7¢ in the identity U(s + 7t) =

Us + TUt. Since pg4e,p—e is surjective, we obtain

Pap(De(Rarep—1)) = DF (Satep—0)-

Summing over 1 < ¢ < b gives pyp(Eap) = Efb, also when b = 0, when both
transfer spaces are zero. Thus the composite map Rqp — Sap/= (? , is surjective
and has kernel J,p + Z4p: if pap(F) € 521,, choose H € =, with p,(H) =
pap(F), so that F — H € J, ;. This implies the claimed isomorphism. a

Proposition 3.6 and Lemma 3.10 give

Ho(t,s):= Y dim(Rap/(Jap + Zap)) ts®

a>b>0
S dim(S,4/Z8,) 5" (30
a>b>0
_ [(1 bt tp—l)o(l 4854+ 5?71)0(1 — tils)]azbzo’

Here El?b in the second line denotes the transfer relation space in Sq 3.

Conjecture 8.11. Let p1,...,pm € k[x1,...,2Zy]2 be independent, uniformly ran-
dom homogeneous quadratics, with no prescribed oil space. Retain the notation
R, Z4p, and = from above. With high probability,

dlm = tasb
Z ( Idp a,b + —a b)

a>b>0
dim tes?
Z (=) )
(]__|_t+...+tp—1)n(]_+s+...+sp—1)’ﬂ
(L=t (1 =)™ (1 — s*)™(1 — ts)™

The second equality follows from Eq. (3.4); only the final formula is conjectural.
The restriction to @ > b > 0 is implicit in the positive-part operation, since the
untruncated expression has zero coefficient at every t*s®*!. Indeed, set

Gt,s)=(1+t+-+tP "L +s+---+sP7H"(1 = 2)"(1 — s*)™(1 — ts)™.
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Then G(t,s) = G(s,t) which implies that G[t?s*T!] =
G[t*s?T1] = 0. After multiplying by (1 — ¢t~ !s), we have

((1 _ t_ls) . G)[tasa-‘rl] —_ G[ta8a+1} _ G[ta+18a] —0.

Remark 8.12. Definition 3.9 follows [15, Definition 4.7], and Conjecture 3.11 is
inspired by [15, Conjecture 4.8].

G[t*T1s%], and hence

We conduct experiments on UOV systems to verify the Conjecture 3.11. For
different parameters (n, v, m,q), we verify the prediction for all degrees (dy, d2)
such that 0 < dy < dy < Dy < o(p — 1). The test results are summarized in the
table below.

Table 1: The parameters were tested for different characteristics

Paramaters Number of
Range of m .
(n,v,q, Do) annomalies
(6,4,3,4) 2,3,6,8,9,10 0
(6,4,3,4) 457 1
(7757773) 2<m<8 0
(8,5,5,3) 3<m<8 0

Remark 3.13. As explained in § 5, in characteristic 2, our method is equivalent
to the exterior-algebra approach of Merz and Ran [15], and the corresponding
conjectures have the same expressions. They have already provided experimen-
tal evidence supporting their conjecture in this case. We therefore focus our
experiments on odd characteristic.

For the public quadratics with hidden oil space O, consider a = d, and
0 <b<d, By Lemma 3.7, Z4, 5 C Ju, b, SO

(Zap)dop + Zdop = Kay o + a0 € Ty b

Proposition 3.1 and T'(o,p,d,) = 1 give

Ho [t s"] = dim(?j"’:) =T(o,p,b).

Consequently,
Rg, b

dlm 77— ZT07 ab7
((Idp)do,b+5do,b> (©.p,0)

with equality if and only if Ky, s +Z4, s = Ja,,»- Thus, verifying that the quotient
dimension is T'(o,p,b) allows us to obtain this component of the hidden ideal
from the public relations. Conjecture 3.11 provides a random-system benchmark
for selecting b, while Hy[t% 5] gives the dimension that must be attained in the
structured system.
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4 A multigraded truncated-polynomial construction

Retaining the notation of § 3, we extend the construction from two oil elements
to £ > 2 elements, using one set of variables for each element and polar equations
for every pair. This corresponds to the Schur module attack of Merz and Ran [15,
§5]. The basis matrix U is used ounly for analysis; the attack requires only the
public quadratics and the parameters n, o, p, £. We omit details that carry over
directly from the bigraded case.

4.1 Truncation and the oil quotient

Put x¢ = (z41,...,%,) for 1 < t < £ and define the multigraded truncated
polynomial ring

R::k[xl,...,Xg]/@fj:1§t§€, 1<j<m)m:=(x;;:1<t<{ 1<j<n).

Give x;; degree e;, the t-th standard basis vector of Z*. For A € N¢,

¢
R = spany, {fo” Hogl =AMy 0< oy < p} .
t=1

Components with a negative degree are zero. For 1 <i<mand 1 <71 < s </,
write

fz‘(t) = pi(%t), quS) = pi(Xr +X5) = pi(xr) = pilXs).

Let
T:=(q"™ 1<i<m, 1<t<0,1<r<s<Or
J:i=(Lj(x):1<j<w, 1<t < ).

Thus Z C J. Introduce oil variables s; = (s41,. .., St,) and the ring

S = k[sl,...,Sg]/<sfj :1<t<e, 1<j<o).
The multigraded analogue of Proposition 3.1 is as follows.

Proposition 4.1. The substitution map
p:R—S, Fr— F(Usy,...,Usy)

18 surjective, preserves multidegrees, and has kernel J. In particular,

14
R/T=S,  dimSy =[] T(o,p, \). (4.1)

t=1

The top degree in each set of oil variables is d, = o(p — 1).
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4.2 Divided powers and transfer relations in positive characteristic

Similarly, one can define a divided power v, on mR, now with all /n variables,

on the maximal ideal mg = (x1,...,%/). Set
©O) :
a(fi7): 1<i<m, 1<t<{ a>0,
Top o= ( U3 )7 1SS L a2
Ypalg; 7):1<i<m, 1<r<s</{ a>0 .

Their multidegrees are 2p%e; and p®(e, + e;), respectively. Remark 2.5 shows
that all positive divided powers of the public quadratics generate this same ideal.
By Remark 2.6, we have
ICTyCJ. (4.3)
Fix 1 < r < s < /£ and let 7 be an indeterminate. Define a k[r]-algebra
endomorphism
or®: R[r] — R7]

by its values on the variables:

oS (24) = Trj T TTsjy =T, 1<t</
T J ’
Ttj, t#r7

Thus every coordinate in the r-th variable set is changed using the same param-
eter 7, while the s-th variable set and all other sets remain fixed. The parameter
itself is also fixed: ¢7%(7) = 7. For a polynomial class F' € R, this means

o (F) = F(X1, ..y, Xp + TXgy ..y Xg).

T
The substitution respects the truncation relations because (x,; + T;)? =
ay; 4+ Paf; = 0 in R[r], and the remaining relations are fixed. Put D}*(F)
or*(F)[r"]. Then

D;;S : R)\—Q—her—hes — T\),)\. (44)

Explicitly, on a truncated monomial,

14
D;? <H Xf“) = Z (O:)X?T_“x?'*+“ H Xyt (4.5)
t=1

k<o t#£r,s
|r|=h

Terms with any exponent at least p are zero. For each fixed pair (r,s), the
operators form an iterative Hasse-Schmidt derivation, in particular,
h
DrG) =S DD ), ooy = ("D,
§=0

Define

[8§]

As
A=) > imDpf= > > imDy, (4.6)
1 L h=1

<r<s< 1<r<s<f a>0
P<As

where each image has target R ). The second equality follows by expanding / in
base p and applying the iteration identity for the fixed pair.
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Remark 4.2. When k = F, has characteristic 2, the quotient R»/Z) coincides
with the Schur module L) F; defined in [15, §5].

We have a similar result as [15, Lemma 5.1], which will be used later in the cost
analysis.

Lemma 4.3. For every A € N’ we have

-1
SeY Y mop
r=1 a>0
PY<Ari1
Proof. Write A) for the sum on the right-hand side. For each adjacent pair, the
base-p iteration identity used in Eq. (4.6) gives

£—1 Art1

A)\ = Z Z D;’T+1(R)\+herfher+1)‘

r=1 h=1

Clearly Ay C =). We prove the reverse inclusion by induction on s — r, simul-
taneously for all target multidegrees and all A > 1.
For r < t < s, the substitution operators satisfy

rt ts rt __ _ts __rs
O_ w0y Oy = Oy Oy

on R[u,v], where the rightmost operator acts first. Indeed, both sides send %,
to x, + uvxs, send x; to x; + vxg, and fix the other variable sets. Taking the
coefficient of uv™ gives

h
Dy => (-1 Dj' Dy Dyt . (4.7)
j=0
This identity involves no division and is valid in characteristic p.

The case s —r = 1 follows from the displayed description of Ay. For s—r > 1,
take t =r+1 and F € Rathe,—he,- In Eq. (4.7), every term with j > 1 belongs
to A,: its outermost operator is the adjacent transfer D;t, and its input has
degree A + je, — je;. If j > A4, this input component is zero. The term with
j = 01is Di*D}*(F) and belongs to Ay by the induction hypothesis for the shorter

pair (¢,s). Thus D}*(F) € Ay, proving =) C A,. O
Lemma 4.4. For A = (d,,...,d,,b) with b >0,
2\ C I (4.8)

Proof. This follows immediately from the commutative diagram

s

D’L
Ri+he,—he, —— R

p>\+herhesJ( J{Px .

Sxthep—he, =0 o S,
h

which shows that each D}* maps into the kernel of py, which is precisely Jx. O
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Remark 4.5. For more than two variable sets, Ay = d, alone is insufficient. For
example, take p=3,0=1, (=3, and A = (2,1,1). In the oil ring,

23,0
Dy (3%331) = 25%1521531 # 0.

Thus transfers between later variable sets can survive restriction to O. The
lemma uses a top degree in every variable set from which a forward transfer can
originate.

As in the bigraded setting, we can reduce the study of Zg,, to the first variable
set modulo transfers. The following lemma makes this reduction precise.
For any ¢ and r < s,

O':S(fl(r)) — fz(r) + Tqi(rs) + T2fi(3)'

Put
K= (ype(f):1<i<m, a>0)r.

K2

Lemma 4.6. For every A € N,
Kx+ =)= Idp,>\ + E). (49)

Proof. The proof is analogous to that of Proposition 3.4.

4.3 Rank analysis

As in § 3.3, we seek multidegrees A for which the last inclusion
Iy CInN+E\NCLapr+ EX=Kx+E\ S I+ EN. (4.10)

is an equality. At such multidegrees A, the public relations and transfers deter-
mine information about Jy from Zg; x; see [5, Theorem 4.5]. We compare the
dimensions of the corresponding quotients using multigraded Hilbert series. By
Lemma 4.4, the last term is Jx when A = (d, ..., ds, b) with 0 < b < d,.

Write t = (t1,...,t), t* = Hle A, and

h(t) :=14t+ -+ P71 Ap:={AeN:n(p-1)>r > >N}

The notation [F]4, means that only monomials with multidegrees in A, are
retained. We also extend Definition 3.9 to ¢ variables as follows.

Definition 4.7. For a formal Laurent series F = ZMEZ" c, t? with integer co-
efficients, define [F], to be supported on N¢, with

Pl = o if ¢y h1,5,0,.,0) > 0 for all 1 <r <l and 0 < j < Ay,
[F+t7] 0, otherwise.

For ¢ = 2, this agrees with Definition 3.9.
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The oil quotient has the following Hilbert series after imposing the transfer

relations:
. 73A A
Ho(t) := d — )t
ot) == > m(Jm&)

AEA,

> am( )¢ (411)

AEA,

14
[[re) I a-t't)

1<r<s<¢

Ay

Here Eg? is the transfer relation space in Sy, defined by the same substitutions

as Z). This is the multigraded counterpart of the formula for Ho(t, s) in § 3.3;
we state the conclusion without repeating the argument.

For random quadratics without a prescribed oil space, the corresponding
Hilbert series is predicted by the following generalization of Conjecture 3.11.

Conjecture 4.8. Let p1,...,pm € k[z1,...,2,]2 be independent, uniformly ran-
dom homogeneous quadratics, with no prescribed oil space. Retain the notation
R, Zgp, K, and = from above. With high probability,

— ; R A
H(t) = Z d1m<Idp7>\ n E,\) t

AeA,
. R > A
= Z dlm(_ t
e, Kx+ =) (4.12)
0
- [H h(t,)"™ - H (1—t 1) - H (1 trts)m]
r=1 1<r<s<¢t 1<r<s<¢

+d A,

The second equality is already proved by Lemma 4.6; only the final formula is
conjectural. For £ = 2, it specializes to Conjecture 3.11 on a > b > 0.

For the public quadratics with hidden oil space O, put

. R
hy :=dim|{ ————— .
* (Idp,A + m)

The inclusion (4.10) gives hy > Ho[t?] for A € A,. Equality of these dimensions
holds if and only if
Lapr +EN =T+ E).

The random-system conjecture provides a benchmark for selecting multidegrees,
while the oil quotient gives the dimension that must be attained in the structured
system. In particular, for A = (d,,...,d,,b) with 0 < b < d,, Lemma 4.4 and
Proposition 4.1 give

Ho[t*] = T(0, p, b).
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Thus, at such a multidegree, verifying hy = T(o,p,b) establishes K + =) =
J», allowing us to obtain this component of the hidden ideal from the public
relations.

5 Relation to exterior algebra

In this section, we compare the method developed in this paper with the ap-
proach of Merz and Ran [15]. The comparison depends on the characteristic of
the underlying field: in characteristic two, our construction gives a polynomial-
ring description of their method, whereas in odd characteristic the two construc-
tions use different algebras.

Let k = F, be a finite field and retain V = k™ and E = V*. Write e1,...,e,
for the coordinate basis of F, and set

W= N\EeE), /\“’bEZ/\“Ee@/\bE.

Merz and Ran [15] work with exterior algebras on V', whereas we use E = V*
to regard the public relations as forms on V. This difference does not affect
the construction: after choosing a basis of V' and its dual basis, the resulting
identification V' 2 V* induces an isomorphism of the corresponding exterior
algebras.

5.1 Characteristic two

Assume chark = 2. In this case, exterior multiplication is commutative, and
each e; has square zero. Hence there is a graded algebra isomorphism

&: RS W, e 1, y—1®e;.

To describe the public relations under this identification, write

2
pi(x) = E ai,jafjJrE CirsTrTs.
j

r<s
The square terms vanish in R, while the polar form is ¢;(x,y) = >, _, ¢irs(T,ys+
Zsyr). Define
2
w; = Zci,rser Nes € /\ E7 /B’L = Zci,rs(er Kes+es® er) EeE®EL.
r<s r<s

Here w; represents the alternating polar form as an exterior two-form, whereas
Bi represents the same form as a bilinear relation between the two copies of V.
Thus, for : =1,...,m, we have

P(pi(x) =wi @1, 2(pi(y)) =1Qwi, P(q(xy)) =5

The corresponding multiplication maps are also identified by @.
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With respect to these coordinates, the divided power operations on m in R
correspond to the divided power operations in the exterior construction. In other
words,

Py () = (@(F)Z) (f € Ra).
Similarly, the transfer maps D, in our setting correspond to 6, in the exterior
construction:

P(De(f)) = 0u(2(f))-

For the precise definitions of w®") and 6y, see [15, §4]. Consequently, the public
relations, their divided powers, and the transfer relations agree under @. In
particular, @ induces an isomorphism

3 ~ n a.b n a
B: Rap/Zap = Liany Fy = \ 7 Fy /07,

where the right hand side is the Schur module as defined in [15, §4]. Moreover,
the same identification extends naturally to several sets of variables, relating our
construction in § 4 to the construction of Merz and Ran [15, §5].

Under this identification, the Schur-Macaulay map

M, @ /\a—Zj,b o @ /\a+2j,b—2j . /\a,b B

1<i<m 0<j<log, b
1<j<logy n

corresponds to the transpose of the Macaulay matrix whose row space is (Zap )6+
Zap- Thus,
dimker M, = dim(Ra/((Zap)ap + Zap))- (5.1)

In general, we have the inclusion
(Idp)a,b + Ea,b g Ja,b + Ea,lr

Let Ho(s,t) be the Hilbert series of R/(J + Z) and H be the Hilbert series
defined in Conjecture 3.11. For structured UOV systems, we use the following
heuristic rank prediction:

dim ker MaTJ) = max{H[t"s"], Ho[t*s"]}. (5.2)
When a = o, Lemma, 3.7 gives =, C J,5, and hence
Io,b + Eo,b g jo,b-

This gives a lower bound on the kernel dimension. Since the hidden quotient
satisfies

dim /\o’b 0= dim(Ro,b/jo,b)a

we have Ho[t°s’] = dim /\o’b O, so the predicted kernel dimension becomes

0,b
dimker M, = max{#[t°s"],dim /\ "~ O}. (5.3)
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Remark 5.1. Merz and Ran [15, §4.4] propose a prediction for dim ker Mg?b of

the form max{H[t*s?], dim A“” O}. The preceding argument justifies the hidden-
space term dim /\a’b O when a = o: by Lemma 3.7, =, C J,, so the transfer
relations do not further reduce the hidden quotient. For general a, the corre-
sponding term is instead Hg[t?s’], as in Eq. (5.2). This distinction does not
affect their conclusions, since their analysis assumes a = o.

5.2 0Odd characteristic

Assume chark = p > 2. The preceding identification no longer holds: exterior
generators have square zero and satisfy e;e; = —eje;, whereas the p-truncated
polynomial algebra is commutative and allows nonzero squares.

In this case, the approach of Merz and Ran [15, §5.3] is based on the exterior-
algebra method of Ran [17, §7]. Since the polar form g; is symmetric and generally
not alternating on V', it does not give an exterior two-form w; as in characteristic
two. Nevertheless, it still defines a tensor (§; between the two exterior factors.

Using the coefficients of p; introduced above, the symmetric matrix B; rep-
resenting ¢; has entries

(Bi)rr = 2ai,'r7 (Bi)rs = (Bi)sr = Ci,rs ('I" < 5)-

Over any field, the tensor

Bii=3 (Bi)retr @4 € /\1’1 E=EQE (5.4)

T8

corresponds in W to the alternating form on V' & V given by
51‘((”1, UQ), (wl, w2)) = Qi(ul, w2) - Qi(wth)-
Since ¢; vanishes on O x O, this gives
(Biyeros Byw C{Li®@1,1@ L : 1 <i <)y

This inclusion is also noted in [5, Remark 4.8]. Analogous transfer maps and
divided power operations can also be defined in the odd-characteristic exterior
setting, although their explicit forms and interactions with the bilinear relations
differ from those in characteristic two.

Our method works directly in the commutative p-truncated polynomial alge-
bra. In particular, the square terms of the public quadratics survive, and their
polarizations contribute diagonal terms to the bilinear relations. The graded di-
mensions and the degrees used for recovery also change: the top degree of the
truncated algebra on o oil variables is o(p — 1), compared with o in the exte-
rior algebra. Thus the two methods extend the characteristic-two construction
in different ways. Their relation spaces and matrix sizes need not agree.

Despite these differences, both methods can be described in the algebraic
language developed in this paper. The ideal inclusion is their common founda-
tion, see also [5, §4.2]. Divided powers and transfer maps add further relations
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that preserve the hidden structure, with the aim of lowering the solving degree
and hence the computational cost. Thus the construction of Merz and Ran [15,
§5.3] and our construction share the same underlying principle, while working
in different algebras: their method uses exterior algebras, whereas ours uses p-
truncated polynomial algebras.

Remark 5.2. In odd characteristic, the relative efficiency of the exterior-algebra
and p-truncated polynomial-algebra methods remains to be determined. The
exterior construction starts from the m bilinear tensors (3;, whereas our con-
struction includes both the pure quadratic relations fi(s) and the mixed relations
q;rs)’ These additional relations may lower the degree required for recovery, al-
though the transfer maps introduce dependencies among them. On the other
hand, at the same multidegree A, the ambient monomial basis in the exterior
construction has Hizl ( /{1 ) elements, compared with Hf,:l T(n,p, As) in our con-
struction. The latter is at least as large, since every squarefree monomial is also a
p-truncated monomial. Thus which method is more efficient will be an interesting
question for further investigation.

6 Results and Applications

The ideal inclusions established above yield the following criterion for recovering
a graded component of the hidden ideal from public relations.

Theorem 6.1. Let A € N’ have at least one positive entry, where £ = 2 denotes
the bigraded construction. Put Wy = Zgp » + Zx. Suppose that

Wy =Jx\+ &), Wi # Ra.

Then one can recover J from the kernel of the Macaulay matrix My representing
W,\ m R>\.

Proof. See [5, Theorem 4.5].

Remark 6.2. [15, §6] formulates their recovery condition as dim coker My < 1.
Their matrix convention differs from ours by transposition, so the recovery con-
dition in [15, §6] becomes dimker My < 1 in our setting. Indeed,

dim ker My = dim(Ry/Wy) = dim coker(M, ).
Theorem 6.1 allows recovery when this dimension is greater than one, provided
that Wy = 7, + =\ and Wy, # R.
6.1 Cost analysis

We construct the Macaulay matrix M) with row space Zgp x» + S + L. By
Lemmas 4.3 and 4.6, it suffices to include monomial multiples of the first-slot
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generators Ypa ( fi(l)) and the images of source monomials under the adjacent
transfer maps D;’JH. Put p= (n1,...,n0), A= (A1,..., \),

4
T(n,p, d) = (1 +i4---+ tp_l)n[td]7 Hlt,)\ = H T(nsvp» )\s)v

s=1

where T'(n,p,d) = 0 for d < 0 or d > n(p—1). Thus M has N = H,,  columns.

Type Bounds Number of rows Density
. A ;
Vpi (fz(l)) 0< J < 1ng(?1) mHu,A72pje1 < T(n1>p7 2pj)
1<r</t i
1 = ) ) Aptp?
;J'T 0 <j <log,(Ars1) Hyustpier—pieris < ( pjp )

Table 2: Row distribution of M) in characteristic p. Here density means the
number of nonzero entries per row of the Macaulay matrix.

Therefore, the complexity of finding the oil space is

3-p-H; - (2(logy q)* + logy q),

where p is the average row density of Mjy:

nnz(MA).

P
1
p::ﬁz#{vflgvgl—[u,h (M)\)u,v#o}: P
u=1

Here P is the number of rows of M), and nnz(M)) denotes its total number of
nonzero entries. For the two row families in Table 2, retaining zero and dependent
rows, we have

—1
P=m § : Hyx—opie, "’E : § : Hu,A+pjer*p"er+1'
720 r=1 j>0

2p7 <\ p? <Apg1

Taking the weighted average of the density bounds gives

_ 1 _
p<pi= F <m Z H;L,)\72pje1 T(nlapa 2p])
j=0
2p7 <\

£—1 i
Ar +p/
X e (1))
r=1j>0

P! <A1

(6.1)

Thus p provides an explicit upper bound for the average row density; truncation
and vanishing coefficients may make the actual density smaller.
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Remark 6.3. In our cost analysis, we only consider the time complexity, the
memory complexity is not taken into account.

Remark 6.4. Merz and Ran [15] consider unbalanced projection down. In our
setting, however, we have not obtained an effective estimate of the Hilbert se-
ries using the same technique. We therefore restrict our analysis to balanced
projection down.

6.2 Applications

Table 3 gives the complexity of different kinds of wedge attack on the Round
three parameters of QR-UOV [8]. QR-UOV gives four parameters (q, v, m,1). We
regard the public key as a plain UOV over F; with v/l vinegar variables, o = m/I
oil variables, and m equations. For the classical wedge attack, we randomly fix
0 < k < o0 —1 variables and take the solving degree D as the minimum integer
2<d<(o—k)(p—1) (charF, = p) satistying

p—1 4i\n
(Zi_:fOt.) [td] ST(O_kap7d)
o )™ ],

The the complexity of classical wedge attack is estimated as

n—k+1
3( '

min

0<k<o-—1 ) (T(nfka Dap)fT(Ofkv D7P)+1)2(2(10g2(ql))2+log2(ql)).

For the extended wedge attack [14], the solving degree D is the minimun integer
2<d<(o—k)(p—1) such that

Ki}e) <1t2>m] 1] < (o~ k,p,d).
=0 +

And the complexity is estimated via the formula

Jmin 3pa(T(n =k, D,p) = T(o = k, D, p) + 1)*(2(logz(q"))” + logs (")),
where pg is the density of the extended Macaulay matrix. From Table 3 we see
that complexity of our schur wedge attack proposed in this paper is lower than
the classical wedge attack on some parameters. We highlighted in bold fonts.

7 Conclusions and future work

Our construction shows that the approach of Merz and Ran [15] extends beyond
exterior algebras to p-truncated polynomial algebras. Our interpretation identi-
fies their method as a reconciliation attack based on systems involving multiple
elements of the oil space. The algebraic relations linking these systems are en-
coded by the transfer relations introduced in this paper. The underlying transfer
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Table 3: Complexity of different kinds of wedge attack in log, #gates

Parameter [7] [14] This work
(g,v,m,1) (k, D, bit) (k, D, bit) (k, D1, D2, bit)
Security level 1
(127,156,54,3) (164,17,28) (164,17,28) (16,16,5,167)
(127,540,60,10) (5,22,150) (5,22,150) (4,20,2,165)
(31,165,60,3) (19,23,150) (19,23,150) (18,10,9,165)
Security level III
(127,228,78,3) (25,40,231) (25,40,231) (24,17,10,228)
(127,820,90,10) (8,31,211) (8,31,211) (7,29,2,227)
(31,246,87,3) (27,37,228) (27,37,228) (27,15,12,235)
Security level V
(127,306,105,3) (34,49,290) (34,49,290) (33,20,14,291)
(127,1040,110,10) (10,43,276) (10,43,276) (9,9,29,7,292)
(31,324,114,3) (36,47,290) (36,47,290) (37,30,7,294)

maps form iterative Hasse-Schmidt derivations. This perspective helps account
for the dependencies among the equations and provides a basis for more accurate
estimates of the Hilbert series of the associated graded quotients.

Moreover, R carries a natural divided power structure. Adjoining divided
powers of the public relations enlarges the ideal while preserving its inclusion
in the hidden oil ideal. Together with the transfer relations, these additional
equations can reduce the right kernels of the associated Macaulay matrices and
allow the oil-space recovery criterion to be met at lower degrees. This can lower
the solving degree and, subject to the sizes of the resulting matrices, reduce the
computational cost. In particular, this extension supports the value of taking
the ideal inclusion Z C J as the starting point for the analysis, following the
framework proposed by Ding, Li, and Tao [5].

Our experimental checks concern the structured dimension predictions de-
scribed in § 6 and are limited to small parameter choices. Establishing the
random-system conjectures and determining the range of validity of the struc-
tured predictions are directions for future work. As suggested by Merz and
Ran [15, §7], it would also be interesting to investigate applications of this ap-
proach to other problems, including MinRank and multivariate quadratic (MQ)
systems.
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A Divided power structure

Now we prove that the maps {7x }r>0 we given in Lemma 2.4 defines a divided
power structure on m = (z1,...,2,)r € R=Fylx1,...,2,])/(al, ..., 2). By [1,
A.1 Proposition], it suffices to prove that:

L. pyp(f) = fP for all f em.
2. vp(uf) = uPy,(f) for all f € m and u € R.

8. Yp(f +9) = 2007 (f)rp-ilg) for all f,g € m.
The first claim is obvious. Then we prove the third claim. Assume that f =

S kiM;and g =Y ;_, l;M;, here {M;}!_, are distinct monomials and k;,[; €
F, may equal to 0. SetA( Ji={aeN:|a|=d,0<a; <p-—1}

p

S (-l =>_[ > H o > Hj MY
1=0

i=0 Q€A (i) j= 1 BEA(p—i) j= 1

T kO‘J ZBJ

:Z Z Hajl/gthaﬁB]

=0 a€A.(i),8€ A (p—1i) =1

T % lﬁj—%

— J 3 B;
- Z Z_ Haj(ﬂ]—aj)' M

Note that if & < p,vx(f) = J;— Thus for k <p,r>1and fi,...,fr €m,

Vi (Zfi)z > e (f)

a€N" |a|=ki=1

We will show that this equation holds for £ = p by induction on r. r = 2 has
already been proved. Now suppose that the equation holds for » = rg — 1. Then
for {fi}i2, € m,

’l"()l

Z.fz Z’Yz Z fi VYp—i fro
j=1

7‘071

> > (et ) it

1=0 aeN"0~1 || =i

Z H’Yaj(fj)-

a€N"0 |a|=pj=1
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For the second claim, if u € F, or w is a monomial, then we see that v, (v f)

uP7,(f) by the definition of 7,. For general u, write u = Y., u3 with u; = u(
€ F, and u; (i > 1) are monomials. In the latter case, v, (uf) = uPy,(f) =0. S

S e @wf) =wup)+ > H%n u; f

o =

’Yp(uf) =
a€eN" |a|=pi=1 acA,(p) i=
=)+ D f”H ub () = P (f).
ac A, (p) :
Here we use the fact that for any f € Fylzq,...,2,), fP € (z],... aP).

B Explanation of transfer relations

This appendix explains the role of transfer relations, gives their differential de-
scription, and proves the Hilbert-series formula for the transfer quotient.

B.1 Why transfers appear naturally
The difficulty with predicting the Hilbert series of R/Z, where

T = (pi(x),q:(x,y),pi(y) : 1 <i <m)g

is that these generators are not independent generic forms of their respective
bidegrees. They come from the same quadratics and satisfy identities such as

pi(x +ty) = pi(x) + tg;(x,y) + *pi(y).

Thus the three families form a system stable under changes of the two variable
sets, and their relations couple different bidegrees. A prediction based only on
the numbers and bidegrees of the generators would treat the three families as
independent generic forms and suggest

h(t)"h(s)"
(@) h(ts)mh(s2)m |,

h(t)=1+4t+--+ 71

See also [18, 5]. However, this expression does not account for the identities link-
ing the three families, which arise from the same public quadratics. It therefore
need not give the Hilbert series of R/Z. The challenge is to incorporate this
structure into a useful Hilbert-series prediction.

The transfer maps encode precisely this interaction: D, moves degree from the
x variables to the y variables while preserving total degree. Passing to Ry.,/Z0,p
removes the images of these transfers from other bidegrees. As explained in the
proof of Proposition 3.6, this is a weight component of the coinvariants for the
substitutions x — x + ty. For the ambient ring, its dimension has the explicit
formula

dim(Ra,b/Ea,b) - ha,b - ha-‘rl,b—l (CL Z b)7 ha,b = dim Ra,b~
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This explains the factor 1 — ¢~ 's in the Hilbert-series prediction: it records the
passage from the full bigraded space to the transfer quotient.

Adding = does not by itself prove the proposed Hilbert series. The ambient
transfer-quotient formula and the equality above are proved, but the dimension
formula after imposing the public relations remains Conjecture 3.11. Transfers
therefore supply a structural explanation for the form of the prediction, rather
than a general guarantee of its validity. For multiple variable sets, the pairwise
transfers play the same role and lead to the factors [],_ (1 — ¢, 't;) in Conjec-
ture 4.8.

B.2 Hilbert series of the transfer quotient

Proof (of Proposition 3.6). All the spaces and maps involved commute with field
extension, so we may assume that k is algebraically closed. Let G = SLy(k) act
simultaneously on each pair (z;,y;). This action descends to R, since the ideal
generated by the pth powers is G-stable. Choose the diagonal torus so that x;
has weight 1 and y; has weight —1, and let U_ be the unipotent subgroup acting
by x; — x; + Ty;, y; — y;. For a fixed total degree d, put

Vd = @ Ra,lr

a+b=d

Its weight-a — b space is R, . The coeflicient operators of U_ are precisely the
Dy. Consequently, the weight-a — b component of its coinvariant space is

Va)u_,a—b = Rap/Zap-

Here coinvariants mean the quotient by the span of (v — 1)v for u € U_ and
v € Vy; over the infinite field k, this span equals the sum of the images of all Dy,
£>0.

We use two standard facts about good filtrations: tensor products of modules
with good filtrations again have good filtrations, and

dim Homg (A(r), W) = [W : V(r)]

for a module W with a good filtration, where A(r) and V(r) are the Weyl
and induced modules of highest weight r; see [10, Part II, §4|. We first check
that these facts apply here. Set A = k[z,y]/(«?,y?) and let A; be its degree-j
component. For 0 < j<p—1, A; = Sym’ (k?) is simple and is both a Weyl and
an induced module. For p < j < 2p—2, multiplication gives a perfect G-invariant
pairing
Aj X Agp,Q,j — AQP,Q = kl’pilypil ~ k.

Thus A; ~ A5, 5 ; is again a simple module of highest weight less than p. In

particular, every A; and its dual have good filtrations. The decomposition

Ve @ Ao--od,
Jitetin=d
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therefore shows that V' has a good filtration.

Write ¢, = [V7 : V(r)]. The dual of (Vy)y_ is (V;)V-. A U_-fixed vector of
weight —r is a lowest-weight vector and, by the universal property of the Weyl
module, corresponds to a homomorphism A(r) — Vf. Such vectors have r > 0.

Hence
dm(Vy)y_»=c, (r>0),  (Viu_,=0 (r<0).

Finally, the character of V(r) has weights r, 7 —2, ..., —r, each with multiplicity
one. Taking the difference between weight multiplicities at » and r + 2 in the
good filtration gives, for r =a — b > 0,

Cr = h/a,b - ha+1,b—1-

This proves the dimension formula and the vanishing for a < b. The series
identity follows by taking coefficients in the Hilbert series of R and retaining the
stated range of bidegrees. a
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C Explanation of the Hilbert series

The formulas in Conjectures 3.11 and 4.8 combine the monomial count of the
truncated ring, a transfer correction, and a formal count of the quadratic rela-
tions. We explain these ingredients below. The explanation motivates the for-
mulas but does not prove the conjectures.

C.1 The ambient ring and the transfer correction

Put h(t) = 1+t +---+ t?P~L. Each variable has exponents from 0 to p — 1, so
the multigraded Hilbert series of the ambient ring Fy[x1,...,x¢]/(z}; : 1 <i <
0, 1<j<mn)is

For two variable sets, Proposition 3.6 (proved in Appendix B.2) shows that quo-
tienting by transfers replaces the coefficient dim R, ; by dim R, —dim Rg41,5—1
on @ > b. Thus it introduces the factor 1 — ¢~ 1s and restriction to a > b > 0. In
the multigraded formula, the analogous correction is

wit) =[] -t "t),

with restriction to Ay. These factors encode transfers between variable sets; they
do not represent additional polynomial generators of the public ideal.

C.2 The quadratic-relation factors

For each public quadratic, polarization supplies one relation of degree 2e, for
each variable set and one of degree e, + es for each pair r < s. The formal
correction associated with these m families is

14

Q)= [Ja—em [T —tt)m

r=1 r<s
To see the origin of such factors, let f be a homogeneous element of multidegree
¢ in a multigraded algebra B. The multiplication exact sequence is
0 — Anng(f)[~8] — B[] -+ B — B/(f) — 0.
Taking multigraded Hilbert series gives the exact identity

Hpp)(t) = (1= t)Hp(t) + t° Hanny () (t).

If multiplication by f is injective, the annihilator term vanishes. For several
homogeneous relations f1,..., fn, write §; = deg(f;) and I = (f1,..., fn). In-
troduce symbols wu; of multidegree §; and put F = @ivzl B[—;]u;. The Koszul
complex Ko = K¢(f1,..., fn; B) is

0— Ky 2 Ky_y — - — Ko 2 K 95 Ko — 0,
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where Ko = B and

K’C:/\I;E: B Bl -+ ) (i A Awgy).

1<y < <ip <N

Here the shift convention is Hg|_,;(t) = t"Hp(t). The degree-preserving differ-
ential is given by

k
dk(bu“ AREE /\uik) = Z(—l)a_lbfia Uiy N /\12;: N Nug,,

a=1

where the hat means that the indicated factor is omitted. Commutativity of the
fi gives dp_1dy, = 0. In particular,

dl(buz) = bfi, d2(bui N Uj) = b(fiuj — f]uz)

Thus im(d;) = I and Hy(K,.) = B/I. The kernel of d; consists of the syzygies

>; bifi = 0, whereas the image of dy consists of the standard Koszul syzygies

fiu; — fju; and their B-linear combinations. The higher differentials encode

relations among these syzygies and, successively, relations among those relations.
The alternating Hilbert series of the terms of this complex is

N

Z(_l)kHKk(t) = HB(t) Z (_1)‘S‘tzies5i

k=0 SC{1,...,.N}

Consequently, the exact identity is

N

N
Hpyr(t) = Hp(t) [ [(1 = %) + > (=D Hyg, i, (8)
=1 k=1

If f1,..., fn form a regular sequence, the positive-degree Koszul homology van-
ishes, and the augmented complex ending in B — B/I — 0 is exact. In that
case the product alone gives Hp,;. For arbitrary relations, H;(K,) measures
syzygies not generated by the standard Koszul syzygies, and the higher homol-
ogy provides further corrections. For N = 1, one has H;(K,) = Anng(f1)[—d1],
recovering the multiplication identity above.

In our finite truncated ring, positive-degree elements are nilpotent, so this
regular-sequence argument cannot apply globally. Moreover, the polarized equa-
tions come from the same public quadratics. The product @ is therefore a formal
dimension model, not the consequence of an established regular sequence. The
Conjectures 3.11 and 4.8 assert that, after adjoining divided powers and pass-
ing to the transfer quotient, the surviving dimensions agree with the specified
truncation of this model.
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C.3 Divided powers and positive-part truncation

The higher divided powers are determined by the original quadratics and satisfy
product identities; they are not independent generic equations. The conjectured
expression does not assign a separate factor to each generator v, (f); dependence
alone, however, does not justify omitting such factors. Proposition 3.4 simplifies
the divided-power relations modulo transfers, but they do not establish the pro-
posed dimension count. Explaining fully why the divided-power closure yields
this particular count remains part of the conjectural problem.

The formal product AW @ may have negative coefficients, whereas quotient
dimensions are nonnegative. The operation [-]4 in Definitions 3.9 and 4.7 pre-
scribes where the formal count is retained and where it is replaced by zero.

Combining the ingredients gives

[A)W(ER)QE)].] ,, -

£

For ¢ = 2, the expression inside the positive-part operation is
R(t)"h(s)™"(1 —t~1s)(1 — t3)™(1 — ts)™ (1 — s%)™,

which is the expression in Conjecture 3.11. These conjectures concern random
systems without a prescribed oil space. The coefficientwise maximum with Hg
used in our structured UOV experiments is a separate prediction, accounting for
the quotient forced by the hidden oil space.
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