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Abstract

Succinct Non-Interactive Arguments of Knowledge (SNARKS) for NP allow a prover to prove
knowledge of a witness of an NP relation to a verifier with a short proof. The primary goal of
a (static) SNARK is to make verification cheap: the proof should be short, and the verifier’s
work should be minimal. However, recent work has also focused on making SNARKSs more
prover-efficient: cheap verification should ideally not come at the cost of large prover overhead.
One avenue for achieving prover efficiency is via Dynamic SNARKs, which allow a prover to
efficiently update the proof when the witness is updated. For example, one may use a SNARK
to issue a proof of a query being performed correctly on a database, and then issue a new proof
of the query once the database is updated. If these updates are small compared to the size of the
witness (only a single entry of a large database is updated), then the prover should ideally be
able to use the old proof to generate a new proof in time proportional to the distance between
the old and the new witness.

While some constructions of dynamic SNARKSs for NP have been recently proposed by Wang
et al. [Eurocrypt 2026] and Zhang et al. [Eurocrypt 2026], they have many limitations, such
as lack of post-quantum security, dependence on a setup by a trusted third-party, and poor
asymptotic and concrete efficiency. In this work, we present a compiler for constructing a dynamic
SNARK for Plonkish constraints (which capture arbitrary NP computations) by using a static
SNARK for NP and a vector commitment scheme as black boxes. When instantiated with a
state-of-the-art hash-based SNARK and Merkle trees, the compiler yields a dynamic SNARK
that is post-quantum secure in the QROM, has a transparent setup, and achieves O(n) initial
prover time and O(klog2 n) update prover time, with succinct proofs and verification, where &
is the Hamming distance between the old and new instance-witness pairs. Our Ligerito-based
implementation achieves cumulative prover speedups of 147x and 11.7x over a static HyperPlonk
baseline for 10,000 successive one-gate updates and 1,000 successive 128-gate updates, respectively,
on a 2%3-gate circuit, including the full dynamic initialization cost.
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1 Introduction

A succinct non-interactive argument of knowledge (SNARK) [Kil92; Mic00] is a cryptographic
primitive that allows a prover to convince a verifier of the truth of a statement, with a short
proof. Recent years have seen a surge of interest in SNARKSs due to their applications in verifiable
computation [PGHR13; BCG+13], private payments and smart contracts [BCG+14; KMS+16],
zero-knowledge bridges and rollups [But21; XZC+22; LXZ+24], anonymous credentials [RWGM23;
F'S24], verifiable machine learning [LXZ21; CWSK24; APKP24; SLZ24], and more.

SNARKSs make large computations cheap to verify, but not necessarily cheap to prove. This
distinction is especially costly in stateful applications, where a prover repeatedly needs to prove
computations whose witnesses differ in only a few locations. For example, a service may repeatedly
need to prove that a private database satisfies a fixed set of consistency constraints, even though
only a handful of entries change between versions. SNARK provers are typically static, meaning
that a small change to an instance/witness requires recomputing the proof from scratch. In the
above example, this means that the prover has to do work proportional to the size of the entire
database, even if only a few entries have changed.

Dynamic SNARKSs. Building on earlier work on proof updates for structured computations
(see Section 1.2), Wang et al. [WPSP26b] initiated the general study of dynamic SNARKSs, where
the SNARK prover can efficiently update a proof when the instance/witness only changes in a few
locations. They propose constructions based on the KZG [KZG10] polynomial commitment scheme
(PCS), and show how dynamic SNARKSs can be used to build SNARKs for sparse relations, as well
as bounded incrementally-verifiable-computation (BIVC) without recursion. Recent work by Zhang
et al. [ZOZ26] specifically targets the Grothl6 SNARK [Grol6], and shows how to make it dynamic
with little overhead. However, these constructions do not possess several desirable properties:

o Post-quantum security: Both works [WPSP26b; ZOZ26] rely on pairing-based assumptions,
and are therefore not post-quantum secure.

e Transparent and universal setup: Both works require a trusted third-party for the setup.
Dynark [Z0Z26] further inherits Groth16’s requirement for a circuit-specific setup.

o Efficiency: If n is the size of the input instance-witness tuple and k is the number of changed
values in the tuple, Dynaverse [WPSP26b] and Dynark [Z0Z26] both achieve O, (ky/nlogn) time
to update a proof. This square-root overhead is far from optimal, and is especially costly for
large statements with small updates. Dynalog [WPSP26b] achieves Oy (k log® n) update time, but
has a large concrete overhead in terms of setup time, prover key size, and update time. Dynalog
also invokes generalized inner product arguments (GIPAs) [BCC+16; BMM+21], which adds
further concrete overhead.

o Generality and flexibility: Dynaverse and Dynalog [WPSP26b] are based on KZG commit-
ments, and Dynark [Z0Z26] is tailored to Groth16. Both works specifically require homomorphic
commitments and pairing-based assumptions, and do not provide an avenue for building dynamic
SNARKSs from other assumptions.

1.1 Owur contributions

In this work, we aim to achieve all of these properties simultaneously. To this end, we construct a
general compiler that takes as input a static SNARK, and outputs a dynamic SNARK.



Theorem 1.1 (Corollary 4.2, informal). Let Rpionk be the NP-complete Plonkish circuit-satisfiability
relation (see Definition 3.1). Suppose instance-witness tuples (x,w) of Rpionk have size at most n,
including instances of size ng < n. Assume there exists a static SNARK for NP with prover time
Ox(n-P(n)), verifier time Ox(ng+V (n)), proof size L(n), and negligible knowledge soundness error.
Then, assuming the existence of collision-resistant hash functions, there exists a dynamic SNARK
for the original relation with initial prover time Ox(n- P(n)), update prover time Oy (k- P(n)log?n),
verifier time Ox(ng + V(n)logn), and proof size O(L(n)logn) with negligible knowledge soundness
error. Here k is the Hamming distance between the old and new instance-witness tuples of Rpionk-

The above theorem can be instantiated with any static SNARK satisfying the stated properties.
We discuss how to instantiate our compiler with a hash-based SNARK.

Hash-based dynamic SNARK instantiation. We instantiate the static SNARK using the
polynomial interactive oracle proof (polynomial IOP) of HyperPlonk [CBBZ23], and the interactive
oracle PCS of TensorSwitch [BFRW26], and compile the resulting IOP into a SNARK using the BCS
transformation [BCS16]. The resulting SNARK is secure in the random oracle model (ROM) [BR93;
BCS16], and in the quantum random oracle model (QROM) [BDF+11; CDHZ26]. We state its
efficiency and extraction guarantees in Lemma 4.3. Using this static SNARK as the input of our
compiler gives the following corollary.

Corollary 1.2 (Corollary 4.4, informal). Assuming existence of collision-resistant hash functions
against quantum adversaries, there ezists a dynamic SNARK for NP secure in the QROM with Ox(n)
initial prover time, Ox(klog®n) update prover time, Ox(ng + log®n) verifier time, and Oy (log®n)
proof size, where X\ is the security parameter, n is the size of the Plonkish instance-witness tuple,
ng < n is the size of the instance, and k is the Hamming distance between the old and new Plonkish
instance-witness tuples.

In Section 4.5, we discuss other corollaries of our compiler, including an alternative to Dynark
[Z0Z26] when using Groth16’s SNARK as the input of our compiler, and an alternative to Dyna-
verse/Dynalog [WPSP26b] when using a multilinear KZG polynomial commitment scheme [KZG10;
PST13]. We compare our instantiations with prior dynamic SNARKSs in Table 1.

Implementation and evaluation. In Section 5, we implement the dynamic SNARK obtained
from our compiler using relation-specific polynomial IOPs and the Ligerito multilinear PCS [NA25]
over Foi2s.? On a 223-gate circuit, the mean update prover speedups in a 40-update sweep are
20,500x for one gate and 41.8x for 128 gates, excluding initialization. With the full dynamic
initialization included, 10,000 successive one-gate updates and 1,000 successive 128-gate updates
achieve cumulative speedups of 147x and 11.7x, respectively, against the static HyperPlonk baseline.

1.2 Related work

Prior to the general formulation of dynamic SNARKSs, Papamanthou et al. [PSG+24] used the
term updatable SNARK for a SNARK equipped with an algorithm that transforms a proof for an
instance-witness pair (x, w) into a proof for an updated pair (x’, w’), without rerunning the prover
from scratch. They construct Reckle Trees, which support logarithmic-time updates to succinct

We measure time in terms word-RAM model operations with word size O(A + logn), and proof size in bits.
Throughout this section, Oy (+) suppresses poly(A) factors, including hash evaluation and hash arithmetization costs.

*We use TensorSwitch for the asymptotic statement and Ligerito for the evaluated implementation. The implemen-
tation is available at https://github.com/randomshuffle/dynamic-snarks-system.


https://github.com/randomshuffle/dynamic-snarks-system

Dynaverse Dynalog Dynark (fully dynamic)

[WPSP26b] [WPSP26b] [Z0Z26]
Initial prover time nlogn nlogn nlogn
Update prover time ky/nlogn kpylogn kv/nlogn
Verifier time ng+1 ng+ log3 n ng + 1
Proof size (bits) 1 log®n 1
Post-quantum No No No
Transparent setup No No No

HyperPlonk + HyperPlonk +

multilinear KZG ~ Groth16 TensorSwitch
(Corollary 4.5) (Corollary 4.6) (Corollary 4.4)

Initial prover time n nlogn n
Update prover time kpilogn kpy log® n kpilogn
Verifier time no + log®n ng + logn no + log®n
Proof size (bits) log®n logn log®n
Post-quantum No No Yes (QROM)
Transparent setup No No Yes

Table 1: Comparison of dynamic SNARKs. Here n, ng, and k are as above, and py = log(1 + n/k).
Efficiency entries are Oy(-) bounds, suppressing poly(X) factors.

batch proofs for Merkle-committed data, and Reckle+ Trees, which extend this approach to certain
map-reduce computations. In this work, we consider the Plonkish circuit-satisfiability relation,
which can capture arbitrary NP relations, as opposed to specific computations.

Concurrent work: Dynasaurs. In concurrent work, Batista et al. [BMPR26] construct Dynasaurs,
universal pairing-based dynamic zkSNARKs for Plonk and bounded-fan-out R1CS-lite. Their main
ingredients are a sparse argument for linear relations, based on witness-dependent polynomials
and a rational encoding of the constraint matrices, and a compiler from sparse to dynamic linear
arguments that preserves zero-knowledge. Their constructions have constant-size proofs, but the
fully-dynamic update time still has a square-root dependence on circuit size, similar to Dynaverse
[WPSP26b] and Dynark [ZOZ26].

Designated-verifier dynamic SNARKs. Wang et al. [WPSP26a] construct Delphus, a
designated-verifier dynamic zk-SNARK with O, (klogn) update time for k& changed witness values
and constant-size proofs. Delphus builds on Groth16 and KZG commitments, using an auxiliary
binary tree to maintain a quotient-polynomial contribution in the pairing target group. Verification
requires secret state retained from a circuit-specific trusted setup.

Dynamic authenticated data structures. A data structure is said to be authenticated if its
operations are performed by an untrusted prover, which provides proofs of said operations which
can be checked by a verifier [ABC+12; MHKS14]. Dynamic variants support efficient updates to
the authenticated state [PTT11; PSTY13], and they have been used to build verifiable systems for
dynamic databases, including vSQL [ZGK+17]. However, these works are limited to specific data
structures and operations, and do not provide a general framework for building dynamic SNARKSs
for arbitrary NP relations.

A close prior notion to a dynamic SNARK is a dynamic vector commitment [CF13], which allows
a prover to update opening proofs for a vector commitment efficiently when the vector changes in a



few locations. [CF13] describe this property for Merkle commitments among other constructions,
which was later generalized by Tas and Boneh [TB23] to give smooth update-time/opening-time
tradeoffs.

Incrementally verifiable computation. Incrementally verifiable computation (IVC) [Val08]
maintains a succinct proof that a current state is reachable from an initial state by repeatedly
applying a prescribed transition relation. The prover’s work at each step is tied to the cost of
the transition relation, but need not grow with the length of the execution. A dynamic SNARK
addresses a different statement. It proves only that the current instance-witness pair satisfies a fixed
relation, without asserting that the pair was reached from a valid initial state through a prescribed
sequence of transitions.

IVC, whether instantiated through recursive proof composition [BCCT13; BCTV14a] or accumu-
lation [BGH19; BCMS20; KST22; BC23], potentially offers an alternative path to construct dynamic
SNARKS, by expressing witness updates as repeated applications of a small uniform transition
relation, as in prior work [BCG+13; BCTV14a; BCTV14b; NDC+24]. However, obtaining IVC by
recursively composing a SNARK or an accumulation scheme requires proving statements about its
verification algorithm. For ROM-based ingredients, this algorithm may query the random oracle,
and security of the ingredients in the ROM does not by itself justify this recursive composition.
Our compiler avoids this requirement: its proved relations check local constraints and explicitly
computable commitment operations, while verification of the static SNARK proofs occurs outside
these relations. Consequently, the compiler can preserve ROM and QROM security without requiring
a recursive instantiation of the underlying SNARK.

As part of a general IVC framework in the standard model, Aldema Tshuva and Oshman [AO26]
construct updatable batch arguments using a hierarchical data structure. Their data structure
resembles ours as discussed in Section 2, but their merges prove acceptance of child proof verifiers,
whereas ours directly prove combined update statements.



2 Technical overview

Throughout this section, we fix F as a finite field of size ©(2*) for a security parameter \. We also
fix an arbitrary NP relation R which is represented as a fan-in 2 arithmetic circuit C over F with n
addition gates, n multiplication gates, and ng < n public input occurrences.® An instance of R is a
public input x € F and a witness of R is a satisfying evaluation trace of C.

Plonkish arithmetization. The witness of R can be arithmetized in many ways, including R1CS
constraints [BCG+13], CCS constraints [STW23], and Plonkish constraints [GWC19; CBBZ23]. In
this work, we use Plonkish constraints, although our techniques might be useful for constructing
dynamic SNARKS for other arithmetizations as well. We represent the evaluation trace of C as a
vector w € F and a permutation o € Sg,1n,, such that (x,w) € R if and only if the following
constraints are satisfied:

« Gate constraints: For every i € [n]o?, 2[6i]+2[6i+1] = 2[6i+2] and 2[6i+3]-2[6i+4] = 2[6i+5]
where z = [w, x].

o Wiring constraints: For every i € [6n + nolo, z[i] = z[o(4)].

The gate constraints ensure that the evaluation trace satisfies the addition and multiplication gates
of C, while the wiring constraints ensure that the evaluation trace is consistent with the wiring of C,
which is captured by the permutation o. Thus, the prover can prove knowledge of a witness for R
by proving knowledge of a vector z € F™ where m := 6n + ng which satisfies the gate and wiring
constraints, and is consistent with the public input x.

Remark 2.1 (Technical overview simplifications). In this overview, for simplicity we assume that
o is public and can be accessed by the verifier in whole, and we also omit the discussion of checking
consistency with the public input. Our full construction in Section 4 describes how to avoid the o
assumption and discusses the public-input consistency checks in detail.

Let P and V be the prover and verifier of a static SNARK for NP such that, for a relation
represented by an arithmetic circuit of size N, P runs in O(N - P(N)) time. Using P and V, we
will attempt to construct a dynamic SNARK for R with prover P and verifier V.

First attempt at a dynamic SNARK. First, P invokes P to obtain the initial proof minix of
the following initial statement: it knows a witness w such that z := [w, x] satisfies the gate and
wiring constraints. P sends iy to V which then invokes V to verify the claim. Now, suppose P
receives an update in the form of a set of indices U C [6n + ng|p and corresponding new values
{7 : Bj}jev such that |U| < k. Let A(U) and M(U) denote the sets of addition and multiplication
gates that are updated by U, respectively.” Define

2] = {@j if j e,

z[j] otherwise.

(1)

Our goal is to output a new proof 7’ such that V can verify the new claim that (x’, w’) € R where
x' = 2'[6n : 6n + ng] and w’ = 2’[0 : 6n] such that P runs in time Oy(k - P(n) -log?n). The naive

3Any NP relation can be reduced to arithmetic-circuit satisfiability by arithmetizing its polynomial-time verifier.

“We use [n]o to denote the set {0,1,...,n — 1}.

SFor simplicity, we assume that U is closed under gate operations. That is, if 6 € U, then 6i+1 € U and 6i+2 € U,
and vice-versa, and similarly for multiplication gates.



approach of updating i, need not achieve this goal without additional assumptions on the static
SNARK. For example, if we use a hash-based SNARK based on error-correcting codes with constant
relative distance, the encoding of 2z’ will end up differing in O(n) locations from the encoding of z
even if k = O(1). Explicitly updating this encoded oracle requires 2(n) writes, even for a single
changed value. However, instead of updating mjn;t, maybe P can send some additional information
to V that allows it to verify the new claim. Specifically, P wants to prove the following:

e Forallie A(U) ﬁﬁi + ﬁ6i+1 = B6i+23 and for all 7 € M(U) ﬁﬁi+3 : 561’+4 = ﬂ6i+5.
e For every j € U, B = 2'[0(j)]. Note that ¢(j) may or may not be in U.

However, it’s unclear how to prove the wiring constraint check above. In particular, the wiring
constraint check uses values of 2’ as defined in (1), and in turn potentially uses values of z outside
of U. If o(j) ¢ U, then 2'[0(j)] = z[o(j)], but V does not know the true value of z[o(j)]. P can
send the purported value of z[o(j)] to V, but then V has to verify that the purported value is indeed
the true value of z[o(j)]. Fortunately, this can be done using vector commitments.

Using vector commitments to link old and new witnesses. A vector commitment
scheme [CF13] provides algorithms VC.Commit, VC.Open, and VC.Verify. The commitment al-
gorithm maps a vector £ € FV to a short digest cm. For a query set U C [N]g, the opening
algorithm produces a short proof authenticating x[U], which the verifier checks against cm. Position
binding guarantees that an efficient prover cannot produce accepting openings assigning different
values to the same position under the same commitment. For a VC algorithm A, we use T4 for its
word-RAM running time and C 4 for its arithmetic-circuit size.’

In order to prove the wiring constraint check above, we can use a vector commitment VC as
follows. Instead of the initial statement proven by P that z satisfies the gate and wiring constraints,
we augment it by including the claim that cm = VC.Commit(z). If P sends mjnir and cm to V, it is
convinced that the vector “underlying” the commitment cm satisfies the gate and wiring constraints.
Thus, the initial statement now has circuit size Nipix = O(n + Cvc.commit(m)), and the initial prover
time becomes

Tinit = O (n + Ninit P(Ninit))

After P receives the update, it invokes VC.Open on the update index set U to obtain an opening
proof mye. P sends (U, {j : oj}jev, {j : Bj}jev, mve) to V, which performs the following checks:

1. The new gate constraints are satisfied by the new values {j : f;};cv.
2. For all j € U such that o(j) € U, check that 8; = B5(;).
3. For all j € U such that o(j) ¢ U, check that a; = f;.

4. VC.Verify accepts the proof m, for the claimed old values {j : «;};cy with respect to the
commitment cm.

5. V accepts the initial proof mjn;t.

Check 1 above explicitly checks the gate constraints within U. For the wiring constraints, consider
an arbitrary cycle C of the permutation o, where there are three types of edges:

5We omit the security parameter A from these arguments and use Oy as in the introduction when specializing to
Merkle trees later in this section.



1. Edges within U: checked explicitly by check 2 above.

2. Edges outside U: if checks 4 and 5 above pass, V is convinced that the claimed old values
{J : aj}jev are indeed the values of a vector z that satisfies all gate and wiring constraints. Thus,
the wiring constraints for edges outside of U are satisfied for the new vector.

3. Edges crossing U: consider j € U such that o(j) ¢ U. Check 3 ensures that the values are
unchanged at the “edges” of the update index set U. Since we have already certified that
z[j] = z[o(j)] and z[j] = «; and z[o(j)] = 2'[0(j)] by the other checks, we get a; = 2'[o(j)].
If check 3 passes, then we have aj = f3; so we get 3; = 2'[0(j)] as desired. For edges in the
opposite direction such that j ¢ U but o(j) € U, a similar argument applies.

While this approach is sound and the update prover time is O(k 4+ Tyc.open(m, k)), it has a large
proof size of (k). This is particularly undesirable if £ = Q(n”) for some constant v > 0. However,
instead of sending all of this information to V, we can use a SNARK to prove that there exist values
that satisfy all of the checks above. Specifically, we can define a transition statement with instance
cm and witness (U, {j : oj}jcv,{Jj : Bj}jev, ), that proves that the first four checks described
above pass. The circuit size Ny (k) of this transition statement is

Ntr(k‘) =0 (k‘ logn + CVC.Verify(ma k)) ’

where O(klogn) is the circuit size for performing the first 3 checks, and Cyvc.verify (M, k) is the circuit
size for performing the VC.Verify operation of check 4.” Using P, we generate a transition proof T
in O(N(k)P(Ne(k))) time. Including the opening and update-witness construction, the prover’s
total work at this stage is

Ox (Tvc.open(m, k) + Nie (k) P(Nie(K)))

Now, P only needs to send the initial proof mjn;t, the transition proof 7, and the commitment cm
to V, and V can verify the new claim efficiently by invoking V on both proofs, as long as VC.Open
and VC.Verify are efficient.

Semi-dynamic versus Fully-dynamic SNARKSs. However, there is still one major issue with
the above approach: what happens if there is another update? We were able to handle the first
update because P sent cm to V), and proved that the vector z underlying cm satisfies the gate and
wiring constraints. Thus, we can efficiently handle as many distinct updates to the original vector z
as we want, but we cannot yet handle updates to the updated vector z’, because V does not possess
a proven commitment to z’. We have managed to construct a semi-dynamic SNARK as defined by
[Z0OZ26] with little overhead (barring the simplifications mentioned in Remark 2.1), but our goal
is to construct a fully-dynamic SNARK that can handle an arbitrary sequence of updates. If we
want to handle an update to z’, then P needs to compute a commitment cm’ to z’ and prove that
it is indeed the commitment to z’. This is where we need to ask more from our vector commitment
scheme VC, and see if there are any properties other than position binding that we can exploit.
Fortunately, Merkle trees [Mer87] have many interesting properties that will be useful.

Achieving fully-dynamic SNARKSs from Merkle trees. Merkle trees [Mer87] are a type
of vector commitments whose position binding property is based on the collision resistance of a

"In the full construction, the permutation values at U are authenticated by a Merkle opening of the committed
permutation, and wiring equalities are checked using an additional Merkle opening at o(U). This adds another 2
Merkle-verification circuits to the overall circuit, preserving the displayed asymptotic bound.



hash function H. Given a vector & € FY, the Merkle commitment cm is the hash at the root of
a binary tree whose i-th leaf contains @[i] and H (z[i]). Every internal node contains the hash of
the concatenation of the hashes at its two children. A canonical opening proof for an index set U
consists of the hashes at the roots of the maximal subtrees whose leaves are disjoint from U, as
illustrated in Fig. 1. The verifier can recompute the root of the Merkle tree from the opening proof
and the values of & at U, and check that it matches cm.

We discuss the efficiency properties of Merkle trees. We have Tyt.commit(N) = Ox(N),
TmT.0pen(IN, k) = Ox(klogN), and TuT.verity(N, k) = Ox(klog N) where k = |U|. The corre-
sponding circuit sizes are the same.

@ queried index, i € U hash in the opening proof pf

Figure 1: For query set U = {2,5,11}, the orange nodes form the opening proof: their descendant
leaves partition [16]p \ U. Observe that the hashes in the opening proof do not depend on @[U] (opening
locality). Furthermore, in order to find two distinct proofs for the same vector @ and query set U, the
opening proofs must result in a hash collision somewhere in their ancestory (proof uniqueness).

Now, recall that the goal of P is twofold:
1. computing a new commitment cm’ to the new vector 2z’ efficiently using the prover state, and
2. proving that cm’ is the commitment to z’ exactly as defined in (1) (i.e., not to an arbitrary 2z’).

The first goal is easy to achieve using Merkle trees: observe that in Fig. 1, the only hashes that need
to be recomputed are the O(klogn) many ancestors of the leaves in U. Thus, the time required to
update the commitment is only O, (klogn), similar to the opening time and the verification time.
The second goal is more challenging, since proving that cm’ is the commitment to 2’ from scratch
requires Q(n) time. However, we make the following observations about Merkle trees:

1. If two vectors are equal on all indices outside of U, then the same opening proof can be used to
validate both vectors. In particular, as is evident from Fig. 1, the opening proof does not depend
on the values of  at the indices in U, but only on the values of x at the indices outside U. We
call this property opening locality.

2. Assuming a canonical representation of the opening proof, finding two distinct opening proofs for
a given vector, commitment and query set requires finding a collision in the hash function H.
We call this property proof uniqueness, and this is also evident from Fig. 1.

3. Finally, a given opening proof and set of values at U can only be valid with respect to a single
commitment. We call this property commitment uniqueness.

10



Together, these three properties let us prove that cm’ is the commitment to 2z’ efficiently. In
particular, we just have to modify the transition statement to include cm’ in its instance, and check
that m,c validates the old values {j : a;};cy with respect to cm and the new values {j : 5;};ecv
with respect to cm’. This adds CwmT verify(m, k) = Ox(klogm) constraints for a second invocation
of VC.Verify, preserving the bound on Ny (k) above. After verifying the resulting transition proof,
Y can use cm’ in place of cm to process the next update. Thus, the cost of issuing this transition
proof for at most k£ positions is

Ox(klogm + Ne (k) P(Ner(k))) = Or(k - P(klogm) -logm) = Ox(k - P(n) -logm) |

where the last step follows from assuming k = O(m/logm) (for larger k, we can run the entire
computation from scratch).

To see why this works, the security reduction first uses the static SNARK extractors to obtain z
from 7in;y and the update values and opening proof from m,. Thus, extraction is required of the
static SNARK, including against quantum adversaries for our post-quantum instantiation, but not
of the auxiliary vector commitment scheme used by the compiler. We have cm = VC.Commit(z) (as
proven by minit). By 7tr, the proof of the new transition statement, ) is convinced that there exists
some T that validates some claimed old values {j : @;}jecy with respect to cm and some claimed
new values {j : §;}jev with respect to cm’. By position binding, the prover can only produce a valid
opening proof for the true values of z at U, so we have z[j] = «; for all j € U, unless a collision in
H is found. Define 7, to be the canonical opening proof for z at the indices in U. Since both 7y
and 7y validate the same claimed old values {j : «;}jer with respect to the same commitment cm,
proof uniqueness implies that 7y = 7y (unless a collision in H is found). By definition, z and 2z’
agree outside of U, so opening locality implies that m,c also validates {j : §;} ey with respect to the
honestly generated commitment ¢m’ := VC.Commit(z’). Thus, the same proof validates the values
{4 : Bj}jev with respect to both cm’ and ém’, so commitment uniqueness implies that cm’ = cm’.
We defined ¢m’ to be the commitment to 2/, so we have shown that cm’ is indeed the commitment
to 2/, as desired.

Thus, the combination of the three properties of Merkle trees allows us to verifiably update
the commitment efficiently, which we formalize in Definition 3.10 as strong local updatability. This
is a strengthening of the notion of local updatability, as defined for functional commitments by
[ABF24], and is also implicit in previous work on memory checking [BEG+91; BFR+13], with related
SNARK-based checks of Merkle state transitions described in later work [OWWB20; SCP+-22].

Wrapping up with a hierarchical data structure. However, we are not yet done. While the
above argument allows V to obtain a verifiable commitment to the current instance-witness pair
and therefore support more updates, it still leads to a (t) proof size after ¢ updates, comprising of
t transition proofs and commitments in addition to the initial proof and commitment.
Fortunately, this can be resolved by compressing this chain of transition proofs by merging
updates, computing transition proofs of the larger merged updates, and discarding the transition
proofs that correspond to updates that are contained in the merged updates. We maintain
a hierarchical data structure with ¢ = [log(m/logm)] = O(logn) levels, where the i-th level
corresponds to an update of size k € [2¢7%,26=7+1), For each occupied level i, a transition proof m;
certifies the transition from cm;_;1 to cm;, where cm; is the Merkle commitment to the vector z;,
the vector obtained by applying the updates stored at levels 1,...,7 to the initial vector zp :== 2, in
that order. The current instance-witness pair is obtained by applying the updates stored at all £
levels to zg. An empty level leaves the vector unchanged and inherits the preceding commitment.
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Before update

After update

unchanged
Level 1 (1, cmy) (1, cm1)
incoming update U
Level 2 L fits Level 3 (ﬂJQ’ le2)
Level 3 1 1
aggregate update
Level 4 (7747 cm4) fits Level 2 1
Level 5 (75, cms) €

Figure 2: Example of merging process in the hierarchical data structure. Levels 1, 4, and 5 are initially
occupied. The incoming update U would fit at Level 3, but it first needs to be merged with the updates
at Levels 4 and 5, so that the chronological order of updates is preserved. Depending on the size of
the resulting aggregate, it will be stored at Level 2 or Level 3. In this example, we assume that the
aggregate fits at Level 2. Level 1 is unchanged, and the consumed lower levels are emptied.

If all levels are occupied when a new update arrives, or the incoming update has size at least 2¢,
we apply the update and compute a new initial proof mjn;t, emptying all levels. Otherwise, when an
update of size k arrives, we begin by initializing the aggregated update as this incoming update and
j =¥, and doing the following while j > 1:

1. Take the union of the aggregated update with the update stored at level j if it exists (if there
are duplicates for a position, use the latest value) to obtain a new aggregate update.

2. If the resulting update cannot be stored at level j, then empty the update at level j, decrement
7, and repeat.

3. Otherwise, if it can be stored at level j (i.e., its size is in [2¢77,2¢79F1)) | then store it at level j
and stop.

If the aggregated update exceeds the capacity of every level, we instead compute a new initial
proof for the current instance-witness pair after applying the incoming update, emptying all levels.
Otherwise, once this process terminates at level s, P computes a new commitment cmg to the new
vector zs and a new transition proof 74 for the transition statement from cmg_; to cmg. V can
verify the new claim by invoking V on the initial proof m,;; and the transition proofs 71, ..., ms
with respect to the initial commitment cm and the subsequent commitments cmy, ..., cmg.

We now briefly argue the amortized prover cost for this construction. Define b; :== 2¢=%. An
update on level i involves fewer than 2b; positions and therefore costs Oy (b;P(n)logn) to compute
a proof for. Before the merge reaches level i, the incoming update together with the updates at
levels ¢ + 1,...,¢ must already contain at least b; indices, otherwise the merged update can be
stored at level i + 1. These updates have accumulated since initialization or the last building of
level i, both of which would have emptied those lower levels. Charging O)(kP(n)logn) to each
level for an incoming update of size k therefore pays for every rebuild: the sum of their charges is
Qx(b;P(n)logn), and their charges have not previously been spent at that level. Across O(logn)
levels, this gives a total amortized charge of Oy (kP(n)log®n). Reinitialization requires Q(m/logm)
accumulated update volume, so its cost is covered by an additional charge of O((klogm/m) - Tinit)
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per update. Since Merkle trees give Tinit = Ox(n - P(n)), the amortized update time is

1
O, (k (;Sm - Tinit + k- P(n) - log2n> = 0, (k; - P(n) - loan)

Summary. This completes the compiler at a high level. The initial proof certifies the initial instance-
witness pair, a shared vector-commitment opening certifies each transition between committed pairs,
and the hierarchical data structure prevents the number of transition proofs from growing with
the number of updates. Note that there are a few details that we have omitted in the overview for
simplicity:

1.

Access to the permutation: V does not have access to the permutation ¢ in whole since we
want its work to be O(ng) + o(n). In the full construction, a publicly verifiable indexer commits
to o as well and sends cm, to V. The initial and transition statements additionally prove that
the claimed permutation is consistent with cm,.

. Public input consistency: It is not sufficient for P to prove that it possesses some valid

instance-witness pair: it needs to prove that the instance in the claimed pair is equal to the
public input x. This can also be handled with vector commitments. The prover initially opens
the public-input positions in time T3/c.open (1, n0). For the Merkle layout in Corollary 4.2, the
update costs Oy(1) once the updated commitment state is available for a transition affecting k
positions.

Black-box use of vector commitments: We discussed how to use Merkle trees to achieve fully-
dynamic SNARKSs. However, our compiler in Section 4 is more general and can be instantiated with
vector commitments satisfying opening locality, commitment uniqueness, and proof uniqueness,
together with the completeness, binding, and efficiency requirements stated there.

Specialized PIOPs for the relations: We used static SNARKSs as black-boxes to prove an
initial relation and a transition relation. To obtain a concretely efficient implementation, we
construct specialized polynomial IOPs (PIOPs) for these relations in Section 5.

. Deamortization of updates: With some modifications to the hierarchical data structure,

the amortized update-time bound above holds in the worst-case. The details are discussed in
Appendix B.

Zero-knowledge: In Appendix C, we describe a modification of our compiler that provides
zero-knowledge for the final witness (but not for the entire history of witnesses), given hiding
of the vector commitment scheme, and zero-knowledge of the static SNARK. We provide an
informal argument for the same.
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3 Preliminaries

Computation models. Unless stated otherwise, running times in this paper are measured in the
word-RAM model with word length ©(\ + logn), where n denotes the size of the relevant input,
and A is the security parameter. In particular, field operations over a field of ©(\)-bit elements are
assumed to take O(1) time.

Indexed relations. An indexed NP relation is a family R = {R (1) C {0,1}* x {0,1}*}x, where
i describes the relation (for example, a circuit) and (x,w) € Ry (1) denotes a valid instance-witness
pair.

Definition 3.1 (Plonkish circuit-satisfiability relation). For each security parameter ), fix a finite
field F of ©(A)-bit elements. We use the following Plonkish encoding [GWC19; CBBZ23]. An index
of the Plonkish circuit-satisfiability relation Rpionk is a fan-in-2 arithmetic circuit C over F with n
addition gates, n multiplication gates, and ng < n public-input occurrences, padding with dummy
gates if necessary. Set m := 6n 4+ ng. The permutation o¢ € S,, encodes the wiring of C: the
cycles of o¢ are exactly the sets of positions that represent the same circuit wire, including the
public-input positions.

For x € F™ and w € F", let 2z := [w, x| € F™. For each i € [n]o, positions 6i,6i-+1,6i+2 contain
the left input, right input, and output of the ith addition gate, and positions 67 + 3,67 4+ 4,67 + 5
contain the corresponding values for the ith multiplication gate. We define (x, w) € Rpjonk(C) if
and only if

z[6i] + z[61 + 1] = z[67 + 2] for every i € [n]o,
z[6i + 3] - z[6i + 4] = z[6i + 5] for every i € [n]o,
z[j] = z[oclj]] for every j € [m]o.

The distance between two Plonkish instances z = [w, x| and 2z’ = [w/,x'] is the Hamming distance
between their concatenated vectors.

3.1 Cryptographic primitives

Definition 3.2 (Preprocessing SNARK). Abstracting the interfaces of Marlin [CHM+-20] and
Fractal [COS20], a preprocessing succinct non-interactive argument of knowledge (SNARK) for R
consists of four PPT algorithms SNARK = (G,I,P,V):

« G(1*, N) outputs a common reference string crs that supports indices i of size at most N. We
do not restrict the distribution of crs. In particular, it may be structured or uniformly random.

o I(crs,1) is a deterministic algorithm that outputs a proving key pk and a verification key vk for
the indexed relation R(1).

o P(pk,x,w) outputs a proof pf, and V(vk,x, pf) outputs a bit.

We require the following properties:
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e Perfect completeness: For every A\, N € N and every efficient .4 that outputs an index of size
at most NV,
crs + G(1*, N)
(x,w) ¢ Ra(1) | (I,x,w) <« A(crs)
V. V(vk,x,pf) =1 (pk,vk) < I(crs, 1)
pf < P(pk, x, w)

o Knowledge soundness: We say that SNARK has knowledge soundness error exs(\, N,t) and
extractor circuit size Cg(\, N, t) if, for every non-uniform adversary P= (f’l, f’g) of size at most
t = t()\) whose first stage outputs an index of size at most N, there exists an extractor EF
implementable by a circuit of size at most Cg(\, N, t) such that

[ crs + G(1*, N)

(i,x, st) < Py (crs)

, R(1 .
pr|  BEWERAE o wk) e (ers, ) <A N.1) |
A V(vk,x,pf) =1 ~
pf < Pa(crs, pk, vk, st)

W Ef’(crs, pk, vk, st)

We leave the extractor’s permitted access to P implicit. The dynamic SNARK compiler in
Section 4 preserves this extractor model: the dynamic SNARK extractor uses exactly the access
provided to the underlying static SNARK extractors, whether that be no access, black-box
rewinding access, or full tape access.

o Succinctness: The proof length |pf| is bounded by poly(A, log |w|).

Definition 3.3 (Preprocessing dynamic SNARK). Following the dynamic-SNARK interface of
Wang et al. [WPSP26b], a preprocessing dynamic succinct non-interactive argument of knowledge
for an indexed relation R consists of five PPT algorithms

DYN = (gv I? Pinih Pupdatea V) 9
where G, Z, and V have the same interface as in Definition 3.2. Additionally,
o Pinit(pk, x0, wo) outputs an initial proof IIp and prover state M.

o Pupdate(Pk, M, (xx, w), U, {j : Bj}jev) receives the instance-witness pair (x, w) before the update,
an update index set consisting U and new values {j : ;};cy. Writing z = [w, x|, the update
defines the target pair (x',w’) through 2’ = [w’, x|, where

I ﬁj j € U7
2l =17, "
z[j] j¢U.
The algorithm outputs a proof II' and updated prover state IM’.

Knowledge soundness and succinctness is also the same as in Definition 3.2, but completeness needs
to be defined for sequences of updates, as follows.
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Perfect completeness for updates: Fix keys output by G and Z, and any sequence of valid pairs
((xs,ws))L_y in R(i) and sparse updates (Us,{Bs}icv,)L_; that transform each pair into the next
one as above. If (Ily, My) is generated by Pinix and, for every s € [T7,

(]-_-[87 Ms) <~ Pupdate(pkv M, (XS—17 Ws—l)v Us, {6s,i}i€Us)a
then V(vk,x,,II;) =1 for every s € {0,..., T} with probability one.

Definition 3.4 (Hash family). A hash family with input length v(\) and output length p(\) is
aset H = {hy:{0,1}* x {0,1}*M — {0,1}#MV} of keyed hash functions, in addition to a pair of
PPT algorithms:

« H.Gen(1*) outputs a hash key k < {0,1}* describing a hash function h.
o H.Hash(k,z) outputs hy(k,z) = h(x).

Definition 3.5 (Collision resistance). A hash family H = {hy : {0,1}* x {0,1}*M — {0,1}+N}
with input length v(\) and output length p(\) has collision resistance error e (A, t) if for any t-size
adversary Ay, we have

h)\(k,a:) = h)\(k,a;')
AN x#a

k < H.Gen(1)
a:,x’ — .A)\(k)

Pr < (A1) .

We say that H is collision resistant if (A, t) = negl(\) for every polynomially bounded #(\).

Definition 3.6 (Vector commitments). A vector commitment (VC) scheme VC is a tuple of four
PPT algorithms (VC.Setup, VC.Commit, VC.Open, VC.Verify):

e The setup algorithm VC.Setup(l)‘, N) outputs public parameters pp for security parameter A and
vector length upper bound N.

« The commitment algorithm VC.Commit(pp, z) takes as input a vector & € ({0,1}¥™)" where
n < N, and outputs (cm, aux), where cm is a commitment and aux is auxiliary information.

o The opening algorithm VC.Open(pp, x, S, aux) takes as input an index set S C [n]p and the
auxiliary information aux output by VC.Commit and outputs an opening proof pf.

o The verification algorithm VC.Verify(pp,cm, S, z[S], pf) outputs a bit.

In this work, we only consider deterministic commitment, open, and verify algorithms, and use
Compp () to denote cm.
We consider the following standard properties of VC schemes:

+ Perfect completeness: Consider any pp output by VC.Setup(1*, N), any = € ({0, 1}¢M))"
where n < N, and any non-empty S C [n]p. Let (cm, aux) < VC.Commit(pp, ). Then

VC.Verify(pp, cm, S, x[S], VC.Open(pp, z, S, aux)) =1 .
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e Strong position binding: A vector commitment scheme has strong position binding error
e‘s’;d()\, n,q,t) if for any t-size adversary Ay, we have
pp + VC.Setup(1*, N)
(. 2',Q,Q', pf, pf’,cm)
« Ax(pp)
Q,Q" < [n]o and |QI, Q] < ¢

Jie QNQ : xi] # '[q]
Pr [A VC.Verify(pp,cm, Q, z[Q], pf) =1

A VC.\Verify(pp,cm, @', 2'[Q'], pf') = 1

< 6\slgd ()‘7 n,q, t) :

We also consider the following non-standard properties which are satisfied by some VC schemes.

Definition 3.7 (Opening locality). A vector commitment scheme VC satisfies opening locality
if for every pp, every x,x’ € ({0,1}¥™)" and every non-empty S C [n]o such that x[i] = z'[]
for all i € [n]p\ S, the following holds. Let (cm,aux) « VC.Commit(pp,x), let (cm’,aux’) <«
VC.Commit(pp, '), and let pf < VC.Open(pp, x, S, aux). Then

VC.Verify(pp,cm’, S, 2[S], pf) =1 .

Definition 3.8 (Commitment uniqueness). A vector commitment scheme VC satisfies commitment
uniqueness if for every pp, every non-empty S C [n]o, every x[S], every pf, and every pair of
commitments cm, cm’, if

VC.Verify(pp, cm, S, z[S], pf) = VC.Verify(pp,cm’, S, z[S],pf) = 1 ,
then cm = cm’.
Definition 3.9 (Proof uniqueness). A vector commitment scheme has proof uniqueness error
€pa(A, 1, g, ) if for any t-size adversary Ay, we have
pf # pf’ pp VC.Setup(l)‘, N)
Pr | A VC.Verify(pp,cm, Q,z[Q],pf) =1 | (cm,z,Q, pf, pf’) + Ax(pp)
A VC.Verify(pp,cm, Q, z[Q],pf') = 1| Q C [n]o and |Q| < ¢
< epa(Nn,q,t)

(2)

We also introduce the following notion of strong local updatability which is implied by opening
locality, commitment uniqueness, and proof uniqueness. A similar notion of local updatability is
defined in the context of functional commitments by Anthoine et al. [ABF24]. We strengthen their
notion, adapt it to vector commitments, and show that it is implied by the three properties above.

Definition 3.10 (Strong local updatability). A vector commitment scheme V has strong local
updatability error el (A, n,q,t) if, for any t-size adversary Ay, we have

slu
pp + VC.Setup(1*, N)
cm # Compp () (z, ', Q, pf,cm,cm’) + Ay (pp)
</\ cm’ = Compp(fv')> Q@< [nlo, 1<1QI<q
y ( cm = Compp () > Vi e [no\Q: x[i] =x'[i] (3)
A cm’ # Compp(2) ) | VC.Verify(pp,cm, Q, z[Q], pf) = 1
VC.Verify(pp,cm’, Q, '[Q], pf) = 1

<efi(A\mn,q,t) .

slu
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The above is close to a converse of opening locality: if the same proof authenticates the entries
in @ to the commitments cm and cm’ for two vectors & and ' that agree outside @, then cm is a
valid commitment to « if and only if cm’ is a valid commitment to ’. We use the qualifier strong
to distinguish this property from the local updatability notion of [ABF24].

Lemma 3.11 (Strong local updatability from proof uniqueness). Let VC be a vector commitment
scheme with perfect completeness, opening locality, and commitment uniqueness. Let t' upper-bound
the size of a circuit that implements a t-size adversary, two invocations of the commitment circuit
on length-n vectors, and one invocation of the opening circuit on a batch of size q. If VC has proof
uniqueness error epi (A, n ,q,t"), then VC has strong local updatability error

slu()‘ n,q, ) pfj(/\7n’ q, t,) :

Proof. Suppose that (z, 2, Q, pf,cm, cm’) satisfies the conditions in (3), including cm = Comp,(x)
without loss of generality. Let (¢m, aux) +— VC.Commit(pp, ) and define pf VC.Open(pp, x, @, aux).
Since VC.Commit is deterministic, cm = cm. Perfect completeness implies that ;;c verifies for
(cm, @, z[Q)]). Because pf verifies for the same claim, proof uniqueness implies that pf = [;C , except
with probability €5 (A, n,q,t').

Let (cm’, aux ) + VC.Commit(pp,«’). Since « and &’ agree outside @, opening locality implies
that pf also verifies for (em’, Q,z'[Q]). Thus, conditioned on pf = pf, pf verifies for (cm’, Q, Q).
pf also verifies for (cm’, Q, ’[Q]) by assumption, so commitment uniqueness implies that cm’ = cm’.
This contradicts the strong-local-updatability event. O

Definition 3.12 (Updatable vector commitments). Consider a vector commitment scheme VC
and let pp < VC.Setup(1*, N) where \, N € N. Let (cm,aux) ¢+ VC.Commit(pp,z) for some
x € ({0,1}*M)" where n < N. Given an update set U C [n]y and replacement values {8;}icr,

define
I Bi ifieU
x'[i] = _
x[i] otherwise

o We say that VC is commitment-updatable in time (A, n,u) if there is an algorithm

cupd
VC.UpdateCommit(pp, U, {8; }icu, cm, aux) — (cm’, aux’)

that runs in time T3 4(\ n,u) whenever [U| < wu, and its output satisfies (cm’,aux’) =
VC.Commit(pp, x').

o We say that VC is proof-updatable in time pupd()\ n,u,q) if there is an algorithm
VC.UpdateProof (pp, pf, aux’, U, P) — pf’

with the following property. For every update set U C [n]y of size at most u, every non-empty
query set P C [n]y of size at most ¢, and every pf = VC.Open(pp, , P, aux), the algorithm runs
in time T35 4(\, n, u,q) and outputs a proof pf’ such that pf’ = VC.Open(pp,z’, P, aux’) where
(cm’; aux ) VC.Commit(pp, ).
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3.2 Merkle commitments

We recall the Merkle-tree commitment underlying Merkle’s hash-based signature scheme [Mer87].

Definition 3.13 (Merkle commitments). Let H = {hy : {0,1}* x {0,1}* — {0,1}*V} be a
collision-resistant hash family with input length v(\) and output length pu(X). A Merkle commitment
scheme based on H is a vector commitment scheme MT(H) = (MT.Setup, MT.Commit, MT.Open, MT.Verify)
such that:

o MT.Setup(1*, N) outputs a hash key k < H.Gen(1%).

o MT.Commit(k, ) takes as input a hash key k and a vector = € ({0,1}¥*)* where n < N.5 It
behaves as follows:

1. For each i € [n]y, compute a,+; = hy(k, (0, z[i])).”

2. Fori=n—1,n—2,...,1 (in that order), compute o; = hy(k, (1, agi, @2i41)).
3. Output a commitment cm = a; and auxiliary information aux = {; }ic[2n—1)-

« MT.Open(k,x, S,aux) takes as input a hash key k, a vector & € ({0, 1}*™)" a non-empty set of
indices S C [n]o, and the auxiliary information aux output by MT.Commit. It invokes the method
OpenHelper(0,n,1) to obtain pf = H, where OpenHelper(¢,r, j) is recursively defined as follows:
1. If { = r, return @.

2. If 0+ 1=, return {j : a;} if £ ¢ S, otherwise return @.
3. If SNt r—1) =@, return {j : oj}.
4.

Otherwise, let
(£+7)/2],25),

Hj, = OpenHelper(¢, |
|(6+7r)/2],r,25 +1).

Hp, = OpenHelper(
Return Hy U Hp.
o MT.Verify(k,cm, S, z[S],pf = H) outputs a bit indicating whether pf is a valid opening of cm

at the indices in S to the values x[S]. It invokes VerifyHelper(0,n, 1) to obtain a hash value h,
where VerifyHelper(¢,r, j) is recursively defined as follows:

1. If £+ 1 = r, return hy(k, (0,z[(])) if £ € S, otherwise return H[j] if j € H (and otherwise
MT Verify returns 0).
2. If SN[, r—1] =@, return Hj] if j € H (and otherwise MT.Verify returns 0).

3. Otherwise, let
hi, = VerifyHelper(¢, (¢ +7)/2],27),

hr = VerifyHelper(| (£ +r)/2|,7,2j + 1).
Return hy(k, (1, hr, hRr)).

8For simplicity, we assume that n is a power of 2. If not, we can pad @ with dummy values.
(.} denotes an injective canonical encoding of the tuple that outputs a string of length v(\); the constants 0 and 1
distinguish leaf and internal-node inputs.
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Finally, MT .Verify additionally checks that H does not contain any extra keys that were not
queried by VerifyHelper, and that the keys are sorted. If not, it returns 0.' Finally, it returns 1
if h = cm and 0 otherwise.

Properties of Merkle commitments. Node indices determine the verifier’s tree traversal and
are not hash inputs. The Merkle commitment scheme MT(#) is an instance of Definition 3.6. Let
Ty (X) denote the time to evaluate hy(k,-), and let Cj(A) denote the size of an arithmetic circuit
that implements hy(k,-). Finally, let ty1 be an upper bound on the circuit size of the adversary.
Given these parameters, MT(H) satisfies the following properties:

o Perfect completeness by construction.

o Strong position binding: if H has collision resistance error as in Definition 3.5, then MT (%) has
strong position binding error €54(A, 1, ¢, tmT) < €cr(A, tmT + O(Cr(A) - n)). At a differing opened
position, either the two distinct leaf-hash inputs already collide, or the corresponding leaf hashes
differ. In the latter case, since both proofs verify under the same commitment, climbing from
that leaf to the root yields a node v whose two hash values differ but whose parent hash values

are equal, again yielding a collision for hj(k,-).

e Opening locality: if = and x’' agree outside S, then every node hash included in pf <«
MT.Open(k, x, S, aux) is the hash of a subtree whose leaves are disjoint from S. Thus, each hash
in pf appears in pf’ <~ MT.Open(k, ', S, aux), and we get pf = pf’. Opening locality then follows
from perfect completeness.

o Commitment uniqueness: for fixed k, S, ®[S], and H, the verifier either rejects or computes a
single root value h. Acceptance under a commitment cm is exactly the condition h = cm.

We formalize the property of proof uniqueness for Merkle commitments in the following lemma.

Lemma 3.14 (Proof uniqueness of Merkle commitments). Let H = {hy : {0,1}* x {0,1}*®) —
{0, 13N} be a collision-resistant hash family. Then, MT(H) has proof uniqueness error epa( A, g, tuT) <
5cr(>\7 tmT + O(Ch(/\) . n))

Proof. Consider a tyT-size adversary A, that outputs (cm, x, Q, pf, pf’) such that pf # pf’ and both
proofs verify for the same claim (cm, @, z[Q]). It suffices to show how to obtain a collision for
hx(k,-) from such an output.

Since MT .Verify only accepts canonical proofs, pf and pf’ have the same support S¢g determined
by Q. Let v, and ~,, be the values computed at node v in the verifier executions using pf and pf’,
respectively. Both executions accept under the same commitment cm, so 71 = 7] = cm. Since
pf # pf’, there is some node v € Sq such that v, # ~,. Consider the path from v to the root. There
is a node w on this path such that v, # v}, but v, = ’y;) where p = |u/2] is the parent of u. Then,
we have

h)\(k7 <17 ’72177'72]3-‘1-1)) = h/\(k7 <17 ’Yépa F)ép+l>) )
while (1, v2p, Y2p+1) # (1,79, ¥9p+1) Since u is either 2p or 2p+ 1. This is a collision for hy(k,-). O

10This check ensures that the verifier only accepts an opening proof that has a canonical representation: the
dictionary’s keys are sorted, and does not contain any hashes beyond those needed to verify the opening.
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Lemma 3.15 (Merkle strong local updatability). Let H = {hy : {0,1}* x {0,1}*®) — {0,1}*M}
be a collision-resistant hash family. Then MT(H) has strong local updatability error

eqa A n, g, tmut) < (A, tmT + O(Cr(A) - n)) .

Proof. Merkle commitments have perfect completeness, opening locality, and commitment unique-
ness, and Lemma 3.14 bounds their proof uniqueness error by ec (A, tmt + O(Cpr(N) - n)). The result
then follows from Lemma 3.11. O

Efficiency of Merkle commitments. Consider a Merkle commitment scheme MT(#) and
let k « MT.Setup()\) Let (cm,aux) < MT.Commit(k, ) for some x € ({0,1}¥M)*. Let H «
MT.Open(k, x, S, aux) for some non-empty S C [n]op. Then |H| 4+ |S| = O(|S] - log(n/|S| + 1)).
Consequently, MT.Open and MT .Verify each run in time

O(Th(A) - [S]log(n/|S| + 1)) .

The arithmetic circuits for MT.Commit and MT.Verify, which will be used inside the relations in
Section 4, have sizes

O(Cr(N\)-n) and O(Ch(N) - |S|log(n/|S|+ 1)),
respectively.

Lemma 3.16 (Updatability of Merkle commitments). The Merkle commitment scheme MT(H) is
commitment-updatable in time

gucpd(Aa n, U) = O(Th()‘) ’ UIOg(n/u + 1)) = O(U 10g(n/u + 1)) s

where Ty () is the time to evaluate hy(k,-) and u is the size of the update set. Furthermore, MT(H)
s proof-updatable in time

[:\)/Spd <)‘7 n,u, CI) = O(u log(n/u + 1)) ,

where u s the size of the update set and q is the size of the query set. In particular, the proof-update
time is independent of the q.

Proof. Let U be the update set, and let A(U) be the union of the paths from the leaves indexed by
U to the root. Thus, |A(U)| = O(ulog(n/u + 1)).

e« MT.UpdateCommit: Replace the leaf hashes indexed by U and recompute the remaining nodes
in A(U) from the bottom up. Every recomputed node requires one evaluation of hy(k,-).

e MT.UpdateProof for an arbitrary query set P: Construct H' by retaining every entry of H
whose node is outside A(U) and, for every node v € A(U) that is a key of H, replacing H|[v]
by the updated hash aux’[v]. Values at queried leaves are separate inputs to MT.Verify and are
not part of H, so the same procedure applies even when U N P # @. A proof node outside
A(U) roots a subtree containing no updated leaf, so its hash is unchanged. Every proof node
in A(U) receives its new hash from aux’. Consequently, H' = MT.Open(k, ', P,aux’) as desired.
Enumerating A(U) and performing the corresponding dictionary lookups and persistent writes
takes O(ulog(n/u+ 1)) time. No scan of P or of the unchanged portion of H is required.

O
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4 Dynamic SNARK compiler

We first state the main compiler theorem. The remainder of this section describes the construction
and establishes the claimed bounds.

Theorem 4.1 (Compiler for dynamic SNARKS). Fiz a security parameter X and an index C of
Rpionk with size parameters n,ng, m as in Definition 3.1, and define ¢ = [log(m + 1)]. For every
level j € [{], define the capacity bound"!

qj = min{m, 2771} . (4)

An update has size k if the old and new pairs have Plonkish distance k. Writing their concatenated
vectors as z and ', the update is defined by the exact difference set U := {r € [m|o : z[r] # 2[r]}
and the new values {2'[r]}rcu, together with random access to the old pair. Consider the following
two ingredients:

o A preprocessing SNARK SNARK = (G,I,P, V) for NP relations. Let

K8\, N,t), CRe(\,N,t), T&E(\,N), T\ N),
TR\, N), Tg®(\,N), L>8(\ N)

denote, respectively, its knowledge error against t-size adversaries, extractor circuit size, setup
time, indezer time, prover time, verifier time, and proof length. Here N denotes the CRS capacity
in the first three bounds and the indexed circuit size in the remaining bounds.

o A wvector commitment scheme VC with perfect completeness, opening locality, and commitment
uniqueness. Let its strong position-binding and proof-uniqueness errors be e‘s’gd()\, m,q,t) and
e‘éﬁ()\,m,q,t) respectively, for vectors of length m, batches of size at most ¢ < m, and t-size
adversaries. Let

Tup(Am),  Tegm(Am),  Togen(Am,q),  Tig (A, m,q)
denote the running time of VC.Setup, VC.Commit, VC.Open, and VC.Verify, respectively, for
vectors of length m and query sets of size at most q. Let C"lfpd()\,m,u) and F‘,’Spd()\,m,u,q) be
the commitment-update time and the proof-update time for updates of size at most u and query
sets of size at most q. Let C¥S, (A, m) and CYs, (N, m,q) denote the arithmetic-circuit sizes of

the VC.Commit and VC.Verify algorithms, respectively. Finally, let L, (A, m) and Lg5e, (A, m, q)
denote the lengths of a commitment and a batch-opening proof, respectively.

The initial relation InitStmt (see (16)) has o¢ hardwired into its circuit during public indexing, so
each wiring equality compares two fized witness coordinates and uses O(1) arithmetic constraints.
The arithmetic-circuit sizes of InitStmt and the update relation UpdateStmt (see (17)) therefore
satisfy

Ninit == O(n+ C¥sn(A,m))  and Nypda(q) == O(glogm + Cys, (N, m, q))

1This is a bound on the update size contained on the j-th level of the hierarchical data structure discussed in
Fig. 4. However, for the deamortized construction and analysis in Appendix B, this bound is ¢; := min{m, 3 - 277},
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Let N, = max{Ninit, Nupd(q1)} be the static CRS capacity. There exists a compiler that, given
SNARK and VC, outputs a preprocessing dynamic SNARK for Rpionk:

DYN[SNARK, VC] := (G, Z, Pinit, Pupdate, V)
with the following properties:

o Setup time. G runs in time

TQ(A7 n, TZ()) < Tew (>‘7 m) + T(a}rg()‘? N*) : (5)

setup

e Indexer time. I runs in time

¢
Tr(An,no) < O(n) + Togn(Am) + T8 (X, Ninie) + > T1"* (A, Nupa(45)) - (6)
j=1

e Initial prover time. For the initial computation, Pinix Tuns in time

Tpy (A1, m0) < Tp®(, Ninie) + Teg,

com

(A, m) + T

open

(A,m,ng) . (7)

o Update prover time. Define

bupd (A, 11, q5,m0) + Tp S (X, Nupd(g5))

+ 1Y s(A,m,yq;) + 3Tasen (A, m, qj) + O(g;
Tupd(A,mjnO) ‘— max c pd( q]) — ppe ( QJ) (q]) ) <8)
&l 26—

An update of size k € [m| has update-prover time

TPupdate ()‘> n, No, k) = O((k/m) : Tpinit()\7 n, no)) (9)
+ O(k - Typd (A, m,ng) - log(m/k + 1)) .

In particular, if Tupd(X,m,ng) = O(logm) and Tp,, (A, n,ng) = O(mlogm), then the update-
prover time is
O(k -logm -log(m/k + 1)) .

Up to factors depending only on X, this condition holds for Merkle commitments when the static
SNARK prover runs in time linear in the size of the corresponding relation.

o Verifier time. The verifier runs in time
¢
Ty(An,m0) < TYE\, Ninie) + > TY* (A, Nupa(45)) + Tog (A, m, mo) (10)
j=1

e Proof length. The proof length is bounded by

l
L()‘> n, nO) < Larg()\’ ]Vinit) + Z L® ()\7 Nupd(Q])) (11)
j=1

+ (€ + 1) Ley (A, m) 4 Lopen(A;m, n0)
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e Knowledge error and extractor size. For every classical t-size dynamic adversary, let
to,...,ty denote the sizes of the adversaries induced against the static SNARK by the dynamic
extractor. Let egy upper-bound the strong position-binding error for all batch sizes and induced
adversary sizes used by the extractor, and let ey, upper-bound the proof-uniqueness error at the
enlarged adversary sizes required by Lemma 3.11. The compiled dynamic SNARK has knowledge

error at most
l

KB\, Noyto) + 3 w2B(A, Na, 1) + (30 + 2) €Sy + LelS, . (12)
j=1

Its extractor has circuit size at most

L
O | CE(X, Nuyto) + > CRE(A Nioty) | - (13)
j=1

Suppose further that m, N, = poly()\) and the static SNARKs for the initial and update relations
satisfy post-quantum straightline knowledge soundness in the sense of [CDHZ26, Definition 10.3],
with quantum polynomial-time extractors, a common efficiently implementable emulated oracle, and
negligible simulation, commutativity, and extraction errors. If the vector commitment is strongly
position binding and proof unique against quantum polynomial-time adversaries with negligible errors,
then the compiled dynamic SNARK has negligible knowledge error in the QROM, with a quantum
polynomial-time straightline extractor.

The following subsections are organized as follows. In Section 4.1, we describe setup and indexing
and prove Eq. (6). In Section 4.2, we give an overview of the dynamic SNARK construction and
motivate it from scratch. In Section 4.3, we give the full construction of the dynamic SNARK. In
Section 4.4, we sketch its efficiency analysis; the full amortized efficiency and knowledge soundness
proofs appear in Appendix A. Finally, Section 4.5, we instantiate the compiler with a Merkle
commitments, and prove a special corollary of Theorem 4.1.

4.1 Setup and indexing
Fix the index C and its wiring permutation o¢ as in Definition 3.1. We use the parameters m, ¢,
and (g;);e[q fixed in Theorem 4.1.

Setup and indexer computation. The setup algorithm G computes
pp + VC.Setup(1*,m) and crs « G(1*,N,)

and outputs the public parameters (crs, pp). The setup-time bound in (5) follows immediately.
The index of the compiled preprocessing SNARK is 1 = C. On input C and the public parameters
(crs, pp), the indexer Z computes the wiring permutation o¢. It then commits to the permutation:

(CMperm; aUXperm) < VC.Commit(pp, o¢) .

It invokes the underlying static indexer on the arithmetic circuit for the initial relation in (16) and
on the circuit for each update relation in (17), padding the level-j update relation to capacity g;,
and obtaining

(pkg, vko) < I(crs, InitStmt),

(pk;,vk;) < I(crs,UpdateStmt;) for each j € [{].
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Finally, Z outputs

pk = ((pkj)jE[O,@’ oc, pp, auxperm) and vk = ((ij)je[[),f]a pPp, Cmperm) .

The indexer-time bound in (6) follows immediately by summing the time to compute o¢, commit
to it, and index these ¢ + 1 relations.

4.2 Dynamic SNARK construction overview

Let Pinit, Pupdate; and V be the initial prover, update prover, and verifier, respectively, and fix the
index 1 = C and the proving and verification keys output by Z. We proceed in three stages:

1. We describe Pinir for the initial computation.
2. We describe the first update, specified by an index set U C [m]y and replacement values {f; }icu.

3. We extend the update algorithm to multiple updates by maintaining a hierarchical data structure
in the prover’s auxiliary state.

Initial computation. Let (xg,wg) be the initial instance-witness pair in Rpjonk(C). Define
2z = [Wg, X0]. Pinit computes

(cmg, auxp) < VC.Commit(pp, z9) .

Pinit then invokes the static SNARK prover Py with respect to the instance (cmperm,cmo) and
witness zg for the following constraints:

1. zy satisfies the gate constraints of C.
2. zg satisfies the wiring constraints of C with respect to the fixed permutation o¢.

3. The commitment of zg is cmg and the commitment of o¢ is cmperm.

The precise statement proven by Py is given in (16), and it returns a proof 7. For the public-input
positions P := {6n,...,6n + ng — 1}, the prover computes pfpubs the opening of zg at p.12

Now, suppose V receives xq and the proof object (cmg, o, pf,,p). V invokes the static SNARK
verifier Vg on ((cmperm,cmg), mp) to verify that the vector underlying cmq satisfies the gate and
wiring constraints of C. While this is sufficient to ensure that Pj,;; possesses some valid witness, it
does not guarantee that the witness is consistent with the public input xp. To ensure this consistency,
V also checks that pfp,, is a valid opening of x¢ at P with respect to the commitment cmy.

First update. The update prover receives the old pair (xg, wp) as a random-access object, together
with a sparse update (U, {5; }icv) consisting of an index set U C [m]p and new values {f; }icy. For
the construction, it closes U under gate tuples: if U contains any one of 67, 6i + 1, 6i + 2 (respectively,
67+ 3,61 + 4,60 + 5), it adds all three indices, using the old value zy[j] as ; at every newly added
position j. We call the resulting set a valid update index set and continue to denote it by U. This
closure preserves the target pair and increases the update size, and hence Pypdate’s work, by at most
a factor of three. We define z; as follows:

g (B HiET
2T 20l iti¢U

12For readability, we assume throughout that no > 0. If ng = 0, all public-input openings and checks are omitted.
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and define wy := 21[0,...,6n — 1] and x; := z1[6n,...,6n + ng — 1]. Additionally, for each i € U,
let a; == zo[i]. To prove that (x1,w1) € Rpionk(C), Pupdate invokes the static SNARK prover Py for
the instance (cMperm,cmg,cmy), which produces a proof 7; for the following constraints:

1. The gate constraints of C are satisfied at all gates touched by the claimed update index set U
with respect to the claimed new values {f;}icu.

2. The wiring constraints of C are satisfied at all positions in U with respect to the claimed new
values {f;}icy and some claimed wiring {o; }icv.

3. There exists an opening proof that validates the claimed new values {3;};cy at the indices U
with respect to the new commitment cmy, and also validates the claimed old values {«;}icy at
the indices U with respect to the old commitment cmy.

4. There exists an opening proof that validates the claimed wiring {o;}icy at the indices U with
respect to the commitment cmperm.

The first two constraints prove that P possesses some (U, {5;}icv, {0i}icv) that satisfies the gate
and wiring constraints of C within U. Together with validity of cmg and strong local updatability
of VC, the third constraint ensures that the vector underlying cm; is obtained from the vector
underlying cmg by changing only the entries in U, and nowhere else. The fourth constraint ensures
that the claimed wiring {o;};cy is consistent with the true permutation o¢. Note that the size
of this statement is only a function of |U|, and the size of the arithmetic circuit that implements
VC.Verify for a query set of size |U|. The precise statement proven by P; is given in (17). Finally,
Pupdate computes pf’pub, the opening of z; at P. This opening can be updated efficiently using
V.UpdateProof.
Now, suppose V receives x; and the proof object

!
(Cm07 c¢my, o, 71, pfpub) :

V invokes V on ((cMperm,cmg), ) to ensure that there exists a valid witness zg underlying cmg.
Then, it invokes V7 on ((cMperm,cMop,cmy), 71 ) to ensure that there exists a valid update (U, {3; }icv)
that transforms zp into a new valid witness z; underlying cmy. Finally, V checks that pf;ub is a
valid opening of x; at P with respect to the commitment cmj.

Auxiliary state for multiple updates. To handle multiple updates, Pypdate maintains an
auxiliary state M containing ¢ = [log(m + 1)| update witness tables uy, ..., u,. For each j € [¢],
1; is either L or corresponds to an update index set U; of size 277 < |U;| < 279! and hence
|U;| < gj, and consists of the following information:

u; = {(iaaiaﬂiaai)}iEUj ) (14)
where «; is the purported old value at index 4, (3; is the purported new value at index 4, and o; is

the purported permutation value at index i. For each j € [¢], we define

(15)

. Bi ifu; # 1L and i € Uj,
zji] 12{ ’ ’

zj—1[i] otherwise

Thus, the application of u; to z;_1 yields z;.
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In the discussion for the first update, note that the proof object expanded to include a commitment
cm; to the updated vector z; and a transition proof m; from cmg to cm;. Generalizing this approach,

we can handle multiple updates by maintaining a sequence of commitments cmg,cmy,...,cmy to
the vectors zg, 21, . . ., 2y, respectively. The prover retains the corresponding commitment auxiliary
information auxg, auxi,...,aux, in M. If u; = L, then (cmj, aux;) = (cm;_1, aux;_1). Additionally,

for each j € [€], Pupdate invokes P; to generate a transition proof 7; from cm;_; to cm;. More
specifically, 7; is generated for the capacity-g; update relation UpdateStmt; defined in (17), which
captures the aforementioned four constraints.

Handling multiple updates. When P pdate receives the old pair and a sparse update (U, {3; }icv),
it first performs the gate-tuple closure above and then merges the affected update witness tables
into a new table u; for some ¢ € [¢]. If all update tables are nonempty, the prover applies the update
to the current vector, reruns the initialization algorithm on the resulting instance-witness pair, and
empties all update tables. The table merging itself takes amortized time O(|U| - logn). The prover
then invokes P, for UpdateStmt, to generate a new transition proof m; and replaces the affected
tables and transition proof components. The detailed update rule appears in Fig. 4.

4.3 Full construction

We present the full construction of the dynamic SNARK DYN[SNARK, VC] in this subsection. Fig. 3
describes the prover algorithm for generating a proof for the initial instance-witness pair. Fig. 4
describes the prover algorithm for generating a proof for an arbitrary update. Fig. 5 describes the
verifier algorithm for verifying a proof after an arbitrary (possibly empty) sequence of updates. All
algorithms use random-access dictionaries with constant-time access. This includes the auxiliary
state and proof objects, as well as in the working memory of the algorithms.

Input: (pk, (xg,wp)), where pk is the proving key:

pk = ((pkj)jE[O,Z]a oc, pp, auxperm);

and (xg, wg) is an instance-witness pair such that (xg, wo) € Rpionk(C)-

1. Pinit computes
zo = [wo, Xq,

(cmg, auxp) := VC.Commit(pp, z9) -
2. Define the initial relation InitStmt, with o¢ hardwired into its circuit during indexing:

((Cmperm, cmp), (XO,WO)) :
zZ0 = [Wo,XO]
and Vi € [n]o : 20[6i] + 20[6 + 1] = 20[67 + 2]
InitStmt := < and Vi € [n]o : 20[6i + 3] - 20[6i + 4] = 20[6i + 5] p - (16)
and Vi € [m]o : 2o[i] = zo[o¢[i]]

and cmg = Compp(20)

and cmperm = Compp(o¢)
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3. Using witness (xg, wo), Pinit invokes Py to prove the public instance (cmperm,cmg) for the
relation InitStmt. Denote the resulting initial proof by 7.

4. For each s € [{], initialize
cmg := cmq, auxg = auxg, T = L.
Let P :={6n,...,6n 4+ ny — 1} denote the indices for the public input. Compute
pfoub = VC.Open(pp, 2o, P, auxo) -
5. Pinit outputs:
e the current proof object Il,
Ho = ((Cm577T8)s€[O,f]7 prub) :

o the auxiliary state
M = (XO’ WO, (aqu)se[o,e}, (U-ls)se[q 5 HO) s

where ug = L for each s € [(].

Figure 3: Prover algorithm for initial computation.

Input: (pk, M, (x,w),U*, {B;}icur), where pk is the proving key:

pk = ((ij)je[o,épUC, PP73UXperm) )

M is the current auxiliary state:

M := (X07W07 (auxj)je[o,z}, (ﬂlj)je[e],ﬂ = ((ijﬂfj)je[o,z], prub)) )

(x,w) is the current old instance-witness pair, available as a random-access object and satisfying
[w, x| = z¢, and (U*,{fi}icu+) is an update such that the resulting instance-witness pair is in

Rpionk (C).

1. First, if U* = @ then return the existing proof object II and the existing auxiliary state M.
Otherwise, let U be the gate-tuple closure of U*, and for every i € U \ U*, set §; == z[i].

2. If every update table is non-_L, Pypdate applies the incoming update to z;, invokes Piyir in
Fig. 3 on the resulting instance-witness pair, outputs the resulting proof object and auxiliary
state, and halts. Otherwise, initialize U := U and 7 = {(i, i, Bi, o¢li]) i € U} where
a; = z¢[t] and S; is the new value at position i. Loop until termination:

(a) Let t € [f] be such that 267t < |U| < 27141 and let

J={jet,f:u; #1L} .
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(b) If J = @, then set U; < U, w, < 1, and terminate the loop.
(c) Otherwise, compose, in increasing order, the updates in (u;);es followed by . Let 1

be the resulting update, let U be its update index set, set u; := L for every j € J and
continue the loop.

Define o; = o¢|[i] for each i € Us.
Pupdate updates the commitment by invoking

(cmy, aux;) + VC.UpdateCommit(pp, U, {Bi bicu,, cmi—1, auxi—1) .

. Compute the shared update opening
Pfupd,t = VC.Open(pp, -1, Up, aux;—1)
which certifies {a; }iep, under cmy_; and {5, };cy, under cm;.
. Compute the permutation opening
Pfperm ¢ = VC.Open(pp, a¢, Ut, auxperm) -
. Let Vi .= {0 : i € Ui}. (The values o; are distinct because o¢ is a permutation.) Compute
the wiring-neighbor opening
Pfuire,s = VC.Open(pp, z¢, Vi, aux;)
which certifies the index-value pairs {o; : §; }icy, under cmy.
Pupdate invokes P; to prove UpdateStmt,, defined as follows:

(&t wt)

U, is a valid update index set
and Vi € A(Ut) : Bei + Boi+1 = Beit2
and Vi € M(Ut) : Bei+3 - Boi+a = Boi+s
and VC.Verify(pp, cm¢—1, Uy, {@i}ieu,, Pfupas) =1 [
and VC.Verify(pp, cmy, Uy, { Bi Yicv, Pfupas) = 1
and VC.Verify(pp, cm¢, Vi, {04 @ Biticus, Pfuirer) = 1
and VC.Verify(pp, cmperm, Ut, {0 }ictss Pfpermt) = 1
where 1 < |U| < ¢; by (4), and

UpdateStmt, :=

& = (cMperm, cMy_1,cmy)
wt = (Pfupd,ts Pfperm,ts Phwire,t» e = { (4, i, B3, 03) Yier)
A(U) :={[i/6] : i € UN[6n]p and ¢ mod 6 € {0,1,2}} ,
M(U) ={|i/6] :i € UN[6n]p and i mod 6 € {3,4,5}} ,
Vi ={o; :i € Up}.
Denote the resulting transition proof by m;. For every j > t, set

cmj = cmy, aux; = auxy, m;= L.
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8. Let P :={6n,...,6n+ nyg — 1}. Update the public-input opening by computing

pfLup = VC.UpdateProof (pp, pf ,,p, auxg, U, P) .

9. Pupdate Outputs:

e the current proof object Ilpew:
IIhew = ((ij’ﬂ—j)je[(),f]a pf;)ub) s
o the updated auxiliary state

Mpew = (XOa Wo, (aUXj)je[o,e]» (Iuj)je[Z]a 1_[new) .

Figure 4: Prover algorithm for update computation.

Input: (vk,II, x), where vk is the verification key:
vk = ((vkj)jc0,4> PP; CMperm)
a proof object received from the dynamic prover,
= ((ij>77j)j6[0,€]7pfpub) ;
as well as the current instance x.
1. V invokes V| for the relation InitStmt and checks that
Vo((cmperm, cmgp), mp) =1 .

2. For each j =1,...,/ in increasing order:

(a) If m; = L, V checks that cm; = cm;_;.
(b) Otherwise, V invokes V; for the relation UpdateStmt; and checks that

Vj((cmperm,ij_hij)’ﬂ.j) =1 .
3. Let P:={6n,...,6n+mng—1}. V checks that

VC.Verify(pp, cmy, P, x, prub) =1.

4. Accept if and only if all of the above checks pass.

Figure 5: Verifier algorithm for dynamic SNARK construction.
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4.4 Proof sketch of Theorem 4.1

The initial-prover time, verifier time, and proof length follow directly from the construction. For
the update time, rebuilding a table at level ¢ costs O(2¢ - Tupd) and occurs only after enough
updates have accumulated to reach that level’s size threshold. Charging each update of size k at the
O(log(m/k + 1)) relevant levels covers these rebuilds. Reinitialization occurs only after at least m
total update volume has accumulated, so charging each update a k/m fraction of the initialization
cost covers this work. The full amortized efficiency and knowledge soundness proofs appear in
Appendices A.1 and A.2, respectively.

4.5 Instantiation with Merkle commitments

Corollary 4.2 (Dynamic SNARKSs with Merkle commitments). Define SNARK, n,ng, \,m, ¢, N,
and (qj)jejq as in Theorem 4.1, and let MT(H) be a Merkle commitment scheme based on a collision-
resistant hash function H with output length u(X). Then, the dynamic SNARK DYN[SNARK, MT (#)]
has the following properties:

o Indexer time. O(n) + T} &(\, Ninit) + 22:1 178 (X, Nupd(gj))-
o Initial prover time. O(n) + Tp®(\, Ninit).

e Update prover time. For an update whose old and new Plonkish pairs are at distance k, the
time s

@) (k Tpinit()\7 n, 77,0))
m

Targ N )
+0 (klog(n/k + 1) (logn + max 22— Nupa(@)) ) )
j€le) 20=J

o Verifier time. O(ng) + Ty (X, Ninit) + 22:1 T\a,rg()\, Nupd(g;))-
« Proof length. L*&(\, Ninit) + 'y L8(\, Nupa(q)) + (£ + 2)p(N) bits.

o Knowledge error. k¥&(\, Ny, to)+ Z§:1 KT8 (X, Ny, t;) + (44 2)ecr (N, £+ O(CL(N) - n)) against
t-size adversaries, where € is the collision-resistance error of H and Cp(\) is the circuit size of
H. Here t bounds the full circuit sizes of the induced VC adversaries, including extraction and
the enlargement required by Lemma 3.11. The extractor size is same as (13).

Proof. First, consider the following unbalanced Merkle tree: the overall scheme consists of two
Merkle trees, one for the first 6n entries of the vector, and one for the last ng entries of the vector,
corresponding to w and x respectively. The commitment is the hash of the concatenation of the
roots of these two trees.

The indexer time and initial prover time follow immediately from the fact that a Merkle
commitment can be computed in linear time.

For the update time, first consider the value of 7ypq(A, m,ng) defined in (8). For Merkle
commitments at level j, we have Tc"lfpd()\,m,qj) = O(qj - log(m/q; + 1)) and Tg5.,(A,m,q;) =
O(g; - log(m/q; +1)). Furthermore, given the unbalanced tree structure discussed above, we have
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VC

bupd (A M, g5, m0) = O(1) since the public-input opening just consists of the root of the Merkle
subtree over the first 6n entries. Therefore,

T5® (A Nupd(g5))
Tupd ()‘7 m, nO) =0 <logm + ?éa[“g]( r 2£—jp ’ ’

and the update time, including reinitialization, follows from (9).

The verifier time follows from the fact that the Merkle opening for the public input can be
verified in time O(ng), and the proof length follows from the fact that the Merkle opening of the
public input is just one hash element of length p(\), and each Merkle commitment is also one hash
element of length p(\).

Finally, for the knowledge error, note that the strong position-binding error e‘s’gd and proof-
uniqueness error €y, for Merkle commitments are both bounded by the collision-resistance error
eer(A, T4+O(Cr(N\)n)) of the hash function H, where Cp, () is the circuit size of H (see Lemma 3.14). [

Corollaries from different choices of the static SNARK. The following corollaries use
Merkle commitments and the parameters of Corollary 4.2, with n = poly(A) and py = log(1+m/k).

HyperPlonk HyperPlonk
+ TensorSwitch 4+ multilinear KZG Grothl16
Indexer time nlogn nlogn nlogn
Initial prover time n n nlogn
Update prover time kpy logn kpr logn kpy, log®n
Verifier time no + log?n no + log?n ng + logn
Proof length (bits) log®n log?n logn

Knowledge-soundness model ROM / QROM AGM+ROM GGM / AGM

Table 2: Dynamic SNARK instantiations under the assumptions below. Efficiency entries are O,(+)
bounds.

A hash-based static SNARK. The BCS transformation [BCS16] compiles interactive oracle
proofs (IOPs) into hash-based SNARKSs in the ROM, with security analyses in the ROM [CCH~+18§]
and QROM [CMS19; CDHZ26]. We use the following instantiation as the static SNARK in our
compiler.

Lemma 4.3 (Hash-based static SNARK). For arithmetic circuits of size N = poly(\) with ng < N
public inputs, there exists a transparent preprocessing SNARK for NP with Ox(N) indezer and
prover time, Ox(ng + log N) wverifier time, and Ox(log N) proof size in bits. It has negligible
knowledge-soundness error in the ROM and QROM.

Sketch. We combine the HyperPlonk PIOP [CBBZ23], using bounded-degree gates, with an interac-
tive oracle polynomial commitment scheme (IOPCS) or an IOP of proximity [RRR16; BCG+17]
There are IOPPs and IOPCSs with linear prover time and O(\) query complexity [BMMS26;
BFRW26]. We choose the TensorSwitch IOPCS [BFRW26], instantiated with constant-rate, constant-
distance, linear-time encodable codes admitting efficient decoding from a constant fraction of errors,
and with proximity parameters within that decoding radius.'® This decoding condition gives efficient
extraction in TensorSwitch’s round-by-round knowledge-soundness analysis.

13Spielman’s codes [Spi96] satisfy these properties, and the construction extends to arbitrary fields [Vid15].
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The HyperPlonk PIOP is round-by-round knowledge sound, since it reduces the input claim to a
constant number of sumcheck claims in constant rounds, and then sumcheck itself is round-by-round
knowledge sound [ACFY25]. The proof-composition result of [BFRW26, Lemma A.1] combines
this guarantee with TensorSwitch’s round-by-round binding and knowledge soundness. Choosing
|F| = 200N gives an IOP with negligible round-by-round knowledge-soundness error, Ox(N) prover
and indexer time, Oy(ng + log V) verifier time, and O(X) queries. By [CDHZ26, Theorems 6.10
and 11.3], round-by-round knowledge soundness of the IOP implies adaptive quantum extraction
for the BCS-compiled SNARK. The IOP has O)(N) total oracle length and O)(log N) non-oracle
communication. Merkle commitments therefore preserve O, (V) indexer and prover time, while
authenticating the queries adds O, (log N) bits and verification work. O

Corollary 4.4 (HyperPlonk with a hash-based PCS). Instantiate the compiler with the static
SNARK of Lemma 4.3. Then the dynamic SNARK achieves the first column of Table 2 and knowledge-
soundness error negl(\) in the ROM. If H is collision resistant against quantum adversaries, it
also achieves knowledge soundness in the QROM with the adaptive quantum extraction guarantee

of [CDHZ26].

Corollary 4.5 (HyperPlonk with multilinear KZG). Instantiate the static SNARK with the
HyperPlonk PIOP [CBBZ23] and the multilinear KZG [KZG10; PST13] PCS analyzed in [Lib24],
using Fiat-Shamir in the ROM. Under the powers-of-discrete-logarithm assumption of [Lib2}], the
dynamic SNARK achieves the second column of Table 2 and knowledge-soundness error negl(\) in
the combined algebraic group model (AGM) and ROM.

Corollary 4.6 (Grothl6). Replace deterministic indexing in Definition 3.2 by a trusted setup
for each fixed compiled relation, and instantiate the static SNARKs with Groth16 [Grol6] over
a pairing-friendly field. Then the dynamic SNARK achieves the third column of Table 2 and
knowledge-soundness error negl(\) in the generic bilinear group model, or in the AGM under the
q-DLOG assumption [FKL18].

Proof of the three corollaries. Use Corollary 4.2 and Appendix B with Ninix = Ox(n), Nypd(g;) =
Ox(gjlogn),and 37, ¢; = O(n). Static preprocessing takes O (/N) time in all three cases, and proving
takes O)(N) for HyperPlonk and Oy(N log N) for Grothl6. For constant-size root statements,
static verification and proof length are respectively Oy (log N), Ox(log N), and Oy(1). The cited
extraction guarantees and collision resistance of H give knowledge soundness. O

Remark 4.7 (Linear-time indexing). The indexer time in Table 2 can be reduced to Ox(n) for
all three instantiations by omitting the [log, log, m] largest-capacity levels and reinitializing after
©(m/logm) total update volume. An individual update of at size at least ©(m/logm) is handled
by immediate reinitialization. This preserves all other stated asymptotic bounds.
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5 Concrete instantiation of Dynamic SNARKSs

While the Dynamic SNARK construction in Section 4 achieves our headline asymptotic results, it
has several limitations in terms of concrete efficiency. Perhaps the most significant concrete overhead
is due to arithmetization: if we want to use static SNARKSs for NP as black-boxes to prove the initial
statement InitStmt (16) or the update statement UpdateStmt (17), then we have to first arithmetize
them as R1CS or Plonkish instances (or as an instance of some other NP-complete relation).

In this section, we attempt to minimize this overhead by building a polynomial interactive oracle
proof (PIOP) [BFS20; CHM+-20] for InitStmt and UpdateStmt. We then instantiate the polynomial
oracles of the PIOP using a polynomial commitment scheme (PCS) for multilinear polynomials.
Applying the BCS transform [BCS16] on the resulting interactive argument yields a SNARK for the
specific relations.

We use Merkle trees instantiated with the Poseidon2 hash function [GKR+21; GKS23| as the
vector commitment in our SNARK compiler. Our evaluated implementation uses the binary-field
variant Poseidon2b [GKK+26] and the Ligerito PCS for multilinear polynomials [NA25]. We describe
the implementation and concrete parameters in Section 5.4.

5.1 Preliminaries for PIOP

A (public-coin) PIOP is an interactive proof between a prover and a verifier where the prover is
allowed to send oracles of polynomials to the verifier in each round. In the i-th round of a PIOP, the
prover may send a polynomial oracle and/or a plaintext message to the verifier, which responds with
a random challenge p; & {0,1}". In this work, we only consider oracles of multilinear polynomials.
For a v-variate multilinear polynomial 7 : F¥ — F, we use [/] to denote a polynomial oracle
to . Given a matrix M € F2“*2"  we define M : F“t? — F as the multilinear extension of M ,
which is the unique multilinear polynomial such that M ((z), (y)) = M|z][y] for each z € [2%]y and
y € [2"]p, where (z) represents the binary representation of x. Throughout this section, binary
representations use the least significant bit first, and all logarithms are base two. That is,

2v—12v-1

T11T2 Z Z MCL‘ y equ(< > Tl)'eqv(<y>7T2) )

z=0 y=0

where r; € F* and ro € FY, and eqj(m, -) is the -th multilinear Lagrange basis polynomial for each
x € {0,1}7.

j—1 ‘

eq;j(r,@) = [[ (rexr + (1 —rp)(1 —ax)) (r,@eF/) .
k=0
We will use sumcheck [LFKN92] as a sub-protocol in our PIOPs, which is an interactive protocol

that reduces sumcheck claims like “} g 135 f () = o” to polynomial evaluation claims like
“f(r) =y”, for any polynomial f.
Indexed polynomial oracle relations. An indexed polynomial oracle relation R(1) consists of
tuples of the form

(& LAY LRD: (s 1)

where £ is a tuple of public field elements, 1 is an index specifying the public parameters, and f;
are multilinear polynomials known to the prover in full, and available to the verifier in the form of
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polynomial oracles. An index may also contain polynomials computed by an honest indexer, with
oracle access provided to the verifier. We will abbreviate such a pair as (§;f) € R(1). Note that
PIOPs may use bounded-degree functions of these multilinear inputs, evaluated through their input

oracles without sending additional oracles. We discuss some indexed oracle relations defined in
HyperPlonk [CBBZ23].

Indexed oracle relation 5.1 (Zerocheck). Consider an index that specifies v, the arity of the
multilinear inputs f, and polynomials g1, ..., g; of bounded individual degree. The relation R,ero(1)
consists of polynomials f such that

gj(a:,?(a:)) =0 foralxe{0,1}"and je[t] .

Indexed oracle relation 5.2 (Product check). Consider an index that specifies v, the arity of
the multilinear inputs f, and a polynomial g of bounded individual degree. The relation Rproq(1)
consists of a scalar m € F and polynomials f such that

H g(:z:,?(a:)) =7 .

xze{0,1}

Indexed oracle relation 5.3 (Multiset equality check). For a selector polynomial s and a tuple of
polynomials f defined over {0,1}", define

M(s;f) = {f(x) : ¢ € {0,1}", s(x) =1}} .

Consider an index that specifies two arities v4, vp, a tuple width ¢, and polynomial maps g4 and gp,
each with t coordinates of bounded individual degree. The relation Rmset(1) consists of multilinear
polynomial tuples f4 and fp and selector polynomials s4 and sg such that the selectors are binary
on their respective domains and

M(sa;94(fa)) = M(sB; 95(fB)) ,

where the two multisets use domains {0,1}"4 and {0, 1}"B, respectively, and equality preserves
multiplicities. A selector may be supplied as a multilinear input polynomial or as a fixed bounded-
degree expression in the supplied multilinear input polynomials, evaluated through their oracles.

We use the zerocheck and product-check PIOPs of HyperPlonk [CBBZ23] to decide Indexed
oracle relations 5.1 and 5.2 respectively. The selector polynomials being binary-valued is enforced
by zerocheck unless it follows from prior checks. For multiset equality, the verifier samples v, n EF
and compresses a tuple a € F! as cmp, (a) = ;;%) o a;. Define the fingerprint of x with respect to

(s,f,9) as
eotg(@) =1 = s(@) + s(@) (n — cmp, (g(£(x))) )

By Schwartz-Zippel, multiset equality can be reduced to checking

H €sa,f4,94 (:C) = H €sp.f3.98 (:C) )

xc{0,1}A ze{0,1}B

which incurs error at most D - max{1,¢ — 1}/|F|, where D bounds the number of selected records
on both sides. Two product-check PIOPs prove that both products equal the same scalar .
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Poseidon2 hash function. Given a prime field F, the Poseidon2 hash function is Pos2 : F3 — T,
which transforms a 3-input field element tuple via multiple non-linear rounds of transformation.
Each round of transformation takes as input 3 F elements and outputs 3 F elements. One round
either looks like the following:

(a+ Ko)® 2 11
F(a,b,c) =Mp- | (b+k1)° | where Mp:=|1 2 1] |,
(c+ Ka)? 11 2
which we refer to as a “full round”, or it looks like the following:
(a+ Ko)® 2 1 1
P(a,b,c) :=Mp - b where Mp = | 1 1] ,
11 3

which we refer to as a “partial round”. In the above maps kg, k1, ko are some fixed publicly-known
constants, and are different across rounds. The overall Poseidon2 construction Pos2 : F3 — F is as
follows: (a) apply Mp to the input, (b) apply 4 full transformation rounds, (c) apply 56 partial
transformation rounds, (d) apply 4 full transformation rounds, (e) output the first field element in
the resulting 3-tuple.

For Merkle trees instantiated with Poseidon2, we use Pos2(v,0,1) for a leaf containing the value
v € F, and Pos2(dy,, dg,2) for an internal node with child hashes dr,, dg.

Indexed oracle relation 5.4 (Batch Poseidon2). For an index (F,v,Pos2), where v > 1, the
relation Rpesp contains tuples (&; A, B, C', O) of v-variate multilinear polynomials satisfying

A

O(x) = Pos2(A(x), B(x), C(x)) for every = € {0,1}V .

Looking ahead, we will express the initial (16) and update (17) relations of our dynamic SNARK
compiler as indexed oracle relations. Since these relations involve checking MT.Commit and MT .Verify
computations respectively, we first define oracle relations specifically for these computations.

Indexed oracle relation 5.5 (Full Merkle tree). Consider an index (F, h, Pos2), where h > 1 is
the height of the Merkle tree. The relation Ry, contains tuples of the form (cm; ), where w is the
h-variate multilinear extension of w € F2", such that cm = MT.Commit(w).

Indexed oracle relation 5.6 (Partial Merkle tree). Consider an index (F, h, Pos2, vy, vp, vR, 2),
where h > 1 is the height of the full Merkle tree, Ly = 2L, B := 2B and R := 2R are upper
bounds on the number of selected leaves, boundary nodes (defined below), and total nodes in the
partial Merkle tree respectively, and z € F* is a “basis element” that satisfies conditions stated
later in Section 5.3.

Let L € FLmaxx(h+2) e a [eaf table consisting of a selector column sz, h position-bit columns
D0, - -,Ph—1, and a value column v. This table captures the values and positions of the leaves
of the corresponding MT.Verify check. Let B € FB*4 be a boundary table consisting of columns
(sB,Ap, Lp,dp), representing a selector, address label, level label, and hash respectively. This table
captures the hashes and positions of the nodes of the Merkle opening proof of the corresponding
MT.Verify check. We will refer to these nodes as boundary nodes. Write L= (SL,D0s -+ -y Ph—1,V)
and B = (SB, EB,ZALB, (ZB) for the tuples of column multilinear extensions, of arities v;, and vp,
respectively. A row is active when its selector is one; padding rows have selector zero.
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The relation Rpartial contains tuples of the form (cm; f/, E) where selector columns are binary, at
least one leaf row is active, active leaf rows have binary position bits and distinct decoded positions,
and the following condition holds. There exists a binary tree (not necessarily complete) of at most
R nodes rooted at position 1, with every node at depth at most i, whose computed internal nodes
have two children, and whose terminal nodes are precisely the leaves and boundary nodes specified
by active rows of L and B. An active leaf record at position p = Z?;& 2J pj occurs at depth h and

has hash Pos2(v,0,1). An active boundary record at depth d and path b - - - by has labels

d
Ag =24+ ijzd_j, Lg =21,
j=1
The hash of every computed internal node must be equal to Pos2(dy,, dg,2), and the computed hash
of the root must be equal to cm.

Assignment encoding. Let the circuit have n addition gates and n multiplication gates, let
ng < n be the number of public inputs, and define

m = 6n+ng, N =2M8CV1 p —1log(4N) .

Also define the following map:

p(i) = {iW?’J +(imod3), 0<i<6n, "

(1 —6n)+ 3, 6n <i<m .

Going forward we use E(z) € FV to denote the vector such that E(2)[p(i)] = z[i] for all i € [m]o,
and is equal to zero in other positions. This mapping pads z to a power of two while adding zeros
in specific locations rather than at the end. For integer wire indices, use the same public z as in the
partial-tree relation, satisfying its routing conditions for the indexed capacities and such that

[logm]—1
tp(i) == Z z’i; is injective on [m]o ,
§=0
where ¢; is the j-th digit in the binary representation of ¢. For vectors of integer indices, E first applies

ir to each coordinate. The indexed permutation vector S € F4V stores tp(o¢[i]) at position p(i) and
zero at unused positions. The honest indexer computes and sends cmperm = MT.Commit(E(o¢)).

5.2 PIOPs for initial and update statements

Indexed oracle relation 5.7 (Initial statement). The index of the initial statement consists of
the circuit parameters, hash parameters, and the permutation oracle [[S’]], where § is the multilinear
extension of S as defined above. The relation Rini consists of tuples of the form ((cmperm,cmq); W)
where w = E(z) and cmperm = MT.Commit(E(o¢)), and the following conditions are satisfied:

z0[67] + z0[67 + 1] = zo[67 + 2] (1 € [n]o) ,
zo[67 + 3] - 2967 + 4] = zo[6i + 5] (i € [n]o)
zoi] = zo[oc[d]] (i € [mlo) ,
(cmo; ﬁi) S Rfu”(]F, h, POSQ) ,

A

(cMperm; S) € Reun(F, h, Pos2) .

0

i
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Note that (cmperm; S ) € Reun(IF, h, Pos2) is enforced by the honest indexer, so does not need to be
checked by the interactive phase of the PIOP for Rinit.

The initial zerocheck includes the padding constraint Spaq(x)w(z) = 0 on {0,1}", where the
public multilinear selector §pad identifies positions outside p([m]p), in addition to the gate identities.
For the wiring check, let id store uz(i) at position p(i) and zero on padding. The wiring clause is
equivalently the multiset relation

M(1; (id, @) = M(1; (S, 1)) .
Thus, the only remaining check is (cmg; @) € Reu(F, h, Pos2), which we discuss in detail in
Section 5.3.

Indexed oracle relation 5.8 (Update statement). The index contains the circuit and hash
parameters, the position map p, and the update-record and Merkle-table capacities. The relation
Rupd consists of tuples of the form ((cmperm,cmg,cmy); (U, Bupd, Epe,m, Ewire)). The update table
underlying U has a binary selector sy, zero on padding rows, and its active rows encode (i, o, B, 05).
Across active rows, the indices i are pairwise distinct integers in [m]o, and so are o;. Their field-valued
copies in U equal ¢p(7) and tp(0;), enforced by consistency constraints with the bit representations
of i and o;; coordinate Booleanity, range, and record constraints apply only to active rows. Let U
be the set of active wire indices, and define

AU) =A{[i/6] : 1 € UN[6n]g, imod 6 € {0,1,2}} ,

MU) ={[i/6] :i € UnN[6n]p, i mod 6 € {3,4,5}} .
Membership in the relation requires that U is non-empty, has at most the indexed capacity, and
is closed under the gate tuples, as in Fig. 4, and that fg; + Ssj11 = Bgjt2 for all j € A(U), and

Bej+3 - Bej+a = Bej+s for all j € M(U). Define leaf tables Ly, L3, Lperm, Lwire from the same update
rows, using sy as their common selector, with position-value pairs

(p(i)vai) ’ (p(l)7ﬁl) ’ (p(i)abF(O'i)) ’ (p(gi)7/6i) )

respectively, and the position-bit columns used by Rpartial. All leaf-table values and position bits
are bound to their update-record coordinates by the specified column restrictions and consistency
constraints. Finally, membership requires

(cmo,f/ B, od) € Rpartial
upd) € Rpartial
wire) € Rpartial
)

(Cmperm§Lperma erm E’R'partial )

(th wires

with the appropriate indices for each check above.

The prover sends the column oracles of all three boundary tuples before the partial-tree invoca-
tions. The first two Rpartia membership checks use the same boundary polynomial, encoding the
Merkle verification of the shared opening pf,,q of (17). The last two checks encode the Merkle
verification of pf;.. and pf e, as in (17). As described in Fig. 4, the prover issues proofs for up
to [logm] instances of this update relation, with different capacities and roots. Similar to the
checks of Indexed oracle relation 5.7, most of the checks described above reduce to zerocheck and
multiset equality check. The remaining checks require building a PIOP for Rpartial, which we do in
the following section.
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5.3 PIOPs for Poseidon and Merkle relations

Proving Poseidon2 hashes. An important ingredient of proving cmy = MT.Commit(w) is
proving many Poseidon2 hash evaluations. Thus, we first discuss a PIOP for proving a batch of 2Y
such hash evaluation claims, where v > 1. At the beginning of the PIOP, the prover possesses four
v-variate multilinear polynomials fl, B , C’, O, representing the three inputs of Pos2 and the output
hash, respectively. The verifier possesses [A], [B], [C], [O]. The claim is

O(x) = Pos2 (A(m),é(x),é’(a:)) for every @ € {0,1}" . (19)

The PIOP is implemented in a manner similar to the GKR protocol [GKR15]: the implementation
of Pos2 can be interpreted as a layered circuit, and we prove the application of each layer using
sumcheck. Let Tp,--- ,Tg3 : F3 — F3 be the 64 round transformations described in Section 5.1
with the initial multiplication by M absorbed into Ty. Otherwise, each T; is either an instance
of F' or P. Let s; denote the three multilinear extensions of the states before round j, so that
80 = (4, B,C), and for each = € {0,1}", we have 8j41(x) = T} (8;(z)). Thus, O = 864[0]. Note
that these are polynomials for the prover’s use, and the prover doesn’t send them as oracles to the
verifier. In fact, in this PIOP the prover does not send any polynomial oracles to the verifier, and
the oracles of A, B,C, O are already possessed by the verifier before the PIOP begins, which we
now describe in detail.

The verifier samples g4 < FY, and queries [[Oﬂ to obtain ogg = O(r64). Using sumcheck, the
prover then reduces the claim

> eq,(res, @) - Tgs (Ses(x)) [0] = 064
ze{0,1}v

to a claim eq,(re4, T63) - T3 (S63(763)) [0] = ye3, for some random vector rg3 € FY comprising
of the sumcheck random challenges. Since the degree in xj of the sumcheck claim is < 6, the
prover sends a polynomial of degree < 6 in each round, which is specified by its evaluations on
{0,1,-1,2,-2,1/2,-1/2}.

Now the prover needs to prove that eq, (764, T63) - T63 (Se3(r63)) [0] = ye3. The prover sends
ags3 € F3 to the verifier, which are the purported values of Sg3(7¢3). The verifier can then apply Tg3
to ags to verify the above claim, so now the prover has to prove that

ac3 = S63(T63) -

The verifier sends a challenge a3 & F and reduces the above 3 claims into a single one by a random
linear combination. Then, we can expand Sg3(rg3) to get the new claim

ags - (1,063, 083) = > eq,(re3, ) - Toz (Se2(x)) - (1, 63, 0d3) -
wef{0,1}Y

Again, we can apply sumcheck to reduce the above claim to a random evaluation claim about Sga.
We keep going until we reach the claim

ag = §0(T’0) s

for some random point 79 € FV. These are simply three claims A(rg) = ao[0], B(r¢) = ao[1], and

A

C(rp) = ag[2], which can all be checked by the verifier since it possesses the polynomial oracles for

A A

A, B.C.
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Input: Public parameters (F, v, Pos2) and four v-variate multilinear polynomials A, B, C’, O
known to P. 'V has the oracles [A], [B], [C], [O]. The claimed polynomial oracle relation is
Rpos2(F, v, Pos2).

1. P computes the intermediate state polynomials Sy, ..., Sgs4 using the round maps Ty, ..., Ts3
defined above, and does not send their oracles.

2. 'V samples rgs < FY, sends rgq to P, and queries [Oﬂ to initialize

A

}\64 = (LOvO)’ 064 = O(’I'64) ’

3. For j = 63,62,...,0, the parties reduce the current claim Xjy1-8;41(7rj4+1) = 041 as follows:

(a) P and V engage in sumcheck, with individual-degree bound 6, for the claim

> equ(rjinm) - Ajn - Ti(Si(x) = 01
zc{0,1}v

Denote its final random point by r; € F” and its claimed final evaluation by y;. 'V
rejects if any sumcheck degree or consistency check fails.

(b) P sends a; € F3, the claimed value of 8;(r;). V rejects unless
yj = edy(rj11,75) - Aj1 - Tj(ay)
(c) If j > 0, after receiving a;, V samples and sends o & F. Both parties set
Aj = (1,04]-,@]2-), gj=Aj-aj .
4. 'V queries the input oracles and accepts if all preceding checks pass and

(A(r0), B(ro), C(ro)) = aq .

Figure 6: PIOP for Rposo-

Proving full Merkle trees. We now use the PIOP for the batch Poseidon relation to prove that
cmg = MT.Commit(w). Recall that w := F(z) which is the result of applying the map defined in
(18) to each element of the initial vector zg. Also, set v =h + 1.

Recall the structure of a Merkle tree: node 1 is the root, nodes 25 and 25 + 1 are the children of
node j, and node 4N + i is leaf 7. The prover initializes the vector O € F& representing the entire
Merkle tree as follows:

Pos2(w[j — 4N],0,1)  if 4N < j <8N |
Pos2(0[27],0(2j + 1],2) if2<j < 4N |
cmo ifj=1,
Pos2(0,0,0) ifj=0,

Olj] =
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and sends HO] to the verifier. Using this polynomial oracle, we can initialize three input polynomials,
which represent the first, second, and third inputs of each Poseidon hash that we need to prove:

A

(1—=0)-0(0,2) +b-w(x) — Io(x,b) - Pos2(0,0,0) ,
B(x,b) == (1 —0)-O(1,x) — Iy(x,b) -cmq ,
C(x,b) == b+2(1 —b) — 2Iy(x,b) ,

where Ip(x,b) = (1 —b) Hz;(l](l — ), (x,b) € {0,1}V is the polynomial that is 1 on an all zero
input and 0 otherwise. The verifier can initialize Iy on its own. fl, B , C can all be derived from
W, O, Iy, so the prover does not have to explicitly send oracles of these three polynomials. Finally,
the verifier just needs to do two additional checks: O(0¥) = Pos2(0,0,0) and O(1,0""') = cmy.

The Merkle-tree PIOP thus invokes the Poseidon-hash PIOP once on (fl, B, C’, O), which proves
the original claim that cmg = MT.Commit(w). Note that the Merkle-tree PIOP requires sending
only one new polynomial oracle of length 8N.

Input: Public parameters (F, h, Pos2) and a root cmy € F. P knows an h-variate multilinear
polynomial @, and V has [@w]. The claimed polynomial oracle relation is Ry, (FF, h, Pos2), with
oracle input (cmyg, [@]).

1. P constructs the complete-tree vector O & F2""" in the layout defined above, substituting 2"
for 4N, and sends its (h + 1)-variate oracle [O].

2. Both parties derive the (h + 1)-variate input polynomials A, B,C from w, O, I using the
formulas above. V evaluates these inputs using [@], [O] and the public polynomial I; no
additional input oracles are sent.

3. 'V queries [O] and rejects unless

O(0" 1) = Pos2(0,0,0),  O(1,0") = cmy .

4. P and V engage in the batch Poseidon2 PIOP of Fig. 6 for Rpos2(F,h + 1,Pos2), on
polynomials (A, B,C,O) and their corresponding oracles. V accepts if this subprotocol and
all preceding checks accept.

Figure 7: PIOP for Rey.

Proving partial Merkle trees. Consider the first Merkle verification clause of UpdateStmt,
cherlfy(ppa cmo, U7 {ai}iEU’ pfupd) =1,

which corresponds to the membership claim (cmg; lALa, Eupd) € Rpartial as defined in Indexed oracle
relation 5.8. The following construction generalizes to the other three Merkle verification clauses.
Let k := |U| > 1 and use h := log(4N) from the full Merkle tree PIOP. The indices i € U, values «,
and sibling hashes in pf,,4 are part of the witness, and only the root cmg is public.

Consider a matrix U € F2"*2" that describes the k update records (i, o, 3, 0;), where 2 = O(k)
is an upper bound on the number of update records, and 2" = O(log N); the derived leaf tables
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have v;, = w. Each active row represents an update record, and the columns include its selector
su, 1, oy, B, 0;, and whether its wire belongs to an addition gate, a multiplication gate, or a public
input. Each active row also contains bit representations of its wire coordinates, used to identify the
corresponding gate and the leaf position p(i) below; these account for the total O(log N') columns.
The prover sends [U] to the verifier.

Now, consider the partial tree formed by the paths from the k selected leaves to the Merkle
root, plus the boundary nodes containing the sibling hashes from pf 4. If there are I internal
nodes, including the root, this partial tree has 21 + 1 nodes, of which I + 1 — k are boundary nodes.
Clearly, I < kh, and the total number of nodes in the partial tree is at most 27 + 1 = O(klog N).
We choose R as the least power of two at least 2h - 2% + 1.

Besides verifying the hash evaluations, the PIOP must prove that these nodes form the ordered
partial tree specified by the Merkle opening: every selected leaf must connect to the public root at
its claimed position and depth. We use auxiliary routing labels for this structural check. Thus, given
z € F* with multiplicative order greater than max{R, h} , we require that the address polynomials

d
Appg(2) =2+ biz" 7 (0<d<h, bj€{0,1})
j=1

have distinct evaluations for distinct tree positions. The address label A records the root-to-node
path, and the level label is L = 2 for a node of height £ above the leaves. Write enc,(p) = ?;& pjzj
for the binary digits p; of p, and p(L) = [L(L — 1)]~! for internal-node inverse witnesses.
The prover sends [17] for a matrix T € FR*8 one row corresponding to each node in the
partial tree (padded to a power of 2). Its columns and honest rows are specified below, where
= Po0s2(0,0,0) and the row type 7 is one of five distinct public field elements. The symbols
d,d,,dr denote hashes placed in the indicated columns.

T A L q a b ¢ o
selected leaf | L 2" 4+ enc.(p(i)) 1 0 o 0 1 d
internal I A L p(L) dp dr 2 d (20)
root R 1 2 op(z") dp dr 2 cmg
boundary | B A L d 0 0 0 ¢
padding 0 0 0 0 0 0 0 ¢

In the above table, the a, b, ¢, 0 columns correspond to the inputs and output of the Poseidon2 hash
function for that node. The auxiliary column ¢ serves two purposes, depending on the row type.
On internal and root rows, the polynomial constraint L(L — 1)q = 1 enforces L # 0 and L # 1. On
boundary rows, it stores the sibling hash contained in pf 4. Note that this hash is not recomputed,
so the hash columns just contain the dummy evaluation (0,0, 0, (). Thus, the node hash d used in
the routing checks below is 0 on computed nodes and ¢ on boundary nodes.

A zerocheck enforces the row types and the equalities in the table, with row zero designated as
the unique root. The four hash columns are vg-variate restrictions fl, B , C , Oof T , so the Poseidon2
PIOP can be invoked on these four polynomials with the verifier only having [1].

Finally, we can connect the verified hashes into a partial tree and bind its leaves and boundary
nodes using three multiset-equality checks. The first check uses [T to match the non-root node
records (A, L,d) with the child references (zA, L/z,a) and (2A + 1, L/z,b) from internal and root
rows. This ensures that each child hash used as the input to a hash invocation is obtained from
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the corresponding node. The second check uses [T] and [U] to match the selected-leaf records
(A — 2", a) with the update records (enc.(p(i)), «;). The third matches the boundary-node records
(A, L,q) with the active records (Ap, Lp,dp) in B, binding both update-root invocations to the
same opening. We use the multiset equality PIOP for this check as described in Section 5.1.

To see why these checks establish the opening’s tree structure, match child-reference occurrences
with non-root node occurrences using multiset equality, preserving multiplicities. Every non-root
occurrence then has exactly one parent, so a component disconnected from the unique root would
contain a directed cycle of computed nodes. A cycle of length ¢ < R would imply L = z7¢L; since
L # 0, this contradicts the order of z. Thus every node is connected to the root. At depth d, its
level label is 2"~9¢; at depth h this equals 1, where computed internal nodes are forbidden. Selected
leaves have level label 1 and depth h, so address injectivity uniquely defines their positions. In our
Fy128 implementation in Section 5.4, z = X is the polynomial-basis element of multiplicative order
2128 _ 1. For h < 128, address injectivity follows because distinct address polynomials differ by a
nonzero polynomial of degree less than the degree-128 defining polynomial of the field.

The prover sends [U] and the boundary column oracles before the partial-tree invocations. The
node oracle [17] has 8R = O(klog N) entries and vg 4 3 variables, independent of the number of

Poseidon2 rounds. The update-record oracle [U/] has 24T% = O(klog N) entries and u + w variables.

Relation and input: Rparial(1), with public root cm. The index is 1 = (F, h, Pos2, v, vB, VR, ),
where h > 1, vy, vp are the leaf and boundary row arities, R := 2" is the node capacity, and z
satisfies the order and address-injectivity conditions in the text. The prover knows the leaf and
boundary tuples E, B of multilinear column polynomials from Indexed oracle relation 5.6, with
column arities vy, and vp respectively; the verifier has their column oracles. Leaf columns may
be derived from [[U ], with consistency enforced by the update-record checks. All these input
oracles are supplied by the caller and fixed before this invocation.

1. P: Form the node table T' € Ff*® as in (20), with the root in row zero, using the supplied
leaf and boundary records. Send [77] and a leaf row x € {0,1}"~ with Sz (x) = 1. The
verifier checks that @y, is binary and queries [S1] to check this equality.

2. P and V: Write (7, A, L,q,a,b,c,o) for the column restrictions of T, suppressing hats on
these and the input columns below. Let 7 = {0,L,|,R,B} be the five distinct public type
constants, and define the virtual polynomials

5= ]I ;:“ teT),
we\iy VY

(50 Z:5|+(5R s
ON =6+ +6B ,
d = (0 + dc)o+ 0Bq ,

eo(x) = equ(OUva) .

Write ¢ = Pos2(0,0,0). Engage in zerocheck PIOPs for R0, enforcing that all the following
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expressions are zero on {0, 1}:

H(T—t) N 5R_€0 s 5L(L—1,q,b,c—1) N 5C(L(L—1)q—1,c—2) s
teT

SR(A—1,L—2" 0—cm) , dg(a,b,c,0—C) , 8o(A,L,q,a,b,c,0—C) .

Also engage in zerocheck PIOPs on {0, 1}¥~ and {0, 1}"B, respectively, for

sp(sp—1) , (seps(py — 1)y sp(sp—1) .

3. P and V: Engage in the batch Poseidon2 PIOP of Fig. 6 on the four restrictions (a, b, ¢, 0)
of T'. Include the dummy boundary and padding hashes in this batch.

4. P and V: Engage in a PIOP for Rmset With the selected tuple expressions
M(5N7 (A7 L7 d)) = M((SC: (ZA7 L/Zv CL)) & M(607 (ZA + 17 L/Z7 b)) :
The right side uses an additional binary column for the two child collections.

5. P and V: Engage in a PIOP for Rumset with node-row and leaf-row domains {0,1}Y% and
{0,1}"%, and selected tuple expressions

h-1
M(SL; (A = 2", a)) =M (SL; (Z pjzjﬂ/>) :
j=0

6. P and V: Engage in a PIOP for Rmset with node-row and boundary-row domains {0, 1}
and {0,1}YB, and selected tuple expressions

M(dg; (4, L, q)) = M(sB; (Ap, L, dB)).
Use the same B in both update-root invocations.

7. V: Accept if and only if the direct check and all invoked PIOPs accept.

Figure 8: PIOP for Rpartial-

5.4 Implementation and evaluation

We evaluate our dynamic SNARK against recomputing a HyperPlonk proof from scratch after each
update. We measure prover time, verifier time, and serialized proof size, and separately evaluate how
initialization is amortized over long update sequences. We do not implement the zero-knowledge
compiler modifications described in Appendix C.

Implementation and cryptographic parameters. Our Rust implementation uses Liger-
ito [NA25] for multilinear polynomial commitments. We use the Fqi2s arithmetic implementation
provided by flock-core [BRW27|, with hardware-accelerated carry-less multiplication. The base-
line instantiates the HyperPlonk PIOP [CBBZ23] with the same field and Ligerito backend as
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the dynamic SNARK, and proves the circuit constraints and public inputs without the addi-
tional assignment-Merkle claims needed by the dynamic construction. We use Ligerito’s Fast
profile: rate-1/2 encodings and a 100-bit per-round target in the Johnson-bound regime with
out-of-domain sampling. Ligerito’s Merkle commitments and internal Fiat—Shamir transcript use
SHA-256, while the surrounding PIOP transcripts use BLAKE3. These settings are shared by
the baseline, initialization, and polynomial update proofs. The implementation is available at
https://github.com/randomshuffle/dynamic-snarks-system.

Relation-specific Merkle trees use 64-byte-to-32-byte Poseidon2b compression [GKK+26], with
four binary-field words, eight full rounds, 58 partial rounds, and an 27 S-box. The evaluated
implementation retains the leaf index as a hash input and uses a height-independent internal hash.
The Poseidon hash proof commits one four-word checkpoint after round 33 and batches two 33-round
GKR segments.

Buffered updates. We do not issue static SNARK proofs for small updates, and simply send
the updated indices and values along with the shared Merkle opening proof that certifies the new
commitment. The verifier authenticates the old and new values using the shared Merkle opening
proof and checks the affected gate and wiring constraints directly. We bound the total size of these
SNARK-free updates by 2 MiB. When the accumulated SNARK-free updates exceed this size cap,
we generate a SNARK for them and insert it into the hierarchy, performing any required merges.
We call this a SNARK promotion.

Experimental setup. We run the experiments on an AWS r7a.8xlarge instance with an AMD
EPYC 9R14 processor, 32 vCPUs (32 physical cores, one hardware thread per core), and 256 GiB
of memory, running Ubuntu 24.04 on x86-64. We compile with Rust 1.92.0 in release mode and
target-cpu=native, and use 32 Rayon workers. The circuit has N = 2n = 223 gates, equally
divided between addition and multiplication, with identity wiring and 256 fixed public inputs.

Update-size sweep. We generate a full initial dynamic proof once and start each update-size
trajectory from a copy of the same initialized state. For each g € {1,2,4, 8,16, 32,64, 128}, we apply
40 consecutive updates, each selecting g distinct gates uniformly without replacement. All three
wire positions of each selected gate are updated, so |U| = 3¢, while public inputs remain fixed. We
generate a fresh baseline proof of the same updated assignment at every revision and alternate
the execution order of each baseline/update pair. We report the mean and maximum over each
40-update trajectory. Prover times include witness construction and data structure maintenance,
and exclude indexing, verification, serialization, statistics collection, workload generation, and I/0.

Proof-size accounting. Proof size is the complete bincode serialization, including field elements,
hashes, indices, dimensions, and container overhead. Fyi2s elements occupy 16 bytes and hashes
occupy 32 bytes. For a dynamic update, the reported size includes the initial proof, SNARK proofs
for the updates, the SNARK-free update proofs, and the current public-input opening.

Long-sequence methodology. We additionally run 10,000 successive one-gate updates and 1,000
successive 128-gate updates, each from a fresh initialization with the same circuit and parameters.
Every dynamic update is measured, including all SNARK promotions and hierarchy merges. To
limit experiment duration, we measure 101 fresh baseline proofs along each trajectory: at revision 1
and every 100 revisions for the one-gate experiment, and at revision 1 and every 10 revisions for the
128-gate experiment, including both final revisions. If Tj,;; is the measured initialization time, u; is
the dynamic prover time at revision 4, and b is the mean of these baseline samples, the cumulative
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Prover (ms) Verifier (ms) Proof (MiB) Prover
Mean Max. Mean Max. Mean Max. speedup

HyperPlonk 7,970 8,560 4.70 4.88 1.22 1.22 1.00x
Initial dynamic 310,000 — 135 — 2.28 — —
Update size 1 0.39 056 154 174 231 2.33 20,500x
Update size 2 1.27 174 173 21.2 233 2.38 6,300x%
Update size 4 2.15 258 21.1 283 238 246 3,690
Update size 8 3.10 3.71 283 41.7 246 2.61 2570x

Update size 16 3.84 490 421 679 262 291 2,070x
Update size 32 4.03 6.24 68.6 118 291 3.46 1,980x
Update size 64 66.5 2,430 101 193 3.41 4.27 120x
Update size 128 190 4,850 107 202 4.09 5.73 41.8x

Table 3: Sweep results for N = 223 gates. Update rows summarize 40 proofs each. Each speedup is the
ratio of the corresponding 40 paired baseline and update mean prover times, excluding initialization.
The speedup decreases drastically from update size 32 to 64 since that is the smallest update size for
which 40 sequential updates result in a SNARK promotion.

speedup after ¢ updates is -
S() = 7o
init T D=1 Ui

Tables 4 and 5 compare each sequence with the HyperPlonk baseline. The baseline recomputes
each proof from scratch and has no separate proof initialization, so its amortized prover time equals
its sampled mean. For both systems, proof sizes and verifier times are measured for the complete
proof at the final revision. Figures 9 and 10 then chart the prover speedup obtained over the course
of the 10,000 one-gate updates and 1,000 128-gate updates respectively.

HyperPlonk (baseline) Dynamic SNARK

Initialization (s) — 311
Mean prover time per update (ms) 8,010 23.2
Amortized prover time including init (ms) 8,010 54.3
Speedup including initialization 1.00x 147x
Speedup also including indexing 1.00x 144 x
Break-even revision — 39
SNARK promotions — 4
Final proof size (MiB) 1.22 4.63
Final verifier time (ms) 4.84 84.9

Table 4: Results for 10,000 successive one-gate updates at N = 223 gates. Baseline prover means use
101 sampled proofs; dynamic means include every SNARK promotion and hierarchy merge. The final
initialization-inclusive speedup is also the maximum observed in the measured sequence.
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Figure 9: Cumulative prover speedup over 10,000 successive one-gate updates. The solid curve charges
a full initialization once. The dashed curve also includes indexing on both sides. Vertical markers
indicate SNARK promotions. The baseline total uses the mean of 101 sampled proofs.

HyperPlonk (baseline) Dynamic SNARK

Initialization (s) — 310
Mean prover time per update (ms) 7,800 358
Amortized prover time including init (ms) 7,800 668
Speedup including initialization 1.00x 11.7x
Speedup also including indexing 1.00x 11.5x%
Break-even revision — 41
SNARK promotions — 52
Final proof size (MiB) 1.21 9.35
Final verifier time (ms) 5.19 211

Table 5: Results for 1,000 successive 128-gate updates at N = 223 gates. Baseline prover means use
101 sampled proofs; dynamic means include every SNARK promotion and hierarchy merge. The final
initialization-inclusive speedup is also the maximum observed in the measured sequence.

128-gate updates
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Figure 10: Cumulative prover speedup over 1,000 successive 128-gate updates. Initialization, indexing,
promotion markers, and sampled-baseline accounting follow Fig. 9.
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AT use disclosure

We used ChatGPT 5.6 Sol and ChatGPT 6 Astra for implementing and benchmarking our con-
struction, drafting proof sketches, creating figures, revising exposition, formatting, and checking our
proofs for errors. We take full responsibility for the content of the paper, and all the proofs were
finalized and verified by us. The code was verified through tests written by the models and extensive
conversations where the models demonstrated a thorough understanding of the algorithms.
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A Proof of the dynamic SNARK compiler theorem

A.1 Amortized efficiency

Proof of prover and verifier efficiency claims in Theorem 4.1. The claims concerning initial-prover
time, verifier time, and proof size follow directly from the construction. It remains to prove the
update-prover time claim.

Consider a non-reinitializing update that produces a table at level ¢, and let the merged update
index set be U;. We have 27 < |Uy| < 26+ and hence |U;| < ¢;. By the construction in Fig. 4,
the cost of this update is at most

O(|Ut|) + cvucpd ()‘7 m, Qt) + I;/lfpd()\a m, gz, TLo) + 3T(;/|§en(>‘a m, Qt) + Tlgrg()‘v NUPd (Qt)) :

This cost is at most ¢ - 26t - Tupd (A, m, ng) for some constant ¢ > 0, where 7pq is defined in (8).

Now, we discuss the amortized cost. Consider an update of size k such that 2075 < k < 26=s+1
for some s € [(]. We charge c - k - Typd(A, m,ng) to levels 1,2,...,s. Since s = O(log(m/k + 1)), the
total cost charged to this update is O(k -log(m/k + 1) - 7ypa(A, m, ng)). By the update rule in Fig. 4,
a table at level ¢ is built only when the size of the incoming update plus the total size of the update
tables at levels t + 1,. .., ¢ reaches 2¢=*. The charge to level ¢ contributed by the current update
has not been spent, and neither have the charges to level ¢ contributed by the updates represented
in the tables at levels t + 1,...,¢ (because these tables must have been built after the last time a
table was built at level ¢). Thus, level ¢ has an unspent charge of at least c - 2¢7¢ - Tupd (A, M, M),
which can be used to cover the required cost of building the new table.

Finally, a reinitialization occurs only when all levels are nonempty. At that point, the total
update size for all the ¢ tables is at least Z§:1 2= = 2t — 1 > m, and the prover has to do
Tp,. (A, n,ng) work to reinitialize. We charge ¢ - k - (T, (X, n,np)/m) to an update of size k. Thus,
by the time the total update size reaches m, the total charge is at least ¢ - Tp, (A, n,ng), which is
enough to pay for the reinitialization.

Adding the update charge and the reinitialization charge, each update of size k is charged
O(k -log(m/k + 1) - Typd(A, m,no) + (k/m) - Tp, . (A, n,n0)) in total, which is the bound in (9) as
desired. The stated specialization follows immediately. O

In Appendix B, we discuss how to deamortize the update time without any asymptotic overhead.

A.2 Knowledge soundness

Proof of the knowledge-error and extractor-size claims in Theorem /j.1. Fix a t-size dynamic adver-
sary and let tg, ..., ¢y be the corresponding induced adversary sizes from the theorem. For notational
convenience, define

Vs €{0,....0}: ks =kr" (X, Ny, ts) , Cs:=Cg®(\ Ny, ts)

By Lemma 3.11, the strong local-updatability error used below is at most €.

Extractor construction. Let x be the current public input. The dynamic SNARK extractor
Epyn invokes Ey and obtains the initial witness tg := (xg, wo) such that

((cmperm, cmp), to) € InitStmt .
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Also, for each s € [¢] with w4 # L, Epyy invokes Eg and obtains the witness of UpdateStmt,:

ts = (pfupd,sa pfperm,sv pfwire,sa Us = {(Z, i, Bi, Ui)}ieUs)

For m; = 1, Epyn sets uy = L. Finally, Epyn applies the extracted update tables in increasing
order to obtain (xy, wy) and outputs wy. Its circuit size is O (Zi:o C’5>, which is the bound in (13).

Knowledge error analysis. We prove by induction on s € {0, ..., ¢} that, except with probability

S
Z ki + (3s + 1)6‘5’;d + se;ﬁ )
Jj=0

the following properties hold for z; = [ws, x;]:
1. Commitment consistency: cmg = Compp(2s), and

2. Plonk membership: (x5, Ws) € Rpionk(C).

Base case. By knowledge soundness of SNARK, except with probability kg, tg is a valid witness
of InitStmt. The initial relation checks cmg = Compp(20), every gate constraint, and every equality
zo[i] = zo[o¢[i]]. Since o¢ is the circuit’s fixed wiring permutation, hardwired during indexing, both
properties above hold for s = 0.

Inductive case. Fix s € [¢] and assume the claim for s — 1. If 73 = L, the verifier requires
cmg = cmg_1 and the extracted update is empty, so zs = z;_1 and both properties follow immediately.
Now, suppose instead that 75 # L. Except with probability xs, ts is a valid witness of UpdateStmt..

Define
. 67, 1 S US7
zsli] = a .
zs—1]i] i ¢ Us.

First, consider commitment consistency. The inductive hypothesis gives cmg_1 = Compp(2s—1).
The validity of pf,,q s gives us a; = z_1[i] for every i € Us, except with probability eg’gd by strong
position binding. The same proof pf 4 ; authenticates the old values under cms_; and the new values
under cmg. Since z; differs from z;_1 only on Us, strong local updatability (see Definition 3.10)
gives us cmg = Comp;(25) except with probability €.

Next, consider Plonk membership, for which we have to prove gate and wiring constraints for z.
Validity of Us; means that every gate touched by Us has its entire three-wire tuple in Uy, and the
update relation checks that tuple using the g values. Untouched gates retain their old values and
remain valid by the induction hypothesis. Thus, all gate constraints are satisfied by z,.

For the wiring constraints, strong position binding between the permutation ¢ committed
during indexing and pf e ; gives

o; =ocli] forallieUs, (21)

except with probability egy. Similarly, strong position binding for cm, = Compp(2s) and the opening
Pfuire.s» Which authenticates the pairs {o; : 3; }icv,, gives

Bi = zs[o;] foralli e Us , (22)
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except with probability €55y. Since 2z;[i] = 3; by definition, (21) and (22) give us

zs[i] = zslo¢li]] for alli e Us . (23)

It remains to show that that the wiring constraints outside Us and the ones that cross Uy also hold.
Consider any cycle C' of the permutation o¢. By the induction hypothesis, z;_1 is constant on C.
If C C Uy, then (23) checks every edge of C, so zs is constant on C. Otherwise, if C NUs; = &, then
zs is unchanged from z;_1 on C, so it is constant on C'. Otherwise, partition the updated positions
of C into maximal consecutive segments in Us. Consider an arbitrary segment S. By (23), all values
within S are equal to each other: say this value is v;. Furthermore, all the values in C \ U, are
equal to each other by the induction hypothesis: say this value is vy. If j is the last position of S,
then o¢[j] € C'\ Us (by maximality of S), and (23) gives z;[j] = zs[o¢[j]], which implies v; = vs.
Thus, all values in C' are equal under z,, and the wiring constraints hold for this cycle. Because the
cycles partition [m]p, all wiring constraints hold, which completes the inductive step.
Finally, let P = {6n,...,6n 4+ ng — 1}. Since the dynamic SNARK verifier accepts, we have

VCVerlfy(pp, cmy, P,X, pfpub) =1.

The final inductive step also gives us cmy = Comp,(2¢), which is equal to x; on the set P. Strong
position binding therefore implies x = x; except with probability e5;. Since (x¢, wy) € Rpionk(C),
the extractor’s output satisfies (x, wy) € Rpionk(C) with the claimed error bound.

QROM. The knowledge error for extracting all £ + 1 = O(logm) witnesses in the ROM can be
upper bounded by the sum of their individual extraction errors. However, in the QROM this is not
necessarily the case and we need to consider the joint extraction failure probability of all O(logm)
witnesses. All E; use the common emulated oracle stated in the theorem, shared with the adversary
and verifiers, including the extraction access of [CDHZ26, Definition 10.3]. To apply the composition
theorem [CDHZ26, Theorem 10.6], start with (to, ..., ts), where t¢ is a witness for InitStmt and t
is a witness for UpdateStmt, when 7y # L. At step s, checking 7, changes the witness tuple from

(tsy...,t¢) to (tsy1,...,8¢), and the checks for m, ..., 75 must all accept. For s # L, E4 recovers
ts and adds it back to this tuple during extraction. For 7y = 1, we only check cmg = cmgs_; and set
ts = L. The composition theorem therefore gives Epyy that recovers (to, ..., t;) for the adversary’s

proof tuple by running Ey, E,_1,...,Eqg in that order, while omitting the E; calls where 7, = L.
Since there are only £+ 1 = O(logm) steps, the factors in the error bound and the number of oracle
queries remain polynomial, according to [CDHZ26, Theorem 10.6]. Denote the resulting negligible
extraction error, including oracle-emulation error, by Kjoint. Finally, Epyn applies uy,...,uy in
increasing order as above.

Except with probability kjeint, to is a valid witness for InitStmt and every t, with 7, # L is a
valid witness for UpdateStmt,, whenever the verifier accepts. The above described reconstruction
and induction proof use quantum strong position binding and proof uniqueness, giving knowledge
error at most

Kioint + (30 +2)esoa 0 + lepug

where all error terms are evaluated at the full quantum adversary sizes. Simulating the verifier
and reconstructing the witness still take polynomial time, so the resulting straight-line extractor is
quantum polynomial time. ]
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B Deamortization of update time

We discuss how to modify Fig. 4 to obtain worst-case O(k - 7 -log(m/k+ 1) + (k/m) - Tp,..(A, n,n0))
update time, where 7 := Typq(A, m, ng) is defined in (8).

Unlike the amortized version, where an incoming update triggers a transition proof computation
that must be completed immediately, in the deamortized version an update can trigger potentially
multiple transition proof computations, with the update prover only making partial progress towards
these computations, leaving the remaining progress to when future updates arrive. The new invariant
that the construction satisfies is that for each level of the data structure has at most one ongoing
proof computation at any given time. However, to make this more formal, we need to discuss what
notion of “time” is being used.

Time as total update volume. The data structure described in Step 2 of Fig. 4 stores up to ¢
transition proofs my, ..., my, each of which can be interpreted as proving the updates in a certain
time range. For example, if the first two levels are non-empty, m; proves the transition from time 0
to time ¢1, and m proves the transition from time ¢; to time t; + t2, where t; is the total size of
the updates represented by 7;. This total size can exceed the number of distinct updated positions
when a position is updated more than once. The non-empty proofs, ordered from level 1 to level
£, represent the oldest updates first and the newest updates last. Their time ranges partition the
timeline from Tp = 0 to the current time 7, := > ; _; kp, where ki,...,k, are the sizes, after gate
closure, of the r updates since initialization. This ensures that no updates are missed or applied
twice.
For 0 <z < T, define

p(x) =min{T, : z2€{0,...,r}, T, >z} .

Thus, p(z) = Ty when T}, < < T}, and p(0) = 0. Every transition proof certifies a time range of
the form [p(z), p(y)].

Time ranges of transition proofs. For a level j € [(], let b; = 2¢=7 and index the transition
proofs by nonnegative integers x. Let m;, be a transition proof that certifies the time range
[p(zb), p((x + 1)bj)]. The start threshold of m;, is (x + 1)b;, which is the time at which the
computation of 7;, begins. Similarly, the completion threshold of 7j, is (x +2)bj, which is the time
at the computation of 7;, ends. When 7, finishes, discard it if there exists a completed proof
for a longer time range that already covers its time range. Otherwise, 7, replaces all completed
transition proofs whose time ranges are subsets of its time range.

Algorithm for handling incoming update. Consider an update of size k that advances time
from T} to Ty 1 = Ty + k, and let t € [{] satisfy 267t < k < 20711, Proceed as follows:

1. First, finish all proof computations in progress at levels t,t 4+ 1,..., 1.

2. Let b, = 2"t and x, = |T/b.], and immediately compute ., for the time range [p(z.b), p((+
1)by)]. Since T, < (z4+1)by < Ty41, we have p((z+«+1)by) = Ty41, so this proof includes the entire
incoming update. The total size of the updates it represents is Ty41 — p(bs) < by + k < 3b,.

3. For each level j <, let b; = 2¢=7 and start computing 7j« When the time first reaches or exceeds
its start threshold (z + 1)b;. Perform cr operations per unit of time from its start threshold until
its completion threshold (x + 2)b;. Since p(xb;) > xb; and p((z + 1)b;) < (xz + 1)b; + k, and
k < bj;, the total size of the updates represented by the new proof is p((z + 1)b;) — p(xb;) < 2b;.
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Update time. The algorithm starts new proof computations only at levels j < ¢, where k < 20b;,
so each proof represents fewer than 3b; updated positions and takes at most cb;7 time to compute
for sufficiently large c. Finishing pending computations at levels ¢, ..., ¢ and computing m; ,, costs
O(r Z?:t 20=7) = O(k7). Each of the remaining t — 1 = O(log(m/k + 1)) levels receives at most
ckT work, giving worst-case O(k7log(m/k + 1)) update time, excluding reinitialization.

Proof size. Fix j > 1, and let e = (x + 1)b; be the start threshold of 7. The proof Ti-1,|z/2]
covers its time range and has completion threshold 2b;(|z/2] +2) < e+ 3b;. After an update reaches
this threshold, the algorithm has completed either this covering proof or a proof for an even larger
transition, so 7;, is no longer retained. Consequently, every retained completed proof satisfies

T, —3bj<e<T, .

The start thresholds are multiples of b;, so there are at most three possibilities. Level 1 has the
same bound since T} < 2m < 4 - 2671 between reinitialization boundaries, allowing only three start
thresholds at that level. Only completed proofs are included in the proof object, so its size changes
by only a constant factor.

Reinitialization. Finally, when time first reaches or exceeds m, retain the completed transition
proofs, discard the unfinished computations, and start computing an initial proof for the current
instance-witness pair. Process subsequent updates in a fresh data structure starting from this pair,
with time reset to Tp = 0 and p defined using its update times, and allocate O(k - Tp, (A, n,ng)/m)
work per update to the initial proof. This proof finishes when the new data structure reaches its
own reinitialization boundary, at which point it replaces the earlier initial proof and the preceding
sequence of transition proofs. Thus, at most two data structures are retained, so the proof contains
at most six transition proofs per level. This gives the bound in (9) in the worst-case.

Verifier modification. The verifier processes the multiple completed transition proofs chronologi-
cally at each level, using each proof’s level-specific verification key and consecutive commitments
as public inputs. Clearly, the verification time, proof length, and knowledge-error bounds incur a
constant factor overhead.

C Zero-knowledge compiler

We sketch how to obtain weak zero-knowledge for our compiler. After any polynomially bounded
sequence of valid updates, the final proof Il should be computationally indistinguishable from
a simulated proof generated using only the circuit index and the final public instance xr, and a
simulation trapdoor. The guarantee concerns a distinguisher which receives only the final proof,
not the entire sequence of proofs. A zero-knowledge definition that considers the entire sequence is
discussed later in Remark C.1.

Ingredients. Our compiler takes as input a VC scheme and a static SNARK. We require the
VC scheme to be hiding, and for the static SNARK to be jointly zero-knowledge for polynomially
many adaptively chosen statements under the same setup. We assume that the VC scheme remains
hiding even given the SNARK simulation trapdoor. For the Merkle instantiation, the prover can
use the original Merkle trees internally and publish randomized hiding and binding commitments to
their roots. The true roots (unrandomized), commitment randomness, and Merkle authentication
paths become private witnesses to the static SNARKs. We also use the unbalanced Merkle trees
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described in Corollary 4.2: the two children of the roots are roots of the private witness and public
input respectively.

Modifying the compiler. The primary modification we make to our compiler is that there no
empty levels: each level always contains a static SNARK proof, and we replace every m; = L by
a dummy proof. At level j, the modified update relation proves either a valid update of size at
most g; (as defined in (4)), using the original update checks on the Merkle roots, or that the two
unrandomized roots are equal and hence represent the same state. The modified initial relation
similarly checks an opening of the randomized commitment in addition to the original initial checks.
Each level uses independent commitment randomness, even when adjacent levels represent the same
state, so that the dummy levels cannot be identified by the distinguisher. Finally, we replace the
public-input opening pf,, by a zero-knowledge proof that the final randomized commitment opens
to a Merkle root whose public-input positions contain x7. This keeps the witness-dependent root
in the original public-input opening private. Thus, the overall resulting proof has a fixed format,
with no public indication of which levels are dummy. This modification does not change any of the
asymptotic efficiency metrics in Corollary 4.2.

Simulation argument. The simulator for the dynamic SNARK S generates the static SNARK
setup with its simulation trapdoor and derives the keys for the modified relations. Given instance
x7, S forms an arbitrary dummy assignment z* = [0, x7] and computes its Merkle root. S
commits to this root at every level of the data structure with independent randomness at each level.
It also invokes the static SNARK simulator to produce the initial proof, every level proof, and the
proof of the final public-input opening, using their respective public statements. & outputs these
commitments and simulated proofs in the fixed format defined above.

We use a hybrid argument to justify that this simulation is indistinguishable from a real proof.
Starting with the real proof, first replace all static proofs by simulated proofs for their original,
true statements. Joint zero-knowledge makes this change indistinguishable. Next, replace the
commitments to the actual roots, one at a time, by independently randomized commitments to the
dummy root, regenerating the simulated proofs for the resulting public statements. Commitment
hiding makes these replacements indistinguishable, since all roots and authentication paths are now
hidden inside simulated proofs. After making all of these replacements, the resulting distribution is
exactly the simulator’s output. This gives an informal argument for weak zero-knowledge of the
modified compiler.

Remark C.1 (Weak versus strong zero-knowledge). A stronger notion requires the simulator to
jointly simulate a proof sequence (IL;)Z_, given only the corresponding instance sequence (x;)7_,, as
considered by Wang et al. [WPSP26b]. We only claim the weak notion above: comparing successive
proofs can reveal which levels were refreshed and hence information about update sizes. In particular,
it seems difficult for our construction to achieve this stronger notion. However, in a real-world
deployment, observing the prover’s running time can also reveal information about the distance
between consecutive instance-witness pairs, even when the proof system satisfies the stronger notion
of zero-knowledge. This side-channel motivates considering the weak notion when the update time
is observable.
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