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Abstract

For public-key encryption with keyword search (PEKS), chosen-ciphertext attack (CCA)
security has been studied in settings where an adversary is allowed to access the test oracle. No-
tably, the CHK transformation (Canetti, Halevi, and Katz, EUROCRYPT 2004) does not yield
CCA-secure PEKS. To address this limitation, Abdalla, Bellare, and Neven (TCC 2010/JoC
2018) proposed a generic construction of CCA-secure PEKS from CCA-secure anonymous and
weakly robust identity-based encryption. However, CCA security alone is insufficient to resist
keyword-guessing attacks (KGAs) arising from trapdoor leakage in PEKS. To mitigate KGAs,
public-key authenticated encryption with keyword search (PAEKS) has been studied. In partic-
ular, Li and Boyen (IACR CiC 2024) proposed a generic construction of PAEKS. In this paper,
we propose a generic transformation that converts a PAEKS scheme into a CCTA-secure one,
where CCTA denotes security against chosen-ciphertext and trapdoor attacks. Our transfor-
mation can be viewed as a variant of the CHK transformation. The key observation is that,
unlike in PEKS, the receiver in PAEKS identifies and specifies the sender when generating a
trapdoor, enabling keywords to be used as tags. The transformation directly upgrades PAEKS
instantiations obtained via the Li-Boyen generic construction under various assumptions to
CCTA-secure schemes. As a result, we obtain the first fully CCTA-secure PAEKS schemes from
both pairings and lattices. As an additional benefit, the transformation improves search effi-
ciency. By leveraging verification keys embedded in ciphertexts and trapdoors, sender-receiver
matching can be performed without cryptographic computation, for example, by using hash
tables. Consequently, for a trapdoor associated with a particular sender, the search complexity
measured in cryptographic operations becomes independent of the number of senders and is
essentially the same as that of PEKS. Although improving efficiency is not the primary goal of
the transformation, this benefit is of independent interest.

1 Introduction

1.1 PAEKS: Public-Key Authenticated Encryption with Keyword Search

It is well known that public-key encryption with keyword search (PEKS) [§] is vulnerable to key-
word guessing attacks (KGAs), in which information about keywords is revealed through trapdoors.
In other words, information about the keyword being searched leaks from search queries. There
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is a concern that leakage of information about the searched keywords may allow the content of a
document to be inferred from the keywords it contains, even if the document itself is encrypted.
Moreover, since such keywords may be related to personal interests or preferences, it is strongly
required that no keyword information be revealed from search queries. Preventing KGA is impos-
sible in the PEKS setting because anyone can generate a ciphertext for an arbitrary keyword kw
using the receiver’s public key pkr and can test whether a trapdoor corresponds to kw via the test
algorithm. For example, if the Medical Dictionaryﬂ which provides authoritative descriptions of
medical conditions, medications, anatomical terms, notable medical personalities, and many other
medical concepts, and contains more than 45,000 entries from all areas of medicine and healthcare,
is used as a keyword source |22], an adversary can identify the keyword associated with a trapdoor
by exhaustively testing all candidate keywords. Although additional keywords may be used in
practice, the keyword space is unlikely to be exponentially large. Therefore, KGA constitutes a
realistic threat in PEKS.

To address this issue, Huang and Li [26] introduced public-key authenticated encryption with
keyword search (PAEKS), where encrypting a keyword kw requires not only a receiver’s public key
pkgr but also a sender’s secret key sks. As a result, a ciphertext is associated with the receiver,
and the keyword, namely (S,R, kw). Similarly, to generate a trapdoor TD for a keyword kw', a
sender’s public key pkg, is required in addition to a receiver’s secret key skr/. Thus, a trapdoor TD
is also associated with a tuple of the sender, the receiver, and the keyword, namely (S, R, kw’ )EI
The test algorithm outputs 1 if (S, R, kw) = (S, R/, kw') (correctness), and outputs 0 if (S, R, kw) #
(S, R, kw’) (consistency). It is particularly worth noting that if (S,R) # (S',R’), that is, if there
is a sender-receiver mismatch, the test algorithm must output 0 even when kw = kw’. This notion
of consistency in the multi-user setting was introduced in [19].

In PEKS, the sender encrypts a keyword using the receiver’s public key, thereby specifying the
receiver, whereas the receiver does not specify the sender, since the trapdoor is sender independent.
In contrast, in PAEKS, the receiver computes a trapdoor while explicitly specifying the sender as
well. The fact that the receiver recognizes and specifies the sender constitutes the core idea of the
construction proposed in this paper and is therefore worth highlighting.

Security Models. In addition to ciphertext indistinguishability (CI), which guarantees that no
keyword information is leaked from ciphertexts, trapdoor indistinguishability (TI) is defined to
ensure that no keyword information is leaked from trapdoors. As a stronger and more desirable
security notion, full CI is defined, in which an adversary is allowed to send the challenge keywords
to the encryption oracle. Full CI is necessary to capture scenarios in which the same keyword is
encrypted multiple times, and it is mandatory in practical settings. Note that, in PEKS, an adver-
sary can obtain ciphertexts for arbitrary keywords, including the challenge keywords. Therefore,
full security should be regarded as the standard and minimal security requirement under the CI
setting, even for PAEKS. Similarly, full TT is defined, where an adversary is allowed to send the
challenge keywords to the trapdoor oracle. From the perspective of the primary goal of PAEKS,
namely hiding keyword information from search queries, full T1 is preferable from the standpoint of
stronger security guarantees. However, unlike searchable ciphertexts, trapdoors are not persistently
stored but are typically ephemeral objects generated for query purposes. Therefore, we interpret
that even TIT security without the full restriction retains a certain degree of significance in this
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Generic Construction. Li and Boyen [31] proposed a generic construction of PAEKS based on
non-interactive key exchange (NIKE) and symmetric-key equality-predicate encryption (EPE), and
provided several full CI- and full TI-secure PAEKS instantiations using pairings and lattices. More-
over, when only TI security is required, their generic construction enables PAEKS instantiations
under a wide range of complexity assumptions, including pairing-free Diffie-Hellman assumptions,
lattices, codes, and isogenies. Shinoki et al. [36] later identified a flaw in the pairing-based EPE
instantiation proposed by Li and Boyen, and introduced an alternative pairing-based EPE con-
struction.

1.2 Research Background: CCA Security in PEKS/PAEKS

In addition to the basic security notion that ensures no keyword information is leaked from cipher-
texts, security under chosen-ciphertext attacks (CCA) for PEKS has also been studied [3/4]. In the
CCA setting, an adversary is allowed to access a test oracle, which returns the test result for a given
pair of a keyword and a ciphertext. Abdalla et al. [3,/4] showed that the generic construction of
PEKS from anonymous identity-based encryption (IBE) proposed by Boneh et al. [8] achieves CCA
security (resp. consistency) if the underlying IBE scheme is CCA-secure (resp. (weakly) robust).
Note, however, that the generic construction of PEKS from anonymous IBE proposed by Abdalla
et al. [2], which achieves consistency, does not provide CCA security even when the underlying IBE
scheme is CCA-secure. Ma et al. [33] proposed another CCA-secure PEKS construction based on
smooth projective hash functions. One might consider applying the CHK (Canetti-Halevi-Katz)
transformation [11], a well-known technique for constructing CCA-secure public-key encryption
(PKE) schemes, to obtain a CCA-secure PEKS scheme. For example, one could encrypt vk||kw as
a keyword, where vk is a verification key of a one-time signature scheme, and then sign the resulting
ciphertext. In this approach, the keyword is treated as a tag [27] required for applying the CHK
transformation. However, this approach does not preserve the search functionality of PEKS. This is
because a trapdoor is independent of sender information and is associated solely with the keyword.

To the best of our knowledge, CCA-secure PAEKS has not been extensively studied, with the
following two exceptions. Yao et al. [41] defined CCA security for CI (Definition 7 in [41]) and
proposed a lattice-based PAEKS construction. However, their CCA security model is weak in the
sense that an adversary is not allowed to send the challenge keywords to the test oracle. Since the
adversary is also prohibited from sending the challenge keywords to the trapdoor oracle (in order
to exclude trivial attacks), the adversary cannot obtain any test results related to the challenge
keywords. Moreover, they do not define TI security (they define unforgeability of trapdoors), and it
is not guaranteed that no keyword information is leaked from trapdoors (Definition 8 in [41]). Actu-
ally, a trapdoor in their PAEKS scheme is a variant of the GPV (Gentry-Peikert-Vaikuntanathan)
signature [25] on a keyword. While this construction provides trapdoor unforgeability, the trapdoor
inherently leaks information about the underlying keyword. Zhang et al. [47] also defined CCA
security for CI (Definition 7 in [47]) and for TI (Definition 6 in |47]), and proposed a pairing-based
PAEKS construction which they call lightweight and fast dynamic PEKS (LFD-PEKS). We clarify
that their encryption algorithm takes the data owner’s secret key as input and considers KGA.
Therefore, although the authors denote their scheme as PEKS, we regard it as a variant of PAEKS.
As a drawback, their CCA security model restricts the input to the test oracle to pairs consisting
of the challenge ciphertext and a trapdoor (CT*, TD). Since this input coincides with that of the
test algorithm itself, an adversary can locally execute the test algorithm without accessing the
test oracle; that is, oracle access does not provide any additional information. Beyond the weak
form of their CCA security definition, we further demonstrate in the Appendix [A] that the LFD-
PEKS scheme [47] is insecure. Specifically, keyword information is leaked from both ciphertexts



and trapdoors.

1.3 Our Motivation

Here, we revisit the original notion of CCA security in PKE. In this security model, an adversary
does not have access to the secret (decryption) key itself. Nevertheless, under CCA security, the
adversary is allowed to observe the outputs of the decryption algorithm that uses the secret key.
As mentioned in the previous subsection, existing CCA security definitions for PAEKS [41,47] are
insufficient, as they fail to capture the threat model intended by the original notion of CCA security
for PKE. Therefore, we refine these definitions accordingly. From this perspective, we informally
describe the desirable security models for CI and TT as follows. The following informal definitions
may be skipped by the reader, as the formal definitions are given in Section

CCA Full Ciphertext Indistinguishability: An adversary is allowed to send a pair consisting
of a keyword and a ciphertext (kw, CT) to the test oracle and obtain the corresponding test
result.

e To rule out trivial attacks, a restriction is imposed on queries involving the pair formed
by one of the challenge keywords (kwg,kw]) and the challenge ciphertext CT*, i.e.,
(kw,CT) & {(kwj, CT"), (kw},CT*)}. In particular, the adversary is still allowed to
obtain test results related to the challenge keywords.

e Because the adversary is prohibited from obtaining the trapdoor for a challenge keyword
(in order to exclude trivial attacks), access to test results related to the challenge keyword
through the test oracle strictly increases the information available to the adversary. This
accurately captures the scenario originally intended by CCA-secure PKE.

CTA Full Trapdoor Indistinguishability: An adversary is allowed to send a pair consisting of
a keyword and a trapdoor (kw, TD) & {(kw§, TD*), (kw}, TD*)} to the test oracle and obtain
the corresponding test result, where TD* is the challenge trapdoor. Since the adversary is
allowed to choose the trapdoor, this notion is more appropriately referred to as CTA, where
CTA stands for chosen-trapdoor attack.

e Since TT is defined to guarantee that no information about the keyword is leaked from
trapdoors, the input to the test oracle should be a trapdoor rather than a ciphertext.

e Because the adversary is prohibited from obtaining the ciphertext corresponding to a
challenge keyword (in order to exclude trivial attacks), access to test results related to
the challenge keyword through the test oracle strictly increases the information available
to the adversary. This again accurately reflects the scenario originally intended by CCA-
secure PKE.

We say that a PAEKS scheme is fully CCTA-secure if it provides both CCA full CI security and
CTA full TT security. We also consider a weaker variant in which the scheme achieves CCA full
CI security and CTA TI security. Then, we say that a PAEKS scheme is CCTA-secure. Note that
CTA security can be defined irrespective of whether it is full or not. As a natural question, we ask:

How can one construct a (fully) CCTA-secure PAEKS scheme?

Since Li and Boyen [31] proposed a generic construction of PAEKS that can be instantiated under
a wide range of complexity assumptions, our motivation is as follows:



Table 1: (Fully) CCTA-secure PAEKS Instantiations. (Q)ROM stands for (Quantum) Random Oracle
Model, STD stands for Standard Model, and BSW stands for Boneh-Shen-Waters.

Building Blocks (NIKE, EPE, Sig) Full TI Note
Diffie-Hellman [16], HMAC [31], Schnorr [15] ROM, Pairing-free
Pairing-based [23], Pairing-based [36], BSW [9) v STD
Swoosh [24], HMAC [31], Hawk [17] (Q)ROM, Post-Quantum
Swoosh [24], Lattice-based [31], Hawk [17] v (Q)ROM, Post-Quantum
CSIDE [13], HMAC [31], FAEST [6] (Q)ROM, Post-Quantum
MODRED [35], HMAC [31], SDitH [34] (Q)ROM, Post-Quantum

To propose a generic transformation of CCTA-secure PAEKS
that takes PAEKS as a building block.

This enables us to directly transform PAEKS instantiations obtained from the Li-Boyen generic
construction under various complexity assumptions into CCTA-secure ones.

1.4 Our Contribution

In this paper, we propose a generic transformation that converts a PAEKS scheme into a CCTA-
secure one.

e The proposed transformation employs a strongly unforgeable signature scheme in addition to
the underlying PAEKS scheme. As described below (Technical Overview), our transformation
technique is an application of the CHK transformation.

— Our main contribution lies instead in the observation that, while directly applying the
CHK transformation to PEKS affects the search functionality (since the keyword repre-
sentations in ciphertexts and trapdoors are modified), this is not the case for PAEKS. In
other words, we observe that the fact that the receiver is aware of the sender enables the
CHK transformation to be applied without impairing search functionality in the PAEKS
setting.

— We emphasize that our transformation preserves the full security of the underlying
PAEKS scheme. Consequently, fully CCTA-secure PAEKS schemes can be instantiated
via the Li-Boyen generic construction (see Table .

x Our transformation yields a lattice-based fully CCTA-secure PAEKS scheme by com-
bining a lattice-based PAEKS scheme (obtained from Swoosh [24] and the Li-Boyen
lattice-based EPE via the Li-Boyen generic construction) with, e.g., Hawk [17].

* PAEKS can be constructed from CSIDH (Commutative Supersingular Isogeny Diffie-
Hellman) |13], as noted by Li and Boyen [31]. To the best of our knowledge, there is
currently no known transformation that upgrades SQIsign from existential unforge-
ability to strong unforgeability while relying solely on standard isogeny assump-
tions [1]. From the perspective of post-quantum cryptographic instantiations, we
can employ FAEST [6], whose security relies on symmetric-key cryptography and
for which strong unforgeability was proved by Kulkarni and Xagawa [28]. Thus, our
transformation yields CCTA-secure PAEKS schemes based on isogenies.



% A code-based NIKE [35] has also been proposed and can be used to construct a
code-based PAEKS scheme via the generic construction of Li and Boyen. More-
over, Kulkarni and Xagawa (28] proved that SDitH (Syndrome Decoding in the
Head) [34] achieves strong unforgeability. Thus, our transformation yields CCTA-
secure PAEKS schemes based on codes.

x We believe that our pairing-free CCTA-secure instantiation, which relies only on
standard elliptic curves such as Curve25519 |7], provides notable practical efficiency,
although it is not post-quantum secure.

e Our transformation also provides an efficiency benefit where no cryptographic computation
is required for sender-receiver matching. Although not the primary goal of the proposed
transformation, this efficiency improvement is of independent interest. See Section [f] for
detail.

— Consequently, our transformation partially addresses the efficiency issue considered in |10}
141,129,130, 32,/38-40,/46] .

Remark. Regarding HAWK| following the Al-assisted cryptanalysis reported by Anthropic using
its Claude model in a blog postﬂ (published on July 28, 2026), the HAWK team withdrew HAWK
from NIST’s Additional Digital Signatures standardization process. The reported attack signifi-
cantly reduced the estimated security level of the scheme, and the authors noted that restoring
the intended security margin would require substantially larger parameters, thereby diminishing
the compactness and efficiency advantages that distinguished HAWK from other NIST candidates.
In our work, we employ HAWK only as an instantiation of the proposed generic construction
because it provides strong unforgeability; it was not selected for efficiency considerations. Nev-
ertheless, we believe it is worthwhile to explicitly discuss alternative signatures that can be used
in lattice-based instantiations. One natural candidate for instantiating the proposed generic con-
struction is the construction of Eaton and Song 18], who proposed a generic transformation in the
QROM that compiles any existentially unforgeable signature scheme into a strongly unforgeable
one. Their construction can be viewed as the QROM counterpart of the transformation by Teran-
ishi et al. [37], and they explicitly presented a lattice-based instantiation based on the Bonsai-tree
signature scheme [12]. Therefore, this instantiation can be used as an alternative to HAWK in our
framework. Furthermore, as mentioned above, FAEST [6], whose security relies on symmetric-key
cryptography and whose strong unforgeability was established by Kulkarni and Xagawa [28], can
also serve as a suitable instantiation.

1.5 Technical Overview

Our transformation is a variant of the CHK transformation but we do not employ a one-time
signature. We pointed out that the receiver recognizes and specifies the sender to compute a
trapdoor. This fact allows us to employ a keyword as a tag without affecting the search functionality
unlike PEKS. Let a sender have two public keys (pks, vks) where pkg is the sender’s public key of
the underlying PAEKS scheme and vks is a verification key of the underlying signature scheme.
Similarly, let a receiver have two public keys (pkg, vkgr). The sender encrypts a keyword kw by

CT’ + PAEKS.Enc(pks, sks, pkg, vks||vkg||kw)

3https ://wuw.anthropic.com/news/discovering-cryptographic-weaknesses
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Here, vks||vkr||kw is regarded as a keyword. Similarly, a receiver computes a trapdoor for a keyword
kw' by
TD' < PAEKS.Enc(pkg/, skr/, pke, vk ||Vkre|[kw")

Here, if vks||vkg||kw = vks/||vkgr/||kw’ holds, then (S, R, kw) = (S/,R’, kw') holds, and if vks||vkr||kw
# vke/|[vkr/ [[kw’ holds, then (S, R, kw) # (S',R’, kw') holds. Thus, the modification does not affect
the search functionality (i.e., correctness and consistency) of the underlying PAEKS scheme. The
form of a ciphertext and a trapdoor are

CT = (CT/, vk, vkg, 0s) and TD = (TD', vk, vkk, oR)

where og is a signature on CT’ using the sender’s signing key sigké and vkg is for declaring the
receiver’s verification key to be used for encryption, and oR is a signature on TD’ using the receiver’s
signing key sigk and vkts is for declaring the sender’s verification key to be used for generating
the trapdoor. Here, the superscripts ¢ and ¢ explicitly indicate that the corresponding values are
specified at the time of encryption and trapdoor generation, respectively. The Test algorithm, that
takes CT and TD as input, checks whether (vk,vkg) = (vk&,vkgk), and the validity of o5 and o,
and then runs the Test algorithm of the underlying PAEKS scheme for (CT', TD').

Matching of Verification Keys. While it is clear that signature verification is inherited from
the CHK transformation, we explain why it is necessary to additionally check the matching of
verification keys (vk§,vk) = (vk&,vkk). At first glance, since these verification keys can be easily
replaced, both ciphertexts and trapdoors appear to be malleable, which may lead one to suspect
that CCTA security cannot be achieved under such circumstances. Let us consider the case in which
an adversary chooses a verification key different from the specified one as the keyword. For example,
for CT + PAEKS.Enc(pks, sks, pkg, vks||vkg||kw), a CCA full CI adversary generates (vks, sigks),
computes & on CT, and sends (kw, (CT, vkg,vkg,0§)) to the test oracle. Of course, 0§ is a valid
signature on CT under vkg. Then, the adversary modifies the challenge ciphertext by re-computing
a signature. Here, we clarify that the trapdoor used for running the Test algorithm on the test
oracle is honestly generated by kw, pkg, skg, and pk¢ (this is analogous to the decryption oracle in
CCA security for PKE, which returns the output of the decryption algorithm under the honestly
generated secret key). Thus, if (vkg, vkr) # (vké, vkg), then the oracle outputs 0 that does not give
any useful information to the adversary. If (vkg,vkgr) = (vk&,vkg), then the adversary needs to
forge a signature. An analogous argument applies when proving CTA full TT security.

Handling Challenge Keyword-Related Test Queries. Next, we explicitly consider the case
where the adversary sends (kwg, ) or (kwj, -) to the test oracle. In the security proof, the simulator
is not allowed to obtain a trapdoor (resp. a ciphertext) corresponding to kwg or kwj in the CCA
full CI (resp. CTA full TT) experiment from the PAEKS challenger, in order to rule out trivial
attacks. To answer such test queries, again, we rely on the unforgeability of the underlying signature
scheme. Specifically, if the adversary sends to the test oracle a ciphertext (resp. a trapdoor) that
was not generated by the encryption (resp. trapdoor) oracle in the CCA full CI (resp. CTA
full TI) experiment, then the simulator can break the unforgeability of the underlying signature
scheme. After performing the sequence of game hops, the simulator is able to obtain knowledge of
all ciphertexts (resp. all trapdoors) appearing in the security proof. Consequently, upon receiving
a test query (kw,CT) (resp. (kw,TD)), the simulator already knows whether CT (resp. TD)
corresponds to kw, without invoking the test algorithm. Strong unforgeability is crucial to exclude
the case where the adversary sends (CT™, vkg, vkg, os) (resp. (TD*,vks, vkg, or)) to the test oracle,
where og (resp. or) does not appear in the challenge ciphertext (resp. the challenge trapdoor), as
in the CHK transformation. Finally, we construct an algorithm that breaks full CI (resp. full TT)



security of the underlying PAEKS scheme. We remark that our security proof remains valid even
if the underlying PAEKS scheme satisfies only T1 security.

2 Preliminaries

2.1 Signatures

Let Sig = (KeyGen, Sign, Verify) be a signature scheme. The key generation algorithm KeyGen takes
a security parameter A € N as input and outputs a verification and signing key pair (vk,sigk). The
signing algorithm Sign takes sigk and a message to be signed M as input and outputs a signature
o. The verification algorithm Verify takes vk, M, and o as input and outputs 0 or 1. Correctness
requires that for any A € N, any (vk, sigk) < KeyGen (1), and any M, Verify(vk, M, Sign(sigk, M)) =
1 holds with overwhelming probability in the security parameter A. Strong existential unforgeability
under chosen-message attacks (strong EUF-CMA) is defined as follows.

Definition 1 (Strong EUF-CMA). Let A be an adversary and C be the challenger. C generates
(vk, sigk) « KeyGen(1), and gives vk to A. C initiates SigSet = (). A is allowed to issue signing
queries M. C generates o < Sign(sigk, M) and returns o to A. C stores (M, o) to SigSet. Finally,
A outputs (M*,0*). We say that A wins if

Verify(vk, M*,0*) = 1 A (M*,0™) & SigSet

The advantage of A is defined as Advsslizglfi'CMA()\) = Pr[A wins|. We say that Sig provides strong
EUF-CMA security if Adv%iEgle'CMA()\) is negligible for all probabilistic polynomial-time (PPT) ad-
versaries A. If A is not allowed to send M™* as a signing query, then we say that Sig is FEUF-CMA

secure, and the advantage A is defined as AdvEéFACMA(A).

2.2 PAEKS

Let PAEKS = (Setup, KeyGeng, KeyGeng, Enc, Trapdoor, Test) be a PAEKS scheme which is defined
as follows. Let IS be a keyword space. The following definitions are the same as those of Li and
Boyen [31], except that we explicitly define consistency that Li and Boyen omitted.

Setup: The setup algorithm takes a security parameter A € N and outputs a common parameter
pp.

KeyGeng: The sender key generation algorithm takes pp as input, and outputs a sender pub-
lic/private key pair(pks, sks).

KeyGeng: The receiver key generation algorithm takes pp as input, and outputs a receiver pub-
lic/private key pair (pkg, skgr).

Enc: The keyword encryption algorithm takes pkg, sks, pkgr, and a keyword kw € KS, and outputs
a ciphertext CT.

Trapdoor: The trapdoor generation algorithm takes pkg, skr, pks, and a keyword kw € KS, and
outputs a trapdoor TD.

Test: The test algorithm takes CT, and TD, and outputs 0 or 1.



Correctness: Forall A € N, pp + Setup(17), (pks, sks) < KeyGeng(pp), (pkg,skr) < KeyGeng(pp),
and kw € KCS, it is required that Test(Enc(pkg, sks, pkg, kw), Trapdoor(pkg, skgr, pks, kw)) = 1 holds
with overwhelming probability.

Consistency: It guarantees that the Test algorithm outputs 0 if (S, R, kw) # (S',R’, kw’) where a
ciphertext is generated by (pks, sks, pkg, kw) and a trapdoor is generated by (pkg/, skrr, pkg/, kw').

Definition 2 (Consistency). We define the following experiment.

ExppREis,A() :
pp Setup(l)‘)
(pks, sks) <= KeyGeng(pp); (pks/,sks/) < KeyGens(pp)
(Pkg, skr) <= KeyGeng(pp); (pkgs;skr:) ¢~ KeyGeng(pp)
(kw, kw', cs, cp, ts, tr) < A(pks, pks/, PKr, PKr/)
s.t. kw,kw' € KS, cs,ts € {S,S'} and ¢t € {R,R'}
CT « Enc(pk,,, ske,, Pk, , kw); TD < Trapdoor(pk,, ,sks,,pk,_,kw’)
If Test(CT, TD) = 1 A (cs, ¢, kw) # (ts, b, kw') then output 1 and 0 otherwise.

We say that PAEKS provides consistency if
AdVERERS 4 (M) == Pr{Expsitics 4(\) = 1]
is negligible in the security parameter for all probabilistic polynomial-time (PPT) adversaries A.

Full CI: It guarantees that no keyword information is revealed from ciphertexts. An adversary
is allowed to send any keyword including the challenge ones to the encryption oracle. In order to
exclude trivial attacks, the adversary is not allowed to send the challenge keywords (with pkg) to

the trapdoor oracle.
Definition 3 (Full CI). We define the following experiment.

Exppagis,A(A) -

pp Setup(l’\)

(pks, skg) < KeyGens(pp); (pkg,skg) < KeyGeng(pp)

(kw}, kw?, state) AOEnc(pkg:Sk;a'v')aOTrapdoor(pkE75k§:'a')(pk*7 pkis)

s.t. kwg, kwi € KS and kwg # kwj

coin < {0,1}; CT* « Enc(pks, ski, pki, kwly;,)

coin’ AEnc(pkg,skg,-,-),Trapdoor(pk,*?,sk’ﬁ,--)(CT*7State)

If coin = coin’ then output 1 and 0 otherwise.
The encryption oracle Ogne takes a recewver’s public key pkg and a keyword kw € KS and returns
a ciphertext CT < Enc(pks, sks, pkg, kw). The trapdoor oracle OTrapdoor takes a sender’s public key

pks and a keyword kw € KS, where (pks, kw) & {(pks, kwg), (pks, kwi)}, and returns a trapdoor
TD <« Trapdoor(pkg, skg, pks, kw). We say that PAEKS is fully CI secure if

1
AdvpAEKS A (A) = | Pr[ExpRAERS 4(A) = 1] — 5

is negligible in the security parameter for all PPT adversaries A.



Full TI: It guarantees that no keyword information is revealed from trapdoors. An adversary
is allowed to send any keyword including the challenge ones to the trapdoor oracle. In order to
exclude trivial attacks, the adversary is not allowed to send the challenge keywords (with pkg) to
the encryption oracle.

Definition 4 (Full TI). We define the following experiment.

ExppaEKs,4()) :

pp Setup(l)‘)

(pkg, skg) < KeyGeng(pp); (pkg,skg) < KeyGeng(pp)

(kwg,kw{,state) . AOEnc(PkgaSk;7':‘)7OTrapdoor(pkE75k;a‘a')(pké) pk?z)
s.t. kwg, kwy € KS and kwg # kwj

coin & {0,1}; TD* «+ Trapdoor(pkg, skg, pks, kwle,)
Coin/ — AEnC(pk;7Sk§,','),Trapdoor(pk;ﬁk;f?') (TD*, State)

If coin = coin’ then output 1 and 0 otherwise.

The encryption oracle Ogne takes a receiver’s public key pkr and a keyword kw € KS, where
(pkgr, kw) & {(pkg, kwp), (pkr*, kwy)}, and returns a ciphertext CT < Enc(pkg, sks, pkg, kw). The
trapdoor oracle OTrapdoor takes a sender’s public key pks and a keyword kw € KS, and returns a
trapdoor TD < Trapdoor(pkg, skg, pks, kw). We say that PAEKS is fully TI secure if

1
Adviags,4(A) = | Pr[Exppagks,a(V) = 1] = o
is negligible in the security parameter for all PPT adversaries A.

If A is not allowed to send the challenge keywords (with pkg) to the trapdoor oracle, then this secu-
rity notion is referred to as TI (then the trapdoor oracle Otrapdoor takes (pks, kw) & {(pks, kwg), (pks,
kwy)}), and the advantage A is defined as AdVE’—/IAEKS,A()‘)-

3 Definition of CCTA Security

In this section, we provide formal definitions of the informal security notions described in Sec-
tion

CCA Full CI: In addition to full CI, an adversary is allowed to send a pair consisting of a
keyword and a ciphertext (kw,CT) to the test oracle where (kw,CT) & {(kw§, CT*), (kwj, CT*)},
and obtains the corresponding test result. We note that A can send (pkg, kw) & {(pks, kwg), (pks,
kw7)} to the trapdoor oracle Otrapdoor- Thus, A can run the Test algorithm with a trapdoor TD <«
Trapdoor(pkg, skg, pks, kw) without accessing the test oracle Otest. To increase the information
that A obtains, in our definition, A is allowed to obtain the test result with CT # CT* and with a
trapdoor TD <« Trapdoor(pkg, sk, pks, kw) where kw € {kw{, kw}}. Consequently, A can obtain
information that is unavailable to it in the full CI model.
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Definition 5 (CCA Full CI). We define the following experiment.

CCA-Full-CI
Exppagks.A (M)

pp + Setup(1?)

(pks, sks) < KeyGens(pp); (pkg,skr) < KeyGeng(pp)

(kwf, kw?, state) < AOEnc(pkg7Sk§7'7')10Trapdoor(pk§75k§7'7')7OTest('7')(pkg’ pki)
s.t. kwg, kwy € KS and kwy # kwy

coin & {0,1}; CT* « Enc(pks, sks, pki, kwlsin)

coin’ AEnc(pkg,skg,-,~),Trapdoor(pk;,skﬁ;-),@-rest(~,-)(CT*7state)

If coin = coin’ then output 1 and 0 otherwise.

The encryption oracle Ogne and the trapdoor oracle Otrapdoor are the same as those of full CI. The
test oracle Otest takes a keyword kw € KS and a ciphertext CT where (kw,CT) & {(kwg, CT™"),
(kwy,CT*)}.  The oracle computes TD < Trapdoor(pkg, skg, pks, kw) and returns the result of
Test(CT,TD). We say that PAEKS is CCA fully CI secure if

Full _Full 1
AGESBECN) = | PrBSRERIT0) = 1] -
is negligible in the security parameter for all PPT adversaries A.

CTA Full TI: In addition to full TI, an adversary is allowed to send a pair consisting of a
keyword and a trapdoor (kw, TD) to the test oracle where (kw, TD) & {(kw(, TD*), (kwj, TD*)},
and obtains the corresponding test result. We note that A can send (pkg, kw) & {(pkg, kwg), (pkg,
kwy)} to the encryption oracle Ogne. Thus, A can run the Test algorithm with a ciphertext
CT < Enc(pkg, sks, pkg, kw) without accessing the test oracle Otest. To increase the information
that A obtains, in our definition, A is allowed to obtain the test result with TD # TD* and with
a ciphertext CT < Enc(pkg,sks, pkg, kw) where kw € {kwf, kwi}. Consequently, A can obtain
information that is unavailable to it in the full TT model.

Definition 6 (CTA Full TI). We define the following experiment.

CTA-Full-TI
Exppagks.a (M) :

pp + Setup(1?)

(pks, sks) < KeyGens(pp); (pkg;skg) < KeyGeng(pp)

(kwp, kw?, state) «— APenc(Pks sks, 1), Otrapdoor (Phi kg ,ry): Orest () (pkt | peis )
s.t. kwy, kwy € KS and kwy # kwi

coin & {0,1}; TD* < Trapdoor(pkg, skg, pks, kwisn)

coin’ + ABNc(Pks sks, ), Trapdoor(pky,skie, ), Orest () (TD*  state)

If coin = coin’ then output 1 and 0 otherwise.

The encryption oracle Ognc and the trapdoor oracle Otrapdoor are the same as those of full CL
The test oracle Otest takes a keyword kw € KS and a trapdoor TD where (kw, TD) & {(kw§, TD*),
(kwy, TD*)}. The oracle computes CT <— Enc(pks, sks, pkg, kw) and returns the result of Test(CT, TD).
We say that PAEKS is CTA fully TI secure if

1
Adviagis.a (V) = | PrlExpiaeisa (V) = 1] — 5|

is negligible in the security parameter for all PPT adversaries A.
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If A is not allowed to send the challenge keywords (with pkg) to the trapdoor oracle, then this
security notion is referred to as CTA TI (then the trapdoor oracle Orapdoor takes (pkg,kw) ¢
{(pks, kwg), (pks, kwy)}, and the advantage A is defined as Adv,g/;rék-gﬂ()\)). We note that A is
allowed to obtain the test result with TD # TD* and with a ciphertext CT < Enc(pks, sks, pkg, kw)
where kw € {kw{, kw}}. Consequently, A can obtain information that is unavailable to it in the TI
model, and we claim that the CTA TI model enhances the security level realized by the TT model.

Definition 7. We say that PAEKS is fully CCTA-secure if it provides both CCA full CI security
and CTA full TI security.

Definition 8. We say that PAEKS is CCTA-secure if it provides both CCA full CI security and
CTA TI security.

Remark. Regarding the interfaces of Ognc (resp. OTrapdoor), an adversary submits a public key pkg
(resp. pkg) that conforms to the definitions given by Li and Boyen [31]. At first glance, allowing
a public key as input may appear to capture the scenario in which a ciphertext (resp. trapdoor)
is generated using an adversarially generated public key. However, in their security proof, if the
public key has not been generated in advance, the simulator generates a public key (via the NIKE
key generation oracle) and then uses it. Therefore, the honest key registration (HKR) setting 23]
is sufficient. To make this behavior more explicit, it would be preferable to define O, to take
(R, kw) (resp. Orapdoor to take (S, kw)) as input, where R (resp. S) is treated as an identity for
the NIKE key generation. We assume that our oracle definitions implicitly follow the above HKR
setting, as in Li and Boyen [31].

4 Proposed Generic Transformation

Let PAEKS' = (Setup’, KeyGeng, KeyGeng, Enc’, Trapdoor’, Test’) be a PAEKS scheme and Sig =
(KeyGen, Sign, Verify) be a signature scheme. We construct a PAEKS scheme PAEKS = (Setup, KeyGeng,
KeyGeng, Enc, Trapdoor, Test) from PAEKS' and Sig as follows. As mentioned in the technical
overview, our transformation is a variant of the CHK transformation but we do not employ a
one-time signature, and vks||vkg||kw is regarded as a keyword.

Setup(1*): Run pp’ + Setup’(1*) and output pp = pp'.

KeyGeng(pp): Parse pp = pp’. Run (pkg,sks) < KeyGenf(pp') and (vks,sigks) < KeyGen(1?).
Output pkg = (pks, vks) and sks = (sks, sigks).

KeyGeng: Parse pp = pp’. Run (pkg, ski) < KeyGeng(pp’) and (vkg, sigkg) < KeyGen(11). Output
pkr = (pkg,Vkr) and skgr = (skg, sigkg)-

Enc(pks, sks, pkg, kw): Parse pkg = (pks, vks), sks = (skg, sigks), and pkg = (pkg,vkg). Run CT’ «
Enc(pks, sks, pkg, vks||vkr||kw) and o < Sign(sigks, CT'). Output CT = (CT’, vks, vkg, 0s).

Trapdoor(pkg, sk, pks, kw): Parse pkg = (pkg,Vkr), skr = (skg,sigkg), and pkgs = (pkg,vks).
Run TD' + Trapdoor(pkg, skg, pks, vks||vkr||kw) and or < Sign(sigkg, TD’). Output TD =
(TD/,Vks,VkR,UR>.

Test(CT, TD): Parse CT = (CT’,vkg, vki, 0s) and TD = (TD’, vk&, vkk, or). Output 0 if (vkE, vkg) #
(vk&, vkk). Otherwise, output 0 if Verify(vké, CT', 0s) = 0. Otherwise, output 0 if Verify(vkk,
TD’,0Rr) = 0. Otherwise, output the result of Test(CT’, TD').

Correctness obviously holds if PAEKS' and Sig are correct.
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5 Security Proofs

Theorem 1. The proposed transformation provides consistency if PAEKS' provides consistency.

Proof Sketch. If (cs,c, kw) # (ts,tr, kw'), then vke_||vke. ||kw #£ vk, ||vke, ||kw’ holds. This is
sufficient to break consistency of PAEKS'.

Theorem 2. The proposed transformation is fully CCTA-secure if PAEKS' is fully Cl-secure and
fully TI-secure, and Sig is strong EUF-CMA-secure.

We prove the theorem by the following two lemmas.

Lemma 1. The proposed transformation is fully CCA-secure if PAEKS' is fully Cl-secure and Sig
1s strong EUF-CMA-secure.

Proof. We use a sequence of games Gamey, Game;, and Games. Let F; be an event that A wins
in Game; (i € {0,1,2}).

Gamey. This is the security game of CCA full CI. By definition,

Adviieksia (M) = | Pr[Eo] —1/2|

Game;. This is the same as Gamey except that if A sends a valid ciphertext to the test oracle
that was not generated by the encryption oracle or was not the challenge ciphertext, then abort.
Here, valid means that for a queried ciphertext CT = (CT’,vks, vkg,0s), (vks,vkr) = (Vk&, vkg)
and Verify(vks, CT’,05) = 1 hold. If this abort event E does not happen, Gamey and Game; are
identical. Therefore, | Pr[Ey] — Pr[E1]| < Pr[E] holds by the difference lemma. We show that Pr[E]
is negligible if Sig provides strong EUF-CMA security as follows. Let A be an adversary of CCA
full CI and C; be the challenger of the signature scheme Sig. We construct an algorithm B; that
breaks strong EUF-CMA security if the event happens as follows. C; runs (vk, sigk) < KeyGen(1*)
and sends vk to B;. B; prepares (pp, pks, pkg) as follows.

e Run pp’ < Setup’(1*) and set pp = pp'.
e Set vk = vki. Run (pk&’,ski) < KeyGeng(pp’) and set pké = (pk&’, vk&) and ski = (sk&’, —).

e Run (pky,sky’) + KeyGenk(pp’) and (vkg,sigky) < KeyGen(1%), and set pkjy = (pkg’, vki)
and sk = (skg’, sigkp)-

B sends (pks, pkgr) to A. By answers queries issued by A as follows.

Enc: Upon a query (pkg, kw) where pkg = (pki, Vkr), B1 runs CT’ < Enc(pké’, sk&’, pki, vk&||Vkg || kw).
By sends CT’ to C; as a signing query. C; runs o < Sign(sigk, CT’) and returns o to By. By
sets 05 = o and returns (CT’,vkg, vkg, 0s) to A.

Trapdoor: Upon a query (pks, kw) where pkg = (pks, vks), By runs TD' «— Trapdoor(pkg’, sk, pk,
vks||vkg||kw) and ogr < Sign(sigkk, TD’), and returns TD = (TD’, vks, vki, or) to A.

Test: Upon a query (kw,CT) where CT = (CT',vks, vkg,0s), if (vks,vkgr) # (vk&,vkg), then By
returns 0 (remark that a trapdoor, which is internally generated in Ovegt, is generated by
specifying pks and pkg and thus the test result is 0 if (vks,vkr) # (vkS,vkg) regardless of
whether o is valid or not). Let CT = (CT’, vké, vk, 0s). By returns 0 if Verify(vké, CT', og) =
0. Otherwise, if CT is not a response to an encryption query (i.e., the abort event happens),
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then either (1) B; did not send CT’ to C; as a signing query, or (2) By has sent CT' to C; as a
signing query and has obtained ¢ as its response. Since CT is not a response to an encryption
query, o # os holds. Bj sends (CT’,0s) to C; and breaks EUF-CMA security in (1), and
breaks strong EUF-CMA security in (2). Otherwise, if CT is a response to an encryption
query, then B runs TD' < Trapdoor(pky’, ski’, pk&’, vk&||vkg||kw) and returns the result of
Test’(CT', TD').

In the challenge phase, A declares kwj and kwj]. B; randomly selects coin ﬁ {0,1} and
computes CT* « Enc(pkg’, sk&’, pky', vk¢| vk || kw?,;,,). Bi sends CT* to C; as a signing query. C
runs o < Sign(sigk, CT*') and returns o to Bi. By sets 0§ = o and returns the challenge ciphertext
CT* = (CT*, vk, vk, o) to A.

By answers to queries issued by A as in the previous phase. We emphasize that B; breaks
strong EUF-CMA security if A sends (-, (CT*,vkE, vkg, 0s)) as a test query where og # o¢ and

Verify(vk&, CT*  os) = 1. We conclude that

Pr[E] < AdvgiEgLfngA(A)

Gameg. This is the same as Game; except that upon each test query (kw,CT), return 1 if CT was
generated as the response to an encryption query (pkg,kw), and 0 otherwise. We remark that,
if CT was generated as the response to an encryption query (pkg,kw) where pkg = (pkg, vky)
and pkg # pk%’, then By returns the same response in Game;. Since vkg is contained to the
query, the response is not necessarily 0. We make it clear that, if Test’(CT’, TD’) = 1 in Game;
where CT’ < Enc’(pk&’, sk&’, pkg, vk&||vkg||kw) and TD' «— Trapdoor’ (pk’, ski', pk&’, vk ||vkk]|[kw),
then By returns 1. Obviously, this contradicts consistency (i.e., a different receiver’s public key
pkg # pk' is specified for encryption, even the same keyword vk&||vkg||kw is specified). However,
consistency is irrelevant to the privacy argument here and this does not gain information that A
obtains. Concretely, the fact that no keyword information is leaked from ciphertexts is independent
of consistency. For example, in a PAEKS scheme that does not satisfy consistency, both ciphertexts
and trapdoors can be uniformly random, and the Test algorithm always outputs 1. This is evident
from the fact that, by doing so, one can construct a PAEKS scheme that provides correctness, and
is secure in the sense that no keyword information is leaked from either ciphertexts or trapdoors,
although such a scheme is meaningless in practice. The crucial point here is that we respond to A
with the same output as that of the Test’ algorithm, without actually executing the Test’ algorithm,
and we do not have to consider an algorithm that breaks consistency. Since all valid ciphertexts
contained in test queries are generated via the encryption oracle in Game; unless F happens, the
simulation of the test oracle is identical. Thus,

Pr[Ey A —E] = Pr[Eay A —E]

We show that | Pr[Ey A—E]— 1| is negligible if PAEKS' is fully CI secure. Let Cy be the challenger
of the PAEKS scheme PAEKS'. We construct an algorithm B, that breaks full CI security as follows.
Co Tuns pp’ < Setup’(1%), (pk&’, sk&’) + KeyGent(pp'), and (pkg’, ski') < KeyGenk(pp'), and sends
(pk&', pki') to Ba. By runs (vkE,sigks) < KeyGen(11) and (vkg,sigky) < KeyGen(1), and sends
pk& = (pk&’, vk&) and pkk = (pkg’, vkik) to A. Bs responds to queries from A as follows.

Enc: Upon a query (pkg,kw) where pkgr = (pkg,Vvkgr), B1 sends (pkg, vkg||vkg||kw) to C2 as an

encryption query. Ca runs CT’ <~ Enc(pk&’, sk&’, pkk, vk&||vkr||kw) and returns CT' to Ba. Ba
computes og < Sign(sigké, CT') and returns CT = (CT’, vké, vkg, 0s) to A.
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Trapdoor: Upon a query (pkg, kw) where pkg = (pks, vks), By sends (pks, vks||vkg||kw) to Co as a
trapdoor query. Co runs TD' < Trapdoor(pkp’, ski', pké, vks||vkg||kw) and returns TD' to Bs.
By computes og < Sign(sigkg, TD'), and returns TD = (TD’, vks, vkg, or) to A.

Test: Upon a query (kw,CT) where CT = (CT',vks, vkg,0s), if (vks,vkgr) # (vk&,vky), then By
returns 0. Let CT = (CT’,vk¢, vkg, 0s). Bs returns 0 if Verify(vké, CT',0s) = 0. Otherwise,
in this game, CT is the response to an encryption query (pkg,kw’) where pkg = (pkg, Vkg)-
If pkg # pkg’, then Bs returns as in Game;. Otherwise, if pkg = pkg’ (i.e., pkg = pkg), then
By returns 1 if kw = kw’, and 0 otherwise.

In the challenge phase, A declares kw( and kwj. Bz sends vkS||vkg||kw and vkS||vkg||kw] to
Cy as the challenge keywords. Here, since A did not send kwg and kwj to the trapdoor oracle,
By did not send vkg||vkg||kwg and vkS||vkg||kw] to Co as trapdoor queries. Cy randomly selects

coin & {0, 1}, computes the challenge ciphertext CT* < Enc(pks’, sk&', pk', vk§||vkg|[kw?,;,), and
returns CT* to Bs. By computes oS Sign(sigk&, CT*') and returns the challenge ciphertext
CT* = (CT, vk, vkg, 08) to A. By answers queries issued by A as follows.

Enc: The same as in the previous phase.
Trapdoor: The same as in the previous phase.

Test: The same as in the previous phase. A may send (kwg, CT) (resp. (kwj, CT)) where CT # CT*.
If CT is the response to an encryption query (pkg, kwg) (resp. (pkg,kwy)), then By returns
1, and 0 otherwise.

Finally, A outputs coin’. By outputs coin’ and breaks full CI security with the same advantage
that A breaks CCA full CI security. Thus, we conclude that

1
[Pr{By A ] — 1] < AdvERECL 5,(1)
Putting it all together, we have
AdviseRsis! (A) = | Pr[Eo] — 1/2|

[
= |Pr[Ey] — Pr
< |PI‘[E0] — Pr

[E7] + Pr[Eq] — 1/2]

[Er]] + [ Pr[Ey] — 1/2]

< Pr[E] + | Pr[E1] — 1/2|

= Pr[E] + |Pr[E1 A E] + Pr[Ey A —E] — 1/2]
< Pr[E] + Pr[Ey A E] + | Pr[Ey A =E] — 1/2]
= Pr[E] + Pr[E} A E] + | Pr[Ey A —E] — 1/2|
< Pr[E] + Pr[E] + | Pr[E2 A —E] — 1/2]

< 2 Advai B MA(N) + AdVEAERS 5, (M)
O

Lemma 2. The proposed transformation is fully CTA-secure if PAEKS' is fully TI-secure and Sig
is strong EUF-CMA-secure. Moreover, the proposed transformation is CTA-secure if PAEKS' is
TI-secure and Sig is strong EUF-CMA-secure.
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Proof. We use a sequence of games Gameg, Gamey, and Games. Let E; be an event that A wins
in Game; (i € {0,1,2}).

Gameg. This is the security game of CTA full TI. By definition,

AdviaEksia | (A) = | Pr[Eo] —1/2|

Game;. This is the same as Gamey except that if A sends a valid trapdoor to the test oracle
that was not generated by the trapdoor oracle or was not the challenge trapdoor, then abort.
Here, valid means that for a queried trapdoor TD = (TD’,vks, vkg, or), (vks, vkg) = (vk&, vkg) and
Verify(vkg, TD', 0r) = 1 hold. If this abort event does not happen, Gamey and Game; are identical.
Thus,

| Pr[Ey| — Pr[E;]| < Pr[E]

holds by the difference lemma.

We show that Pr[F] is negligible if Sig provides strong EUF-CMA security as follows. Let A be
an adversary of CTA full TT and C; be the challenger of the signature scheme Sig. We construct
an algorithm B; that breaks strong EUF-CMA security if the event happens as follows. C; runs
(vk, sigk) «— KeyGen(1) and sends vk to By. By prepares (pp, pk&, pk) as follows.

e Run pp’ < Setup’(1*) and set pp = pp'.

e Run (pk&', ski’) < KeyGen(pp') and (vks,sigks) < KeyGen(1*), and set pk& = (pk&’, vk)
and sk& = (sk&’, sigks).

e Set vk = vki. Run (pky',ski') < KeyGenk(pp’) and set pki = (pky', vkiz) and skiy = (ski’, —).
B1 sends (pks, pkg) to A. By answers queries issued by A as follows.

Enc: Upon a query (pkg, kw) where pkg = (pkk, vkr), B1 runs CT’ < Enc(pk&’, sk&’, pki, vk&|[vkg || kw)
and os « Sign(sigké, CT’), and returns (CT', vk, vk, os) to A.

Trapdoor: Upon a query (pks, kw) where pkg = (pks, vks), By runs TD' «— Trapdoor(pkg’, sk, pk,
vks||vkg||kw). By sends TD' to C; as a signing query. C; runs o < Sign(sigk, TD’) and returns
o to By. By sets ogr = o and returns TD = (TD’, vks, vk, or) to A.

Test: Upon a query (kw, TD) where TD = (TD’, vks, vkg, oRr), if (vks, vkr) # (vk&, vkg), then By re-
turns 0 (remark that a ciphertext, which is internally generated in Orest, is generated by spec-
ifying pkg and pkg and thus the test result is 0 if (vks, vkr) # (vks, vkg) regardless of whether
og is valid or not). Let TD = (TD’,vké, vkg, or). Bi returns 0 if Verify(vkg, TD',or) = 0.
Otherwise, if TD is not a response to a trapdoor query (i.e., the abort event happens), then
either (1) By did not send TD’ to C; as a signing query, or (2) By has sent TD’ to C; as a
signing query and has obtained o as its response but o # og. By sends (TD’,0r) to C; and
breaks EUF-CMA security in (1) and breaks strong EUF-CMA security in (2). Otherwise, if
TD is a response to a trapdoor query, then By runs CT’ < Enc(pk&’, sk&’, pk’, vk&||vki||kw)
and returns the result of Test'(CT’, TD').

In the challenge phase, A declares kw§ and kwj. Bj randomly selects coin & {0,1} and
computes TD* « Trapdoor(pky', sk, pke’, vk¢||vki||kw?,..). Bi sends TD* to C; as a signing
query. C; runs o < Sign(sigk, TD*') and returns o to By. B sets ok = o and returns the challenge
trapdoor TD* = (TD*', vk, vkg, o) to A.
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By responds to queries from A as in the previous phase. We emphasize that B; breaks
strong EUF-CMA security if A sends (-, (TD*',vk§, vk, or)) as a test query where or # ok and
Verify(vkk, TD*', o) = 1. We conclude that

Pr[E] < AdvEYEMA()

Gamey. This is the same as Game; except that upon each test query (kw,TD), return 1 if TD
was generated as the response to a query (pks, kw), and 0 otherwise. We remark that, if TD was
generated as the response to a query (pks,kw) where pkg = (pkg,vks) and pks # pki’, then B
returns the same response in Game;. We make it clear that, if Test’(CT’, TD’) = 1 in Game; where
CT’ < Enc'(pk&’, sk&’, pks', vk&||vky||kw) and TD' < Trapdoor’ (pkf', sk, pké, vk ||vkg||kw), then
By returns 1. Obviously, this contradicts consistency (i.e., a different sender’s public key pkg # pké’
is specified for generating trapdoor, even the same keyword vkg||vkg||kw is specified). However,
consistency is irrelevant to the privacy argument here and this does not gain information that A
obtains. The crucial point here is that we respond to A with the same output as that of the Test’
algorithm, without actually executing the Test’ algorithm. Since all valid trapdoors contained in
test queries are generated via the trapdoor oracle in Game; unless E happens, the simulation of
the test oracle is identical. Thus,

Pr[Ey A —E] = Pr[Ea A —E]

We show that | Pr[Ey A—E]— 1| is negligible if PAEKS' is fully TT secure. Let Cy be the challenger
of the PAEKS scheme PAEKS'. We construct an algorithm B, that breaks full TT security as follows.
Ca Tuns pp’ < Setup’(1%), (pk&’, sk&) < KeyGeng(pp’), and (pky',ski') + KeyGeng(pp'), and sends
(pk&', pki') to Ba. By runs (vkE,sigké) < KeyGen(11) and (vkg,sigk) < KeyGen(1), and sends
pk& = (pk&’, vk&) and pkk = (pkg', vki) to A. Bs responds to queries from A as follows.

Enc: Upon a query (pkg,kw) where pkg = (pkg,Vvkgr), B1 sends (pkg, vké||vkg||kw) to C2 as an
encryption query. Co runs CT’ <~ Enc(pk&’, sk&’, pkk, vk&||vkr||kw) and returns CT' to Ba. Bs
computes og < Sign(sigké, CT') and returns CT = (CT’, vké, vkg, 0s) to A.

Trapdoor: Upon a query (pkg, kw) where pkg = (pks, vks), By sends (pks, vks||vkg||kw) to Co as a
trapdoor query. Co runs TD' «+— Trapdoor(pkg', ski, pks, vks||vk|[kw) and returns TD' to Ba.
By computes or < Sign(sigkg, TD'), and returns TD = (TD’, vks, vkg, or) to A.

Test: Upon a query (kw, TD) where TD = (TD’, vks, vkg, o0r), if (vks,vkr) # (vk&,vkg), then By
returns 0. Let TD = (TD’, vkg, vkg, or). B2 returns 0 if Verify(vkg, TD', or) = 0. Otherwise,
in this game, TD is the response to a trapdoor query (pks, kw’) where pkg = (pkg,vké). If
pks # pke', then Bs returns as in Game;. Otherwise, if pkg = pk&’ (i.e., pkg = pk&), then Bs
returns 1 if kw = kw’, and 0 otherwise.

In the challenge phase, A declares kw( and kw}. By sends vks||vkg||kw§ and vkS||vkg||kw] to
Cy as the challenge keywords. Here, since A did not send kw( and kw] to the encryption oracle,
By did not send vkg||vkg||kwg and vkS||vkg|[kw] to Ca as encryption queries. Cz randomly selects

coin & {0,1}, computes the challenge trapdoor TD*' < Trapdoor(pky', sk, pk&’, vk&|[vki || kw?.: ),

coin
and returns TD*' to Bs. By computes o5y < Sign(sigk, TD*') and returns the challenge trapdoor
TD* = (TD*, vk¢, vki, o) to A. By answers queries issued by A as follows.

Enc: The same as in the previous phase.
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Trapdoor: The same as in the previous phase.

Test: The same as in the previous phase. A may send (kwg, TD) (resp. (kwj, TD)) where TD #
TD*. If TD is the response to a trapdoor query (pké, kwg) (resp. (pks, kwy)), then By returns
1, and 0 otherwise.

Finally, A outputs coin’. By outputs coin’ and breaks full TT security with the same advantage
that A breaks CTA full TI security. Thus, we conclude that

1
| Pr[Ba A —E] = 5| < AdviAERS 5, (M)

Putting it all together, we have

AdvAEKSA | (A) = | Pr[Eg] —1/2]

[Er] —1/2]
+| Pr[E1 A E] + Pr[Ey A ~E] —1/2]
—+ PI‘[El A E] + |PI‘[E1 A —\E] — 1/2‘

< Pr[E] + Pr[E] + | Pr[Ey A —~E] — 1/2|

< 2 Advai 5 MA(N) + AdVEAEKS 5, (M)

6 Efficient Search

Since each ciphertext and trapdoor depend not only on the keyword but also on the sender and
the receiver, the search complexity in PAEKS is linear in the number of senders. To address this
inefficiency, several schemes have been proposed, e.g., |10,|14,29,30, 32,3840, 44,46]. However,
although not all of these schemes are affected, several vulnerabilities have subsequently been re-
ported [20}21},/40,|43,/45]. We believe that these vulnerabilities stem from modifications to the
original PAEKS syntax introduced to improve search efficiency, such as sender-group-oriented con-
structions and the introduction of additional entities (e.g., proxies or servers). In contrast, our
transformation operates on plain PAEKS schemes and does not require any modification of the
underlying syntax.

In the Test algorithm, which takes CT = (CT’,vk¢,vk&, 0s) and TD = (TD',vk&, vkk, or) as
input, the algorithm immediately outputs 0 if

(VK. ve) # (vk, V).

Only when
(VK& vK§) = (vKS, vk

does the algorithm perform cryptographic operations: it first verifies o5 and og, and then executes
the Test algorithm of the underlying PAEKS scheme on (CT’, TD'). Since matching the verification

keys (vks, vkg) L (vk&, vkk) can be performed using standard search techniques such as hash tables,
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no cryptographic computation is required for sender-receiver matching. Consequently, the number
of executions of the underlying PAEKS Test algorithm for a trapdoor generated for (S,R,kw)
depends only on the number of ciphertexts generated by sender S for receiver R. Therefore, for a
trapdoor associated with a particular sender, the resulting search complexity, measured in terms
of the number of cryptographic operations, is essentially the same as that of PEKS. Although a
receiver still needs to generate a trapdoor for each sender, our transformation partially addresses
the efficiency issue considered in [104|14}29,30,132,38}40],46].

7 Conclusion

In this paper, we define full CCTA security and propose a generic transformation that converts
a PAEKS scheme into a CCTA-secure one. As a result, our transformation gives the first fully
CCTA-secure PAEKS from pairings or lattices. For a trapdoor associated with a particular sender,
the search complexity, measured in terms of the number of cryptographic operations, becomes
independent of the number of senders, and the asymptotic search complexity is essentially the
same as that of PEKS. From the PQC perspective, our generic construction provides a fully CCTA-
secure lattice-based instantiation. Constructing fully CCTA-secure PQC instantiations based on
assumptions other than lattices remains an interesting direction for future work.

Yoshida et al. [42] showed that matchmaking public key encryption (PK-ME), a public key
variant of identity-based matchmaking encryption (IB-ME) [5], can be constructed from PAEKS.
Their transformation assumes that the underlying PAEKS scheme provides anonymity (no sender
and receiver information is leaked from ciphertexts), and they claimed that the Li-Boyen generic
construction [31] provides anonymity since a NIKE shared key is indistinguishable from random.
Obviously, our transformation does not preserve anonymity of the underlying PAEKS scheme since
the sender’s verification key and the receiver’s verification key are explicitly contained in ciphertexts.
As a result, their transformation cannot employ a CCTA-secure PAEKS scheme constructed via
our transformation as its building block. Although reducing anonymity improves search efficiency,
it is natural to consider applications that require anonymity. Proposing an anonymity preserving
transformation that lifts up PAEKS to be CCTA-secure one may be an interesting topic and we
leave it as future work.
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A Appendix: Attacks against the LEFD-PEKS scheme

In this appendix, we demonstrate that the LFD-PEKS scheme [47] is not secure. Concretely,
keyword information is leaked from both ciphertexts and trapdoors. For breaking CI security, no
oracle is employed. An adversary who observes the challenge ciphertext can break CI security. For
breaking TT security, one trapdoor query corresponds to non-challenge keyword is employed. We
clarify that we do not use the test oracle in both attacks. We also clarify that their encryption
algorithm takes the data owner’s secret key skp as input and considers KGA. Therefore, although
the authors denote their scheme as PEKS, we regard it as a variant of PAEKS.

Let G and Gr be groups with prime order p, g € G be a generator, and e : G x G — Gr
be a pairing. In the LFD-PEKS scheme, a data owner and a data user are defined, and let
pkp = ¢°© be a data owner’s public key and pkyr be a data user’s public key. A ciphertext consists
of Ch = (kaUkO)s, Cy = pkd) = (¢%%©)*, and C,, = (Ha(kw)™0)* where s & Zp and Hy : {0,1}* = G
is a collision resistant hash function. The CI adversary who observes public keys pky and pk,
declares two challenge keywords kwg and kw], where Hy(kwg) # Ha(kwj) holds, and sends them

to the challenger. The challenger flips a coin b ﬁ {0,1} and computes the challenge ciphertext
corresponds to kwy. Let Cf = (pkzl,‘o)s*, Cy = pki = (¢%©)*" and O = (Ha(kw;)™©)*" be the

challenge ciphertext. Here, s* ﬁ Z,, is a random value chosen by the challenger. The adversary
outputs b = 0 if e(C}, g) = e(Ha(kwf),C3) holds, and b = 1 if e(C}, g) = e(Ha(kw?),C5). This
shows that the LEFD-PEKS scheme is not CI secure. Since our attack employs only public values,
our attack does not violate their security model.

A trapdoor consists of T, = Hg(k‘w)Hl(png) (we omit other values). The TT adversary sends
kw & {kw{, kwi} to the challenger as a trapdoor query, and obtains T,,. Then, the adversary can
extract Hl(png ) by T\w/H2(kw). The adversary declares two challenge keywords kwg and kwy,
where Ho(kwg) # Ha(kwy) holds, and sends them to the challenger. The challenger flips a coin
b {0,1} and computes the challenge trapdoor corresponds to kwy, i..e, Ty = Hg(k‘wg)Hl(pkBkU).
The adversary outputs b = 0 if Ty /(T / Ha2(w)) = Ha(wg) and b = 1if Toy /(Toy / Ho(w)) = Ha(w?).
This shows that the LFD-PEKS scheme is not TI secure. We remark that the trapdoor oracle is
defined (Definition 6 in [47]) and our attack does not violate their security model.
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