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Abstract—Modern electronic systems are becoming increas-
ingly complex and must satisfy demanding performance, power,
and area (PPA) constraints. Consider for instance artificial
intelligence chips, aiming at datacenters running LLMs or at
automotive perception, which manipulate massive data streams.
Beyond performance considerations, these systems must also
provide increasingly strong security and dependability guaran-
tees. Indeed, when electronic systems are based on chiplets, for
instance, the supply chain gets longer and therefore brings a
larger number of threats. Also, those systems are very versatile,
in that they can run varied multi-tenant applications. Therefore,
defining what security features are required in this context with
numerous stakes is not trivial.

Existing scholarly research is very relevant when the security
problem is well defined. The resulting scientific papers accord-
ingly dig very deep: this modus operandi has proved productive in
exploring new problems, and actually allowed to come up with
innovative solutions. For instance, in the field of side-channel
attacks, varied mitigations alongside with metrics to evaluate
them have been devised. Increasing sophistication resulted from
this research, as external considerations have been injected into
the problem (typically, aspects such as attack order, impact
of combinatorial glitches, etc.). Therefore, we face today the
question of selecting the most suitable technology amongst the
proliferation of state-of-the-art techniques.

In addition, in complex systems, we encounter another prob-
lem, namely that of defining the security problem(s). A fruitful
approach in this respect is a risk based approach. Specifically,
the application of a risk-oriented methodology allows to reason
on the security rationale. It proceeds as follows. First, the
system missions are listed. Then for each of them, the necessary
assets are deduced. A threat analysis allows to identify how
assets are threatened, and eventually, security requirements can
be enunciated. At this stage, the task of matching relevant
countermeasures becomes straightforward.

This paper illustrates the methodology by deriving security
specifications for datacenter and automotive chiplets. The con-
sidered missions are (secure) provisioning, trimming, debugging,
booting, and remote attestation.

Keywords—Risk analysis; Embedded Cybersecurity; Al-
assisted security problem analysis; Cybersecurity requirements
management; Maintenance of specifications.

I. INTRODUCTION
A. Increased complexity of electronic systems

Modern chips are empowered to manage always more
sophisticated tasks. In particular, the management of artifi-
cial intelligence (AI) requires dealing with large workloads.
Indeed, inference requires to pass each input through evolved
models, hence a large number of processing operations per
incoming data.

One way to measure the complexity is the so-called
performance-power-area (PPA) metric. Performance is to be
set high when the data rate is high. Of course, this comes at
a price, in terms of implementation size. Indeed, performance
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Figure 1: Mapping of the IoT supply chain (courtesy of [12, Fig. 2]).

can be obtained by turning sequential processing into pipelined
ones. Pipelines can be seen as unrolling loops, hence an
area that scales according to the number of iterations. Also,
further performance can be obtained by the replication of
some operators. Correlatively, the larger the area, the larger
the power consumption.

Today’s growth in silicon chips economy is driven by Al
applications. They might concern markets such as datacenter
or automotive. Datacenters are power hungry in compute, and
must absorb massive input data. Automotive chips are fed by
real-time data related to perception (cameras, radars, lidars,
etc.), and shall derive from them a relevant navigation. One
additional requirement for automotive systems (i.e., cars) is
that inference shall happen real-time, as it is used for decision
making regarding the car’s actions.

B. Dangers applicable to chips

The semiconductor supply chain is long, global, and highly
specialized (see Fig. 1). A modern chip may involve design
in one country, IP blocks from several vendors, fabrication
in another country, packaging elsewhere, and deployment
worldwide. Security risks can therefore arise at many stages.

At design-time, an attacker can insert additional logic
(hardware Trojan into a chip design) that remains dormant
until a specific trigger occurs. Also third-party IPs (3PIP)
represent risks. Indeed, modern SoCs may contain hundreds of
reusable IP blocks, such as: cryptographic accelerators, CPUs,
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memory controllers, and bus / interconnect networks. Risks
typically include hidden backdoors, vulnerabilities in security
protocols, insufficient isolation between security domains, and
counterfeit IP with modified functionality. Additionally, the
design flow depends heavily on Electronic Design Automation
(EDA) tools. EDA tools themselves may also introduce similar
threats. Further down the supply chain, the fabrication can
also be hijacked, because foundries are not necessarily trusted.
The Outsourced Semiconductor Assembly and Test (OSAT)
actors can also disrupt the product. Indeed, production testing
requires privileged access; hence an untrusted test site (which
may be separate from the foundry) can exploit scan chains,
JTAG interfaces, debug ports, and manufacturing test modes.
Upon packaging and assembly, threats include chip substi-
tution, counterfeit dies, package re-marking, and interposer
modification (especially in advanced 2.5D/3D packaging [19]).
For multi-chiplet systems, establishing trust becomes more
complex because multiple dies may originate from different
suppliers.

For example, the supply chain risks for chiplets is illustrated
in Fig. 2. This chain involves at least one transfer of ownership.
The trust is built from the silicon, leveraging a RoT -
ownership is transferred along the chain of custody. This is
typically described in OCP FCSA [4] and in the system-in-
package Protection Profile [30].

C. Dependability of electronic systems

Now, modern systems increasingly derive their functionality,
security, and reliability from integrated circuits. If the chips
fail, are unavailable, or are compromised, the entire mission
may fail. One problem is that chips concentrate critical el-
ements; critical missions often depend on a small number
of highly specialized components, hence the danger of single
points of failures (SPOFs). This is all the more sensitive as:

o There is a supply-chain dependence: many critical sys-
tems rely on chips produced by a limited number of
manufacturers.

o Critical systems often remain operational for decades; By
contrast, semiconductor products may become obsolete
within a few years.

e Modern chips are no longer isolated; As a result, the
compromise of a chip can propagate through an entire
system-of-systems architecture.

« Many mission-critical properties are directly tied to semi-
conductor technology. Small manufacturing changes can
affect security.

o Foreign ownership, control, or influence (FOCI) risk is a
critical factor, as it involves assessing the extent to which

foreign interests can control or influence a company and
its supply chains.

II. STATE OF THE ART OF PROTECTION TECHNOLOGIES

The adequate selection of protections is important to strike a
good balance between cost and security. Some frameworks ex-
ist, but at very early stages, such as MITRE EMB3D™ Threat
Model [15], [23], and the very recent extension thereof called
MITRE ESTM™ [21], [22]. MITRE EMB3D™ provides a
cultivated knowledge base of cyber threats to embedded de-
vices, providing a common understanding of these threats with
security mechanisms to mitigate them. MITE ESTM™ pro-
vides a purpose-built framework to address embedded system
vulnerabilities by offering a structured approach to analyzing
and understanding potential adversarial behaviors targeting
these systems. Although the ESTM does not currently offer
specific mitigation guidance, it provides a common language
and framework for cybersecurity professionals to analyze
attacks, understand potential vulnerabilities, and collaborate
on more effective defense strategies.

In this respect, the “security specification” activity is strate-
gic. The specifications are sorted by types: functional, defense-
in-depth, and normative. The three levels correspond to vol-
untary SFR, SAR, and mandated SFR & SAR. The SFRs
(Security Functional Requirements [5]) consist in defining the
protections to be instantiated. The SARs (Security Assurance
Requirements [6]) further expresses the number of deployed
protections, and the way they are piled up, to ensure security
even in case of partially successful penetration. Eventually,
the mandated SFR & SAR account for good practices that are
imposed in order to enable a “checkbox™ approach. The end
result is a comprehensive security specification that encom-
passes all the aspects of cybersecurity.

A. Characterization of the existing protection techniques

We illustrate the panorama of protections against one threat:
side-channel attacks. There are many possible derivations (the
book [20] dates back from 2006 and lists only few of them),
that unfortunately cannot be homogeneously compared. This
intricate situation is exemplified in the rest of this section.

1) Existing solutions: At the chip level, protections against
side-channel attacks are usually classified according to how
they reduce the correlation between secret data and physical
leakage (power consumption, EM emissions, timing, etc.).
There is a proliferation of countermeasures, that can fall into
the major categories listed below.

a) Power Line Filtering: includes those techniques:

e On-chip decoupling capacitors smooth current fluctua-

tions;

« Integrated voltage regulators reduce correlation between

internal activity and external power measurements;

o Power distribution network dense design minimizes ob-

servable switching signatures.
b) Constant-Power Logic: Special logic families attempt
to make power consumption independent of processed data:

e Dual-Rail Precharge Logic [14];

o Wave Dynamic Differential Logic [32];

o Sense Amplifier Based Logic [31].

These balance switching activity so that every operation con-
sumes approximately the same energy.



c¢) Noise Generation: Those heuristics consist of:

o Dedicated noise generators inject random current varia-
tions;

e Dummy circuits perform unrelated computations;

o Random clock modulation increases measurement diffi-
culty.

2) Multiple assessment methods: On top of the great mul-
tiplicity of approaches to fight side-channel leakage, there are
also multiple ways to appreciate the leakage. It happens that
one finds an heterogeneous characterization situation.

One important aspect about countermeasures is to be able
to compare them ideally apples-to-apples. The problem is that
such a framework is unrealistic.

Let us give a partial overview of metrics:

a) Leakage detection metrics:

o Leakage detection metrics, such as Test Vector Leakage
Assessment (TVLA), very easy to implement, but require
collecting 2 datasets (e.g., fixed vs random key);

o x? tests, Kolmogorov—Smirnov tests or Mutual Informa-
tion (MI), are generalizations.

b) Distinguishing metrics:

o Signal-to-Noise Ratio (SNR [20, § 4.3.2, page 73]) and

e NICV (Normalized Inter-Class Variance [3]).

c) Attack success metrics: Those are typically the Suc-
cess Rate (SR) or the Guessing Entropy (GE) [2].

d) New trends: Machine-learning metrics are getting
increasingly important to analyze large datasets consisting
of protected leakage traces. The typical metrics consist in
classification accuracy, cross entropy, validation loss, top-k
accuracy, guessing entropy, or success rate.

All in one, a designer is overwhelmed with the variety
of countermeasures against side-channel attacks, and is also
confused by the equally large variety of criteria of selection.
The root cause of this unsatisfactory situation is the lack of
systemic risk analysis.

B. Missing systemic approach

Mapping protections to risks is a classic risk-treatment or
assurance-case exercise. In semiconductor security, the goal is
to show that every identified threat is mitigated by one or more
controls, and that every control can be justified by a threat.

Though, a common mistake is to start from available
protections (“we use secure boot, encryption, PUFs, ...””) rather
than from risks. The better approach is:

\Asset — Threat — Risk — Protection — Residual Risk . ‘

It is illustrated in greater details in Fig. 3. The question is:
“Which techniques to use for what purpose?”

1) Example of Post-Quantum Cryptography (PQC): The
PQC ecosystem is very large, especially in terms of algo-
rithms. Hence the need for an educated methodology to plan
for the PQC strategy.

We give here-after in Fig. 4 an example of a PQC algorithms
decision diagram. Use LMS or XMSS with SHA?2 because
CNSA 2.0 [25] does not recommend SHA3 for general pur-
pose hashing. Thus SHA3 is only for use with lattice-based
cryptography. Still, NIST SP 800-208 allows XMSS and LMS
with either SHA-256 or SHAKE256 (SHA3 based) with 192-
of 256-bit outputs.
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The time when to start transitioning depends on the market
vertical. We give an analysis in Fig. 5. The dates printed in
red color are those getting close. The more dark the color is,
the most imminent the required transition. It can be seen that
governmental projects are the most important to transition as
early as possible.

2) Maturity measurement through TRL: A solution is all
the more robust as it is defined as a response to risks.
Notion of TRL has been introduced in this respect. It is
acclaimed by the industry hence has been standardized [17] for

CNSA 2.0 Timeline =

When to migrate? NIST?

Classical TTM [month] S

farkot | Tora | Tor2 | Tirt | OEM |
6 4 2 0

loT

Short TTM guided by costs

EdgeAl 9 6 3 0 New competitive market
Automotive 36 (IP) 24 (chip) 12 (ECU) 0 (fleet) Thorough validation
Datacenter 12 (chiplet) 8 (CPU) 4 (rack unit) 0 (rack) Acceleration by exploding Al demand

Government 54 36 18 0 Top security matters the most

When to get ready to finish on time? (deadline: Beg. 2030) Status from July 1st, 2026
|_Tier3 |

loT 01/07/2029 01/09/2029 01/11/2029 01/01/2030 PQC considerations can be delayed
EdgeAl 01/04/2029 01/07/2029 01/10/2029 01/01/2030 To be scheduled in roadmap
Automotive  [00/2027] 01/01/2028 | 01/01/2029 01/01/2030 Transition must have been engaged
Datacenter 01/01/2029 01/05/2029 01/09/2029 01/01/2030 It is the right time to plan immediately
Government  [XIZZRr) IOMGHI2027) 01/07/2028 01/01/2030 Transition is of utmost importance

Embedded systems need the longer time to reach the market,
and at the same time, they are due to transition first!

Figure 5: Timeline for decision when to switch to PQC.
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space applications, and generalized by EU for any technology
in [11].

In terms of cybersecurity, reaching the highest maturity,
namely TRL 9, mandates that the system be designed and
tested according to the most general framework capturing
attacks. Namely, this is “risk analysis”. This approach is over-
arching because it makes shortcut reasoning nor assumptions,
and instead reasons on the comprehensive array that can be
mobilized by malevolent actors.

IIT. RISK ANALYSIS AS A CORNER STONE FOR ANALYSIS

A key action is to define the security problem(s). A fruitful
approach in this respect is a risk based approach. Specifically,
the application of a risk-oriented methodology allows to reason
on the security rationale. Without surprise, some cybersecurity
regulation, say the EU CRA [10] now mandates that all
digital products placed on the European market comprise a
risk analysis. It shall be reported to the authorities (here, the
ENISA) as a declaration of conformity.

SPD5 is a USA policy directive on space that also requires
a risk analysis [28, Sec. 4a].

A. Steps for the methodology

It proceeds as follows. First, the system missions are listed.
Then for each of them, the necessary assets are deduced. A
threat analysis allows to identify how assets are threatened, and
eventually, security requirements can be enunciated. At this
stage, the task of matching relevant countermeasures becomes
straightforward.

Those steps are placed in the context of a V-cycle in Fig. 6.
Notice that:

« risk analysis is verified by a Product Security Incident

Response Team (PSIRT [13]);

e security requirements are subject to validation (e.g.,

system-level test);

o security specifications are verified by tests (e.g., deliver-

ables ATE in Common Criteria [8]).

B. Ist step: Derivation of the requirements

Several risk analysis methods exist, such as EBIOS (“Ex-
pression des Besoins et Identification des Objectifs de Sécu-
rité” in French, meaning “Expression of Needs and Identifica-
tion of Security Objectives” in English) in France [1], that of
UK [24], and RMF in the USA [26]. The steps we describe

proceed along the lines of the five EBIOS workshops:
1) System description, and assets inventory

o Goal: capture the infrastructure and identify assets
o Deliverable: system description, in all its dimen-
sions (manufacturing, lifecycle, elements, users)
2) Risk origin / target objective pair
¢ Goal: Risks enumeration and categorization
o Deliverable: Threat analysis (why assets are cov-
eted)
3) Strategic scenarios
o Goal: Explain possible exposures
o Deliverable: Threat strategies, as analyzed from
market insights
4) Operational scenarios
o Goal: Analyze likely attacks
o Deliverable: methods of attack that are likely to be
used by the risk origins to carry out the strategic
scenarios
5) Risk scenarios and Treatment
o Goal: State system requirements to mitigate risks
o Deliverable: Risk Analysis Report including secu-
rity requirements and mitigations recommendations
The first four steps of EBIOS make up a risk assessment [7].
Indeed, they are observing and analysing the system, as is.
The fifth step is the actually proposing fixes, and is thus a
decisional aspect of risk management.

C. 2nd step: Deductive determination of specifications

The steps proceed as follows:
1) Functional security specification:

o Goal: Establish the mapping between the technol-
ogy options and mitigations prescribed by the risk
analysis

o Deliverable: configuration file (and its validation)

2) Specifications refinement regarding defense-in-depth:

o Goal: Map the level of risk to the multiplicity of the
protections (e.g., leveraging an attack/defense tree
for reasoning); For instance: number & placement
of sensors, protection order against side-channel
attacks, rate of redundancy against perturbation haz-
ards & attacks, etc.

« Deliverable: Quantitative inputs to a system config-
uration (say of YAML format) file when the system
is already legacy, or otherwise specifications of a
system to be designed from scratch

3) Specification refinement based on compliance and reg-
ulatory requirements:

e Goal: Inject in the requirements external require-
ments originating from compliance (FIPS 140 [27],
functional safety) and regulation (NIST SP 800-
193 [29], memory safety from EO 14028 [34], etc.)

o Deliverable: State of the art of mandatory compli-
ance, and resulting (cumulative) requirements

D. Discussion

Some specifications might seem overkill, but:

1) this may result from a defense-in-depth strategy; indeed,
to attain a given security level, several mitigations can
be piled up, which is called the “shift-left” approach;
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2) good discipline also forces to analyse the security prob-
lem from all angles, thereby increasing its trustworthi-
ness.

The methodology scales from unitary systems to systems-
of-systems (SoS). Notice that the cybersecurity of SoS is
currently a hot topic of standardization [18]. Besides, MITRE
also develops PIVOT [36] to reason about risk analysis of SoS;
the approach is top-down, with a decomposition of the risks
according to natural fracture lines of the top-level system.

It shall be noted that the steps highlighted in a blue box in
Fig. 6 (namely: risk analysis, requirements and specifications)
are those pertaining to the conceptual phases. Those are
the essence of the final product, and are created with the
ingeniously of the designer; according so is the test strategy
for those steps (namely: PSIRT, validation, verification). On
the contrary, the downstream steps are rather belonging to a
practical phase; they can be executed almost automatically,
leveraging agentic genAl tools. Similarly, automated tests can
be provided for those steps. In that sense, this paper tackles
with seminal definition of the product, activity that cannot be
delegated to an EDA toolchain.

E. Alignment with EU CRA

One obligation from the EU CRA is to not place on the
market products with digital elements which would contain
vulnerabilities. Now the vulnerabilities are precisely defined
relatively to a risk analysis. Hence our methodology perfectly
aligns with EU CRA.

One methodology to formally address risks on a class of
products is that of the Protection Profiles (PP), as defined in
CC [8, Part 3, §7]. It is thus natural that the ENISA (the
EU cyber agency) is pushing for a notion of “presumption of
conformity”. This means that a product certified compliant to
a PP is presumed to meet the obligations from EU CRA.

This parallel is depicted in Fig. 7. The upstream task
have different names, but the downstream ones converge and
can be mutualized. This schematic aligns nicely with recent
presentation at ICCC 2026 [35].

Of course, the scope must be aligned, in that the application
of the PP (i.e., the product Security Target) shall concern the
actual use-case of the product when placed on the EU market.

But otherwise, there is no reason why not effectively consider
a PP as an evidence for EU CRA obligations fulfilment.

The only hurdle might be though that the certification of
compliance to a PP is requiring an evaluation by an indepen-
dent laboratory, which incurs costs and delays. And within
the short period of time between today (end of 2026) and the
coming in force of the EU CRA (December 11, 2027), it can
be doubted that laboratories will have the time to undertake
and finish many parallel certifications with same timeliness.

IV. APPLICATION OF THE METHODOLOGY

We give the example of the security specifications for
datacenter and automotive chiplets. The considered missions
are (secure) provisioning, trimming, debugging, booting, and
attestation.

A. Datacenter chips

The security in datacenter is still under consolidation of
different approaches. Historically, the main risk has been a
denial of service owing to existence of bugs, which can cause
machines to fail operating properly (and typically reboot,
which compromises the “availability” as an asset). Then the
focus changed to the cyberattacks, whereby attackers were
attempting to penetrate the datacenter leveraging misconfig-
uration of RBAC (Role-Based Access Control) or weaknesses
in the high-level software. Today, we consider as well the
hardware risks of Trojaned components. The approach adopted
by OCP has been to ensure that a chain of trust stems from
the datacenter chips, e.g., with mitigations such as remote
attestation, starting in a silicon Unique Device Secret (UDS,
root key of DICE [33]).

B. Automotive chips

The risk analysis is already well-established practice in
automotive market. It is framed by UN ECE R.155 [9],
which has been substantiated in ISO/SAE 21434 [16]. This
international standard requires as a work product a Threat
Analysis and Risk Assessment (TARA) evaluation. Hence
the methodological framework is very mature already, and
accounts for the high maturity of the automotive industry in
terms of cybersecurity stance.

V. CONCLUSION

Security specifications need a traceable risk rationale. The
system context determines the security problem; namely, mis-
sions, assets, supply-chain roles and lifecycle states establish
the scope. Risk analysis justifies the requirements; Threat
scenarios explain which protections are necessary and what
residual risk remains. Specifications make the treatment im-
plementable: it consists in selecting technologies, quantify
defense-in-depth and include applicable compliance require-
ments.

Besides, assurance continues through the lifecycle; by con-
necting requirements and specifications to tests and valida-
tion, it is possible to extend to treat unexpected risks via a
Product Security Incident Response Team (PSIRT) service.
By enabling the capability to re-run a full V-cycle from its
inception (risk phase), the system can be protected even post-
market. The idea is to get a digital twin can that be re-assessed
virtually before being sent back to the market, as a software
patch.
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