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Abstract. We recover the long-term key of a first-order masked Kyber768 implemen-
tation on an ARM Cortex-M4 from about 2200 decapsulation power traces, using only
authentic ciphertexts that pass ciphertext-validity checks. The secret is freshly shared
before every decapsulation, and the attack combines weak second-order leakage from
both shares. Under the evaluated leakage model, even exact Hamming weights of
both shares provide about 97% less mutual information about a decryption-noise
coefficient than the exact Hamming weight of the unmasked coefficient.
A profiled neural network estimates Hamming-weight distributions for the two arith-
metic shares of each noisy message coefficient. We combine these distributions into
likelihoods on the decryption noise, which is a known affine function of the secret and
the public-key error. A belief-propagation (BP) solver accumulates these likelihoods
across traces, preserving their non-Gaussian shapes while approximating the aggre-
gate interference from other key coordinates by a Gaussian. An Onsager correction
from approximate message passing corrects for feedback between each factor and
the current beliefs. The solver recovers all 1536 secret and error coefficients without
lattice reduction.
At the evaluated trace budgets, least squares performs no better than the all-zero
estimate, and a greedy inequality solver fails even with exact Hamming weights. The
evaluated primal-lattice cascade does not reduce the trace requirement: below BP’s
recovery threshold, its output remains too diffuse to enable practical lattice recovery.
At 2000 traces, BP-derived hints lower the estimated BKZ block size from 624 to 505,
leaving the lattice attack impractical.
Keywords: ML-KEM · Side-channel analysis · Belief propagation · Lattice attacks

1 Introduction
The Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM), standardized in
FIPS 203 [Nat24], is derived from CRYSTALS-Kyber [BDK+21]. Its black-box security
rests on the hardness of Module Learning With Errors (MLWE), but this guarantee does
not protect implementations that leak through physical side channels. Leakage may reveal
secret-dependent values directly, or provide partial information that makes recovering
the long-term key easier than solving the public MLWE instance alone [DDGR20,MN23,
DGHK23,HSMP25]. The standard countermeasure is masking: every sensitive intermediate
is split into random shares, so that no single share depends on the secret. First-order masked
implementations of lattice-based KEMs exist for embedded targets [OSPG18,HKL+22].
Against them, an attacker must combine the leakage of two shares from the same execution,
and this second-order leakage is weak.

This paper asks whether such weak leakage can still be accumulated into full key
recovery. We answer affirmatively for the first-order masked Kyber768 implementation
of [HKL+22] on an ARM Cortex-M4. Using only valid ciphertexts, we recover all 1536
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coefficients of the secret and the public-key error from about 2200 decapsulation traces.
The key is to keep the leakage probabilistic throughout. A profiled neural network reads
the Hamming weights of the two shares of each decryption-noise coefficient, which we
combine into a likelihood on that coefficient, and a belief-propagation solver fuses the
likelihoods of all traces. The solver keeps each likelihood intact and approximates only the
interference from the other key coordinates as Gaussian [DMM09,Ran11].

Solvers that discard the shape of each likelihood fail on this leakage. Least squares
keeps only its mean and collapses onto the all-zero key. The greedy solver of [RPJ+24],
designed for decryption-noise leakage from authentic ciphertexts, keeps only an interval
per observation. It fails at our trace budget even with exact Hamming weights, and its
authors’ own masked simulation needs about 6×104 ciphertexts. We also evaluate whether
a primal lattice attack can complete a partial recovery. It cannot in our setting: below the
recovery threshold, the solver’s output is too diffuse, and the lattice step becomes cheap
only when the solver is about to recover the key on its own.

1.1 Threat Model
We consider a standard profiled attacker [CRR02] whose goal is the long-term secret s. In
a profiling phase, the attacker records masked decapsulations with known share values and
trains a neural network that maps each trace segment to distributions of the two share
Hamming weights. We profile on the target board itself, using decapsulations separate
from the attack traces (Section 3.2). In the attack phase, the attacker encapsulates
to the public key with the standard procedure, keeps each message and its encryption
randomness, submits the ciphertext for decapsulation, and records one power trace per
query. As in [RPJ+24], the attack thus uses only valid ciphertexts; we call them authentic,
in contrast to ciphertexts malformed to amplify leakage [HHP+21]. It therefore induces no
decapsulation failures, which could trigger key-refresh or reset countermeasures [XPRO20].

Each query t gives a noisy view of the decryption noise wt, whose n = 256 coefficients
satisfy the integer affine relation (Section 2.2)

wt = Mt [s, e] + zt, (1)

where e is the public-key error and Mt, zt are known from the ciphertext and its encryption
randomness. For Kyber768, [s, e] has 2kn = 1536 short coefficients, and every query adds
256 relations in these same unknowns. Unlike the approximate hints of [DDGR20], the
observations are not noisy linear functions of the key: the device leaks only the Hamming
weights of two masked shares of the value that carries wt, as described next, and the attack
must first turn them into a likelihood on each decryption-noise coefficient.

1.2 What Masking Changes
Our target is the open-source first-order masked Kyber768 implementation of [HKL+22]
in its optimized STM32F4 build. We add a refresh of the secret’s arithmetic sharing before
every decapsulation, preserving the long-term key while preventing repeated queries of the
same ciphertext from exposing fixed share values at the targeted loads.

Suppressing the query index t, the noisy message is represented by two arithmetic
shares and is never formed in the clear:

m′ = ⌈m⌋2→q + w = m′
1 + m′

2 (mod q). (2)

Here q = 3329, and the known message encoding maps each bit to 0 or 1665. Under the
uniform-share model, each share coefficient is uniform and independent of the corresponding
decryption-noise coefficient, so its Hamming weight alone reveals nothing about it. Our
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Figure 1: Attack workflow. The dashed branch denotes the evaluated lattice cascade.

attack combines information from both shares within one execution and is second-order
under this model.

A two-head neural network estimates a Hamming-weight distribution for each share
load during message decoding (Figure 2). We allocate class probabilities uniformly among
compatible share values, convolve the resulting distributions modulo q, and remove the
known message offset to obtain an approximate decryption-noise likelihood (Section 4).

Under the evaluated leakage model, exact Hamming weights of both shares provide
only 0.079 bits of mutual information about a decryption-noise coefficient, compared with
2.77 bits for the Hamming weight of the unmasked coefficient: approximately 97% less
information before measurement noise (Section 4.1). These weak observations nevertheless
accumulate across queries because they constrain the same secret and public-key error
through Eq. (1). Figure 1 summarizes the attack.

1.3 Soft Hints and the Lattice Step
Earlier side-channel cascades use a statistical solver as the front end of a lattice at-
tack [HMS+23]. Information on both s and e shortens the planted vector of the primal
embedding of b = As + e mod q [DDGR20], whereas it does not similarly help the dual
attack [CMST25,PS24]. We therefore feed BP’s marginals to the primal attack as approxi-
mate hints, plus perfect hints for the few coordinates that BP is certain of (Section 6).
This does not reduce the number of traces: below the recovery threshold, the marginals
are calibrated but too diffuse, and the lattice step becomes cheap only when BP is about
to recover the key on its own. This is a negative result for the evaluated instance, not a
claim that lattice assistance can never help against masked implementations.

1.4 Related Work
Chosen-ciphertext attacks on masked Kyber. A prominent line of attacks on Kyber
crafts the ciphertexts such that an intermediate of the decapsulation depends on only a
few key coefficients, and the attacker recovers that intermediate from the leakage, often
with profiled deep learning [RRCB19,HHP+21,NDGJ21,BNGD23,DNGW23,WBD24].
Closest to our target, Wang et al. [WBD24] recover the key of the bitsliced first- to
third-order masked Kyber768 of [BC22] on an ARM Cortex-M4, from leakage of its
Boolean-to-arithmetic conversion. Such ciphertexts are not valid encryptions: they fail
the re-encryption check of the Fujisaki–Okamoto transform, so detection countermeasures
that reject malformed ciphertexts block them [RPJ+24].

Inequalities and hints. Several attacks recover lattice-KEM secrets from decryption
failures, injected faults, or side-channel leakage by converting them into inequalities and
solving them statistically [PP21, HPP21, Del22, QWC+24, RPJ+24], and Hermelink et
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al. [HMS+23] combine such belief propagation with lattice reduction. A complementary
line studies how exact, approximate, or independent hints change the hardness of LWE
and MLWE [DDGR20, DGHK23, MN23, LFP25]; we use it to evaluate the lattice step
(Section 6). Hermelink et al. [HSMP25] generalize most of these hints and inequalities
to distribution hints, arbitrary distributions on a linear function of the key, which they
solve by belief propagation or by a greedy approximation of it. In simulation, they apply
them to the Hamming weight of the unmasked decryption noise and need half as many
ciphertexts as the inequalities of [RPJ+24]. Our observations are distribution hints of
this kind, but they come from masked leakage, so they are much weaker and far more
numerous: complete recovery uses about 5.6× 105 of them, each involving all 1536 key
coordinates. Their belief propagation computes every message exactly and stores one per
edge, and they note that it is limited to moderate numbers of hints [HSMP25].

Message passing. Belief propagation drives soft analytical side-channel attacks [VGS14],
including single-trace attacks on masked lattice-based decryption [PPM17] and the few-
trace attacks of [HHP+21]. Their factor graphs are sparse: they follow the operations of the
implementation. Our graph is dense, since every factor involves all 1536 key coordinates.
We therefore follow relaxed belief propagation and approximate message passing for dense
linear mixing [Kab03,DMM09,Ran10,Ran11], which treat the interference of the other
coordinates as Gaussian, while keeping each measured likelihood non-Gaussian and each
key coordinate discrete (Section 5.2).

Other targets and implementations. Other attacks on Kyber target the NTT-domain
secret multiplication [BBB+24,KT24,WXT25], a masked hardware implementation [JD25],
or arithmetic-to-Boolean conversions [BDV21]. Masked implementations range from
the table-based first-order design of [HKL+22], which we target, to first- and higher-
order [BGR+21] and bitsliced [BC22] designs. Our evaluation relies on leakage from
individual arithmetic coefficient shares; its transfer to other data layouts and conversion
routines remains untested.

1.5 Contributions
We make the following contributions.

• Complete recovery from a first-order masked implementation. We demon-
strate a profiled power side-channel attack on the optimized first-order masked
Kyber768 implementation of [HKL+22] on an STM32F4, with the secret sharing
refreshed before every decapsulation. Using only authentic ciphertexts, we recover
the secret s and public-key error e, all 1536 coefficients, from about 2200 traces. To
our knowledge, this is the first complete recovery from this optimized implementation
on real hardware under these conditions.1

• Scalable BP for masked decryption-noise likelihoods. Building on distribution-
hint BP [HSMP25], we combine likelihoods reconstructed from share leakage through
the affine dependence of the decryption noise on the secret and public-key error. The
solver retains the non-Gaussian likelihood shapes while approximating aggregate
interference as Gaussian. Onsager corrections from approximate message passing
approximately account for each factor’s own feedback without storing a message
per edge [DMM09, Ran11]. In our evaluation, these corrections reduce the trace
requirement for complete recovery from about 3500 to about 2200 (Section 5.3).

1Our attack code will be made public.
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• An analysis of the least-squares and inequality baselines. At the evaluated
trace budgets, least squares performs no better than the all-zero estimate, while the
greedy inequality solver of [RPJ+24] fails even with exact share Hamming weights.
Least squares averages away weak likelihood variations. The greedy solver uses weakly
informative intervals, with finite profiling introducing bounds that can exclude the
true decryption noise. These comparisons show the benefit of retaining the likelihood
shape in our attack.

• An evaluation of lattice assistance. We estimate whether a primal lattice attack
can complete partial BP recovery. For the evaluated instance and hint framework,
the estimated cost becomes potentially feasible only when BP is already close to full
recovery, providing no reduction in the required trace count (Section 6).

2 Preliminaries
Polynomial ring. Throughout, n = 256 and q = 3329, and Zq denotes the integers modulo
q. For integers x, xmod+ a denotes the representative of x modulo a in [0, a− 1]; for odd
a, x mod± a denotes the representative in [−(a − 1)/2, (a − 1)/2]. Kyber works in the
ring Rq = Zq[X]/(Xn + 1). We represent each element by a polynomial of degree below n,
writing polynomials in lowercase sans-serif and their coefficients in italic: f =

∑n−1
i=0 fiX

i.
We identify f with its coefficient column vector (f0, . . . , fn−1)⊤. Addition is coefficient-wise.
The h = fg product is given by the negacyclic convolution

hi =
n−1∑
j=0

gjf(i−j)mod+n sign(i− j), 0 ≤ i < n,

where sign(i− j) = 1 if i ≥ j and −1 otherwise, and coefficient arithmetic is in Zq. The
sign accounts for the relation Xn = −1. For fixed f, define the negacyclic multiplication
matrix Neg(f) ∈ Zn×n

q by

Neg(f)i,j = f(i−j)mod+n sign(i− j), 0 ≤ i, j < n.

Thus, the coefficient vector of fg is Neg(f)g. Although Kyber implements multiplication
through the number-theoretic transform, the equivalent negacyclic representation is more
convenient for our analysis.

Vectors. Vectors of polynomials are written in bold lowercase and matrices in bold
uppercase. For the module rank k (k = 3 for Kyber768; Table 1), a vector u =
(u0, . . . , uk−1) ∈ Rk

q is identified with the concatenation of the coefficient vectors of its k
components, a vector of length kn. For u,v ∈ Rk

q , we write ⟨u,v⟩ =
∑k−1

j=0 ujvj ∈ Rq.

Probability. For a discrete random variable Y , we write pY for its probability mass
function (PMF), so that pY (y) = Pr[Y = y], and, for a conditioning variable Z, pY (y |
z) = Pr[Y = y | Z = z]. A hat denotes an estimate throughout: ŷ is an estimate of y, and
p̂Y is a PMF produced by a model, such as a classifier, in place of the true pY . We write
y

$← χ when y is sampled from a distribution χ, and f $← χ(Rq) when the coefficients of
f are sampled independently from χ; χ(Rk

q ) and χ(Rk×k
q ) extend this coefficient-wise to

vectors and matrices of polynomials. Ua is the uniform distribution on {0, . . . , a− 1}. The
centered binomial distribution χη with parameter η is the distribution of the difference of
two independent Bin(η, 1/2) random variables; for Y ∼ χη,

pY (y) =
(

2η
η + y

)
2−2η, y ∈ {−η, . . . , η}.
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Modular convolution. If Y1 and Y2 are independent random variables on Zq, the PMF
of their sum in Zq is the cyclic convolution

(pY1 ∗q pY2)(j) =
q−1∑
i=0

pY1(i) pY2

(
(j − i) mod+ q

)
, 0 ≤ j < q.

We evaluate it with the length-q complex discrete Fourier transform F , using F(pY1∗qpY2) =
F(pY1) · F(pY2) with an element-wise product. Section 4 uses this operation to combine
the two share-value PMFs.

Information measures. We write H(Y ) for the Shannon entropy of Y and I(Y ;Z) for the
mutual information between Y and Z, both in bits. When the conditional PMF pY (· | z)
is available only through a model p̂Y (· | z), we use the perceived information [BHM+19]

PI(Y ;Z) = H(Y )− E
[
− log2 p̂Y (Y | Z)

]
,

where the expectation is over the true joint distribution of (Y,Z) and is estimated on
held-out data. The subtracted term is the cross-entropy of the model, which is at least
H(Y | Z); hence PI(Y ;Z) ≤ I(Y ;Z), with equality when p̂Y = pY .

Compression and decompression. For moduli a, b ≥ 2 and an integer x, we write

⌈x⌋a→b =
⌈ b
a

(
xmod+ a

)⌋
mod+ b,

where ⌈·⌋ rounds to the nearest integer, with ties rounded up. The map compresses when
a > b and decompresses when a < b, and is applied coefficient-wise to polynomials and
vectors. In particular, ⌈·⌋2→q encodes a message bit as 0 7→ 0 and 1 7→ ⌈q/2⌋ = 1665, and
⌈·⌋q→2 decodes it.

2.1 Kyber Specification
The public-key encryption (PKE) component of Kyber consists of Key-Gen, Encrypt, and
Decrypt (Algorithm 1) [Nat24,BDK+21], with the parameters of Table 1. Messages are
256-bit strings, identified with polynomials in R2 = Z2[X]/(Xn + 1).

Algorithm 1 Kyber public-key encryption (IND-CPA)
1: function Key-Gen(k)

2: A
$← Uq(Rk×k

q )

3: s
$← χη1 (Rk

q ), e
$← χη1 (Rk

q )
4: b← As + e

5: return pk := (A, b), sk := s

6: function Encrypt(pk,m, seed)
7: (r, e1, e2) seed←−

(
χη1 (Rk

q ), χη2 (Rk
q ), χη2 (Rq)

)
▷ seed drives a deterministic PRNG

8: u← A⊤r + e1
9: v← ⟨b, r⟩+ e2 + ⌈m⌋2→q ▷ 0 7→ 0, 1 7→ ⌈q/2⌋

10: c1 ← ⌈u⌋q→Du , c2 ← ⌈v⌋q→Dv

11: return c := (c1, c2)

12: function Decrypt(c1, c2, sk)
13: u′ ← ⌈c1⌋Du→q , v′ ← ⌈c2⌋Dv→q

14: m′ ← v′ − ⟨u′, s⟩
15: m← ⌈m′⌋q→2
16: return m ▷ 256-bit message
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Table 1: ML-KEM parameter sets.
Parameter set k η1 η2 Du Dv

ML-KEM-512 2 3 2 210 24

ML-KEM-768 3 2 2 210 24

ML-KEM-1024 4 2 2 211 25

The PKE scheme is only IND-CPA secure. ML-KEM (Algorithm 2) applies the
Fujisaki–Okamoto transform with implicit rejection to obtain IND-CCA2 security, using
hash functions G, H and J (SHA3-512, SHA3-256 and SHAKE256). Two properties are
relevant here. First, Encaps derives the encryption randomness deterministically from the
message, (K, seed) = G(m ∥ H(pk)). An attacker who runs Encaps and retains m therefore
knows r, e1, e2 and can recompute the decompression errors defined in Section 2.2. Second,
Decaps re-encrypts the recovered message and compares the result with the received
ciphertext, so any ciphertext that is not the honest encryption of the message it decrypts
to, such as a modified one, fails the check. Decaps then performs implicit rejection:
instead of an error, it returns the pseudorandom key J(z ∥ c), where z is a secret random
value stored with the decapsulation key. Our attack submits only authentic ciphertexts
(Section 1.1), so, except with negligible decryption-failure probability, it never takes this
branch.

Algorithm 2 ML-KEM encapsulation and decapsulation (simplified)
1: function Encaps(pk)

2: m $← U2(R2)
3: (K, seed)← G

(
m ∥ H(pk)

)
4: c← Encrypt(pk,m, seed)
5: return (K, c)

6: function Decaps(c, sk, pk, z)
7: (c1, c2)← c

8: m∗ ← Decrypt(c1, c2, sk) ▷ leak point (Algorithm 3)
9: (K∗, seed∗)← G

(
m∗ ∥ H(pk)

)
10: c∗ ← Encrypt(pk,m∗, seed∗) ▷ re-encryption
11: if c∗ ̸= c then
12: K∗ ← J(z ∥ c) ▷ implicit rejection
13: return K∗

Our target implementation [HKL+22] follows round-3 Kyber, whose PKE and param-
eters coincide with ML-KEM; the two differ only in the hashing around the transform
(round-3 Kyber hashes m in Encaps and derives the session key with an additional KDF),
which does not affect the attack.

2.2 The Target: Decryption Noise as a Linear System

The secret s is sampled once in Key-Gen and reused across decapsulations. We index
queries by t and attach this index to every per-query quantity, while the fixed key material
s, e,A, b carries no index.

For query t, decryption decompresses (c1,t, c2,t) into (u′
t, v′

t). Define the centered
decompression errors

∆u,t = (u′
t − ut) mod± q, ∆v,t = (v′

t − vt) mod± q.
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Substituting the encryption equations into m′
t = v′

t − ⟨u′
t, s⟩ gives, initially in Rq,

m′
t = ⟨b, rt⟩+ e2,t + ⌈mt⌋2→q − ⟨A⊤rt + e1,t + ∆u,t, s⟩+ ∆v,t

= ⌈mt⌋2→q + ⟨rt, e⟩ − ⟨e1,t + ∆u,t, s⟩+ e2,t + ∆v,t

= ⌈mt⌋2→q + wt,

where we used ⟨s,A⊤rt⟩ = ⟨As, rt⟩ and b −As = e. Thus, the fixed public-key error
enters through ⟨rt, e⟩, alongside the per-query encryption errors.

The decryption noise is therefore
wt = ⟨rt, e⟩ − ⟨e1,t + ∆u,t, s⟩+ e2,t + ∆v,t.

Decoding is correct whenever every centered coefficient satisfies |wt,i| < ⌊q/4⌋, a condition
that fails only with negligible probability. Although the decryption noise is discarded
in normal operation, it is the quantity targeted by fault and side-channel attacks such
as [PP21,RPJ+24].

For an authentic ciphertext, the attacker retains the message and hence knows
rt, e1,t, e2,t. The decompression errors are also computable from the public ciphertext and
encryption values. The only unknowns are therefore the long-term secret s and public-key
error e. Stacking their coefficient vectors as [s, e] ∈ Z2kn, we can write

wt = Mt[s, e] + zt, Mt =
[
−Neg(e1,t + ∆u,t)

∣∣∣ Neg(rt)
]
, zt = e2,t + ∆v,t, (3)

where Neg of a length-k polynomial vector denotes the horizontal concatenation of its k
negacyclic blocks.

Using centered representation (mod±q), equation (3) can be treated over the integers,
Mt ∈ Zn×2kn and zt ∈ Zn. On the correct-decoding event, the small-coefficient sum
Mt[s, e] + zt lies in the centered decoding interval, so no modular wraparound occurs.
Remark 1. Keeping both s and e as unknowns is essential: it preserves a dense but
small-coefficient integer system. Eliminating e through b = As + e would introduce the
pseudorandom public matrix A into the design, causing the coefficient sums to wrap
modulo q and turning the problem into a much harder modular inference problem.

3 Step 1: Extracting Per-Share Information
In the masked implementation the noisy message polynomial m′ = ⌈m⌋2→q +w, from which
the decryption noise w is read off, is never formed in the clear: masked decryption keeps it
as the two arithmetic shares m′

1,m′
2 of Eq. (2), with m′

1 + m′
2 = m′ mod q, and processes

each separately. Because the decapsulated message m is known, the pair determines the
decryption noise: w = m′

1 + m′
2 − ⌈m⌋2→q mod q. Algorithm 3 lists the leakage-relevant

operations. We prefix masked variables with masked-, so that e.g. masked-s = (s1, s2) are
the two shares of the long-term secret.

Algorithm 3 Leakage-relevant part of masked decapsulation
1: function Refresh((s1, s2))
2: h

$← Uq(Rk
q )

3: return (s1 + h, s2 − h) ▷ fresh sharing each query

4: function Masked-Decrypt(c1, c2, (s1, s2))
5: masked-s← Refresh(masked-s)
6: u′ ← ⌈c1⌋Du→q , v′ ← ⌈c2⌋Dv→q

7: m′
1 ← v′ − ⟨u′, s1⟩ ▷ arithmetic shares of m′

8: m′
2 ← −⟨u

′, s2⟩
9: (m1,m2)← A2B-Compress(m′

1,m′
2) ▷ loads m′

1,m′
2 inside the trigger window

10: return masked-m := (m1,m2)
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Source (masked-poly.c)

for (i = 0; i < KYBER_SYMBYTES; i++) {
for (j = 0; j < 8; j++) {

KYBER_TRIG_HIGH();
a1 = (a->polys[0].coeffs[8*i+j] - KYBER_Q/4 + KYBER_Q) % KYBER_Q;
a2 = a->polys[1].coeffs[8*i+j];
KYBER_TRIG_LOW();
/* ... A2B conversion of (a1, a2) ... */ } }

Compiled code around the trigger interval

bl trigger_high @ window opens
ldrsh.w r4, [fp], #2 @ m′

1 = polys[0][8i+j] -> r4
ldrsh.w r3, [fp, #510] @ m′

2 = polys[1][8i+j] -> r3
str r3, [sp, #0] @ m′

2 spilled to the stack
bl trigger_low @ window closes
bl xorshift128 @ randomness for the A2B conversion
...
ldr r3, [sp, #0] @ m′

2 reloaded
...
addw r4, r4, #2497 @ first use of m′

1 (then sdiv, mls)

Figure 2: Leak point inside masked_poly_tomsg: source (top) and compiled trigger window (bottom).
a->polys[0] and a->polys[1] hold the arithmetic shares m′

1,m′
2. Both loads are sign-extending (16→ 32

bits), which is why our leakage label is the Hamming weight of the sign-extended 32-bit word. m′
1 stays in

the callee-saved r4 until after the window, whereas m′
2 is loaded into the caller-saved r3 and spilled to the

stack before the window closes.

The Refresh routine re-randomizes the secret-key shares for every query. It is not
part of the original implementation of [HKL+22]; we added it so that each decapsulation
operates on a fresh sharing. Without it, the shares of m′ are a deterministic function
of the ciphertext, so an attacker could decapsulate the same ciphertext repeatedly and
average the traces to suppress the measurement noise on the shares, making the original
implementation easier to attack. With it, m′

1 and m′
2 are each uniform on Zq in every

query, as the leakage model of Section 4 assumes.
The A2B-Compress routine performs masked message decoding and returns Boolean

shares satisfying m = m1⊕m2 [OSPG18,BDV21]. In the implementation, this operation is
performed by masked_poly_tomsg. We target its initial loads because they expose both
arithmetic-share coefficients within one execution (Figure 2). The trigger calls are our
acquisition instrumentation. We model each load’s leakage by the Hamming weight of the
word it writes to its destination register (hw-sign): the share’s 16-bit value sign-extended
to 32 bits, matching the ldrsh.w loads of Figure 2.

3.1 Profiling with a Deep Neural Network

For each coefficient of m′, let αs = HW(m′
s) denote the Hamming weight of share s ∈ {1, 2}

under the leakage model above, and let seg be the trace segment covering the two share
loads (Figure 2). We estimate the two conditional distributions pα1(· | seg) and pα2(· | seg).
Since all n = 256 coefficients run through the same instruction sequence, we pool their
segments and train a single network rather than one per coefficient. It has a shared
one-dimensional convolutional trunk and two softmax heads, one per share, trained jointly
by minimizing the sum of their cross-entropies and selected on a held-out validation set.
The two softmax outputs are our estimates p̂α1(· | seg) and p̂α2(· | seg), which Step 2 uses.

9



Architecture. The shared trunk is a one-dimensional CNN: six Conv–BatchNorm–ReLU
blocks (32→ 64→ 96→ 128→ 160→ 160 channels; kernel sizes 21/15/11/7/5/3) with
max-pooling for downsampling and a final adaptive average-pool to 16 positions, followed
by two fully connected layers (512 and 256 units) with batch normalization and dropout
(0.35, 0.25). Each head is a linear softmax classifier over the 12 Hamming-weight classes of
its share (Section 3.3).

3.2 Measurement Setup
Power traces were acquired with a NewAE ChipWhisperer-Husky Plus. The device under
test is an STM32F4 (ARM Cortex-M4) on a CW308 UFO baseboard, clocked at 7.5 MHz
from the capture board; the 12-bit ADC samples synchronously at 20× the core clock
(150 MS/s) with an input gain of 25 dB. In segmented-capture mode we record one segment
per coefficient: it starts at the rising edge of the trigger of Figure 2 and collects 500
samples (25 clock cycles), independent of the falling edge. Profiling uses a separate set of
1000 decapsulations (256,000 segments) recorded on the same device, split into training,
validation, and held-out test sets.

3.3 Experimental Results
How we measure leakage. Let seg[κ] denote sample κ of a trace segment. For the
Hamming-weight label αs of share s, we define

SNRs(κ) =
Var

(
E[seg[κ] | αs]

)
E

[
Var(seg[κ] | αs)

] . (4)

This compares the variance of the label-dependent mean with the average within-class
variance. An SNR of 1 means that these two variances are equal.

We evaluate both heads on the held-out test set D of triples (seg, a1, a2), where as is
the observed Hamming-weight label of share s. Writing ÊD for the empirical average, we
report

ACCs = ÊD
[
1[as = arg maxa p̂αs(a | seg)]

]
,

p̄s = ÊD
[
p̂αs

(as | seg)
]
,

CEs = ÊD
[
− log2 p̂αs

(as | seg)
]
,

PIs = H(αs)− CEs.

(5)

These are the top-1 accuracy, mean probability assigned to the true class, cross-entropy, and
estimated perceived information. CE and PI are expressed in bits per coefficient segment.
Since the attack uses the predicted distributions in full, we assess their quality primarily
through CE and PI; accuracy and p̄s provide complementary descriptive measures.

A trace-blind reference. For the reference values and label entropy, we use the uniform-
share model with representatives in {0, . . . , q − 1}, as in Section 4. Under this model, the
Hamming weight has 12 classes, 0, . . . , 11, with the largest probability, 0.236, at weight 6.
A predictor that always outputs this class distribution has accuracy 0.236, mean true-class
probability 0.171, and cross-entropy equal to the label entropy, 2.76 bits. Its perceived
information is therefore zero. These are theoretical population values, shown in the last
row of Table 2.

Results. Table 2 shows a substantial difference between the two heads. The second-share
head achieves nearly perfect Hamming-weight classification and 2.72 bits of perceived
information per coefficient segment, close to the label entropy of 2.76 bits. The first-share
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head is considerably weaker, but its cross-entropy of 2.15 bits remains below the prior
reference, corresponding to 0.61 bits of perceived information. Thus, its modest top-1
accuracy does not imply that its predicted distributions are uninformative. The SNR
measurements show a similar asymmetry: the peak is 1.04 for the second share and 0.034
for the first, a ratio of about 30.

Table 2: Per-share classifier metrics on held-out profiling segments (hw-sign labels), together with the
peak SNR. CE and PI are expressed in bits per coefficient segment. The final row gives the theoretical
trace-blind reference under the uniform-share model.

Share ACC p̄ CE (bits) PI (bits) peak SNR
m′

1 (polys[0]) 0.358 0.270 2.15 0.61 0.034
m′

2 (polys[1]) 0.992 0.988 0.037 2.72 1.04
Theoretical prior 0.236 0.171 2.76 0 —

Interpreting the leakage asymmetry. The two share coefficients have the same marginal
distribution under the uniform-share model, but their handling in the compiled code differs.
Figure 2 shows that, before trigger_low, the first coefficient is loaded into callee-saved
r4, whereas the second is loaded into caller-saved r3 and additionally spilled to the stack
to preserve it across subsequent function calls. This extra memory operation provides a
plausible explanation for the stronger second-share leakage.

The SNR curves in Figure 3 are consistent with this interpretation: the first share
exhibits short, weak peaks, while the second exhibits two pronounced rises followed by a
broader region of elevated SNR. The listing and curves do not isolate the contribution of
individual instructions, so they support this explanation without establishing that the spill
alone causes the full difference. The observed asymmetry may also depend on compiler
choices and instrumentation. Section 4.1 evaluates the information remaining after the
two predicted share distributions are combined.

0 100 200 300 400
sample index
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−2

−1
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g 1

0
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m01 (polys[0])
m02 (polys[1])

Figure 3: Per-sample Hamming-weight SNR for the two shares over the 500-sample segment, plotted as
log10 SNR. Sampling is synchronous at 20 samples per core clock cycle. The markers indicate the peak
SNR of each share.

4 Step 2: Combining Shares into a Decryption-Noise PMF
For each decapsulation t and coefficient i, Step 1 gives the two Hamming-weight estimates
p̂α1(· | seg) and p̂α2(· | seg), where seg = segt,i. This section turns them into a PMF
Lt,i over the decryption-noise coefficient wt,i, which the solver of Section 5 uses as a
likelihood factor. The conversion has three steps: lift each Hamming-weight estimate to a
distribution over share values, convolve the two value distributions modulo q, and remove
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the known message offset. Until the last step we fix t and i, and write m′
1,m′

2,m′,w for
the corresponding coefficients and m ∈ {0, 1} for the message bit.

From Hamming weights to share values. The heads constrain a share only through its
Hamming weight. We identify each share with its representative in {0, . . . , q − 1}, whose
Hamming weight equals that of its sign-extended 32-bit word (Figure 2), and group the
values into the classes

Cα = { a ∈ Zq : HW(a) = α }, α = 0, . . . , 11.

Because Refresh makes each share uniform on Zq, a share is also uniform within its class,
which gives the lift

p̂m′
s
(a | seg) =

p̂αs

(
HW(a) | seg

)
|CHW(a)|

, a ∈ Zq, s ∈ {1, 2}. (6)

It adds no information beyond the head’s output, and it is exact when the leakage depends
on the share only through its Hamming weight, as the leakage model of Step 1 assumes.

Combining the shares. The two lifted distributions are combined by the length-q cyclic
convolution

p̂m′(ν | seg) =
∑

a∈Zq

p̂m′
1
(a | seg) p̂m′

2

(
(ν − a) mod+ q | seg

)
, ν ∈ Zq, (7)

which we evaluate with the DFT as in the preliminaries.

Centering by the known message. The attacker generated the ciphertext, so it knows
the message bit m and hence the offset ⌈m⌋2→q ∈ {0, 1665}. Since w = m′−⌈m⌋2→q mod q,
removing the offset is a cyclic shift. Restoring the indices, the factor that the solver uses
for query t and coefficient i, with m the corresponding message bit, is

Lt,i(ω) = p̂m′
(
(ω + ⌈m⌋2→q) mod+ q | segt,i

)
, ω ∈ {−(q − 1)/2, . . . , (q − 1)/2}. (8)

4.1 How Informative Is the Hamming-Weight Pair?
A single share reveals nothing about the decryption noise. After Refresh, each share
is uniform on Zq and independent of w, and our held-out measurements agree: each
share alone yields no perceived information. Information about w appears only when the
two shares are combined. The attack is therefore second-order, which is consistent with
first-order masking security.

How much does the pair reveal? In bits per decryption-noise coefficient:

unmasked, HW(m′) observed exactly: I
(
w; HW(m′)

)
= 2.77

masked, both share weights observed exactly: I(w;α1, α2) = 0.079
masked, our trained heads: PI = 0.025

The first line is a reference point: what an unmasked implementation, which holds m′ itself,
leaks if its Hamming weight is read exactly. The second assumes that both share weights
are known exactly. The third is what our heads actually deliver, measured end-to-end on
held-out traces for the factors Lt,i of Eq. (8).
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The masking penalty. From the first line to the second, about 97% of the information is
lost, before any measurement noise. The reason is structural. Each Hamming weight is a
coarse summary of a uniform value, and it is linked to w only through the modular sum
of Eq. (7). The distribution over w therefore stays broad, which is why the solver must
keep the whole distribution rather than a point estimate. From the second line to the
third, information is lost to imperfect classification, mostly because of the weaker share
(Section 3.3).

5 Step 3: Feeding the PMFs to a Belief-Propagation Solver
Step 2 turns every captured decapsulation t ∈ {1, . . . , T} and coefficient i ∈ {0, . . . , n− 1}
into a likelihood factor Lt,i (Eq. (8)) over one decryption-noise coefficient. Each factor
carries only about 0.025 bits (Section 4.1), but every decryption-noise coefficient is a known
affine function of the same 2kn = 1536 coefficients of the secret s and the public-key error
e, so the evidence of all T · n factors accumulates on the same unknowns.

5.1 The Model and the Posterior
Stack the secret and the public-key error into the single unknown x = [s, e], with
coordinates xℓ for ℓ = 1, . . . , 2kn. Each coordinate is drawn independently from χη1 ,
with η1 = 2 for Kyber768 (Table 1), so it lies in

S = {−2,−1, 0, 1, 2}, with prior probability π =
(

1
16 ,

4
16 ,

6
16 ,

4
16 ,

1
16

)
. (9)

By Eq. (3), the decryption noise of query t is wt = Mtx + zt over the integers, where
Mt ∈ Zn×2kn and zt ∈ Zn are known to the attacker. We write Mi,ℓ and zt,i for their
entries, leaving t implicit in Mi,ℓ. The blocks of Mt are negacyclic matrices, so its rows
are dense: every decryption-noise coefficient depends on all 2kn unknowns.

Each factor Lt,i is a soft measurement of one entry, wt,i = (Mtx + zt)i. Because each
share is uniform on Zq, Lt,i is proportional to the likelihood of wt,i: it contains no prior
on the decryption noise, which enters only through π. Assuming that different segments
are independent given x, the posterior over the key is

px

(
x | {segt,i}

)
∝

2kn∏
ℓ=1

π(xℓ)︸ ︷︷ ︸
prior

T∏
t=1

n−1∏
i=0

Lt,i

(
(Mtx + zt)i

)︸ ︷︷ ︸
ft,i(x)

. (10)

Since the factors are the network’s estimates, this is the posterior under our leakage model,
not the exact one. Its factor graph (Figure 4) has one variable per key coordinate, one
prior factor per variable, and one observation factor ft,i per pair (t, i). Every observation
factor connects to all 2kn variables. In soft analytical side-channel attacks, by contrast,
each factor involves only the few variables of one operation [VGS14]. This density makes
the exact BP messages intractable; Section 5.2 shows how to approximate them.

5.2 The Belief-Propagation Solver
Belief propagation (BP) is a message-passing algorithm in which each key coordinate
xℓ carries a belief Bℓ about its value: a PMF over S that starts at the prior π. In
every iteration, or sweep, each observation factor ft,i sends every coordinate a message
mft,i→xℓ

(a), which says how well the hypothesis xℓ = a explains the measured PMF Lt,i,
given what is currently believed about the other coordinates. Each belief then combines
the prior with all the messages it receives. Evidence too weak to decide anything within
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Figure 4: Factor graph of the posterior (10). Circles are the 2kn key coordinates with value xℓ ∈ S. The
first kn form s and the rest form e. Grey squares are the prior factors π(xℓ). Each of the T × n blue
squares is an observation factor ft,i(x) = Lt,i

(
(Mtx + zt)i

)
, connected to every variable.

one factor thus accumulates over the T · n factors, and sharper beliefs make the next
sweep’s messages sharper in turn.

What makes our graph unusual is that every factor involves all 2kn coordinates
(Figure 4). We therefore build the message in four parts: we write it as an average over
the other coordinates (A), replace their joint effect by a Gaussian (B), keep a factor from
hearing its own evidence back (C), and compute all of this without storing a message per
edge (D). Algorithm 4 summarizes the result. Below, ℓ is the coordinate that receives a
message and ℓ′ ranges over the others.

A. The message is an average over the other coordinates. Fix a factor ft,i and a
hypothesis xℓ = a. The exact sum–product message averages the measured PMF over the
coordinates that are still unknown:

mft,i→xℓ
(a) = E

[
Lt,i

(
zt,i +Mi,ℓ a+

∑
ℓ′ ̸=ℓ

Mi,ℓ′ xℓ′

)]
, (11)

where each xℓ′ is drawn independently from mxℓ′ →ft,i
, the distribution that the rest of

the graph currently assigns to it (Part C). The argument of Lt,i is the decryption-noise
coefficient wt,i that these values imply. The average runs over the 52kn−1 = 51535 joint
values of the other coordinates, so it cannot be computed as written.

B. The other coordinates act as Gaussian interference. The sum over ℓ′ ̸= ℓ in Eq. (11)
has 1535 independent, bounded terms, so by the central limit theorem it is close to
Gaussian, and only its mean and variance matter:

µ
(ℓ)
t,i = zt,i +

∑
ℓ′ ̸=ℓ

Mi,ℓ′ µℓ′→f , (12)

v
(ℓ)
t,i =

∑
ℓ′ ̸=ℓ

M2
i,ℓ′ vℓ′→f , (13)

where µℓ′→f and vℓ′→f are the mean and variance of mxℓ′ →ft,i
. The 1535-dimensional

average then collapses to a one-dimensional one,

mft,i→xℓ
(a) ≈

∑
y∈Z

Lt,i(y)N
(
y; µ(ℓ)

t,i +Mi,ℓ a, v
(ℓ)
t,i

)
, (14)
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with the Gaussian read on the integers, since the decryption noise is an integer. In words:
smear the measured PMF by the uncertainty that the other coordinates still leave, and
read it off where the hypothesis xℓ = a puts the decryption noise. Only this interference is
Gaussian; the PMF itself is kept in full, so the skew and multiple peaks that separate key
hypotheses survive.

The width of the smearing drives the whole attack. In the first sweep every belief
equals the prior, so v(ℓ)

t,i ≈ 2.2 · 103, a standard deviation of about 47, and each message is
nearly flat. As the beliefs sharpen, v(ℓ)

t,i shrinks and the messages become decisive.

C. A factor must not hear its own evidence. Which distribution should xℓ′ follow
in Eq. (11)? Its belief Bℓ′ is the obvious choice, but Bℓ′ already contains the message
that ft,i itself sent in the previous sweep. That message moved the belief slightly, in the
direction that brings the decryption noise implied by xℓ′ closer to what Lt,i favours. Each
move is tiny, but the moves of all 1535 coordinates add up in the sum of Eq. (12): fed
with the beliefs, the factor would get its own estimate of the decryption noise back, as
if the other coordinates had predicted it (Part D quantifies this). This echo counts the
same observation twice and makes the beliefs overconfident. BP therefore uses the cavity
distribution, the belief with this factor’s contribution divided out:

mxℓ′ →ft,i
∝ Bℓ′

mft,i→xℓ′

, Bℓ′ ∝ π
∏

f

mf→xℓ′ . (15)

For the same reason, the sums in Eqs. (12) and (13) skip ℓ′ = ℓ: the receiving coordinate
is fixed to a, so it only shifts the Gaussian by Mi,ℓ a.

D. Cavities without storing every message. Eq. (15) needs every factor’s latest message
to every coordinate, T · n · 2kn · |S| numbers, about 4.3 · 109 at T = 2200. Approximate
message passing on dense graphs (AMP [DMM09], GAMP [Ran11]) avoids this storage.
It computes everything from the beliefs, which all factors share, and then removes each
factor’s own contribution, which two numbers per factor describe.

What the beliefs predict. Let µℓ′ and σ2
ℓ′ be the mean and variance of Bℓ′ . Over all

coordinates, the beliefs predict the decryption noise wt,i to have mean and variance

µtot
t,i = zt,i +

∑
ℓ′

Mi,ℓ′ µℓ′ , Vt,i =
∑

ℓ′

M2
i,ℓ′ σ2

ℓ′ . (16)

What the factor does to the prediction. Let ct,i and V̄t,i ≈ Vt,i be the predicted mean
and variance without the factor’s own echo (Eq. (19) below). Combining the prediction
N (ct,i, V̄t,i) with the measured PMF gives the factor’s own posterior on the decryption
noise, Pt,i(y) ∝ Lt,i(y)N (y; ct,i, V̄t,i), with mean ŵt,i and variance τt,i. Two numbers
summarize how the factor changes the prediction:

ψ′
t,i = ŵt,i − ct,i

V̄t,i

, ψ′′
t,i = τt,i − V̄t,i

V̄ 2
t,i

. (17)

Thus ψ′ is the factor’s pull on the mean of the decryption noise and ψ′′ its change to
the variance, both scaled by V̄t,i; a flat PMF gives ψ′ = ψ′′ = 0. They are the first two
derivatives of log

∑
y Lt,i(y)N (y; c, V̄t,i) with respect to c, at c = ct,i: the output function

of GAMP and its derivative [Ran11].
The size of the echo. By Eq. (14), the message of ft,i to xℓ′ is this function read at a

mean shifted by Mi,ℓ′xℓ′ . Near the current beliefs, its logarithm is therefore approximately
quadratic in xℓ′ , with slope Mi,ℓ′ψ′

t,i and curvature M2
i,ℓ′ψ′′

t,i, and it has moved the mean
of Bℓ′ by about Mi,ℓ′σ2

ℓ′ψ′
t,i. One such move is tiny, but in the predicted decryption noise
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Algorithm 4 The BP solver. One pass of the outer loop is a sweep.
Require: PMFs Lt,i; Mt, zt; prior π; public key (A, b); damping γ
1: Bℓ ← π for every ℓ; ψ′

t,i, ψ
′′
t,i ← 0 for every (t, i)

2: for sweep = 1, . . . , 100 do
3: µℓ, σ

2
ℓ ← mean and variance of Bℓ for every ℓ

4: for every factor (t, i) do
5: µtot

t,i , Vt,i ← totals over all coordinates ▷ Eq. (16)
6: ct,i, V̄t,i ← factor cavity moments from ψ′

t,i, ψ
′′
t,i ▷ Eq. (19)

7: for every coordinate ℓ do
8: µ

(ℓ)
t,i , v

(ℓ)
t,i ← cavity moments ▷ Eqs. (20)–(21)

9: mft,i→xℓ
(a) for every a ∈ S ▷ Eq. (14)

10: update ψ′
t,i, ψ

′′
t,i from Pt,i, damped by γ ▷ Eq. (17)

11: update every belief Bℓ ▷ Eq. (22)
12: x̂ℓ ← arg maxa Bℓ(a); split x̂ into ŝ, ê
13: if b = Aŝ + ê then return (ŝ, ê)
14: return (ŝ, ê) ▷ best estimate; key not confirmed

the moves of all coordinates add up to
∑

ℓ′ Mi,ℓ′ ·Mi,ℓ′σ2
ℓ′ψ′

t,i = Vt,i ψ
′
t,i ≈ ŵt,i − ct,i, the

factor’s whole pull. Dividing the message out of Bℓ′ undoes the move, to first order:

µℓ′→f ≈ µℓ′ −Mi,ℓ′ σ2
ℓ′ ψ′

t,i, vℓ′→f ≈ σ2
ℓ′ −M2

i,ℓ′ σ4
ℓ′ ψ′′

t,i. (18)

Summed over all coordinates, these corrections give the factor’s cavity moments

ct,i = µtot
t,i − ψ′

t,i Vt,i, V̄t,i = Vt,i − ψ′′
t,i

∑
ℓ′ M4

i,ℓ′σ4
ℓ′ , (19)

and summed over all coordinates but the receiver, they turn Eqs. (12) and (13) into

µ
(ℓ)
t,i = µtot

t,i︸︷︷︸
all coordinates

−Mi,ℓ µℓ︸ ︷︷ ︸
receiver

−ψ′
t,i

(
Vt,i −M2

i,ℓσ
2
ℓ

)︸ ︷︷ ︸
echo

, (20)

v
(ℓ)
t,i = Vt,i −M2

i,ℓσ
2
ℓ − ψ′′

t,i

(∑
ℓ′ M4

i,ℓ′σ4
ℓ′ −M4

i,ℓσ
4
ℓ

)
. (21)

The echo term is the Onsager reaction term of AMP. Its counterpart in the variance is
much smaller while many coordinates are uncertain, because fourth powers do not add
up the way the mean moves do; we keep it nonetheless. The echo is negligible while the
beliefs are broad, but it dominates once they sharpen (Section 5.3).

Order of computation. Eqs. (17) and (19) depend on each other, so each sweep forms
ct,i and V̄t,i with the derivatives of the previous sweep and then updates them, damped
like the beliefs, so that they match the mix of past messages that the beliefs contain. In
the first sweep, ψ′ = ψ′′ = 0. Checked against exact division of each factor’s message out
of saved beliefs, Eq. (18) reproduces the exact cavity messages to a median relative error
of 0.6% at the partial-recovery point, whereas omitting it errs by 61%.

Belief update and stopping rule. A sweep ends by adding every factor’s log-message,
together with the log-prior, onto the beliefs, damped for stability [Hes02,Pre05]:

log B̃ℓ(a) = log π(a) +
T∑

t=1

n−1∑
i=0

logmft,i→xℓ
(a),

logBℓ ← γ log B̃ℓ + (1− γ) logBℓ, γ = 0.2, (22)

followed by normalization over S. We then take the most likely value of every coordinate,
x̂ℓ = arg maxa Bℓ(a), split the estimate into ŝ and ê, and test it against the public key,
b = Aŝ + ê. The test needs no knowledge of the key, and a wrong estimate passes it only
with negligible probability, so the attacker knows when recovery is complete. We stop at
the first sweep that passes, or after 100 sweeps.
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5.3 Experimental Results
Key recovery on the device. Figure 5a shows the accuracy of BP on the real capture
versus the number of traces T , over all 1536 coordinates and over the nonzero ones.
Accuracy grows steadily with T . At T = 2000, BP stalls at 70% nonzero accuracy. From
T = 2200 on, it recovers the full key; at T = 2200, this takes about two hours on a laptop
CPU (Intel Core i7-1280P, 16 GB of RAM, no GPU). Removing the echo (Parts C and D
of Section 5.2) is essential: with the echo left in, BP stalls at 73% nonzero accuracy at
T = 2800 and recovers the key only at T = 3500.

Simulation model. To relate the trace count to the leakage, we simulate a masked and
an unmasked implementation under a Hamming-weight leakage model. We keep the
encryption randomness and messages of the capture, so every Mt and zt is genuine, and
draw a fresh key from χ2, which fixes every noisy message coefficient m′. With a fresh
uniform sharing m′ = m′

1 +m′
2 mod q and independent measurement noise ε, εs ∼ N (0, σ2),

the attacker observes

α̃s = HW(m′
s) + εs, s ∈ {1, 2} (masked), α̃ = HW(m′) + ε (unmasked). (23)

It uses the exact Hamming-weight posteriors of this model in place of the network; this
idealized attacker has no estimation error. From there on, Eqs. (6) to (8) (without the
convolution for the unmasked target) and the solver are unchanged. For each σ we compute
the information I = I(w; α̃1, α̃2 | m), or I(w; α̃ | m), exactly, and bisect for the smallest T
that recovers all coefficients within 100 sweeps.

Traces versus information. Figure 5b plots these thresholds against I. Each trace yields
n = 256 observations, independent given the key, so T traces reveal at most TnI bits
about it. The key has H = 2knH(χ2) ≈ 3119 bits of entropy. Information-theoretically,
the public key alone already determines it, but extracting that information means solving
the MLWE instance, the task of the lattice step of Section 6. Our solver uses the public
key only to confirm a candidate (Section 5.2). For such leakage-only recovery, the traces
must supply the H bits themselves, so T ≥ H/(nI), and the thresholds follow this bound
up to a nearly constant factor:

T ≈ c H
n I

, (24)

with c = 3.36 ± 0.08 for the unmasked target over a twelvefold range of I (2 ≤ σ ≤ 8),
and c between 3.7 and 3.9 for the masked target (σ ≥ 0.7); c grows at higher information
(lower σ). At equal measurement noise, masking raises the trace count 31 to 50 times,
close to the 35- to 52-fold drop in information: masking costs traces mainly through the
information it removes. The device fits the same rule: with the perceived information
0.025 of Section 4.1, its 2200 traces give c ≈ 4.5, about 20% above the simulated masked
target at the same information. This gap combines the network’s estimation error, the
device’s unequal leakage of the two shares, which the simulation does not model, and
key-to-key variation.

5.4 The Least-Squares Baseline and Why It Fails
Equation (3) is a linear system in the key: Mt and zt are known, and each decryption-noise
coefficient wt,i is observed only through the PMF Lt,i of Eq. (8). The natural first attempt
is ordinary least squares, the standard way to invert such a system and the optimal one
when each observation is the true value plus Gaussian measurement noise [SL03]. Least
squares needs a number per row, however, not a distribution. Drawing each wt,i from
Lt,i would make the estimate a random vector with an intractable distribution, but the
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Figure 5: (a) Accuracy of BP on the real capture versus the number of traces T . Dashed: nonzero
accuracy with the echo left in. (b) Recovery thresholds of the simulated attacker of Eq. (23) versus the
information per decryption-noise coefficient, with the leakage-only bound c = 1 and the fit c = 3.4 of
Eq. (24). The device point (star) uses the perceived information.

estimate is linear in the draws, so its expectation is simply the least-squares solution for
the means w̄t,i =

∑
ω ω Lt,i(ω):

x̂ =
(∑

t M⊤
t Mt

)−1 ∑
t M⊤

t (w̄t − zt), w̄t = (w̄t,0, . . . , w̄t,n−1), (25)

which we round coordinatewise to S. All Lt,i are about equally broad, so weighting the
rows by their inverse variance would change little.

This estimator fails, for two reasons. The minor one is that it ignores the prior: x̂
ranges over all real vectors, and χη1 enters only through the final rounding. The decisive
one is that the prerequisite behind its optimality fails: each observation should be the
true value plus Gaussian measurement noise, so that Lt,i is a Gaussian peak near wt,i.
Masking instead leaves each Lt,i almost flat over Zq (Section 4.1). Its information lies in
how it ranks the few hundred values that the decryption noise can actually take, and a
mean over all of Zq averages this away, so the means carry almost no information about
the key. In our experiments, the accuracy of x̂ stays at that of the all-zero key. Our BP
solver avoids the problem: it makes its Gaussian approximation only for the interference,
a sum over many coordinates, and keeps each PMF intact (Section 5.2). The greedy solver
examined next avoids the means altogether, yet masking defeats it too.

5.5 The Greedy Inequality Baseline and Why It Fails
The state-of-the-art solver for Hamming-weight leakage of m′ is the greedy inequality solver
of Ravi et al. [RPJ+24]. It recovers the key of unprotected Kyber768 from pqm4 on a
Cortex-M4 from a few thousand traces, and [RPJ+24, Sec. 8] evaluates it, in simulation,
on the masked implementation [HKL+22] that we also target. Where least squares reduces
each PMF to its mean, this solver reduces each observation to a hard interval.

From Hamming weights to intervals. Following [RPJ+24], the attacker uses only the
coefficients whose message bit is zero, where the two shares sum to the decryption noise
itself. Let W(α1, α2) be the set of decryption-noise values observed in a profiling set
together with share weights (α1, α2). The attacker tabulates its extremes,

θ(α1, α2) = minW(α1, α2), Ω(α1, α2) = maxW(α1, α2), (26)

and turns each such observation (t, i) into a pair of linear inequalities,

θt,i ≤ yt,i(x) ≤ Ωt,i, yt,i(x) = (Mtx + zt)i, (27)

with θt,i and Ωt,i read from Eq. (26) at the observed weights. Here yt,i(x) is the decryption
noise that a candidate key x implies.
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The greedy search. The solver looks for a key that violates the intervals as little as
possible, as measured by

V (x) =
∑
t,i

([
θt,i − yt,i(x)

]
+ +

[
yt,i(x)− Ωt,i

]
+

)
, [a]+ = max(a, 0). (28)

Following [RPJ+24, Algorithms 7–8], the search starts from x = 0. In iteration k, it
finds for every coordinate the step xℓ ← xℓ + v, v ∈ {±1,±2}, that decreases V the most,
and applies these steps to the max(1, ⌈α0γ

k⌋) coordinates with the largest decrease, with
α0 = 256 and γ = 0.88; it stops when no step decreases V . We re-implement it on the
model of Section 5.1. As a check, with tight synthetic intervals wt,i ± 8 it recovers the full
key from 40 traces in about a second.

Why it works without masking. Greedy needs intervals that are correct, wt,i ∈ [θt,i,Ωt,i],
so that the true key satisfies them, and informative, so that wrong keys do not. On an
unprotected implementation both hold. For a zero message bit, the device stores the
decryption noise itself as a signed 16-bit value, and a small negative value has a large
Hamming weight in two’s complement, so the weight reveals the sign of the decryption
noise [RPJ+24, Fig. 4a]. Seven of the 17 weight classes then give an interval on one side
of zero [RPJ+24, Table 2]. Such an interval rules out every candidate key whose implied
decryption noise yt,i(x) has the wrong sign, and each violation pulls the search toward the
key.

Why it fails with masking. With masking and a zero message bit, a weight pair is
compatible with a decryption-noise value ω whenever

ω mod q ∈ Cα1 + Cα2 = {a+ b mod q : a ∈ Cα1 , b ∈ Cα2}.

Each class Cα is scattered over all of Zq, so for all but the rarest weight pairs this sumset
contains decryption-noise values of both signs: an interval that contains the true decryption
noise contains zero as well. We therefore gave greedy the best case, a perfect Hamming-
weight oracle, and it still failed: in a simulation of 3000 Kyber768 decryptions it ends at
accuracy 0.31, below the 0.38 of the all-zero key. Only 0.13% of the intervals exclude zero,
which leaves the solver two bad options.

• Tight intervals exclude the key. With tables built from about 105 observations, as
in [RPJ+24], rare extreme decryption-noise values fall outside the tabulated ranges,
and the true key violates the system more than the all-zero key: V (xtrue) ≈ 2.2V (0).

• Loose intervals admit wrong keys. Intervals wide enough to contain the truth exclude
almost nothing, so the all-zero key and many other wrong keys satisfy nearly the
whole system.

This agrees with the masked simulation of [RPJ+24, Fig. 7], which needs about 6× 104

ciphertexts even with perfect weights, more than an order of magnitude beyond our budget.

6 Step 4: The Lattice Step and Why It Does Not Help
Lattice-assisted side-channel attacks usually do not ask the statistical solver to finish alone.
The solver narrows or fixes key coordinates and hands them to a lattice attack as hints,
which completes the recovery [HMS+23,DDGR20]. We evaluate this cascade on the output
of our BP solver. The result is negative: below the recovery threshold the BP marginals
are well calibrated but too diffuse. They lower the estimated block size of the primal
attack from 624 to about 505 at best, and it becomes small only one or two sweeps before
BP recovers the key on its own. The lattice step therefore does not reduce the number of
traces.
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6.1 Lattice Background
A lattice is the set of all integer combinations of linearly independent basis vectors
b1, . . . , br ∈ RN ′ . An LWE secret can be encoded as an unusually short vector planted
in such a lattice, and recovering the secret amounts to finding that vector. The tool for
this is lattice reduction: LLL [LHWLL82] or, for stronger reduction, BKZ with a tunable
block size β [SE91, CN11]. A larger β produces a better basis but costs exponentially
more, so β is the natural single-number measure of attack cost. We use the primal attack
throughout. The quality of a BKZ-β-reduced basis is summarized by the root-Hermite
factor [GN08,ADPS16]

δβ ≈
(
(πβ)1/β β/2πe

)1/(2β−2)
,

and under the geometric-series assumption [Sch03] it fixes the shape of the whole reduced
basis. This turns “does BKZ-β recover the planted vector?” into an inequality in β
(Eq. (29) below). We report the smallest such β as our cost measure. For reference, the
core-SVP model [ADPS16,BDGL16] puts the classical cost near 20.292β : β ≈ 150 costs
about 244 operations, whereas β of several hundred is firmly out of reach.

6.2 From BP Marginals to Lattice Hints
The lattice attacks the public key, b = As + e mod q, whose unknowns are the same
2kn = 1536 coordinates xℓ of x = [s, e] that BP estimates. From each belief Bℓ, after
a given sweep, we take its most likely value x̂ℓ, its confidence cℓ = maxa Bℓ(a), and its
mean µℓ and standard deviation σℓ. These enter the lattice as the two kinds of hints of
Dachman-Soled et al. [DDGR20].

• Perfect hints. Every coordinate with cℓ ≥ τ , or with σℓ < 10−3, is fixed to x̂ℓ.
Fixing an error coordinate removes the unknown from its equation, and fixing a
secret coordinate removes a column of A; either way the lattice dimension drops
by one. The fixed values must all be right. The attacker’s own estimate of that
probability is

∏
cℓ over the fixed set, which is meaningful only because the marginals

are calibrated.

• Approximate hints. Every remaining coordinate is centred on µℓ and scaled by 1/σℓ.
This makes the planted vector isotropic and multiplies the lattice volume by

∏
ℓ 1/σℓ:

every coordinate that BP knows better than the prior helps, even if it is far from
certain.

Let m = kn be the number of public-key equations, and mf and nf the numbers of error and
secret coordinates left free. With the Kannan embedding [Kan87], the lattice has dimension
d = mf + nf + 1 and volume V , and the planted vector is (x′, 1) with x′

ℓ = (xℓ − µℓ)/σℓ,
where

log V =
(
mf + min(m−mf , nf)

)
log q −

∑
ℓ free

log σℓ.

Following the 2016 primal-uSVP estimate [ADPS16, APS15], BKZ-β finds the planted
vector once √

∥x′∥2 + 1
√
β/d ≤ δ 2β−d

β V 1/d, (29)

and we report the smallest such β. We minimize it over five thresholds τ between 0.9
and 0.9999, keeping only those whose fixed set is error-free and has a predicted success
probability of at least 0.5, a choice that favours the attacker. We evaluate ∥x′∥ on the
true key, so overconfident marginals are penalized rather than rewarded; for calibrated
ones, ∥x′∥2/d ≈ 1. As checks, prior-only marginals give β = 624, the usual core-SVP level
of Kyber768, and a fully recovered key gives an empty lattice.
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Figure 6: Estimated primal block size β with BP’s marginals as hints, recomputed after every sweep. (a)
All runs follow the same curve; at T = 2000 (grey), where BP stalls, β ends at 505. Colours as in (b). (b)
Aligned at the sweep where BP recovers the key by itself, β falls below 150 only one or two sweeps earlier.

Table 3: Estimated primal block size with BP’s marginals as hints, after the given sweep. Perfect hints
use the best safe threshold τ . ∥x′∥2/d ≈ 1 indicates calibrated marginals, and values below 1 cautious
ones. Without side information, β = 624.

T sweep nonzero acc. ∥x′∥2/d β, approximate β, with perfect coordinates fixed
100 30 0.016 0.98 621 621 0
600 30 0.199 0.96 606 606 0

1200 30 0.377 0.98 582 581 1
2000 100 0.697 1.04 510 505 9
2200 50 0.892 0.71 406 393 34
2800 19 0.972 0.17 299 176 381
2800 20 0.997 0.03 148 40 958

6.3 How Much the Hints Help

Table 3 and Figure 6 give the estimate for the BP runs of Section 5.3. Below the recovery
threshold, the hints help little. Where BP stalls, at T = 2000, they lower β from 624 to
505, still far out of practical reach. Almost all of this gain comes from the approximate
hints: very few coordinates are confident enough to be fixed safely, and even an oracle
that knew which confident coordinates are correct could fix only about two dozen. As BP
converges, β does fall, but too late: it drops below 150 only one or two sweeps before BP
recovers the key by itself. The lattice step therefore never arrives in time to reduce the
number of traces.

7 Conclusion
We recovered the long-term key of a first-order masked Kyber768 implementation on an
ARM Cortex-M4 from about 2200 decapsulation traces with authentic ciphertexts. Masking
leaves about 97% less information per decryption-noise coefficient than an unmasked
Hamming weight, yet this weak leakage accumulates into full recovery when it is kept
probabilistic: belief propagation with Onsager-corrected cavities succeeds where least
squares and the greedy inequality solver fail. The number of traces follows the information
that the two shares carry, T ≈ cH/(nI), so a profiled estimate of this information predicts
the cost of the attack. A primal lattice step does not reduce the number of traces, because
below the recovery threshold the marginals are calibrated but too diffuse; this conclusion
rests on block-size estimates with diagonal hints, not on BKZ runs. Our evaluation covers
one device and an implementation that loads individual arithmetic coefficient shares;
bitsliced conversions, higher-order masking, and shuffling remain untested.
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