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Abstract. In secure multiparty computation (MPC), modulus conversion turns a sharing of a
value x modulo ¢ into a sharing of the same value modulo ¢, without leaking anything about x.
One important application of modulus conversion is in threshold decryption for lattice-based
cryptosystems, where a sharing modulo the ciphertext modulus has to be moved to the plaintext
modulus before it can be opened. The most efficient protocols so far (Damgérd et al., Asiacrypt
2026) are in the preprocessing model, assume x is bounded away from ¢ by a constant factor
and take two rounds for a prime target modulus, three rounds for arbitrary moduli, and one
round when all moduli are 2-powers. We improve upon this by constructing three new modulus
conversion protocols in the preprocessing model:

— Our first conversion protocol takes a single round for arbitrary moduli, consisting of just
one opening.

— Our second conversion protocol is a variant of the first protocol, where in the preprocessing
most of the secure multiplications are replaced by private inputs, which are checked in a
batch using fully linear interactive oracle proofs (FLIOPs). This makes the preprocessing
cheaper (amortized over a batch of conversions) when the number N of parties is small.
This comes at the cost of making the bound on x a factor N stronger.

— Our third conversion protocol avoids the bound on x altogether but takes two rounds.

All our protocols are stated in the arithmetic black box (ABB) model, so they can run on top of
a wide variety of MPC protocols, inheriting their corruption threshold and security model.

To allow the third conversion protocol to run in two rounds, we construct the first one-round
comparison protocol in the ABB model for comparing a bitwise shared n-bit value against a
public threshold with polynomial-size preprocessing. Concretely, the preprocessing size is O(nQ)
in general, and O(n2 /logn) in our case where the secret value is fixed in preprocessing.

We also construct constant-round ABB protocols without preprocessing for computing
symmetric functions and comparisons of values shared bitwise modulo powers of arbitrary primes
(e.g., 2’“), at communication quasi-linear in the number of input bits. Previously, this required
either a sufficiently large prime or polynomially larger communication.

Finally, we give an impossibility result for non-interactive modulus conversion, demonstrating
that a single round is optimal: unless ¢ divides ¢, every non-interactive conversion for inputs
x < q/f is incorrect with probability at least ~ 1/(45).
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Modulus Operandi: Round-Optimal Modulus Conversion for MPC and Threshold FHE 3
1 Introduction

Modulus conversion is a classic problem in multiparty computation with several applications,
perhaps most importantly in threshold decryption for lattice-based cryptosystems.

In a nutshell, modulus conversion starts from a setting where a set of parties hold secret
shares of a value x € Z,, denoted [z],, for some modulus ¢. The underlying secret-sharing
scheme can be Shamir’s, but many other options exist. The goal now is to convert this as
efficiently as possible to [z];, where ¢ is some other modulus, of course without leaking any
information on x.!

When doing threshold decryption for lattice-based cryptosystems, one approach is to set
up a sharing of the secret key initially, then given a ciphertext it is often possible using only
local computation to compute [x],, where ¢ is the so-called ciphertext modulus. In the case of
BGV, the desired plaintext p satisfies u =  mod ¢, where t is the plaintext modulus. Opening
x is insecure, as this would leak information about the secret key. However, using modulus
conversion, one can first compute [z]; and open this, which will reveal  mod ¢ = p and
no other information about xz. In BFV and TFHE, the plaintext instead occupies the most
significant bits of z, and the conversion then runs the other way. For simplicity of presentation,
we assume that ¢ divides ¢, so that z = p - ¢/t + e for a noise term e that is small in absolute
value. The parties add a public constant that makes the noise non-negative and reduce their
shares modulo ¢/t, both using only local computation, which yields [e],/; since ¢/t divides g.
Converting this to [e], and subtracting it from [z], leaves a sharing of - ¢/t, which can be
opened. Either way, threshold decryption amounts to one modulus conversion followed by one
opening.

This approach to decryption has been used in several previous works, most recently
in [DKOP26], where the so far most efficient protocols for modulus conversion were suggested.
Assuming preprocessing, they show how to do modulus conversion in two rounds when the
target modulus is prime, in three rounds for arbitrary moduli, and in one round when both
moduli are 2-powers. In the online phase, this requires only opening of a small constant
number of values and local computation. It works under the assumption that x < ¢/2, and
can be generalized to x < (1 — 1/3)q for a constant 5 > 2, where the size of preprocessing
material is proportional to 5. This leaves open two obvious questions: First, can we do modulus
conversion in one round for all moduli, and second, can we get rid of the bound on z?7 Of
course, while still matching (at least) the online efficiency of the existing protocols.

1.1 Owur Contributions

We settle both of the above questions:

— We construct a one-round modulus conversion Ilpodconvi for all moduli with smaller online
complexity and smaller preprocessing material, compared to the protocol from [DKOP26|.
This works under the same assumption on the input x as in previous work (z < (1—-1/8)q).
The online part of the protocol consists of opening only one value.

— We give a variant Ilmodconv2 Of this protocol where the online complexity is the same,
but where the preprocessing is done differently. When amortized over a large batch of
material and when the number N of parties is small, this method lowers the cost of the
preprocessing per modulus conversion, at the cost of making the required bound on z a
factor N stronger.

— We construct a conversion protocol Ilpodconvs that makes no assumption on x at all. Its
online phase opens a single value, and then completes its task by securely comparing this
public value to a random number that was fixed during the preprocessing.

! Strictly speaking, what we produce is [ mod t];, but we will not include the mod ¢ when the context is
clear.



4 Ivan Damgéard, Sebastian Hasler, Sebastian Kolby, Stanislas Pawlak

We also show how to securely produce the preprocessing material for these protocols, using
nothing but secure arithmetic modulo the involved moduli. The main tool for this is a
maBit [RSTT26]: a uniformly random bit that is shared over several moduli at once. For the
two moduli that a conversion usually needs, this is exactly the double-shared bit of [DKOP26],
which in turn is the daBit of [RW19, AOR"19] when one of the two moduli is 2. The maBit
generation protocol of [RST26] supports only additive (i.e., full threshold) secret sharing;
in Appendix B we give an alternative protocol that works under every instantiation of the
arithmetic black box (ABB). It comes with a new consistency check that verifies, for a whole
batch of bits at once, that the sharings over the different moduli agree, using a number of
openings that is independent of the size of the batch. Our check is never costlier than the
check of [RST*26| and in many settings substantially cheaper. For instance, checking against
a 64-bit 2-power modulus takes two repetitions instead of about 80 at statistical security 2730
(when the check of [RST*26|, which is stated for primes, is carried over to 2-powers).

Table 1.1 summarizes the three modulus conversion protocols and compares them to prior
work. The parameter 8 trades the bound on the value to convert against the size of the
preprocessing material. When instantiated for threshold FHE decryption with g = 263, ¢ = 264,
L =~ q/2, and N = 4 parties, as in our benchmark (Section 6), the preprocessing material for
a single conversion consists of 2 sharings over Z; for Ilyodconvi and 8 for Ilpodconve. Under
SPDZqx sharing [CDE'18| with a 64-bit message authentication code (MAC), the realization
of Section 5 stores 1024 resp. 2560 bits per party and decryption, all masks included — a 136-
to 341-fold improvement over the rounding-circuit protocol of [ZZLP25]|, for which the same
realization stores 349 458 bits. Table 2.1 in the technical overview lists what producing that
material costs in terms of secure multiplications, and there the two preprocessing protocols
differ in kind: the preprocessing of IIpodconvi requires a number of multiplications that grows
with log g, whereas that of Ilpoedconve 1S independent of ¢ but grows cubically with N.

Table 1.1. Comparison of the modulus conversion protocols of prior work with our three (Sections 4.1 to 4.3),
converting from ¢ to t among N parties. Correctness and security hold for inputs z < L. Material is counted
in sharings stored for one conversion, and Table 2.1 lists the secure multiplications needed to produce the
material. The rounds and openings are those of the conversion alone, threshold decryption adds one further
round to open the plaintext, except for the any-¢ protocol of [DKOP26].

Onli Material

Protocol Bound L nme areria

Rounds Openings Zq Z+ Zo®
[ZZLP25], ¢,t 2-powers q 2 2 preprocessed gates®
[DKOP26], 8 > 2, prime ¢ q—q/B 2 3 2 28 +1 —
[DKOP26], 8 > 2, any ¢ q—q/B 3 4 1 28+ 2
[DKOP26], g,t 2-powers q/2 1 1 0° 2 —
Miiona (Section 4.1), 8> 2 g—Tla/f1+1 1 1 1 8 —
T8 on (Section 4.2), B> N+1 ¢—[Ng/Bl+1 1 11 8 —
Hjoaconss (Section 4.3) q 2 <flogg] 1 O(log®q/loglogq) —

# Auxiliary prime modulus @ > 2"¢, needed for the conversion of [DKOP26] to an arbitrary target ¢.
> O(y/Tog q) sharings over Z;, plus O(y/Togq - 2V'°89) over Zyo(yrezq and O(2V 1089 over Z,/,.
¢ Sharings over the smaller modulus come for free by reducing those over the larger.

One-Round Secure Comparison. For our third conversion protocol to run in two online
rounds, we give a new one-round protocol for comparing a bitwise shared n-bit value against a
public threshold (Section 7). The only interaction in that protocol is the parallel evaluation of
several symmetric functions, i.e., Boolean functions whose outputs depend only on the number
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of 1-bits in the input. Damgard et al. [DFK106] evaluate a symmetric function in constant
rounds by interpolating a polynomial through the possible values of the sum of the input
bits. Over modulus ¢t = p¥, opening the sum under an additive mask from the preprocessing
turns this interpolation into a one-round protocol, provided n < p. However, this condition
fails for p = 2, for instance, which is an important case to consider in practice. To solve this,
we propose two new one-round protocols for symmetric function evaluation, covering the
cases p = 2 and p > 3 (Section 7.1). As a result, our unbounded conversion IT\jodcony3 Tuns
in two online rounds. For the case where the secret side of the comparison is fixed by the
preprocessing (as in ITpodconvs), We present an additional optimization that reduces the size
of the preprocessing from O(n?) to O(n?/logn) (Section 7.2).

Constant-Round Protocols Without Preprocessing. Our one-round protocols for sym-
metric functions and comparison work modulo any prime power, but only in the preprocessing
model, and computing their lookup tables by a multiplication tree takes O(loglogn) rounds
for n input bits. Constant-round protocols without preprocessing are known, but they either
suffer from the above-mentioned restriction on the modulus [DFK*06] or work over any ring
at polynomially larger communication [CFIKO03|. This raises the question whether constant
rounds without preprocessing (or equivalently, a constant-round preprocessing) can also be
achieved modulo any prime power at quasi-linear communication in the number of input
bits. In Section 8, we answer this question affirmatively for both symmetric functions and
comparison. The main tool is a variant of the interpolation of [DFK*06] over a Galois ring
extension of Z,, which contains enough interpolation nodes for every p, combined with an
additional optimization that reduces the fan-in of the interpolation from n to O(logn).

Impossibility Result. Finally, we prove the impossibility of non-interactive modulus conver-
sion, demonstrating that a single round is optimal: we show that, unless t divides ¢, every
non-interactive conversion is incorrect with probability at least ~ 1/(4/3) under the promise
that the secret x is uniformly chosen such that x < ¢/f.

1.2 Related Work

Threshold decryption for lattice-based cryptosystems is one of the central applications of
modulus conversion. But the area of threshold decryption goes far beyond modulus conversion,
with works broadly falling in two buckets, noise flooding and MPC-based. Our work belongs
to the latter.

Noise Flooding. Bendlin and Damgard [BD10] first introduced noise flooding, where every
party locally derives a partial decryption using its share of the secret key. Parties then add noise
to their partial decryptions prior to publishing them, preventing leakage on their key shares.
The additional noise means parameters must be set so the plaintext can be reconstructed from
the noisy shares, which often results in exponentially large moduli if the noise is to statistically
hide the secret key. Noise flooding approaches require little to no interaction, with Boneh et
al. [BGG 18| proposing a threshold FHE with single round decryption and, from it, a universal
thresholdizer for a large class of schemes. Cho et al. [CKL24| subsequently demonstrated flaws
in the simulation security of [BGGT18], providing attacks in some parameter regimes.

For many schemes, locally added noise is scaled by reconstruction coefficients at final
reconstruction, forcing the use of even larger moduli. Several works have reduced this overhead,
assuming the set of decryptors is known beforehand [dVPS26] or by carefully choosing and
analyzing Shamir share evaluation points [KLL'26]. Boudgoust and Scholl [BS23| provide a
construction with a polynomial modulus by analyzing the flooded distribution using Rényi
divergence rather than statistical distance. An attack by Passelégue and Stehlé [PS24|
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demonstrated that the construction of [BS23| did not achieve adaptive security, rather
it achieves a weaker selective security notion. Passelégue and Stehlé [PS24| recover small
decryption shares for a generalized definition in the full threshold setting. Okada and Takagi
|[OT25] extend this to arbitrary thresholds without relying on {0, 1}-linear secret sharing.

MPC-based Decryption. The second branch gives up non-interactive decryption and
in exchange leaves the parameters of the cryptosystem untouched, using secure multiparty
computation (MPC) to distribute the decryption algorithm. Ajax [HLW™25| follows an
MPC-style approach, achieving two-round threshold decryption for FHEW-like cryptosystems.
Their protocol computes the decryption error and removes it using a double shared mask to
convert between moduli. Unfortunately, their conversion technique requires an exponential
gap between the noise and the plaintext scaling factor to avoid decryption failures, imposing
similar, but weaker restriction on ciphertext modulus as for the noise flooding.

Zyskind et al. [ZZLP25| construct a three-round threshold decryption protocol for LWE
ciphertexts with 2-power moduli. Their protocol uses gate preprocessing techniques to efficiently
realize a distributed rounding procedure. Bootland et al. [BCD"25] provide distributed key
generation and decryption procedures for BGV, BFV and TFHE. While they present an exact
decryption protocol for TFHE, [BCD™25] still broadly favours noise flooding approaches due
to their lower round complexity.

Modulus Conversion. Damgard et al. [DKOP26]| cast the challenge of threshold decryption
in terms of modulus conversion, isolating it as a primitive of independent interest. Their
approach extracts the decryption error in a similar fashion to Ajax [HLW*25] and converts the
error back to the original ciphertext modulus so that it may be removed. Crucially, Damgard
et al. only require a constant fraction gap between a value x and its modulus ¢ of the form
x < (1 —1/p)q for conversion to succeed. By foregoing the exact rounding of [ZZLP25] their
protocol reduces the complexity of the required preprocessing.

Our ITmodconva (Section 4.3) removes the bound on z at the cost of a secure comparison in
the online phase. Like IT\odconv3, the conversion of SecureNN [WGC19| from Zges to Zgsa_y
rests on a secure comparison, but it is restricted to two parties plus an online helper.

Secure Comparison. The online phase of IIpedconvs cOmpares a bitwise shared value against
a public value, which is a well-studied primitive. It appears as BIT-LT in [DFKT06], as a
subprotocol of [NOO7|, as the BitLT family of [CdH10| and as I1 tgits in Rabbit [MRVW21].
These protocols combine the per-position agreement bits online by a prefix-OR, either by a
circuit of logarithmic depth or in constant rounds over a field, but even the constant-round
variants need several online rounds, namely two for that of [CdH10] after precomputation,
eight for that of [NOO07] and 19 for that of [DFKT06]. SecureNN [WGC19|, Falcon [WTB*21]
and SC-DT [ZCZC26| instead test masked values for a zero, in the honest-majority setting.
SecureNN runs in one round but among three parties, handing the masked result to a helper
party, and Falcon takes a logarithmic number of rounds. SC-DT needs three online rounds,
or two when the bitwise shared value comes from the preprocessing, and it requires Shamir
sharing over a prime field.

The prefix-OR protocols above do not utilize that the bitwise shared value can be available
long before the public one, as in our application. Four works do: Reistad [Rei09] compares
two bits at a time, storing the product of each pair of shared bits in a preprocessing phase,
Malten, Ugurbil and de Vega [MUdV23| generalize this to blocks of v bits with all 2V — v — 1
products stored, Zyskind et al. [ZZLP25] store the products within digits of roughly +/n bits,
and SC-DT [ZCZC26]| precomputes the products of the shared bits with the random bit that
blinds its result, which saves one of its online rounds. In the first three, the comparison within
a block is then local once the public value arrives.
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[Rei09], [MUdV23] and [ZZLP25] differ in how they combine the blocks. [Rei09] and
[MUdV23| combine them by a prefix multiplication and extract a least significant bit from its
result, which needs an opening of its own and hence a second round. [ZZLP25| expand the
products into one lookup table per digit and feed the digit results into a second table of 2¢+1
entries for d digits, so balancing the two tables puts both the digit size and d near y/n and
makes the preprocessing exponential in \/n. We combine the blocks differently, in one online
round and with preprocessing quadratic rather than exponential in the number of blocks, as
Section 2 explains.

Yu [Yull| works over specially chosen prime fields in which the OR of a block of loglog p
bits costs one online multiplication, and combines the blocks in four online rounds. Ohata
and Nuida [ON20] also split the bits into blocks and take one AND across them, but through
a generic multi-input AND gate whose preprocessing grows exponentially in the fan-in, which
caps the number of blocks at a small constant. Blocks of bits also appear in SIM [YLKM23]|,
whose per-block tables are indexed by the public value but recombined by a table exponential
in the number of blocks over three rounds.

Constant-Round Protocols over Rings. Damgérd et al. [DFKT06] compare bitwise shared
values in constant rounds without preprocessing by evaluating symmetric functions of the
agreement bits, each by interpolating a polynomial over Z, through the possible values of the
sum of its inputs. This requires those values to have invertible pairwise differences, which holds
for a prime ¢ larger than the fan-in but fails over Zyx. Cramer et al. [CFIKO03] evaluate any
branching program over any finite ring in constant rounds, which covers symmetric functions
and comparison of bitwise shared values over arbitrary finite rings, but at communication
quadratic in the size of the branching program, e.g., O(n*) for the branching program that
counts the ones among n bits. In Section 8, we evaluate symmetric functions and compare
bitwise shared values over any prime-power modulus at communication quasi-linear in the
number of input bits.

daBits and maBits. A daBit [RW19, AOR"19] is a random bit shared over two moduli
at once, and a maBit [RST126] is its generalization to any number of moduli. Rotaru et
al. [RST'26] generate the bits over a single auxiliary modulus and move them to the target
moduli by a rounding trick that works only for additive (i.e., full threshold) secret sharing;
consistency is then verified by opening masked random linear combinations. Our generation
(Appendix B) instead forms the sharings inside each modulus separately, which lifts the
restriction to additive sharing, and it guarantees that the vectors entering the consistency
check are bit vectors over every modulus, which reduces the number of maBits the check
sacrifices whenever a modulus is a proper prime power.

Damgard et al. [DKOP26] generate maBits for two moduli (one of them prime) using only
the ABB: Each party inputs its bit over both moduli and proves consistency by cut-and-choose.
The cut-and-choose sacrifices k auxiliary pairs per bit, whereas our check sacrifices a number
of maBits that grows only logarithmically in the size of the batch.

Local Share Conversion. Cramer, Damgéard and Ishai [CDIO5| study share conversion
where the secret domain is kept constant. Ben-David et al. [DNNP25]| study which schemes
convert into which, and show, among other things, that a bit shared by replicated sharing over
one prime field cannot be turned into a linear sharing over another by local computation alone;
they leave open what becomes possible once a small correctness error is allowed. Section 9
shows that no local computation can change the modulus unless ¢ divides q.
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2 Technical Overview

Arithmetic Black Box. We present our protocols in the arithmetic black box (ABB)
model [DNO3]. The ABB is an ideal functionality that models an MPC protocol capable of
doing secure arithmetic modulo both the source and the target modulus, as well as a few
additional auxiliary operations. This demonstrates that our constructions will work, based
on any MPC protocol that supports the ABB we define. They thereby inherit the security
notion of that protocol. This even includes guaranteed output delivery (GOD): over an ABB
instantiation that guarantees output, all three of our protocols deliver output as well, as we
discuss in Section 3.1.

Accordingly, in the following, the notation [z], will mean that the ABB holds a variable
containing the value z mod ¢g. Of course, for most implementations of the ABB, this really
means that the parties running the protocol hold shares of x, but the ABB abstraction makes
protocols easier to specify and prove secure.

Our Main Protocol. Recall that we are given [z], and the goal is to compute [z];. Let
us first assume for simplicity that = < ¢/2. On the highest level, our approach to this is the
same as previous work [DKOP26|: preprocess a pair [m]y, [m]; where m is chosen uniformly
in Z4. Open y == x 4+ m mod ¢ which, by assumption on z, satisfies y = x +m — cq where c is
0 or 1. It is now straightforward to compute y — [m]; = [* — ¢q];. The final step is to use
additional preprocessing material to figure out the value of ¢ securely and correct our result
to get [z]s. It is in this step that our new idea comes in.

Assume for now, for simplicity, that ¢ is even, and consider the intervals Iy := [0..¢/2)
and I; := [q/2..q). For any a € Z,, denote by a(a) the index such that a € I, (). The key
observation is that, if one is given a(m) and a(y), one can compute c. Namely, writing
b:=a(m), we have c=bif a(y) =0, and c=1—-b if a(y) = 1.

Observe that, when we define ug := m — bg mod ¢t and u; = m mod t, it holds that
m — cq = Uqy(y). Hence, if we preprocess [uo]; and [u1];, then we compute the output as
[yl — [ua(y)l: in the online phase. For correctness, observe that

Y — [uale =y — [m — cq]e = [z]:.

The preprocessing material for this protocol consists of only 3 values: [m]q, [uo]¢, and [Juq]s.

Note that the preprocessing must know a(m) in order to compute ug, so it must produce
the mask along with the index of its interval. Our preprocessing protocol does so from
shared random bits: it takes a random bit idx and a random value mqg of [loggq| — 1 bits,
sets m = mef + (q/2) - idx, and rejects the pair unless mof < q/2, as decided by a secure
comparison. An accepted m is uniform on Z, and has a(m) = idx, and each attempt is
accepted with probability more than 1/2.

This use of rejection sampling is what allows us to extend the techniques of [DKOP26|
beyond the 2-power regime. For odd ¢ the argument goes through unchanged once we set
Iy ==10..]¢/2]) and I; == [[¢q/2]..q), the assumption on z being x < |q/2].

Furthermore, we can weaken the bound on x to x < (1 — 1/3)q for a natural number
B > 2. The approach will be very similar: We now split Z, into 3 disjoint intervals and from
the mask m, we precompute a correction value for each interval, and decide online which one
to use based on the value of .

Variant With Individual Masks. In the protocol above, the preprocessing assembles the
mask from [log ¢| shared random bits, each of which costs at least one secure multiplication
[RST*26]. For large g, these bits dominate the cost of the preprocessing. When the number
N of parties is small, our second protocol needs far fewer of them: every party o chooses a
mask m? < Zg4 on its own, and the mask is the sum m = 2(17\721 m? over the integers. Each
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party knows the bits of its own mask and the index of its interval, so it inputs them along
with a distributed zero-knowledge proof on secret-shared data [BBCT19a| that the two are
consistent. The complication is that x + m may now wrap around Z, up to N times. The
number of wrap-arounds, C, is still determined by the public a(y) together with a value
that the preprocessing knows, namely the sum s = E(J;\le a(m?) of the individual interval
indices: we show that C' = [(s — a(y))/S] whenever x < (1 — N/fB)q. The preprocessing
therefore stores the corrections u; :=m — [(s —i)/f]¢ mod t for i € [f], and the online phase
is unchanged. It computes s by adding the indices modulo 8 and keeping the carries, with the
additions being performed over one-hot encodings of the indices, which takes (N —1)3? secure
multiplications. All these multiplications are over the bits, so they can be carried out over an
auxiliary modulus as small as 2, decoupling the number of modulo ¢ and ¢ multiplications
from the size of ¢. This all comes at the cost of a stronger bound on z: reaching a given
bound takes N times as many intervals, and hence N times as many corrections. For a given
bound, 3 therefore grows linearly with N, and the (N — 1)3% multiplications grow cubically.
Moreover, the checks of the inputs are cheap only when amortized over a batch of conversions.
Hence, the variant lowers the cost of the preprocessing only for a small number of parties and
when amortized over a batch.

Conversion with Unbounded Input. Finally, we sketch how the conversion with no
assumption on x works. This requires a different approach than the first two protocols.
Consider a preprocessed pair [m],, [m[]: and observe that the wrap-around bit, still defined
by y = x + m — cq, is determined by the public y and the mask m with no interval structure
involved at all, since ¢ = 1{y < m}: if c =1, then y —m = 2 — ¢ < 0, and if ¢ = 0, then
y = x +m > m. So the parties open y, compute [c]; from the public y and the preprocessed
mask, and return y — [m]; + ¢ - [c];. This is correct for every x € Z,, and the only value
that the protocol opens is y, which is uniform and independent of x. The price is that the
correction is now computed online, by comparing the secret m against the public y. This adds
further interaction, so this protocol no longer runs in a single round.

Let (mi)iejn) and (¥i)ic[n) be the bits of m and y, respectively, where n := [log q]. Assuming
we have shares ([m;])); from preprocessing, a standard technique [DFK™06,NO07, Yull, ON20,
MRVW21] is to compute the comparison result [1{y < m}] as a public linear combination of
the suffix-AND over (e;); :== ([mi] ® yi)i, i.e., the bits indicating in which positions m and y
agree (cf. Section 3.2). The suffix-AND of bits (e;); is the sequence (Fj;); with E; = H:L:_jl €,
i.e., Ej is the AND of the bit at position j and all more significant bits. Each Ej is a symmetric
function of the bits e; with ¢ > j, i.e., a function that depends only on how many of its
inputs are 1. Damgérd et al. [DFK106] evaluate a symmetric function of u shared bits by
interpolating a polynomial over Z; through the u + 1 possible values of the sum of the bits.
With the sum opened under an additive mask from the preprocessing, the powers of the
sum are local, so the parties could compute all £; in parallel in a single round. However,
the interpolation requires u < p, where p is the prime dividing ¢, so it fails for small p, in
particular for p = 2, since Ey is an AND over all bits of m.

To resolve this issue, we give two one-round protocols for symmetric functions that read
the result off a lookup table instead of interpolating, one for p = 2 and one for p > 3
(Section 7.1). Let ¢ be a symmetric function of u shared bits, written as a function of their
sum B and extended by ¢(h) := 0 for h > u, and let £ := [logy(u + 1)]. The preprocessing
draws a random r € [2f] and stores [r] together with the lookup table [¢(z — r mod 2°)]
for z € [2¢].? Online, the parties locally compute [B] and open s := B 4 r mod 2, which is
uniform and hence independent of B. Since B < u < 2, the entry for z = s is a sharing of
$(s — r mod 2¢) = ¢#(B). The table has 2¢ < 2(u + 1) entries. For p > 3, the parties cannot

2 Actually, for p = 2, the preprocessing stores the one-hot vector of r instead, of which r and every entry of
the table are public linear combinations, so that the mask need not be stored separately.
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reduce modulo 2¢ before opening, so they instead mask B with a random number of £ + &
bits whose lowest £ bits are r, for a statistical security parameter x, and open over a power of
p large enough that the masked sum does not wrap around.

In the comparison of m against the public ¥, the mask m is produced by the preprocessing,
so the parties can prepare more than its bits. For each block of g consecutive positions, they
store the products of all subsets of the mask bits in the block, 29 — g — 1 sharings per block.
Once y is public, the product of the agreement indicators over a block is a linear combination
of these stored products with public coefficients, so it is local. What remains for each suffix is
an AND with one input per block, i.e., of fan-in roughly (n — j)/g instead of n — j, and this
AND is again a symmetric function. Hence the online phase still consists of one round, in
which all suffix products are evaluated in parallel, and the preprocessing for the ANDs shrinks
by a factor of g. The products within the blocks grow as 29, so we take g ~ logn, which yields
O(n?/logn) sharings in total instead of O(n?) (Section 7.2). Storing the products within
blocks also appears in the comparison protocols of [Rei09, MUdV23, ZZLP25|; the difference
lies in how the blocks are combined, see Section 1.2.

Table 2.1. Secure multiplications for producing the preprocessing material of one conversion, for the bound
z < q/2, ie., B =2 for IImodconv1 and B = 2N for ITmodconv2, using auxiliary modulus @ = 2. Here n := [log q]
is the number of maBits of a mask. v is the preprocessing of the online comparison of IImoedconvs (Protocol 7.4),
i.e., the products within blocks of g = [logn — loglogn] bits and the preprocessing of the n — g ANDs across
blocks. For a 2-power ¢, these ANDs use lookup tables (Section 7.1). For ¢t not a 2-power, we assume that
p > [n/g] for the prime p dividing ¢, so that these ANDs use the interpolation of [DFK™06], and Section 7.2
covers smaller p. In both cases, v = O(n?/logn), e.g., v = 878 for a 2-power t and n = 63.

Moduli Zq Zit Zo
Preprocessing for II552 (Section 4.1)
q and t 2-powers 0 n 0
q a 2-power, t not n (N—-1)n 0
t a 2-power, g not (N —1)n n n—1
neither a 2-power (N — 1)n (N—=1)n n—1

Preprocessing for ITG52N  (Section 4.2)
t a 2-power 0 3N —2 4AN?*(N —
t not a 2-power 0 (N-1)(3N —-2) 4N*(N -

)

1
)

Preprocessing for ITG! - - (Section 4.3)

q and t 2-powers 0 n4+v 0
q a 2-power, t not n (N—1)n+v 0
t a 2-power, g not (N —1)n n+v n—1
neither a 2-power (N —1)n (N=-1)n+v n—1

Offline Cost. In Table 2.1, we list what producing the preprocessing material costs in terms
of secure multiplications. All three protocols use the auxiliary modulus () = 2 and the bound
x < q/2, achieved via f = 2 in ITpodconvt and 8 = 2N in IT\odconve- A shared random bit
counts as one multiplication (Section 8.1). The comparisons in the preprocessing (Protocol 3.4)
multiply the bits sequentially, so comparing an n-bit number takes n — 1 multiplications
and as many rounds. The online comparison of Ilpodconvs instead preprocesses the products
within blocks of g = [logn — loglogn] bits and evaluates each of the remaining n — g ANDs
across blocks as a symmetric function (Section 7.2). The numbers depend on whether ¢ and
t are 2-powers, for three reasons. First, a maBit over a 2-power modulus costs one shared
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random bit, whereas over any other modulus it costs the N — 1 multiplications of an N-party
XOR (Appendix B). (Under additive secret sharing, the maBit protocol of [RST26] replaces
the (N — 1)n multiplications over ¢ or ¢t by n multiplications over its auxiliary modulus.)
Second, for a 2-power ¢ none of the protocols rejects a mask and the comparison that would
test it is not needed; for other ¢, the numbers count one attempt, and since each attempt
is accepted with probability > 1/2, fewer than two are needed in expectation. Third, if ¢
and ¢ are both 2-powers, then ¢ divides ¢, and the mask modulo ¢ need not be stored. The
preprocessing of Ilyodconv carries out no multiplication over ¢, so its numbers depend on
t alone. The numbers are amortized over a batch of conversions, over which the cost of the
consistency check of Appendix B vanishes.

Constant-Round Protocols without Preprocessing. Our one-round protocols for sym-
metric functions and comparison read the result off a lookup table prepared in the preprocessing,
and computing that table by a multiplication tree takes O(loglogu) rounds for u input bits.
Constant-round protocols for symmetric functions without preprocessing are known, but each
comes with a drawback. Recall that Damgard et al. [DFKT06] interpolate a public polynomial
f over Zg with f(i) = ¢(i) for i € {0,...,u} and evaluate it at the shared sum B of the
input bits, which takes constant rounds since the powers of B can be computed in constant
rounds [BIB89|. However, the interpolation needs u + 1 nodes with invertible pairwise differ-
ences, which exist in Zg only if p > u + 1. The protocol of [CFIK03] evaluates any branching
program over any finite ring in constant rounds, at communication quadratic in the size of
the program. A symmetric function of u bits can be computed by a branching program of
size O(u?) that counts the ones among its inputs, so this costs O(u*). In Section 8, we obtain
constant rounds without preprocessing modulo any prime power @ = p* at communication
quasi-linear in u.

Our starting point is to move the interpolation to a Galois ring extending Zg, where an
extension of degree [log,(u+1)]+1 contains enough nodes with invertible pairwise differences
for any p. However, the sum B is not an interpolation node of the ring: the nodes are the
elements whose coefficients are digits modulo p, so computing the node of B would require the
base-p digits of B. We resolve this by masking B with random digits modulo p. The node of
the mask r is a local function of its digits, and after opening s = r + B, the parties interpolate
the public polynomial that takes the value ¢(i) at the node of s —i for every i < u. Evaluating
it at the node of r yields ¢(B). The protocol takes O(u) multiplications and openings in the
Galois ring, i.e., O(ulog?u) interactive commands over Zg.

We then reduce the number of interpolation nodes from u + 1 to O(logu) for sparse
symmetric functions, i.e., functions that output 1 for few values of the sum. Recall that
our one-round protocols open a masked sum of the input bits and read the entry of a
preprocessed lookup table at that sum, where every entry is a public linear combination of
the one-hot vector of the mask. With the mask r and the opened s from above, this entry
is ¢(B) = 3. 4()=1 H{r = s —imod p'}, which involves only the one-hot entries at the
positions s — ¢ with ¢(i) = 1. Instead of preparing the whole table, we therefore compute
these few one-hot entries on demand once s is known. Each entry is an equality test between
r and a public value, i.e., an AND of O(logu) bits derived locally from the bits of the mask
digits. We evaluate this AND by the Galois ring protocol, which then interpolates through
O(log u) nodes (reducing both the polynomial degree and the extension degree). For an AND,
a single entry is needed, and the communication drops from quasi-linear to polylogarithmic
in u. Since our comparison protocol amounts to n such ANDs evaluated in parallel, we
obtain a constant-round comparison of a bitwise shared n-bit value without preprocessing at
communication quasi-linear in n.

The random digits modulo p are built from random shared bits, which have to be generated
in constant rounds as well. For odd p, we use the protocol of [DFK'06], and for 2-powers that
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of [DEF*19], which is stated for additive sharing. We observe that the latter runs unchanged
over the Galois ring extension used by Shamir sharing modulo a 2-power [ACD™19], so our
protocols work under the standard realizations of Fagg for every prime power.

Impossibility of Non-Interactive Modulus Conversion. We show that no linear secret
sharing scheme (in which sets of parties that cannot reconstruct learn nothing about the secret)
modulo ¢ can be locally converted to shares of the same value modulo ¢ unless ¢ mod ¢ = 0.
The error probability must be (essentially) 1/4, and L/(4q) if the secret is promised to be
less than L. We first show that a local conversion scheme for any linear scheme implies one
that works for additive sharing, and then that this implies local conversion for two-party
subtractive sharing, all with the same error probability. Finally, we prove the above-mentioned
bounds for two-party subtractive sharing.

The intuition of why two-party conversion is not possible is as follows: we have shares
x1,r9 with x = 21 — 9 mod ¢ where x is the secret. The problem is that, given only one
of the shares, one cannot know with certainty if £ = 1 — 29 or x = 1 — x2 + ¢, and so
a hypothetical conversion scheme needs to “guess” if ¢ mod t # 0 should be added to the
output shares. The proof is essentially a technical exercise in quantifying the probability that
any such guess is wrong. To see why probability 1/4 is the important threshold, assume for
simplicity that g is even and that there is no promise on the secret. Consider the four pairs
of shares (x1,x2), (1 + q/2,22), (x1,22 + q/2), (1 + q/2, 22 + ¢/2) where we assume that
x1 < q/2,x2 < q/2. The first and last pair reconstruct modulo ¢ to z1 — z2, while the other
two pairs correspond to a different secret. From this, it is not hard to see that a conversion
scheme cannot be correct on all four pairs.

3 Preliminaries

Notation. For n € N, let [n] :== {0,...,n — 1}, and let =,, denote congruence modulo n. For
vectors @ and y, we write ||y for their concatenation and (x,y) for their inner product.

Functionalities. We prove our protocols secure in the universal composability (UC) frame-
work [Can01, Can00|, and refer there for the definitions of the real and the ideal execution. A
protocol statistically realizes a functionality in a hybrid model with simulation error € if there
is a simulator such that, for every unbounded environment, the outputs of the two executions
are e-statistically close; it perfectly realizes it if ¢ = 0. Where we state the error per command,
the error of an execution is the sum over the commands issued. Several of our protocols draw
public randomness, for which we assume an ideal coin-tossing functionality Frang that, on
input a finite set .S, returns a fresh uniformly random element of S to all parties.

3.1 Arithmetic Black Box

We describe our protocols in the ABB model of Damgérd and Nielsen [DN03]|, so that they
are independent of the concrete MPC protocol used to instantiate them. An ABB is an ideal
functionality that stores values under identifiers and lets the parties operate on them by
issuing commands, learning nothing except what they explicitly open. Any secure realization
of the ABB therefore yields a realization of our protocols, and we inherit whatever corruption
threshold and security notion that realization provides.

Our functionality F /%33 (Functionality 3.1) is parameterized by a finite set M of prime
powers and stores values in Z, for every ¢ € M. The presentation of the functionality is
essentially that of [DKOP26]|, but we restrict M to prime powers and provide additional
commands CheckedInput and maBit. We write [z], to denote that the functionality holds the
value z € Z, under some identifier, and we freely write linear expressions in such handles,
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each of which stands for a Comb command. A product of two handles likewise stands for a
Mul command. When counting rounds, we assume that Comb is realized without interaction,
as is supported by every linear secret-sharing scheme (LSSS). The interactive commands are
Input, Mul, Open, and those that produce randomness.

/-[ Functionality 3.1. The Arithmetic Black Box ]:AJVBB j

This functionality is parameterized by a finite set M of prime powers. It stores triples
(id,q,z) with ¢ € M and x € Z,, and accepts the following commands. A command is
executed once it has been received from all honest parties. In each case, the modulus
arguments lie in M, and the functionality finally notifies the adversary that the command
was issued.

Input. On (Input, ¢, P, id), wait for x € Z, from P; and store (id, ¢, x).

Checked Input. On (Checkedlnput, g, P;, £,id1,...,idy,), where the language £ C Lq is
public, wait for & € Zy from P;. If € L, store (id}, g, z;) for j € {1,...,n} and send
accept to all parties; otherwise send abort to all parties and halt. How to realize this
command is the subject of Appendix A.

Linear Combination. On (Comb, q, (o, - - -, cp), (id1, - . ., idg), id") with pub-
lic co,...,co € Zg, retrieve (idj,q,z;) for j € {1,...,¢} and store
(id/’ q,co+ 2521 cjxj; mod q).

Multiplication. On (Mul,q,idy,ids,id"), retrieve (idi,q,z1) and (ida,q,22) and store
(id’, ¢, z122 mod q).

Open. On (Open, q,id), retrieve (id, ¢, z) and send x to all parties; we call this an opening
of x.

Divisible Modulus Conversion. On (DivModConv, ¢, ¢, id,id") where ¢’ divides ¢, re-
trieve (id, ¢, z) and store (id’, ¢, 2 mod ¢’).

Random Bit. On (RandomBit, ¢, id), sample b < {0, 1} and store (id, ¢, b). How to realize
this command for every prime power ¢ is discussed in Section 8.1.

Multi Bit. On (maBit, (q1,...,q¢), (id1,...,idy)), where {q1,...,q} C M, sample b &
{0, 1} and store (id;, ¢;,b) for j € {1,...,£}. How to realize this command is the subject
of Appendix B.

Abort. On abort from the adversary at any point, send abort to all parties and halt.

Note that DivModConv is a modulus conversion that usually comes for free: for a LSSS
over Z, and a divisor ¢’ of ¢, reducing every share modulo ¢’ already yields a sharing of
x mod ¢/, so the command needs no interaction. Converting to a modulus that does not divide
q is the subject of this whole work.

Commands That We Realize Ourselves. Two commands of Functionality 3.1 we realize
within the ABB model itself rather than leaving them to the underlying MPC protocol, namely
CheckedInput in Appendix A and maBit in Appendix B. Writing F %B \ C for the functionality
that behaves like F, /]\VéB except that it rejects the commands in C, the two realizations compose:
Theorem A.3 realizes FALg \ {maBit} in the (FiLg \ {CheckedInput, maBit}, Frand)-hybrid
model, whereas Theorem B.6 realizes Fagg in the (Fagg \ {maBit}, Frand)-hybrid model and
uses CheckedInput in doing so. Composing the two yields the full ABB functionality.

Guaranteed Output Delivery. Functionality 3.1 as written captures an ABB that provides
security with abort. Three amendments capture an ABB that provides GOD instead: the
abort command is dropped; Input stores the value 0 and tells all parties so whenever the
adversary withholds the input of a corrupted party, so that no command can be stalled;
and CheckedInput, on a statement outside the language, sends reject to all parties and stores



14 Ivan Damgéard, Sebastian Hasler, Sebastian Kolby, Stanislas Pawlak

nothing, which leaves it to the calling protocol to decide how to go on without that party’s
input. A party that withholds its input to CheckedInput is rejected the same way. Over
such an amended realization of Fapgg, all three of our conversion protocols (including their
preprocessing) achieve GOD as well. A realization of Fagg with GOD needs a strict honest
majority [Cle86], which we therefore assume wherever we speak of GOD.

Non-Prime-Power Moduli. Restricting M to prime powers is no loss of generality, and
we keep the notation [z], for an arbitrary modulus ¢: writing ¢ = [, p;* with pairwise
distinct primes p;, all of whose factors pi’ lie in M, we let [z], stand for the tuple of handles
[z mod p'] pei- By the Chinese remainder theorem (CRT), every command of Functionality 3.1
extends to such a tuple by applying it for each factor.

Extension Rings. The constant-round protocols of Section 8.2 and the fully linear proofs
of Appendix A.1 are carried out over a Galois ring R = GR(q,d) = Z4[X]/f(X), a degree-d
extension of Z,, where ¢ is a prime power and f is a monic polynomial of degree d that is
irreducible modulo the prime dividing q. Here, too, no further functionality is needed, and we
write [a]z for the tuple of handles ([aoly, - -, [aa—1]q) of the coefficients of a = 2celd Qe XC.
Given secure arithmetic modulo ¢, this suffices for secure arithmetic in R: addition in R is
component-wise addition modulo ¢ and multiplication by a public element of R is an Zg-linear
map on the coeflicients, so both are Comb commands; opening a amounts to opening its
coefficients; and multiplication of two shared elements of R can be done by computing all d?
pairwise products of their coefficients, followed by local linear operations, and hence costs d?
Mul commands.

3.2 Comparison via Suffix-AND

Our conversion protocols compare a bitwise shared value against a public threshold: the ABB
holds the bits bg,...,b,—1 of a value m, the threshold T is public, and what is wanted is
a sharing of 1{m < T'}. Many existing comparison protocols [DFK*06, NO07, Yull, ON20,
MRVW21] are based on the observation that the result 1{m < T} can be expressed as a
linear combination of the suffix-AND of the indicators 1{b; = T;}. This is captured by the
following lemma. Figure 3.3 illustrates the lemma on an example and Protocol 3.4 is the
resulting protocol template.

Lemma 3.2. Let b, T € {0,1}", let m = } 2ib; and T = 2 icln] 21Ty, and let e; =
1{b; = T;} fori € [n]. Let E,, =1 and E; .= Ej;1e; for j € [n], so that E; = H?;jl e, i.e.,
E = (Ej)jcin) is the suffit-AND of the e;. Then

Eo=1m=T} and > (Bjp1—E)=1m<T}
jE[n]:Tj:I

Proof. Ej is 1 if b; = T; for all ¢ > j, and 0 otherwise. In particular, Ey = 1 if and only if
b="T,ie, m=T.If m=T, all E; are 1, so the sum is 0 = 1{m < T'}. Otherwise, let j* be
the largest index with b;« # Tj«. Then E; = 1 for j > j* and E; = 0 for j < j*, so Ej11 — E;
is 1 for j = j* and 0 otherwise, and the sum equals T}+. Since m and T" agree above position
j* and differ there, m < T'if and only if T}« = 1. O
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Fig. 3.3. Protocol 3.4 for n = 4, comparing a bitwise shared m = 9 = 1001, against the public threshold
T =11 = 10115. The public 7" marks out the special path, drawn as the grey band. The black line is the path
of m. Ej, read off at depth n — j, says whether that path is still on the band at that depth. Every inner node
of the band hangs one subtree off it, whose leaves lie below T if the band goes right (i.e., if T; = 1), and
above T otherwise. Hence only the j of the subtrees below T enter the sum defining It, and its only nonzero
summand is the j where m leaves the band, here j = 1.

/_[ Protocol 3.4. H&ﬁpare([[bo]]Q, oy [br-1]o, T) } -

Precondition: b; € {0,1} for every i € [n], and T € [2"].

Write T; for the bits of T, so that T' = Zie[n] 20T

1. Fori € [n], set [e;]o == (1 —T5) + (2T; — 1) - [bs] -

2. Setting [Ey]q = 1, compute the suffix products [Ej]g = szjl leilg for j € [n] by
Mul commands, in any order.

3. Return [eq]q = [Eo]q and [It]q = 3 e . 7,21 ([Ej+1le — [Eile)-

-

We only need to prove correctness, since Protocol 3.4 opens no value.

Theorem 3.5 (Correctness of IIcompare). Let QQ € M and let the precondition of Protocol 3.4
hold. Write m = 3,1 2ib;. Then H(C:Qc;’rr:‘lpare (Protocol 3.4) returns [It]q and [eq]q with
lt=1{m < T} andeq=1{m =T}.

Proof. This follows directly from Lemma 3.2. O

We say that Protocol 3.4 is a “template”, because we did not exactly specify how to
compute the suffix-AND (E;);. Multiplying the e; sequentially takes n — 1 Mul commands
and rounds, and computing the products in a tree instead takes [logn] rounds and O(nlogn)
Mul commands.

4 New Protocols for Modulus Conversion

In this section, we present our conversion protocols. We defer the security proofs of all three
protocols to Appendix C.

Notation. The protocols Ilpodconvt and Ilvodconv2 are parameterized by a number 5 of
intervals into which Z, is split, where 2 < 5 < ¢. For i € [f], we write

I; = [[ig/B] .. [(i + 1)q/B]) C Zq,
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so that Io,...,Ig_; partition Z4 into intervals of length at most [¢/5]. For x € Z,, we let
a(x) = [Br/q] denote the index of the interval containing z, and we abbreviate I(z) = I,y
for that interval itself. The lengths |I;| = [(i + 1)q/B] — [ig/B] take only the two values
T :=[q/B]—1and T+ 1. We denote by short; := [q//| —|I;| the public bit indicating whether
I; is a short interval.

The Functionality. Our conversion protocols realize the conversion command given in
Functionality 4.1. The ModConv command takes the public bound L as argument. For inputs
within that bound, the conversion is correct and secure, whereas for any other input the
functionality hands the input to the adversary and lets it choose the output.

/{ Functionality 4.1. Arithmetic Black Box with Modulus Conversion F, /JAWBB ModConv }

This functionality is parameterized by a finite set M of prime powers. It provides all
commands of FALp (Functionality 3.1), plus the following one.

Modulus Conversion. On (ModConv, q,t, L,id,id"), where ¢,t € M and 1 < L < ¢,
retrieve (id, ¢, z). If x < L, store (id, ¢,z mod t). Otherwise, send (ModConv, q,t, L, z)
to the adversary, wait for y € Z; from it, and store (id’, ¢, ).

4.1 Modulus Conversion Using a Common Mask

Protocol 4.2 gives our first protocol Ilyedconvt, and Fig. 4.3 illustrates its correctness argument
for § = 2 intervals.

/-[ Protocol 4.2. HI(\]/i?fConﬂ([[xﬂq) for > 2 J

Precondition: z < ¢ — [¢/5]

Ideal Preprocessing;:

1. mé& L.

2. For i € [8], compute ¢; := 1{a(m) > i} and u; == m — ¢;q mod t.
3. Store ([m]q, [wols, - - -, [ug—1]¢)-

Online Phase:

1. Open [y]q = [z]q + [m],-
2. Return [z]; =y — [ua(y]e-

N J
ICause a(m) =0 Iy . L .
0 m fa/2 g
‘ co=c1 =0
ICase a(m)=1 Iy . I .
0 f0/2] m :
co=1 m— [q/2] ‘ c1=0 ‘

Fig. 4.3. The correctness argument for 8 = 2, where the precondition reads = < |¢/2]. The shaded bands
cover the values the opened y = x + m mod ¢ can take as x ranges over the promised interval. Each band is
labelled with the correction stored for the interval where it lies. If a(m) = 0, then = 4+ m cannot wrap around
mod ¢; if a(m) =1, a wrap-around moves y down into Ip, where ¢g = 1 corrects for the wrap-around.
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Remark 4.4. When ¢ divides ¢, the sharing [m], need not be stored at all. Every correction
satisfies u; = m — ¢;g = m (mod q), so a single DivModConv command turns any one of
[woll, - - -, [ug—1]¢ into [m], without interaction, and the material of Table 1.1 drops from
B + 1 sharings to (.

Preprocessing. In Protocol 4.6, we present our preprocessing protocol for ITyodconvi- Instead
of sampling the mask m directly, we separately sample the interval index «(m) and the offset
of m within the interval: a(m) is assembled from random bits (idx;);cn,,], and the offset of
m within that interval is assembled from random bits (off;) ;e o). Step 2 turns the bitwise
interval index into a one-hot vector §. This allows us in Step 3 to compute a bit hot indicating
whether the interval index is valid, and a bit short indicating whether I(m) is a short interval
(recall that the interval lengths vary by up to 1). Step 5 accepts the mask if and only if both
the interval index is valid and the offset does not overshoot the interval; if this step passes, the
assembled mask m is uniform over Z,. Step 4 decides whether the offset fits into the interval,
i.e., whether mqg < T — short, from a comparison of meg with T', using the following identity.

Lemma 4.5. Let mog € Z and short € {0,1}, and let It .= 1{mog < T} and eq = 1{meg =
T}. Then It + (1 — short) - eq = 1{meg < T — short}.

Proof. If mege = T, both sides equal 1 — short. Otherwise, both sides equal It. O

,[ Protocol 4.6. Secure preprocessing for 17, &Z’fconvl with auxiliary modulus @ jﬁ

Write nigx == [log 5] and nef := [log(q/B)]. This protocol is parameterized by an auxiliary

modulus @) € M, which may or may not coincide with one of ¢ and .

1. For j € [nigk, sample ([idx;]q, [idx;]q, [idx;]¢) < Fase-maBit(Q,q,t), and for j €
[noff], sample ([[offj]]Q, [off 14, [[offj]]t) + Fasg-maBit(Q, g, t).

2. Over each of the moduli Q, ¢ and ¢, set [6(0] := (1) and compute, for j € [nigy] and
i €[],

950 = [69] - Tidxg],  [677V] = [6] - [694)],
(0)

where the product at j = 0 is one with the public constant ;" = 1 and hence a Comb

command, and write [8] := [6(#)], of whose 2™ entries only the first 3 are used
below.
3. Define
[mote] = Zje[n ) 27 - [off,], [short]q = Zz’e[ﬁ] short; - [6:]o»

[m] = [mos] + Z mln )-[6:], [hot]g = Zz‘e[ﬂ] [0i]q-

4. If q/B is a 2-power: set [acc]g = [hot]g; else: compute ([lt]g,[eqlg) <+
U?o?;;re([[offo]]Q, .., [offpg—1]0. T) (Protocol 3.4), comparing mef against T', and set

[acc]q = [hot]q - [It]q + ([hot]q — [short]g) - [ealq-

5. If ¢/B or B is not a 2-power, open [acc]g and, if the opened value is 0, start from the
beginning; after 3x unsuccessful iterations (where « is the statistical security parameter),
abort.

6. For i € ], [wile = [mle — q- > e j=il05]-

7. Store ([m]q, [wols, - - -, [ug—1]¢)-

The reason why we parameterize the preprocessing by an auxiliary modulus @ is that it
allows to run the comparison over a modulus whose arithmetic is cheap. When using I1compare
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(Protocol 3.4), there is no restriction on @, but it is bottlenecked by neg — 1 sequential
multiplications over (). This enables the following options:
— Taking @ to be g or ¢t (whichever has cheaper secure multiplications).
— Taking @ to be a small divisor of ¢ or t: this keeps the maBits over two moduli, since one
can convert from ¢ or ¢t to @ via a DivModConv command.
— Taking ) unrelated to both, such as () = 2: this makes the maBit generation slightly
more expensive, but improves efficiency when ¢ and ¢ have no small divisor. Concretely, it
trades nof + 1 multiplications over g or t for < 2 + nef multiplications over ).

Theorem 4.7 (Security of II\vodconvi). Let Q € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv,q,t, L,id,id’) by
TUNNING H,%ii’fconvl (Protocol 4.2) for some polynomially bounded B with 2 < B < q such that
L—1<q—[q/B], with its preprocessing phase run by Protocol 4.6 with auzxiliary modulus
Q, and passes every other command on unchanged. Provided that every ModConv command
admits such a B, this protocol statistically realizes ‘7:/]\\4BB+ModConv in the F%BB—hybrid model

with simulation error at most 27 per ModConv command.

Guaranteed Output Delivery. IIyodconvi (Protocol 4.2) and its preprocessing support
ABB instantiations with GOD, with nothing to change. The only abort they add is the cutoff
of Step 5, which happens with probability at most 27" whatever the adversary does.

4.2 Modulus Conversion Using Individual Masks

Protocol 4.8 gives our second protocol Ilpodconva- It uses a mask m that is the sum of N
individual masks, one per party. Correspondingly, the number of times that  + m wraps
around ¢ is not a bit (as in ITpoedconvi) but a number in {0, ..., N}. Our observation is that
(under the stronger precondition x < ¢ — [Ng¢/f]) the number of wrap-arounds is determined
by the public a(y) together with the sum s of the interval indices of the individual masks, as
we show in Lemma 4.10 below. Using individual masks makes the preprocessing cheaper than
that of ITpodconvi (amortized over a batch of conversions) when the number N of parties is
small.

,-[ Protocol 4.8. 10 ([2],) for > N +1 ]

Precondition: x < ¢ — [Ngq/[]

Ideal Preprocessing;:

1. For o0 € {1,..., N}, sample m? & Zyg.

2. Compute m := Ei\;l m? over the integers and s = Zévzl a(m?).
3. For i € [8], compute ¢; == [(s —i)/5] and u; := m — ¢;q mod ¢.
4. Store ([m]g, [wole, - - - [ug—1]¢)-

Online Phase: same as in Protocol 4.2.

S

Remark 4.9. Remark 4.4 applies here unchanged: when ¢ divides t, each of the corrections u;
is again congruent to m modulo g, so [m], can be obtained from any [u;]; via DivModConv.

Lemma 4.10. Let 3 > N + 1, let m!,...,m" € Z,;, and put m = Y. _m’ and s =
Yooa(m?). Let x < q—[Ngq/B], let y = x+mmod q, and let C := |(x +m)/q| be the
number of wrap-arounds. Then [(s — a(y))/B] = C.
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Proof. Since a(z) = |8z/q], we have fm?/q—1 < a(m?) < Sm? /q for every o, and summing
over o gives fm/q— N < s < fm/q. Likewise fy/q — 1 < a(y) < By/q. It follows that

s—a(y)<ﬁ—m (@—1):,80—@+1<BC+1 and

q q
m
s—aly)> (22 -N) -2 po- B2z g0 -p-pe -,
q q
the last step using the precondition z < g — [Ng/f]. As s — a(y) is an integer, the first
inequality gives s — a(y) < SC, and together [(s — a(y))/8] = C. O

Preprocessing. In Protocol 4.11, we present our preprocessing for Ilpodconv2. Each party
P, samples its mask m? locally and inputs the one-hot vector §7 of its interval index together
with the bits off? of its offset within that interval. Steps 3, 4 and 5 certify that the offset
fits into the interval that 67 claims (via the language L, g defined after the protocol), that
the three sharings encode the same bits, and that 67 is indeed a one-hot vector. Since
¢i =[(s—1)/B] = |s/B] + 1{s mod B > i}, the corrections need only the quotient and the
residue of s modulo 5. Step 7 computes both by adding the interval indices in Zg, as a
cyclic convolution of the one-hot vectors, and accumulating the carries x° on the side. This
convolution is performed over bits, so we run it over (), which may be as small as 2, and
Step 8 moves the resulting bits to ¢ at the cost of one maBit each.

Since each party samples its own mask, a corrupted party may choose m? instead of
sampling it, and the checks only guarantee m? € Z,. The proof of Theorem 4.13 shows this to
be harmless: correctness holds for every tuple of masks (over Z,;) by Lemma 4.10, and privacy
relies only on at least one mask being uniform and independent of the adversary’s view.

/-[ Protocol 4.11. Secure preprocessing for 17, ,‘\I,i o7dConv2 with auxiliary modulus @ F

Write nef := [log(q/B)], and let Tp, ..., T, -1 be the bits of T". This protocol is parame-
terized by an auxiliary modulus @ € M, which may or may not coincide with one of ¢ and
t.

1. Each party o locally does the following:

— Sample m? & Lyg.

— mZg = m? —min(I(m?)).

— Let off” := (off7 )ic[n ) be the bit decomposition of mg.

— Let 67 := (67 )ic[p) where 67 = 1{m? € I;} (i.e., 67 is a one-hot vector indicating
the interval that m? lies in).

Let E7 := (EY) jcin,q) be the suffix-AND given by E7 := []77" ' 1{off? = T;}.

— Sample £7 < {0,1}" =" and set v7 = off?||67|| £7 € {0,1}", where n/ is the input
length that Protocol B.3 requires in order to return n := nq + 5 maBits.

2. For each party ¢ and each of the moduli ¢ and ¢, the parties call Fagg.CheckedInput
over that modulus with the language {0, 1}”/, on which P, provides v, resulting in
[v7]q and [v7];.

3. For each party o, the parties call Fagg.Checkedlnput over @) with the language £, 5 of
Lemma 4.12, on which P, provides v?||E?, resulting in [v?]g. Beyond bit-ness, this
certifies that the offset off? fits into the interval that 87 claims.

4. For each party o, run Hm;,(g]is%onsCheck([[U lg, [v7]¢, [v7]@), with the moduli ordered
so that the largest one plays the role of gy. This verifies that the three sharings encode
the same bit vector and returns the unsacrificed prefixes, of which the protocol uses
[0ff7],. [6°1,. [off"],, [67]; and [67]q.

5. For each party o, compute and open Zz‘e[ﬁ] [07]4, and abort unless the opened value is
1.
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6. For each party o, define [m?] == 3_,cp, 20 [off7] + > icpg min(Zy) - [67], and [m] =
Zfr\]ﬂ[moﬂ

7. Setting [Al]q = [6']g, compute for 0 =2,..., N

Klo=3,.._ (470 e Gelb.

e =3, (47 le- []e,

where both sums range over the pairs (j',4) € [3]? that meet the stated condition and
hence involve the same 32 products, and write A = AV,

8. Move the 4+ N — 2 bits Aq,...,Ag_; and X2, ..., X from Q to t: for each of them,
written [2]g: sample ([r]q, [7]:) < Faps-maBit(Q,t), open [d]g =[] + [rlo — 2 -
[z]g - [rlg (for @ = 2 this simplifies to [d]q = [2]g + [r]o and no Mul command is
needed), and set [z]; == d + (1 — 2d) - [[r].

9. Set [w]e == SN, [x]s-

10. For i € [B], set [cile = [wle + X ;19 j=il Q5] and [wi] = [m]: — ¢ - [ei]s.
11. Store ([m]g, [uole, - - -, [ug—1]¢)-

The Range Check. Step 3 has to check that mZ, < T'—short; for the index i that 67 claims,
which by Lemma 4.5 is a comparison of mZg with T'. The suffix-AND E? is the intermediate
result of this comparison in Protocol 3.4, and Lemma 3.2 lets us express the outcome of the
comparison by equations of degree two. Writing v; = off; for j € [nof] and vy, 44 = 0; for
i €[], we let

, E; =Ejiie; for all j € [n],
Lop=1< (v,E)e{0,1}" xzx* |’ e )
P {( Jelo1} @ |and It + (1 —short)Ey = 1

where E, , =1, ¢; = (1 —T;) + (27} — 1)v; as in Step 1 of Protocol 3.4, short =
Eie[,ﬁ} shortjvy, 4, and It == Zje[noﬁ] :szl(Ej'H — Ej).

Lemma 4.12. Let v € {0, 1}”/ with short € {0,1}, and let mog = Zje[noﬁ] 20v;. If mogs <
T — short, then (v, E) € Ly g for exactly one E € Zgﬁ, and otherwise for none.

Proof. The first condition of £, 3 determines E as F; = H?;f;._l ei, where ¢; = 1{v; = T;}
since v; € {0,1}. Since T' < [q/B] < 2™, the bits T, ..., T, -1 represent T, so Lemma 3.2
gives Ey = 1{mof = T'} and It = 1{mor < T}. By Lemma 4.5, the second condition then
reads 1{mof < T — short} =1, and as the left-hand side is a bit, this holds in Z¢ if and only

if it holds over the integers. O

The hypothesis short € {0,1} is not part of £, 3, but follows from Step 5, since short =
short; when 87 is the one-hot vector of i. Checking the offset against T alone, i.e., against the
length of the long intervals, would not suffice: a corrupted party could claim a short interval
I; together with the offset T', so that m? lies in ;41 and s falls short of ) a(m?) by one.
With up to N — 1 parties doing so, the lower bound in the proof of Lemma 4.10 loses up to
N — 1, and the analysis would need $ > 2N in place of 3 > N + 1.

Every value occurring in the two conditions of L, g is a bit, so unlike the one-hot check of
Step 5, the range check needs no lower bound on its modulus. We therefore run it over @, the
smallest of the three moduli, and Step 4 carries its guarantee to [v”], and [v?];. Together
with bit-ness of v, the check consists of n’ + nyg + 1 equations of degree two with O(n')
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monomials in total, so by Corollary A.4 it costs O(logn’) rounds, n' + nes + O(d logn’) calls
to Fagg-Input by P,, and O(dlogn') calls to Fagg.-Open, which is the cost of the bit check of
Appendix A.4 up to constants.

If none of g, t and @ satisfies the precondition of Protocol B.3, the parties bring in a
further auxiliary modulus Q that does: each P, additionally provides [v7] ) in Step 2, and

Step 4 checks all four sharings against each other. We suggest to choose ) as a power of a
prime already occurring among ¢, t and @), since the sharing over that modulus then follows
from [v7] ) by a DivModConv command and Q replaces it in the check instead of joining as a
fourth modulus.

The auxiliary modulus @ serves the same purpose as in Protocol 4.6, and the options for
choosing it carry over, with ¢ in the role of the modulus to relate ) to. Taking () = ¢ leaves
Step 8 nothing to do, and taking @ to be a small divisor of ¢ replaces the maBits of that step
by shared random bits over ¢ (since they can be reduced to @ via DivModConv).

Theorem 4.13 (Security of IIyodconv2). Let Q@ € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv, q,t, L,id,id’) by
TUNNING HI(\Z/itofConvz (Protocol 4.8) for some polynomially bounded 5 with N +1 < 3 < q such
that L — 1 < q — [Nq/B], with its preprocessing phase run by Protocol /.11 with auxiliary
modulus Q, and passes every other command on unchanged. Provided that every ModConv
command admits such a (B, this protocol statistically realizes f/]\\/éB+ModConv in the (f/ﬁ/éB,

FRrand)-hybrid model with simulation error negl(k) per ModConv command.

Guaranteed Output Delivery. ITyodconv2 (Protocol 4.8) supports ABB instantiations with
GOD as well, but its preprocessing takes inputs from the parties, which can fail the checks.
Every check concerns the input of a single party, so a rejection names that party, and an
honest party is never rejected. On a rejection of P,, or if P, supplies no input at all, the
parties replace its contribution by the public default m? := 0, i.e., the offset 0 together with
07 == (1,0,...,0), and skip its remaining checks. Privacy is untouched, since one honest mask
suffices.

4.3 Modulus Conversion With Unbounded Input

Protocol 4.14 gives our third protocol ITmedconvs, Which avoids the bound on z at the cost of
one more online round.

t
,-[ Protocol 4.14. IT} . ([x],) J

This protocol performs modulus conversion without precondition, i.e., the input x is
unbounded.

Ideal Preprocessing;:

1. Sample m & Zg and let b, ..., b,—1 be its bits, where n = [logq].

2. Store [m], together with the preprocessed data of Hé’:egCompare (Protocol 7.4) for the
bits by, . . ., by—1 and block size g := [logn—loglogn], which contains [bo]¢,- - ., [bn—1]-

Online Phase:

1. Open [y]q = [z]q + [mlq-

2. Compute ([It], [eq]:) + Hé’i’gcompare(y) (Protocol 7.4), and set [c]: == 1 — [It]: — [eq]:-

3. Return [z]¢ ==y — [m]¢ + ¢ - [c]¢, where [m] == 3"y 20 - [bi]¢-

A

Remark 4.15. When ¢ divides ¢, the sharing [m], need not be stored here either: the parties
can convert the bits [bo]¢, . .., [bn—1]: to modulus g via DivModConv and recombine them as

[mlq = e 2" - [bilg-
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Preprocessing. We produce the preprocessing material via Protocol 4.16, which works
similarly to Protocol 4.6, with two changes. First, there are no intervals here, so the mask
needs no decomposition into an interval index and an offset. Second, instead of the corrections
u;, it stores the mask bitwise over t.

f[ Protocol 4.16. Secure preprocessing for Hll\l/if)dconﬁ with auxiliary modulus @ j—

This protocol is parameterized by an auxiliary modulus ) € M, which may or may not
coincide with one of ¢ and t.

1. For i € [n], sample ([[bi']]Q, [bilg. [bilt) « Fass-maBit(Q, ¢, t).
2. Define [m] = 3=,cp, 2" - [bi]-
3. If ¢ is not a 2-power:
(a) Compute ([It]q, [eqlq) <+ H?gﬁpare([[bo}]@, ..+, [bn—1lq, q) (Protocol 3.4), compar-
ing m against q.
(b) Open [lt]g. If the opened value is 0, start from the beginning; after x unsuccessful
iterations, abort.
4. Run the preprocessing of H;:;fCompare (Protocol 7.4) on [bo]¢, - - -, [bn—1]¢ and the block
size g = [logn — loglogn].
5. Store [m], together with the preprocessed data of ITprepCompare-

o J

Theorem 4.17 (Security of IIyvodconvs). Let Q € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv,q,t, L,id,id’) by
runnIng H,(\I,iidconv3 (Protocol 4.14), with its preprocessing phase run by Protocol /.16 with
auxiliary modulus @, and passes every other command on unchanged. If the symmetric function
protocol in Step 2 of Hprepcompare (Protocol 7.4) is statistically secure with simulation error at
most €, then this protocol statistically realizes .F,%B+Modconv in the ]:%B—hybrid model with
simulation error at most 27" + [log q| - € per ModConv command.

Remark. In order for ITmodconvd to take two online rounds, Step 2 of Protocol 7.4 has to
use a one-round symmetric function protocol, such as those of Section 7.1, which require
a sufficiently large ¢t. Assuming a sufficiently large t is w.l.o.g., since the parties can run
IT\iodconva for a sufficiently large power ¢’ of the prime dividing ¢ and turn its output [z]y
into [x]; by a DivModConv command.

Guaranteed Output Delivery. IT\odconvs (Protocol 4.14) and its preprocessing support
ABB instantiations with GOD as well, with nothing to change. The cutoff of Step 3b is again
the only abort they add.

5 Realization with SPDZ,x

Our protocols are stated in the ABB model, where every Open command returns the correct
value or aborts. In this section, we realize a modulus conversion followed by the opening of a
value computed from its result on top of SPDZ,x [CDET18], i.e., we describe how the openings
are checked and what this costs in rounds and in bits. This is the shape that threshold
decryption takes: the parties hold [z], and run the online phase of a conversion protocol IT
on it, which yields [z]; they then compute [v]; from [z]; and from sharings they already
hold by Comb commands, which is local, and open it. In threshold decryption, v contains the
plaintext. The benchmark in Section 6 runs the online phase in this realization. It follows the
pipelined authentication that Zyskind et al. [ZZLP25] propose for their protocol, with two
differences that we point out below.
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SPDZ,: Preliminaries. Let ¢t = 2¥ be the target modulus and let x be the statistical
security parameter. We write [a] for an additive sharing of a € Zgr+~ without a MAC, and
[a]” for the share of Py, so that >__[a]” = a (mod 2577). In SPDZyk, a value = € Z; is held
as an authenticated sharing [z] = ([£], [A2]), where & € Zorix satisfies & = x (mod 2¥), and
the key A = )" _[A]? is the integer sum of key shares [A]” € Za~ and is never opened. Such
an authenticated sharing realizes the ABB handle [z];. Both kinds of sharing are linear, so
every Comb command is local. For a 2-power ¢ = 2¥ dividing ¢, reducing the shares and
MAC shares of [z]; modulo 2¥+* preserves both congruences and yields [x],, which is how
DivModConv comes for free.

To open [z], every party broadcasts [Z]?, and everyone computes &. Here, broadcasting
means sending the same message to every other party over authenticated point-to-point
channels, which is what the benchmark in Section 6 does. We assume no broadcast channel,
so a corrupted party may also send different messages to different honest parties. Nothing
about this is authenticated yet: a corrupted party may broadcast [Z]” + ¢ for any ¢§ of its
choice, and the honest parties then reconstruct z + 6.

The MAC check of SPDZyi catches this in two further rounds, one to commit to a check
share and one to reveal it. Let Commit be a non-interactive commitment scheme realizing
an ideal commitment functionality, as in [DPSZ12]: a commitment by P, to a (a value or
a tuple of values) is ¢ := Commit(o,a;p) for fresh randomness p, and revealing a means
sending (a, p), which the receivers check against ¢ and the sender’s index o, so that no
party can open another party’s commitment as its own. In the random oracle model (ROM),
Commit(o, a; p) = H(co||p|la) is such a scheme. The probability bounds in this section treat
Commit as ideal.

To check the MAC, every party computes its share z, = [A]”% — [AZ]? of the check,
commits to it, and reveals it in the next round, and the parties accept if > 2, =0 (mod 2’“’*")
for a value opened modulo 2¥. For honest parties the sum is Az — Az = 0, whereas an error
d Z0 (mod 2’“/) turns it into Ad plus whatever offset the corrupted parties add to their own
Zs. The commitment fixes that offset before the honest z, are seen, so it has to equal —Ad
for the unknown A, which happens with probability at most 27%.

In SPDZ,x proper, the parties broadcast their shares of & + 2% for a preprocessed random
[r] with r € Zox in place of Z, since the upper x bits of & may depend on secrets, and the
MAC check runs on & + 2Fr. We call this opening [z] with extra mask [r]. Only r mod 2~
and Ar mod 2" enter such an opening, so an extra mask is stored as a k-bit share and a
k-bit MAC share per party, i.e., 2 bits, as SPDZ,x does [CDET18]. The same extra mask
serves an opening over a divisor oK of t, where the parties broadcast their shares of Z + 2K .
Sometimes the extra mask can be omitted, as we discuss after Protocol 5.1.

Two Checks. The online phase of IT opens the masked value y (and, for ITyodconys, the values
of its constant-round subprotocol), and the opening of [v]; follows. One commit-and-reveal
can check several openings at once, with one z, per opened value, and we check all openings
of IT together. The opening of [v]; needs a MAC check of its own, because the MAC check
on y has to complete before v is revealed. To see why, suppose v were revealed before the
MAC check on y has completed. An error § on y then makes the honest parties read off the
interval index a(y + 0) and subtract the correction for that interval, so what they reveal is v
shifted by a public multiple of the difference of two corrections — a quantity that reveals the
interval index of the mask m and thereby, since y = x + m is public, information about x.
The adversary learns that quantity and is only caught afterwards. The protocol of [ZZLP25]
faces the same constraint, for the same reason.

Run one after the other, the two MAC checks and the opening of [v]; take five rounds
beyond those of IT: two for each MAC check and one for the opening. Following [ZZLP25|, we
pipeline them into three rounds (beyond those of IT), as follows.
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1. Run the online phase of IT on [z],, which opens y, and compute [v]; from the result.

2. Open [v]¢ + [w]: for a preprocessed random pad w (which leaks nothing even before the
MAC check on y) and commit to the shares of the MAC check on y.

3. Reveal the shares of the MAC check on y and commit to those of the MAC check on
v + w; verify the MAC check on y.

4. Reveal the shares of the MAC check on v+ w and open w; verify the MAC check on v + w.

This is not yet complete: the opening of w is not checked. Checking it the same way would
take two more rounds. Instead, we let the preprocessing authenticate w a second time, under
a one-time key, and open this MAC and the key together with w; by Lemma 5.2 below, this
suffices, provided the shares of these last-round openings were committed to in an earlier
round.

Protocol 5.1. Conversion by IT € {IIpmodconvi; IIModConv2s IIModConv3} followed by an
opening, in SPDZqx

Precondition: The parties hold [z],, with z satisfying the precondition of II, and the
sharings over Z; from which [v]; is computed.

Ideal Preprocessing:

1. For j € {0,...,¢}, sample r; & Zor, where £ is the number of values that the online
phase of IT opens.

2. Sample @ & Zoiin and v & Zorsn, and let [w]; = ([@], [Ad]).

3. Store the preprocessing material of IT and ([ro],. .., [re], [w]:, [7], [yw]).

Online Phase: Abort whenever a commitment fails to open or a MAC check fails.

1. Run the online phase of I on [z], without MAC checks, its j-th opening being with
extra mask [r;], obtaining [x]:, and let yi, ..., y¢ be the values it opens.

2. Compute [v]; from [z]; and the held sharings by Comb commands, and open [v]; + [w]:
with extra mask [ro]. Commit to the shares of the MAC check on y1, ..., yy.

3. Reveal the shares of the MAC check on y1, ..., y, and check them. Commit to the share
of the MAC check on v + w and to [@]?, [yw]? and [7]°.

4. Reveal the share of the MAC check on v + w and check it. Reveal [w]?, [yw]? and
[v]%, check that > _[y@]® = (3, [7]°) (X, [@]°) (mod 28+%), and output v = (v +w) —
w mod t.

In Step 4, where w is opened, y has already been verified, so the honest parties’ shares of
v 4+ w are correct. A corrupted party can still send a wrong share of v 4+ w, which the MAC
check on v + w catches, or a wrong share of w, which Lemma 5.2 below covers. The online
phase takes the rounds of I plus three, i.e., four rounds for ITpmodconvi and Ipodconve. We do
not prove the pipelining secure: it interleaves the openings and MAC checks of SPDZy in a
way that its proof does not cover, so a formal proof cannot rely on SPDZqx as a black box.

Our realization differs from that of [ZZLP25] in two points. First, we support several
modulus conversion protocols, which saves a round with ITpmodconvi OF IIModConv2. Second,
in [ZZLP25| the revealed shares of w are checked only against the commitments the parties
make to them online, whereas we additionally check them against the one-time MAC on w.
The commitment alone does not authenticate the opening of w: it binds a party to a value
of its choosing, but not to the share that the MAC on w refers to. A corrupted party can
commit to [w]? + §, use [w]? in the opening of v + w, and reveal [W]” 4 §; the honest parties
then output v — § and do not abort. The pipelining of [ZZLP25] as described therefore fails
correctness with abort, and the one-time MAC on w resolves this issue (cf. Lemma 5.2).
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Omitting Extra Masks. An extra mask serves only to make the upper x bits of the opened
value independent of the secrets, i.e., uniformly random given everything else the adversary
sees, so that the opening reveals nothing beyond the value itself.

— The extra mask [r;] on y; with j > 1 can therefore be omitted whenever the structure of
II already grants g; this property. For IIpmodconvt and Ilyedconv2, this is the case when
[m]g is stored with uniformly random upper bits, since § = & + . It is not the case when
[m], is instead obtained from a correction [u;]¢ by DivModConv (Remarks 4.4 and 4.9),
as in our threshold decryption application (Section 6): the bits k' to k — 1 of 7i are then
bits of u;, rather than fresh randomness, so the opening of y needs the extra mask [rq].

— The extra mask [rg] can be omitted whenever some sharing enters [v]; with an odd
coefficient and has upper k bits that are uniformly random and hidden by the extra
masks of all other openings, since the upper bits of ¥ are then uniformly random given
everything else the adversary sees. In our threshold decryption application, this holds
for the correction [uq(y) ¢ of Hmodconvi and IImodconv2 (resp. the bit [bo]: of Imodconv3),
which enters [v]; with coefficient 1, provided that the corrections Jug]y,. .., [ug—1]: (resp.
the bit [bo]¢) are stored with uniformly random upper bits.

In both cases, the omission requires that some sharing is stored with uniformly random upper
bits. The preprocessing can achieve this by adding an extra mask scaled by the modulus to
the sharing before storing it; the corrections [uoly, ..., [ug—1]+ can all receive the same extra
mask, since the online phase uses only one of them.

Batching. Several decryptions can be batched, i.e., run in parallel with the same one-time
key v, so that the preprocessing of [y] and the reveal of [y]? are paid once per batch. An
abort in one decryption aborts the whole batch, and a message that does not arrive by the
end of its round counts as an abort.

Lemma 5.2 (One-time MAC). Consider one or several parallel executions of Protocol 5.1
that use the same [y]. Then, in each execution, the parties either abort in Step 4 or the revealed
shares of [W] sum to @ modulo 2%, except with probability at most 27F.

Proof. Fix one execution and let 6, dy; and d, be the amounts, modulo 2kt by which the
revealed shares of [w], [yw] and [y] sum to more than w, v and ~; these are the errors that
the corrupted parties introduce, and the honest parties contribute nothing to them. The check
of Step 4 passes if and only if 8,5 = v6y + 6 (@ + 0p) (mod 2¥F%). The corrupted parties
commit to 0y, 0,5 and 6, in Step 3, when no honest [y]? or [yw]” has been revealed yet, so
at that point 7 is uniform in Zor+x from their view. If 6, = 0 (mod 2%), the reconstructed
value is correct whether or not the check passes. Otherwise 5 = 2°d with e < k and d odd,
50 Y8y mod 25T% is uniform over 2F+57¢ > 25+ yalues, and the check passes with probability
at most 277, ]

Communication. Per decryption, a party sends each other party its share and its share
of the MAC check for every opened value (2(k' + «) bits for a value opened modulo 2%,
and [w]? and [yw]? for the opening of w (another 2(k + k) bits). Per batch, it sends [y]?
and, per commit round, one commitment and its opening. For IIpodconvi and IlvodcConve With
k =k =64 and ¢ = 253, the per-decryption total is 2 - 127 4+ 2 - 128 + 256 = 766 bits. Under
the same realization, the protocol of [ZZLP25| sends 2 - 127+ 2 - 73 + 2 - 128 + 256 = 912 bits,
for its openings modulo 253, 29 and 2% and the pad.

Preprocessing of the Pads. The one-time MAC [yw] is a MAC on @ under a second key,
and the proof of Lemma 5.2 uses that it sums to y@ modulo 2¥** for the same 1 that [A]
refers to. A dealer guarantees this by construction. Without a dealer, the parties have to
compute [yw] from [y] and [@], and a product protocol that lets a corrupted party enter [@]7+n
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in place of its share breaks the guarantee: the stored product is v(w + n), the party reveals
[w]? 4+ n in Step 4, the check passes, and the honest parties output v — 7. The multiplication of
SPDZyk on [w]; and an authenticated -y does not suffice either: the preprocessing functionality
of SPDZqk leaves the upper & bits of a triple uniformly random [CDE"18], so the product is
correct only modulo the value modulus 2%, whereas the check of Step 4 needs it modulo 287,

We therefore compute the product in a second instance of SPDZ,x, with value modulus
2k+% and statistical security parameter , i.e., with shares modulo 2¥72% under the same key
A: the parties sample w and 7y as random authenticated values of that instance, multiply
them using one of its authenticated triples, with the two openings of the multiplication
MAC-checked as usual, and reduce the three resulting sharings modulo 2¢T*, which yields
[w]e, [y] and [ya0]. The product is correct modulo 2¥+* except with probability at most 27~
by the security of SPDZ,x. Per pad, this takes one triple of the second instance, whose shares
are k bits wider, and two openings, all in the preprocessing; the stored material is that of
the reduced sharings, as listed in Protocol 5.1. Since the executions of a batch share -, one
authenticated ~y serves all pads of a batch.

6 Benchmark and Comparison to Prior Work

We implemented the online phase of our conversion protocols and of the threshold decryption
of Zyskind et al. [ZZLP25|, both under the realization of Section 5, in one code base.?
To our knowledge, theirs is the fastest previously published threshold-decryption protocol
with a public implementation, and hence the closest point of comparison to our own online
phase. Both protocols share the arithmetic, the MAC checks, the commitments and the
networking, so that the comparison measures the protocols rather than their implementations.
Our implementation serves for both ITyodconvi (Section 4.1) and Iyedconve (Section 4.2),
which differ only in the width g of the correction table. The two differ by less than 3% in
every configuration of Tables 6.1 and 6.2, so we report the numbers of IIpodconvi-

Setup. All parties run on one machine with an Intel Xeon Silver 4314 (16 cores, 2.4 GHz),
one core per party, and communicate over emulated links with the stated round-trip time
and a per-party bandwidth cap in both directions. The preprocessed material comes from
a simulated dealer and is in memory before the measurement starts, as in the benchmark
of |ZZLP25], so the measurement covers the online phase only. Every run checks its outputs
against the plaintexts, and every MAC check and commitment is in place. We report the
median of 15 repetitions after a warm-up.

Parameters. We use the LWE parameters of [ZZLP25|, namely dimension 1024, ciphertext
modulus ¢ = 26 and plaintext modulus 2, with x = 64. The plaintext is the most significant
bit of the decryption value, so we follow the route for this encoding described in Section 1:
the parties add 26! to the shared decryption value and reduce their shares modulo 293, both
locally, and the value to convert is the shifted noise e 4+ 2!, so the source modulus for our
protocol is ¢ = 263 and the target is the ciphertext modulus t. For IT\odconvi We take 8 = 2
and for Ilyodconyv2 the smallest 2-power 8 > 2V, so that both protocols are correct and secure
for any noise e with |e| < 261, For the protocol of [ZZLP25] we keep the parameters of their
evaluation, which round the noise away digit by digit with 8-bit digits.

Table 6.1 lists the runtime of a single decryption, without a bandwidth cap, since a single
decryption sends very little. The runtime is dominated by the round-trip time, whereas the
number of parties has only a mild effect. This matches the number of rounds: a decryption

% https://github.com/AarhusCrypto/modulus-operandi
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takes five rounds in the online phase of [ZZLP25| and four in ours, MAC check included, so
theirs takes two and a half round trips plus the local computation, and ours two.

Table 6.1. Runtime in ms of the online phase for a single decryption.

RTT 1ms RTT 10ms RTT 100 ms

Parties  [ZZLP25] Ours [ZZLP25] Ours [ZZLP25] Ours

2 2.9 2.3 25.5 20.3 250.6  200.6

3.2 2.6 25.7  20.6 251.0 200.8
8 3.7 3.0 26.3 21.1 251.6 201.3
16 4.2 3.3 270 218 252.8 202.2

Table 6.2 gives the throughput of the online phase when decryptions are batched. Each
party runs 256 instances of the protocol at once, each on a batch of 256 decryptions (i.e., 65536
decryptions in flight), with their rounds interleaved, so that one instance computes while the
messages of the others are on the wire. At 100 Mbit/s both protocols are bandwidth-bound,
and the ratio follows that of the communication: per decryption, a party sends each other
party 116 bytes in the protocol of [ZZLP25| and 96 in ours, i.e., the counts of Section 5
with every value rounded up to whole bytes. At 1 Gbit/s the local computation binds for few
parties, and the gap narrows to a factor of 1.1.

Table 6.2. Throughput of the online phase in decryptions per second, at a round-trip time of 1 ms and the
stated per-party bandwidth, with 256 instances of 256 decryptions in flight.

100 Mbit /s 1 Gbit/s

Parties  [ZZLP25] Ours [ZZLP25| Ours

2 85151 99247 225645 250742
33435 38941 152374 175330
14380 16694 93403 109732
16 6623 7755 51976 62716

Our implementation of their protocol is faster than their own: [ZZLP25] report a latency of
8.48 ms and a throughput of 64 319 decryptions per second with 4 parties at 1 ms and 1 Gbit/s,
whereas ours achieves 3.2ms and 152 374. We therefore compare against our implementation
of their protocol rather than against their published numbers.

7 One-Round Comparison with a Public Threshold

The online phase of IT\yodconvs (Section 4.3) compares a bitwise shared value against a
public threshold. In this section, we construct one-round protocols for this task. Recall from
Section 3.2 that the comparison comes down to the suffix-AND of the agreement bits e;,
computed by the template ITcompare (Protocol 3.4). Observe that each suffix product E; in
Ilcompare is a symmetric function of the bits ej, ..., e,_1. Therefore, when minimizing the
round complexity is desired, one can use a constant-round symmetric function protocol. For
instance, the interpolation of [DFKT06] through the possible values of the sum of the bits
takes one round when the sum is opened under an additive mask from the preprocessing.



28 Ivan Damgéard, Sebastian Hasler, Sebastian Kolby, Stanislas Pawlak

However, the interpolation over Zg requires n — j < p, where p is the prime dividing @, so for
small p (in particular for p = 2) a one-round protocol is still missing. In Section 7.1, we close
this gap with two one-round symmetric function protocols, enabling one-round instantiations
of the comparison protocol over powers of arbitrary primes. In Section 7.2, we optimize the
comparison protocol for the case where the secret m is fixed by preprocessing and only the
public T" arrives online.

7.1 One-Round Symmetric Function Evaluation

We present two one-round protocols for evaluating a symmetric function ¢ on shared bits
[bolq,-- -, [bu—1lg, i-e., a Boolean function whose output depends only on the number of
1-bits in the input: the first protocol is for @) a 2-power and the second protocol is for @ a
power of an odd prime. Both open a masked sum of the input bits and read the result off a
lookup table prepared in the preprocessing, so the online phase amounts to one opening and
local computation.

2-Power Moduli. For Q = 2*, we present our protocol IsymFuncPow? (Protocol 7.1) below. In
the preprocessing, we use the macro Equal, which takes a public bit and a shared bit and outputs
a shared bit indicating whether they are equal, i.e., Equal(a, [b]) := a[b] + (1 — a)(1 — [b]).

/{ Protocol 7.1. HébymFuncPOWZ([[bO]]Q7 ooy [bu=1]o) J

This protocol securely evaluates the symmetric function ¢ on shared input bits by, . .., by—1
and outputs the result in shared form. Let £ := [logy(u + 1)].

Precondition: b; € {0,1} for every j € [u], and Q = 2 > w.

Preprocessing:

1. For i € [¢], sample [r;]q < Fags-RandomBit().

2. For j € [2°]: let (ji)iepq be the bits of j and compute [8[j]]q = [Ticig Equal(i, [ri]q).
3. Store ([6]5]]Q) ep-

Online Phase:

1. Let [B]g = Z;'L;ol [bjlq- Note that B is at most an ¢-bit number.

2. Compute [s]q =307 - [6[5]]@ + [Blg and open s mod 2¢.

3. Return (via local computation)

[¢(bo, - - bu-1)]@ = [6(B)lq = Y _ ¢(j) - [8[s — j mod 2]]q.
5=0

“ Observe that & is the one-hot vector of r ==}, 2t ie., &[] = 1{j = r}.

Privacy of IIsymFuncPow2 follows from the fact that the only opened value is uniform
modulo 2¢. For correctness, observe that s = r + B (mod 2¢), hence 8[s — j mod 2] =1 <=
s—jmod 2/ =r <= j=B (mod2Y) «= j = B (since j, B < u < 2°), so the output is a
sharing of ¢(B).

The online phase of IIsymFuncPow2 Performs only one opening, and the preprocessed data
consists of 2¢ < 2(u + 1) sharings modulo Q. The preprocessing can be realized in O(loglogw)
rounds with 2¢ — ¢ —1 multiplications (using a divide-and-conquer approach that first computes
the one-hot vector for each half of the bit decomposition of r and then combines them in one
more round, where the products with the last entry of either half follow linearly from the
others, since each one-hot vector sums to 1). Alternatively, the preprocessing can be realized
in constant rounds with O((ulogu + k)(loglogu)?) interactive commands, for a statistical
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security parameter k, by doing the fan-in-¢ multiplications in Step 2 via our preprocessing-free
symmetric function protocol of Section 8.2, with all instances drawing their units from one
pool as in Section 8.3.

Odd Prime Powers. For Q = p* with an odd prime p, the interpolation under an additive
mask applies only when u < p. For larger fan-in u, we give the following protocol IlsymFuncAnyp;
which is very similar to IIsymruncpow2 (Protocol 7.1), except that we resort to statistical
masking of the input because we no longer assume ¢ to be a 2-power. This comes at the cost
of an overhead related to the statistical security parameter. Moreover, since the mask now has
to be stored anyway, the preprocessing stores the lookup table itself rather than the one-hot
vector, so that the online phase reads the result off the table directly.

f[ Protocol 7.2. Hg)ymFuncAnyp([[bO]]Q’ oo [bu—1]) }

This protocol securely evaluates the symmetric function ¢ on shared input bits by, ..., by,—1
and outputs the result in shared form. Let ¢ := [logy(u + 1)]. We write ¢ as a function of
the number of 1-bits, extending it by ¢(h) := 0 for h > w.

Precondition: b; € {0,1} for every j € [u], and Q = p* > 2¢+++1 where & is a statistical
security parameter.

Preprocessing:

1. For i € [{ + k], sample [r;]g < Fapg-RandomBit().

2. Compute [R]q = > ;citx) 20 [rilo-

3. For j € [2°]: let (ji)iepq be the bits of j and compute [8[j]]q = [Ticig Equal(i, [ri]@).
4. For z € [2], compute [¢(z — r mod 2°)]¢g = > =0 0(4) - [0[z — j mod 2] o-

5. Store [R]g and ([¢(z — r mod 24)]]Q)Z€[2e].

Online Phase:

1. Let [B]g = Z;f;é [b;lo- Note that B is at most an ¢-bit number.

2. Compute and open [s]g = [R]q + [Blo-

3. Return the stored sharing [¢(bo, ..., bu—1)]g = [¢(z — r mod 2%)]¢ for z = s mod 2°.

¢ Again, § is the one-hot vector of r := Zie[e] 2y,

Privacy of IIsymFuncAnyp follows from the fact that the only opened value is statistically
indistinguishable from a uniform (¢ + x)-bit number. For correctness, observe that §[z —
j mod 2¢] = 1 if and only if j = z — r (mod 2%), so the sum in Step 4 is indeed a sharing of
#(z — r mod 2¢). Moreover, 7 = R mod 2¢, hence s = r + B (mod 2°), and since B < u < 2¢,
the output is a sharing of ¢(s — r mod 2¢) = ¢(B).

As for IlsymFuncPow2, the online phase of IlsymFuncanyp Performs only one opening, and the
preprocessed data consists of 2641 < 2(u+1) sharings modulo @. The preprocessing takes the
same O(loglogu) rounds and 2¢ — ¢ — 1 multiplications. The statistical masking comes at the
price that we need Q > 2¢+%*+1. In some cases, this comes for free, if the application already
requires () to be this large, and in general, we can always use an ABB instance where Q) is
chosen to be large enough, and in the end reduce modulo the power of p that the application
wants.

7.2 Optimized Comparison with Preprocessed Secret

In our use case for the one-round comparison (IIpmodconv3 i Section 4.3), the two sides arrive
at different times: the secret bits by, ..., b,—1 are produced by the preprocessing, whereas the
threshold T is determined online. In this subsection, we exploit this asymmetry by splitting
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the bits into blocks and preprocessing the products within each block, which reduces the
fan-in of the ANDs that need to be computed online. A single block of all n bits would make
the comparison local, but the number of products within a block is exponential in its size, so
we keep the blocks small.

For any set S C [n] of positions, writing S1 := {1 € S : T; = 1} and by = [[;;; b; for
U C [n], we have

[e=1]b- J] a-v0= > )"y (7.3)

i€s €S ieS\S S1CUCS

The right-hand side is a linear combination of the products by, with coefficients that are
public once T is known. Therefore, if the preprocessing stores a sharing of by for every U C S,
the parties can compute the product of the e; over S locally in the online phase. Storing every
such product is affordable only for small S, since there are 2/5 of them. We hence partition [n]
into blocks of g positions, store the products within each block, and compute each E; as an
AND of one factor per block, i.e., of fan-in roughly (n — j)/g instead of n — j. This makes the
evaluation of the AND cheaper by roughly a factor of g. We give the protocol in Protocol 7.4.

PrepCompare

,_[ Protocol 7.4. [1$"4 ([bolgq, - - - [ba—1lo; T) }

Precondition: g > 1, b; € {0,1} for every i € [n], and T € [2"]. The sharings [b;]¢ are
available in the preprocessing phase.
— Write T; for the bits of T', so that T = Zie[n] 20T
— Let w:= [n/g] and, for h € [w], let S, == {n—(w—~h)g,...,n—(w—h—1)g—1}N[n],
so that Sp,...,Sy—1 partition [n] into blocks of g consecutive positions, the lowest
block Sy possibly smaller.
— For j € [n], let h; € [w] be the index of the block containing j, i.e., j € Sp;, and let
uj = w — h; be the number of blocks intersecting {j,...,n — 1}.
— Write by := [ [,y b for U C [n].
Preprocessing:
1. For h € [w] and every U C S}, with |U| > 1, compute and store [by]q.
2. For j € [n] with u; > 2, run the preprocessing phase of a symmetric function protocol
for an AND of fan-in u; (see below).

Online Phase:
L. For j € [n],let S:={i € Sy, :i>j} and S1 = {i € S : T; = 1}, and compute locally

lajlo = > (=D by ]q.

S1CUCS

2. Setting [E,]q = 1, compute for all j € [n] in parallel

[Eilo = [l ] [ammns.]e

h>h]'

by the symmetric function protocol prepared in the preprocessing.
3. Return [eq]q = [Eo]q and [Itlg = 3 (. =1 ([Ejle — [Eile)-

- J

Protocol 7.4 opens no value outside of the symmetric function protocol (for computing
the ANDs in Step 2 of the online phase), so its security is that of the symmetric function
protocol, and it remains to prove correctness.
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Theorem 7.5 (Correctness of Ilprepcompare). Let Q € M and let the precondition of
Protocol 7.4 hold. Write m = Zz‘e[n] 2ib;. If the symmetric function protocol for the ANDs

across blocks is correct, then ITS™2 (Protocol 7.4) returns [It]g and [eq]q with It =

PrepCompare

H{m < T} and eq =1{m =T}.

Proof. By Eq. (7.3), applied to S = {i € Sp; 1 i > j}, we have aj = [[;cq, ;> €i for every
]7 -

J € [n]. Since the blocks above Sh, are exactly Sy, for h > hj, and amin s, is the product of

the e; over all of Sy, the AND across blocks for position j equals E; = HZL;JI e;, i.e., the same

value as in Icompare (Protocol 3.4). The claim thus follows from Lemma 3.2. O

The AND across Blocks. Each AND across blocks is an AND of u; < w shared bits, i.e.,
a symmetric function of these bits. Any symmetric function protocol with preprocessing can
be used here, and the choice can be made per AND. Let Q = p*.

— For u; < p, the interpolation of [DFK*06| under an additive mask takes u; preprocessed
sharings, namely the first u; powers of the mask.

— For u; > p, the one-round protocols of Section 7.1 take 2Mog, (u; +1)] 2(u;+1) preprocessed
sharings. (The protocol for p > 3 additionally requires @ > 2Mlogs (uj+)1+a+1 where £ is
the statistical security parameter. This can always be satisfied by working over a larger
power of p.)

Choosing the Block Size. The preprocessing of ITprepCompare Stores w - (29 — g —1) products,
and the ANDs across blocks have ., u; ~ n?/(2g) inputs in total, each of which takes
at most two preprocessed sharings. The sum n?/g + (n/g) - 29 is minimized at g = logn —
loglogn + O(1), which yields O(n?/logn) preprocessing overall, against O(n?) without our
blocking optimization. We therefore suggest the block size g = [logn — loglogn|. Table 7.6
lists the preprocessing for n = 63 (i.e., for the source modulus ¢ = 2% that the threshold
decryption in Section 6 also uses). There, the suggested g = 4 is the best block size, and with
it, our blocking optimization reduces the preprocessing by roughly 3x.

Table 7.6. Preprocessed sharings of Protocol 7.4 for p = 2, n = 63 and block size g, counting the stored
products and 2M°82(4+D1 sharings per AND across blocks (cf. Section 7.1). Block size 1 is the protocol without
our blocking optimization.

Block size g 1 2 3 4 5 6

Products 0 31 84 169 316 574
Lookup table entries 2728 1424 1080 768 648 576
Total 2728 1455 1164 937 964 1150

8 Constant-Round Protocols without Preprocessing

In this section, we construct constant-round ABB protocols without preprocessing for evaluat-
ing symmetric functions and for comparing bitwise shared values modulo Q = p*, where p is an
arbitrary prime, at communication quasi-linear in the number of input bits. Throughout, we
count the interactive commands of Fagg (cf. Section 3.1), each of which costs communication
that depends only on its realization and the number of parties, so the communication of
a protocol is proportional to its count of interactive commands. We state these counts for
constant p.
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For a symmetric function of u shared bits, [DFKT06] interpolate a polynomial over Zg
through the u + 1 possible values of the sum of the bits, which requires these values to be
units with invertible pairwise differences, i.e., p > u + 1. The protocol of [CFIK03| works over
any ring in constant rounds, but at communication O(u*) for the branching program that
counts the ones among the u bits. In Section 7, we constructed one-round protocols for both
tasks over any prime power in the preprocessing model, but computing their lookup tables by
a multiplication tree takes O(loglogu) rounds for w input bits.

This section is structured as follows. In Section 8.1, we generate random shared bits
and digits in constant rounds over arbitrary prime-power moduli. In Section 8.2, we give
a protocol for symmetric functions that moves the interpolation of [DFKT06] to a Galois
ring, which contains enough interpolation nodes for any p, at communication quasi-linear
in u. In Section 8.3, we open a masked sum of the input bits, as in our SymFunc protocols
from Section 7.1, but compute the entries of the lookup table on demand with the protocol
of Section 8.2, which reduces the communication of an AND of u bits from quasi-linear to
polylogarithmic in u. Since comparing bitwise shared n-bit values amounts to n such ANDs
(cf. Section 3.2), we obtain a constant-round comparison at quasi-linear communication as a
corollary.

8.1 Random Bits and Digits for Prime Powers

The protocols of this section use Fagg as a black box, and the only command they need
beyond arithmetic and openings is RandomBit (cf. Section 3.1). In this subsection, we show
how the standard realizations of Fagg provide this command in constant rounds for every
prime power ¢ = p¥ (the only part of this section that depends on the secret sharing scheme),
and then build random digits modulo p from random bits.

0dd Prime Powers. The protocol of [DFKT06] draws a random [a],, opens a?, and divides
[a], by a fixed square root of a?, which yields a uniform sign +1 and hence a random bit
after adding 1 and halving. This works for any odd prime power ¢, since a unit square modulo
q has exactly two square roots, which differ by sign, and 2 is invertible.

2-Powers under Additive Sharing. For ¢ = 2¥, neither step applies, and [DEF+19] resolve
this for SPDZ2k [CDET18], i.e., for additive sharing with dishonest majority, by working
modulo 4¢: the parties draw [u]sg, set [a]sq = 2[u]sq + 1, open e = a?, and let ¢ be the
smallest square root of e modulo 4¢q. Then ¢ 'a = 1 (mod 2¢) with equal probability, so
w = c"la +1is 0 or 2 modulo 2¢, and the parties halve their shares of [w]s, and reduce
modulo ¢ to obtain [b], for a random bit b. Only the halving relies on the sharing being
additive: a is held as 2u; + 1 by P; and as 2u; by every other party, so after the multiplication
by the odd scalar ¢! and the addition of 1 by P;, the shares ¢ 1(2u; + 1) + 1 and 2¢tu; are
all even.

2-Powers under Shamir Sharing. With an honest majority, the standard realization
of Fagg modulo a prime power is that of [ACD"19], i.e., Shamir sharing over a Galois
ring extending Zg, in which Z, is the subring of constant polynomials. We observe that the
protocol of [DEFT19] runs unchanged over the corresponding extension of Z4,. Here, a share
is an evaluation of the sharing polynomial rather than a summand, so the argument for the
halving changes: a is shared by the polynomial 2¢(X) + 1, where g shares u, hence w by
c1(2g(X) +1)+1 =2c"1g(X) + (¢! + 1), every coefficient of which is even since ¢! is
odd, so halving every share yields the sharing of w/2 by the polynomial with the halved
coefficients. The protocol requires each party’s u; to lie in Z4, rather than in its extension,
which [ACD™19] check in constant rounds by masking the input with a random shared element
of the subring and opening the sum.
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In all three cases, a bit costs one multiplication and one opening, which is how Table 2.1
accounts for shared random bits.* Working modulo 4¢ rather than ¢ makes these two operations
slightly more expensive, which is of little significance in practice.

Random Digits. The protocols of Sections 8.2 and 8.3 mask their input with random digits
modulo p, and Section 8.3 needs each digit together with its bits. We write Fagg.RandomPit
for the command that returns [r]¢g for a uniform r € Z, along with [ro]g, ..., [rv—1]g for
the bits r = Zhe[v] 2"y, where v := [log, p]. For p = 2, this is RandomBit. For an odd p, we
draw v random bits, compute [r]g locally, and compare r against the public p by ITcompare
(Protocol 3.4) with the result opened, evaluating its ANDs by the interpolation of [DFK*06],
which applies since their fan-in is at most v < p — 1 for p > 5; for p = 3, the comparison is
the single product ror1. If r < p, we output the digit with its bits; otherwise, the candidate is
discarded, which happens with probability 1 — p/2¥ < 1/2.

To obtain K digits without retries, we sample 4K + 24x candidates in parallel, where
K is a statistical security parameter, and take the first K accepted ones, which fails with
probability at most 277,

8.2 Symmetric Functions via Galois Rings

The interpolation of [DFKT06]| fails over Zg for p < u because two of the values 1,...,u+1
coincide modulo p, so their difference is not a unit. We resolve this by moving the interpolation
to a Galois ring extending Zg, which has enough points with invertible pairwise differences
for any p.

Galois Rings. Recall from Section 3.1 the Galois ring R = GR(Q, d), a degree-d extension
of Zq, and the notation [a]r for a shared element of R, where we write ring elements in
boldface to distinguish them from numbers modulo Q. We write («ay,...,aq_1)r for the
element of R with coefficients ay, ..., aq4-1 € Zg. Such an element is a unit if and only if some
coefficient is not divisible by p, so the p? elements with all coefficients in {0,...,p — 1} have
invertible pairwise differences [BBCT19b, Claim D.2] and hence serve as nodes for Lagrange
interpolation over R. For ¢ € [p‘] with base-p digits cg,...,co—1 and d = £+ 1, we write
a. = (1,cp,...,co—1)r, which is one of these nodes.

Random Units. A random unit of R together with its inverse is obtained from two
random shared elements [v]gr, [w]r by opening z = vw: if z is a unit, then so is v, and
[v~ ']z = z7![w]r is computed locally. Here, a random shared element of R is the sum of
uniform elements input by all parties. A random element of R is a unit with probability
1 —p~9, so a pair fails with probability at most € := 2p~¢, independently of the other pairs.

To obtain K units with their inverses without retries, we sample a pool of 2K + 4k pairs
in parallel and take the first K units among them, which fails with probability at most 2%
whenever p? > 8.

{ Protocol 8.1. nymFunc([[bo]]Q, oo [bu—1]) }

This protocol securely evaluates the symmetric function ¢ on shared input bits by, . .., by_1
and outputs the result in shared form. Let £ := [log,(u+1)], d := £+ 1 and R = GR(Q, d).
Precondition: b; € {0,1} for every j € [u] and u < Q.

1. For j € [¢], sample [rj]g < Fass-RandomPit() (Section 8.1).

4 For an odd prime p, the drawn value has to be a unit, which fails with probability 1/p, so a bit takes
p/(p — 1) attempts in expectation; for 2-powers, a is odd by construction.
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[\)

. Compute [r]q = Zjeij[[rj]]Q and [a, ]z locally.
3. Compute [al]r fori € {2,...,u} as in [BIB89], that is:

(a) Sample random units [vo]r, ..., [Vu]r of R with their inverses.
(b) For i€ {1,...,u}, compute [z;]r = [Vi-1]® - [-]r - [v; ']» and open z;.
(c) Fori € {2,...,u}, compute [ol]g =21 -2 - [vg ']z - [Vi]®-

4. Let [Blq = >_ ey [bjlq; note that B < u < Pt

5. Compute [s]g = [r]g + [B]g and open s mod p*.

6. For i € {0,...,u}, let ¢ := s — i mod p’. Interpolate the polynomial fo,s of degree at
most u over R with fy s(a.m)) = (6(2),0,...,0)r for every such ¢, and let ~o,...,vu
be its coefficients.

7. Compute [y]r = v+ >y vilailr = fss([ar]r) locally.

8. Return [yo]q, the sharing of the constant coefficient of y.

. J

For correctness, note that zq ---z; = voaf,vi_ ! so Step 3 yields the powers of a,. Further-
more, s—i mod p’ takes u+1 < p’ distinct values fori € {0, ..., u}, so the nodes QU(0)s - -+ 5 Clplu)
are distinct and the interpolation in Step 6 is well defined. Moreover, r = s — B (mod p*)
with B € {0,...,u}, so o, = a ) and y = (¢(B),0,...,0)r, where ¢(B) = ¢(bo, ..., by—1)
since ¢ is symmetric. For privacy, observe that the values opened in Step 3a are products of
uniform elements and independent of r, that zq, ..., 2, are uniform units independent of a,
since vy, ..., v, are uniform units, and that s is uniform modulo p® since r is.

The protocol runs in constant rounds, takes O(u + k) multiplications, openings and inputs
in R, i.e., O((u+ x)log?u) interactive commands, and fails with probability at most 27*.

8.3 Symmetric Functions via Equality Tests

The protocols of Section 7.1 open a masked sum s of the input bits and read ¢(B) off a
preprocessed lookup table indexed by s. Here, we open the same masked sum, but instead
of a table we compute only the entries that matter: since s = r + B (mod pe), we have
O(B) = 22;. p(i)=1 Hr = s —i (mod p%)}, and each summand is an equality test between the
mask and a public value, i.e., an AND of O(logu) bits derived locally from the bits of the
mask digits. We evaluate these ANDs by IIsymrunc (Protocol 8.1), so its fan-in drops from u
to O(logu).

The instances of IIsymFunc run in parallel and draw their blinding units from one pool
rather than one pool each, so that the slack of the pool is paid once: with |I| instances of
fan-in f, the pool provides K = |I|(f + 1) units and hence consists of 2|I|(f + 1) + 4k pairs.

/_[ Protocol 8.2. HgymFuncEq([[bO]]Q’ o [bu—1]) }

This protocol securely evaluates the symmetric function ¢ on shared input bits by, . .., by—1
and outputs the result in shared form. Let £ := [log,(u + 1)], v = [logyp| and I := {i €

{0,...,u}: (i) =1}

Precondition: b; € {0,1} for every j € [u] and u < Q.

1. For j € [{], sample [rj]o together with its bits [r;0]q,...,[rju—-1lg by
Fasg-RandomPit() (Section 8.1).

2. Compute [r]g = Zje[z]pj[[rj]]Q'

3. Let [Blg = >_jepy[bjlq; note that B < u < p’.

4. Compute [s]g = [r]g + [B]g and open s mod p’.
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5. For i € I, let ¢ := s — i mod p! with base-p digits cy) and let CEZ;L be the bits of cg-i);
compute locally

[[eg'fi)z]]Q =1- cgl})L — [rjnlo + 202.2[[7“]-,11]]@ for j € [¢], h € [v],

)

and compute [E;]g = SAy'\rInDFunc(([[eyzzﬂQ)je[thE[U])7 where AND is the symmetric

function that is 1 if and only if all inputs are 1, all instances in parallel.
6. Return [[(;5(b0, ce ,bufl)]]Q = EZEI[[El]]Q

.

For correctness, note that eg.f;b = 1{rjn= cglzb}, hence B; =1 < r=c «— =
s—r =B (mod p) <= i= B (since i, B <u < p’). Hence }_,.; E; = 1{B € I} = ¢(B) =
é(bo, ..., b,_1). For privacy, observe that s is uniform modulo p® since r is, and that the
instances of IIsymFunc Open nothing else.

For constant p, each instance of Ilsymrunc has fan-in f = fv = O(logu) and hence works
over an extension of degree O(loglogu), so the protocol runs in constant rounds and takes
O((|I|logu + ) (loglog u)?) interactive commands. For an AND of u bits (where I = {u}),
the cost is O((logu + k)(loglog u)?), against O((u + &) log? u) for ITsymrunc alone.
Quasi-Linear Comparison. The suffix products E; = H?:_JI e; in ITcompare (Protocol 3.4)
are ANDs of fan-in n — j, so evaluating all of them by IIsymFuncEq in parallel, again with
one pool for all instances, compares a bitwise shared n-bit value against a public threshold
in constant rounds at O((nlogn + k)(loglogn)?) interactive commands. For comparing two
bitwise shared values, the agreement bits e; = 1 — (a; ® b;) cost one multiplication each in
one additional round.

9 Impossibility of Non-Interactive Modulus Conversion

In this section we show that our one-round modulus conversion is optimal in the sense that
modulus conversion with no interaction at all (i.e., local conversion) is not possible. Ben-David
et al. [DNNP25] rule out the perfectly correct case, for two distinct prime fields and a secret
promised to be a bit, and pose the error-tolerant version as future work. We answer it, giving
a lower bound on the correctness error that holds for arbitrary moduli and showing that
bound to be tight. Since our protocols assume a bound on the secret (Protocols 4.2 and 4.8),
we prove the impossibility in the presence of such a bound as well: promising the secret to be
smaller than L lowers the unavoidable error, but never removes it.

We first need a general model of the type of protocol we want to rule out. We will assume
that the goal is to convert from a linear secret-sharing scheme (LSSS) given by a monotone
span program (MSP) as detailed below. MSPs are usually defined over fields, but here our
modulus ¢ may be composite, which implies a difference to the field case: Over fields, every
MSP-based LSSS is perfect, i.e., each set of shareholders is either qualified (can reconstruct
the secret) or unqualified (has no information). In our case, this needs to be assumed (though
we will only need to assume it for strict subsets of a single qualified set).

Using MSPs means that shares can be vectors rather than single elements, and so we
cover, for instance, replicated sharing or schemes constructed from monotone formulae (these
are indeed perfect).

Definition 9.1 (Local conversion scheme).
— The source linear secret sharing scheme (LSSS) is given by a monotone span program over
Zq: to share x, the dealer draws a sharing vector r uniformly from {r € Z’qC :r1 =x} and
hands party j the share x; == Mjr for a fivred matriz M;. A set A is qualified when it
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reconstructs, i.e., when r = Zj€A<oz34, x;) mod q for coefficients af depending only on
A. Fix a minimal qualified A with at least two parties, so that every strict subset of A is
unqualified, i.e., holds shares whose joint distribution does not depend on x.

— Of the target we ask only that the parties of that same A reconstruct from their converted
shares by a linear combination modulo t, with coefficients B;. It never has to hide anything,
so it need not be an LSSS at all.

— A local conversion scheme from ¢ to t is defined by a set of probabilistic algorithms
(f1,...,fn), one for each party, where each f; takes party i’s share in the source scheme
and outputs its share in the target scheme.

— Fiz a bound L with 1 < L < q on the secret. A local conversion scheme has correctness
error € under the bound L if the following experiment succeeds, except with probability
e: We choose x uniformly from {0,...,L — 1}, sample [z]q = (x1,...,xN), according to
the sharing algorithm, and finally compute (f1(x1),..., fn(xn)). We have success if the
reconstruction from A results in x mod t.

The case L = ¢ is the one in which nothing is promised about the secret. Any LSSS in
which no single party is qualified is of the kind asked for, a minimal qualified set then has at
least two parties and strict subsets that are unqualified. A one-party A is ruled out because
such a party could convert its share on its own, leaving nothing to prove.

Note that this model includes protocols with preprocessing, since the use of any prepro-
cessed material that parties hold can be seen as part of the specification of the local conversion
algorithms.

Lemma 9.2. If there exists a local conversion scheme from q to t with correctness error €
under the bound L, there also exists one among some number m > 2 of parties, from additive
secret sharing modulo q to additive secret sharing modulo t, with at most the same correctness
error under the same bound.

Proof. For a set U of parties write My for the stack of the M; with j € U, so that Myr
is what U jointly holds. We first show that every unqualified set U admits a vector d with
Myd = 0 and di = 1: the shares U receives for the secret x are distributed as - Mye; +MyW,
where e; is the first standard basis vector of Z’;, and where W := {r € Z]; :r1 = 0}. Since U
is unqualified we have Mye; € MyW (otherwise, for instance, U could tell whether x = 0 or
x = 1). Then, choosing w € W with Mye; = Myw and setting d := e; — w gives a vector
as promised. Moving the randomness along d thus changes the secret while leaving what U
holds untouched.

Let A be a qualified set as in Definition 9.1, with m = |A| > 2 parties and every strict
subset is unqualified. Each A\ {j} is such a subset, so we obtain d; with M\ (;3d; = 0 and
(d;)1 = 1. Distinct 4, j € A then satisfy M;d; = 0, since i lies in A\ {j}: the direction d; is
invisible to every party of A but j.

For the given conversion functions {f;}, let F;(M;r) :== (B;, fi(M;r)) mod ¢ be the contri-
bution of party i to reconstructing from the converted shares. We will say that = is correct if the
conversion works when given the shares produced from 7. That is, when . , Fi(M;r) =1
(mod t).

Recall that our goal is to construct a conversion scheme for additive sharing. Thus, we are
given a set of additive shares u € Z;" to convert. The idea is to construct locally from u a set
of shares of the same secret in the original LSSS so we can hand these to the given conversion
functions.

To this end, let G be the subgroup of Zlg generated by {d;};ca, and fix a coset of G. Since
G contains each d;, whose first coordinate is 1, we may take the representative w of that
coset to have w; = 0. Then, construct the following sharing vector: ry(u) == w + > jea ujidy.
The LSSS share for party i resulting from r,,(w) is M;ry,(w) = M;w + u; M;d;; it depends on
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u; alone, and so can be computed locally. Furthermore, the secret associated with 7, (u) is
ZjeA u; mod ¢ as we wanted. Therefore, the maps

gi(u;) = Fy(Mw + u; M;d;)

form an m-party local conversion scheme from additive sharing modulo ¢ to additive sharing
modulo ¢, correct on u exactly when r,,(u) is correct.

It remains to choose the coset. Let x be the number of tuples u with ZjeA u;d; = 0,
so that w — 3, u;d; maps Zg* onto G with kernel of size x and each element of a coset
equals 7, (u) for exactly & tuples. Of the ¢™ tuples, Lg™ ! have a secret smaller than L, so
every coset holds Lg™ ! /k vectors with such a secret, the same number for each. Drawing
x uniformly from {0,...,L — 1} and then = uniformly subject to 1 = x is thus the same
as drawing a coset uniformly and then, among the tuples u whose secret is smaller than L,
one uniformly — which is the experiment the m-party scheme built from that coset is run in.
The error of the original scheme is therefore the average, over the cosets, of the errors of the
m-party schemes they define, and some coset does at least as well as that average. O

Lemma 9.3. If there exists a local conversion scheme from additive secret sharing modulo ¢
to additive secret sharing modulo t for N > 2 parties, with correctness error € under the bound
L, there also exists one for two parties from subtractive secret sharing modulo q to subtractive
secret sharing modulo t, i.e., where the secret is the difference of the two shares, with the same
correctness error under the same bound.

Proof. Let the original local conversion scheme be given by (fi,..., fx). We then define the
two-party scheme with algorithms g1, g2, as follows: The first party sets g (z1) = fi(x1). The
second party with input x5 additively secret shares —zo mod ¢ among N — 1 virtual parties to
get shares yo,...,yn and outputs gs(z3) == — Zj\; fj(y;) mod t. The tuple (21, y2,...,yn)
is an additive sharing of x1 — x2 mod ¢, and, the target sharing being additive as well,
g1(z1) — g2(x2) = Zﬁvzl fj(-) mod t. The new scheme therefore outputs a correct sharing
exactly when the old scheme is correct on that tuple. Moreover, conditioned on the secret,
the tuple is uniform among all its additive sharings, since 1 is uniform and (y;); is uniform
subject to summing to —xo. The error probability under the bound L is thus preserved. [J

Theorem 9.4 (Lower bound on the error of local conversion). Let 1 < L < q. If
g mod t # 0, any local conversion scheme from q to t has correctness error at least

1 [LQJ
qL L 4
under the bound L. In particular, without a promise on the secret the error is at least |¢*/4]/q?,

which is 1/4 for even q and 1/4 — 1/(4¢?) for odd q, and under a promise x < q/B it is still
at least about 1/(405).

Proof. By Lemmas 9.2 and 9.3, it suffices to show the theorem for conversion from two-party
subtractive sharing modulo ¢ to two-party subtractive sharing modulo t.

Note first that it is sufficient to consider only deterministic conversion functions, since
any probabilistic scheme can be seen as a convex linear combination of deterministic schemes,
which can do no better than the best deterministic scheme.

So, assume we have a two-party local conversion scheme given by deterministic functions
f1, f2, and write ¢ :== ¢ mod ¢, which is nonzero by assumption. If the input is given by shares
x1,x2, taken as integers in {0,...,q — 1}, then, as —¢ < x; — x2 < ¢, the corresponding
secret is x1 — x2 + ¢ - [v1 < 2], which modulo ¢ is 1 — z2 + ¢ - [x1 < z2]. We can then
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define new functions A(z1) := z1 — fi(z1) mod ¢t and B(x2) = z2 — fa(x2) mod ¢, so that
fi(x1) — fa(xe) =¢ 1 — 29 — A(z1) + B(x2) and hence

(x1,x2) is correct <= B(za) — A(x1) =¢ ¢ - [71 < x2].

As fi1, f2 range over all maps Zq — Z;, so do A and B; nothing is lost.
Finally, let
Ry == {(x1,m2) € Z2 : (w1 — g mod q) < L},

which has gL elements and on which the experiment of our model samples uniformly. It
therefore suffices to show that every scheme is incorrect on at least | L?/4| pairs of Ry,.

A sliding-window reformulation. Write i := x9 and d = (z1 — x2) mod ¢, so that z; =
(i+d) mod ¢. This indexes the pairs of Ry, bijectively by (i,d) € [¢] x [L], and the wrap-around
condition z1 < xe can be equivalently stated as i + d > q. We will say that (i,d) is correct if
the underlying conversion scheme is correct on the corresponding input (7, .5[72)

For convenience in the following we will modify the functions A, B into A, B that take
arbitrary integers as input, and are further tweaked such that (i,d) is correct exactly if A B
output the same value modulo ¢ on inputs i + d, i.

Accordingly we define, for all z € Z,

A(z) == A(z mod q) + ¢|2/q], B(z) == B(z mod q) + ¢| z/q].

Every such pair of functions arises from a unique pair (A, B). It is easy to see that we have
A(z + q) = A(z) + ¢, and similarly for B.
Since 0 < i+ d < 2q we have [(i+d)/q] =[i +d > q], so

(i,d) is correct <= B(i) = A(i + d).

We define the window at i to be the set {(i + d,i)| d =0,1,...L — 1}. In order to have
as many correct pairs in a window as possible, B should be chosen such that on input %, it
outputs a value that occurs a maximal number of times among A(i), ..., A(i + L — 1). Hence,
if we define, for ¢ € Z and s € Z;

ns(i) = #{d € [L] : A(i + d) =; s}, def (i) := L — maxng(i),
there must be at least def(7) incorrect pairs in each window, and so we obtain

Z def(i) < #{(¢,d)| (i,d) is incorrect }

i€[q]

In the following, we call def(i) the cost of the window at i.

As we saw above A(z + q) =; A(z) + ¢ which implies n4(i + q) = ns_.(i). From this we
get by straightforward calculation that def(i) = def(i + ¢) and so, to lower bound the sum
above we may take it over any ¢ consecutive indices.

In order to bound the sum, we need three observations:

(a) |ns(i+1) —ns(i)| <1, since the window slides by one position.

(b) ns(i+ q) = ns—c(i), as noted above.

(¢) def(i) > min (ny(i), L—ny(i)) for every value u: if n, (i) is maximal, then def (i) = L—ny,(i);
otherwise maxg ng(i) < L — ny (i), because the ns(i) sum to L, and so def(i) > n, (7).

Let m = max; s ns(i) and € ;== L —m = min; def(4), so ¢ is a global lower bound on the
cost of any window.

If ¢ > L/2, then each of the ¢ windows costs more than L/2, so the total exceeds
qL/2 > L?/2 > |L*/4], and we are done.
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Otherwise ¢ < L/2. Note that this means the interval [¢ + 1..L —¢] = [¢ + 1..m] is
non-empty, which will come in handy later.

Choose ig and u with n,(ip) = m. Since ¢ # 0, we have u — ¢ # u and hence n, (i) +
nu—c(iO) < Zs ns(iO) = L, so that by (b)

By (a), the integer sequence ¢ — n, (i) moves from m to at most ¢ over [ig, ig + ¢| in steps of
at most one, so it attains every value j € {e +1,...,m}, and does so at a distinct index of
[i0,70 + q). By (c), the window at that index costs at least min(j, L — j).

We have ¢ — (m — ) remaining windows and, using ¢ = L —m, this number is bounded as

g—(m—¢e)>L—(m—¢)=L—(L—2¢)=2e.

Each of these remaining windows cost at least ¢ each.
Using Ef:[) min(j, L — j) = |L?/4] and djced T i = g2, the number of incorrect
pairs is therefore at least

10+q—1 L—¢ 2 2

Z def(i) > Z min(j, L —j) + 2¢-¢ = (LLZJ —52)+252 > LLZJ O

i=ig j=e+1

Tightness. The bound of Theorem 9.4 cannot be improved in general, as it is attained in the
two-party case. It is attained by the familiar lifting trick for subtractive sharing [BKS19], i.e.,
when the secret is * = x1 — 22 mod g¢; this is an LSSS with reconstruction coefficients 1 and
—1. Let the parties simply reduce their shares modulo ¢, except that the first one subtracts
the offset h := | L/2] beforehand and adds it back afterwards:

fi(z1) = ((z1 — h mod ¢) mod t) + h mod ¢, fa(z2) == z2 mod t.

Subtracting h centers the range [0, L) of the secret around 0. Since (z1 — h mod q) + h
equals x1 if 1 > h and z1 + g otherwise, we have fi(x1) — fa(x2) =¢ 1 — 2 + ¢ [x1 < h],
whereas © =; x1 — 9 + ¢ [£1 < x3]. As ¢ # 0, the scheme is thus correct if and only if
[z1 < h] = [x1 < x2]: the first party predicts the wrap-around from its own share alone, and a
wrap-around occurs precisely when x1 < x9. The pairs of Ry, on which the prediction fails are

those with 1 < h that do not wrap around, of which there are (h;rl), and those with 1 > h

that do, of which there are (L gh) Their sum equals exactly |L?/4].

The trick is normally used in the regime L < g, where the offset h is tiny compared to
the modulus and its error is about L/(4q). By Theorem 9.4, no local conversion scheme does
better.
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A Checked Input via Fully Linear Proofs

In this appendix, we realize the CheckedInput command of Functionality 3.1. We first recall
the proof systems that it rests on and then compile them onto the ABB.

A.1 Fully Linear Proof Systems

The checks that we build are zero-knowledge proofs on secret-shared data in the sense of
Boneh et al. [BBC'19al, whose relevant notions we recall here. The setting is that one party,
the prover, knows a vector x in its entirety, while all parties jointly hold [x] and jointly act
as the verifier. No single verifier holds «, so the verifier can access @ only through the sharing.
What makes verification cheap is that it accesses @ only through linear queries: each such
query is answered by local computation followed by a single opening, with no multiplications
on secret-shared values. Note that this constrains how the verifier accesses x, not what it
computes: the decision predicate itself may be an arbitrary function of the query answers,
which are public once opened.

The proof systems we use are interactive; such a system is called a fully linear interactive
oracle proof (FLIOP). We only need its public-coin variant, in which every challenge is a
uniformly random value made public as soon as it is drawn.

Definition A.1 (Public-coin zk-FLIOP [BBC*19b, Defs. 3.9 and 3.11, adapted]).
Let R be a finite ring and L C R"™ a language. A p-round ¢-query public-coin zk-FLIOP for
L with soundness error € is an interactive protocol between a prover P and a verifier V' that
proceeds as follows. Let S1,...,S, be a sequence of finite challenge sets, given as part of the
protocol description. P’s initial input is © and V receives no input. In round i € {1,...,p}:
— P outputs a proof w; € R™;
— V, after m; is fized, samples a uniformly random challenge r; & Si, computes the query
vectors q; 1, . .., qig, € R"™i as a function only of (r1,...,r;), and sends r; to P.
In the end, V' computes the decision (accept or reject) as a function only of the challenges
and the answers a; ; = (x||7;, qi;) € R. We call >_F_, m; the proof length and ¢ =3 "_  ¢;
the query complexity, and we require the following three properties.
— Completeness. V accepts whenever x € L and P is honest.
— Soundness. For every x ¢ L and every computationally unbounded malicious prover, V
accepts with probability at most €.
— Strong honest-verifier zero-knowledge (HVZK). There is a simulator Sim that takes
no input such that, for every @ € L, the output of Sim is distributed identically to the
honest verifier’s view ((r1,...,7,), (aij)i,j) in an evecution with an honest prover on .

The last of these properties is what keeps & hidden from a verifier who does not access x
directly, but only through the prescribed linear queries. Note that nothing binds a malicious
verifier to the prescribed queries. That suffices for us: in our application (Theorem A.3 below)
the queries are determined by public coins that no party controls, and only the query answers
a;; are opened.

The statements we prove are systems of equations of low degree, for which [BBC*19a
construct a proof system whose length is logarithmic in the size of the system.

Theorem A.2 (Public-coin zk-FLIOP for low-degree languages [BBC'19b, Corol-
lary E.3, adapted]|). Let S C R be a set whose pairwise differences are units, let D > 2,
and let L :={x € R" | Ci(x) = --- = Cp(x) = 0} for polynomials C1,...,Cp, over R in
n variables of degree at most D, in which pu monomials occur in total. Then L admits a
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public-coin zk-FLIOP, drawing all its challenges from S, that has O(log ) rounds, proof length
O(Dlog ), query complezity D + O(log j1), and soundness error O((m + Dlog p)/|S]|).”

The challenge set S appears in the theorem because R need not be a field, as is the case
for the rings Z, that we work with. The soundness bounds of [BBC*19a| come from bounding
the number of zeros of a nonzero polynomial, which over a ring exceeds its degree in general;
restricting the challenges to a set whose pairwise differences are units restores the bound, in
that a nonzero polynomial has at most as many zeros in S as its degree, which is why it is | S|
rather than |R| that determines the soundness error. For a field one may take S = R. For
R = Zg one may take S = {0,...,p — 1}, where p is the smallest prime factor of ¢, since the
difference of two such elements is nonzero modulo every prime factor of ¢ and hence a unit;
no larger set will do, as any p + 1 elements contain two that coincide modulo p. When p is
too small for the desired soundness error, as it is for Z,x, one replaces R by an extension
Zqlx]/ f(x) of degree d with f irreducible modulo every prime factor of ¢, which raises |S| to
p? [BBCT19b, Claim D.2]. Besides the choice of S, the constructions underlying Theorem A.2
have to be adapted to the ring setting. This is carried out in [BBCT19b, Appendices D and Ej,
and [BBC*19b, Corollary E.3| states the resulting parameters for extensions of Z,, with an
arbitrary modulus w, which covers all moduli we use.

A.2 From Proof Systems to Checked Input

The Checkedlnput command of Functionality 3.1 lets a party input values together with a
proof that they lie in a given language, revealing only whether they do. Theorem A.3 realizes
it in the Fagg-hybrid model from a fully linear proof system for that language. It follows the
compiler of [BBCT19b, Theorem 6.6] in the variant of [BBCT19b, Section 6.2.1], where the
statement is the secret-shared value itself. Note that [BBC*19b, Theorem 6.6] tolerates a
corrupted prover or corrupted verifiers, but not both, and [BBCT19b, Theorem 6.10] tolerates
both only if at most half of the verifiers are corrupted. As Boyle et al. [BGIN21| point out,
soundness against a prover colluding with verifiers needs the statement to be held robustly.
In our setting, Fagg holds the statement and opens every query answer itself, so soundness
holds against a corrupted prover colluding with any number of corrupted parties. The public
coins of Definition A.1 are drawn from Frand.

Theorem A.3 (Checked input from fully linear proofs). For every prime power q € M,
let £4 be a set of languages L C Zy, each of which comes with an extension ring Rp =
GR(q,dz) of Zq, a language LC R with LN Zq = L, and a public-coin zk-FLIOP Il
for L with soundness error at most €. Then there is a protocol that statistically realizes
FALe \ {maBit} in the (Fakg \ {CheckedInput, maBit}, Frand)-hybrid model with simulation
error € per Checkedlnput command, provided that every such command over a modulus q uses
a language in £4. A command of Py for L C Zy inherits the parameters of Il : if Iz has p
rounds, proof length m and query complexity £, the command takes p rounds, each consisting
of Input, Frand and Open commands, and costs n + dym calls to Fagg.Input by P, p calls to
Frand and dgl calls to Fagg.Open in total.

Proof. The protocol. Every command other than CheckedlInput is passed on unchanged, so we
only consider a Checkedlnput command of P, over q for £ € £,, and we write R :=R.. P,
inputs [x], via Fagg.Input, which is also a sharing [x]r since Z;, C R. The parties then run
11 on it, with P, as the prover and all parties jointly as the verifier. In round ¢, P, inputs

® The two summands have different origins: the term O(m/|S|) is the price of the random linear combination
by which the system is reduced to a single equation, whereas the term O(D log pu/|S]) is the error of the
proof system for that equation [BBCT19b, Theorem 5.1].
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[7i]r via Fagg.Input, the parties draw 7; < Frand(S:), and for each of the ¢; queries they
compute [a; j]r by Comb commands and open it, which is possible since a; ; = (z||7;, g; ;) is a
linear combination of values held by Fagg with public coefficients. After the last round, every
party evaluates the decision predicate of II; on the public values (71,...,7,) and (a;;); ;, so
all parties reach the same decision, and they output accept or abort accordingly. The stated
cost follows by counting.

Stmulation. The simulator emulates Fagg and Frang towards the adversary. If P, is honest,
the view of the corrupted parties consists of the challenges and the opened answers, which is
the honest verifier’s view in II., since Frand draws the challenges honestly whichever parties
are corrupted. The simulator of strong HVZK produces this view from no input, so this case
is simulated perfectly.

If P, is corrupted, the simulator sees « and the proofs 7r;, since it emulates Fagg, so it
can run the real execution with the adversary. It sends « to the ideal functionality, and if the
real verifier rejects, it issues abort. The two executions then differ only if @ ¢ £ and the real
verifier accepts, since the ideal functionality accepts exactly the & € L. In the real execution,
Fagp opens the correct answers for the values it holds, and Frang draws each r; independently
of 7r;, which is fixed before, so the corrupted parties influence the execution only through x
and the 7;, i.e., as a malicious prover in IIz. As x € Zy \ L lies outside E, the real verifier
accepts with probability at most €, which is the claimed error per command. O

Guaranteed Output Delivery. Theorem A.3 provides security with abort, matching the
abort command of Functionality 3.1. Over an ABB instantiation with GOD, the same protocol
provides the amended Checkedlnput command of Section 3.1: the decision is a function of
values that Fagg and Frang make public, so only the inputs of P, can make it a rejection,
and an honest P, is never rejected by completeness. If P, withholds one of its inputs, the
amended Input tells all parties so, and they reject P, as well.

A.3 Checked Input of Degree-Two Languages

Every language we check is defined by equations of degree two, so Theorem A.2 supplies
the proof systems that Theorem A.3 needs. It remains to choose the extension ring and the
challenge set S, whose pairwise differences have to be units and whose size determines the
soundness error.

Corollary A.4 (Checked input of degree-two languages). Let k be a statistical security
parameter and, for every prime power q € M, let £, be a set of languages L C Zy, each defined
by a system of equations of degree two over Zq. Then there is a protocol that statistically realizes
FALe \ {maBit} in the (Fakg \ {CheckedInput, maBit}, Frand)-hybrid model with simulation
error 27% per Checkedlnput command, provided that every such command over a modulus ¢
uses a language in £4. If p monomials occur in the system defining L, a command of Py
for L costs O(log ) rounds, n + O(dlog u) calls to Fagg.Input by P, and O(dlog p) calls to
Fagg-Open, where d = (9((/—; +logu)/ logp) for the prime p dividing q.

Proof. Let Rr := GR(q,d), and let S consist of the p? elements of R, with all coefficients in
{0,...,p — 1}, whose pairwise differences are units by [BBC+19b,AClaim D.2]. Reading the
equations that define £ over R, defines a language £ C R} with LN Zy = L. Theorem A.2

gives a public-coin zk-FLIOP for L with O(log 1) rounds, proof length and query complexity,
and with soundness error O((m + 2log i) /p?) = O(u/p?), where m < p is the number of
equations, which the stated d makes at most 27%. Now Theorem A.3 gives the claim. ]
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A.4 Checked Input of Bit Vectors

We now instantiate Corollary A.4 for the language {0, 1}" of bit vectors, which the protocols
of Section 4.2 and Appendix B use.

Corollary A.5 (Checked input of bit vectors). Let k be a statistical security parameter.
There is a protocol that statistically realizes Fagg \ {maBit} in the (Fagg \ {CheckedInput,
maBit}, Frand)-hybrid model with simulation error 27" per CheckedInput command, provided
that every such command uses a language {0,1}". A command of P, for {0,1}" over the
modulus q costs O(logn) rounds, n+ O(dlogn) calls to Fagg-Input by P, and O(dlogn) calls
to Fagg-Open, with d as in Corollary A.J.

Proof. The language {0, 1}" is defined by the n equations z(xx — 1) = 0 of degree two, in
which g = 2n monomials occur, so Corollary A.4 applies. O

Beyond the n inputs themselves, the check costs P, only O(logn) inputs of elements of the
extension ring, and the parties open as many, which for prime ¢ amounts to O(xlogn + log? n)
bits. Since the check runs once per batch of n bits in the preprocessing, both this communication
and its O(logn) rounds are amortized over the batch.

B maBits

A multiply authenticated bit, or maBit for short [RSTT26], is a single bit, known to no
party, that is secret-shared over several moduli at once. That is, for moduli qi,...,q., a
(q1,...,q¢)-maBit is a tuple ([b]g,, ..., [b]q,) of sharings of one and the same b € {0,1}. It is
authenticated in the sense that the sharings are held by Fagg, so that no corrupted party
can make an opening deviate from the shared value. For £ = 2 and one of the two moduli
equal to 2, maBits coincide with the daBits from [RW19, AOR*19|. The work [RST*26] also
gives a protocol generating maBits.® However, that protocol supports only additive (i.e., full
threshold) secret sharing schemes. In this section, we give an alternative maBit protocol that
works under every instantiation of the ABB, rather than only full-threshold ones.

The restriction to additive sharing comes from the way the protocol of [RST*26] generates
the bits: the bits are first produced over a single auxiliary modulus and are then moved to
the target moduli, and moving them rests on their Lemma 4.1, a rounding trick that works
only for additive secret sharing. Our protocol below moves nothing between moduli at all: the
parties draw local randomness once and the sharing is formed inside each modulus separately.

We also construct a new consistency check (in Appendix B.2) to certify that the sharings
produced over the £ moduli all encode one and the same bit vector. This prevents corrupted
parties from undetectedly inputting different bits over different moduli. Our check differs
from the check of [RSTT26] in that all its inputs are guaranteed to be bits, which reduces the
number of maBits it sacrifices whenever a modulus is a proper prime power. For example, for
q = 2% k =64 and a batch of n maBits, our check sacrifices [logn] + 128 maBits instead of
64([logn| 4 65) (when the check of [RST26], which is stated for primes, is carried over to
2-powers).

B.1 Generation

Generating maBits over prime powers of pairwise distinct primes is all we need to consider.
A sharing over a composite modulus is by the convention of Section 3.1 nothing but the
tuple of sharings over its prime-power factors, so maBits over such a modulus are obtained

6 That version corrects [RSTT22], whose privacy rested on a subset-sum assumption that was attacked. The
correction replaces the assumption by statistical masking.



46 Ivan Damgéard, Sebastian Hasler, Sebastian Kolby, Stanislas Pawlak

by generating them over each factor. And if two of the resulting prime powers were powers
p¢ < p© of the same prime, it would suffice to generate the maBits over p¢, since p¢ divides
p and the DivModConv command of Functionality 3.1 therefore turns [b], into [b] s

/—[ Protocol B.1. Hm;(g}t’s ~+qe) }

This protocol generates n independent (g1, ..., g/)-maBits. As explained above, we assume
w.l.o.g. that the g; are prime powers of pairwise distinct primes. Furthermore, we assume
w.l.o.g. that ¢, is the largest modulus and satisfies the precondition of Protocol B.3.

1. Each party P, samples x, & {0, 1}”/, where n’ is the input length that Protocol B.3
requires in order to return n maBits.

2. Forje{1,...,¢} (in parallel): [b]y, < II (4;) (x1,...,zN) (Protocol B.2).

xorBits

3. Return J7™(%40) ([6lg.,-- -, [blg,) (Protocol B.3).

maBitsConsCheck

Remark. If none of q1,...,q is large enough to satlsfy the precondltlon of Protocol B.3, the
parties run Protocol B.1 for the moduli (g1, ..., g, Q) where Q is an auxiliary prime power
that is large enough, and discard [b] 5 afterwards. Consistency of the remaining ¢ sharings
then follows from each of them being checked against [b] 5.

It remains to supply the XOR subprotocol that Protocol B.1 invokes for each modulus:

/-[ Protocol B.2. H)SOZBItS(ml, ...,xy) for prime-power ¢ ] Ny

On input x, € {0,1}" from each party P,, this protocol computes [P, x,],. Here, ¢
must be a prime power.

If ¢ is a 2-power:

1. Each party P, samples m, < Zy and inputs [z, + 2me],.

2. Open [y], = >, [xs + 2m,], + [b]4 where [b], < Fass-RandomBit().

3. Return the vector whose k-th entry is [by], if yi is even and 1 — [by]; otherwise.
Else:

1. For each party P,, the parties call Fagg.CheckedInput(P,,{0,1}",-), on which P,
provides x,, resulting in [x,],.

2. Return [b], == P, [xo]q
where & is defined by [u], @ [v]q = [u]q + [v]q — 2 - [ulq - [v]q-

- /

For a 2-power modulus, Protocol B.2 takes the cheaper route of summing the inputs and
extracting the least-significant bit of the sum. The restriction of this route to 2-powers has two
sources. First, the protocol needs ¢ to be even, since otherwise the doubled mask 2% _m,
could wrap around modulo ¢ and thereby flip the parity of the opened value y. Second, Fagg
is restricted to prime powers, which leaves the 2-powers.

(2)

For ¢ = 2, no masking is needed at all, since II,_ g
directly. A sharing over Zo therefore costs a maBit no multiplication. In contrast, over a
modulus that is not a 2-power, the XOR costs N — 1 multiplications per bit, whereas the
maBit protocol of [RST126] spends one multiplication per bit in its auxiliary modulus and
none in the targets; this is the price of supporting every instantiation of the ABB, instead of
just additive secret sharing as in [RSTT26].

may return the sum of the inputs



Modulus Operandi: Round-Optimal Modulus Conversion for MPC and Threshold FHE 47

B.2 Consistency Check

Here, we give the check that Protocol B.1 runs in its last step. It takes £ secret-shared bit
vectors of length n’/, held over pairwise distinct moduli ¢, ..., g, and verifies that they all
encode the same bit vector, without revealing anything else about it. Throughout, we assume
that each input [[b(j)]]qj is already known to be a sharing of a bit vector, e.g., because the
calling protocol obtained it through the CheckedInput command of Corollary A.5.

The idea is as follows. The parties draw a random integer vector w with entries in
{0,...,W—1} and open (w, [[b(j)]]qj> for every j. Over the largest modulus ¢y, the combination
does not wrap around, so this opening reveals the integer (w, b(£)>7 which the parties compare
modulo ¢; with the opening over ¢; for every i < £. If b() = b(®) | this comparison passes with
probability at most 1/W, and it is repeated R times to bring this down to 27%. Since the
openings reveal linear equations in the bits, the protocol sacrifices part of its input: a block of
7 := [log(nW)] + & input bits with the coefficients 1,2,...,27~! serves as a statistical mask
of the opened value, and each repetition uses a fresh block. A caller who needs n maBits
therefore generates n’ := n + R7 of them and receives the unsacrificed prefixes of length n.

Bitness Assumptions. The assumption that the inputs are bit vectors serves two purposes.
Over ¢y, it bounds (w, b(z)> so that the opening does not wrap around; without this bound
the openings could not be compared at all, and the check of [RST*26] rests on the same
guarantee. Over ¢; with ¢ < £, it makes a nonzero difference of two entries a unit in Z,, so
that at most one coefficient in {0,...,W — 1} leaves the difference undetected. Without the
second assumption, the number of repetitions would have to be governed by the smallest
prime dividing a modulus instead of by gmin, as in the check of [RST 26|, whose bits are only
known to be bits over the auxiliary modulus.

/-[ Protocol B.3. H:q;(g}t’;é’gézcmck([[b(l)]]ql, e [[b(e)]]ql) J .
W.lo.g. ¢ = maxjeq . g qj- Let k be a statistical security parameter. Let gmin =

mingeq, o1} ¢, R = [£/10g Gmin], W = [2%/R] and 7 := [log(nW)] + k.

Precondition: ¢, > 271!, and each input vector has length n’ = n + Rr.

The choice of n' lets the sacrificed indices {n,...,n’ — 1} be partitioned into blocks
K = (k‘ép), ce kgp_)l), one per iteration p € {1,..., R}.

For each p € {1,..., R} (in parallel):

Lo v = (" kep  Frana ({0, W = 1}7).

2. Let w®) € Z" be the public vector whose entry at k € [n] is r,(f ), whose entry at k)
is 2¢ for ¢ € [7], and whose remaining entries are 0.

3. Compute and open [(")],, = (w®, [b*],,).

4. For each i € {1,...,£ —1}: compute and open [2(")],, = <'w(p), [[b(i)]]q».

5. If 2(0P) £ 2(P) mod ¢; for some i, abort.

If no invocation of Step 5 aborted, return the unsacrificed prefixes ([[bg )]]qj) for

je{l,..., ¢}

- J

k€[n]

The repetition count R and the coefficient bound W of Protocol B.3 are the best possible.
A corrupted party that deviates in one position at the modulus ¢umin passes a repetition with
probability at least 1/gmin, whatever the coefficient bound is, so at least £/ 10g gmin repetitions
are needed. For a bound W < gpin, this probability is exactly 1/W, so W is the smallest
bound for which R repetitions suffice. For example, ¢min = 2 gives R = k and W = 2, and for
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K = 64, ¢min = 2%? gives R=2and W = 232 for gmin > 2%, a single repetition with W = 2%
suffices, which sacrifices 7 = [logn| + 2 maBits.

Theorem B.4 (Security of I1aBitsConsCheck)- Let K be a statistical security parameter, and
consider an execution of Protocol B.3 whose precondition holds and whose inputs are sharings
of bit vectors. If b = ... = b then the protocol does not abort and returns their prefizes
of length n. For arbitrary inputs, it returns prefives that are not all equal with probability at
most 27", If, given the adversary’s view, the sacrificed bits are uniform and independent of
each other and of the remaining bits, then the opened values and whether the protocol aborts
can be simulated from the differences b — b®) alone, within statistical distance 275 R.

For equal inputs the simulator is given nothing, so the check reveals nothing about the
returned bits, and whether it aborts does not depend on them either. The hypothesis on the
sacrificed bits fails only if the adversary knows them, which happens in Step 4 of Protocol 4.11
when the party supplying v? is corrupted; in that case, everything the check opens is a
function of that party’s inputs, and the simulator computes it directly.

Proof. Fix p € {1,..., R} and write w := w(”). The entries of w on [n] are at most W — 1,
those on K sum to 27 — 1, and the remaining ones are 0. Hence, for every bit vector b of
length n/,

(w,b) <nW +27 <27 F 427 < 2™H < ¢

using nW < 2[108W)1 — 97—+ a1 the precondition. So Step 3 does not wrap around modulo
qe, and 2(P) = (w, b)) holds over the integers. For i < ¢, reducing this identity modulo ¢;
and subtracting it from z(*) gives

2(BP) — (2(”) mod ¢;) = (w, b — b(f)> (mod ¢;). (B.5)

Step 5 thus aborts if and only if the right-hand side of Eq. (B.5) is nonzero for some i < £.
Completeness. If 1) = ... = b®) then all right-hand sides of Eq. (B.5) are zero, so no

iteration aborts and the protocol returns the prefixes. ‘
Soundness. Suppose the prefixes are not all equal, and fix i < £ and ko € [n] with b,(jo) % b,(c?.

Both entries are bits, so d := b,(zo) - b,g? € {—1,1} is a unit in Z,. For each p, the right-hand side

of Eq. (B.5) is r,(cg )d plus a term that does not involve r,gﬁ ). Since d is a unit and W < Gmin < ¢,

where W < @i follows from R > k/10g gmin, at most one r € {0,...,W — 1} makes rd
equal to a given residue modulo ¢;. As r,(cg ) is uniform in {0,...,W — 1} and independent of
everything else, the comparison at ¢; passes with probability at most 1/W independently for
each p. All R comparisons at ¢; pass with probability at most W~ < 2% since W > 26/ R
so the protocol returns with at most this probability.

Privacy. The protocol takes no input from any party, so the adversary’s view consists of
the coefficients r(), the openings 2 and z(*?) and whether Step 5 aborts. The simulator
samples the 7(?) as Frang does. Let D) be the right-hand side of Eq. (B.5). The simulator
computes it from the differences it is given, and from these values it computes whether the
protocol aborts. It then samples z(*) & {0,...,27 — 1} and sets 2(0p) = (Z(p) + D(i"")) mod g;
for i < ¢, which is the same function of () as in the real execution by Eq. (B.5). Since no
two blocks K () share an index, the iterations use independent masks, so it suffices to bound
the distance for one iteration and to multiply by the number R of iterations. Write the real
opening as £P) =V 4+ M with V = Zke[n] r,(f)b,(f) and M = Zce[‘r] 2%1(2). By assumption,

M is uniform in {0,...,2” — 1} and independent of V. Since V' < nWW < 277% the statistical
distance between V + M and M is V/27 < 27* for every value of V', which is the claimed
distance per iteration. ]
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B.3 Putting It Together

Theorem B.6 (Security of I1its). Let q1,...,q € M be prime powers of pairwise distinct
primes satisfying the precondition of Protocol B.3, let k be a statistical security parameter,
and write F' .= F}Lo \ {maBit}. Consider the protocol that answers every batch of n maBit
commands for (qi,...,q) by one execution of Protocol B.1 and passes every other command
on unchanged. Then this protocol statistically realizes ]:,Q/IIBB in the (F', Frand)-hybrid model
with simulation error negl(k) per batch.

Proof. Every command other than maBit is passed on unchanged, so we only consider one
batch.
Correctness. For a modulus g; that is not a 2-power, CheckedInput guarantees x, € {0, 1}"’,

and u + v — 2uv = u ® v for bits u, v, so Higﬁéits stores @@, x,. For a 2-power ¢;, the inputs
are not checked, but no check is needed: fix one entry, write v, for the value that P, inputs in
Step 1, which is x, +2m, for an honest party, and write b and y for the entries of b and y. The
value opened in Step 2is y = > vy + b mod g;, and since g; is even, y = Y v, +b (mod 2),
so Step 3 returns [ ) vy mod 2];;. This is a bit whatever the corrupted parties input, and it
is @, z if all parties are honest. By Theorem B.4, the ¢ returned vectors encode the same
bit vector except with probability 27%. At least one honest party contributes a uniform x,
over every modulus, so all n/ bits are uniform and independent given the adversary’s view,
which is the hypothesis of that theorem. In particular, the returned bits are uniform and
independent, as the maBit command requires.

Simulation. The bits never leave F’, so the simulator only has to produce the opened
values: the vectors y of Step 2 of Protocol B.2, the outcomes of the Checkedlnput commands,
and the openings of Protocol B.3. Each entry of y is uniform in Zg;, since an honest party’s
m, makes 2)  m, uniform on the even residues and b consists of uniform bits, so the
simulator samples y uniformly. A CheckedInput command reveals only whether the input lies
in {0, 1}”/7 which holds for an honest party and which the simulator knows for a corrupted
one. For the consistency check, Theorem B.4 needs the differences between the ¢ vectors,
and the simulator has them: every honest party inputs the same x, over every modulus, so
a difference can only come from a corrupted party, whose inputs the simulator sees. The
simulation distance 27" R and the soundness error 277 of that theorem add up to the claimed

negl(k). O

Guaranteed Output Delivery. Over an ABB instantiation with GOD, Protocol B.1 has to
deliver output as well. A rejected Checkedlnput command of Protocol B.2 names the party,
and as in Section 4.2 the parties replace its input by 0, which leaves the XOR of the remaining
vectors. An abort of the consistency check, however, says that some party was inconsistent
across the moduli without saying which, since the check runs on [b],, = @,[z.]s;- There
are two ways around this.

— Swap the last two steps of Protocol B.1: the parties first run the check on [&4]q,, - - ., [Zo]q,
for each o and XOR the surviving vectors afterwards, so a rejection names a party. The N
checks can use the same sacrificed positions, since each masks its openings with the block
bits of its own party, so n’ is unchanged and the extra cost consists of the openings of
the N — 1 further checks. The XOR only has to be computed on the prefixes, which saves
(N —1)(n’ —n) multiplications per modulus that is not a 2-power. Over a 2-power modulus,
Step 1 of Protocol B.2 has to be split, each party inputting x, through Checkedlnput and
m, through Input, since the check runs on [x,],, and requires it to be a bit vector.

— Keep the order and identify the cheater afterwards: a failed batch is discarded anyway,
so the parties open all [x,],,. By completeness of Theorem B.4, at least one party turns
out to be inconsistent across the moduli, and the batch is regenerated without that party.
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Each failure removes a corrupted party, so with an honest majority at most [N/2] — 1
failures occur, and no extra cost arises when nobody cheats.

C Security Proofs for the Conversion Protocols

Here, we prove the security theorems of our three conversion protocols, restating each of them
for convenience. Each of the protocols passes every command other than ModConv on to F, AMBB
unchanged, and the simulator forwards these commands to F, /]\VéB +ModCony> SO the proofs only
consider the ModConv command.

Theorem 4.7 (Security of ITmodconvi). Let Q € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv,q,t, L,id,id") by
running Hl?/i?c[fConvl (Protocol 4.2) for some polynomially bounded B with 2 < < q such that
L —1<q—[q/B], with its preprocessing phase run by Protocol 4.6 with auziliary modulus
Q, and passes every other command on unchanged. Provided that every ModConv command
admits such a B, this protocol statistically realizes .7:%38+Modconv i the f%B—hybrid model
with simulation error at most 27 per ModConv command.

Proof. Correctness. We first show that Protocol 4.6 stores a uniform mask m € Z, together
with the corrections u; = m — ¢;q mod t of Protocol 4.2, unless it aborts. The bits of Step 1
are uniform and independent, so idx =" €] 27idx; is uniform in [2"], meg is uniform in
[27%f ], and the two are independent. By induction on j, the vector 8U) of Step 2 is the one-hot
vector of idx mod 27: the recursion moves the single 1 of ) from position i = idx mod 27
to position ¢ + 2jidxj = idx mod 2711, Hence 6 is the one-hot vector of idx, so Step 3 yields
hot = 1{idx < (8}, and short = shortj4x if idx <  while short = 0 otherwise. By Theorem 3.5,
Step 4 computes It = 1{mo < T'} and eq = 1{meg = T'}. Therefore acc = 0 if idx > S,
and otherwise acc = It 4+ (1 — shortigx) - eq = 1{mor < T — shortjgx} by Lemma 4.5. Since
T — shortigx = |ligx| — 1, an iteration is accepted if and only if idx < § and mef < |ligx|. If
q/B is a 2-power, all intervals have length 2" so the second condition always holds and
acc = hot as the protocol sets it; if moreover (5 is a 2-power, then 2™ = 3 and every iteration
is accepted.

In an accepted iteration, m = meg + min(ligy) lies in Tigy, so a(m) = idx and Zj>i 0 =
1{a(m) > i} = ¢;. Hence Steps 3 and 6 store [m], and [u;]; with u; = m — ¢;q mod ¢, as
in Protocol 4.2. Conversely, every m € Z, arises from exactly one accepted pair (idx, moff),
namely idx = a(m) and meg = m — min(I(m)). Since every pair has probability 2~ (Pidtnof),
the accepted m is uniform in Z,, and an iteration is accepted with probability

q q 1

9 — > e R
QMidx +MNoff 25 . 2(]/5 4

using 2" < 23 and 2™ < 2¢q/f.
Now let « < L. Treating x, m and y as integers in [0..¢) and putting ¢ := 1{x + m > ¢},
the opened value is y =  + m — ¢q. The protocol therefore outputs

Y~ Uay) =Y — (m - Ca(y)Q) =x+ (Ca(y) — C)q (mod t),

and it remains to show c,(,) = ¢, i.e., Il{a(m) > a(y)} =c. lf c =0, then y =z +m > m,
hence a(y) > a(m) because « is non-decreasing. If ¢ = 1, then y = m — (¢ — x) with
q—x>[q/B] >q/B since x < L—1<q—[q/B], hence

a(y):[T—ﬂ(qq_mJ §[T—1J:a(m)—1.
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Simulation. The simulator emulates F; AVI[?»B towards the adversary. In the preprocessing, no
step takes an input from a party, so a corrupted party can only abort, and the only values
opened are the bits acc of Step 5, one per iteration, since Protocol 3.4 opens nothing. Since
every iteration draws fresh maBits, the opened values acc are independent across iterations,
and each equals 1 with the probability # computed above, which does not depend on any
secret. Moreover, the accepted m is uniform in Z, regardless of the number of iterations. The
simulator therefore samples the number £ of iterations from the geometric distribution with
parameter ¢ and sends ¢ — 1 zeros followed by a 1 to the corrupted parties, or 3k zeros if
> 3k.

In the online phase, if x > L, the functionality sends z to the simulator, which runs the
online phase on x exactly as the honest parties would and returns the result to the functionality.
If z < L, the only value opened is y, since the other step is a Comb command. Since m is
uniform in Z, and independent of x, so is y, and the simulator samples y* <~ Z, and sends it to
the corrupted parties in place of y. The value stored in the ideal execution is z mod ¢, which by
correctness is also the value the protocol stores. The real and ideal executions thus differ only
if the preprocessing aborts, which happens with probability (1 —8)3% < (3/4)3% < 27%. O

Theorem 4.13 (Security of ITyodconve). Let Q € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv,q,t, L,id,id") by
rUNNIng H,‘\J,ii’fconv2 (Protocol 4.8) for some polynomially bounded 8 with N +1 < 8 < q such
that L — 1 < q — [Nq/f], with its preprocessing phase run by Protocol 4.11 with auziliary
modulus Q, and passes every other command on unchanged. Provided that every ModConv
command admits such a 3, this protocol statistically realizes .F/i\/éB+ModC0nv i the (.7-"%[38,
FRrand)-hybrid model with simulation error negl(x) per ModConv command.

Proof. Correctness. Fix a party P,. Steps 2 and 3 guarantee v’ € {0,1}"/, and Step 4
guarantees that the three sharings of v? encode the same vector, except with probability
27" by Theorem B.4. Since the §{ are bits and 8 < ¢, their sum is congruent to 1 modulo
q only if it equals 1, so Step 5 passes if and only if §7 is the one-hot vector of some
index i,. Then short = short;, € {0,1}, and Lemma 4.12 turns Step 3 into the condition
m3g < T —short;, = |I;,| — 1. The mask m? = mZ; + min(l;,) of Step 6 therefore lies in
I;,, so a(m?) =i, and s = ) __ i,. For an honest P, the mask is uniform in Z,, and for a
corrupted P, it is an element of Z, of the adversary’s choice.

Let s; := 41 + - - - + is. By induction on o, the vector A% of Step 7 is the one-hot vector
of s, mod 3, and X2 + - -+ + X% = |s,/B]: of the 2 products formed for o > 2, only the one
with j' = s,_1 mod 8 and i = i, is nonzero. It contributes to A7 for j =g 5o, and to x7 if
and only if j'+¢ > 3, i.e., if and only if |s,/8]| = |ss—1/8] + 1. Hence Aj; = 1{j = s mod §}
and w = [s/B], so Step 10 computes ¢; = |s/B] + 1{smod 8 > i} = [(s —i)/B] and
u; = m — ¢;q mod t, as in Protocol 4.8. Here we used that Step 8 moves each bit z unchanged
from @ to t: the opened valueisd=z @ r,and d+ (1 —2d)r =d & r = z.

Now let < L. Since x < L — 1 < ¢ — [Ngq/f], Lemma 4.10 applies to . With C as
in the lemma, the opened value is y = x + m — Cq, so as in the proof of Theorem 4.7 the
protocol outputs x + (ca(y) — C')g mod t. By the lemma, ¢y, = [(s — a(y))/B] = C. The

Lo..,omMNe Zg, so correctness holds for every choice of the corrupted

lemma only requires m
parties’ masks.
Simulation. The simulator emulates F, /]\VéB towards the adversary. In particular, it sees
the vector v? that a corrupted P, inputs. The CheckedInput commands of Steps 2 and 3
reveal only whether the input lies in the language, which the simulator knows. The check
of Step 4 is simulated by Theorem B.4: for an honest P, the three sharings agree and the
sacrificed bits are uniform, and for a corrupted P, the simulator knows all its inputs. The

value opened in Step 5 is 1 for an honest P, and known to the simulator for a corrupted one.



52 Ivan Damgéard, Sebastian Hasler, Sebastian Kolby, Stanislas Pawlak

Each value d opened in Step 8 is masked by a fresh maBit r, which is uniform and independent
of everything else, so d is a uniform bit and the simulator samples it as such. The remaining
steps of the preprocessing consist of Comb and Mul commands and reveal nothing.

In the online phase, at least one party is honest, and its mask is uniform in Z,; and
independent of the masks that the adversary supplies, so y = = + m mod ¢ is uniform in Z,
and independent of x, and the simulator proceeds as in the proof of Theorem 4.7. Summing
the errors of Theorem B.4 over the N parties gives the claimed bound. O

Theorem 4.17 (Security of ITyodconvs). Let Q € M and let k be a statistical security
parameter. Consider the protocol that answers each command (ModConv,q,t, L,id,id’) by
TUNNING Hl(\l/iidConv3 (Protocol 4.14), with its preprocessing phase run by Protocol /.16 with
auziliary modulus @, and passes every other command on unchanged. If the symmetric function
protocol in Step 2 of Iprepcompare (Protocol 7.4) is statistically secure with simulation error at
most €, then this protocol statistically realizes f%BBJrModeV in the f,A]}/IBB-hybrid model with
simulation error at most 27" + [log q| - € per ModConv command.

Proof. Correctness. The bits of Step 1 are uniform and independent, so m is uniform in [2"].
If ¢ is a 2-power, then m < 2" = ¢ always, and every iteration is accepted. Otherwise g < 2%,
so ¢ has n bits, and by Theorem 3.5 the value opened in Step 3b is It = 1{m < ¢}. In both
cases, an iteration is accepted if and only if m € Zg, hence with probability 6 = ¢/2" > 1/2,
and the accepted m is uniform in Z,. Since the bits [b;]; are those of m, the stored data is
that of the preprocessing phase of Protocol 4.14.

In the online phase, treating x and m as integers in [0.. ¢) and putting ¢ := 1{z +m > ¢},
the opened value isy =x+m —cq, and c = 1{y <m}:ifc=1,theny—m =2 — ¢ <0,
and if ¢ = 0, then y = x +m > m. Since y < ¢ < 2", the threshold y of Step 2 has n bits, so
by Theorem 7.5 the step computes 1 —lt—eq=1—-1{m <y} —1{m =y} =1{y <m} =c
Step 3 then outputs y — m + gc = x modulo ¢. The protocol is thus correct for every x € Zg,
whatever the bound L is.

Simulation. The simulator emulates F ﬁ/‘éB towards the adversary. The preprocessing is
simulated as in the proof of Theorem 4.7 with 6 in place of the acceptance probability there
and x in place of 3k iterations.

The online phase opens y and the values opened by the symmetric function protocol, since
ITprepCompare (Protocol 7.4) opens nothing else. The value y is uniform in Z, and independent
of = because m is. As in the proof of Theorem 4.7, the simulator sends y* & Zq to the
corrupted parties in place of y. It does the same for x > L, where it additionally returns
2 mod t to the functionality, since the protocol stores x mod ¢ in this case as well. It simulates
the n — g runs of the symmetric function protocol, in the preprocessing and the online phase
alike, by the statistical security of that protocol, with simulation error at most € each. The real
and ideal executions thus differ with probability at most (1 — )" + (n — g)e < 27" 4+ ne. O
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