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Abstract. The results in this paper establish the genericity of some
properties of the ideals and varieties generated by UOV public keys, in
particular the equidimensionality of the UOV varieties and the radicality
of public key ideals. These genericity results justify the various regularity
assumptions that are made on polynomial systems of equations arising
in the cryptanalysis of UOV and its variants. We also provide examples
in the recent literature showing how genericity questions arise in crypt-
analysis and why genericity should be taken into consideration when de-
signing cryptographic schemes. Lastly, we perform a retrospective study
of various cryptographic schemes through the viewangle of genericity.
We identify several cases in which non-genericity led to the cryptanaly-
sis of the scheme, but also provide a counter-example of a scheme whose
non-genericity does not seem easy to exploit.

1 Introduction

With the advent of post-quantum cryptography, algebraic geometry has taken an
increasingly important part in the design and analysis of cryptographic schemes.
One reason is the need for new mathematical problems that would remain hard
even for quantum computers, one of them being the resolution of systems of
quadratic equations — the groundstone of multivariate cryptography. Techniques
and results from algebraic geometry are also increasingly popular to attack cryp-
tographic schemes beyond the multivariate setting. One can thus mention alge-
braic attacks against code-based cryptography, isogeny-based cryptography and
lattice-based cryptography, that form such an extensive literature that we only
provide one reference per family [1,60,27] for the sake of brevity. In this paper, we
discuss genericity, another well-known concept in the field of algebraic geometry,
and show how and why it should be part of the cryptographic toolbox.

In multivariate cryptography, public keys are families of equations and can
therefore be seen as algebraic varieties. For security reasons, it is crucial that
such varieties are indistinguishable from randomly-generated varieties. Through
the lens of genericity, we address this point by showing that certain properties
of UOV systems are indeed generic in the sense of the Zariski topology.

In cryptanalysis, the so-called algebraic attacks ultimately rely on the reso-
lution of systems of polynomials equations. Estimating the complexity of solving
such systems is generally not a simple task and many of the tools used by the



community actually rely on genericity assumptions. Some of these assumptions
are required to ensure that the attack can be performed: for instance, some
solving techniques like the geometric resolution algorithm [37] require the input
system to satisfy some technical properties and some attacks rely on mathemat-
ical objects that can only be defined under some assumptions. A recent example
can be found in [51,50], where the cryptanalytic use of tangent spaces requires
the UOV variety to be equidimensional and the corresponding ideal to be radical.
Of equal importance is the case where genericity is required to ensure that
its complexity is accurately estimated. A first example is that the sequence
of polynomials in a UOV public key must be a regular sequence, otherwise the
complexity analysis of the direct forgery attack against UOV fails. More involved
assumptions must be made for more sophisticated attacks, for instance the semi-
regularity of the sequences of polynomials arising in the Intersection attack [6],
the absence of false positives in the Kipnis-Shamir attack [42], the precise Hilbert
series obtained in the different modelings of the MinRank problem [6,8,33], etc.
The tools introduced in this paper intend to partially solve the issue of relying
on heuristics that can be hard to verify experimentally, by proving that these
regularity properties hold for UOV keys belonging to non-empty Zariski open
subsets of quadratic polynomial sequences. Genericity, however, can be seen
as an asymptotic statement: a generic property will hold with overwhelming
probability when n (the number of variables) or ¢ (the size of the base field) are
large enough. In cryptography, the parameters are fixed so we have performed
experiments with small parameters, and have noted that our generic properties
still hold most of the time. For more details, we refer the reader to Section 6.

1.1 Related work

Regularity assumptions in cryptographic design. Assessing the complexity of clas-
sical algorithms for solving polynomial systems is both a difficult and essential
task in cryptography, as it dictates the choice of practical parameters (i.e. num-
ber of equations and variables). In order to use existing complexity results, the
community often assumes that polynomial systems obtained from multivariate
keys are regular as in [16], which also motivates experimental work supporting
such assumption [29]. The security analysis and parameter choices of the UOV
NIST submission [11] rely on both the fact that UOV systems form regular se-
quences and on Froberg’s conjecture, but such assumptions can also be found
outside of the realm of multivariate cryptography, see for instance the work of
Diem [24] on XL, motivated by algebraic attacks against ECDLP.

These regularity assumptions still remain essential to the complexity analyses
of more recent attacks, as illustrated by the wedge attack of Ran [53, Conjecture
1], by the Extended MinRank attack of Furue and Ikematsu [33, Section 4.3]
and by the Jacobian framework of [59, Hyp 12, Heuristic 20].

Heuristics in cryptanalysis. While regularity is required for assessing their cost,
more subtle assumptions can be required to ensure the validity of some attacks.
In this paper, we mostly deal with assumptions related to singular points and



tangent spaces. Such assumptions are at the heart of both new attacks [59,51,50]
and less recent ones [42].

Genericity and the security of cryptographic schemes. In [36], Gaggero and Gorla
define and study Zariski-open sets of polynomial systems of a given degree over
finite fields which verify regularity properties in some degrees, a weaker property
than semi-regularity which enables the authors to provide upper bounds for the
degree of regularity. However, in the litterature on UOV, the stronger notion
of semi-regularity is used in order to obtain tighter bounds. Proving the non-
emptiness of the Zariski-open set of semi-regular UOV sequences would solve
the Froberg conjecture [32,48] for the corresponding parameter regimes.

When designing multivariate schemes, it is essential to consider how easily
their public keys could be distinguished from randomly-generated systems. In
UOV, one can wonder to what extent the existence of the oil space makes public
keys stand out. While this question does not seem to appear in the cryptographic
community, it has been addressed by the work of Debarre and Manivel [22] who
—among other things— answered the following question: how unusual is it for m
quadratic forms to vanish on a common o-dimensional linear space?

Another important question for security is the possible existence of weak
keys, i.e. a subset of multivariate keys resulting in polynomial systems that
would happen to be much easier to solve. Such keys must be dealt with by either
detecting them and re-running the key generation process, or by ensuring that
they only occur with a tiny probability. When this is not done, this can lead
to attacks such as the one of Beullens against SNOVA [9]. Our genericity-based
framework also captures these phenomena as the weak keys identified by Beullens
all live in Zariski-closed sets. This, in particular, shows that genericity does not
always suffice to ensure security: those weak keys are non-generic but they still
occur with a non-negligible probability.

1.2 Main results

In Theorems 1 and 2, we respectively show that the set of UOV keys whose Jaco-
bian matrix has full rank outside of the oil space is open for the Zariski topology
and that it is not empty, thus showing that this property is Zariski generic. Note
that these results were already proven over finite fields of sufficiently large char-
acteristic in [51]. In this paper, we used a different approach to make the proofs
simpler and valid regardless of the size of the field. This is particularly relevant
in multivariate cryptography where relatively small fields are used (e.g. Fig).

Building upon this, we show in Theorem 3 that the equations defining a
generic UOV key form a radical ideal and generate an equidimensional variety.
We show in Corollary 1 that this implies that the corresponding public keys form
regular sequences.

Theorem 4 computes the dimension of a determinantal ideal associated to
generic UOV keys. As already mentioned, the consequences of these theorems
are double: they support complexity estimates and prove that common heuristics
used in cryptanalysis hold generically (see in particular [53,59,51,50,33,11,12,42]).



The fact that our theorems apply to such a large part of the literature supports
our opinion that genericity can be a powerful tool for cryptologists.

1.3 Organization of the paper

In Section 2.3, we define a notion of genericity over the set of UOV keys based
on the Zariski topology. We begin the study of regularity assumptions on UOV
polynomial systems of equations with a study of the points that induce a rank
defect in the Jacobian matrices of UOV systems, in Section 3.

This enables us to prove in Section 4 the genericity of properties that are
almost always required in the analysis of UOV systems, namely that the polyno-
mial sequence p1, ..., p,, defined by a UOV public key generates a radical ideal
and an equidimensional variety. In Section 5, we study the determinantal ideals
of the UOV Jacobian matrices in more detail, showing that the rank defect of
the Jacobian matrix of a UOV key at any singular point is generically 1. This
property allows us to prove many heuristics essential to both MinRank attacks
and tangent space approaches.

Section 6 provides experimental results showing that our generic properties
are indeed satisfied with high probability, even over small fields. In Section 7, we
show the relevance of genericity in cryptography, highlighting how the results
from the previous sections can remove heuristics required by well-known attacks
against multivariate schemes. We also identify several attacks that could have
been anticipated by studying the genericity of keys, but we also produce a false-
positive case in which non-genericity does not seem to weaken the scheme.

2 Ideal, varieties and genericity

2.1 Ideals and varieties

We recall some elementary notions related to polynomial systems and their so-
lutions. For more details on this topic, we refer the reader to [21].

Let K be a field, and let pq,...,p, be polynomials in K[X4,..., X,]. The
ideal of K[X, ..., X,] generated by p1,...,pn is the set

<p17~-~,pm> = Z a;Pi, a’ieK[le'”;Xn]
1<i<m

The radical of an ideal T is the ideal
VI :={feK[Xy,...,X,]| Ik eN, f*e1I}.

An ideal 7 is radical if T = /Z. A sequence of polynomials (p1,.. ., pm) is a regu-
lar sequence if for 2 < i < m, p; does not divide 0 in K[nXl, e Xa)/ 1y pie1)-

Let K be the algebraic closure of K. A point & € K is a solution of p; = --- =
pm = 0 if and only if it cancels all polynomials in (p1,...,pm). Thus, the set of



solutions of a polynomial system is defined with respect to the ideal generated by
the polynomials, and called an algebraic set or algebraic variety. The algebraic va-
riety defined by an ideal Z is denoted by V(Z) := {& e K", Vf € Z, f(z) = 0}.
Conversely, the set of ideals that vanish on a given set of points V is denoted
by I(V). By Hilbert’s Nullstellensatz (see [65, Volume 2, p. 164]), it holds that
I(V(Z)) = VI. The dimension of a variety V(Z) is the Krull dimension of the
quotient ring K[X7,..., X,]/Z. Recall that all algebraic varieties admit a min-
imal decomposition into irreducible varieties which are called irreducible com-
ponents. A variety is equidimensional if all its irreducible components have the
same dimension. A variety V is a complete intersection if 1(V') is generated by
codimV =n — dim V elements.

The degree of an equidimensional variety V' of dimension d is the maximum
number of points of the the intersection of V' with d hyperplanes, provided
that this intersection is finite. The degree of an algebraic variety of dimension
d is the sum of the degrees of its irreducible components of dimension d. The
strong degree of an algebraic variety is the sum of the degrees of its irreducible
components.

2.2 Zariski topology

Our goal in this paper is to adapt the classical notion of gemnericity in algebraic
geometry based on the Zariski topology to the set of UOV keys. The closed sets of
the Zariski topology over some affine space K" (where K is an algebraically closed
field) are algebraic varieties, and a property depending on some parameters
chosen in K™ is said to be Zariski gemeric if it holds on a non-empty Zariski
open set of K .

We start by recalling some basic facts from e.g. [21, Chapter 4]. Let Z, J be
two radical ideals.

— The empty set is the variety defined by the ideal (1).
The full space K" is the variety defined by the ideal (0).
— The intersection of a collection of varieties is a variety:

V@O nV(T)=V(IZ+JT).

The (finite) union of varieties is a variety:
VO uV(T)=V(IZNnJT).

Therefore one can define a topology on K", where the closed sets are algebraic
varieties. It is known as the Zariski topology. As in the usual topology, a Zariski
open set is the complement of a Zariski closed set.

We often apply this topology to sequences of polynomials with prescribed
degrees by considering their coefficients as indeterminates. We say that a prop-
erty holds for a generic sequence of polynomials of prescribed degree at most d
if that property holds for all polynomial sequences in a non-empty Zariski open
subset of the vector space of all polynomial sequences of degree at most d.



2.3 Generic UOV maps

Let K be a field and K be its algebraic closure. The goal of this section is to define
a notion of genericity for UOV keys. To this end, we first define UOV keys and
generic private UOV keys, i.e. UOV keys whose coordinates are undeterminates.
Such keys can be seen as m-uples of homogeneous quadratic polynomials whose
coefficients lie in K[a, b], where a = (ag_kj))i,j,k and b = (bﬁ’?)”k respectively
corresponds to the coefficients of the oil and vinegar terms of fi. In this setup, a
property of UOV keys is generic if it holds when a system of polynomial equations
in the variables a and b is not satisfied.

Definition 1 (Algebraic description of UOV [42]). A UOV key pair for
parameters (n,m,o) over the field K is composed of a secret key (A, F) and a
public key P, where:

— A € GL,(K), which defines an invertible linear map from K™ to K".
— F is a quadratic map defined by coefficients (fi j)o<i<n € K"70X":

1<j<n
F:K'—» K"
x = F(x) = (fi(z),..., fm(x))

where, for all 1 <k < m,

fr@) =Y > fMaa

0<i<n 1<j<n
- P=FoA.

When K is the field F, (where q is the power of a prime), we also say that such
a UOV key pair is for (n,m,o,q).

Note that in the original definition of UOV [42], it holds that o = m. However,
there are variants of UOV where o # m. We are also interested in the geometric
characterization, which is due to Kipnis and Shamir [43].

Definition 2 (Geometric UOV trapdoor [43]). A UOV public key for pa-
rameters (n,m,o) over the field K is a quadratic map P : K' - K" defined
by (p1,...,pm) C K[X1,...,X,] such that there exists a linear subspace O of
dimension o such that P(O) = {0}. In other words,

O CV({(p1s---,Pm))- (1)

Denote by K[Xy,...,X,]2 the set of homogeneous quadratic polynomials
over a field K of dimension N = (";1) Hence, the coefficients of those quadratic

maps P defining UOV public keys lie in I (we usually take them in K™V).

Definition 3. Let (n,m,o0) be positive integers, with n > 20 and let K be a field.
The set of UOV public keys for parameters (n,m, o) is denoted by KCp, m. o k-



When K is the field F, (with ¢ being a power of p), this is denoted by
Krm,o0,q- We have KCp, m ox C (K[X1,...,X,]2)™ which is a finite dimensional
vector space. Therefore, we can define a topology over K, ,, » x Which is induced
by the Zariski topology over (K[X1, ..., X,]2)™

Although it is tempting to use only the geometric characterization for con-
ciseness, using the algebraic point of view greatly simplifies our proofs. Thus, we
now define the generic UOV secret key for parameters (n,m, o). By Definition
1, there is a bijection between a UOV public key and the corresponding UOV
secret key. Hence, we can prove genericity results on the set of UOV secret keys,

which yield genericity results on the set of UOV public keys.

Definition 4 ([51, Definition 3.2]). Let (n,m,0) be positive integers, K be a
field and K be the algebraic closure of K.

Let O =11,...,0,V =[o+1,...,n] the indices of oil (resp. vinegar) variables
in the UOV secret key. Define

d:m<0(n_0)+(n—o)(n—o+1)>.

2

The generic UOV secret map for parameters (n,m,o0) over a field K is the
polynomial map
¢:K'xK' > K"
z,(a, B) = (W (, (o, B)), ..., 2™ (z, (a, 8)))

where for 1 <k <m,

k k
oW (@, (@B) = Y aljza;+ Y e (2)
i€0,jeV ieV,jev
Oil terms Vinegar terms

A UOV secret map over K is obtained by evaluating @ on 0 = (a, 3) € K¢:
Dy :x— P(x,0).

—d
Further, we endow the coordinates of K~ with the variables az(-? with ¢ €

0,7€V,1<k<mand bl(.z.) forieV,j €V and 1 <k < m. Such sequences
of variables are denoted by a and b in the sequel.

3 Generic smoothness

The goal of this section is to construct a Zariski open set of the set of UOV
keys where the Jacobian matrix of the public key is full rank outside of the
secret subspace O. As a consequence, we are able to show that any such UOV
key generates a radical ideal and an equidimensional variety, allowing us to use
simpler definitions for the tangent spaces at UOV varieties.



Note that UOV keys are by design homogeneous, thus the point (0,...,0) €
K™ is both a point of the affine variety and a point at which the Jacobian matrix
has rank 0. Affine varieties are not appropriate for the study of homogeneous
ideals so we consider the projective variety, which excludes the zero point.

In [51], a non-empty Zariski open set is obtained in large enough prime fields
by applying an algebraic version of Thom’s weak transversality theorem (see [56,
Appendix B]). In this paper, we improve this construction and prove the same
statement for any finite field by first constructing a Zariski open set in Theorem
1 below, and then delegating the work of proving its non-emptiness in any finite
field to Theorem 2.

As above, we let K be a field and K be the algebraic closure of K.

Given a sequence of polynomials, say f = (f1,..., fp) in K[Y1,...,Yn], we
denote by Jac(f) the Jacobian matrix:

Ofi ... Of1
oY1 oYn
Ofp .. Ofp
oY1 YN

Given y in L™ where L. O K is a field, we denote by Jacy(f) the evaluation of
Jac(f) at y. Finally, given a subsequence Y = (Y;,,...,Y;,) of the sequence of
variables (Y1,...,Yn), we denote by Jac(f,Y) the submatrix of the Jacobian
matrix Jac(f) obtained by keeping only the columns corresponding to the partial
derivatives with respect to Y; for i € {i1,..., i}

We rely on classical notions at the interplay of transversality theory and
algebraic geometry, which we briefly recall hereafter. More details can be found
in [56, Appendix B|. Let V C K" be an equidimensional algebraic variety of
co-dimension ¢, f be a system of generators of the ideal associated to V' and
o:xeV = (p1(x),...,0m(x)) € K" be a polynomial map. We say that a
point x € V is non-singular if and only if rank(Jac,(P)) = codim(K)r2 If this does
not hold, we say that z is a singular point of V. We say that 0 € K is a regular
value of ¢ if the Jacobian matrix associated to f,y1,..., ., has full rank at
any point of z € V such that ¢(z) = 0. This definition extends to any Zariski
open subset U of V: we say that 0 is a regular value for such a restriction, if at
any point of U, the aforementioned Jacobian matrix is full rank.

Finally, we say that a point x in V' is a critical point of the polynomial map
¢ if Jac,(f) has rank ¢ and Jac,(f,¢1,...,¢m) has rank less than ¢ + m. The
image of such a critical point by ¢ is a critical value of ¢.

Theorem 1. Consider UOV parameters (n,m,0) over a field K with n > m and
n > o. There exists a Zariski open set Uy, m.ox C Kn,m,ox Such that for all @ =
(o, B) € Up im0k, it holds that O is a reqular value of Py on K"\ (K° x {0}"°).

Moreover, the complementary of Uy m ok S contained in a Zariski closed
subset of strong degree bounded by (2m)™~"3™.

In other words, let P € Uy, 1m0,k be a UOV public key defining a variety V,
with secret subspace O. Then for all & € V' \ O, the Jacobian matrix Jac(P)



has full rank m. Further, when K is the field F, (with ¢ some power of a prime),
U m.ox is denoted by Uy, .04

Proof. The beginning of our proof comes from [51, Theorem 3.2], with minor
differences in notations but working over an algebraically closed field, which is
crucial to apply some results from commutative algebra and algebraic geometry.
Let O = K’ x {0}"° (hence, it is defined by zo1q = --- = x,, = 0) and let
S =K"\O. First, notice that © = K’ x {0}~ is a proper Zariski closed subset
(provided that n > o), therefore S = K" \ O is a Zariski open set.

Consider the polynomial @ defined in Definition 4. We prove further that the

m x (n+ d) Jacobian matrix Jac(®P) of @ has full rank at any point of S x K"
To do so, we prove that it contains a full rank sub-matrix of size m (as n > m).
To ease the description of this submatrix, we partition the set of indeterminates
into four blocks.

Let Xp = (X1,...,X0), Xv = (Xox1,...,Xp). For all 1 < k < m, let
alk) = (ag’fgﬂ, ce agk%) and bF) = (bgi)l,oﬂ, NN %kzl) be new indeterminates.
We detail the Jacobian matrix based on the definition of ¢ in Equation (2). Let
1<k<m.

a) For ¢ € O, 6515)((’;’ =: LS)(XV, a) does not depend on Xo.
b) For £V, 252 = > o)X+ > o)X, + 2600 X, = L (X, a,b).
€O 1€V, iAl
.o ap k)
For i,5 € O x V, we have 5 = X X;.

al

C
i, ")
Similarly, for i,j € V x V, we have gf(k) = X;X;.

)
) ¥
| ,
)

oL

@

For1<f{#k<mnandi,jecO xV, we have gé“)zo.

alk)

1,
For1<(+#k<nandi,jeV xV, we have 22 = 0.

f
ab*)

All in all, Jac(®P) has the following shape:
Xo Xy a® b ... gtm) pom)
Lgl)(XV,a) LgQ)(X,a,b) X X; Xi X5+ 0 0 |1
@)= SN ENG)
LY (Xy,a) L (X,a,6) 0 0 - X, X; X:X; |m

Letx € S =K'\O.Asx ¢ O, there exists i € V such that z; # 0. Therefore,
for all 1 <k < m, we have:

oPpk) o) 9Pk
W(w):xf and for all ¢ # k, o (@ @ (@) =
ob;; ob;; ob; ;

In other words, the sub-matrix Jac(®, [b!%), ..., 6™)]) of Jac(®) is 22 times the

it Vi

identity matrix. Since z; # 0, then z? - I,,, is invertible, therefore Jac(®) is full
o —d

rank, and therefore 0 € K" is a regular value of ® on § x K as claimed.



From here on, our proof differs significantly from [51, Theorem 3.2], as we
no more rely on transversality results which do require large enough base field
to prove the existence of the Zariski open subset U, ., ok through algebraic
elimination arguments.

Take A" = ®~1(0) N (S x Kd) and let A denote the Zariski closure of A’. We
first prove that if A’ is non-empty, then A is equidimensional of codimension m.

Let B be an irreducible component of A. Since A is the Zariski closure of
A’ which is assumed to be non-empty, B contains a point p = (z,9) € A’
Note that, by construction, the Jacobian matrix of @ at p is full rank. Hence,
in the ring K[X,a,b], of polynomials localized by p, the height of the ideal
generated by the m polynomials #) (X, a,b),..., o™ (X, a,b) defining $~*(0)
is m (thanks to the rank property of the Jacobian implies that they are locally
independent). We deduce that this localized ideal (which is prime and contained
in p) has codimension m and then B has codimension m too [2, Prop. 4.8(ii)].
Therefore, all irreducible components of A have codimension m and then A is
equidimensional of codimension m if A’ is not empty.

Note also that at every point of A’ the Jacobian matrix associated to @ is full
rank. Then, we can deduce that its right kernel (at these points) is the tangent
space to A. In other words, A’ is contained in the regular locus of A.

Let 7 be the projection K" x Kd — Kd. Following mutatis mutandis the
proof of [56, Prop. B.3], the fact that the tangent space to A is the right kernel
of Jac(P) at any point of A’, implies (through basic linear algebra) that, if (a, 3)
is such that 0 is a not a regular value of ¢, g) then (a, 3) is a critical value of
the restriction of 7 to A.

We now consider the ideal J generated by all maximal minors of Jac(®, X)
and the equations defining #~1(0). Note that, by definition, this ideal contains
the critical points of the restriction of 7w to A.

Let Z be the Zariski closed subset associated to J N K][a, b]. Note that, by
definition, the set Z contains the critical values of the restriction of 7 to A and
for all ¥ = (a,8) ¢ Z, 0 is a regular value of $y. Thus, we can define the
Zariski-open set Uy, ok as the complementary of Z and all that remains to
prove is a bound on the degree of Z.

Finally, note that J is generated by m polynomial equations of total degree
3 (the ones defining @7'(0) and () of total degree 2m (the maximal minors
of Jac(®, X)). Applying Heintz-Bézout theorem [39, Sec. 2|, we deduce that
the sum of the degrees of the equidimensional components of V(.J) is bounded
above by (2m)™~™3™. Hence, the sum of the degrees of Zariski closures of their
projection by 7 is also bounded above by (2m)"~™3™ [40, Lemma 2|. O

Remark 1. Note that Z (the complementary of U, k) is defined by polyno-
mials in K[a, b] since it is defined as the vanishing set of J N K[a,b] and J is
generated by polynomials with coefficients in K.

In [51, Theorem 3.2], the construction of Uy, ., o x is done with the algebraic
version of Thom’s weak transversality theorem [56, Prop. B.3], which defines
the Zariski-open set and proves that it is non-empty. However, since this latter
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result relies on an algebraic version of Sard’s theorem (see e.g. [56, prop. B.2])
which requires the base field to have characteristic 0, the tools used to reduce
the construction modulo a prime p imply that the final result requires a large
enough finite field, and the size requirement was not derived explicitly in the
paper. This also explains why [51] used the notation U, 1, 04, highlighting the
dependency in ¢. Instead, our Theorem 1 holds over any field K (finite or not)
and establishes the existence of a Zariski-open set Uy, , 0, x. We then propose an
alternative approach to prove the non-emptiness of U, n, o,k in any field under
reasonable constraints on n,m, o.

Theorem 2. Let (n,m,0) be UOV parameters such that m < o and m <n and
let K be a field. Then Uy, 1m0k 5 a non-empty Zariski-open set.

Proof. Our goal is to construct a sequence of polynomials which belongs to
Un.mox (regardless the choice of the field K). In other words, this sequence
should be a sequence of secret UOV polynomials whose Jacobian matrix has full
rank outside of O, where O is the linear subspace defined by

O :=span(ey,...,e,) ={x €K, xo41=---=1z, =0}

We define the map « — F(x) := (fi(x),..., fm(x)) for 1 < k < m with two
cases depending on the parity of n — o + k:

— When k=n—0+1 mod 2,

[r=gth)
k= Z KXo (k—1)+iXn—(i-1) (4)
1=1
— When £k =n —o0 mod 2,
n-otk g
fr= Z KXo h—1)4iXn—(i-1) T X1X(_ (1) nogsk. (5)

i=1

By assumption, o > m therefore the index o — (k — 1) + ¢ is strictly greater than
1 for k = m and i = 1 and thus for any k& # m and any index i in the above
sums.

We show that the Jacobian has full rank outside of O. Let @ = (21, ...,2,) €
K™\ O be a vector that does not belong to O. By definition, the variables used
in the secret key satisfy

e &= xo41 ==, =0.

Thus, ¢ O implies that there exists an index o+1 < i < n such that x; # 0. Let
J be the largest such index. As n > m, a maximal minor of the Jacobian matrix
of F contains all rows and m columns. We assume without loss of generality that
n—o+m=0 mod 2, thus f,, is defined by Equation (5). There are two cases:

11



— Assume j < o— (m —1) + 2=%F% or j > 0 4 2=%H": this excludes indices
of indeterminates multiplied to X; in Equation (5). By our remark above,
the indices of the m columns of Jac,(F) containing entries equal to X; are
o—(k—1)+(n—j+1) for 1 <k <m. The maximal submatrix corresponding
to these columns is the following lower triangular matrix

a)(ojt(nfj#»l) o 8X07m+1+(n7j+1)
Ty
J = . ’

* .’Ej

which has full rank since x; # 0.

— If the above does not hold, then o — (m — 1) + 2=4F"™ < j < o+ 2=3t™ In
this case, the indices of the m columns of Jac,(F) containing entries equal
toXjarelando—(k—1)+(n—j+1)for1<k#n—-2j+0—-2<m.
Thus, the maximal submatrix corresponding to these columns is

8X0+(n_j+1) T aAXo—m+1+(n—j-',-1) aXl
Ly
Ty
J - )
Ly
* €

whose columns can be permuted to obtain a lower triangular matrix, and
again has full rank since x; # 0.

Thus, the Jacobian matrix Jac,(F) always contains an m x m full rank sub-
matrix, therefore the Jacobian matrix has full rank on K™ \ O. Therefore, we
have constructed an element of U, ,, o x for any field, under the constraint that
m < oand m < n. O

Ezample 1. We give an example of the previous construction for n = 10, m =
o =4 and any field.

f1= X7 Xg + X6 X9 + X5X10

fa= X1 X7 + X6 X+ X5Xo + X4 X190

f3 = X6 X7 + X5X5 + XaXo + X3X10

fa = X1 X6+ X5 X7 + Xy Xg + X3Xg + XoXq0.

0X19 0X9 0Xg 0X7 0Xg 0X5 0X4 0X3 0X5 0X,

Xs Xo X7 Xg Xo X0 0 0 0 0 10k
Xy X5 X¢ X1 Xg Xg X100 0 0 X7 |0f2
X3 Xy X5 X¢ X7 Xg X9 Xy 0 0 |Ofs
Xo X1 Xy X5 Xy Xy Xg Xy Xy X6 |0fs

Jac(F) =

One can check that the minors we extract in the proof are the correct ones.

12



— In the first case, if 21 # 0: 10 is greater than o—(m—1)4+2=4" = 145 = 6.
The indices of the 4 columns of Jac(F) containing entries equal to Xi( are
4—(k—1)+(10—10+1) for 1 < k < m, which indeed specializes to 5, 4, 3, 2.

— In the second case, if zg # 0. The indices of the 4 columns of Jac(F) contain-
ing entries equal to Xg are 1 and 4— (k—1)+(10—6+1) for 1 < k # 4 < m,
which indeed specializes to 9,8, 7.

A curious reader will find in Appendix A the details of how this family of
examples was constructed.

Remark 2. The previous theorems yield a purely algebraic characterization of
UOV keys lying outside of U,, y, 0 x, bounding the degree of its complementary
Z. One could then hope to bound the probability that a randomly generated
key belongs to Z, ideally below 2= where X is the desired security level. We
expect that doing so requires bounding both the strong degree and dimension of
Z. While we managed to bound the strong degree of Z, bounding its dimension
seems more complicated and is left for future work. We provide in Appendix B
a preliminary result as a stepping stone for tighter probability bounds.

With Theorems 1 and 2, we prove that the UOV map has full rank outside
of O for a generic choice of (a,3) € K% In the next section, we use this result
to show that all elements of U, ,,, ok generate radical ideals which in turn define
equidimensional varieties under the only additional assumption that n —m > o.
This allows us not only to study singular points of V but to establish some reg-
ularity results that are ubiquitous in the cryptanalysis of multivariate schemes.

4 Genericity of regularity assumptions

In this section, we aim to prove that the main regularity assumptions required
in most algebraic attacks against UOV, are Zariski generic [6,8,33]. Namely, the
fact that py,...,p, is a regular sequence generating a radical ideal and that
V(Z) is an equidimensional complete intersection.

Lemma 1 (|58, Corollary 1.14]). Let K be a field and let (p1, ..., pm) be a col-
lection of non-constant polynomials in K[X]. Denote by T the ideal (p1,...,pm)
and assume that V(Z) # 0. Then all irreducible components of V(Z) have codi-
menston at most m.

Lemma 2. Let py,...,p, be a UOV public key for parameters (n,m,o,q) with
n—m > o. Denote by T the ideal (p1,...,pm) and V =V (). Let O CV be an
o-dimensional linear subspace. Then V '\ O is Zariski dense in V.

Proof. The ideal Z is generated by m elements. By Lemma 1, it holds that
dim V' > n—m and that all irreducible components of V' have dimension at least
n —m. Denote by (W;)1<i<¢ the irreducible components of V. For all 1 <4 < ¢,
W; has codimension at most m. Since O C V, it holds that

0=vno= [J Wno).

1<i<e

13



For 1 < i < ¢, denote by E; = (W; N O). It holds that dim E; < dim W; since
dim O = o < dim W;. Therefore by [21, Chapter 4, Section 5, Proposition 13],
W; \ E; is Zariski dense in W;. It holds that

V\NO= ] Wi\E.

1<i<e
Thus,
Vo= | Wi\Ei= | W=V
1<i<e 1<i<e
Therefore, V' \ O is Zariski dense in V. O

Lemma 3 ([55, Lemma 15]). Let (g1,...,9,) C F[X1,...,X,], let I be the
ideal (g1,...,9n) C F[X1,...,Xy], let Z be its zero-set, and let X be the con-
structible set

X = {x €7 | 1rabnk(Jauc(g7 [Xl,...,Xn])) :p}.

Suppose that Z is not empty and that X is Zariski-dense in Z. Then, I is an
equidimensional radical ideal of dimension n — p.

Theorem 3. Let (n,m,o0,q) be UOV parameters with n > 20 and n —m > o.
For all UOV public keys P € Up m0.q) Z = (P1,...,Pm) is radical, and V(I) is
equidimensional of dimension n —m.

Proof. By Theorem 1, for all P € Uy, 0,4, it holds that for all x € V(Z) \ O,
Jacg(P) has rank m. By Lemma 2, V(Z)\ O is Zariski dense in V(Z). Therefore,
by Lemma 3, for all P € Uy m,0q, P generates a radical ideal and V(Z) is
equidimensional of dimension n — m. O

Corollary 1. Let (n,m,o0,q) be UOV parameters with n > 20 and n —m > o.
All elements of Up m.o.q form regular sequences.

Proof. Let P € Uy m.0q be @ UOV key. By Theorem 3, dim V ({p1,...,pm)) =
n — m. Since Fy[Xy,...,X,] is Cohen-Macaulay, this implies that p1,...,pm
forms a regular sequence. O

We have shown that any UOV key in U, 04 forms a regular sequence,
but we point out that the converse is not true. To illustrate this, notice that the
sequence (X7,...,X2) € Fy[X1,..., X,]5" is a UOV (n,m, 0, q) sequence if m <
n — o since it is linear in X, _,, ..., X,,, and it is also clearly a regular sequence.
However, it does not generate a radical ideal, and the map = — (2%,...,22) is
not regular in 0: any point with z; = 0 for 1 < i < m is singular and outside of
O ={0}""° x Fy.

Corollary 2. Let (n,m,o0,q) be UOV parameters with n > 20 and n —m > o.
Let P be a UOV public key lying in the Zariski open set Uy m 0.4 defined in
Theorem 1. Denote by V the variety defined by P. The singularities of V, if
any, belong to the corresponding oil space O.
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Proof. Let & € V' \ O. By Theorem 3, V is an equidimensional variety of codi-
mension m. Thus, at any singular point of V', Jac,(P) must have rank < m. By
Theorem 1, for any P lying in Uy, m,0q and any & ¢ O, Jacy(P) has rank m.
The variety generated by any such P is therefore regular outside of O. O

5 Generic determinantal varieties of UOV

It is straightforward to lower-bound the dimension of a non-empty determinantal
variety using e.g. [15, Theorem 2.1]. This bound is tight and achieved for generic
polynomial matrices, see [30]. Our goal is to also obtain dimension results in
the context of MinRank attacks against UOV and its variants, however the
polynomial matrices involved in this setting are Jacobian matrices whose entries
are not independent from one another, so that we cannot simply apply results
from [30]. In this section, we avoid that issue by explicitly constructing the
Zariski-closed sets of keys which have unusually high-dimensional determinantal
ideals using the same tools as in Theorem 1. Such ideals arise naturally as tangent
spaces to UOV varieties, which is why computing their dimension is instrumental
in estimating the complexity of some key recovery attacks, such as [59,50].

In particular, in [59] the authors observed that higher rank defects may occur
in Jacobian matrices of keys of UOV variants such as MAYO and QR-UOV,
where the ratio between n and m is closer to one. This enables the authors to
improve existing Rectangular MinRank attacks.

Theorem 4. Let (n,m,o0,q) be UOV parameters with n > 20 and n —m > o.
Let 1 <r <mand § = o—r(n—o0—m+r). There exists a Zariski open set
Minmioq C Knm,o,q such that for all UOV public keys P in M, m.oq, the
variety O NV ({Minors,,_,+1(Jac(P)))) has dimension § if § > 0 and is empty
otherwise. Furthermore, the ideal I(O)+ (Minors,,_,11(Jacx o.g(P))) is radical.
Proof. Let @ be an indeterminate UQV secret key, and recall that

Xo Xy
LY (Xv,a) LY (X, e, 8)| 1

Jacx,a,8(P) = : : Do (6)
L%?()(Vaco LS?()(vavﬁ) m
We consider an indeterminate oil vector Xp = (X1,...,X,,0,...,0). Thus,

Xo Xy

0 LY (Xo,a,0)\1
Jacxp.ap(®) = | : -
0 LY (Xo,a,8))m

We omit the superscript ® in the rest of the proof. More precisely, for all
1 <i<mand for all 0+ 1 < j < n, it holds that

LiXo,a,B8);= > aix.+ > 840

1<k#j<o 0+1<k<n
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Thus the Jacobian matrix evaluated at a formal oil vector does not depend on
the vinegar coefficients. We write

Li(Xo,a);= Y al)X;.

1<k<o

Given 0 such that P = &y, by definition of the rank of a matrix since n—o > m,
it holds that € O and « € V((Minorsy,_,1(Jac(P))) if and only if there exists
a matrix Y € Fg*™ of full rank such that

x €O and Y - Jacg o(P) = [0] € F; " (7)
We assume without loss of generality that Y is in echelon form:

y(®
Y = I,

y'(r)

Thus, V' ({Minors,,,1(Jac(P, X)))) is the projection on Fy (by eliminating the
Y variables) of the variety defined by the matrix system

YT [0 Li(Xo, )

s=1 I,

: : : = [O} € Fq[X7 Y, a]7-><n. (8)
Yy 0 Ln(Xo,a)

The system is composed of the entries of S, therefore it is a system of rx (n—o)
equations in r(m — r) + o variables (and the parameters «).

We exhibit an identity sub-matrix in the Jacobian of the quadratic map
induced by the entries of S to prove that 0 is a regular value for the map
(x,y) — S(x,y, a). The Jacobian of the entries of S is a matrix of r x (n — 0)
rows and o + r(m — r) + mo(n — o) columns. We denote by S, ; the entry 4, j of
the matrix S =Y - Jacx, (D).

i r+1 m Li(Xo,a);
Sig =010V oy ] 5 (9)
Lm(XOa a)j
Thus,
Sii=1- > alxe |+ > S allxy; | (10)
1<k<o r4+1<<m \1<k<o
Consequently, it holds that for all 1 <i<r, 1<k <o0,0<j<mn,
asz-;;- = Xj. (11)
daj .
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The partial derivatives with respect to a(¥ that do not appear in a polynomial
Sy,; for £ # i are zero:

aSZ’,j =0. (12)
(%)
aam

Therefore, for all 1 < k < o, we construct a submatrix of Jac(S) of the form:

1 2 T T
ag) ag) - ag) -y
So1 (X O -~ 0 .- 0
So,2 0 Xk
Jp = 0. ' €T, [X,Y,af (") xrn=o)
SOJ, . Xk 0
Sn—o,r 0 e Xk

We dehomogenize by choosing a hyperplane at infinity, say He = V({X1)).
Recall that O = V({(X,41, ..., X)), which yields O ¢ Ho,. In this affine chart,
Jp is an identity matrix times a non-zero scalar, thus, for all (z,y) € (O\ Hy) X
IE‘;S,”*T)XT, Jacz y,o(S) has full rank (n — o)r. In other words, 0 is a regular value
of the map (z,y, ) — S(z,y,a) on S = (O \ V(X1)) x Fén_r)w.

Following the proof of Theorem 1, we build a Zariski open set M,.,, 0.4 C
Km0, such that for all (o, ) € My 5 m.0,4, 0 is a regular value of the map
(x,y) — S(x,y, a, B). Since we have seen that f is never involved in the com-
putations, it can take any value so we remove it from the proof for brevity.

Let us define A’ = S71(0) NS and A its Zariski closure. Likewise, any point
(z,y, ) in A’ belongs to an irreducible component B of A whose codimension is
(n—o)r. As in the proof of Theorem 1, this holds because the (n—o)r polynomials
defining S~*(0) are independent due to the rank property of Jacg 4. (5). Hence,
we deduce once again that A is equidimensional of codimension (n — o)r.

Still following the proof, we define a projection m whose critical values contain
all the choices of « such that 0 is a critical point of S(x,y, ). Defining J the
ideal generated by the maximal minors of Jacg 4 q(S), we define Z = J NF,[al.
As in the proof of Theorem 1, Z has been constructed to contain all the critical
points of 7. We can thus define M, ,, 1, 0.4 @s the set of the 8 = (o, 8) such that
a ¢ Z as, for any « outside of Z, 0 is a regular value of S(x,y, a).

The set O\ V({(X1)) is dense in O since O is irreducible and O ¢ V({X1)) by
Definition 4, as O = V((X)). Therefore by Lemma 3, for all (o, 8) € My n.m.0.q;
the sequence

1<i<ro<j<n-—o, S;;X,Y,«a) (13)
generates a radical ideal £ of F;[X,Y] and an equidimensional variety W of
dimension 6 = r(m —r) + o0 — r(n — o).

Let 0 € M, ,.m,0,q @and denote by P the quadratic map ®4. We eliminate the

Y variables to compute the dimension of

O NV ({Minors,,_r+1(Jac(P, X)))).
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Denote by (hi,...,hn—o) € Fy[X]77° a collection of linear polynomials such
that

O=V({{hi,...,hn_o))-
Let us define Zp = (h1,...,hn—o), and Jpm—ry1 = (Minors,,_,11(Jac(P, X))).

Recall that O NV (Tm—rt1) = V(Zo + Tm-r+1) by the Algebra-Geometry dic-
tionary (see [21, Chapter 4, Section 9]). Consider the projection 7 defined by

m: W —a(W)
(z,y) = (x)

Recall the equivalence between & € V(7,,—.) and the existence of a matrix
Y € K™ of full rank such that Y - Jacg (@) = [0] € F;*". This shows that
Zo + Tm—r+1 = LNTFG[X]. By the Closure Theorem [21, Chapter 3, Section
2, Theorem 3], this yields 7(W) = V(Zo + Jm—r+1). By the Fiber Dimension
Theorem [25, Corollary 10.10], for all € m(W),

dim(7 () > dim(W) — dim(V (Zo + Tm—rs1))-
For z € 7(W) \ {0}, 7~ (=) is the following set:
mHx)={(z,y) | 1<i<ro<j<n-—o, S,z y)=0}.

The system of equations 1 < i < 7,0 < j <mn, S;;(2,Y) =0 is linear in
r(n — o) variables. Since 8 € M, ,, 1 0.4, all the linear polynomials must be inde-
pendent (otherwise the variety V(L) is not equidimensional of dimension 4), thus
the system has dimension 0. Therefore, 7—!(z) is a singleton. A singleton has
dimension 0, hence dim(7~!(x)) = 0. On the other hand, since 7 is a projection,
dim(W) > dim(V (Zo + Tm—r+1)). Thus, dim(W) = dim(V (Zo + Tm-r+1)) = 6.

We have seen that £ is radical. Assume by contradiction that £ N F,[X]
is not radical. Thus, there exists f/ € £ N F,[X] C L such that f is not in
LNTF,X]. Since f* € £ and f ¢ L, this implies that £ is not radical, which is
a contradiction. Therefore, it holds that Zp + J,—r+1 is radical. O

Remark 3. Note that contrarily to Theorem 2, we do not exhibit elements of
M m,o0,q in small fields. Note that one can use Thom’s weak transversality
Theorem [56, Prop. B.3] to prove that it is non-empty in large enough fields, as
in [51] for Theorem 1. Instead, we provide an experimental study of M, ;. m 0.4
in the next section. We leave to future work the task of explicitly constructing
a family of elements of M, ;, 1 0.4 similarily to Theorem 2.

6 Experiments on UOV keys over small fields

In this section, we detail the experiments concerning Theorem 4 in small char-
acteristic. We experimentally verify the non-emptiness of the Zariski open set
M n.m.o0,q defined in Theorem 4, for various values of n,m,o0, and ¢ ranging
from 16 to 4093, which reflects field sizes used in UOV-based submissions to the
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NIST process [11,10,35,63]. One can tweak the experiments of this section to
obtain statistics regarding the corresponding Zariski open-sets U, m o4 defined
in Theorem 1 when r = 1. A more detailed experimental study of the singular
loci of UOV varieties in small characteristic was already proposed in [51].

We detail our approach. We select UOV parameters (n;, m;, 0;)1<i<k satisfy-
ing n; —m; > o;, along with a selection of primes p1, ..., ps. For each parameter
set and each prime, 1000 UOV public keys are drawn uniformly at random for
parameters (n;,m;, 0;, pr)- For each parameter set, we predict the dimension of
the determinantal variety corresponding to a rank defect of 1 < r < m; using
Theorem 4. We then experimentally compute the dimension of this determinan-
tal variety for each public key, and compare the experimental result with the
prediction. The dimension is computed by computing a Grobner basis of the
ideal £, defined in the proof of Theorem 4, with the msolve polynomial system
solver [4] in prime fields and with M4gb [47] in F16. We provide SAGEMATH code
for this experiment under MIT licence at

https://github.com/pi-r2/Genericity

We count, for each prime and each parameter set, the proportion D, (in
percent) of public keys for which the dimension prediction matched the estimate.
The results are summarized in Figure 1.

[n,m,o[r[6]] Dis | Dsi | Das1 [Dioz1 | Daoos |

10,4, 4(1(1{(93.3%|96.5%(99.8%| 100% |99.9%
10,5, 5(1(4((99.9%|99.9%| 100% | 100% | 100%

2(1]|93.1%/97.6%|99.4%99.7%| 100%
12,5,5|1(2{/99.5%| 100% | 100% | 100% | 100%
12,7,5(1(4(|100% |99.9%| 100% | 100% | 100%

2(1(|94.4%|97.6%|99.6%99.8%| 100%
12,6,6|1[5(| 100% | 100% | 100% | 100% | 100%

212{]99.4%|100% | 100% | 100% | 100%
14,6,6|1|3]| 100% | 100% | 100% | 100% | 100%
14,8,6{1(5(| 100% |99.6%| 100% | 100% | 100%

Fig. 1. Proportion of UOV keys in the Zariski open sets of Theorem 4, for various
parameters and prime fields of sizes 16, 31,251, 1021, 4093.

We observe that a high proportion of UOV polynomial systems belong to
the Zariski open sets M, , .m0, For the various parameter sets tested, it is
shown that the Zariski open sets defined in Theorem 4 are non-empty. Although
running the same experiments on cryptographic parameters is not feasible (as
the experiment is in fact a key recovery attack against UOV), we expect the
proportion of generic keys to tend to 1 when n, m,o are increased. A goal for
future work is to provide probability bounds similar to Corollary 3 for every
Zariski-open set defined in this paper.
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Note that we also ran experiments to verify the widely accepted fact that
randomly sampled UOV public keys form regular sequences. Unsurprisingly, this
holds for 100% of our samples (same setup as in Figure 1, 1000 keys drawn
uniformly at random for various parameter sets). Also note that being a regular
sequence is a weaker property than belonging to Uy, m,0,q O My pm.0.q-

7 Applications to the analysis of UOV and its variants

The goal of this section is to discuss various regularity assumptions that are used
in the study of the correctness and complexity of attacks against UOV and its
variants. More precisely, we show that a large number of assumptions made in
the field of multivariate cryptanalysis can be proven generic under the framework
introduced above, in the sense that any UOV key lying in one of the Zariski-open
sets defined in the previous sections also satisfy these assumptions. We believe
that this strongly supports the relevance of our genericity-based approach.

We also provide examples of cryptographic schemes whose keys are non-
generic. In many cases, the schemes or some subset of weak keys could be suc-
cessfully broken, some of the attacks precisely leveraging non-generic properties
that we identify retrospectively. We also describe one case where experiments
suggests that using non-generic behavior to build a distinguisher could remain
as hard as directly attacking the scheme. This shows that genericity is a nice
property to have but it is not a necessary and sufficient condition for security.
We therefore believe that genericity should come as a good practice in multi-
variate cryptography: while it may sometimes not be necessary and provides no
absolute guarantee, it can definitely thwart some elementary attacks, and often
comes at a limited cost in the size of parameters.

7.1 Direct attack against UOV

We begin with the most fundamental attack against UOV, which is the direct
attack, i.e. attempting to obtain forgeries for arbitrary messages by solving a
quadratic polynomial system of equations. A strong motivation to study the
behavior of this attack is that it is the dimensioning attack against most UOV
parameters (i.e. the fastest attack at the time of writing). Let us consider a UOV
(n,m, o, q) instance, denoted by P = (p1,...,pm) and with Z = (p1,...,pm)-

Given t € " a target drawn uniformly at random, the task of an (EUF-
CMA) attacker is to find at least one element & € Fy such that P(x) = t. The
direct attack is a method to approach this task which consists in reducing this
polynomial system of m equations in n variables to a zero-dimensional quadratic
polynomial system of equations. This can be done in two manners:

— Method 1: adding r = max(n — m, o) random linear polynomials hq, ..., h,

to the system, which corresponds to intersecting the variety V = V({p; —
t1,...,Pm — tm)) with dim V" hyperplanes in general position.
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— Method 2: running a precomputation (e.g. [61,18,38]) to reduce this task to
solving a polynomial system of strictly smaller codimension, which has a
similar geometric interpretation but where the hyperplanes are not chosen
uniformly at random.

This has two motivations: first, when the codimension is fixed, the cost of find-
ing a solution to a polynomial systems of equations decreases when the number
of variables decreases. Second, it is in general much harder to compute Gréobner
bases of positive-dimension ideals —especially compared to the tools available in
dimension zero, for instance the FGLM algorithm [28] whose complexity is well
understood when the ideal is in shape position. After applying either of these
methods, a solution of the zero-dimensional system is obtained using either a
Grdébner basis algorithm [45,31,19,26], or by combining such an algorithm with
partial enumeration in a hybrid method [5].

The complexity analysis of the direct attack against UOV is made through
the assumption that the sequence py, ..., pn, is a regular sequence [11], which we
have proven to be a generic property of UOV keys in Corollary 1 for all elements
of Uy m,0,q when m < o, which encapsulates all UOV parameters submitted to
NIST. Then, under Froberg’s conjecture [32], the overdetermined polynomial
systems to be solved in a hybrid approach are semi-regular, since pi,...,pm
forms a regular sequence. Note that, although Froberg’s conjecture is stated
over the field of complex numbers, it is expected to hold regardless of the field
(as stated in [32]) and it would be a significant achievement to find a finite field
over which it fails. Also note that when the system is slightly overdetermined,
i.e. has one or two more equations than variables, Fréberg’s conjecture has been
established [62] (under further assumptions for the case of two more equations).

Regularity is a desirable property for a multivariate signature scheme, and it
was verified for the main multivariate competitors of the UOV variants, namely
HFE [49] and its successors (see [17]): the HFE public key system was not a reg-
ular sequence, and could be distinguished from a regular sequence at a relatively
low degree (see e.g. [52]).

There exists parameters of UOV, typically when n — m < o, such that the
public key does not form a regular sequence either. This was the case in the
first versions of MAYO [7], but was changed in the second version of the NIST
submission [10]. This specific dimension issue was highlighted in the changelog
of the second version of the NIST submission [10] as the reason for this change,
although the submitters were not aware of attacks leveraging this non-genericity.
In addition, we point out that both QR-UOV [35,34] and SNOVA [64] can be
mapped to UOV instances where n — m < o (the big field instances), which
prevents our genericity results from being applied to the big field direct attack
against these schemes. A significant difference between these schemes and HFE
however, is that experimental data (see e.g. [34, Table 9]) suggests that the degree
of regularity required to attack big field instances matches the expected degree
of regularity of a semi-regular sequence [3] with the same number of quadratic
polynomials and variables. This is an example where non-genericity does not
seem to lead to an attack. A more pragmatic approach can be taken: trying
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to achieve genericity by default and, when deemed necessary, identifying and
justifying any non-generic behavior in terms of expected gain (i.e. improvement
of performance) and security (i.e. justifying why non-genericity does not lead to
improved attacks).

7.2 Direct attack against MAYO

Recall that a MAYO(n,m, 0, ¢, k) public key is a UOV(n, m, 0, q) map P, where
the parameters satisfy ko > m. The direct attack against MAYO depends on
the whipped map P* defined by

PH(@,.. ) = Y EiyPllana)+ Y EiPla),

1<i<j<k 1<i<k

where the matrices E;; € Fy**™ are multiplication matrices in Fym. Given
t € )" a target drawn uniformly at random, the task of an (EUF-CMA) attacker

is to find at least one element (z1,...,xx) € IF’;” such that:
73*(:1:1, ce ,il:k) =t.

This is an instance of the UOV (kn, m, ko, q) forgery problem, where by design
m < ko < kn, a regime in which Theorem 2 applies. However, whipped MAYO
maps are (clearly) not generic among UOV (kn,m, ko, ¢) maps, thus a dedicated
analysis is required to prove the regularity of the sequence P*. It is sufficient
to show that the collection of quadratic polynomials of P has codimension m,
which is possible with Theorem 3 when n — m > o. The currently proposed
parameters of Mayo [10] feature n — m = o, therefore a direct application of
the Theorem fails. The only failure point is Lemma 3, and one can fix it by
constructing a smaller set of singular points of the variety: indeed, the use of
Lemma 3 in Theorem 3 relies on the assumption that singular points may only
lie in O; in practice, one expects that singular points lie in a strict subvariety of
O, which can be shown for generic keys via Theorem 4. Thus we expect that the
result can be extended to the case n — m = o, but no further since if n —m < o
the dimension of the variety already disqualifies P as a regular sequence.

For such generic Mayo keys, it holds that P forms a regular sequence. Then
it must be the case that P* also forms a regular sequence, since it is obtained
by an invertible linear combination of polynomials (P’(X;, X;))1<i<j<k- Indeed,
otherwise one could construct a non-trivial syzygy of P € Fy[Xq,...,X,]™ by
specialising P* to P*((X1,...,Xn),0,...,0).

7.3 'Wedge attack

Recently, progress in the cryptanalysis of UOV and its variants has been achieved
by the Wedge Attack of [53] which improves the cryptanalysis over field ex-
tensions of small characteristic. The main heuristic on which this attack relies
is [53, Conjecture 1], which requires that for parameters (n,m,o0,q = 2¢), if
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min("g1 ,2) -m >mn — o> o, then the public key polynomials p1, ..., p,, form a

semi-regular sequence over F,/(z%,...,22). Corollary 1 shows the regularity of
the sequence over Iy, which is a first step towards the full statement of Ran.
Note also that the analysis of parasitic solutions to the Wedge Attack in [53,
Section 3.4] performs a heuristic count that can be formalized precisely using the
Debarre and Manivel bound [22, Théoréme 2.1] to obtain a dimension result, and
then the count of rational solutions can be derived from the Lang-Weil estimate
[44, Lemma 1]. Both methods agrees but ours no longer relies on a heuristic.

7.4 Tangent spaces and key recovery from one vector

Consider a UOV (n,m,o0,q) instance, denoted by P = (p1,...,pm), with Z =
(p1,- -+, Pm) and with trapdoor O C V(Z). In [50], a polynomial-time algorithm
performing key recovery from one element « € O is introduced, relying on regu-
larity assumptions summarized in [50, Theorem 1]. These assumptions are readily
verified for regular points but no longer hold for singular points. This could be
a problem in practice, as finding points in O can be done via the Kipnis-Shamir
attack [42], which always return singular points of V(Z) (see [46,51]). Similarily,
[59] shows that the Rectangular MinRank attacks against UOV and its variants
compute singular points, sometimes inducing higher rank defects than 1.

It is therefore relevant to ensure that the algorithm from [50] is also succesful
when run on singular points, and it had been addressed informally in [50, Remark
3]. In this section, we show that the algorithm from [50] always runs correctly
(even on singular points) for generic UOV keys.

Remark 4. When we apply Theorem 4 to the case r = 2, the dimension formula
specializes to § = 30+ 2m — 2n — 5. If § < 0, then singular points of a generic
UOV variety only decrease the rank of the Jacobian matrix by 1. In that case,
[50, Algorithm (a)] will not fail on singular points of the UOV variety. This is

the case for all UOV parameters in the regime > = 3, which corresponds to
those submitted to the NIST competition.

More generally, the constraint for the algorithm to succeed is that the di-
mension of the tangent space at the input point is smaller than 2o.

7.5 Rectangular MinRank attack and Singular point attack

It has been shown in [46,51] that singular point computations yield key recovery
attacks against UOV. For mainstream UOV parameters (n = 2m), we have seen
in Remark 4 that the rank defect at a singular point of a generic UOV key is
expected to be at most 1. For UOV variants, the rank defect in the Jacobian
matrix evaluated at a point of O can be strictly greater than 1, which enables an
attacker to find some singular points by solving a system of equations of lower
degrees. The larger the rank defect, the more we can expect to decrease the cost
of the resulting attack. This idea was introduced in [59], who linked singular
point attacks with the Rectangular MinRank attack [8,33].
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In [59], the success of the attack relies on two assumptions on UOV vari-
eties. The tools introduced in Section 4 enable us to prove that both of these
assumptions are Zariski-generic.

Dimension of the UOV wvariety. To apply the Jacobian criterion [25, Theorem
16.19] to design a MinRank attack, it is necessary to know the dimension of the
variety, thus [59, Hypothesis 12] asks that dim V(Z) = max(n —m, 0). Theorem
3 shows that [59, Hypothesis 12] holds on the Zariski open set U,, y, 0,4, Which is
non-empty when m < o and m < n by Theorem 2.

No singular points outside of O. To turn such a MinRank into a key recovery
attack, one needs to estimate the number, if any, of parasitic solutions (solutions
that are not related to the secret key). More precisely, [59, Hypothesis 14] asks
that SingV(Z) C O and provides experimental results supporting such a claim,
following a similar assumption made in [51, Hypothesis 1]. When m < o and
m < n, we have shown in Theorem 2 above that this holds generically in any
finite field. Note that this had already been proven to be Zariski-generic in a
large enough prime field in [51]. By working in arbitrary finite fields instead,
our results also directly support the analysis of the Kipnis-Shamir attack [42] as
pointed out in [51, Hypothesis 1, Hypothesis 2].

Genericity beyond UOV. The same paper introduces an original heuristic [59,
Heuristic 20] to study the correctness of their Extended MinRank attack. When
0 < n —m, our Theorem 4 shows that this heuristic is generically satisfied by
UOV keys. However, as mentioned earlier, our theorem does not guarantee that
this remains the case for the attacks of [59] targeting SNOVA and QR-UOV, as
o > n — m. Furthermore, for all UOV keys lying in the Zariski-open set defined
in Theorem 4, we show that the determinantal ideal defining the singular points
is radical, which was also a requirement to obtain linear polynomials in the
algebraic attacks of [51, Proposition 1].

Note that we do not recommend building non-generic multivariate schemes
in the hope of defeating cryptanalytic assumptions. Indeed, the complexity of
solving generic systems is much better understood, leading to safer options for
the design of cryptographic primitives.

7.6 Forgery attacks and weak SNOVA keys

In [9], a forgery attack is obtained on the SNOVA Round 1 submission to NIST
[63] by finding rank defects in some matrices related to the public key. Beul-
lens observes that all keys are vulnerable to such an attack with a low rank
defect, however a fraction of all keys is exposed to higher rank defects. Notice
that using the tools introduced earlier, for instance Theorem 4, one may be
tempted to dismiss these weak keys as non-generic. This would be a misuse of
our work: in cryptography, the consensus is that accidental events such as weak
keys or decryption failures must only occur with a dramatically small probabil-
ity, depending on the security level (e.g. 27128 for NIST level I). Showing that a
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property is generic, however, is a topological result that does not say anything
a priori on the probability that such a property holds, unless a deeper analysis
is performed, as in Corollary 3.

8 Conclusion

In this paper, we used the classical notion of Zariski genericity with a dual
purpose. On the one hand, we show that numerous heuristics made by the com-
munity can indeed be shown to be generic in the sense of the Zariski topol-
ogy, providing solid theoretical grounds to assumptions that have been hanging
around for decades. On the other hand, we also suggest that genericity should
be used in the design and analysis of multivariate schemes. This novel idea (to
the best of our knowledge) significantly extends the applications of results like
Theorems 2 and 4 as they could play a role in the design of cryptosystems.

A future line of work is to extend this approach to other families of post-
quantum schemes. An example of non-generic behavior is the use of quadratic
relations in [20,54,14], leading both to faster distinguishers and attacks. The
main difficulty is that such generic properties seem much less natural than the
ones introduced here, which are quite common in algebraic geometry.

Finally, an important next step is to derive (upper bounds for) the dimension
of the Zariski-closed sets defining U, 1, 0,4 and M,.;, 0 4 in order to obtain upper
bounds on the probability to draw non-generic UOV keys uniformly at random
for a given parameter set.
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A Construction of the example of Theorem 2

Our construction may seem quite ad hoc at first sight, therefore we explain
how it was obtained. In the previous proof, our method was to first construct
a polynomial matrix J in K[X7, ..., X,]™*™ with entries that are linear forms,
ensuring that it is a plausible Jacobian matrix of a homogeneous quadratic map.
Then, we obtained the map through formal integration as indeed we may read
the coefficients of fj from its partial derivatives:

Vi<k<m, fri= Y X5,
0+1<i<j<n

Afw

Vi<k<m, 1<j<n, ——=
=h=m =) sn 0X;

21,5 X+ VX
1#]
Notice that the coefficient fi(,];) appears both in % and in g—f("i, thus we must
respect the following “commutativity rule” in order to define a valid Jacobian:
of of

= . .. —_— = ] oo 14
X, X; + <:>an X+ (14)

In characteristic not 2, any polynomial matrix whose entries are linear forms
respecting this rule is a valid Jacobian matrix of a homogeneous quadratic map.
In characteristic 2, there is an additionnal difficulty as there is no primitive to
X; with respect to X;.
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The goal of our construction is to obtain a Jacobian matrix where each
vinegar indeterminate appears exactly once per row (ie per polynomial) and in
at least m columns, so that we may extract full rank m-minors when at least

one is non-zero. This explains the choice of indices: aXL = Xo—(k—1)+i- If we

n—i+1
index i from 1 to n — o, we are counting some monomials twice when

o—(k—1)+i>n—i+1 < 2i>n—o+k,

therefore we stop halfway. When 2i = n — 0 + k, we would get a square term
Xg i (k1) which would prevent the construction from succeeding in character-
istic two. This happens for half of the values of &, as this behavior requires that
n — o+ k be even. Thus, we replace this term by X1 X,; (r_1) which is a valid
choice only when m > o.

Finally, as we must define an element of K, 04, @ UOV secret key, we
also require that J does not depend on X1,..., X, in the columns correspond-
ing to 0Xy,...,0X,, which ensures that the primitive map is indeed linear in
X1,...,X, and thus a valid UOV secret map. The natural construction in char-
acteristic not 2 is the following Toeplitz matrix, and we simply tweaked the
square terms as mentionned previously to obtain a result also in characteristic
2 which is the construction obtained in the proof.

8Xn aanl e Banm aXn7m71 T a‘XP0+1 o 8X0+17m e BXI

XoJrl Xo+2 et Xo+l+m Xo+2+m e Xn
J _ Xo Xo+1 . Xo—i—m, Xo+1+m
Xo+1—m Xo+2—m o Xo+1 Xo+2 e Xn

B Preliminary probability result for U, ;0.4

Corollary 3. Let K be a field and S C K be a finite set of cardinality o. Let
(n,m,0) be UOV parameters with n > m and n > 0 and let Uy m ox be the
Zariski open set defined in Theorem 1.

Then, Un, m.ox 1S a non-empty Zariski open set and the probability that a
point in S does not lie in Uy, m o x 15 at most w
Proof. Both, the facts that U, 0 x is Zariski open and non-empty are restate-
ments of Theorems 1 and 2.

By Theorem 1, the complementary Z of U, m ok has strong degree at most
(2m)™~ ™3™, In other words, letting Z,..., Z; be the irreducible components
of Z of respective degrees 1, ..., dy, it holds that §; + - -- 4 6, < (2m)*~"™3™.
Let I; be the ideal associated to Z;. Note that I; is prime (because Z; is irre-

ducible) and distinct from {0} since Z; # K by Theorem 2. Assume for the
moment that we have proved that each I; contains a non-zero polynomial g; of
degree no greater then ¢;. Then, the polynomial ¢ = g7 --- g; is non-zero and
has degree no greater than (2m)"™ ™3™ and lies in the ideal associated to Z.
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Our conclusion then follows from a straightforward application of the DeMillo,
Lipton, Schwartz, Zippel lemma [23,57,66].

We prove now that for all ¢ € {1...,¢}, I; contains a non-zero polynomial
g; of degree less than or equal to ;. Let {i1,...,4x} be a minimal set (for the
partial order induced by inclusion) such that J; = I, N K[c;,,...,¢;,] # {0}
Such a set exists since I; # {0}. By [41, Theorem 5.9 and Proposition 5.10]

applied to H{[clJilc’“], the codimension of J; is 1. By the dimension formula [25,
Corollary 13.4], we deduce that the height of J; is 1 (codimension and height

. . K [ Ci . . . . .
coincide here because =42l ig an affine domain since J; is prime). By [13,

Chap. 7, Theorem 1, pp. 562], we deduce that J; is principal. Since J; # {0},
it is generated by a non-zero polynomial g;, whose vanishing set is the algebraic
variety associated to J;, hence a hypersurface which we denote by #H;. By the
closure theorem [21, Chap. 3, Theorem 3|, H; the Zariski closure of the projection
of Z; on the (¢;,,...,¢;, ) coordinate subspace. Hence, the hypersurface H; has
degree bounded by ¢; (which is the degree of Z;, the algebraic set associated to
Z;) [40, Lemma 2|. Since J; is prime, principal and generated by g;, it holds that
g; is irreducible. We deduce that g; has degree bounded by 9;. O
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