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Abstract

We study the local leakage resilience of Shamir secret sharing, where an adversary leaks a
bounded number of bits from every share. For n parties and reconstruction threshold k& over a
prime field IF, with p > n, we prove the following.

o There is an absolute constant cpy, < 1/2 such that, for k& > ¢ppn, Shamir sharing is resilient
to arbitrary one-bit leakage from every share. The best previous threshold was 0.668n.

o For every fixed 0 < § < 1/2 and k > (1/2 + §)n, Shamir sharing is resilient to L% log, n| bits
of arbitrary local leakage per share. By a recent attack, this number of bits is optimal up to
a constant factor depending on 4.

e For every fixed threshold rate ¢ > 0 and k > cn, Shamir sharing is resilient to quadratic-residue
leakage and to almost all local leakage functions of up to 7. log, p bits, for a constant 7. > 0.

All three results follow from one analytic framework, which we develop for generalized
Reed—Solomon codes: local leakage from a uniform codeword is statistically close to the same
leakage from independent uniform field elements. The framework expresses the leakage distance
as the norm of a function on the leakage outputs. The Efron—Stein decomposition splits this
function into orthogonal components indexed by supports of dual codewords. Two tools bound
the components: list recovery of the dual code, which is ordinary list decoding for one-bit leakage,
and a generalized von Neumann inequality for MDS systems of linear forms that retains linearly
many Gowers norms. The first tool gives the result above half, the second gives the constant-rate
result, and applying both to different ranges of supports in the same decomposition gives the
result below half.

*CQT at NUS, Singapore. hai.h.nguyen@nus.edu.sg
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1 Introduction

Shamir secret sharing [Sha79] is a fundamental cryptographic primitive with many applications. In
an (n, k)-Shamir scheme, a secret is encoded in n evaluations, called shares, of a random polynomial
of degree below k whose constant coefficient is the secret. Any k shares determine the secret, and
any fewer reveal nothing about it. The algebraic structure also allows efficient computation on
shared secrets, which makes the scheme a central building block of secure multiparty computation
(MPC) [BOGWS88, CCD88]. Classical MPC protocols tolerate passive corruption of fewer than half
the parties, or active corruption of fewer than one third, with reconstruction thresholds near n/2
and n/3 respectively.

What happens if, instead of learning a few shares in full, an adversary learns a little about every
share? The question is motivated by side-channel attacks, which extract information from physical
implementations through observations such as running time and power consumption [Koc96, K.JJ99].
Benhamouda, Degwekar, Ishai, and Rabin [BDIR18] formalized locally leakage-resilient secret
sharing.! In this model the adversary obtains a bounded number of bits from each share through
a function of its choice, and local leakage resilience requires the joint leakage to be statistically
independent of the secret. The guarantee is strong because the leakage functions are arbitrary: even
one-bit leakage permits any Boolean function of each share, not merely a bit of its representation.

Local leakage can be surprisingly powerful. For suitable parameters over binary extension fields,
Reed—Solomon repair algorithms [GW16] even recover the entire secret from one bit of leakage per
share. Over prime fields, Benhamouda et al. [BDIR18] proved resilience to arbitrary one-bit local
leakage when k£ > 0.907n, and substantial effort has gone into lowering this threshold: independent
improvements gave 0.8675n [MPCSW21] and 0.85n [BDIR21], followed by 0.78n [MNPCW22],
0.69n [KK23], and 0.668n [Kas25].2 Below half, resilience is known only for restricted leakage classes:
physical-bit leakage with high probability over randomly chosen evaluation points in sufficiently
large prime fields [MNPC™21], quadratic-residue and almost all one-bit local leakage [Ngu24], and
sufficiently unbalanced leakage [KK23]. Previous guarantees against arbitrary one-bit local leakage
all require threshold rates strictly above half.

Benhamouda et al. [BDIR18, BDIR21] conjectured that Shamir sharing over prime fields is
resilient to arbitrary one-bit local leakage at every positive constant rate.?> Despite the subsequent
improvements, this conjecture remained open even at rate half. There is also a technical obstacle.
Maji et al. [MPCSW21] showed that the bound obtained by summing Fourier magnitudes in earlier
analyses cannot establish resilience below rate half, already for quadratic-residue leakage.*

Summary of our results. We prove that (n, k)-Shamir sharing is resilient whenever k > cppn, for
an absolute constant cpy < 1/2, establishing the conjecture in a range that extends below half. We
also obtain logarithmic-bit leakage resilience above half (by any fixed constant), and guarantees
against restricted leakage families at every positive constant rate.

1.1 Owur contributions

We first introduce notation. Consider (n, k)-Shamir sharing with n parties, reconstruction threshold
k, and distinct nonzero evaluation points o = (a1, ..., ) over a prime field F), where p > n. To
share a secret s € [}, this scheme samples a uniformly random polynomial P € F,[X] of degree less
than & such that P(0) = s and gives party ¢ the share P(a;). An m-bit local leakage function is a

'The notion also appears implicitly in the work of Goyal and Kumar [GK18].

2The last two assume a field of size 2°().

3Their conjecture applies more generally to secret-sharing schemes based on MDS codes.

“For a share « € F, this one-bit leakage outputs 1 if z = 3 for some y € F,, and 0 otherwise.



tuple of maps T = (71, 72,...,7y), where 7;: F, — {0,1}™. For & = (x1,...,7,) € F), write

T(x) := (11(x1),y .. ., Tn(Tn)).

The leakage distribution induced by T on secret s is the distribution of (71 (P(a1)),. .., 7 (P(an))),
where P is sampled as above. The scheme is e-resilient to m-bit local leakage if, for every such
m-bit local leakage function, the leakage distributions of any two secrets have statistical distance at
most . We call k/n the threshold rate and m/log, p the leakage rate, the fraction of each share’s
bit length revealed by the leakage. All following results hold for every choice of evaluation points
and all sufficiently large n, with constants and the required lower bound on n depending only on
the fixed parameters. In particular, there is no upper bound on p.

Below half. Our first result crosses the 1/2 rate for one-bit local leakage.

Theorem 1 (Below half). There is an absolute constant cpn < 1/2 such that every (n, k)-Shamir
scheme with k > cppn is exp(—2(n))-resilient to one-bit local leakage.

The previous best bound for arbitrary one-bit leakage was 0.668n, under the field-size restriction
p = 2°0") [Kas25]. Our theorem crosses half without this restriction.” In particular, the theorem
covers k = [n/2], the reconstruction threshold at the classical n/2 passive-corruption bound in
MPC. The proof gives the explicit, unoptimized constant cp, = 1/2 — 10714 (Corollary 6). The full
BDIR conjecture remains open, in particular at threshold rate 1/3. At smaller thresholds, Nielsen
and Simkin [NS20] give an inefficient one-bit leakage attack when k is of order n/logp, which is
n/logn when p = poly(n). Closing this gap remains an open problem.

Asymptotically optimal leakage above half. Progress on the reconstruction threshold has
concentrated on one-bit leakage. A second basic question is how many bits per share Shamir sharing
withstands. We show that, at every threshold rate above half, the answer is logarithmic in n: for
polynomial-size fields p = poly(n), this is a constant fraction of each share’s bit length.

Theorem 2 (Logarithmic leakage above half). Fiz 0 < 6 < 1/2. Any (n, k)-Shamir sharing with
k> (1/2 4 6)n is exp(—Qs(n'~%/12))-resilient to | (6/24) logy n|-bit local leakage.

Previous guarantees of a constant leakage rate required a threshold rate tending to one. Ben-
hamouda et al. [BDIR21, Corollary 4.13] obtain it for n < p < 2n and k > n — n'/4. Our threshold
rate stays fixed above half, and the field may be arbitrarily large.

The number of leaked bits is tight up to a constant factor depending on é. Boudgoust and
Simkin [BS26] give an efficient attack using logy k + O(1) bits per share over arbitrary finite fields.

The proof reduces m-bit leakage resilience to list recovery of the dual code with input lists of
size 2™ — 1; for one bit this is ordinary list decoding. Letting m grow requires the dependence of
the list size on the input-list size, which we extract from the proofs of Jeronimo [Jer26] and of Dao,
Kominers, and Thaler (DKT) [DKT26] in Sections A and B.

The criterion of Maji, Paskin-Cherniavsky, Suad, and Wang [MPCSW21, Technical Lemma 1]
is also a list-recovery condition on the dual code, and combined with the same bound it yields
Theorem 2 for every fixed m. Its parameters, however, degrade doubly exponentially in m: its input
lists have size 272 with T' = 29(™/9) and ¢ = O(4~™), because the underlying ¢, bound sums over
all 2™" leakage outputs. This direct application gives only O(loglogn) bits.

This allows a A-bit prime p with n = O()), a common parameter regime in MPC.



Restricted leakage families at every constant threshold rate. Our third result concerns
every positive constant threshold rate, including below half, for two restricted leakage families:
quadratic-residue leakage, where party i reveals whether a; P(«;) + b; is a square, for arbitrary
a; € Fy, and b; € Fy; and almost all tuples of local leakage functions revealing ©(logp) bits per
share.

Theorem 3 (Structured leakage at constant threshold rate). Fiz 0 < ¢ < 1. There are constants
Ne,y Aey be > 0 such that any (n, k)-Shamir sharing with k > cn is

1. exp(—acnlog p)-resilient to quadratic-residue leakage (with arbitrary affine shifts), and

2. for every integer 1 < m < n.logy p, exp(—acnlog p)-resilient to all but an exp(—be/p) fraction
of m-bit local leakage functions.

Nguyen [Ngu24| proved resilience to quadratic-residue and random one-bit leakage using higher-
order Fourier analysis, but the bounds require a field size exponential in n at constant threshold
rate. Unlike Theorem 2, the leakage rate in part 2 stays constant for every prime p > n, not only
polynomial-size fields, and below half. For superpolynomial-size fields, this separates worst-case
from average-case leakage: the attack of Boudgoust and Simkin [BS26] limits the worst-case leakage
rate to O(log k/logp) = o(1).

At smaller thresholds, quadratic-residue leakage can be insecure: for n = p — 1 and k = O(y/n),
Kopparty’s algorithm for recovering a polynomial from noisy quadratic-character values [Kop26]
yields an attack with the same shifted quadratic-residue leakage (Section 5.5).

From Shamir sharing to codes. For distinct evaluation points e € F)) and nonzero multipliers
v € ()", the generalized Reed—Solomon code of dimension d is

GRSau(n.d) = {(1iQ(an))ly : Q € F,[X], deg@ < d}.

The shares of the zero secret in an (n, k)-Shamir sharing are uniform on Cyp = GRSy o(n,k — 1),
and the shares of secret s are uniform on the translate s1 + Cy, where 1 = (1,...,1). Call a
linear code €' C F} e-resilient to m-bit local leakage if, under every tuple of m-bit leakage maps, a
uniform codeword and a vector of n independent uniform field elements have leakage distributions
within statistical distance €. We prove all three results in this code form (Theorems 6 to 8), as
a pseudorandomness property of GRS codes under local leakage, and the guarantees for Shamir
sharing follow: for arbitrary m-bit local leakage, resilience of the code implies resilience of the
scheme with twice the error, and conversely with error larger by a factor O(n) (Lemma 1).

Technical Highlights. We develop an analytical framework in which all three theorems are
proved. It combines the Efron—Stein orthogonal decomposition over the product space of leakage
outputs with Fourier analysis over the uniform measure on the inputs. Its key feature is flexibility:
the framework organizes the leakage analysis into orthogonal components, and each component
can be analyzed either through its L?-norm using linear Fourier analysis, or through its L'-norm
using higher-order Fourier analysis. Previous analyses each took a single route. Benhamouda et
al. [BDIR18, BDIR21] and their successors [MNPC*21, MPCSW21] bound an ¢; sum of Fourier
magnitudes over the dual code; Klein and Komargodski [KK23, Kas25] bound an {3 quantity
obtained from Pinsker’s inequality; Nguyen [Ngu24] bounds Gowers norms of the leakage functions.
The framework brings these analytic approaches together, allowing different estimates on different
components. Their combination within the same decomposition is what crosses half.



Concurrent and independent work. Sun and Wootters [SW26a] independently prove one-bit
local leakage resilience of Shamir sharing at a constant threshold rate below half, obtaining the
same qualitative guarantee as Theorem 1. They also prove resilience to any fixed number of leaked
bits per share above half. The approaches share an important feature: both use list recovery
of the dual code for small supports and Gowers-norm estimates for large supports. Our work
additionally establishes logarithmic-bit resilience above half and the restricted-leakage guarantees at
every positive constant threshold rate (Theorems 2 and 3). Sun and Wootters also obtain existential
and quantum-algorithmic results for worst-case optimal polynomial intersection, which we do not
study here.

1.2 Technical overview

By the reduction described above (Lemma 1), it suffices to prove the code form of our results: local
leakage cannot distinguish a uniform codeword from independent uniform field elements. Fix a
GRS code €' = GRSq v(n, k — 1) and leakage maps 7;: F — {0,1}™. Let U¢ and Upy be uniformly
distributed on C' and Iy, respectively. The goal is to show that the statistical distance between
T7(Uc) and 7(Ugy ), which is called leakage distance, is small.

The framework. Under independent uniform inputs, the leakage outputs are independent. Thus
T(UF;;) has a product distribution v = []; v, where v; is the distribution of 7;(Up, ). This allows us to
use Fourier analysis on general product spaces ([O'D14, Chapter 8]). In particular, the Efron—Stein
decomposition is a standard way to group a Fourier expansion into orthogonal components indexed
by coordinate sets, without choosing an explicit basis. We first express the leakage distance as a
norm under v, then apply this decomposition and use the code’s linear structure to identify the
components. Section 3 develops this approach in the following steps.

Step 1: Write the leakage distance as a norm. For each leakage output b = (by,be,...,by,), we
compare its probability under leakage from a uniform codeword with v(b). To express this ratio,
start with the corresponding ratio on the inputs:

_ Pr[Uc = 7] p"

fo(x) = Pr[Tg:a:] = @]1[33 e (],

whose mean under uniform input is one. Leakage forgets which input produced b, so the output
ratio is the average of this input ratio over all compatible inputs. This naturally gives the Markov
operator (Definition 11)
(T)®) =E[f(Ury) | 7(Ury) = b].

Its one-coordinate version is (T;f)(b) = E[f(Ur,) | 7:(Ur,) = b}, and independence gives T = @; T;.
Thus, we have (Lemma 5)
Prir(Uc) = b]

v(b)

The leakage distance is therefore the average deviation of this ratio from one:

(Tfe) () =

SD(T(U¢), 7(Urp)) = 5Epn|(Tfe)(B) — 1| = 5[ Tfe — 1,

Thus we need to bound how far T fo is from the constant function 1, averaging over the product
distribution v. Here and below, we only consider outputs with v(b) > 0.

Step 2: Separate the contributions of different coordinate sets. The Efron—Stein decomposition
separates a function on a product space into orthogonal components indexed by coordinate sets



A C [n] (Definition 10). A component depends only on A and disappears when any coordinate in A
is averaged out: it records an interaction requiring all those coordinates. Apply this decomposition
to T fo under the leakage distribution v. Its constant component (A = () is one, so T fo — 1 is the
sum of its nonconstant components. To identify them, we can instead decompose fo under the
uniform distribution on F) and then apply T. Because leakage acts separately on each coordinate,
the two operations commute (Lemma 4):

(Tl =T(5"),  Tle-1= > T(eh.
0#ACn]

For all distinct coordinate sets A and B, the corresponding output components are orthogonal under
v. We can therefore analyze the dependence on each coordinate set separately.

Step 3: Identify the components using the dual code. To make these components explicit, use
the linear structure of the code. Fourier characters detect its linear constraints: the character
Xy(Z) = I1; Xy (zi), where x,(x) = exp(2miax/p), is identically one on C when y € C*, and
otherwise averages to zero over C. Thus the Fourier coefficients of fo are one on C and zero
elsewhere. Grouping these characters by their nonzero coordinates gives exactly the Efron—Stein
components (Lemmas 2 and 3):

J EA = Z Xy-

y€eC+: supp(y)=A

Since C* has minimum distance k, all components with 0 < |A| < k vanish. We therefore only need
to bound components with |A| > k.

Step 4: Choose how to bound the components. The two tools below provide different kinds of
estimates: list recovery bounds squared L? norms, while Gowers norms bound L' norms. We need
not choose one tool for every support. Using || - |1, < || - [|2,, and orthogonality, we can bound
a group of components by the square root of the sum of their squared L? norms. For the others,
the triangle inequality lets us add individual L' bounds. Choosing a cutoff k — 1 < ry < n gives
(Proposition 1)

1 a2 V21 —A
SD(r(Uc), 7Ur)) < 5( 3 ITUENIR) " +5 X ITUE s

=2
kg‘AlST’o |A‘>T0

Above half we take ry = n, using only the first part. For the restricted leakage families we take
ro = k — 1, using only the second. Below half we choose an intermediate cutoff close to n and
combine both tools.

Above half: L? norms and list recovery of the dual code. Here we take o = n and then
bound the sum of squared component norms. The first question is how the leakage acts on a
component, which is a sum of characters x, over dual words with support A. Applying T to every
coordinate loses the orthogonality among them, but applying it to only k — 1 coordinates I C A does
not: two dual words with support A that agree outside I differ on at most & — 1 coordinates, hence
coincide, so their characters on A\ I are distinct and still orthogonal; and applying the remaining
T, afterwards can only shrink an L? norm by the contraction property of Markov operators. This

gives (Lemma 8)
=A
T, < > IT 1Ty lI3,,-
yeCL: supp(y)=Ai€l

So each dual word is charged k — 1 one-coordinate factors ||T15Xa||%,ui- There are two facts about
them (Lemma 9). Their sum over a # 0 is at most @ — 1, where Q = 2™. And each is at most

ng < 1.



Now comes the counting problem: a sum over all dual words with support A, summed over A,
of products of k — 1 factors. Spending all k — 1 factors on decay leaves a bare count of dual words,
which is p™~**1 and useless. The trick is to split the factors. Keep j of them, bound the other
k —1— j by ng, and look at the sum that remains. It is linear in the weights w;(a) = ”TiXGH%,W of
each coordinate separately, with nonnegative coefficients, under the constraints w;(a) € [0, 1] and
2 a£0 wi(a) < Q — 1. Such a sum is maximized at an extreme point, which puts weight one on @ — 1
frequencies and zero elsewhere (Lemma 10). After this replacement the sum counts dual words that
agree with lists V; C ) of size () — 1 on at least j coordinates (Lemma 11). This count is bounded
by the list size at radius n — j, in the notation Listo. (R, ¢) (Definition 9):

S ATUEYIB, < ny™ ' Lister (n—j,Q = 1).
|Al>k

The lists live on Fourier frequencies. For one bit they are singletons and this is list decoding.

The dual of a GRS code is a GRS code, so either of the list-recovery results of Jeronimo and
DKT [Jer26, DKT26] makes Listo1 (R, ¢) polynomial in n for fixed input-list size ¢ and fixed gap
¢ >0, at radius R < k —1 — (n (Theorem 4). With j = n — R there are at least 2R — n factors left
for decay, and the bound is %ng_n/ 2 VListcr (R,Q — 1) (Theorem 5). This also says exactly where
the argument stops: it needs R > n/2 with R < k, hence k > n/2. Below half no choice of j < k—1
reaches a radius covered by this polynomial-list bound. Above 1/2 + ¢, a linear number of decay
factors remain, so their product absorbs the polynomial list size. Increasing the leakage alphabet
has two costs: the local decay becomes weaker, and the list-recovery bound becomes larger. The
same linear number of factors can absorb both costs as long as the logarithm of the list bound stays
smaller than the decay exponent. Keeping the dependence on @ explicit in these proofs (Sections A
and B) allows @ to grow to nd/24 giving the logarithmic leakage in Theorem 2.

Every constant threshold rate: L! norms and iterated Cauchy—Schwarz. For the restricted
families, we take rg = k — 1 and bound each component in L'. By a simple calculation, the L' norm
of each component is a sum of absolute values of averages (Lemma 6), each of the following form:

Au(f) = E. [H fi(Li(Z))] :

i€EA

Here z € F’;fl is the vector of independently and uniformly chosen polynomial coefficients, and
L;(z) is the i-th coordinate of the resulting codeword. We write ¥ = (L;);c4, where |A| > k. The
functions f; are bounded by one and determined by the leakage maps and outputs (see Section 5.1).

Such averages arise naturally in additive combinatorics. For indicator functions, they give
normalized counts of configurations described by linear forms, such as arithmetic progressions [TV06,
GT10]. Repeated applications of Cauchy—Schwarz bound these averages in terms of Gowers
norms [Gow01, GT10].

Nguyen [Ngu24] uses the scalar generalized von Neumann inequality to bound such averages.
For a suitable Gowers order ¢, it gives

Aw(f)] < min | £l

This retains only one small factor to compensate for exponentially many averages, leading to the
large field sizes in that analysis. Nguyen [Ngu24, Remark 1] conjectured that a better understanding
of this inequality for the linear forms of MDS codes and the leakage functions arising here could
lead to smaller-field bounds.



We observe that Manners’s formulation [Man21] allows us to retain a product of Gowers norms.
The idea is to group several independent forms into one vector-valued map. The Gowers norm of
the corresponding product function then factors into the individual Gowers norms. The coordinate
forms of a GRS code are MDS: any k — 1 of them are independent. This structure gives, at every
constant threshold rate ¢ > 0, a constant Gowers order ¢t and a set J C A such that

Aa(H) < T illees 1T = Qe(n).

icJ

See Lemma 12 and Corollary 3. The key saving comes from multiplying linearly many factors: even
when the retained Gowers norms are close to one, a fixed gap below one gives exp(—£2(n)) decay for
each average. This will be crucial for the result below half, where the norms need not decrease with
D.

For quadratic-residue leakage and almost all local leakage maps, the local Gowers norms are at
most p~ (1) by character-sum estimates and concentration, respectively (Sections 5.3 and 5.4).
The product bound therefore gives the stronger exp(—.(nlogp)) decay. This absorbs the sum
over supports and leakage outputs even when the number of leaked bits is a sufficiently small
constant multiple of log p. Hence p > n suffices, giving Theorem 3; the parameter calculation is in
Proposition 3.

Why not arbitrary leakage at every constant rate? For arbitrary one-bit leakage, the Gowers
norms need not be small enough for the resulting exponential decay to outweigh the exponentially
many terms. This becomes more restrictive at smaller threshold rates, where the bound retains
fewer Gowers-norm factors.

Below half: both tools, and a uniform bound for one bit. We combine the two tools to
handle arbitrary one-bit leakage below half, choosing a cutoff rg close to n, using L? bounds for the
smaller supports and L' bounds for the larger ones.

Smaller supports. The dual words contributing to these components have many zero coordinates.
These zeros provide additional agreements with the list {0} when applying list decoding. Fewer
agreements must therefore come from the Fourier factors, leaving more factors available to provide
decay. A modification of the earlier counting argument uses these extra agreements and bounds
all supports of a given size together (Lemma 14 and Corollary 5). The resulting estimate makes
their total squared L? contribution exponentially small for supports that omit a fixed fraction of
the coordinates, at threshold rates sufficiently close to half (Lemma 15).

Larger supports. These supports have too few zero coordinates for the counting argument, so
we turn to the linear-form averages. For one-bit leakage, the L' norm of each component is the
absolute value of a single such average (Lemma 7). Its factors f; are obtained by representing each
leaked bit as +1 and subtracting its mean under uniform input. Using Fourier symmetry and the
fact that these functions take at most two values, we prove that

[ fillos < ko <1

for an absolute constant k¢ (Lemma 16). The product bound retains linearly many such factors
even for full support at rate half (Corollary 3).

The Gowers-norm bound controls only some of the factors in the average. The other factors
are bounded by their maximum absolute values, which can be as large as two. Multiplying these
bounds can therefore offset the saving from the Gowers norms. When the total squared bias is small,
this loss is controlled; otherwise, the smaller variances give exponential decay by Cauchy—Schwarz
and MDS independence, following a principle similar to that in [KK23, Section 6]. Together, these



estimates make each large-support contribution exponentially small, uniformly over the leakage
maps (Lemma 17). Taking the cutoff sufficiently close to n makes the number of remaining supports
small enough for this decay to survive summation (Proposition 4).

Putting it together. At the limiting parameters of rate half and zero decoding gap, both estimates
leave a strict exponential margin. By continuity, this margin survives at a fixed rate slightly below
half and a small positive decoding gap, with both ranges of supports still covered. The list-decoding
theorem is used only at that positive gap. This proves Theorem 1; Section 6.3 gives the parameter
choices.

1.3 Related work

New constructions of leakage-resilient secret sharing. Following [GK18, BDIR18], a line of
work has developed secret-sharing schemes designed to withstand local leakage. General compilers
support arbitrary monotone access structures while providing strong leakage guarantees with
controlled share-size overhead [SV19, ADN'19]. Other constructions address adaptive leakage
involving bounded groups of colluding parties [KMS19, CGG™20], or improve share sizes [CKOS22].
Such constructions need not preserve the algebraic structure of the underlying scheme, including
linearity, which is important in applications such as MPC. In contrast, our work establishes leakage
resilience of Shamir scheme.

Local leakage resilience of existing linear schemes. Shamir and additive secret sharing are
the most common linear schemes widely used in applications. For additive n-out-of-n sharing over
prime fields, Maji et al. [MNPC™"22] give a tight analysis of the parity-of-parity attack, establishing
an optimal lower bound on the number of shares needed for resilience to one-bit leakage. Koga and
Abe [KA26] obtain tight one-bit leakage bounds and further bounds for larger output alphabets.

Attacks on local leakage resilience. Nielsen and Simkin present one-bit attacks at sublinear
thresholds of order n/logn [NS20]; Hoffmann and Simkin develop robust attacks that can tolerate
noise in a constant fraction of the leakage outputs [HS23]. Other attacks exploit particular leakage
functions or prime-field repair procedures [Ngu24, CSTW24]. Boudgoust and Simkin give a perfectly
correct attack on schemes with linear reconstruction using logy k + O(1) leaked bits per share over
arbitrary finite fields [BS26]. The shifted quadratic-residue attack from [Kop26] is discussed in
Section 5. None of these statements establishes impossibility at threshold rate half for exactly
one-bit leakage. Our logarithmic-bit guarantee against arbitrary maps is above half; the below-half
result concerns one bit and does not cover the full sublinear-threshold range.

Physical-bit, Hamming-weight, and noisy leakage. Physical-bit leakage reveals selected bits
in a fixed binary representation of each share, rather than the output of an arbitrary bounded-output
function. Over prime fields, Maji et al. [MNPC"21] prove resilience to multiple physical bits per
share for every reconstruction threshold & > 2, using random evaluation points and sufficiently
large fields. Subsequent work studies physical-bit leakage over extension fields [MNPCY?24, Ngu25|.
Hwang et al. [HMNY25] characterize secure evaluation points for n-out-of-n Shamir sharing over
prime fields, while Venkitesh [Ven26] provides partial derandomization in certain extension-field
regimes. For public-coefficient inner-product masking, Faust et al. [FMM™26] establish physical-bit
leakage guarantees over Mersenne prime fields.

Hamming-weight leakage reveals the number of ones in a share’s binary representation. It has
been analyzed for inner-product masking over binary extension fields [BHMY26] and for additive



sharing over cyclic groups whose moduli are close to powers of two [BHM™26a, BHM™26b]. Noisy-
leakage models instead constrain the leakage channel through a noise assumption rather than its
output length [PR13, DDF14, FMM™*24, JMB26, GM26]. These results exploit the prescribed
leakage function, the representation of shares, or the noise; they do not give resilience to arbitrary
local leakage.

List decoding of Reed—Solomon codes. Sudan’s interpolation algorithm and its extension
by Guruswami and Sudan established the classical algorithmic approach and the Johnson-radius
benchmark [Sud97, GS99]. Progress beyond that benchmark includes random puncturing, generalized
Singleton bounds, and improved large-error-radius and list-recovery guarantees [RW14, ST20, FKS22,
GLS™24]. For a code of rate R, the large-alphabet capacity target is an error fraction 1 — R — ¢, for
any fixed gap ¢ > 0. Brakensiek, Gopi, and Makam proved that generic Reed—Solomon codes reach
this target over sufficiently large fields [BGM23]; [AGGT25] reduced the field-size requirement for
random evaluation points to a sufficiently large constant times the block length. These guarantees
concern generic or random codes, not every evaluation tuple.

The recent results of [BCP 26, Jer26] reach capacity for arbitrarily fixed evaluation points
over prime fields. The former supplies a new interpolation-based algorithmic approach; Jeronimo’s
theorem gives the field-independent list bound n:¢ for every fixed input-list size ¢, every prime
p > n, and sufficiently large n. Dao, Kominers, and Thaler [DKT26, Theorem G.2] also obtain
list-recovery guarantees for fixed evaluation points, providing another route to the field-independent
bound used here. We use £ = 1 for ordinary list decoding and ¢ = 2™ — 1 for m-bit leakage. For
growing m, we keep the dependence on £ explicit in Jeronimo’s proof and in DKT’s finite estimates
(Sections A and B). The field-independent bound matters because our security bound must not
deteriorate when p grows. Coordinate scaling extends these guarantees to generalized Reed—Solomon
dual codes.

Random linear codes provide a different route to capacity for list decoding [GHSZ02, GHK11,
LW21] and list recovery [LS25, DMRR25, GG26]; folded Reed—Solomon codes also achieve list-
recovery capacity [GRO08]. For fixed alphabets, list-decoding capacity is expressed using the
appropriate entropy function and should not be identified with the large-alphabet limit 1 — R. Our
transfer applies coding guarantees to the dual code: the same statement uses ordinary list decoding
for one-bit outputs and list recovery with input lists of size 2™ — 1 for m-bit outputs. This is not
direct recovery of shares from the leakage. A preimage of a bit can contain ©(p) symbols; the lists
in the transfer instead arise by replacing the Fourier weights || T;x||3 by list indicators in a weighted
counting bound.

Repairing Reed—Solomon codes. Repair bandwidth measures the amount of data downloaded
to recover an erased symbol and is a central parameter in distributed storage [DGW'10]. For
Reed—Solomon codes, Guruswami and Wootters [GW16] develop bandwidth-efficient linear repair
schemes, and Tamo, Ye, and Barg [TYB17] achieve the cut-set bound over suitable large extension
fields. Over prime fields, Con, Shutty, Tamo, and Wootters [CSTW24] use exponential sums to
construct nonlinear repair procedures for low-rate Reed—Solomon codes that download only a
constant number of bits from each helper. These results connect repair to local leakage: viewing
the secret as an erased evaluation, a repair procedure yields a reconstruction attack whenever each
helper’s message fits the permitted leakage budget.

Discrepancy, zero-error list recovery, and OPI. The survey of Resch and Venkitesh [RV25]
discusses the relation between local leakage and zero-error list recovery above capacity. Doron et



al. [DLM™26] prove near-expected codeword counts for random linear codes and derive local leakage
resilience for ramp sharing with arbitrary positive linear reconstruction thresholds and a sublinear
threshold gap. Their polynomial field sizes are smaller than the block length, and their codes and
privacy /reconstruction tradeoff differ from the GRS threshold setting here. This prior connection is
distinct from the dual-code transfer in Section 4.

Sun and Wootters [SW26b] connect Fourier estimates for local leakage to worst-case optimal
polynomial intersection (OPI) and obtain improvements over the semicircle satisfaction guarantee.
Horinaga and Yamakawa [HY26] improve both existential and quantum-algorithmic bounds; Jo [Jo26]
gives a quantum sampler based on complete list decoding.

Organization. Section 2 gives the preliminaries and the Shamir reduction. Section 3 develops the
orthogonal decomposition of the leakage distance. Section 4 proves the list-recovery transfer and
logarithmic-bit leakage resilience above half. Section 5 uses the product bound for Gowers norms to
establish the restricted-leakage results at every constant threshold rate. Section 6 combines the two
tools to go below half. Section A gives the quantitative list-recovery bound used for logarithmic-bit
leakage; Section B gives an alternative derivation from DKT.

2 Preliminaries

Throughout, p is an odd prime and [, the field with p elements; the main theorems take p > n.
Logarithms are natural unless a base is shown. Vectors are written in bold. Write [n] = {1,...,n},
supp(y) = {i : ;i # 0}, wt(y) = |supp(y)|, and dy(x,y) = wt(x — y). The binary entropy is
h(t) = —tlogt — (1 —t)log(1l — t), with h(0) = h(1) = 0. For a finite set S, Us denotes the uniform
distribution on S; a uniform random vector is written Ug.

Definition 1 (Statistical distance). For distributions P, @ on a finite set 2, the statistical distance
between them is defined as

SD(P,Q) = 3 3 IP(x) - Q)]

e

2.1 Generalized Reed—Solomon codes

Definition 2 (Linear codes and Reed-Solomon codes). A linear code C of length n over F), is a
subspace of Fy; its elements are codewords. Its parameters [n, k,d], are its length, dimension, and
minimum Hamming distance between distinct codewords. Its rate is k/n. Its dual is C+ = {y €
) :>2 2y = 0 for every x € C}.

For distinct evaluation points a € F, 1 < k < n, and multipliers v € (IE‘;)”, the generalized
Reed—Solomon code of length n and dimension k is

GRSau(n k) = {(1:Q)); : deg @ < k}.

Taking v = 1 gives an Reed—Solomon code. A code of dimension k is maximum-distance-separable
(MDS) if its minimum distance is n — k + 1, or equivalently if projection onto any k coordinates is a
bijection onto F’;.

GRS codes are MDS, and their duals are GRS codes on the same evaluation points: for
C = GRSy v(n,k—1) with 2 < k < n, C+ is a GRS code of dimension n — k + 1 and minimum
distance k. Rescaling coordinate i by v, ! yields an ordinary Reed-Solomon code of the same
dimension and preserves Hamming distances.
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2.2 Shamir secret sharing

Definition 3 (Shamir secret sharing). Let o € ()" have distinct coordinates. The (n, k, a)-Shamir
scheme with n parties and reconstruction threshold & is defined as follows.

1. Sharing: to share s € I, shareq(s) samples Z1, ..., Z,_; independent and uniform in F,, forms
P(X)=s+ Z;“;ll Z; X7, and gives party i the share P(q;).

2. Reconstruction: any k shares determine s by Lagrange interpolation.

The shares of the zero secret are uniform on Cy = GRSq (1, k — 1), and the shares of secret s
are uniform on s1 + Cy. For every secret, any k — 1 shares are independent uniform field elements,
so they reveal nothing about the secret.

2.3 Local leakage resilience

Definition 4 (m-bit local leakage). For a positive integer m, an m-bit local leakage function is a
tuple 7 = (71,...,7,) of maps 7;: ), — {0, 1}™. For & € F}; write 7(x) = (11(z1), ..., Tn (7))

Definition 5 (Leakage resilience of a code). A linear code C' C F} is e-resilient to m-bit local
leakage if SD(7(U¢), 7(U IF;;)) < ¢ for every m-bit local leakage function 7. We call this statistical
distance the leakage distance.

Thus local leakage cannot distinguish a uniform codeword from a vector of independent uniform
field elements.

Definition 6 (Leakage resilience of Shamir sharing). The (n, k, a)-Shamir scheme is e-resilient to
m-bit local leakage if SD (7 (shareq(s)), T(shareq(s"))) < e for every m-bit local leakage function 7
and all secrets s,s" € F,,.

When no error bound is stated, resilience means that the leakage distance is negligible in n,
namely smaller than every inverse polynomial for sufficiently large n.

Remark 1 (Code monotonicity). Translations can be absorbed into the leakage maps, and statistical
distance is convex in its first argument [BDIR18, BDIR21]. Hence if C' C IF) is e-resilient to m-bit
local leakage, the same bound against U F holds for every mixture of uniform distributions on
translates of C'; in particular, every linear code containing C' is e-resilient.

Remark 2 (Threshold monotonicity). Increasing the reconstruction threshold preserves leakage
resilience [BDIR18, BDIR21]: if the (n, k, a)-Shamir scheme is e-resilient to m-bit local leakage, so
is the (n, k', a)-scheme for every k < k' <n.

Lemma 1 (Equivalence of code and Shamir leakage resilience). Let a € (Fy)" have distinct
coordinates, let v € (F})", and let 2 < k < n. Resilience to m-bit local leakage of GRSq »(n,k — 1)
and of the (n, k, a)-Shamir scheme are equivalent up to a linear factor in the error. More precisely,
code error € gives Shamir error at most 2e, and Shamir error € gives code error at most (n—k+1)e.

Proof. Code to Shamir is the reduction of [BDIR18, BDIR21]. Coordinate scalings by nonzero
elements can be absorbed into the leakage maps, so we may take Cp = GRSy o(n,k —1). If Cp is
e-resilient, applying its guarantee to the maps z — 7;(z + s) gives SD(7(sharea(s)), 7(Urz)) < &
for every secret s, and the triangle inequality gives Shamir error at most 2¢. For the zero-secret
code Cp, this direction holds for any leakage class closed under coordinatewise translations. For
arbitrary multipliers, closure under nonzero coordinate scalings is also needed.

11



Conversely, suppose the Shamir scheme is e-resilient at threshold k, hence at every larger threshold
by Remark 2. For k —1 < r < n and multipliers v, put C' = GRSq (n,7) and C' = GRS (n, 7+ 1)
with w; = v;/c;. At threshold r + 1, multiplying a sharing of zero coordinatewise by w gives U,
and doing the same to a sharing of a uniform secret gives U ¢, since all r 4+ 1 coefficients are then
independent and uniform. Hence, with o;(z) = 7;(w;z) and sharings at threshold r + 1, convexity
gives

SD(T(U¢), 7(Ucv)) < — Z SD (o (shareq(0)), o(shareq(s))) < e.

sele
Starting with the given multipliers v, these steps form the nested chain
GRSqw(n,k —1) € GRS, 4 /a(n, k) C
- GRSa,v/a”—k+1 (n, n) = IE“Z,

where division and powers of the multipliers are coordinatewise. The triangle inequality over the
n — k + 1 steps gives code error at most (n — k + 1)e. O

2.4 Fourier analysis and Gowers norms
For f: Fp — C, write || f||, = (Ex|f(2)|)/2 for 1 < ¢ < oo and || f||, = max, |f(x)].

Definition 7 (Fourier transform). Let e,(t) = exp(2wit/p) and xq(z) = ep(ax) for a € Fy; the
index a is a frequency. The normalized Fourier transform is f(a) = E,[f(2)xa(z)]. For vectors,

Xy(®) = (3 yiws) and f(y) = Eerp[f (2)xy (@)].

Orthogonality of the characters gives Fourier inversion and Parseval’s identity:

=3 F@xal@,  IfI3= 3 If@)

a€lfp a€lfp

Averages over a linear code. For a linear code C C F}, a set A C [n], and functions f,4 =
(fi: Fp = C)ica, write

Le(fa) =Ex~ue [H fi(Xi)}a

€A
with I'c(fy) = 1. We use the Poisson summation formula for a linear code [BDIR21, Lemma 4.16].

Lemma 2 (Dual-code formula). Let C CFy; be a linear code. For every x € Fy,

m]]. T c C ZJ_ Xy
yeC

The identity follows from Fourier inversion and Ex . [xy(X)] = 1]y € CH].

Definition 8 (Gowers norms). For a positive integer ¢ and f: F, — C,

t
HfHQUt = Ex,hl,...,htelﬁ‘p[ H Cl“"f(x +w- h)},
we{0,1}t

where h = (hy,...,h), C denotes complex conjugation, |w| = w; + - - - 4+ wy, and the ¢ + 1 averaging
variables are independent and uniform. The same definition applies to functions on any finite abelian
group, in particular on Fg for a finite set J.
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The conjugations make these averages real and nonnegative; the U? and U3 norms average
products of four and eight translated values. For ¢ > 2, ||-|+ is a norm, and |[Ef| = || f][;x <
Ifllye < -+ < |Ifll [TVO6]. Fourier orthogonality gives ||f|[;2 = Yuer, [f(a)]*, and with

Anf(z) = f(z + h)f(z) the definition gives || f||5s = Ep[[|Anfll{r].

2.5 List decoding and list recovery

Definition 9 (List size). For a code D C F}, an integer radius 0 < R < n, and an input-list size
0> 1,
Listp(R,¢) = D:H{i:y; € Si}| >n— R}
stp(R.0) =, max [y €D:|{i:y €5} 20— R}
[S:|<¢

Write Listp(R) = Listp(R, 1).

Thus Listp (R, ¢) < L means that every choice of input lists admits at most L codewords agreeing
with them in at least n — R coordinates (list recovery). For £ = 1, Listp(R) = maxyepy [{v € D :
du(v,y) < R}| (list decoding). We use only these counting bounds, not decoding algorithms.

We use a field-size-independent list-recovery bound supplied by Jeronimo [Jer26, Theorem 1.1],
building on the decoding method of Brakensiek et al. [BCP*26], and also by Dao, Kominers, and
Thaler [DKT26, Theorem G.2]. For growing leakage alphabets, we need the dependence on the
input-list size explicit. The following quantitative form is derived from Jeronimo’s proof in Section A
and from DKT’s finite estimates in Section B.

Theorem 4 (Reed-Solomon list recovery, derived from [Jer26, DKT26]). Fiz 0 < ¢ < 1. There is
a constant cc > 1 such that, for every integer £ > 1, every n > 0459/4, every prime p > n, and every
integer 1 < h < (1—-{)n,

ListGRs .o (n,h) (ln—h—<¢n].0) < noct®.

The exponent is independent of p, so there is no upper bound on the field size; the gap ( is
fixed, while £ may grow subject to the length condition. The statement for ordinary Reed—Solomon
codes gives the GRS version by replacing each input list S; with v, 1S;, which preserves list sizes
and agreement counts.

For C' = GRS v(n,k — 1) with 2 < k < n, the dual has dimension n — k + 1, which is at most
(1 = ¢)n when k — 1 > (n, and the radius in the theorem is then exactly |k —1— (n|. Hence,
whenever Kk —1 > (n and n > ccfg/c,

Listo ([k —1—(n],f) < nectc

Taking £ = 1 gives the corresponding list-decoding bound. All later estimates are uniform in the
leakage maps, so no union bound over maps is needed.

For comparison, [BCP 26, Corollary 5.1] gives list size pPM) at fixed rate and gap when p > Chn,
which also suffices for our arguments when log p = o(n); Theorem 4 removes this upper restriction
and allows every prime p > n.

3 An orthogonal decomposition of the leakage distance

This section writes the leakage distance as a norm of one function of the outputs and decomposes
that function into orthogonal components indexed by sets of coordinates; Section 3.4 specializes to
one-bit leakage.
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3.1 Efron—Stein decomposition

Throughout this subsection, 2 = [[7; €; is a product of finite sets and u = []i; u; is a product
probability measure on € in which every y; has full support. For f,g: Q@ — C write (f, g), = E.[f7]
and || flg = (Bl f|7)Y9 for 1 < g < oo; we omit the measure when it is clear from context.

Definition 10 (Efron—Stein decomposition [O’D14, Chapter 8]). Every f: Q@ — C has a unique

expansion
f=3

ACln]

in which f=4 depends only on the coordinates in A and E,,~,,,[f~4(z)] = 0 for every i € A and
every fixing of the other coordinates. The components are pairwise orthogonal in L?(£2, u); in
particular

FP=ELf] and  f13 = Y 1B,

AC([n]

Concretely, choose for each i an orthonormal basis of L?(£2;, u;) that contains the constant
function 1. Their products, one factor per coordinate, form an orthonormal basis of L?(€2, 1), and
f=4 is the part of the expansion of f whose factors are nonconstant at exactly the coordinates in
A [0’D14, Chapter 8]. Equivalently, let E!* average coordinate i according to p;, leaving the others

fixed. Then
= = (T](a - B )(H E)f.

€A

On Fy with the uniform measure and the character bas1s this reads as follows [0’D14, Proposi-
tion 8.36]; see also [KMN22, Proposition 7.

Lemma 3 (Fourier form of the components). For every f: ) — C and A C [n], under the uniform
measure on Fy,

f:A = Z f(y) Xy-

y€Fy: supp(y)=A
Leakage enters through conditional expectation.

Definition 11 (Markov operator [KMN22, Section 4.4]). Let (X,Y") be a pair of random variables on
finite sets Q x €’ with marginal distributions p and v. Its Markov operator T: L*(Q, u) — L*(Y,v)
is

(THW) =Ef(X)[Y =y],  yesupp(v).

The operator T is linear, T1 = 1, and E,[Tf] = E,[f]. If (X;,Y});c[s are independent pairs
with Markov operators T;, then the Markov operator of X = (X;); and Y = (Y;); is the tensor
product T = &, T;: for f(x) = II; fi(x;) one has (Tf)(y) = I;(Tifi)(yi). We use two standard
properties [KMN22, Proposition 5].

Lemma 4 (Markov operators and components). Let T be the Markov operator of a pair (X,Y")
with marginal distributions u, v

L AT fll2w < I fll2p for every f € L*(Q, p).

2. If (X,Y) is a product of independent pairs as above, then (Tf)=4 = T(f=4) for every f and
every A C [n], where the components of f are taken under p and those of Tf under v.

14



Proof. Conditional Jensen gives
2
ITAII5, = Ev [E[f(X) | Y]I" < Ey[E[lF(X)* | Y]] = I£13,-

For independent coordinate pairs, averaging coordinate i before or after applying its Markov
operator gives the same constant: TE! = EYT. Applying this identity to the product formula for
the components above gives

T~ = (TTaa - 2n) (I &) TF = (TH= 0

icA i¢A
3.2 The leakage distance as a norm on the output space

Fix a linear code C' C F}; and local maps 7;: F, — B; into finite sets; m-bit leakage is the case
B; = {0,1}". Replacing each B; by the image 7;(F,), we may assume that every output symbol
occurs, so that

vi(b) = Pr[r;(Up,) = b] >0 forall b € B;, v(b) = H v;(b;).
i=1

Thus v is the reference leakage distribution, namely the distribution of (U JF;})~ Let T; be the
Markov operator of Definition 11 for the pair (Ur,,7i(Ur,)), and T the one for (Upn, 7(Urz));
the pairs are independent, so T = @), T;. Norms of functions on the inputs are taken under the
uniform measure, and norms of functions on the outputs under v, or under v; for a function of one
coordinate.

The object we decompose is the normalized indicator fc: Fy — R,

fele) = B = = feg e < O

the likelihood ratio of the two input distributions. Its conditional mean given the leakage is the
likelihood ratio of the two leakage distributions.

Lemma 5 (Leakage probabilities and statistical distance). For every b € []; B;,
Prir(Ug) = b] =v(b) (Tfc)(b),  Pr[r(Usy) =b] = v(b).

Consequently,
1

SD(r(Uc), 7(Usy)) = 5 ITfe = Ll

Proof. Write U = Upn. Since Pr[Uc = z] = p™" fo(z),
Pr[r(U¢) =b] = Z p " fo(x) =Pr[r(U) = b E[fc(U) | 7(U) = b].
z: 7(x)=b

The second factor is (T fo)(b) by definition, and the first is v(b) because the coordinates of 7(U)
are independent with distributions v;. Substituting both identities into the definition of statistical
distance gives 1 >, v(b) [(T fc)(b) — 1|. O
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3.3 The orthogonal components

For the rest of this section we assume that C has minimum distance at least k. This is the only
property of C' used below; for C' = GRSq (1, k — 1) it holds because C* is a GRS code of dimension
n—k+1.

Since T is a product Markov operator, Lemma 4 gives (Tfc)™ = T(f5%), so it remains to
identify the input components. By Lemma 2, ]?C(y) =1[y € C*] for every y € Fy,, and Lemma 3

then gives R
fet = Yoo Jexy = > Xy- (1)

y€FR : supp(y)=A yeCL: supp(y)=A

In particular fgw =1, and ng = 0 whenever 1 < |A| < k, because every nonzero dual word has
weight at least k. Since T1 =1,

Tfe—1= Y T(feY),

AC[n]: A=k

and the summands are pairwise orthogonal in L?(v), being the components of T fo under v (Lemma 4
and Definition 10).

List decoding of C* controls squared L? norms of components, which add across supports by
orthogonality (Sections 4 and 6); Gowers-norm estimates control L' norms one support at a time
(Sections 5 and 6). The next proposition allows any cutoff between the two regimes, and Corollary 1
records the extreme cutoffs.

Proposition 1 (Splitting the leakage distance). For every integer ro with k —1 < rg <n,

> muEIR) 5 Y ITUE

k§|A|§7"Q |A‘>T0

SD(r(U0), 7(Usy)) < =

Proof. Split the decomposition of T fo — 1 at |A| = ro and apply the triangle inequality in L'(v) to
the two parts. For the supports of size at most 9, Cauchy—Schwarz gives || - |1 < || - ||2, and by
orthogonality the squared L? norm of the sum is the sum of the squared norms. For the larger
supports, the triangle inequality bounds the L! norm of the sum by the sum of the L' norms.
Lemma 5 supplies the factor % O

The extreme cutoffs 1o = n and rg = k — 1 give the following.
Corollary 1 (The two extreme cutoffs). The following bounds hold.
1 _ 1/2 1 _
SD(r(Ue), 7Usy) < 5( X ITUEIE)" and SD(r(UC), 7)) < 3 3 ITUE
|A|=k |A|>k

The large-support bound has an exact form for arbitrary output alphabets in terms of centered
output indicators.

Lemma 6 (Output-indicator form of the components). For i € [n] and b € B;, let
fip(x) = Uri(z) = 0] — vi(b).

These functions have mean zero and | fiplloc < 1. For every A C [n],

v — Z

bAEHieA Bi

IT(f&4)]

Ex-ve lH fib; (Xi)] | :

i€A
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Proof. Expanding the product formula in Section 3.1 gives
(Tfe)™ = > (=)™ I(T] EY ) T fe.
SCA i¢S

Each term averages all output coordinates outside S. By Lemma 5, each marginal of T f¢ is the
corresponding marginal leakage probability divided by its reference probability. Hence

_ Prirs(Uc) = bs]
(Tfe)(ba) = > ()4
¢ 5%:/1 [lics vi(bi)
11 (]I[Ti(Xi) =bi] 1)] _ Ex~volliea fins(Xo)]
vi(bs) [Ticavi(bi)
Taking the L!(v) norm cancels the denominator and proves the identity. No lower bound on the

positive probabilities v;(b) is needed; unused output symbols have f;; = 0 and may also be included
in the sum. O

=Ex~vc [
icA

3.4 One-bit leakage

Now let 7;: F, — {0,1}. Each L*(1;) is then spanned by 1 and one centered function, so every
output component is a scalar multiple of a single product function; the scalar is an average over the
code of centered leakage functions.

Put ; = E,[r;(x)]. If 7; is nonconstant, so that 0 < 6; < 1, define

7i(2) — 6;
VO:i(1—6;)’
if 7; is constant, put g; = f; = 0. Both functions have mean zero, ||gi|2 < 1 with equality

for nonconstant 7;, and ||fillcc < 2. Write g4 = (gi)ica and f4 = (fi)ica, and recall that
To(ha) =Ex~ug [ITica hi(X;)] for functions h;: F,, — C.

gi(r) = fi(z) = 2(7i(z) — 0:);

Lemma 7 (Norms of the binary components). For every A C [n],

ITUENI3 =1Tc(ga)l?  and TGN = Telfa)l-

Both sides vanish when 1 < |A| < k, and when A contains a coordinate whose map is constant.
Moreover, || Tixall3 = |gi(a)|? for every i and every a # 0.

Proof. If 7; is constant, then L?(v;) consists of the constant functions, so every output component
with ¢ € A vanishes, as do TI'c(g4) and T'c(f4) by the convention g; = f; = 0; also T;x, =
Ex[xa(z)] = 0 = gi(a) for a # 0. We may therefore assume that every 7; is nonconstant.

For an output bit put ¢;(b) = (b—0;)/1/0:(1 — 6;), so that g; = ¢;o7;, and let p4(b) = [T;c 4 ¢i(bi)-
The functions 1, ¢; form an orthonormal basis of L?(1;), so the product basis of Section 3.1 contains
exactly one function nonconstant precisely on A, namely ¢4, and the component of T fo on A is
(Tfo,04)y da. By Lemma 5, v(b)(T fo)(b) = Pr[r(X) = b] for X ~ Ug, so

(Tfo:s¢a)y = Exnvg [0a(T(X))] =Tc(ga)-

Together with (T fo)= = T(f54) this gives T(f54) = Tc(g4) ¢, and ||¢ 4|2, = 1 proves the first
identity. For the second, independence under v and E,. |¢;| = 2/0;(1 — 0;) give

TN = Telg)l [T 2¢/0:(1 = 6:) = [Ta (£ ),

i€A
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since f; = 24/0;(1 —0;) gi. Vanishing for 1 < |A| < k is (1) together with the dual-distance
assumption.

Finally, for a # 0 the function T;x, has mean zero and is therefore a multiple of ¢;, with
coefficient (T;Xa, Pi)v; = Ez[xa()gi(x)] = gi(—a). Since g; is real, |g;(—a)| = |gi(a)|. O

Substituting the lemma into Proposition 1 gives the form of the decomposition used for one-bit
leakage.

Proposition 2 (Splitting small and large supports). For every integer ro with k —1 <1y < n,

1/ 1

SD(rWe) W) <3 ( Y Me@aP)” +1 X Telfal (2

k§|A|ST‘0 |A|>T‘0

By Lemma 7, supports containing a constant-map coordinate contribute nothing to (2); this is
how constant maps are handled from now on.

4 Dual-code list recovery and resilience above half

This section proves that list recovery of C+ with input lists of size Q) — 1 implies resilience to leakage
with @) output symbols per coordinate; for one-bit leakage the hypothesis is ordinary list decoding.
Lemma 8 bounds each component of Section 3 by a weighted count of dual codewords, Lemma 11
replaces the weights by list indicators, and Theorem 6 follows at the end.

Theorem 5 (List recovery implies leakage resilience). For every integer QQ > 2 there is a constant
0<ng <1—1/(16Q%), with ny = 1/2, such that the following holds. Let p > 16Q be prime, let
C CFy be a linear code, and let R be an integer with n/2 < R <n such that every nonzero word of
C+ has weight at least R+ 1. Then for every tuple of local maps 7;: B, — B; with |B;| < Q,

1

Snd " liston (R,Q — 1),

SD(r(Uc), 7(Ury)) < 5

For Q) = 2 the conclusion holds for every odd prime p.

The constant 7q is given explicitly in Lemma 9. The theorem uses only the dual distance of C;
no MDS property is needed.

Throughout this section, C' C F)) is a linear code whose dual has minimum distance at least k,
and fc, T, T;, v, v; are as in Section 3 for local maps 7;: F,, — B; in which every output symbol
occurs. We write ¢; = |B;| and assume ¢; < @ for a fixed integer @ > 2.

4.1 Bounding the leakage components

We apply the leakage on only k£ — 1 coordinates of a support. The dual distance ensures that the
remaining coordinates distinguish the contributing dual words, so their characters stay orthogonal;
applying the leakage on those coordinates afterwards can only decrease the L? norm.

Lemma 8 (Bounding a leakage component). Let A C [n] have size at least k, and let J C A have

size |Al —k+ 1. Then
ITUEDIE < > IT 1Toxy 3
yeCL: supp(y)=AicA\J
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Proof. Put I = A\ J, so |I| = k — 1, and write v; = [[;c; . Since f5* depends only on the
coordinates in A, we may regard T as T; ® T; with T; = @;c; T; and T; = Q;c; T;.
First, fix by and apply Lemma 4(1) to ; — (T[ng)(wJ, br); averaging over by ~ vy gives

ITUEYE < (ITr(EY12,

where the norm on the right is under v; on the outputs of I and the uniform measure on x; € IF; .
Second, expanding ng by (1) and applying T; factor by factor,

(Trfe™) (@, br) = > Xy, (@) [T(Tixy,) (Bi).-

yeCL: supp(y)=A i€l

Two dual words in the sum that agree on J differ on at most |I| = k — 1 coordinates, hence coincide
by the dual-distance assumption. The characters x,, , are therefore distinct, and Parseval in @ ; gives

— AN (2
ITr(E; = Ebrra > ITI(Taxy )0 = > IT1Taxl13,
y€CL: supp(y)=Aicl y€CL: supp(y)=Aicl
by independence of the outputs under v;. O

The bound leaves k — 1 factors of the form ||T;x,[|3. We need two facts about them: their sum
over nonzero frequencies is at most () — 1, which will let us replace the weights by lists of size @ — 1;
and each is at most ng < 1, which supplies the decay.

Lemma 9 (Fourier weight after leakage). For every i and every a € F),, with norms of T;x, taken
under v;,

Tixo =1, ITiXall2w: = ITix—all2, <1, Z HTiXaH%,ui =q — 1.
a#0

If p > 16Q, or if Q = 2 and p is odd, then for every a # 0,

Q-1 2”}31 1

ITixall} < g = min{ ==, cos® o5

In particular no = 1/2.

Proof. Let Sjp = {x € Fp : 73(x) = b}, so v;(b) = |Sip|/p and (Tixa)(b) = ]Kg:b(—a)/ui(b). Hence

Ls,,(a)]? I1s,, 13
Tival3 =Y Y ITixallz =D 2 — g
I Tixall2 v (D) ) I Tixall2 0 qi,

beB; a€lyp beB;

by Parseval. Removing the zero frequency, where T;xg = 1, gives the sum over a # 0. The symmetry
follows from x_, = Xq, and || Tixa|l2 < 1 from |x,| = 1. For odd p, the frequencies a and —a are
distinct when a # 0, so 2| Tixa||3 < a0 ITixar |3 < Q — 1. This is the first term of the minimum,
and for (Q = 2 it is the whole bound.

Now suppose p > 16Q and fix a # 0. Write 2, = (T;xa)(b) = |23|e’?, with ¢} arbitrary when
zp = 0. Since |z| < 1,

Z Re (eiid)ﬁ'(z) Xa()).

1
ITixall3 = D_vib)lzf* < D vi(b)lz] = =
b pr]Fp

b
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The values x,(x) are the p equally spaced points of the unit circle. Around each of the at most @
angles ¢, take the arc of angular radius 7/(4Q); each arc contains at most p/(4Q) + 1 of the points,
so their union contains at most p/4 + @ < 3p/8 since p > 16Q). Thus at least half the points lie
outside every arc, where the real part above is at most cos(m/(4Q)); elsewhere it is at most one.

Hence ) A
IToxal3 < — COS(;/( D) _ o2 %-
Finally, sinu > 2u/m for 0 < u < 7/2 gives sin?(7/(8Q)) > 1/(16Q?). O

From now on we assume p > 16(), or () = 2 and p odd. Note that ng < 1 bounds individual
characters, not every function of mean zero: a function of 7;(z) alone is fixed by T;, which is why
Lemma 8 first reduces to a sum of products of character norms.

4.2 Applying list recovery

We keep j of the k — 1 factors in Lemma 8 and bound the rest by 7g. An extremal argument then
replaces the retained weights by indicators of input lists, so the sum counts dual words with at least
J agreements.

Lemma 10 (Replacing weights by list indicators). Let 2 be a finite set and 2 < Q < ||+ 1 an
integer. Let P(wi,...,wy) be a nonnegative linear combination of terms of the form

[T wias), SCin], a; €l

i€S
For all functions w;: Q@ — [0,1] with Y ,cqwi(a) < Q — 1, there are sets V; C  of size Q — 1 such
that

P(wl, ‘o ,wn) < P(]lV17~ i .,]lvn).

Proof. Fix all weights except w;. Each term contains at most one factor from coordinate i, so P
has the form ¢y + Y ,cq cawi(a) with all ¢, > 0. Subject to 0 < w;(a) < 1 and Y, wi(a) < Q —1,
this is maximized by putting weight one on the Q — 1 largest coefficients and zero elsewhere; let V;
be the set of those () — 1 indices. Replacing w; by 1y, does not decrease P. Repeating for each
coordinate in turn gives the claim. O

Lemma 11 (A list-recovery bound for the components). For every integer 1 < j < k with j < n,

S ITUEMIE < nb T Listor(n—5,Q — 1).
AC[n]: |Azk

Proof. Let Y~ 4 range over supports of size at least k. For each such A fix Iy C A with [I4]| =k —1
and Jy C I4 with |J4] = j. Apply Lemma 8 with J = A\ I4. Every word with support A is
nonzero at each coordinate of A, so Lemma 9 bounds each of the k —1— j factors indexed by 14\ Ja
by 71q:

DITEEHIE <D > I IToxwll3 < g™ 7> > IT ITixy. I3
A

A yeCL: supp(y)=Ai€la A yeCL: supp(y)=Ai€Ja

Regard the last double sum as a function P of the weights w;(a) = || Tixall3, a € Fy: it is a sum
of monomials [];c;, wi(y:), one for each dual word, each with coefficient one. Lemma 10 applies
to P with © = F), since @ —1 < p—1 and Lemma 9 gives the constraints on the weights. This
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yields lists V; C Iy, of size @ — 1 with P(w) < P(Ly,,. .., 1y,). With indicator weights, a monomial
equals one exactly when its dual word agrees with the lists on all j coordinates of J4, and each
dual word occurs once because its support determines A. With input lists S; = V; for every ¢, each
counted word therefore has at least j agreements, so

P(ly,,...,1y,) Z > IT 1y € Vi] < Listoa(n—5,Q — 1),

A yeC+L: supp(y)=Ai€Ja
which proves the lemma. O
Proof of Theorem 5. Set k = R+ 1and j=n—R. Then1 < j <k, k—1—j=2R—n, and
n —j = R. Corollary 1 and Lemma 11 give

(3 Imuzi)”

|A[>k

SD(r(Uc), 7(Usy)) < ng "\ Listor (R,Q — 1). 0

N
1\3\

Corollary 2 (List decoding implies one-bit leakage resilience). Let p be an odd prime, C' C F) a
linear code, and R an integer with n/2 < R < n such that every nonzero word of C+ has weight at
least R+ 1. Then, for every tuple of one-bit maps,

SD(r(Uc), 7(Ugy)) < 3 Lon/2- R, [Listos (R).
Proof. Take Q = 2 in Theorem 5; then 72 = 1/2 and List1 (R, 1) = Listo1 (R). O

We now derive the above-half result for GRS codes from the transfer and Theorem 4.

Theorem 6 (Logarithmic leakage above half). Fiz 0 < § < 1/2. There are constants ¢ > 0 and
no(0) such that, for n > ny(d) and every prime p > n, every GRS code over IF,, of length n and rate
at least 1/2 + 6 is exp(—csn'=0/12)-resilient to | (6/24) logy n]-bit local leakage.

Proof of Theorem 6. Fix an integer 1 < m < (0/24)logy n. Write C' = GRSq (1, k — 1); the full-
space code is immediate, so assume k£ —1 < n. We prove the code estimate under the slightly weaker
condition k > (1/2 + d)n, which covers both codes of rate at least 1/2 4+ ¢ and the zero-secret codes
of the Shamir schemes in the theorem. Throughout, n is sufficiently large depending only on 4.
Put Q = 2" < n%* and R = |k —1— (6/2)n). Since k > (1/2 4 §)n, we have R — n/2 >
n/2 —2 > én/4; also R < k and p > n > 16Q. The dual code has dimension n — k + 1 and
minimum distance k£ > R + 1, so Theorem 5 applies. We use the specialization of Theorem 4 to
dual GRS codes stated after it, with gap 6/2 and input-list size @) — 1: its hypotheses hold since
k—12>0n/2and c5/5(Q — 1)18/0 < 05/2n3/4 < n, and its radius is exactly R. Consequently

log Listo1 (R, Q — 1) < cs/9 Q%% logn < Cs/2 n'*logn.

With ng <1—1/(16Q?), the transfer gives

1 on C5/2 1/4 1 on
SD(r(Uc), 7(Usy)) < 5 oxp( iz " 2 " ogn) < 5 exp( 128622)’

where the last step holds for all sufficiently large n, because Q2 < n%/12 and § /12 +1/4 < 1 give
Cs /2Q2n1/ 4logn < dn/64. For Shamir sharing, apply Lemma 1 to the zero-secret code; its factor

two cancels the prefactor 1/2. Thus cs = §/128 suffices in both cases, and 22™ < n%/12 gives the
stated bound. O
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5 Structured leakage at constant-rate thresholds

This section introduces the second tool, an iterated Cauchy—Schwarz inequality of generalized von
Neumann type tailored to MDS systems of linear forms (Lemma 12 and Corollary 3). It bounds an
average of a product of functions along the forms of a GRS code by a product of Gowers norms,
and for an MDS system it retains linearly many such norms at every constant rate. We apply it on
its own, through the L' bound of Proposition 1 with rg = k — 1, to prove Theorem 7: resilience to
quadratic-residue leakage and to almost all ©.(log, p)-bit local leakage functions at every positive
constant rate. Section 6 combines the same inequality with the list-decoding estimates of Section 4.

Nguyen [Ngu24] relates leakage security to Gowers norms and bounds these norms for quadratic-
residue and random leakage, but retains a single Gowers-norm factor, so the bounds need an
exponentially large field at constant rate. The MDS von Neumann inequality supplies linearly many
factors from the same local estimates, which allows fields of size just above n.

Recall that Tqr(z) = 1 if « is a square in F),, including zero, and 7qr(z) = 0 otherwise.

Theorem 7 (Structured leakage at constant rate). Fiz 0 < ¢ < 1. There are constants ne, ac, be > 0
and no(c) such that, for n > no(c) and every prime p > n, the following hold for GRS codes
C = GRSq »(n, k — 1) with k > cn.

1. For my(x) = Tqr(aix + b;), where a; € F), and b; € Fp,

SD(7(Uc), T(Ugn)) < exp(—acnlogp).

2. For every integer 1 < m < n.logyp, all but an exp(—be\/p) fraction of tuples T = (1;: Fp —

{O’ 1}m)z€[n] satisfy
SD(7(Uc), 7(Ury)) < exp(—acnlogp)

simultaneously for every such code C.

Both conclusions hold for (n, k)-Shamir sharing between every pair of secrets, with the same error
bounds.

The product bound for Gowers norms, together with standard concentration estimates (Lemma 13),
gives resilience to almost all local leakage functions in part 2. This does not assert resilience to
every local leakage function as in Definition 5.

Remark 3 (Affine changes of the leakage input). Replacing f(z) by f(ax + b) with a # 0 changes
no Gowers norm: substitute x — ax + b and h; — ah; in the definition. This gives the affine form
of quadratic-residue leakage in Theorem 7, and likewise every tuple of random maps that satisfies
the Gowers-norm event below remains successful after coordinatewise affine changes of input. The
changes may depend on the public parameters but are fixed before the codeword is sampled.

For Shamir sharing with & > cn, Lemma 1 applied to Cyp = GRSq o (1, k — 1), together with the
translation closure in Remark 3, gives the code bounds with an extra factor two; we choose the
constant a. below small enough to absorb it.

Section 5.2 turns a uniform bound on the local Gowers norms into a leakage bound with explicit
finite parameters; Sections 5.3 and 5.4 supply the local bounds for the two classes; Section 5.5
extracts a sufficient field size at square-root thresholds, where the attack discussed at the end of
that subsection shows that some field-size condition is needed.

22



5.1 A product bound for Gowers norms

Iterated Cauchy—Schwarz is a standard tool in additive combinatorics and higher-order Fourier
analysis [Gow01, TV06, GT10]. We use the following consequence of Manners’s generalized von
Neumann inequality for vector-valued linear maps [Man21, Section 3.1]. Grouping several forms
into one map gives a product of Gowers norms. We include a self-contained proof of the form used
below.

Fix a prime p, integers k > 2 and r > 1, and write V = F’;_l.

Definition 12 (Linear forms and systems of forms). A linear form on V is a map L(z) = Y-¥"1¢,z,,
with ¢ € F’;fl. A system of linear forms is an ordered tuple (L1, ..., L;). A subfamily is independent
if its coeflicient vectors are linearly independent over F,,. The system is MDS (maximum-distance-
separable) if every subfamily of at most & — 1 forms is independent.

An affine-linear form is a map ¢ = b+ L, with b € F,, and L linear. For a system ¥ = (¢;)/_;,
where ¥; = b; + L;, independence and the MDS property always refer to the linear parts L;.

Definition 13 (Average along a system of forms). For functions f = (fi,..., f,), with f; : F, = C,
define

Ay(f) = Ezev [ﬁ fi(l/fi(z))} :

For C' = GRSy v(n,k — 1), the forms L;(z) = v; Z] 1 z]a]_ give a uniform codeword when z
is uniform in V. They form an MDS system by the Vandermonde determinant. More generally,
independent linear parts give independent uniform evaluations, even after adding constants. We use
LI for a disjoint union and regard the empty family as independent.

Lemma 12 (A product of Gowers norms). Let U = (b; + L;)i_; be a system on V', and let
fi :Fp = C. Suppose [r] = J U Iy U--- U, witht > 2, and the linear parts indexed by I, U J are
independent for every a. Then

Av(AI < TT 1Sl TT 1fills

jed i€fr\J

Proof. The claim is immediate if J = () or some f; is zero. By homogeneity, assume || f;||,, < 1 for
every i ¢ J. Replacing f;(x) by fi(b; + =), which preserves both norms, reduces to linear forms.
Group the forms in J into one map and their functions into one function, and do the same for each
I,
Ly(z) = (Lj(2))jes,  F(®) =[] fi(z;), xeFy;
jedJ
Ly, (2) = (Li(2))ier, Galy) =[] filw), yeFy.
i€lg
Then |G|l <1 and Ag(f) =E.[F(L;z) 1 Ga(L1, 2)]. Put K, = ker Ly, = g, ker L;, with
K, =V if I, = (). Independence of the forms 1ndexed by I, U J says that (Ly,L7,):V — ]Fg X IFII;Z
is surjective; hence
L;(K,)=TF;) foreverya, L;(V)=TF;.

For 0 < s < t, let hy, h], be independent and uniform in K, for u < s, independent of the
uniform z € V. Write h = (hy)y<s and h' = (k] ), <5 for these collections. For w € {0,1}*, write
hy =Y u<s B, where h{Y) = h,, and h{!) = h,. Define

Ae=Eopw| TI C¥N(F(Li(z+ho) ] GalLn,(2 + ho)))],

we{0,1}s a>s

23



so that Ag = Ay (f). We claim that [As]? < Agyq for 0 < s < t, where Agy1 > 0. Indeed, write the
integrand of A as

HC|w|GS+1 (Lfs+1(z + hw)) - ®(z,h, hl)?

w
where ® collects the factors involving F' and G, for a > s 4+ 1. Translating z by an independent
uniform hg41 € Ksy1 preserves its distribution and leaves the Gsy1 factors unchanged. Their

product has modulus at most one, so Cauchy—Schwarz in (z, h, h') gives
A < Eepw [En, o [®(z + it B, 1]

=B hh o1, {‘b(z + hop1,h, h)®(z+ h,, , h, h/)} = Agq1.

The last integrand is exactly that of Agy1: the new coordinate wgiq selects hgiq or h; 41 and
contributes one conjugation.
Iterating gives

Ag(f)]* <A = Ez,h,h'[ [T c“rL,z+ hw))]
we{0,1}¢

Put dy, = h], — hy, so that z + hy, = 2 + >, hy + >, wudy, and set z = L;(z + Y, hy) and

w = Lj(dy). Surjectivity of L; makes & uniform on F;f and independent of (h,h’). Each d, is
uniform on K,, so L;(K,) = IF'],‘; makes y,, uniform on IF'p‘] , and all these variables are independent.
Therefore

Ay = Em,yl,...,yteﬂw[ H C|w|F<$ + Z wuyu>} ’FHUt F)
we{0,1}1

Finally, the definition of the Gowers norm factors over coordinates:

t
| Pl gs) = b, ety [ IT IIces (% + Zwu g>] =TTl

we{0,1}t jeJ jeJ
Taking 2!-th roots and restoring the original scaling proves the claim. O

For an MDS system, the lemma’s independence conditions reduce to |I,| + |J| < k — 1. This is
the only use of the MDS property in the following corollary.

Corollary 3 (Number of U? factors). Let ¥ be an MDS system, let v > k and t > 2, and define
JtE—-1) =7
qt(r,k)—{ P J
If q(r,k) > 1, then, for every J C [r] of size q(r, k),
Ao (A < TT 1 fille TT IFilloo
jeJ ier\J

Proof. Put ¢ = q.(r, k). Since r > k, we have ¢ < k—2 < r. The definition of ¢ gives r—q < t(k—1—q).
Thus we can partition the indices outside J into t groups I, each of size at most k — 1 — ¢q. Every
I, U J has size at most k — 1, so Lemma 12 applies. O

If the functions are bounded by one and their U norms are at most p < 1, this gives p% (k)
For structured leakage, we allow ¢ to grow with n. In Section 6, we will reuse the bound with ¢ = 3
for the below-half theorem.
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5.2 From Gowers norms to leakage resilience

Let 7;: F, — {0,1}™, and put fip(x) = 1[r(z) = b] — v4(b), as in Lemma 6. The L' bound of
Proposition 1 with 79 = k£ — 1 reduces the leakage distance to averages of products of these functions.

Proposition 3 (Finite-parameter leakage bound). Let C be an [n,k —1,n — k + 2], MDS code,
and let t > 2 be an integer with q;(n, k) > 1. If || fipll ;o < p <1 for alli € [n] and b € {0,1}™, then

SD(T(UC)aT(UIFg)) < %(1 + 2m)np(Jt(n,k‘).

For one-bit maps, if the functions f; = 2(r; — Ez[1;(x)]) satisfy || fille < p < 1, the distance is at

most 3" pt (k).

Proof. The dual of C' has minimum distance k, so Proposition 1 and Lemma 6 give

SD(Tr(Uc), 7(Ury)) < % Z Z

|A|Zk bae({0,1}m)4

Ex~ve [H fipi (Xi)] ‘ -

i€A

Fix A with |A| = r > k. The coordinate forms of a linear parametrization of C, restricted to A, form
an MDS system, since any & — 1 of them are independent, and || f;,[| ., < 1. Since g(r, k) > q:(n, k),
Corollary 3 bounds each average by p%("*) < pa(n:k)  Hence

1 t(n,k = n mr 1 myn qi(n,k
SD(T(Uc),T(UFZT;))SQPq( )1;(7«)2 <S(1+2 )7 pde (k).

For one-bit maps, f;1 = fi/2 and fio = —f;/2, so the first bound gives 3 3"(p/2)%(mk) < 3npa(nk)
which completes the proof. O

At constant rate, fix an integer ¢ > 2 with t¢ > 1 and put 8 = (tc—1)/(t — 1) > 0. For k > ¢n,
the number of retained Gowers factors satisfies
t(tk—1)—n t
K=|——-""2—|> _— 1> - 3. 3
a(nk) = | 2 e 12 Q
Thus local norms of size p~(1)
small constant times log, p.

give exp(—.(nlogp)) leakage distance even when m is a sufficiently

5.3 Quadratic-residue leakage

Let x: F, — {—1,0,1} be the quadratic character, with x(0) = 0. The character-sum estimate
of [Ngu24, Lemma 2| gives HtzUtt < 2'/\/p. For T = 1qr we have 2E,[7(x)] = 1+1/p, so the centered

function is f = x+1 9y —1/p. The Gowers product of 1, is one exactly when x = hy = --- = hy = 0,
SO H]l{o}‘

o p~ D/ 2t, and the triangle inequality gives

ot | 1/2! ¢ 1 41
f < (2 +p—(t+1)/2 +o< 4p—1/2 .
710+ < (=) p

The same bound holds if the output at zero is changed to 0, where the centered function is
X — Ly +1/p.
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Proof of Theorem 7, part 1. Fix t and [ as in (3), and write ¢ = ¢(n, k). For n sufficiently large,
g>1and 4p~/ 2% <1 for every p > n, and the affine changes of input preserve the local bound
by Remark 3. Proposition 3 bounds the distance by

3n(4p*1/2t+1)q — exp(n log3 + qlog4 — 2%11 logp).

Since fn — 3 < ¢ < n and p > n, the exponent is at most —ajnlogp with a3 = 3/21+3, for n
sufficiently large depending only on c¢. The bound is uniform over the code and the affine changes of
input. O

5.4 Almost all logarithmic-bit leakage functions

For a random map 7: F, — {0,1}"™, each output indicator minus 27" has independent centered
values. The cube-collision argument for random signs in [Ngu24, Lemma 4| therefore applies to
these indicators as well. Subtracting their empirical means costs at most a factor two in the Gowers
norm; no balance assumption on the output probabilities is needed.

Lemma 13 (Gowers norm of a random leakage function). Let t > 2, m > 1, and 0 < p < 1.
For a uniformly random map 7: F, — {0,1}" and a fized output b, put fi(x) = L[r(x) = b] —

Pry vy, [T(u) = 0] Ifp(p/2)% > 2(2;), then

p(p/2)*"
Pr(|| follye > p] < exp <—2m+3 :

Proof. Put &(z) = 1[r(z) =b] — 27 and T'(1) = ||£b||2Utz. If all 2¢ vertices of a Gowers cube are
distinct, independence and E[£,(z)] = 0 make its expected product zero. Each pair of vertices
coincides with probability 1/p, and || < 1, so

Qt
E-[T] < ;), [ follge = 166 = Bl (@)]llpe < €bllpe + [El€o(2)]] < 21|€plI e -

Changing one value 7(a) affects at most a 2!/p fraction of the cube products, each by at most two.
Thus T changes by at most 271 /p, and bounded differences [McD89] gives

2
pU
]F;r[T —E;[T] > u] < exp <_22t+1> .
The hypothesis gives E,[T] < %(p/2)2t, whereas || fy|l« > p implies T > (p/2)?. Taking u =

%(p/2)2t proves the claim. O

Proof of Theorem 7, part 2. Fix t and § as in (3), and choose

I 3
p=p " me=gng 1<m<gelogyp.

For large p, the hypothesis of Lemma 13 holds because p(p/ 2)2t = 2_2tp3/ 4. Tts conclusion is
Pr[|| fipll e > p] < exp(—bo,/p) for a constant by > 0 depending only on ¢. A union bound over the
n2™ pairs (i,b) gives

Pr| fis e > p for some (,b0)] < n2™exp(—bo/p) < pltne exp(—bo+/p) < exp(—bo\/p/2).
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On the complementary event, take n large enough that g;(n,k) > 35n/4. Since log(1l + 2™) <
log 2 + 7. log p, Proposition 3 gives

SD(r(Uc), 7(Usy) < 5 exp (nlog(1+27) U5 P 1og

ot+2
1 1
< g exp(nlog2 —2nenlogp) < 5 exp(—nenlogp).

The event depends only on the maps, so this holds simultaneously for all codes in the theorem and,
by Remark 3, after all coordinatewise affine changes of input. Take b. = by/2 and a. = min{a;/2,7.},
increasing ng(c) if needed. The factor two in the Shamir reduction is absorbed by the displayed
factor 1/2 here and by the slack in a; for part 1. O

For fixed m, the same proof gives the stronger success probability 1 —exp(—n,(p)) with leakage
distance exp(—¢m(n)): choose a constant p > 0 such that Slog(1/p) > log(1 + 2™) and apply the
same two bounds.

5.5 Field size for square-root thresholds

When k = O(y/n), the Cauchy-Schwarz order ¢ must grow with n, so we use the finite-parameter
bound rather than the constant-rate theorem. The next corollary gives an explicit sufficient field
size for leakage error exp(—n) in both applications.

Corollary 4 (An explicit field-size bound). Let 3 <k <n andt=[(n—1)/(k—2)]. Iflogp >
8n2', then for every C'= GRSq(n,k — 1), SD(T(Uc), T(Urn)) < exp(—n) for quadratic-residue
leakage with the affine input changes of Theorem 7; and for independent uniformly random Boolean
maps, with probability at least 1 — exp(—n), the same bound holds simultaneously for every such
code. Both conclusions hold for Shamir leakage between every pair of secrets with the same error.

Proof. By the choice of ¢, t(k —2) >n—1,1e. t(k—1)—n >t—1,s0 ¢ = ¢(n,k) > 1. Put
p=-exp(—n)/(2-3") and f; = 2(7; — Ey[r(x)]). If || fi||+ < p for every i, then Proposition 3 gives
3pl < 3"p = %exp(—n), and the factor % yields the Shamir error through Lemma 1.

For quadratic-residue leakage, Section 5.3 gives || fi|l;+ < 4p~1/2""" < ) whenever logp >
21+ 1og(4/p) = 2¢(21og 8 + 2(1 + log 3)n), which follows from logp > 8n2! since n > 3.

For a random Boolean map, 27 — 1 has independent uniform signs. The same cube-collision
argument as in Lemma 13 gives E.[||27 — 1H2Utt] < (22t)/p, and [|2(7 — Ez[7(x))|lge < 21127 — 1| e
Markov’s inequality and a union bound therefore give

n 22" (Qt)

Pr[|| fill e > p for some i € [n]] < prtQ

< exp(—n),

the last step because 2¢log(2/p) +n+logn+log (2;) < 2'((1+log3)n+2log2) +n+logn+2tlog2 <
8n2t <logp, using 2 <t <n —1 and n + logn + 2tlog2 < 4n < n2!. The event depends only on
the maps and is preserved by affine input changes, so the bound holds simultaneously for all codes
and input changes in the statement. O

For k = ©(y/n) we have t = n/k + O(1), so the condition reads logp > Cn 2"/* for a constant
C. Concretely, for n = k? with k > 5, one gets t = k+ 3 and ¢ = 1, so logp > 64n 2V suffices; a
single Gowers factor carries the bound. This field size is doubly exponential in y/n; we do not claim
it is necessary.
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A contrasting attack at square-root thresholds. Kopparty’s algorithm for recovering a monic
squarefree polynomial from noisy quadratic-character values [Kop26] attacks Shamir sharing when
n =p—1and k is at most a small constant times \/n: party i leaks 7qr(P(a;) + af), which
is the character value of the monic polynomial Q(X) = X* + P(X) at o; up to at most k + 1
discrepancies (the roots of ) and the missing point 0). The decoder tolerates these in this degree
range and recovers @, hence the secret Q(0), whenever @ is squarefree. For each fixed secret s, the
discriminant of @) is a nonzero polynomial of degree at most 2k — 2 in the random coefficients of P
(it is nonzero at X* + s for s # 0 and at X¥ 4+ X for s = 0, both squarefree since k < p), so Q fails
to be squarefree with probability at most (2k — 2)/p. The attack uses only the fixed input shifts
covered by Theorem 7, not additional leaked bits. At every positive constant rate our theorem
gives security even for p = n + 1; at square-root thresholds the corollary above gives security over
sufficiently large fields. The intermediate range is open.

6 Leakage resilience below half

Theorem 8 (GRS codes below half). There are absolute constants cpy < 1/2, v > 0, and ng such
that, for n > ng and every prime p > n, every GRS code over IF,, of length n and rate at least cpy, s
e~ M-resilient to one-bit local leakage.

We prove Theorem 8 by combining the three tools: Proposition 2 with an intermediate cutoff g
close to n; a supportwise form of the list-recovery argument of Section 4, which controls the squared
components below the cutoff (Section 6.1); and the MDS von Neumann inequality of Section 5.1
together with a second-moment bound, which control the components above it (Section 6.2). The
supportwise form is needed because the list bound of Theorem 4 is available only at radius R < k,
and below rate half Lemma 11 cannot use it. Both estimates have negative exponents at rate half;
continuity gives a fixed rate below half (Section 6.3). Throughout, C' is a GRS code of dimension
k — 1 unless a statement says otherwise, and g;, f; are as in Section 3.4.

6.1 List recovery for small supports

Lemma 11 needs the list bound at radius n — j with 7 < k — 1, whereas Theorem 4 supplies it at
radius R < k; below rate half, n — k 4+ 1 > k — 1, so no admissible j satisfies n — j < R. At a fixed
support size r, however, every dual word has n — r zero coordinates, which count as agreements
with the list {0}. Retaining j Fourier factors on a common set H and putting {0} outside H brings
the radius down to r — j, so j = r — R suffices, and j <k —1 aslongasr < k+ R — 1. Summing
over H gives the following bound.

Lemma 14 (List recovery for a fixed support size). In the setting of Section 4, so that C* has
minimum distance at least k, the maps 7; have at most @ output symbols, and p > 16Q or Q) = 2
with p odd, for all integers k <r <n and1 <j <k,
—A\ (2 k—1—7 | ; . (T;)

YoAITUEDIE <ng 7 Listen(r—5,Q = 1) o

|Al=r J
Proof. Fix H C [n] with |H| = j. For each A O H of size r, choose I4 with H C I4 C A and
|I4] = k — 1, which is possible since j <k —1 < r. Apply Lemma 8 with J = A\ 14, and bound
the k — 1 — j factors indexed by I \ H by n¢ using Lemma 9:

- k—1—j

C 2> iXyill2 = 7IQ iXy; 112+
SNATUEHE< Y > T ITowl3 <ng ' > IT I1Taxu. 13
ADH ADH  yect i€la yeCt i€H
|Al=r [Al=7 supp(y)=A wt(y)=r, HCsupp(y)
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As in Lemma 11, the last sum is a nonnegative linear combination of monomials [];cy w;(y;) in the
weights w;(a) = || Tixall3, a € 7. The constraints on the weights follow from Lemma 9. Lemma 10
(the coordinates outside H play no role) yields lists V; C Fy of size @ — 1, i € H, with

Z H I Tixy )3 < {y € C+ :wt(y) =r, y; € V; for all i € H}|.
yeC+ 1€H
wt(y)=r, HCsupp(y)
Take input lists S; = V; on H and S; = {0} outside H. Every counted word agrees with the lists on
H and on its n —r zero coordinates, which lie outside H; so the count is at most Listo. (r —7,Q — 1).

Finally, sum over H. Each support of size r contains exactly (;) sets H, so
r =A\2 _ =A\|2 ny k—1-j, . .
() YITUEEDIE= D> > ITEEHIE < () ng " Listor(r—7,Q —1).
I/ 4= |H|=j ADH J
|Al=r
Dividing by (;) proves the claim. O

For one-bit leakage the input lists have size one, so list recovery becomes list decoding.

Corollary 5 (List decoding for a fixed support size). Let p be an odd prime and C' C F}, a linear code
whose dual has minimum distance at least k. For all integers k <r <mn and R with1 <r— R <k,

- Rt oR)
S (gl < Lister (R) 27—+ ER)
|Al=r r—R
Proof. Take Q@ =2 and j =r — R in Lemma 14. Then ny = 1/2, Listo1 (r — j,1) = Listo1 (R), and
IT/ZH15 = Te(ga)l? by Lemma 7. 0

Write D = C* for the remainder of this subsection. For our decoding radius R < k, the condition
1 <r— R < krequires k < r < min{n, k + R — 1}; below rate half this leaves the largest supports
untreated, and Section 6.2 bounds those by Cauchy—Schwarz. The next lemma gives a uniform
estimate below the cutoff (1 — ¢)n.

Lemma 15 (Bound for smaller supports). Fiz 0 < (<c<1/2 and0<e <1 withl —e <2c—(.
Let k = k,, with (k,, —1)/n — ¢, and R = |k —1—(n|. Assume Listp(R) < L,, with log L,, = o(n).
Then every support size k < r < (1 — €)n satisfies

> Te(ga)l? < exp(nGc, ¢ e) +o(n)),

|Al=r
uniformly in the support size and the leakage maps, where

2
G(c,Cre) = (1—26—|—C)log2—|—log2(cl_o_€2.

In particular, if G(c,(,€) < 0, the sum is exponentially small at each of these support sizes.

Proof. We first obtain an estimate with the integer parameters explicit. Suppose Listp(R) < L
with 1 <R < k. For k <r <min{n,k+R—1},put j=r —R;then 1 <j<kandr—j=R,so
Corollary 5 gives

(5)

3 Tolga)? < L27k1ole,
|Al=r (])
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Set t =n—r and g =n —k — R+ 1. The binomial ratio has the exact product form

; () . n—u
I hHLIL — 99 T —————.
@ ££ﬂR+t—u)
For 0 < u <t we have R+t—u > R+ 1, and 1 —v < exp(—v) with R+ 1 < n gives
R/(R+1) <exp(—1/(R+1)) <exp(—1/n). Hence

n—u n(l_U) R

u+1
R
2(R+t—u) ~ 2R >’

<" (
R
R+1_2R®

n
and multiplying over u gives the finite bound

3 wetonrt = 12 ol35).

since t(t +1)/(2n) > t2/(2n). Empty products cause no difficulty when ¢ = 0.

Now take R = |k—1—(n] and L = L,. For large n, 1 < R < k and 2R < n, since
R/n — c¢—( < 1/2. Moreover, k+ R—1= (2c—()n+o(n) > (1 —¢)n,sor < k+ R—1 throughout
the stated range. Using en <t < n in the finite bound gives

2

> IPelga)l < Ln 2 (1) e (- 5)

= exp(nG(c, ¢, €) +o(n)),

where the equality uses (k —1)/n — ¢, R/n — ¢ — ¢, and log L,, = o(n). The bound is independent
of the support size and the leakage maps. O

6.2 Iterated Cauchy—Schwarz for large supports

We bound the second term of (2). The proof separates two cases: Cauchy—Schwarz controls leakage
functions with sufficiently large total squared bias, while the product of U? norms controls the
remaining functions. Put
(log kg)?

64

Proposition 4 (Bound for large supports). Suppose 2k —2 <n < 3k — 3, put c = (k —1)/n, and
fir 0 <e<1/2. Let ro = | (1 —€)n], and define

ko= (3/)V8 <1,  Bo=

30—11
2

H(c,e) = h(e) —I—max{ og ko + v/ Bo, (1 —2¢)(log2+1/2) — %}

Then
1

5 Y. [Te(fa)l < exp(nH(c,e) + O(logn)).
ACIn]: |A|>ro

In particular, H(1/2,0) = max{3 log ko, —Bo/2} < 0, with the formula extended continuously to
e=0.

The strict inequality persists when c is slightly below half and ¢ is sufficiently small. We first
establish the local U? bound, then give the two estimates for an individual support.
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6.2.1 A uniform bound for centered bits
Lemma 16 (Bounds for a centered bit). For every map 7: F, — {0,1} over an odd prime field,
the function f = 2(7 — E[7]), with p =1 — 2E[7], satisfies

Iflle=y1=w?  Wfllgs ko, [flle <1+ [ul <2

Proof. Put V.= 1 — p?. The values 1+ p and —(1 — p) occur with probabilities (1 — u)/2 and
(14 u)/2, respectively. This proves the L? and pointwise bounds, and gives

Elf]=0, E[f =V, f2=V-+2uf.

The U? estimate uses the symmetry of the Fourier transform of a real function. Specifically,
every real ¢ satisfies

1

lallte < Ela)* + 2 (lal - L)) < & ol + 2Bl

To see this, pair each nonzero frequency a with —a; the two Fourier magnitudes are equal, and the
frequencies are distinct because p is odd. If b, = |g(a)|?, with one representative from each pair,

then
Sla@t =2 2 <2(Y b))

a#0 pairs pairs

Adding the zero frequency and using Parseval gives the first inequality; the second follows from

(Elg)? < llqll3-
Now let g;(x) = f(z+1t)f(x) and K (t) = E.[q:(x)]. Expanding f(x+1)2f(x)? with f2 = V4-2uf
and using E[f] = 0 gives

lgels = V2 +4u*K (1), EJK(t)] =0.
Cauchy—Schwarz and the real-function bound applied to f give
1
KMI<V,  EAK® = £l < 5V
Applying the same bound to each ¢;, we obtain

1F1Ers = Eelllgellg]

< %Et[(VZ + 42K ()] + %Et[K ()"

IN

1 4 4 1 2 2
5V + (8 +5V VEK (8)?)
3 3 3
<2VA L4tV < 2(V )t = 2,
<V +du _4( + 1) 1

The second inequality uses E;[K (t)] = 0 and K (t)* < V2K (t)?; the last inequality follows by the
binomial theorem, since V, i > 0. O
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6.2.2 Two bounds for each support

Write p; = 1 — 20;. The preceding lemma gives two ways to make the average small: bias decreases
the L? norms, whereas small bias keeps the supremum norms close to one and lets the U3 bounds
act.

Lemma 17 (Bounds on I'c(f4)). Suppose 2k —2 < n < 3k — 3. For every A C [n] with |A| > k,
put B=Y,cap?, e=n—2k+2, and ¢ = q3(n, k) = [(3k — 3 —n)/2]. Then

Ta(fa)l < min{exp(qlog ko +VnB), exp(e(log2 4 1/2) — B/2)}.

Proof. For the first bound, use all n evaluation forms defining C', with the constant function one
outside A; any k — 1 of the forms are independent by the MDS property, and ¢ is the number of
retained Gowers factors for ¢ = 3. Since 0 < ¢ < (k —1)/2 < |A|, choose J C A of size q. The MDS
von Neumann inequality (Corollary 3) with ¢ = 3, followed by Lemma 16, gives

Te(fl < TL 1Al TT 1fillso < a8 TT (14 1) < afexp (Y il < wd exp(vaB).

jedJ 1€ A\J 1€ A\J i€A

If ¢ = 0, the first inequality is just the supremum bound.
For the second bound, partition [n] = I1 U Iy U E with |I;| = |I2| = k — 1 and |E| = e. Bound
the factors on E by two and apply Cauchy—Schwarz to the other two products. For X ~ Ug,

or )l <2 [[(Exese| T 15007 =2 T] i-s2

t=1 i€ AN I€A\E

where the equality uses independence and uniformity within each I;, again from the MDS property.
Since /1 —z < exp(—z/2) and Y;c anp 12 < €,

2¢ T \/1—,u12§exp(elog2—% > u?)§exp(e(log2+1/2)—B/2). O

i€A\E i€A\E

Proof of Proposition 4. We have rg > k — 1, so Lemma 17 applies to every support in the sum. If
B < fgn, use its first bound; otherwise use its second. Since ¢ = (3c—1)n/2+0O(1) and e = (1—2¢)n,
in either case

se 1 log ko + v/ Bo, (1 —2¢)(log2 +1/2) — %} + O(l)).

ITo(fa)l < exp(n max{

There are at most > o<, (}) < (n 4 1) exp(nh(e)) such supports, since their complements have

fewer than en elements. Multiplying the two bounds proves the proposition. ]
6.3 Combining the estimates

Both estimates have strictly negative exponents at rate half when the cutoff is sufficiently close to n.
We use continuity to keep both exponents negative at a slightly smaller rate.

Proof of Theorem 8. Consider the continuous formulas for G and H in Lemma 15 and Proposition 4.
Since H(1/2,0) <0, fix 0 < e < 1/4 with H(1/2,¢) < 0. For this ¢, G(1/2,0,¢) = —¢%/2 < 0. By
continuity there is a fixed 0 < § < min{e/3,1/6} such that, with ¢o =1/2 — 6 and { =,

G(COaC>€) < 07 H(Co,€) <0.
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These choices also give 1/3 < ¢y < 1/2,0 < ( < ¢p, and 1 —e < 1 — 36 = 2¢9 — (, as the two
estimates require. All these constants are independent of n and p.

Put

kn = [con] + 1, ro=[(1—-¢e)n], R, = |k,—1—-(n].

We first prove the claim for a code C' of dimension k,, — 1, and write D = C. Since k, —1 > (n, the
consequence of Theorem 4 described in Section 2.5 gives Listp(R,) < Ly, = n“ for a constant c¢ and
all sufficiently large n, uniformly over the code parameters; as ( is fixed, log L,, = O(logn) = o(n).

All averages I'c(g4) on nonempty supports of size smaller than k, vanish by Lemma 7. For
kn <r <rp, Lemma 15 and G(co, (,e) < 0 give

> ITclga)l? < exp(—pun)

|Al=r

for a fixed S, > 0 and all sufficiently large n, uniformly in r. For the remaining support sizes,
2(kn — 1) <n < 3(k, — 1) for large n, and Proposition 4 gives

5 X IPe(fa)l < exp(—pun)

ACIn]: |A|>ro

for a fixed Sy > 0; here (k, — 1)/n — ¢, so continuity and H(cp,e) < 0 ensure that the rounding
in k, does not change the sign of the exponent for large n.
Proposition 2 now yields

SD(r(Uc), 7(Usy)) < 5/nexp(—fun) + exp(—fin) < exp(—yn)

for some v > 0 and all sufficiently large n; the factor n counts the support sizes in the first sum and
is absorbed by the exponential decay. None of the constants depends on the leakage maps. For a
larger GRS code, the subcode obtained by restricting the polynomial degree to less than &, — 1 has
the dimension just treated, and Remark 1 gives the same guarantee for every larger dimension.
Choose any fixed cp, with ¢g < epp < 1/2. The code theorem follows because every GRS code of
rate at least cpp has dimension at least [con|. If a Shamir scheme has k& > cppn, then for sufficiently
large n, k — 1 > cppn — 1 > ¢on, so its code dimension is also at least [con], and Lemma 1 proves
Theorem 1 with the same cp, and leakage distance at most 2e™7". ]

Corollary 6 (An explicit constant). The conclusions of Theorems 1 and 8 hold with cpn =
1/2 — 10714,

Proof. Taking e =6-1077, ¢ =2-107'4, and ¢ = 1/2 — 210~ gives G(co,(,€) < —5.6-10"* and
H(cg,e) < —3.7-107". These choices satisfy 0 < ¢ < cg < 1/2,1—¢ < 2cy— ¢, and ¢g < epn < 1/2,
so the preceding proof applies. O
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A List recovery with growing input lists

We prove Theorem 4, keeping the dependence on the input-list size explicit. Interpolation gives a
differential equation satisfied by every candidate. We then count its solutions using their initial
coefficients and their agreement equations. We state the interpolation input from [Jer26] explicitly
and give the remaining counting argument below.

The Hasse derivatives are defined by P(X +U) = 37,5 PUl(X)UJ. Write degl®® Q for total
degree in all the Y-variables.

Lemma 18 (Interpolation, from [Jer26, Proposition 3.7]). Fiz 0 < { < 1. There are constants
be > 0 and t; > 1 such that the following holds. Let v, ..., a, € Fy, be distinct, let Sq,...,S, C Ty,
and put M =Y, |S;i|. If integers K, A, t satisfy

A 1
> 7
K—1"1-¢/2

2<K<A<n, t<t<K, M < be(K —1)t¢/3,

then there is a nonzero Q(X, Yo, ...,Y;) with

o t3A
deng§t37’L, degg/tQS ’VK_I—‘ )

such that every P € I, [ X] of degree below K agreeing with the lists on at least A coordinates satisfies
Qx,p, P, . .. Pl =0.

Apply the cited proposition with derivative order ¢, multiplicity 3, ¢ = ¢/2, and A = 2/3. Its
incidence exponent is A = (/3. The monomial restrictions in [Jer26, Equations (11)-(12)] give the
stated total Y-degree bound and degy @ < t3A < t3n. The interpolation works over any coefficient
field; no upper bound on p is required.

Lemma 19 (Counting solutions with many agreements). Let 1 < h < n, t,B > 1, and Dy > 0
be integers, with p > max{h — 1, B}. Fiz distinct oy € Fp, lists S; with M = >;|S;| > 1, and a
nonzero Q € Fp[X,Yp,...,Y:] with degy Q < Dy and degi®* Q < B. The number of polynomials
P € F,[X] of degree below h satisfying

Q(x,p, PN . plthy=o, {i: P(ag) € Si}| > h

1s at most

B*(Dg + B(h — 1) + 1) Zt:(ME)j, E=8B(h+1)%
j=0

Proof. We make the recurrence and counting arguments of [Jer26, Lemmas 5.6-5.7 and 6.2] explicit.
If h < t, there are at most M" ordered choices of h agreements at distinct coordinates, each
determining at most one polynomial P. This satisfies the claimed bound. Assume h > t, and work
over the algebraic closure F,,.

We use the following standard form of Bézout’s inequality (see [Jer26, Lemma 5.3]). The degree
of an irreducible algebraic set is the number of points, counted with multiplicity, in a generic linear
section of complementary dimension. A hypersurface defined by a nonzero polynomial of degree at
most B has sum of component degrees at most B. Intersecting an irreducible component with a
degree-E equation that does not vanish identically on it lowers its dimension and increases the sum
of degrees by a factor of at most E. A zero-dimensional algebraic set has at most its sum of degrees
many points.

39



If @ is independent of all Y-variables, there are no solutions. Otherwise let s < ¢ be its largest
Y-index and put H = 9Q/dYs # 0; nonvanishing follows from B < p. First count candidates with
H(X,P,...,Pbl) 0. Fix a set of Dy + B(h — 1) + 1 distinct points o € F,, independently of P.
Since this polynomial has degree at most Dy + (B — 1)(h — 1), it is nonzero at one of these points.
The algebraic closure allows this choice even when the number of points exceeds p.

Recovering the coefficients at a fixed a. Write P(a+U) = ZZ;& cgU?, with ¢, € IFT,, put
c=(co,...,cs), and set Hy,(c) = H(a,cg,...,cs). The identity

h—1
Pil(a+U) = Z (Z]) cUT™

q=1

shows that the coefficient of U7, for 1 < j < h — 1 — s, in the substituted equation is

s+7
( s j>Ha(C)Cs+j + Rj(co, - - -, Copj—1) = 0.

Indeed, in Pll(a + U), the coefficient cs.; first occurs as (sij )es+;U7. In every lower derivative
Pl it occurs at order s + j — i > j. Thus it contributes to the coefficient of U7 only through a
single Y; factor, with all other factors evaluated at U = 0; the resulting multiplier is H,(c). Since

s+ j < h—1<p, the binomial coefficient is nonzero. On H, # 0, these equations recursively give

N;(e)

— ) 2
Cs+j = W, degN] < 4B] .

Here and below, degrees are in the initial coeflicients ¢. To verify the bound, consider the noninitial
factors cs4ays- .., Csta, in a monomial of ;. Their orders satisfy >, a, < j, and the case v =
1,a; = j is absent. Thus, for j > 2,

> (2a0 —1) < 2j -2, doal < —2j+2.
u

u

Using the previous recurrences and clearing denominators with H2 =2 gives
deg N; < B +4B(j% — 2j + 2) + (2§ — 2) B < 4Bj*.

For j =1, directly deg N; < B. This proves the bounds without any hidden dependence on B or t.

Counting the initial coefficients. The recurrences define a polynomial P, of degree below h
whenever H,(c) # 0. Its first Taylor coefficients are ¢, so this parametrization is injective. Every
candidate at this « lies in

Q(a,coy ... c5) =0, H,(c) #0.

We may count all such initial vectors over F, satisfying the agreement equations, even if their
polynomials do not solve the full differential equation. When this set is nonempty, its defining
polynomial is nonzero, because its derivative in c¢g is H,. The hypersurface therefore has dimension
at most s and sum of component degrees at most B.

Each of the M possible agreements becomes a polynomial equation after multiplication by H2":

Ho ()" (Pe(oy) —b) =0,  be S,
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The preceding numerator bounds give
deg [H2"(Pe(a;) —b)] <4B(h— 1)+ 2hB+1 < E.

Any h satisfied agreements at distinct coordinates determine P., hence ¢, uniquely where H, # 0.
Let W be a positive-dimensional irreducible component through a candidate ¢. Since H,(c) # 0,
the set WN{H, # 0} is a nonempty open subset of W. If all of the candidate’s agreement equations
vanished identically on W, every point in this open subset would give the same polynomial F,
hence the same initial vector ¢, a contradiction. At least one agreement equation therefore cuts
W properly. Repeating lowers the dimension to zero after at most s cuts. Hence every candidate
at this « lies in a zero-dimensional component obtained from a component of {Q(«,¢) = 0} by at
most s successive proper cuts with agreement equations. Components contained in H, = 0 can be
discarded. For each ordered choice of equations, retain only proper intersections at each step. For j
cuts there are at most M7 such choices, and Bézout bounds their contribution by BE7 for each
choice. Hence

S
#{candidates at this a} < B z:(ME)J
§=0
The remaining candidates satisfy H(X, P,..., Pl*}) = 0 identically. Repeat with H in place of Q.
Fach repetition lowers the total Y-degree without increasing the X-degree, so there are at most B

stages. At each stage there are at most Dy + B(h — 1) + 1 choices of « from the fixed set. Summing
the displayed bound over these stages and points proves the lemma. ]

Proof of Theorem 4. Write h for the code dimension. Scaling S; by U;l reduces GRS codes to
ordinary RS codes. Fix lists of size at most ¢ and put M = >, |S;| < n¥; if M = 0, there are no
candidates. Set

A=h+[enl <n K =[(1-¢/2)A].
The agreement threshold A corresponds exactly to the radius |n — h — {n]. For sufficiently large n,
depending only on ¢ (ensured by enlarging c¢),

A 1

K —h>¢(n/2, K—-12>(1-¢/2)A/2=(n/4, K71>1f</2‘

Choose a¢ > t¢ with bCCag/?’ >4, and put t = [acﬁ/@:‘. Then

M < nl < be(K —1)t%3,

Increasing c¢, the hypothesis n > 0459/ ¢ ensures t < K and 5t3 < n. Apply Lemma 18; every
candidate of degree below h < K satisfies its equation, with

t3A
Do:t3n§n2, B-L{ 1—‘§5t3§n<p.

Thus Lemma 19 applies. Since h < n < p, M < n?, and E = 8B(h + 1)? < 32n3, it gives
#{candidates} < 3n4(t + 1)(32n5)t < ¥ < nc&s/g’

after enlarging c; once more. All constants depend only on ¢, and none depend on p. ]
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B An alternative list-recovery calculation from DKT

We give a separate derivation of Theorem 4 from Dao, Kominers, and Thaler (DKT) [DKT26].
Their Theorem G.2 states a list-recovery bound for fixed input-list size. The finite estimates in their
Lemma 6.2 and the proof of Theorem 6.7 make the dependence on that size explicit, as follows.

Alternative proof of Theorem 4. Write h for the code dimension and fix lists .S; of size at most £.
Scaling S; by v, ! reduces GRS codes to ordinary RS codes. We count polynomials of degree below
h with at least A = h + [(n| agreements; this is exactly the radius |n — h — (n| in the theorem.

Parameters. Set
p=max{h/n,(/4},  a=p+ (/2
Since h < (1 — ()n,

(/4<p<1-3¢/4, a<l-¢/4<l, h<pn, an<A.

Choose the derivative order ¢, interpolation multiplicity s, and total degree bound B in the derivative
variables by

1 /3200\2/¢ )
t= {max{f)lQ, g <9C> . s=[300log(6t)|, B =[8s/C].
Here t is denoted by d in DKT. Their Equation (83) gives

9
D(p,a,t) = 26(6)“~P/"(1+1/1)

> 9

> 160((o‘t)</2(1 +1/t) > 20(1 4 1/¢).

DKT’s Lemma 6.2 bounds the finite interpolation ratio from below by T'(p, a, t)e*“’m/lo6 > { when
the local constraint rank is nonzero; when it is zero, the same lemma gives a nonzero interpolation
space directly. Thus the interpolation condition in the proof of their Theorem G.2 holds for lists of
size £, with the displayed finite choice of s.

Length and characteristic. The interpolant in the proof of DKT’s Theorem 6.7 has total degree
at most [2s/p| < B in the derivative variables, and the construction requires

n> [max{t:l, [2s/p] + 1, lip}—‘

Our choices give t > ¢, s > t+ 1, and

t+1§4(t+1)§B, L§i<B’ (< B,
p ¢ 1—p = 3¢

Consequently n > B + 2 suffices. It also gives p > n > max{h —1,t, B}, satisfying the characteristic

condition of DKT’s Theorem G.2. Finally,

4/¢ < B.

t=0:(%%),  B=0c*10g(20)),

so the theorem’s hypothesis n > CCEQ/ ¢ ensures n > B + 2 after increasing ce.
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List size. DKT’s Theorem G.2, Equation (147), now gives

20B \* 4B\*
#{candidate polynomials} < B2 ( p> nt = B2 (C) nt
a—

3/¢
S n4t+2 S n5t S nCCe / .

The second line uses B, ¢,4/¢ < n and t > 2; the last inequality follows by increasing c; once more.
All constants depend only on (, not on p. ]
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