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Abstract. Sorting in secure computation has been studied almost as long as there
have been implementations of multi-party computation (Wang et al., AsiaCCS’10).
More recent advances include completely secure implementations (revealing nothing
other than the list size) that have used Quicksort (Araki et al., CCS’21) and radix
sort (Asharov et al., CCS’22). For the first time, we extensively compare the two
variants across a range of parameters and for both honest- and dishonest-majority
computation. We then apply secure sorting to improve sparse matrix multiplication
without oblivious RAM based on recent work by Damie et al. (CODASPY’26). Our
main contribution here is to produce an output in the same format as the inputs to the
multiplication. This is needed for repeated multiplication of graph adjacency matrices,
which we use to find cycles in graphs. Such cycles have been associated with money
laundering, and this also applies to another graph pattern dubbed scatter-gather,
which we can detect with the same approach. Our work therefore can be applied to
privacy-preserving anti-money laundering detection.

1 Introduction

Multi-party computation (MPC) is one of only a few privacy-enhancing technologies, the
remaining ones being homomorphic encryption, differential privacy, and trusted execution
environments. Unlike with the others, the privacy in MPC comes from secret sharing,
where any sensitive information is stored across several parties in a way that any unqualified
subset cannot reconstruct it. Most secret sharing schemes used in practical contexts are
perfectly secure, which means that an unqualified party cannot do better than guessing a
secret value.

MPC allows computation on secret-shared values by adding protocols that create
new secret-shared values from existing ones without revealing them. These protocols
use the mathematics of the secret sharing domain, resulting in functionality that can
compute polynomials of values in secret. This has led to the definition of the Arithmetic
Black Box [DN03], where parties are given access to a black box that can receive, hold,
manipulate, and reveal secret values based on the parties’ instructions. The values are
addressed by public handles. While this does not rule out the structured storage of secret
values in itself, it poses a hindrance to data-dependent algorithms and thus many data
structures. For example, when arranging data in a tree, the position likely depends on the
data. The parties can form a tree of public handles, but for complete secrecy, the handle
should not give away any information about the data. Trivially, any algorithm can be
converted to a circuit, but this comes at a potentially considerable cost. For example, an
element of an array can be accessed by a secret index using a linear scan, which increases
the cost by the size of the array.
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2 On Secure Sorting and Its Application to Graph Pattern Matching

Ever since implementations of MPC have emerged [MNPS04, DGKN09, PSSW09], a
line of work has investigated how algorithms and data structures can be adapted to the
limitations explained above without incurring large increases in cost. An early example
in this direction is the work by Wang et al. [WLG10]. They proposed two ways of
sorting numbers in MPC: using sorting networks for an accurate result or a cheaper,
potentially inaccurate randomized algorithm. Sorting networks are fixed networks of
compare-and-swap gates. Such gates have two input and two output wires, and they
output the input values in an ordered manner, that is, one output gate will always carry the
lower value. While there are sorting networks [AKS83] with optimal asymptotic complexity
O(nlogn), they are known to underperform less optimal networks [Bat68] with complexity
O(n log? n) for practical parameters. Later works suggested using an adapted version of
Quicksort [AFO'21] or radix sort [BLT14]. Both have better asymptotic complexity in n,
but there are trade-offs between them in other parameters. We explore these in a unified
implementation, and we find that neither is optimal in all circumstances. A crucial aspect
is in particular the reliance of radix sort on oblivious shuffling, whose cost heavily depends
on the security model. For two-party computation, we have implemented the solution by
Peceny et al. [PRRS25], which relies on earlier work by Chase et al. [CGP20]. The two
works realize the shuffling through secure evaluation of a pseudo-random function, for
which Peceny et al. use the MPC-friendly one by Alamati et al. [APRR24]. The latter only
uses computation modulo two and three, both of which can efficiently be implemented
using oblivious transfer extensions. In the context of three-party computation with an
honest majority, we use the simple approach by Araki et al. [AFO*21], which involves the
parties conducting the shuffle pairwise. Peceny et al. propose their own version of radix
sort, which we show to be incorrect.

A more general solution for the issue of making data structures and algorithms oblivious
and thus compatible with the arithmetic black box comes in the form of oblivious random
access memory (ORAM). Originally developed to obscure the access pattern in the client-
server model [Gol87], it was later adapted to the MPC context [0S97, GKK ™12, KS14].
However, ORAM not only increases the cost by a poly-logarithmic factor (in the data
structure size), but it also comes with a considerable constant factor. As a result, ORAM is
often avoided in favor of a more specialized solution. For example, Damie et al. [DHPR26]
have proposed such an MPC scheme for sparse matrix multiplication. A sparse matrix
has a large share of zero entries. Therefore, storing the complete matrix is not efficient.
Instead, the matrix is represented by a list of tuples for non-zero entries indicating row and
column indices as well as the entry. On a normal computer, a dictionary map would be a
reasonable data structure to use for finding entries. As outlined above, it is not known
how to create an oblivious dictionary without ORAM.

For their matrix multiplication, Damie et al. store one input matrix in row-wise lists of
index-value tuples and the other one in column-wise lists. This allows them to efficiently
construct the product matrix as a list of tuples with both indices and values. However, they
do not provide a method to convert the output back to the input format. This prevents
repeated multiplication, which we need for our application. In Section 4, we provide an
efficient oblivious algorithm for this. Note that this is not straightforward due to the
secrecy requirements. Our approach avoids ORAM while instead deploying the group-wise
data structure introduced by Hamada et al. [HIKC23]. Its core idea is to split a list into
sub-lists by secret entry markers, that is, a list of the same length whose entries are one
whenever a new sub-list starts, and zero otherwise. Together with sophisticated algorithms
using secure shuffling and parallel programming techniques, Hamada et al. use this to
represent the training set in decision tree training while hiding the number of entries per
tree node.

Finally, we consider applying sparse matrix multiplication to graph analysis. It is
well known that graphs can be represented as matrices, and graphs with low degree in
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sparse matrices. In Section 5, we present a method for using sparse matrix multiplication
to detect cycles in graphs. It relies on the correspondence of graph paths and non-zero
elements in the matrix representation. While the correspondence is not perfect, we will
show that it suffices to find all cycles in a synthetic anti-money laundering dataset.

2 Preliminaries

2.1 Notation

We use [-] to indicate secret-shared values and (-) for oblivious shuffles introduced in
Section 2.3. The exception is [n] denoting the set {0,...,n;}. We also use boldface for
vectors, both cleartext and secret-shared, and x; for the i-th element of x, and M; ;, M. ;,
and M; . for elements, rows, and columns of a matrix M, respectively.

2.2 The Black Box Model of Multi-Party Computation

We use the arithmetic black box model of MPC to demonstrate the capabilities and
limitations. This assumes that MPC implements a figurative black box that contains all
secret values and that provides input and output facilities as well as basic operations in
some domain, most commonly addition and multiplication modulo some integer. There
is a rich literature on how to implement further basic operations such as simple (e.g.,
comparison) and more complex (e.g., exponentiation) non-linear mathematical operations.
The feasibility of the latter is given by the existence of bit decomposition operations and
the universality of addition and multiplication, going back to Damgard et al. [DFK106].
For efficiency, it is advantageous to combine the arithmetic black-boxes for several domains
with conversions between them, most notably one large modulus and one modulo 2 for
bit-wise operations [DSZ15, EGK'20]. We will refer to the former as arithmetic and
the latter as binary. More generally, we refer the reader to introductory textbooks on
MPC [CDN15, EKR18] for the basics of MPC and to Keller [Kel20] for practical aspects.

A notable protocol in the black box model is Mux, the result of which is defined as
follows:

Mux(fl s], 1) = {Z "y

The generic implementation simply uses multiplication:

Mux([e], [], [y]) < [e] - ([] = [v]) + [y]-

This can easily be run in the black box due to the availability of arithmetic, and its
correctness is trivial. In some protocols, this is the best-known implementation. For
two-party computation, however, there is an optimized variant using oblivious transfer
due to Rathee et al. [RRK"20]. The protocol is needed because the black box model does
not allow branching, that is, the parties cannot instruct it to execute an assignment or an
operation based on a secret value.

2.3 Data Structure Operations in MPC

The MPC black box is operated by the parties with publicly known handles for the values
inside. This allows storing lists of values as well because there is no limit on the number of
handles. However, the secrecy requirement limits the use of many algorithms because the
requirements of data structure are in conflict with the fact that the handles are publicly
known. For example, Quicksort operates by dividing the input list in ever smaller partitions
according to their comparison with a fixed element for every partition. The black box
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,_[ Protocol 1: Secure Permutation (RevealSort [HICT14]) ]

Input [k] and [D] of length n such that k is a permutation of [n]

Output [D] permuted according to the sorting of k

1: (m) < GenShuffle()

2: k' «+ Reveal(Apply({7), [k]))
: [D] + Apply((r), [D])

4: Permute [D] according to k'’
5: return [D]

w

,_[ Protocol 2: Secure Inverse Permutation (RevealSortlnverse) }

Input [k]| and [D] of length n such that k is a permutation of [n]

Output [D] permuted according to the inverse of the sorting of k

1: () < GenShuffle()

2: k' < Reveal(Apply({7), [K]))

3: Permute [D] according to the inverse of k'
4 [D]  Unapply({r), [D]

5: return [D]

model requires the partitioning to be public, but simply outputting the result of the
required comparisons potentially reveals information about the input values. This can be
fixed, as shown in Section 3.1.

Nevertheless, the requirement for public data handles makes it impossible to simply use
more data-dependent data structures such as dictionaries. Oblivious RAM has been proven
to lift this limitation, both in a dedicated manner [KS14] and in a general manner [Kel19)].
However, this comes with a considerable overhead. As a result, there is a line of research
investigating a more MPC-specific approach. An early example of this is due to Hamada
et al. [HICT14]. They proposed to use oblivious shuffling to permute a list according to
a secret-shared permutation. Oblivious shuffling has emerged as a primitive due to its
efficient implementation in some contexts. With semi-honest, honest-majority three-party
computation, for example, the shuffling is created by switching to two-party secret sharing
and running one random shuffling for every subset of size two [AHIT22a]. The resulting
shuffling is unknown to any party because of one of the three parts. The shuffling can
be repeated and reversed, which leads to three relevant algorithms: GenShuffle, Apply,
and Unapply. We will use (7) for a permutation generated in such a way. Protocol 1
shows Hamada et al’s permutation. The correctness follows from the fact that, if p is
the permutation represented by k, the output is D permuted by (pon~!)om = p. By
representation, we mean that a vector containing (0, ..., n — 1) such that using it as a sort
key executes the permutation. Meanwhile, the security follows from the fact that the only
information revealed is m o p where 7 is a freshly generated random permutation.

Using the same techniques, it is straightforward to construct the inverse version
shown in Protocol 2. Whereas RevealSort sorts D according to the sorting order of k,
RevealSortInverse uses the explicit permutation of k. Consider the following example to
understand the difference. For inputs k = (1,2,0) and D = (10, 20, 30), RevealSort outputs
D = (30, 10, 20), but RevealSortlnverse outputs D = (20, 30, 10). The correctness can be
deduced similarly to the above.
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2.3.1 Implementing Oblivious Shuffling

Keller and Scholl [KS14] proposed a generic approach to oblivious shuffling based on Waks-
man networks after earlier works in two-party computation [HEK12] and homomorphic
encryption [GHS12]. Waksman networks [Wak68] are switching circuits, that is, they
consist of wires and gates with two input and output wires that switch the two values
depending on a configuration bit. This makes them immediately usable in the context of
secure computation. However, they have complexity O(nlogn), and the generic approach
requires one such network per party. As a result, there have been efforts to achieve linear
complexity, for example by Araki et al. [AFO*21] for the honest-majority case with three
parties or Chase et al. [CGP20] for two parties. The latter has been refined by Peceny et
al. [PRRS25] based on the MPC-friendly PRF by Alamati et al. [APRR24], which we use
for two-party computation in this work. The PRF is based on evaluating linear functions
in F3 and Fy. There is no communication cost for linear functions when the values are
secret-shared in the right domain. As a result, communication is mainly required for the
conversion from F3 to Fa, for which Alamati et al. suggested an efficient protocol based on
oblivious transfer. Its core idea is to combine the facts that OT allows oblivious selection
on the receiver’s input, and that shares in F3 consist of only two bits.

2.3.2 Oblivious List Partition

A more sophisticated application of oblivious shuffling in multi-party computation has
been demonstrated in the decision tree learning algorithm by Hamada et al. [HIKC23].
They have proposed a set of oblivious algorithms that operate on a list that is secretly
divided. In their case, the secret division refers to splitting training samples across nodes.
The division is stored as a secret-shared list of zeros and ones such that every one marks
the start of a new division. One of their algorithms, GroupSum, computes for example
the sum of all entries in a division and produces a list where the result is stored in all
positions corresponding to a division. For example, the group-wise sum of

(17 2) 37 47 57 6))
where the division is (3,1, 2) represented as
(17 0, 07 17 17 0)7

results in

(6,6,6,4,11,11).

Algorithm 3 shows a trivial algorithm using only limited branching as facilitated by
oblivious selection. Its downside is that it takes O(n) communicaton rounds when executed
with multi-party computation because oblivious selection generally incurs a communication
round. This can be reduced to O(logn) using techniques from parallel programming [LF80].

Hamada et al. proposed to use oblivious shuffling instead, which results in a protocol
that only uses a constant number of rounds in addition to a constant number of invocations
of oblivious shuffling. In some security models, such as honest-majority semi-honest
three-party computation, oblivious shuffling has linear cost with a constant number of
rounds [AHI*22a], leading to an overall constant-round protocol. Protocol 4 shows Hamada
et al’s algorithm (called GroupSum?2 therein).

The algorithm uses several algorithms related to prefix summation. PrefixSum denotes
the plain prefix sum, that is, {Z;Zl %;}i=1,....n, and PrefixSumR denotes the prefix sum

starting from the end, that is, {Z;:Z %;}i=1,....n, both for input [x]. PrefixSum ™! and

PrefixSumR™" denote the inverse functions. PrefixSum™' can be computed as {z; —
Xi—1}i=1,..n With g =0, and PrefixSumR™! can be computed as {; — ®it1}i=1,.. n With
Tn+1 = 0.
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,_[ Algorithm 3: Trivial group-wise sum }

Inputs x, group indicator g, both of length n

Output Group-wise sum of x according to g

fori=0,...,n—1do
if g, =1 or i =0 then
Yi < T
else
Yi < Yi—1 T %4
end if
end for
fori=n—-1,...,0do
if i=nor g;+1 =1 then
Yi < Yi
else
Yi < Yit1
end if
end for
return y

,_[ Protocol 4: Group-wise sum based on oblivious shuffling (GroupSum) ]_

Inputs [x], group indicator [g], both of length n

Output Group-wise sum of [x] according to [g]

[p] + PrefixSumR([x]) * [g] > * denotes the Schur product
[k] < GenBitPerm(—[g])

[p]1 + RevealSort([k], [p]1)

[s]; < PrefixSumR™*([p])

[d] < RevealSortInverse([k],d;) * g

return PrefixSum([d])

Meanwhile, all of the communication cost falls within the permutation-related parts,
GenBitPerm, RevealSort, and RevealSortinverse. The first creates a secret permutation from
a bit vector such that the permutation stably sorts the bit vector according to value,
and the other two compute this permutation or its inverse on a vector. Protocol 5 has
the details of GenBitPerm, an optimization of DestComp [HICT14], and RevealSort and
RevealSortInverse are explained in Protocols 1 and 2, respectively.

3 Secure Sorting Algorithms

In this section, we will introduce the two sorting algorithms used in this work and consider
aspects relevant for their usage in secure computation, namely the choice of secret sharing
domain and asymptotic complexity.
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,_[ Protocol 5: Secret permutation from bits (GenBitPerm [CHI"19])

Input [b] of length n with elements in {0, 1}

Output [k] stably sorting [b]

1. [fo] + 1 — [b]

2: [f1]  [b]

3: [80,]<—Zk olfo] fori=0,...,n—1

4 [slz]ezk O[flj]JrsOnlforsz ,n—1
5: [ki] < Mux(b;, $1,4, 80,4) for i =0, . n—l

6: return [K]

3.1 Quicksort

Quicksort [Hoa61] is an established sorting algorithm that achieves expected optimal
time when used with randomness. The core is to split the numbers to be sorted in ever
smaller partitions based on comparison with an element per partition, the so-called pivot.
Randomness ensures that this pivot splits every partition evenly on average, thus achieving
one element per partition as quickly as possible. In the context of secure computation,
random shuffling has to be used for privacy together with padding to make the numbers
unique. This is because the comparison results have to be revealed to allow for the
partitioning to happen in cleartext. Oblivious computation of this would be prohibitively
expensive. Algorithm 6 and Protocol 7 show our implementation in MP-SPDZ, with an
emphasis on the vector notation that is amenable to the virtual machine design. This
presentation deviates from prior presentations in that it avoids data structures like sets.
Correctness and security have been established by prior works [HKIT13, AFOT21]. The
security primarily relies on the security of the arithmetic black box and the fact that the
comparison results are independent of the data due to the shuffling and uniqueness of the
elements.

Complexity The most expensive aspect of Protocol 7 is the main loop starting at line 9.
Baum et al. [BBM*25] have established that the number of expected loop runs is in O(logn).
Furthermore, every loop run involves n secure comparisons with bit length m + [logy(n)]
as the dominant factor, resulting in an overall complexity of O(nlogn(m + logn)) + S(n),
where S(n) denotes the cost of shuffling n elements. Algorithm 6 does not contribute to
the cost in a relevant way for two reasons. First, it does not involve communication, and
secondly, its complexity is in O(n), assuming that all integers fit into registers. This is a
reasonable assumption given that most computers today have 64-bit registers.

Choice of secret sharing domain Quicksort is not very sensitive to the secret sharing
domain because many protocols offer efficient comparison even in the arithmetic domain by
temporarily switching to the binary domain, for example using Rep3 [Kel25] for three-party
computation or ABY for two-party computation [DSZ15].

3.2 Radix Sort

Unlike most sorting algorithms, radix sort does not use comparison. Instead, it requires
that the elements can be split into digits (for example, bit decomposition for integers),
which are then used to sort digit by digit. The core operations thus are permutations.
Bogdanov et al. [BLT14] have created a blueprint for using radix sort in secure computation,
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,_[ Algorithm 6: Quicksort Permutation QsPerm }

Input n pivot indicators g and comparison results c
Output Updated pivot indicators h and permutation k to sort elements into
continuous partitions
1: fori=0,...,n—1do
2: h; + i
3: k; <1
4: end for
5 a,b+ 0
6: fori=0,...,n—1do
i if g; =1 then > New existing partition
8: if i # 0 then > Wrap up previous partition
9: ka,kb — ]i)b,k‘a
10: if a =i —1 then
11: hi_1=1
12: else
13: hoy1 =1
14: end if
15: end if
16: a,b<+i
17: else
18: if ¢; =0 then
19: a+a+1
20: ko, ky < ka, kp
21 end if
22: end if
23: end for
24: ka, ky < kb, kq
25: if c=n — 1 then
26: hp—1 <1
27: else
28: het1 1
29: end if

which has been improved by further works [CHIT19, AHIT22a]. At its core, the approach
uses two components, an algorithm to create a secret permutation sorting a list of digits
in a stable manner and the using this secret permutation. Bogdonav et al. and Chida et
al. [CHI"19] have used bits as digits, but Asharov et al. [AHI*22b] have extended this
to multi-bit digits. Protocol 8 shows this extension, and Protocol 9 shows the overall
algorithm. Protocol 8 uses Demux as defined by Launchbury et al. [LADM14]. It converts
integers into unary representations, that is, the ¢-bit number x is converted into a vector
containing 1 in the z-th position and 0 otherwise. Correctness and security are covered by
the aforementioned works.

Complexity GenMultiBitPerm involves O(n2¢) multiplications, both when computing
[fi] and [k;]. Therefore, the cost of radix sort comes down to O(m/f - (n2¢ + S(n)), where
S(n) denotes the cost of generating and executing a random shuffle of size n. This presents
a trade-off regarding the choice of ¢ depending on S(n). Asharov et al. have not suggested a
choice. A further trade-off comes in comparison with Quicksort, whose complexity features
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,_[ Protocol 7: Secure Quicksort }

Input Secret shared vector [x] of length n, bit length m

Output Sorted secret shared vector [y], secret sorting permutation [r]

:fori=0,....,n—1do

T; < X 2floga (M1 4 4 > Unique numbers maintaining order

: end for

. [x], (p) < Apply(GenShuffle(), [x]) > Shuffle for public comparison results and
random pivots

5:fori=1,...,n—1do

6: gi +— 1

7: end for

8

9

s go 1 > Initialize pivot indicators
: while ), g; <n do

10: fori=0,...,n; do

11: if g; =1 then > True for ¢ = 0 by design

12 [pi] « [z

13: else

14: [pi] < [pi-1]

15: end if

16: end for

17: for i =0,...,n—1do

18: ¢; < Reveal([p;] < [2:]) > (m + [logy(n)])-bit comparison

19: end for

20: g,k + QsPerm(g,c)

21: Permute [x] according to k

22: end while

23: for i =0,...,n—1do

24 [gi] + [[mi] /2"t

25: [pis] < [2;] mod 2821

26: end for

a factor of nlog?n but no dependency on mS(n). We will later show that there is no
universal optimum. Instead, the optimal choice depends on both m and n as well as the
protocol and thus the security model.

Choice of secret sharing domain When using the binary domain shuffling approach
by Peceny et al. [PRRS25], it is natural to use the binary domain for Protocol 9. However,
this domain does not lend itself to summation required by GenMultiBitPerm. We therefore
convert to the arithmetic domain for the dot product before converting back. Furthermore,
note that the necessary multiplications can be done using the Mux protocol because f; ;
are bits by definition. The Demux protocol clearly lends itself to the binary domain. As a
result, we convert [f; ;] from binary to arithmetic and [k] back to binary.

On the other hand, the three-party protocols we use offer shuffling for the arithmetic
domain, and they also offer an efficient dot product. It is therefore beneficial to use the
arithmetic domain throughout.
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,_[ Protocol 8: Permutation generation from multiple bits (GenMultiBitPerm)

Input [x] of length n with ¢-bit elements

Output Permutation [k] sorting x in a stable manner

1: [fi] « Demux(z;, ) for all i € [n]

2: [k;] < DotProduct({[fi,;]}jeae: {D g <ivie;[fril}ie2ey) — 1 for i € [n]
3: return [K]

,.[ Protocol 9: Radix sort }

Input [x] of length n with m-bit elements, digit length £

Output Permutation [k] sorting x in a stable manner

1: [k;] < for all ¢ € [n]

2: for j=0,...,[m/¢] do

33 Let d; be the j-th least significant digit of x; for all i € [n].
4: if j > 0 then

53 [d], (p) < RevealSort([k], [d])
6: end if

T [k] + GenMultiBitPerm([d])

8: if j > 0 then

9; Permute k by (p~1).

10: end if

11: end for

12: return [K]

3.2.1 Issues with Sorting by Peceny et al. [PRRS25]

Peceny et al. present a radix-like sorting algorithm using their random shuffling protocol.
In this section, we present two correctness issues with their algorithm.

Partition-Add is the name given by Peceny et al. to an algorithm that is supposed to
achieve the same as GenMultiBitSort by Asharov et al. [AHIT22b], namely taking a list
of £-bit values and outputting a permutation that will sort the list in a stable manner.
However, it avoids the most expensive part, namely the multiplication. Algorithm 10 has
the details.

Tt is easy to see that the algorithm does not achieve its promise. On input X = (1,0),
for example, it outputs m = (2,3) rather than a permutation indicating a switch between
the two input values as required. More concretely, input X = (1,0) and £ = 1 implies that

(fi,1,f1,2) =(0,1) (f1,2, f2,2) = (1,0)
(s1,1,81,2) = (0,1) (s1,2,82,2) = (2,2)
T = 81,1 + 82,1 =2 Ty = 82,1 + S22 = 3.
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,_[ Algorithm 10: Partition-Add }

Input {X;};cr,) where X; are £-bit values

Claimed output Permutation 7 such that 7 sorts {X;};c[n

1: For each i € [n], set (fi1,..., fa;) to the one-hot expension of Xj.
. Z . .

2: For each j € [2],4 € [n] : 85 < 200 v cjvijrminir<iy fi37

3: For each i € [n] : i <= 3~ o) S50

4: return

.

,_[ Algorithm 11: Incorrect radix sort }

Input {X;}ic,) where X; are £-bit values, block size ¢

Claimed output Permutation 7 such that 7 sorts {X;}ic[n

Let X! be the most significant ¢ bits of X; for i € [n]

T < Partition—Add({Xi’}ie[n]

for j € [1,[¢/t] do
Let X/ be the most significant unused ¢ bits of X; for i € [n]
p < Partition-Add({ X }icpn
T4 Top

end for

return m

More generally, 7 is monotonous by definition. For k < &/,

T =T =D Sik = D Sik

jel2f] jel2f]
= E Sj,k" — Sjk
jel2f]
= > firg = > firg
jel20] \itg":3"<dv(i'=ini'<k’) 1,413 <4V (§'=j Ai’ <k)
k/
= E E firj >0,
JE[2f] 5=k

where the last equality follows from f; ; € {0,1} by definition for all ¢ and j. As a result,
T can never represent a permutation that changes any positions.

Peceny et al. also present a high-level radix sort algorithm that is easily proven to be
incorrect as well. Algorithm 11 details a simplified version that avoids conversion between
secret domains.

We now present a simple counterexample, assuming a correct implementation of
Partition-Add. Let t = 1 and X = (1,2). It follows that £ = 2 suffices. The most
significant bits of (X7, X5) are (0,1). Assuming a correct Partition-Add implementation,
this results 7 being the identity permutation. The remaining bits of (X7, X2) are (1,0),
resulting in p being the permutation that swaps the two values. Clearly, 7 o p is also the
“swap” permutation. However, (1,2) is already sorted correctly, and thus, the returned
permutation should be the identity permutation. The more established pattern for secure
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radix sort, used by Asharov et al. [AHIT22b], differs in two ways: First, it processes the
bits from least to most significant, so that the most significant bits have more influence
over the result. Second, the partial permutation (here the result of Partition-Add) is also
used to sort the next chunk of bits before generating a new partial permutation. Note
that even changing the order of processing cannot fix the example above because even
swapping 7 and p gives the same wrong result. We therefore conclude that there is no
straightforward fix to the radix sort by Peceny et al.

3.3 Benchmarks

We have implemented our protocols using MP-SPDZ [Kel20], and we are committed to
providing the code as open source. MP-SPDZ already contained radix sort with £ =1 and
some general and efficient oblivious shuffling, but we have added over 5000 lines of code,
mostly for two-party computation. The most notable addition is the oblivious shuffling by
Peceny et al. [PRRS25] based on the OT extension facility in MP-SPDZ. While Peceny et
al. provide their own implementation [Rin26b], we have found that it is based on an OT
extension with unknown security [Rin26a].

Tables 1-6 show that the optimal choice of the sorting protocol depends on the setting.
This is most likely due to the competing cost structures of the variants.
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Table 1: Time in seconds to sort n m-bit numbers with honest-majority semi-honest
three-party computation.

m Variant n =102 n=10* n=10° n=10% n =107
1 Radix, /=1 0.04 0.04 0.08 0.28 2.95
Quicksort 0.11 0.14 0.29 2.73 33.76
Radix, £ =1 0.05 0.05 0.11 0.49 5.42

2 Radix, £ =2 0.04 0.05 0.11 0.41 4.42
Quicksort 0.11 0.14 0.29 2.73 34.14
Radix, £ =1 0.06 0.07 0.17 0.90 10.29
Radix, £ =2 0.05 0.06 0.17 0.72 7.97

4 Radix, £ =3 0.05 0.07 0.27 1.32 14.04
Radix, { =4 0.04 0.07 0.29 1.20 11.90
Quicksort 0.10 0.14 0.30 2.81 35.25
Radix, £ =1 0.09 0.11 0.30 1.68 19.75
Radix, £ =2 0.06 0.09 0.27 1.33 14.98
Radix, £ =3 0.06 0.09 0.37 1.89 20.46

8 Radix, { =4 0.05 0.09 0.44 2.08 21.65
Radix, £ =5 0.06 0.11 0.79 3.60 36.64
Radix, £ =6 0.07 0.17 1.28 5.94 59.72
Quicksort 0.09 0.14 0.31 2.96 36.72
Radix, £ =1 0.16 0.19 0.54 3.54 38.77
Radix, £ = 2 0.10 0.14 0.49 2.54 28.95
Radix, ¢ =3 0.09 0.14 0.66 3.60 39.34

16 Radix, £=14 0.08 0.13 0.76 3.97 41.58
Radix, £ =5 0.09 0.19 1.36 6.60 70.45
Radix, £ =6 0.08 0.22 1.84 8.55 86.95
Quicksort 0.09 0.13 0.28 3.20 38.85
Radix, £ =1 0.28 0.35 1.03 6.40 76.91
Radix, £ =2 0.17 0.24 0.90 4.93 57.09
Radix, £ =3 0.15 0.23 1.12 6.37 70.69

32 Radix, £ =4 0.12 0.23 1.41 7.65 81.73
Radix, £ =5 0.12 0.29 2.21 11.56 119.53
Radix, £ =6 0.13 0.38 3.38 16.57 168.40
Quicksort 0.09 0.13 0.29 3.03 35.61
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Table 2: Communication in MB to sort n 32-bit numbers with honest-majority semi-honest
three-party computation.

m Variant n=103 n=10* n=10° n=105 n =107
1 Radix, /=1 0 2 19 192 1,920
Quicksort 1 10 145 1,944 26,430
Radix, £ =1 0 4 43 433 4,328

2 Radix, £ =2 0 3 34 338 3,375
Quicksort 1 11 152 2,033 27,466
Radix, £ =1 1 9 92 915 9,155
Radix, £ =2 1 7 73 725 7,250

4 Radix, /=3 1 12 121 1,209 12,088
Radix, £ =4 1 9 92 919 9,188
Quicksort 1 12 167 2,210 29,536
Radix, £ =1 2 19 188 1,880 18,801
Radix, £ =2 2 15 150 1,499 14,991
Radix, £ =3 2 18 184 1,840 18,400

8 Radix, /=4 2 19 189 1,887 18,868
Radix, £ =5 3 31 314 3,142 31,420
Radix, £ =6 5 52 516 5,163 51,626
Quicksort 1 14 197 2,565 33,677
Radix, £ =1 4 38 382 3,815 38,150
Radix, £ =2 3 31 305 3,053 30,530
Radix, £ =3 4 37 373 3,730 37,300

16 Radix, £ =4 4 38 383 3,829 38,286
Radix, £ =5 6 63 634 6,337 63,367
Radix, £ =6 8 78 7T 7,770 77,698
Quicksort 1 16 217 3,252 41,699
Radix, £ =1 8 77 768 7,680 76,800
Radix, £ =2 6 62 616 6,156 61,560
Radix, £ =3 7 69 688 6,881 68,813

32 Radix, £ =4 8 77 771 7,707 77,070
Radix, £ =5 11 111 1,113 11,127 111,271
Radix, £ =6 16 156 1,559 15,592 155,915
Quicksort 2 23 302 3,995 47,730
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Table 3: Time in seconds to sort n m-bit numbers with honest-majority malicious three-
party computation. L indicates memory exhaustion.

m Variant n=10> n=10* n=10° n=10% n =107
Radix, £ =1 0.46 0.49 1.20 5.03 51.67

2 Radix, £ =2 0.42 0.49 1.18 3.35 31.53
Quicksort 0.51 0.59 1.50 13.48 141.80

Radix, £ =1 0.47 0.66 1.87 9.75 107.08
Radix, £ =2 0.44 0.62 1.65 6.42 66.08

4 Radix, /=3 0.46 0.69 2.73 10.78 L
Radix, { =4 0.44 0.59 2.68 9.35 L
Quicksort 0.51 0.62 1.57 14.55 148.34

Radix, £ =1 0.52 0.77 3.43 19.40 217.07
Radix, £ =2 0.48 0.76 3.08 12.68 134.51
Radix, £ =3 0.43 0.73 3.75 15.24 L

8 Radix, /=4 0.46 0.75 4.23 16.35 il
Radix, £ =5 0.42 1.07 6.79 25.23 il
Radix, / =6 0.51 1.46 11.26 40.93 1L
Quicksort 0.46 0.65 1.65 15.33 163.18

Radix, /=1 0.57 1.21 6.24 39.03 442.73
Radix, £ =2 0.52 1.04 5.81 25.35 274.70
Radix, £ =3 0.52 1.02 6.70 29.75 il

16 Radix, /=4 0.47 1.15 7.55 30.31 L
Radix, £ =5 0.49 1.67 12.18 47.41 1L
Radix, £ =6 0.51 1.75 15.28 59.16 L
Quicksort 0.46 0.70 1.83 17.43 190.29

Radix, £ =1 0.81 2.14 12.21 77.27 888.92
Radix, £ =2 0.69 1.67 11.20 50.11 550.63
Radix, £ =3 0.63 1.73 12.25 53.02 L

32 Radix, { =4 0.64 1.88 14.19 58.53 4L
Radix, £ =5 0.68 2.27 20.03 81.57 il
Radix, £ =6 0.82 2.91 27.60 110.47 L

Quicksort 0.46 0.59 1.40 10.51 117.00
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Table 4: Communication in MB to sort n m-bit numbers with honest-majority malicious
three-party computation. L indicates memory exhaustion.

m Variant n=103 n=10* n=10° n=10 n=10"
Radix, /=1 17 32 190 1,773 17,569

2 Radix, £ =2 17 30 166 1,531 15,096
Quicksort 20 163 2,154 29,080 319,105

Radix, £ =1 19 51 382 3,720 36,917
Radix, £ =2 19 47 336 3,231 31,983

4 Radix, /=3 20 67 539 5,282 4L
Radix, { =4 20 54 406 3,941 L
Quicksort 20 177 2,379 31,738 343,956

Radix, £ =1 22 90 766 7,604 75,394
Radix, £ =2 22 81 674 6,618 65,526
Radix, £ =3 23 95 828 8,043 4L

8 Radix, / =4 23 95 814 8,029 il
Radix, £ =5 28 141 1,285 12,622 L
Radix, £ =6 35 210 1,986 19,663 il
Quicksort 20 217 2,831 37,064 393,638

Radix, £ =1 30 167 1,556 15,463 153,555
Radix, ¢ = 2 28 148 1,379 13,476 133,819
Radix, £ =3 31 176 1,652 16,253 il

16 Radix, /=4 31 176 1,658 16,286 L
Radix, £ =5 40 269 2,588 25,439 L
Radix, £ =6 45 309 2,988 29,612 L
Quicksort 21 230 3,271 47,386 489,928

Radix, £ =1 46 322 3,121 31,027 307,469
Radix, £ =2 43 285 2,769 27,046 267,996
Radix, £ =3 46 314 3,067 29,915 4L

32 Radix, { =4 49 341 3,328 32,669 il
Radix, £ =5 61 461 4,531 44,588 il
Radix, £ =6 75 607 6,002 59,349 i

Quicksort 20 163 1,303 16,888 221,055
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Table 5: Time in seconds to sort n m-bit numbers with semi-honest two-party computation
using oblivious transfer (SoftSpokenOT). L indicates omitted runs to save resources.

m Variant n=10> n=10* n=10° n=10 n =107
1 Radix, £ =1 0.15 0.29 1.89 15.87 160.18
Quicksort 0.68 2.67 6.08 41.48 639.70

Radix, £ =1 0.22 0.57 3.99 34.87 236.82

2 Radix, £ =2 0.20 0.53 3.75 33.94 200.53
Quicksort 0.72 2.80 6.12 42.26 649.77

Radix, £ =1 0.21 0.60 3.78 27.97 321.77
Radix, £ =2 0.22 0.63 4.26 35.59 245.90

4 Radix, /=3 0.22 0.70 4.73 37.91 392.56
Radix, £ =4 0.19 0.63 4.45 36.04 227.61
Quicksort 0.79 3.07 6.17 44.48 496.02

Radix, £ =3 0.27 0.89 5.51 41.58 428.80

8 Radix, { =4 0.26 0.88 5.67 41.19 425.96
Radix, £ =5 0.28 1.03 7.34 45.58 476.02
Quicksort 0.84 2.99 6.00 44.56 547.25

Radix, £ =3 0.38 1.17 7.78 53.03 575.23

16 Radix, { =4 0.35 1.16 7.96 50.41 545.89
Radix, £ =5 0.38 1.44 11.08 59.52 659.95
Quicksort 1.06 2.62 5.53 56.27 807.94

Radix, £ =1 0.84 2.78 22.66 155.37 1
Radix, £ =2 0.53 1.84 14.00 90.92 1
Radix, £ =3 0.46 1.66 12.52 79.83 809.18

32 Radix, =14 0.43 1.69 13.28 71.49 733.29
Radix, £ =5 0.49 2.14 17.86 84.68 846.08
Radix, £ =6 0.56 2.78 25.10 93.81 1

Quicksort 0.68 11.08 32.95 41.48 270.96
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Table 6: Communication in MB to sort n m-bit numbers with semi-honest two-party
computation using oblivious transfer (SoftSpokenOT). L indicates omitted runs to save
resources.

m Variant n=10° n=10* n=10° n=10° n =107
1 Radix, £ =1 55 183 1,832 18,456 186,403
Quicksort 107 834 6,566 76,673 994,341

Radix, £ =1 65 283 2,846 28,265 286,240

2 Radix, £ =2 56 188 1,884 18,676 188,394
Quicksort 115 879 6,810 79,602 1,028,480

Radix, /=1 47 474 4,735 47,910 486,417
Radix, £ =2 29 294 2,899 28,731 290,710

4 Radix, /=3 30 300 2,972 29,428 297,264
Radix, £ =4 21 205 2,000 19,756 198,726
Quicksort 130 954 7,298 85,467 1,097,560

Radix, £ =3 44 426 4,111 40,610 410,569

g Radix =4 36 338 3,204 31,548 317,961
Radix, £ =5 38 362 3,463 33,990 341,588
Quicksort 140 1,009 8,289 97,151 1,234,760

Radix, £ =3 81 747 7,357 72,822 737,432

1 Radix =1 64 568 5,543 54,697 552,181
Radix, £ =5 69 619 6,062 59,589 599,518
Quicksort 190 989 8,217 120,241 1,498,790

Radix, £ =1 322 3,179 32,0563 325,926 L
Radix, £ =2 177 1,696 16,981 172,531 L
Radix, £ =3 135 1,253 12,469 126,478 1,283,810

32 Radix, =14 109 1,002 9917 100,412 1,017,700
Radix, £ =5 107 980 9,678 97,855 989,953
Radix, £ =6 110 996 9,830 99,223 1L

Quicksort 107 5380 10453 76,673 451,720
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4 Sparse Matrix Multiplication

4.1 Sparse matrix multiplication without ORAM

Damie et al. [DHPR26] presented a sparse multiplication algorithm without ORAM. It
takes the inputs as column-wise and row-wise lists for the left- and right-hand inputs X
and Y, respectively, such that every list contains index-value tuples. For example, if the
first row of matrix M is represented by

(50, 10), (200, 20),

that would mean that My 590 = 10 and My 200 = 20, and that all other entries in the row
are zero. Having the matrices in said format allows for pairing all entries for element-wise
multiplication, that is, creating a list of tuples

(4,5, M g, - My )

where i and j correspond to the row and column indices of the output, respectively. Note
that the sparsity means that not all possible ¢ and j will appear, but all k£ for which the
input lists are non-empty.

This list can then be sorted according to the row and column indices, putting all
products that have to be summed for the output together. At this stage, Damie et al. use
a linear scan for the summation, detecting a new output entry whenever the row or column
index changes. They also set the coordinates in entries made obsolete by the summation to
a special symbol 1. The latter makes the protocol linear in the number of rounds, which
they suggest improving to logarithmic by using the parallel-programming approach by
Ladner and Fischer [LF80]. In Protocol 14, we will adapt this to a constant-round protocol
when using oblivious shuffling, thus obtaining a constant-round protocol in settings where
oblivious shuffling permits it.

In a last step, Damie et al. compare all coordinate entries and reveal an oblivious
shuffling of the comparison result. This effectively reveals the number of relevant entries
in the output, and it allows removing obsolete entries. What remains is a list representing
the output matrix Z in the format

(i’ j’ Zi,j)
such that for all row indices ¢ and column indices j there exists at least one k such Xj j,
and Y}, ; were present in the respective input representation.

The issue with this format is that it cannot easily be reversed to the row- or column-
wise representation required for input. There are no guarantees for the frequency of
any particular entry, and thus, splitting into publicly known parts is not straightforward.
Solving this is at the heart of our approach, which enables computing the higher powers
required by graph cycle detection.

4.2 Our Protocol Completion

In this section, we will demonstrate our core protocol using an example. Consider the
following list of length nine:

(0,0,0),...,(0,0,0),(0,1,1),(1,2,1),(2,1,1),(2,2,1). (1)

For simplicity, we use triples here because the value entries do not matter (as opposed to
the non-zero indicators in the last position). The first two entries of every tuple indicate a
row-column index pair. For non-zero entries, they are all unique, and the list is sorted
according to them. In terms of row indices, the list is not balanced. There are at least three
entries with index 0, one with index 1, and two with index 2. The aim of the algorithm is
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to obtain a list that has an equal number across all row indices, so that it can be split by
row obliviously.
By comparing adjacent row indices, we can form a group indicator list as described
earlier:
1,0,...,0,1,1,0.

Using this and GroupSum, we can create a list that counts the number of valid entries with
the same row index:
1,1,...,1,1,2,2.

Using the group indicator once more , we can then sort this such that the first three entries
correspond to the valid entry number per index:

1,1,2,1,1,1,1,1,2.
No, we take these first three entries and repeat them by subtracting 1 with every repetition:
0,0,1,—-1,-1,0, -2, —2, —1. (2)
Consider now the repetition of possible indices (0, 1, 2):
0,1,2,0,1,2,0,1,2.
Sorting this according to whether (2) is non-negative gives
0,1,2,2,0,1,0,1,2.

We can already see that the beginning of this corresponds to the relevant entries we started
out with. What remains is to place the last five indices into the right positions of the
original list. To do so, we sort (1) according to the inverse of the non-zero bits. This means
the irrelevant entries will all be at the end, and thus, placing the indices is straightforward.
Lastly, we sort the resulting list according to the row indices, which gives the desired
result.

4.3 Algorithm Specification

Protocol 12 follows the blueprint by Damie et al. [DHPR26] with two major changes. We
operate with global sparsity parameters to hide the individual non-zero counts, as the
latter potentially give away considerable amounts of information. More consequentially,
we output a row-wise sparse matrix instead of a cell-wise sparse matrix. To do so, we first
assign cyclical row numbers to all empty entries in step 13. This ensures that every row
has at least one entry, which is a requirement for the group-wise data structure in our
row-forming algorithm run after the aggregation.

If the inputs of an n x m x| matrix multiplication have sparsity parameters y and A, that
is, the maximum number of non-zero entries for the columns of the left-hand multiplicand
and the right-hand multiplicand, respectively, the intermediate list Z has size mvA. The v A
factor comes from the fact that the algorithm first considers the products of all combinations
of elements from the left-side column and the right-side row. The aggregation protocol
then sums all relevant entries. For example, if C; ; = A; By j + A i By j for non-zero
(Aik, Aikr, Br,j, Bir j) and k # k', this would only be reflected after the aggregation in
step 17. If the rows of the product C' have at most g non-zero entries, the row-forming
algorithm only has to consider nu entries. In the most general case, dismissing the
remaining entries should only happen after the aggregation. However, we found that in
our use case, a stricter condition applies, which allows reducing before the aggregation.
More concretely, we impose the condition not only on the row but on all relevant element
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,_[ Protocol 12: Sparse matrix multiplication with row-wise output ]—

Input
1. Sparse matrix [A] (n x m, column-wise, at most v non-zero entries per
column)
2. Sparse matrix [B] (m x [, row-wise, at most A non-zero entries per row)
3. Integer p such that p <wv- A
Output Sparse matrix [C] of dimension n X | (row-wise representation, at most p
non-zero entries per row) such that C' = AB if

1. AB has at most p non-zero entries per row

2. Foreveryi=0,...,n—1,{4;x-Br; :k=0,...,m—1,j=0,...,1—1}
has size at most u (early reduction only)

1: [Z] <0

2: for k=0,...,m—1do

3: fori=0,...,v—1do

4: for j=0,...,A—1do

5t Append (coord(AM), coord(B), val(AXF) - val(B{¥)), nz(AM) -
nz(B{")) to [2]

6: end for

i end for

8: end for

9: > [Z] is now a matrix of dimension (mv\) x 4

10: Sort [Z] by the last column

11: Keep only the last ny rows in [Z] > Early reduction for efficiency
12: for k=0,...mu—1do

13: Z/c)o — MUX(Z/C);J,, Zk70, k mod n)

14: > Assign cyclic row number to zero entries
15: end for
16: Sort [Z] by the first two columns > Row and column numbers

17: [Z] + AggEqualCoord([Z])
18: return MakeRowMatrix([Z])

products in general, that is, for every ¢, there are at most 1 non-zero products A; 1, - B
across all k£ and .

Protocol 13 presents our adaptation of the aggregation protocol by Damie et al. Unlike
them, we make use of the potentially constant-round primitives going back to Hamada
et al. [HIKC23]. This includes group-wise binary OR, which can be constructed from
group-wise sum using the fact that

\/xi = (le) mod 2

if the domain is large enough.

Protocol 14 shows our approach to convert the cell-wise matrix representation pro-
duced earlier back to row-wise presentation. The main difficulty is to sort the cell-wise
representation into equal-size blocks per row such that it is easy to split them obliviously.
This has to happen while the row indices are kept secret.
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,_[ Protocol 13: Equal coordinate aggregation (AggEqualCoord) ]—

Input L x 4 matrix [Z] sorted by the first two as produced in Protocol 12.

Output A four-column matrix such that for every coordinate pair (a,b) there is
at most one row (a,b,v, 1) such that v = Y v; for all v; where there is a row
(a,b,v;,1) in [Z]. All other rows (a,b,-,-) will be (a,b,0,0).

1 [g1] + 1

2: fori=2,...,L do

8 [ < (Zia] £ [Zis1a)) A ((Zia] £ [Zis1a])

4: end for > Group indicator for coordinate tuples
5: [v] <= GroupSum([g], [Z.2]) > Total value for coordinate tuples
6: [w] < GroupOr([g],[Z.,3]) > Non-zero indicator for coordinate tuples
7. fori=1,...,L do

8: [Zi 2] < [vi] - [94]) > Non-zero only once per coordinate tuple
9: [Zi 3]  [wi] - [94] > Non-zero only once per coordinate tuple
10: end for

11: return [Z]

Complexity The asymptotic complexity of Protocol 12, excluding sub-protocols, is
dominated by the single-bit sorting of mrA in step 10 and the coordinate-wise sorting in
step 16. Protocol 13 involves an oblivious shuffling of size O(nu) or O(mv), depending
on the use of early reduction, as well as the same number of further operations. Finally,
Protocol 14 uses coordinate-wise sorting of nu elements, which dominates all other opera-
tions. As a result, the overall asymptotic cost corresponds to single-bit sorting of mvA
elements and (logn + log!)-bit sorting of nu elements in the case of early reduction. This
emphasizes the relevance of sorting because our benchmarks show that this dominance
extends to the concrete costs.

Security The security of Protocols 12-14 follows from the fact that they are almost
entirely run within the arithmetic black box. The only additional information revealed is
the number of groups in Protocol 14. However, this number is predictable if the inputs
achieve the condition in Protocol 12, that is, if there are too many non-zero entries in the
matrix product.
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,_[ Protocol 14: Row matrix creation (MakeRowMatrix) }

Input

1. (n-p) x 4 matrix [Z] as produced by AggEqualCoord, sorted by first
entry of rows

2. n,l € N such that {|u

Output Row-wise sparse n x [ matrix C'

[91] <= 0
fori=1,...,L do
”

[9:] = =([Zi.0] = [Zi-1.0])
end for > Create groups for row coordinates
Reveal )", [g;] and abort if it is not n
[c] <= GroupSum([g], [Z. 3])
Sort [c] according to —[g] > [c;] is the count of ¢ in Z fori=1,...,n
fori=1,...,ndo

for j=1,...,ndo

k<« (G—1)-p+j

?
11: [di] + [ei] < j

12: lex] < Jj

13: end for

14: end for

15: Sort [d] and [e] according to [d]

16: Sort [Z] according to the negation of its last column

-
&

17: > All non-zero entries come first now

18: fori=1,...,nu do

19: [Zi,0] < Mux([d;], [ei], [Zi 0]) > Replace row indices for zero entries
according to determined frequency

20: end for

21: Sort [Z] by its first column

22: > First column is now p repetitions of every row index

23: fori=1,...,n do

24: forj=1,...,pdo

25: E—(@—1)-p+yj

26 (Ci;) = ([Zk 1, [Zk,2], [ Z8,3]]) > Split into blocks by row

27: end for

28: end for

29: return [C]
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5 Graph Pattern Matching

Cleartext graph algorithms often make heavy use of RAM techniques such as breadth-
or depth-first search. While it is possible to translate these to the setting of secure
computation using oblivious RAM, the latter comes with a considerable overhead [KS14].
It therefore can be advantageous to consider other approaches.

One such approach derives from the fact that graphs can be described as matrices. If
V = {vi}ign for a graph G = (V, E), let M be the n x n-dimensional adjacency matrix

defined as follows:
Mi’j _ 1 (’Ui, vj).e FE
0 otherwise.
Now consider the product P = M - M. By definition,
P ;= Z M; g - My ;.
ke(n]
Given the definition of M, ;,

Pij = [E|(vi, vr) € E A (vr,05) € E}].

In many real-world contexts, such as financial transactions, graphs have low degrees.
Sparse matrix multiplication can thus be used to compute P.

A Simple Graph Pattern. The following pattern in transaction graphs has been
identified as being used for money laundering [STZ ™21, ABvN™'23], dubbed scatter-gather:

From the above definitions, it follows trivially that the values in P correspond to the
number of intermediate nodes in the scatter-gather pattern. Using a synthetic anti-money
laundering dataset, we have confirmed this correspondence experimentally, in that our
implementation of sparse matrix multiplication found every instance of this pattern marked
as suspicious as well as all false negatives.

5.1 Cycle Detection

A cycle in graph G = (V, E) is a list of vertices {v;};c[) that form a cycle as follows:

(Uia v(iJrl) mod l) ek

If the list is disjoint, the cycle is called a simple cycle. The identification of such cycles
has been studied for a long time [Joh75]. This implies sparse matrix multiplications when
using Algorithm 15.

In other words, the entries of P indicate the number of paths of length two from one
vertex to another, and the diagonal is non-zero for all vertices that are part of a cycle of
length two. A simple induction argument shows that this generalizes to M™ for cycles of
length n, giving rise to Algorithm 15.

Algorithm 15 also outputs repeated cycles. For example, if v; is part of k cycles of
length two, (MQ)M = k, and thus, (M4)i,i > k2. A partial remedy to this increase is
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,_[ Algorithm 15: Cycle detection using matrix multiplication ]—

Inputs Adjacency matrix M for graph G = (V, E) with n=|V|, m e N

Output (m —1) x n-dimensional matrix C' such that C;_o ; is the number of cycles
of length ¢ involving vertex j

P+ M
for i € [2,m] do
P+~P-M

for j € [n] do
Ci,QJ — Pj’j
end for
end for

to set the diagonal of P to all zeros before every multiplication. However, this does not
completely solve the issue, as exemplified by the following graph:

The matrix M formed by this graph is

M =

_ o =
o= o

0
1
0
The smallest powers of M can be computed as follows:
1 01 0 2 0 2 0 2
M?*=10 2 0 M*=(2 0 2 M*=10 4 0
1 0 1 0 2 0 2 0 2

It is easy to see that M™ represents the number of paths of length n from one vertex to
another. For example, the value 4 in M* represents the following paths:

1. B-A-B-A-B
2. B-A-B-C-B
3. B-C-B-CB
4. B-C-B-A-B

None of these paths is a simple cycle, but combinations of smaller cycles. Consider now the
adaptation of Algorithm 15 with setting the diagonal to zero. More concretely, let Py = M,
P, =P/_,-M, and P! = z(P;), where z denotes the function that sets the diagonal to
zero. It follows that

Py = Py =

=
o NN O
_ O =
o O O

1 0 1 1
0 Py=(0 0 0
1 0 1 1

o O O

P, represents a reduced number of paths, but it still exposes non-simple cycles, namely
A-B-C—B-A and C-B-A-B-C. Looking at Pj, the reason can be seen in that Ps represents
the path A-B—C-B, which escapes the “annihilation” in the construction of Pj.
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,_[ Algorithm 16: Improved cycle detection using matrix multiplication ]_

Inputs

o Adjacency matrix M for graph G = (V, E) with n = |V/|

o Adjacency matrix M for graph G’ = (V, E') where E’ C E such that
E\E ={(u,v): (u,v) € EA (v,u) € E}

e meN

Output (m —1) x n-dimensional matrix C such that C;_5 ; is the number of cycles
of length ¢ involving vertex ¢ such that, for the relevant edge (j,u) in the
cycle, (u,j) ¢ E, unless i = 2.

P Z(M)
for j € [2,m] do
if i = 2 then
P+ P1 0 P1
else
P+ Pi,1 - M’
end if
for j € [n] do
Ci—z,j < P
end for
if i = 2 then
Py z(M - M)
else
end if
end for

We now propose an improved algorithm that avoids this expansion of cycles of length
to create cycles of length of any even number. The core idea is to discard all edges that are
part of length-two cycles when computing further cycles. This is achieved by constructing
two adjacency matrices. Note that this is realistic in a privacy-preserving setting if all
edges involving a vertex are known to the same party, which then can simply detect all
cycles of length two. Algorithm 16 presents the details.

We have analyzed the graph implied by the transactions in a synthetic dataset for
money laundering detection [OCAT23], and we have found that Algorithm 16 correctly
identifies all nodes in simple cycles, see Section 5.1.3. This is because no edge in a two-cycle
is also part of a longer cycle. However, there are graphs where Algorithm 16 does not
correctly identify all nodes. Consider the following graph:

The adjacency matrices for this graph are

010
M=|[1 01 M =
1 0 0

|
_ o O
o O O
o = O
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and it follows that the relevant matrix product is

0 0 1 0 00 1 00
Py-M=zM-M) M=(10 0]-{0 0 1]=({0 0 0
0 0 0 1 00 0 0 0

While it does not include all relevant nodes, as the “correct” result would be a diagonal of
all ones, it still includes the first node as a member of a cycle of length three.

Theorem 1. For any vertex i, Algorithm 16 outputs the number of all non-repeating paths
of length j from i to i that do not contain two-cycle edges other than the one going out
from i.

Proof. The case of ¢+ = 2 is trivial. We thus use ¢ = 3 as the base case. Consider the
diagonal of Po - M’ = z(M - M')- M'. M - M’ counts all paths between two vertices not
ending with a two-cycle edge due to the definition of M’, and z(M - M’) counts all such
non-cycle paths. The multiplication with M’ then counts all paths of length three that do
not start with a two-cycle and that do not end with a two-cycle edge, which proves the
case for i = 3. A similar argument proves the induction. O

5.1.1 A parametrizable algorithm

We now confront the issue of non-simple cycles in a different way, still focusing on two-cycles
attached to each other giving rise to non-repetitive paths. So far, we have only used simple
adjacency matrices, that is, only containing the values 0 and 1. Based on the assumption
that it is possible to treat edges in two-cycles differently, we now propose to give a different
weight to them. For a graph G = (V, E). Let w € (0, 1) and the matrix M,, be defined as

1 (i,j) € EN(i) ¢ E
M= w (i,j)e EA(j,i)€E. (3)
0 else

Clearly, a path that passes k times through a two-cycle edge will have weight w® rather
than one. Using the synthetic AML dataset [OCA™23], we have found that w = 0.16
prevents false positives up to cycle length 20. However, this might be of limited use, given
that ignoring all two-cycles does not lead to any false negatives, as seen earlier.

5.1.2 Benchmarks

We have implemented Algorithm 16 in MP-SPDZ. To gauge its cost, we have run it with
semi-honest honest-majority three-party computation on AWS c5.9xlarge instances in the
same region. We have used radix sort with ¢ = 2, as Tables 1 and 2 suggest its optimality
across a range of parameters. Note that the sort key length for graph size n is at most
O(logn), which makes Quicksort unlikely to be optimal for the parameters used. Table 7
shows that the cost is primarily influenced by the graph size and the maximum degree.
This is expected, as the main cost lies in the size and the sparsity of the sparse matrix
multiplication.

5.1.3 Dataset Results

We have tested Algorithm 16 on a publicly available synthetic dataset for money laundering
detection [OCAT23]. One type of suspicious activity in said dataset is cyclic transactions,
where money is sent over several links until it ends up at the original account. Accounts
and transactions can be modelled as nodes and edges in a directed graph, and cyclic
transactions correspond to graph cycles in this model. The dataset contains 855,460
nodes. Table 8 shows that Algorithm 16 finds all nodes in cycles with no false positives or
negatives.
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Table 7: Time and total communication for cycle detection up to length 10 in semi-
honest 3PC. Reach means the maximum number of nodes reachable from any node, which
corresponds to p in the matrix multiplication in Protocol 12.

Graph size Max. degree Max. reach ~ Time Communication

100 10 20 2s 0 GB
1,000 10 20 5s 2 GB
1,000 100 20 os 2 GB
1,000 100 100 23 s 9 GB

10,000 10 20 34s 21 GB
10,000 100 20 35s 22 GB
10,000 100 100 210s 110 GB
100,000 10 20 409 s 261 GB
100,000 100 20 419 271 GB
100,000 100 100 2434 s 1308 GB

Table 8: Cycles in synthetic anti-money laundering dataset.
Cycle length  #Cycles #Nodes in dataset #Nodes found by Alg. 16

2 46917 66155 66155
3 0 0 0
4 0 0 0
5 3 15 15
6 1 6 6
7 2 14 14
8 3 24 24
9 5 45 45
10 7 70 70
11 3 33 33
12 3 36 36
13 5 65 65
14 1 14 14
15 3 45 45
16 0 0 0
17 0 0 0
18 0 0 0
19 0 0 0
20 0 0 0
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Algorithm 17: Parametrizable cycle detection using sparse matrix
multiplication

Inputs

e we(0,1)

o Adjacency matrix M, for graph G = (V, E) with n = |V| as defined in
Equation (3).

e meN

Output (m — 1) x n-dimensional matrix C' such that C;_5 ; is an approximate
number of simple cycles of length 4 involving vertex j.

P <—Z(M)
for i € [2,m] do
P+«PF 1M

for j € [n] do
Cia,j + | Pj;]
end for
end for
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