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Abstract. Chats do not always unfold in a single clear order. Two users may send messages before
information about either message reaches the other sender. Such messages are concurrent, but
most instant messengers provide no way for users to recognize this relationship. Chen and Fischlin
(Eurocrypt 2024) studied this limitation in the two-user setting, showing that Signal does not expose
enough information to recover the context in which a message was sent; they proposed a fix. We
study group chats, where a user may need to reason about ordering and concurrency among other
users’ messages. This can become a security problem when network delays or adversarial interference
cause an authentic message to be shown in a misleading context.

Event ordering is a classical problem; Lamport clocks and vector clocks are standard starting points.
Secure messaging needs a different treatment because communication is asynchronous, bandwidth
is limited, and added latency is undesirable. To address the problem under these constraints, we
introduce causal awareness: the ability of a receiver to reconstruct a specified part of the causal
context in which an accepted message was sent. Senders transmit records of what they have sent
and received. Receivers verify these records and compare them with their own.

We develop a framework of correctness and security notions for causal awareness in group chats.
Our definitions are parameterized by how much causal information receivers must recover. We give
baseline constructions and prove their properties. We also introduce checkpoint-aided and server-
aided variants of the framework and prove that, in each, our notions of correctness and integrity
imply causal awareness. We discuss how causal information could be surfaced in a messenger’s user
interface.
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1 Introduction

Effective communication relies on messages being read in the context in which they were sent. In messaging
applications, this context may differ across users. Consider the conversation in Fig. 1, where Alice, Bob,
and Charlie are planning a meetup. No message was forged or modified, yet Bob and Charlie walk away
with different conclusions about what was agreed. This condition, where different users hold different
views of the same conversation, is what we call causality confusion.

Alice Bob Charlie

my: “Let’s meet at 57"

my: “Sounds good.”
Omg: “I can’t. What about 67”

my: “Perfect, see you then.”

ms: “I'll grab a table at Joe’s.”

mg: “Should I bring anything?”

O my: “Great, I'll bring snacks for 3.”

mr
mg: “Awesome, can’t wait!”
mg
9:41 [ ) i - 9:41 [ ) i - 9:41 [ ) i -
Catch-Up Corner Catch-Up Corner Catch-Up Corner
Do i o % ) e e o o % L P o %
Let's meet at 57 1000 AM Alice Alice
Bob ° Let's meet at 52 10:00 M ° Let's meet at 5?2 10:00 M
@ Sounds good. 1o Sounds good. 10:01 AM v I can't. What about 62
1002AM
Alice
| can't. What about 62 1002 A @ Perfect, see you then. 100 Allce
° Perfect, see you then. 1003 am
Perfect, see you then. 1l grab a table at Joe's.
10:03AM « 10:04 AM Bob
Sounds good. 10:04 A
Bob Should | bring anything? 9
@ ! orabatable atdoe's. 100im 10:05AM 11l grab a table at Joe's. 10.05 A1
Alice Should | bring anything?
Great, I'll bring snacks for 3. o Awesome, can't wait! 10:06 Al 10:05AM

Great, I'll bring snacks for 3.
Awesome, can't wait! 10.06 AM . 10:06 AM «

Alice

o Awesome, can't wait! 1007 A

+  Type your message © ¢ +  Type your message © ¢ +  Type your message © ¢

Alice’s view Bob’s view Charlie’s view

Fig. 1: An example of causality confusion in group chats.

We address causality confusion in end-to-end encrypted group chats. Deployed secure messengers and
their group variants have been studied extensively [UDB*15,CCD*20,ACD19,CCG™18 RMS18,JK25].
They protect message content by ensuring that attackers cannot learn messages or inject messages into
the chat (confidentiality and integrity). Their ordering guarantees, however, are limited. A receiver can
recover the order in which any single sender sent their messages, but the protocol makes no guarantee
about how messages from different senders interleave. This means that causally unrelated messages from
different senders may be delivered to different users in different orders. Here, concurrency is causal rather
than wall-clock concurrency: two users need not send at the same instant. It may arise from network
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Forward Great, I'll bring snacks for 3.
10:05AM

Awesome, can't wait! 10:06 v«

Copy

Info

See Bob's view
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+ | Type your message ®
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(a) Alice’s chat (b) Long-press ms (c) Bob’s view (d) Long-press mz (e) Charlie’s view

Fig. 2: The proposed Ul feature for causal awareness, walked through from Alice’s point of view. (a) Alice’s
chat as she sees it in our prototype, for the same conversation as in Fig. 1 (bottom row, leftmost). (b) She
long-presses Bob’s “I’ll grab a table at Joe’s.” (ms5); the action menu surfaces See Bob’s view, which shows
(c) Bob’s view of the conversation at the moment he sent ms. (d) Alice long-presses Charlie’s “Great, I'll
bring snacks for 3.” (m7); the menu now offers See Charlie’s view, which shows (e) Charlie’s view at my.
The black placeholder in (e) stands for Bob’s mg, which Charlie received before sending my, but Alice
has not yet received. Alice thus learns that Charlie had seen a message she has not, but she does not
learn its contents until she receives it herself.

latency or active meddling by the server or network adversary. Concurrency and message loss lead to
causality confusion.

One way to avoid causality confusion would be to prevent users from having different views altogether,
i.e., require consistency of views. However, achieving consistency is expensive. It requires either extra
rounds of communication between users to reach consensus on message order, trusting the delivery service
to impose a total order, or blocking a user from displaying a message until all its causal predecessors have
arrived [AANT24, AANT22 AMT23,WKHB21|. None of these is acceptable in asynchronous end-to-end
encrypted messaging. This mirrors fork-consistency results for untrusted storage, where preventing split
views requires synchronization under concurrency [CsS07].

A better-suited goal for messengers is to ensure that users are aware of the context in which each
message is sent. We call this causal awareness. It requires the protocol to give each user enough information
to locally reconstruct the relevant part of the global transcript, allowing them to learn the views of other
users. In Fig. 2 we illustrate what such a guarantee would look like in the user interface of a messaging
application. We revisit the causality confusion example from before: Alice can now long-press a message
from Bob or Charlie and see exactly what their view of the conversation was when they sent it. This
interface is only one possible way to expose the cryptographic guarantee. Prior work on usable security
shows that users often do not invoke or interpret security UT as designers expect [WT99,FKBS25], so our
formal definitions do not rely on users manually checking every message.

In this work, we develop a framework of correctness and security definitions for causal awareness in
group chats and give constructions that achieve them. To model the causal dependencies of a conversation,
we define and use causality graphs. Causality graphs, like the one shown in Fig. 1, are directed acyclic
graphs (DAGs) whose vertices represent send and receive events, and edges represent message deliveries.
Our causal awareness notion requires a receiver to reconstruct the relevant part of the global conversation
graph locally. We parameterize the definition by what “relevant” means to capture a hierarchy of causal
awareness notions. Our goal is to identify which notions support the intended user experience and what
overhead they require.



The ordering of events is a classical problem in distributed systems and secure distributed protocols,
going back to Lamport’s happened-before relation [Lam78] and work on securing causal relationships
and group multicast [RG93,RB94]. Many settings have mature solutions, but their assumptions do not
match end-to-end encrypted messaging: communication is asynchronous, users may be offline for long
periods, message display should not block, and the delivery service is not trusted to impose the right
order. Earlier secure-messaging work identified causality as a concern [UDB*15RMS18,EMP18|; Chen
and Fischlin [CF24] formalized causality preservation for two-party channels. Their definition requires
a user to know all events preceding its latest action, i.e., the entire global graph up to that point. The
strongest variant of our causal awareness notion extends their definition to the group setting. It can be
achieved naively by having each user maintain their view of the conversation in a local causality graph
and attach their entire local graph to every outgoing message. This solution is clearly impractical, but the
cost is not only an artifact of the naive construction. This notion forces users to track messages between
other users, even when they were not directly involved, so payload size grows with the group history.

We therefore introduce a weaker variant that only requires a receiver to have the causal information
needed to reconstruct the sender’s view at the time of sending. To achieve this, each user records its send
and receive actions and makes the relevant part of that record available with its outgoing messages. This
property is exactly what is needed to realize the long-press feature in Fig. 2. The receiver can inspect
what the sender had already seen, without learning unrelated parts of the group transcript.

In our analysis, we determine the minimal graph evidence required to satisfy these variants in the
broadcast setting. We give constructions for both variants. We prove that the payloads of our construction
for the strongest variant are optimal. We then augment a standard secure bidirectional channel with this
information. Because our construction uses the secure channel as a black box, it preserves the channel’s
cryptographic properties.

The alternative is to send the encrypted message normally and attach causal information as a separate
authenticated object. This can reduce integration cost, but it has weaker availability. An attacker can
deliver the message while dropping the causal component, creating a denial-of-service attack.

Even the two-hop variant can be expensive in the worst case. If some group member is offline for
a long time, a sender may need to attach a growing history so that the offline member can eventually
catch up. In large, long-lived groups, this overhead can become substantial. We therefore study two
communication-saving refinements: checkpoint-aided causal awareness and server-aided causal awareness.

Checkpoint-aided causal awareness periodically reconciles causal information at explicit checkpoint
events. This resembles epoch-based group-messaging designs such as MLS/TreeKEM, where Commit-like
operations advance group state [WPBB23,WPB25]. Users can continue within an epoch, but must process
checkpoint information to advance consistently. Checkpoints can reduce recurring per-message overhead
by establishing a common baseline, but they leave the worst-case bound unchanged and introduce blocking
at checkpoint boundaries. This may be acceptable in protocols where epoch transitions already have
blocking semantics.

Server-aided causal awareness separates message delivery from causal-evidence delivery. A sender
sends both a message ciphertext and causal evidence to the server; receivers get the message plus an
authenticated pointer to the evidence. They can later fetch and verify the evidence when needed. This
preserves non-blocking message display and moves causal evidence out of band, but a malicious server
can withhold evidence and cause denial of service.

Our present treatment has three main limitations. We focus on static groups, outsider-style delivery
attacks, and the interaction between causal awareness and standard channel integrity. We do not yet
model malicious insiders, dynamic membership in full generality, or explicit post-compromise-security
guarantees for the underlying messaging channel.

Related work. Closest to our notion of causal awareness is the causality preservation notion of Chen
and Fischlin [CF24], who lift Lamport’s happened-before relation to a two-party causality graph and
require a receiver to reconstruct the graph of all events preceding its latest receive. Our strongest variant
(rGMax) extends their notion to the group setting. Because this extension is impractical, we introduce
weaker, more efficient variants. Marson [Marl7] defines communication graphs and channels that record a
user’s causal history and require it to match the true order of events, and Eugster, Marson, and Poetter-



ing [EMP18] build causal-broadcast channels. In contrast to our approach, both delay message delivery
until predecessors arrive; neither considers message loss or out-of-order delivery. Related work otherwise
falls into five categories: (i) causal ordering in distributed systems, from Lamport’s logical clocks [Lam78]
and causal broadcast [BSS91,NMM18] to causally consistent data stores [LFKA11,DIRZ14,ASB18] and
malicious-participant lower bounds [RG93,RB94|; (ii) ordering in two-party messaging [BCCT23,CF24]
and its extension to message franking [CF24,NR25|; (iii) informal definitions of ordering and consis-
tency in group messaging [UDBT15GUVC09,Mar14,SH19,SVH18,LZPR24,JBHH21]; (iv) ordering in
CGKA and MLS [BBR*23,BRO*25,AAN*22 AMT23, WKHB21,AAN*24,CsS07], none of which ad-
dresses application-message ordering; and (v) attacks on ordering in deployed messengers [SKH17,JK25,
RMS18,PST23,AMPS26,GGG126]. We give a more detailed discussion of related work in Appendix D.

Roadmap. The remainder of the paper is organized as follows. Section 3 defines causality graphs and their
properties. Section 4 introduces the group-chat syntax that we use to capture causally aware group chats.
It defines notions of message and graph correctness for group chats. In Section 5, we study unencrypted
channels and identify what causal information each broadcast message must make available so that
receivers can reconstruct the appropriate portion of the global transcript. It gives constructions that
satisfy graph correctness. Section 6 introduces security notions for integrity and causal awareness. It
proves that the causal awareness of a group chat follows from its graph correctness and integrity. It then
presents the graph-then-encrypt construction, which composes an unencrypted graph-correct channel
with an encrypted channel that provides plaintext and ciphertext integrity, thereby achieving causal
awareness. Finally, Section 7 and Section 8 describe the checkpoint-aided and server-aided settings for
causal awareness, giving associated security definitions and efficiency tradeoffs.

2 Preliminaries

Notation and game conventions. Let N = {0,1,2,...} and, for n > 1, let [n] = {1,...,n}. We use
+ and <s for deterministic and randomized assignment, respectively; (x,y) + (a,b) simultaneously
sets ¢ to a and y to b. We let L & {0,1}* be an error code that indicates rejection. Game variables are
shared with their oracles; “require d” returns L if d is false. Even in an oracle body, abort(y) halts the
entire enclosing game or adversary execution with output y; proof games use abort(false) and reduction
adversaries use abort(L). Bracket-indexed pseudocode variables are tables whose unassigned entries read
as L; tables therefore need no explicit initialization. We reserve () for sets. In a figure specifying several
games or variants, a right-hand comment marks a line as belonging only to the named games or variants;
unannotated lines belong to all of them. We define max()) = L, and no element x satisfies z o L for
o€ {<, <, <}

By y +s A°(x) we denote the randomized execution of algorithm A on input z, with oracle access to
O, producing output y. We generalize this to multiple inputs or oracles in the natural way. In reductions,
SiMO answers the simulated adversary’s O queries, while O is an oracle of the reduction’s security game.
If multiple oracles are provided, then A is allowed to call them arbitrarily many times, in any order. If A
is deterministic, we use +— instead. Running time is worst case. Adversaries are algorithms. We require
that adversaries never pass L as input to their oracles. We use the code-based game-playing framework
of [BRO6] for specifying security definitions and writing proofs. Pr[G] denotes the probability that game
G returns true. In security reductions, we omit specifying the running times of the constructed adversaries
when they are roughly the same as the running time of the initial adversary. Unless stated otherwise, a
displayed game G3(A,) defining notion x uses the advantage convention

Advg(A,) == Pr[g&(Ay)).

In reduction figures, a comment Gj; ;) marks a line present only in games G;,...,Gj—1, with j = oo
denoting all remaining games.

Fundamental Lemma of Game Playing. In our proofs, we frequently make use of the Fundamental
Lemma of Game Playing [BR06]. Suppose that games G; and G;y; are syntactically identical until a
Boolean flag bad is set. Then

|Pr[G;] — Pr[Git1]| < Pr[badgi] = Pr[badgi“],



InitGraph(n) //neN, n>1

Vi {} Vie][n]

E <+ {}; Return (n,V1,...,Vy, E)

nextCtr(V)

If [V| = 0 then return 1 else return 1 4+ max{v.ctr |v € V}
AddSendVrtx(G, 7, eid, label) // i € [n]

(n,Vi,..., Vo, E) < G

// Ignore duplicate send-event identifiers for ¢

U« {v' € V; | v .type = SEND A v'.eid = eid}

If |U| # 0 then return G

ctr < nextCtr(V;) ; v « (4, SEND, ctr, eid, label)

Vi + V;U{v}; Return (n,V1,...,V,, E)
AddRecvVrtx(G, 1, j,eid) // i,j € [n]

(n,Vi,..., Vo, E) < G

// Ignore missing or ambiguous send-event identifiers for ¢
U+ {v' € V; | v'.type = SEND A v'.eid = eid}

If |U| # 1 then return G

{v'} + U ctr + nextCtr(V})

v < (J,RECV, ctr, eid, v'.label) ; V; « V; U {v}

E«+ EU{(¥,v)}; Return (n,Vi,..., Vo, E)

Fig. 3: Functions to initialize a causality graph and add send and receive events.

where Pr[bad?] denotes the probability of setting the flag bad in game G.

3 Causality graphs

A causality graph is a data structure that unambiguously identifies all causal information in a group
chat. Formally, the causality graph G = (n,V1,Va,...,V,, E) for a group chat among n € N users is a
directed graph, where the vertex sets Vi, Vs, ..., V,, are pairwise disjoint and FE is the edge set. The set
V =}, Vi contains all the vertices in the graph; each V; can be efficiently retrieved from V. For brevity,
we use the notations (n, Vi, Va,...,V,, E) and (n,V, E) interchangeably.

Each vertex in a causality graph represents a sending or receiving action. A vertex v is a tuple
(v.user, v.type, v.ctr, v.eid, v.label), where v.user identifies the user that performed the action, v.type €
{SEND,RECV} indicates whether the action is a send or receive event, v.ctr is the user’s local action
counter, v.eid is a send-event identifier shared by a send vertex and its corresponding receive vertices, and
v.label is the graph label. For every send vertex v, the value v.eid is unique among the send vertices in
Viy.user; consequently, (v.user, v.eid) uniquely identifies a send vertex v. If a receive vertex corresponds to a
send vertex in V;, it carries the same send-event identifier, and (7, v.eid) uniquely identifies the matching
send vertex. Since ctr is incremented each time a user performs an action, (v.user, v.ctr) uniquely identifies
a vertex v in a causality graph. An edge represents the delivery of a message. Formally, an edge is an
ordered pair of vertices (u,v) indicating a directed edge from u to v where u € V;, v € V}, and 4, j € [n];
we permit ¢ = j for a checkpoint creator’s later application of its own checkpoint.

Graph functions. We use three functions to construct and update a causality graph. The function
InitGraph initializes the graph; AddSendVrtx and AddRecvVrtx add send and receive vertices, respectively.
Their pseudocode appears in Fig. 3. The graph-initialization function InitGraph takes the size of the group
n as input and returns an empty causality graph consisting of empty per-user vertex sets V; and an empty
edge set F.

The AddSendVrtx function takes a causality graph G, a sender i, a send-event identifier eid, and a
graph label label as inputs. If V; already contains a send vertex with send-event identifier eid, the function
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Fig.4: Left pane: A causality graph G = (4,V, E) for a group chat among four users. The two dashed

magenta edges are concurrent deliveries. Right pane: The subgraph g§ corresponding to the graph G
on the left.

returns G unchanged. Otherwise, it computes user i’s next local action counter, one greater than the
largest counter in V; or 1 if V; is empty, uses it to create a new send vertex, and adds the vertex to V;.

The AddRecvVrtx function takes a causality graph G, a sender i, a receiver j, and the send-event
identifier eid as inputs. It looks for the unique send vertex in V; with send-event identifier eid. If no such
vertex exists or the identifier is ambiguous, the function returns G unchanged. Otherwise, it computes
user j’s next local action counter, uses it in a new receive vertex, and inserts the vertex together with the
delivery edge from the matching send vertex. In graph diagrams, we omit the send-event identifier v.eid
and display vertices as (v.user, v.type, v.ctr, v.label).

Graph validity. We say a causality graph G is valid if there exists a sequence of calls to AddSendVrtx and
AddRecvVrtx that creates it from an empty graph. Equivalently, every V; contains only user-i send and
receive vertices with consecutive counters, and its send vertices have unique identifiers. Every receive has
exactly one incoming edge from a send with the same identifier and label, and there are no other edges.
Finally, no cycle can be formed by following users’ timelines in increasing counter order and traversing
delivery edges. We provide an example of a valid causality graph for a group chat among four users in
Fig. 4.

Ordering over events. A valid causality graph G < (n,V3,...,V,, E) imposes on each set V; a strict
total order <y reflecting user i’s local order: for all vy, v1 € V;, vg <g v1 <= wg.ctr < vy.ctr. The graph
G also imposes on V the strict partial order < defined as the transitive closure of all local orders and
the edge-induced relations (i.e., for each (u,v) € E we have v < v; and for ug,uq € V; and v € V}, if
ug <¢ up and (u1,v) € E then uy < v). The partial order < is the same as Lamport’s “happened before”
relation [Lam78]. We use < to denote the reflexive closure of <, i.e., u <v <= u < v or u =v.

For a causality graph G < (n,V, E) and j € [n], we define v, (G) + max(V;, <;) to be the largest
element of V; with respect to <y, i.e., the latest action performed by user j. We define Q]-S + (n, ng7 EJS)
where VjS —{veV:v<v  }and E]S —{(u,v) e E: u,ve Vf} The graph gf is the subgraph
of G that contains j’s latest action as well as all events that happened before the latest action performed
by j. If V; =0, then v/, = 1 and gjf is empty. We illustrate v/, and G5 in a four-user group chat in
Fig. 4.

Concurrent edges. Two edges (u1,v1), (ug,v3) € E are concurrent either if they are outgoing edges
from the same vertex or (1) they originate from different senders, i.e., u; € V; and uy € V; where i # j,
and (2) the vertices uy, vy, ug, vo are not totally ordered, i.e., v; £ ug and vy £ u;.

Graph membership and subgraphs. Let G = (n,V1,...,V,, E) be a causality graph and V <«
Uie[n] V;. The elements of G are the vertices and the edges of G, i.e., V U E, and we write z € G for
x € VUFE. Thus x € G means either that x is a vertex, in which case x € V', or that x is an edge, in which
case x € E. We write Gy C G, if every element of Gy is an element of G, i.e., if V, C V; and Ey C Ej.



(st1,GL),. .., (stn,GL) < GC.Init(n)
(sti, G, c) <5 GC.Send(4, st;, G!, m)
(stj, Q;-, m, ctr) < GC.Recv(7, st;, g},z‘, c)

Fig.5: Syntax of a group chat.

Graph union and subtraction. Given graphs Gy = (n, Vg, Ey) and G, = (n, Vi, E1), we define Gy U Gy
as (n, Vo UV, Ep U Ey). Similarly, we define Go — Gy as (n, Vo \ V1, Eo \ E1).

4 Group chats

A static group chat allows a group of n users to communicate with each other. Each user ¢ € [n] can
send messages to the group and receive messages sent by any other user j € [n] \ {¢}. In an encrypted
group chat, a sender encrypts each message before sending it to the group, and each receiver decrypts
the corresponding ciphertext. Each user maintains local protocol state and a local causality graph.

Syntax. We augment the standard bidirectional-channel syntax with local causality graphs to capture
causal dependencies. The local graph G! represents the causal information derived by a user i based on
their local protocol execution. A local graph is itself a causality graph, so the functions of Fig. 3 apply
to it, provided that every edge in it has both of its endpoints in the graph and that the vertex set of the
user performing the action contains all of that user’s events.

We give syntax for a group chat in Fig. 5. A group chat GC specifies algorithms GC.Init, GC.Send, and
GC.Recv where GC.Recv is deterministic. Associated with GC is a message space GC.MS. The initialization
algorithm GC.Init takes the group size n € N, with n > 1, as input and returns, for each user i € [n],
an initial state st; € {0,1}* and a local graph G! € {0,1}* U {L}. The send algorithm GC.Send takes
the sender’s identifier i € [n], state st;, local graph Q,ﬁ, and a message m € GC.MS, and returns the
updated state st;, the updated local graph G!, and a ciphertext c. Finally, the receive algorithm GC.Recv
takes the receiver’s identifier j, state st;, and local graph Qj-, together with the sender’s identifier ¢ and
a ciphertext c. It returns the receiver’s updated state and local graph, a message m € GC.MSU{L}, and
a corresponding value ctr € NU {L} of the sender’s send counter; m = L denotes rejection. When an
accepted receive is recorded in a causality graph, this counter value serves as the send-event identifier of
the corresponding send vertex. We use the standard rejection convention that failed receives are state-
preserving: if GC.Recv returns m = L, then the returned state and local graph equal the input state and
local graph. Ordinary bidirectional channels are the special case in which every G! is L.

4.1 Correctness

We define two correctness notions for group chats: message correctness and graph correctness. Message
correctness requires that all honestly sent messages can be successfully received with the correct sending
index. Graph correctness requires that when a user receives a message, their local view of the conversation
correctly captures the causal context of that message, i.e., they know which messages causally preceded
it. In the strongest sense, graph correctness requires that each user’s local view includes all events that
happened before the latest action performed by them. We also capture weaker variants.

We formally define the message correctness of a group chat GC consisting of n users using the
game GORR™ shown in Fig. 6. The advantage of Acorr.m against the correctness of GC is given by
AdvggﬁR‘m(ACORR-m) = Pr[g&? RR-m (Acorr.m)]- Adversary Acorr.m is given the initial states and local
graphs of all users, the SEND and RECV oracles, and is tasked with setting the win flag.

The SEND oracle takes a user i and a message m as inputs and returns the updated state st;, local
graph G!, and ciphertext ¢ obtained by running GC.Send (4, st;, G}, m). It uses the counter ctr; to track the
index of messages sent by the user ¢, incrementing it each time the user sends a message. The oracle records
the input and output of each query by storing m in M|, ctr;] and ¢ in C[i, j, ctr;] for each j € [n] \ {i}.
All of these C entries contain the same broadcast ciphertext and can be consumed independently.



CORR- CORR-G
Games GGC»n m(‘ACORR’m) and gGC,n,restrict,redact(ACORR’Q)

win « false ; (st1,Gt), ..., (stn,GhL) s GC.Init(n)

ctrj <~ 0 Vj€[n]

AR ((st1,G1), - - (sta, Gh)) // CORR-m
G « InitGraph(n) ; AggNé)é{{gEc\’((stl, Gh),...,(stn,GL)) // CORR-G
Return win

SEND(4,m) // i € [n],m € GC.MS

ctr; < ctr; +1; (sti, G, ¢) s GC.Send(i, st;, GL, m)

MTi, ctr;] < m // CORR-m
G + AddSendVrtx(G, i, ctr;, (m,c)) // CORR-G
Cli,j,ctri] <= ¢ Vj € [n]\ {i}

Return (st;, G, c)

RECV(i,j,ctr) // i,j € [n],i # j,ctr € N

require C[i, j,ctr] # L

¢ « Cli, j, ctr]

(st]-,g;»,m, ctr’) + GC.Recv(j, Stj,g;'77:, )

If (ctr’,m) # (ctr, M[i,ctr]) then win < true // CORR-m

If m = L then return L // CORR-G
G + AddRecvVrtx(G, 1, j, ctr) // CORR-G
If redact(G!) # restrict(redact(G), j) then // CORR-G

win < true // CORR-G

Cli, j,ctr] < L; Return (G}, m,ctr)

Fig. 6: Games G ORR™ and GCORRY defining message and graph correctness of GC. Both games use
parameter n; graph correctness additionally uses parameters restrict and redact. Unannotated lines are
shared; right-hand comments mark game-specific lines.

The RECV oracle takes (4, j, ctr) as input and requires that C[i, j, ctr] # L. This means that the oracle
SEND recorded this ciphertext for delivery from ¢ to j and that the corresponding delivery record has
not been consumed. The oracle runs GC.Recv(j, st;, gj-,i, Cli, j, ctr]) to obtain st;, gé-,m,ctr’. The input
ctr identifies the selected honest send, whereas ctr’ is returned by the algorithm. If the received message
or index is different from what was sent, the oracle sets the win flag. Finally, the oracle consumes the
selected table entry and returns g;-, m,ctr’.

We define the graph correctness of a group chat GC consisting of n users with respect to the re-
stricted graph function restrict and the redaction function redact using the game GORR9 shown in Fig. 6.

The advantage of Acorr.g against the correctness of GC is given by Advggiﬁfstrict’,edact(ACORR_g) =

Pr[GEORRI - dact (AcorRrR.G)]. Adversary Acorr.g is given the initial states and local graphs of all users,
the SEND and RECV oracles, and must set the win flag.

The SEND oracle is the same as in GEORR™ except that instead of storing the input message m in

the table M, the oracle updates the “global” graph G, initialized by InitGraph(n), by adding the current
send event using the function AddSendVrtx(G, 1, ctr;, (m,c)) defined in Fig. 3. The global graph G is the
game-maintained causality graph that records all causal relationships in the conversation and serves as
the ground truth against which each user’s local graph Qf is compared in the graph correctness game. The
RECV oracle invokes GC.Recv on the selected recorded ciphertext. If GC.Recv rejects, the oracle returns
1 without consuming the delivery entry. After acceptance, the oracle adds the corresponding receive
vertex to G. Instead of checking the returned message and index, the oracle sets win if redact(gjl-) #*
restrict(redact(G), 7). We define the syntax and example variants of these functions below.

Restricted graph functions. We parameterize G ORR-9 with a restricted graph function restrict. Given

a causality graph G and a user j, the function returns the part of G that j must know. In particular,
restrict(G, j) is a subgraph of gjﬁ: it contains selected vertices at or before j’s latest action and the edges
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A B C D

| ! | l Vertex Definition rG2Hop(g,j)
rGMax(G, A) @ @ v (D, SEWD, 1, (m,e1)) | (n,V,E) G ; (VI EM vRIERY  (9,0,0,0)
rG2Hop(G, A) va  (C, RECV, 1, (mi,c1)) // Vertices and edges at distance 1 from j
@ v3 vs (C, SEND, 2, (ma,c2)) | VIV = {u| (u,v) € E,v €V}
va (B, RECV, 1, (ma,c2)) | B {(u,v) € E|veV;}
@ vs (B, SEND, 2, (ms,cs)) | // Add earlier vertices on each distance-1 timeline
@ ve (A, RECY, 1, (ms,c3)) | For all k € [n]\ {j} do

W — max(V‘l‘ N Vi, <¢)

Vit vty {veVi|v<ews}
rGMax(G, j) // Vertices and edges at distance 2 from j
(n,V, B) 4= G ; vlnax < max(V;, <¢) VP e {u] (u,0) € B\ EM v e VI
Vi {veV:v< vl EP « {(u,v) e E\ EM |v eV}
E' + {(u,v) € E: u,v € V'}; Return (n,V', E’) Return (n, V; UV U VR EI U B2

Fig. 7: Left pane: Restrictions rtGMax(G, A) (violet) and rG2Hop(G, A) (teal) of the displayed graph, with
vertex definitions (top); function rGMax (bottom). Right pane: Function rG2Hop.

between those vertices. The graph-correctness game compares the receiver’s (redacted) local graph against
the restricted (redacted) global graph restrict(redact(G), j) and sets win if they differ.

In Fig. 7 we define two sample restricted graph functions and provide corresponding visual representa-
tions. The function rGMax captures the full-history target: rGMax(G, j) returns gjﬁ, which contains every
event at or before j’s latest action and the edges between those events. The function rG2Hop captures a
narrower target. For each message that j has received from 4, it contains i’s timeline through the corre-
sponding send and the immediate incoming dependencies of that timeline. This target supplies the causal
information underlying the Ul feature in Fig. 2, where long-pressing a message surfaces the sender’s view.

Concretely, rG2Hop(G, j) includes the following. First, it includes j’s own vertices V; (this is the
distance 0 vertex set V|O|). Second, for each message j has received from some party 4, it includes the
corresponding edge (to the set E'l) as well as all the vertices in V; up to that send (these vertices form
the distance 1 vertex set V'), Finally, it collects all sending vertices that are connected to receiving
vertices in VIl and the corresponding edges (forming the distance 2 sets V12l and E'z‘). Jointly, the
graph (n, V; U vittuvel gy E‘2|) provides j all the information it needs to reconstruct the local view
of any party who has communicated directly with j, without requiring knowledge of unrelated parts of
the global conversation.

Redaction functions. While restrict controls which vertices and edges of the (redacted) global graph a
receiver must know, redact controls how much information from each vertex label the receiver must know.
The game applies redact before restrict selects the required subgraph. For example, consider Fig. 7. Under
rGMax and the identity redaction function (redact = Z), A must know not only that B and C received
some messages but also the contents of those messages, even though A has not directly received them.
This may be too strong, so we use weaker redaction functions to remove such information from both the
global graph G and the reconstructed local graph g%, so that A is only required to know the redacted
information.

We consider two kinds of redaction functions, global and selective. A global redaction function takes a
causality graph G and redacts every vertex label. A selective redaction function also takes a user ¢ as input
and redacts vertex labels selectively with respect to V;; in a game, this argument is the current receiver
and is suppressed from the notation. A redaction preserves graph structure while possibly changing
vertex-label fields, returning a redacted causality graph.

We consider two redaction functions, one global and one selective. The selective redaction function
redactLblS takes a causality graph G and a user ¢ and removes the label field from vertices v € V'\ V;. The
global redaction function redactLbl takes a causality graph G and removes the label field from all vertices
v € V. These functions act pointwise on vertices and edges; we use the same notation for their natural
extensions to causality graphs. Their pseudocode is given in Fig. 8.
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redactLblS(G, %) // i € [n]

(n,V,E) <G

Let R;(v) = v if v € Vj, and R;(v) = redactLblVrtx(v) otherwise
Vredacted «— {Rl(’l)) | v E V}

B {(Ri(u), Ri(v)) | (u,v) € B}

Return (n, ‘/redacted7 Eredacted)

redactLbl(G)

(n,V,E) <G

yredacted o fredactLblVrtx(v) | v € V}

Eredacted  [(redactLblVrtx(u), redactLblVrtx(v)) | (u,v) € E}
Return (TL, Vredacted, Eredacted)

redactLblVrtx(v) Return (v.user, v.type, v.ctr, v.eid, L)

Fig. 8: Redaction functions redactLbl and redactLblS, and helper function redactLblVrtx.

GChraive-max.Init(n) GCax-Init(n) GCatiop.Init(n)
sti < 0,G! < InitGraph(n) Vi € [n] | GCmax-Recv(j, st;, G}.i,p) GCaHop-Recv (4, st5, Gj, i, p)
Return (sti, g§)7 ooy (St gfl) // Both algorithms are // Both algorithms are as in GChaive-max-
GCravemax.Send(i, sti, G, m) (/s in GCraive-max- GCatiop-Send(i, sti, G!, m)
. !
Stz «— Sti + 1 GCmax.Send(z,sti, i,m) st; < st; +1
Gl + AddSendVrtx(G, i, st;, 1) sty < st; +1 G! < AddSendVrtx(G!, 4, st;, L)
ctr + st; ; G2 + G Gl + AddSendVrtx(G!, i, sti, L) | (n,V, E) + G!
p+ (G2, m,ctr) For all j € [n] \ {i} do Gi + (n, Vi, {})
Return (sti,ng?) Agj ~ rGMax(gf,lj) U, {}{(z,y) e £: yeVi})
‘ , G-« U, 3 (Gi — Gi) U(n{z: (z,y) € EAy e Vit {})

GCnaive—max~ReCV , 8tj, l-, s JE[n]\{i} \F? J ] ) )

~ U, 5t 65,6, ) ctr < st; ; p + (G2, m, ctr) For all j € [n] \ {i} do
(gl 7m7lCtr) <A_ p Return (sti,gf,p) gj < I’G2H0p(gf,j)
g{ <G, UG .. G2 Uje[n]\{i}(gi -Gj)
G; + AddReclertx((]j,z,],ctr) ctr < sti; p < (G2, m, ctr)
Return (st;, Gj, m, ctr) Return (st;, G, p)

Fig. 9: Left pane: Group chat GC,jve-max, graph-correct for rGMax. Center pane: Group chat GCyax,
graph-correct for rGMax. Right pane: Group chat GCypqp, graph-correct for rG2Hop.

Together, different choices of restrict and redact give different graph-correctness definitions. For each
fixed restrict € {rGMax, rG2Hop}, retaining more label fields yields a stronger notion, as summarized in
Fig. 12.

5 Unencrypted group chats

In this section, we build graph-correct unencrypted channels. Focusing on unencrypted channels lets us
identify, independent of cryptography, the properties of the causal information each broadcast message
must make available for receivers to reconstruct the appropriate portion of the global transcript. In par-
ticular, we fix redact = redactLbl (retaining only the causal skeleton)?® and determine the graph evidence
required to achieve graph correctness for each choice of restricted graph function (rGMax, rG2Hop).

3 The other redaction choices require carrying the appropriate messages or ciphertexts in local graph labels. We
focus on redactLbl here to isolate the causal skeleton from label-encoding choices.
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5.1 Graph correctness with respect to rGMax

We begin by building group chats that are graph-correct with respect to the restricted graph function
rGMax. As a warm-up, we first present a naive construction that achieves graph correctness but incurs
large communication overhead. We then modify the construction to minimize communication overhead
and prove optimality.

Naive construction GC,,jye.max- We present our naive solution in Fig. 9. The idea is to have each user
record all send and receive events in their local graph, and attach their entire local graph to each outgoing
message. The receiver simply performs a union of the received graph with their own local graph.

The initialization algorithm GCaive-max-Init(n) sets each user’s state to 0 and local graph to the empty
graph. The send algorithm GCpaive-max-Send(z, st;, é, m) increments the sender’s state, and adds the cur-
rent sending event to the sender’s local graph G! by running AddSendVrtx(G!, 4, st;, L). It returns st;, G,
and the payload p containing G!, m, and st;.

The receive algorithm GCpaive-max-Recv(j, st;, Qé-, i,p) parses p into G2, m, ctr, and merges G2 into the
receiver’s local graph g;, then adds the current receive event to g; by running AddRechrtx(gé7 i, J, ctr).
Finally, it returns st;, the updated local graph Q;, m, and ctr.

Theorem 1. Let GCpave-max be the group chat scheme shown in Fig. 9 and n € N. Let rGMax be the
restricted graph function defined in Fig. 7 and redactLbl be the redaction function defined in Section 4.1.
Let Acorr.g be an adversary against the CORR-G security of GCpaive-max with respect to n, rGMax, and
redactLbl. Then,

CORR-G _
Advie, ) rGMax redactLbl (AcorRrR-g) = 0.

Proof sketch. We show that the invariant redactLbl(G!) = rGMax(redactLbl(G),4) holds for all i € [n]
throughout the game. At initialization all graphs are empty, so the invariant holds trivially. Each SEND (%, m)
call adds corresponding sending vertices to G! and G that coincide after applying redactLbl, preserving
the invariant. Each RECV(1, j, ctr) call adds a new receiving vertex vpeey and the edge (vsgnp, Upgey) con-
necting wvpeey to the corresponding sending vertex vsgyp in G. This extends rGMax(redactLbl(G), j) by (i)
the receive event itself, and (ii) all causal predecessors of vsgyp (i.€., all vertices w € G : w < vggyp). Since
the sender includes its entire local graph in G4, it includes all the predecessors of vggyp, and g; — QJL ug4
covers (ii). The explicit Add Rechrtx(g;-7 i, j,ctr) covers (i). Therefore, the invariant is also preserved after
each RECV call. The formal proof appears in Appendix A.1.

Including one’s entire local graph with every outgoing message is clearly expensive and impractical.
We now define the minimum broadcast graph evidence required to satisfy our correctness definitions.*

Definition 1 (Send instance). Consider a SEND query in an execution of the graph correctness game
géi((:DIZRg for a group chat GC among n > 1 users. The send instance defined by the SEND query is the
tuple X = (i,m, G!, ctr;, G?2) consisting of the inputs of the query, the sender’s local graph Gt and game-
maintained send counter ctr; immediately after the query, and the causality graph G2 contained in the
returned payload.

Definition 2 (Consistent state). A tuple (g,gé.) consisting of a global graph and a local graph is
consistent with a send instance X = (i,m,G!, ctr;, G2) if some evecution of the graph correctness game
makes a SEND query whose send instance is X and immediately after which the global graph is G and
user j # i has local graph Q}.

Definition 3 (Necessary element). Let GC be a group chat among n > 1 users and i € [n] be a
sender. Let X = (i,m,gf,ctri,gA) be a send instance in the graph correctness game of GC with respect
to a restricted graph function restrict and a redaction function redact. An element x € G2 is necessary if
there exist a receiver j € [n]\{i} and global graph G such that (G, gjl) is consistent with X', x ¢ redact(gé),
and x € restrict(redact(G,—,;),j) where G;_,; < AddRecvVrtx(G, 1, j, ctr;).

4 We assume users transmit their causality information by including a graph G2 in each send payload; our
definitions are with respect to QA.
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Definition 4 (Optimal graph). The graph G2 of a send instance X = (i,m,G!, ctr;, G?) is optimal
with respect to restrict and redact if every element x € G2 is necessary.

Definition 5 (Graph-optimal group chat). A group chat GC is graph-optimal with respect to restrict
and redact if for every n > 1, the graph G2 of every send instance of GC in gggiﬁ'eftrict,redact is optimal.
Optimal construction GC,, .. We now present our construction GC,.x that achieves graph correctness
with respect to rGMax and is graph-optimal. The idea is to have each party’s sends implicitly acknowledge
the events in their local graph. When party j receives a payload from ¢, j learns which events i is aware
of and updates its record of i’s state accordingly. Then, on its next send, j only needs to include the
portions of its local graph not yet known to all other members. This idea was also used to optimize Chen
and Fischlin’s generic causal channel compiler [CF24].

The algorithms GCyax.Init and GCy,.x-Recv are defined identically to GCpaive-max-Init and GCpaive-max-Recv.
The algorithm GCy,ax.Send(i, st;, G}, m) first increments st; and adds the current send event to G!. Then
it computes the graph G2 to be included in the payload as follows. For each j € [n] \ {i}, it derives the
graph G; <« rGMax(G!, j), i.e., it computes the restricted graph function with respect to its own local
graph. The graph G; is the portion of G! that i knows j already has. This means that G! — G; contains
the portion of G! that j has not yet confirmed receipt of. It then sets G2 to be the union of G! — G, for
all j € [n] \ {i}, and returns st;, G}, and the payload p <+ (G2, m,ctr).

Theorem 2. Let GCy.x be the group chat scheme shown in Fig. 9 and n > 1. Let rGMax be the restricted
graph function defined in Fig. 7 and redactLbl be the redaction function defined in Section 4.1. Let Acorr-g
be an adversary against the CORR-G security of GCyax with respect to n, rGMax, and redactLbl. Then,

CORR-G _
AdVGe! " (GMax.redactLbl (AcORR-g) = 0.

Proof sketch. We show the invariant redactLbl(G!) = rGMax(redactLbl(G),4) holds for all i € [n] through-
out the game. Initialization and each SEND are handled identically to the proof of Theorem 1. For
RECV(i, j, ctr), since GCpax.Recv is identical t0 GCraive-max-Recv, it suffices to show redactLbl(G! U G=) =
redactLbl(G! U G!); the invariant follows by the same argument. Since for every receiver j € [n] \ {i}, i’s
estimate G; of j’s local graph satisfies redactLbl(G;) C redactLbI(gjl»), every element of redactLbl(G!) that
is missing from redactLbI(gj») appears in redactLbl(G4). The formal proof appears in Appendix A.2.

Theorem 3. Let GCyax be the group chat protocol defined in Fig. 9 and let n > 1. Then GCpax is
graph-optimal with respect to rGMax and redactLbl.

Proof. Fix an arbitrary send instance X = (i,m, G}, ctr;, G2) of GCpay in gggSi_,i,rGMax,redactLbl' It suffices
to show that Va € G2, there exist a receiver j and a global graph G such that (G, gj) is consistent with
Y, and (i) = ¢ redactLbl(G}) and (ii) « € rGMax(redactLbl(G;_,;), j).

Consider some x € G2. By construction of G2, there exists a j € [n]\ {i} such that » € G} and = ¢ G;.
Since the interim graph G; computed by GCpax.Send satisfies G; = rGMax(G!, 5), we have

z ¢ rGMax(G, 7). (1)

Consider an execution of the graph correctness game for GCp,,x with respect to rGMax and redactLbl
such that the sequence of SEND and RECV queries corresponds exactly to the events of G! ordered by <.
Then the global graph G of that execution satisfies redactLbl(G) = G!. Let g; be j’s local graph immedi-
ately after the SEND query. Then (G, Q;) is consistent with Y. Moreover, by the invariant established in
the proof of Theorem 2,

redactLbI(gé-) = rGMax(redactLbl(G), 7). (2)

Using redactLbl(G) = G! in Equation (2) gives
redactLbl(G}) = rGMax(G!, j). (3)

Combining Equations (1) and (3) establishes (i).
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Let u be 4’s latest send vertex in G! (= redactLbl(G)). When x is a vertex, z satisfies # < u since
z € G! and G! = rGMax(redactLbl(G),7). The graph G;,; is obtained by adding a receiving vertex v
to V; and the edge (u,v) to G. Therefore, v = vJ,. (Gi—;) and u < v. Since z < v and u < v, we
have z < v, ie., x € rGMax(redactLbl(G,_,;),j) which establishes (ii). When z is an edge of the form
(u’,v"), the vertices v’ and v’ satisfy v’ < u and v' < u. Then by the same argument as above, we get
x € rGMax(redactLbl(G;_,;), j). Therefore x is necessary.

As z € G was arbitrary, G2 is optimal, and as X was arbitrary, GCyayx is graph-optimal with respect
to rGMax and redactLbl.

5.2 Graph correctness with respect to rG2Hop

The optimal construction for rGMax improves over GCpaive-max, but is still quite expensive. It requires
every receiver to learn all unconfirmed events that happened before the sender’s latest action, including
events from and between every other party in the group.

We now present a construction that satisfies graph correctness with respect to rG2Hop. Our construc-
tion provides the graph evidence needed to realize the Ul feature from Section 1. It is not graph-optimal;
we discuss why at the end of this section. The idea is to have each user record their own send/receive
events. Then on each send, a user attaches the portion of this record not yet confirmed by all other
parties.

The algorithms GCoHgp.Init and GCoHep.Recv are defined identically to GCpaive-max-Init and GCpaive-max-Recv.
The algorithm GCaopop.Send(i, st;, f7 m) first increments st; and adds the current send event to gf It com-
putes G2 as follows. It first computes G; which consists of i’s vertices Vj, the edges into them, and the
sources of those edges. For each j € [n]\ {i} it then computes G;, the part of its local graph that ¢ knows
j already has, as G; < rG2Hop(G!, 7). Tt sets G2 to be the part of G; not yet confirmed by every other
party by setting G2 «+ U#i(gi — G;). Finally, it returns the payload p + (G2, m,ctr).

Theorem 4. Let GCopop be the group chat scheme shown in Fig. 9 and n € N. Let rG2Hop be the
restricted graph function defined in Fig. 7 and redactLbl be the redaction function defined in Section 4.1.
Let Acorr-g be an adversary against the CORR-G security of GConop with respect to m, rG2Hop, and
redactlLbl. Then,

CORR-G _
AdVEC,o n.rG2Hop, redactLbl (ACORR-g) = 0.

Proof sketch. We show the invariant redactLbl(G!) = rG2Hop(redactLbl(G), ) holds for all i € [n] through-
out the game. Initialization and each SEND are handled identically to the proof of Theorem 1. For
RECV(i, j,ctr), let v be the current receiving vertex and u* € V; be the corresponding sending vertex.
Adding the current receive event (i.e., v, (u*,v)) to G extends rG2Hop(redactLbl(G), j) by (i) the receive
event itself, (ii) i’s events after v; up to u*, and (iii) the edges into those events and their source vertices,
where v; is the latest send of 4 that j has received. We argue that the local graph QJL is also extended iden-
tically. The graph G; contains all elements in (ii) and (iii). An element of G; is not included in G4 only if it
exists in rG2Hop(G!, ), which by the invariant implies it exists in rG2Hop(redactLbl(G), j) = redactLbI(gé).
So every element of (ii) and (iii) that j lacks is in G#; AddRecvVrtx covers (i). The formal proof appears
in Appendix A.3.

Optimality of GCopop. Our GCoHop is not graph-optimal. To see this, consider the example in Figure 10.
When A sends vg, rG2H0p(gg, C) = {v4}, s0 GCohop.Send includes v in G4. However, v; € gé, so G2 is
not optimal per Definition 4.

This is because GCppop.Send’s estimate of what elements receiver j’s local graph already contains
(rG2Hop(Gt, j)) does not consider what the sender can infer from the ctr and eid values in G!. In this
example, vy.ctr = 3 and vy.eid = 1. Therefore A can infer that C’s first send was its third action, so C
must have received two messages before sending. In gg, the only sends that precede vy are v and vs, so
A can infer that C received v1. B also has v1 (via e1), so v; is not necessary. The GCapop.Send algorithm
does not consider such inferences; adding them would cost the simplicity of the algorithm.

The problem lies in the fact that eid is redundant information in a causality graph, since (v.user, v.ctr)
already uniquely identifies a vertex and v.ctr allows ordering of actions performed by a user. Including
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v = (A, SEND, 1,1, 1) w4 = (C,SEND,3,1, 1) w7 = (A,RECV,2,2, 1) wu; = (C,RECV,1,1,1)
va = (B,RECV,1,1,1) ws = (B,RECV,3,1,1) ws = (A,SEND,3,2, 1) wus = (C,RECV,2,1,1)
vs = (B,SEND,2,1,1) we = (B, SEND, 4,2, 1)

Fig. 10: Counterexample to the graph-optimality of GCopop. Vertices are (user, type, ctr, eid, label). A sends
a1 (v1); B receives it (v2) and sends by (v3); C receives a; (u1) and by (uz2) and sends ¢; (v4); B receives
c1 (vs) and sends ba (ve); A receives by (v7) and sends az (vs). Solid vertices and edges are in the local
graph when A sends as; dashed ones complete the global graph. Left pane: A’s local graph. Center
pane: B’s local graph. Right pane: C’s local graph.

eid in the local graph reveals how many of a user’s earlier actions were sends, and hence reveals the
types (send/receive) of events that are not in the sender’s current local graph. Essentially, even though
the construction satisfies the graph correctness definition, the sender can learn information beyond its
two-hop view.

One way to correct this is to not add eid to local graphs and to update redactLbl such that it addi-
tionally drops eid. Then vy = (C, SEND, 3, 1) is also consistent with C’s first two actions being sends that
no one has received yet, and the inference above no longer applies. However, now the sender must include
the ctr value of its send vertex in the payload, which the receiver uses to identify that vertex. We do not
present this construction to maintain consistency between constructions.

6 Encrypted group chats

In this section, we define notions of integrity and causal awareness for encrypted group chats. Our integrity
notions adapt standard notions of integrity of ciphertexts and integrity of plaintexts for bidirectional chan-
nels and introduce a stronger variant capturing both. Causal awareness requires that an adversary cannot
cause a receiver to accept a ciphertext outside its causal context. We show that the causal awareness of a
group chat follows from its INT-PCTXT integrity and graph correctness. We apply this result to construct
GtE (Graph-then-Encrypt) by composing an unencrypted graph-correct group chat with an encrypted
bidirectional channel.

6.1 Integrity of group chats

We define three integrity variants for an n-user group chat GC using game G'NT* in the left panel

of Fig. 11: plaintext integrity (INT-PTXT), ciphertext integrity (INT-CTXT), and joint plaintext-and-
ciphertext integrity (INT-PCTXT). The game is parameterized by = € {PCTXT, CTXT,PTXT}. In each
group of variant-specific lines, only the line marked with the selected variant is active. The advantage of
AinTx against the integrity of GC is given by Advl(;NcT;f (ANTx) = PrlgRT>(AinTx)]. Adversary AT is
given access to the SEND and RECV oracles and wins by setting the win flag.
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Game g(lil\(‘:T;Lx(AWT*X) Game g((i:én,restrict,redact (‘ACA)
win < false; (st1,G1),. .., (5tn,Gl) <5 GC.Init(n) win < false; (st1,G}),. .., (stn,GlL) +s GC.Init(n)
ctrj <0 Vj € [n] ctrj <+ 0 Vj € [n]
S 05 ApA>REY S Return win G < InitGraph(n) ; AZX™F*Y . Return win
SEND(i,m) // i € [n],m € GC.MS SEND(¢,m) // i € [n],m € GC.MS
ctr; « ctr; + 1; (sti, Gl, ) s GC.Send(4, st;, G, m) ctr; «ctry + 1
S« SU{(i,j,ctri,m,c) | j € [n]\ {i}} // INT-PCTXT | (sti, G}, c) < GC.Send(i, sti, G}, m)
S+ SU{(i,j,¢) | j€[n]\{i}} // INT-CTXT | G < AddSendVrtx(G, i, ctr;, (m, c))
S+ SU{(i,j,ctriym) | 5 €[]\ {i}} // INT-PTXT | Return (G, ¢)
1
Return (G, ¢) RECV(i,j,¢) // i,j € [n],i # j,c € {0,1}"
RECV(i,j,¢) /) i,5 € [n],i# j,c€{0,1}" (stj, Gk, m,ctr) < GC.Recv(j, st;, G, 4, c)
(stj, g;-,m, ctr) < GC.Recv(y, st;, Q;,i, c) If m = L then return L
If m = L then return L G <+ AddRecvVrtx(G, i, j, ctr)
entry < (i, j,ctr,m,c) // INT-PCTXT | If redact(G}) # restrict(redact(G), j) then win < true
entry < (i,7,¢) // INT-CTXT | Return (G, m,ctr)
entry < (i, 4, ctr,m) // INT-PTXT
If entry ¢ S then win « true else S < S\ {entry}
Return (G}, m, ctr)

Fig.11: Left pane: Game G'NT* defining integrity of GC with parameters n and z €
{PCTXT,CTXT,PTXT}. Right pane: Game G“* defining causal awareness of GC with parameters n,
restrict, and redact.

The SEND oracle takes a sender i and message m, increments ctr;, runs GC.Send, and returns (gg, c).
For each j € [n] \ {i} it stores in S the tuple (4,7, ctr;, m,c), (i,74,¢), or (i,],ctr;,m) for INT-PCTXT,
INT-CTXT, or INT-PTXT, respectively. In the INT-CTXT game, S is a multiset.

The RECV oracle takes (i, j, ¢) and runs the algorithm GC.Recv(j, st;, g;, i,¢) to obtain (st;, QJL, m, Ctr).
If m # L, it checks whether the corresponding tuple belongs to S, removes it if so, sets win otherwise,

and returns ( ;,m,ctr).

6.2 Causal awareness

Causal awareness captures the intuition that an adversary should not be able to cause a receiver to
accept a ciphertext out of its causal context. It is analogous to graph correctness, except that, instead of
requiring the adversary to forward honestly generated ciphertexts to receivers, it allows the adversary to
send arbitrary ciphertexts to the group.

We formally define the causal awareness security of a group chat GC among n users with respect to a
restricted graph function restrict and redaction function redact in Fig. 11. The advantage of adversary Aca
against the CA security of GC with respect to restrict and redact is given by Advgén,restrict,redaa(ACA) =
Pr[ggCA,n,restrict,redact(ACA>]' The adversary is given access to the SEND and RECV oracles and is tasked
with setting the win flag.

The SEND oracle takes (¢, m), increments the sender’s sending index ctr;, and runs GC.Send(%, st;, ,f, m)
to obtain (st;,G!,c). It records the current send event by running AddSendVrtx(G, i, ctr;, (m,c)) and re-
turns (G, c).

The RECV oracle takes (4, j, ¢) and runs GC.Recv(j, stj,gg,i, ¢) to obtain (st;, g§,m7ctr). Ifm=_1,it
returns |; otherwise, it records the receive event using AddRecvVrtx(G, i, j, ctr), sets win if redact(gjl-) *
restrict(redact(G), j), and returns (g]l., m, ctr). The purpose and variants of the restricted graph and redac-
tion functions used in G are the same as discussed in Section 4.1.

The following result shows that the causal awareness of a group chat follows from its INT-PCTXT
integrity and graph correctness.
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CORR-Gz + INT-PCTXT

[ INT»PTXT} [ INT-CTXT}

)

CORR-GredactLbls

CORR-GredactLb

Fig. 12: Relations between correctness, integrity, and causal awareness notions for group chats.

CAredactLbis

Theorem 5. Let GC be a group chat. Let n € N with n > 1. Let redact be a redaction function and
restrict a restricted graph function. Let Aca be an adversary against the CA security of GC with respect
to n, restrict, and redact. Then we build adversaries Bint-pctxT and Bcorr.g such that

CA INT-PCTXT CORR-G
AdVGC,n,restrict,redact(ACA) < AdVGC,n (B|NT-PCTXT) + AdVGC,n,restrict,redact(BCORR—Q)'

Proof sketch. We prove Theorem 5 via hybrids starting with G2, et redace- The first hop prevents Aca
from winning through an oracle RECV query for which the algdr{thm GC.Recv accepts a ciphertext not
attributable to an honest send; this hop is bounded by INT-PCTXT security. The second hop removes the
win condition triggered when the receiver’s redacted local graph differs from that receiver’s restriction
of the redacted global graph; this hop is bounded by CORR-G security. The final hybrid cannot be won.
The formal proof appears in Appendix A.4.

Relations between notions. Fig. 12 summarizes relations between our notions of correctness, integrity,
and causal awareness. First, Theorem 5 establishes the main connection between graph correctness,
INT-PCTXT integrity, and causal awareness.

Second, for each fixed restrict € {rGMax,rG2Hop}, agreement on a given set of label fields implies
agreement on any subset of those fields. This gives the downward implications within both the correctness
column (left) and the causal-awareness column (right) of Fig. 12.

Third, INT-PCTXT requires an accepted receive to match an honest send on the full record (3, j, ctr, m, c),
whereas INT-PTXT and INT-CTXT require a match only on part of it, the plaintext fields (4, j, ctr,m)
or the ciphertext (i,j,c¢). Matching on all fields implies matching on a subset of fields. This gives
INT-PCTXT = INT-CTXT and INT-PCTXT = INT-PTXT.

Finally, under redactLblS, all of a receiver’s own events retain their (m,c) labels. Thus, CA edactLbls
requires the receiver’s reconstructed graph to agree with the global graph on those labeled events, whereas
INT-PCTXT requires only that each accepted (m,c) pair come from an honest send. Agreement on a
receive event therefore implies that the corresponding message was honestly sent. This gives CAredactLbls =
INT-PCTXT for all channels whose GC.Recv adds (j,RECV, ctr, (m,¢)) to receiver j’s local graph upon
accepting ¢ and returning (m, ctr).

6.3 Constructing causally aware group chats

We construct the group chat GtE (Graph-then-Encrypt) by composing the unencrypted group chat GCg
with the encrypted bidirectional channel GCg. Our GtE construction is shown in Fig. 13.

Graph correctness of GtE under redactLbl follows from graph correctness of GCg and message cor-
rectness of GCg (Theorem 6). Its INT-PCTXT integrity follows from INT-PCTXT integrity of GCg and
message correctness of GCg (Theorem 7). Our general result then gives causal awareness of GtE.

Both layers initialize the same n users, and each payload returned by GCg.Send must belong to
GCg.MS. We view GCg in the group-chat syntax by fixing its local graphs to L, set GtE.MS := GCg.MS,
and use the product of the component states.

GtE.Recv commits its component states only if both component calls accept; otherwise it returns the
input state and local graph with (m,ctr) = (L, 1).
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GtE.Init(n) GtE.Recv(y, st;, j-,z', )

(st$,Gh), ..., (stS,Gh) «s GCq.Init(n) (st$,st5) « st;

(stf, 1),..., (stE, L) <s GCg.Init(n) (m,ctr) «+ (L,1)

sty (st$, sth), ..., sty «— (stS, stE) (stjE-7 L, payload, ctre) + GCg.Recv(j, st]E-, 1,4,¢)

Return (st1,Gh),. .., (stn, Gh) If payload # L then

GtE.Send(i, st;, G, m) (st?,Qﬁ,m, ctrg) < GCg.Recv(y, st?,Qj,i, payload)
If m # L then

(st€, stf) « st

(st¢, G!, payload) «s GCg.Send(s, st&, G, m)
(stf, L, c) «—s GCg.Send(i, stt, 1, payload)
st + (st¢, st5); Return (st;, G, c)

stj + (stS,st5); ctr < ctrg
Return (st;, G}, m,ctr)

Fig. 13: Group chat GtE = GRAPH-THEN-ENCRYPT-GC[GCg, GCg].

Construction 1. Let GCg be a group chat. Let GCg be a bidirectional channel. Then the group chat
GtE = GRAPH-THEN-ENCRYPT-GC[GCg, GCg]| is as defined in Fig. 13.

Theorem 6. Let GtE be as in Construction 1, and let n € N with n > 1. Let restrict be a restricted graph
function on views obtained by applying redactLbl to causality graphs. Let Acorr.g be an adversary against
the CORR-G security of GtE with respect to n, restrict, and redactLbl. Then we build adversaries Bcorr-m
and Bcorr-g such that

CORR-G CORR-m CORR-G
AdVGtE,n,restrict,redactLbI(ACORR-Q) < AdVGCE,n (BCORR—m) + AdVGCG,n,restrict,redactLbI(BCORR-g)~

Proof sketch. We modify the graph-correctness game of GtE to abort unless the payload and counter
returned by GCg.Recv match the selected honest GCg.Send call; this hop is bounded by message correctness
of GCg. Thereafter, the global graph and the graph in GCg’s correctness game differ only in their label
fields. Applying redactLbl before restrict reduces a graph-correctness violation for GtE to one for GCg.
The formal proof appears in Appendix A.5.

Theorem 7. Let GtE be as in Construction 1, and let n € N with n > 1. Let Aint-pcTxT be an adver-
sary against the INT-PCTXT security of GtE with respect to n. Then we build adversaries Bcorr-m and
BinT-pcTxT such that

INT-PCTXT CORR- INT-PCTXT
AdVGE (AnT-PcTxT) < Adveel s, " (Bcorr-m) + Advge, , © (BINT-PCTXT)-

Proof sketch. First consider an encryption-layer output identifying an honest GCg.Send call for which
GCg.Recv returns a different message, including m = L ; message correctness of GCg bounds this event.
Once excluded, INT-PCTXT security of GCg bounds an accepting GCg.Recv call with no matching honest
GCg.Send entry. Otherwise entry = (i, j, ctr, m, ¢) belongs to S, so AnT-pcTxT cannot win on that query.
The formal proof appears in Appendix A.6.

7 Checkpoint-aided causal awareness

Checkpoint-aided causal awareness reduces per-message overhead by moving causal catch-up work from
ordinary messages to explicit epoch-transition objects. This mirrors the MLS split between application
messages sent within an epoch and Commit-like objects that advance the group to a new epoch. A
checkpoint carries the information needed to close the causal view for the old epoch; to enter the next
epoch, a receiver must apply the checkpoint that defines it.

Intuitively, a checkpoint is a settlement point. Without checkpoints, a sender may need to attach
old causal information to many later messages, especially for recipients that were offline or missed prior
messages. With checkpoints, this old information is reconciled once at an epoch boundary; messages in
the next epoch can refer to the new epoch state instead of re-carrying the same history.
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st1, gl) (Stn, gn) s GCcp. Init( )

i, Gl ¢) <=3 GCcp.Send (s, sty, G!,m)

],Qj,m th, ctr™ePeh) « GCcp. Recv(j,st],g],z c)

sti, Gi, ¢, th"™™") «<—s GCcp.CreateChkPt(i, st;, G.)
st],gj,ctr'" “ePoch th"*") «— GCcp.ApplyChkPt(j, st;, G', i, c)

st
st

(
(
(
(sts
(

Fig. 14: Syntax of a group chat with checkpoints.

Checkpoint syntax. The syntax is shown in Fig. 14. It extends a group chat. Recv now returns the
transcript hash that identifies the epoch of the received message and the message’s within-epoch action
counter. CreateChkPt creates a checkpoint ciphertext and returns the transcript hash of the new epoch.
ApplyChkPt processes a checkpoint ciphertext and returns the within-epoch action counter of that cipher-
text together with the new transcript hash it derives. ApplyChkPt is deterministic and state-preserving
when it returns th™" = 1. A checkpoint creator may later apply the selected checkpoint itself (i = j).

game

Bookkeeping conventions. The games use two counters. The counter ctr; is a game-only event

in-epoch .

counter indexing honest message sends and checkpoint creations. The counter ctr; is the logical

action counter in j’s current epoch th;. Together with sender 4, (th;, ctr'n ePoch) jdentifies the send vertex

for both messages and checkpoints. Following MLS, transcript hashes are epoch labels; we do not model
them as secrets. The table eventlnfo[é, ctr8™e] stores the record that the games later use to check Recv
and ApplyChkPt outputs. The graph uses a related label (7,y, ¢), where 7 € {MSG, CHKPT}, y is a message
or new transcript hash, and c is the transport object.

Checkpoint correctness. The message-correctness game is given in Fig. 15. It checks that Recv re-
turns the message, epoch, and action counter associated with the corresponding honest Send call, and
that ApplyChkPt returns the action counter and child hash associated with the corresponding honest
CreateChkPt call. Unlike the checkpoint graph-correctness game, the game in Fig. 15 neither initializes
nor updates a global causality graph and does not compare the receiver’s redacted local graph with a
restriction of the redacted global graph.

For a query to the oracle SEND, the checkpoint message-correctness game adds only the sent message m
to the event-information tuple used by graph correctness. The added check after the algorithm GCcp.Recv
compares the returned message, epoch, and action counter with the recorded values. The added check
after the algorithm GCcp.ApplyChkPt similarly compares the returned action counter and child transcript
hash with the recorded values. Any mismatch, including rejection, sets win. We state graph correctness
in Fig. 16: successful calls to the oracles RECV and APPLYCHKPT must update local graphs consistently
with the required view of the redacted global graph. The set openEpochs; records the epoch labels for
which j is treated as holding receive secrets. The set usedEpochs; records transcript hashes already used
in j’s chain, so the game can require that this chain contains no repeated transcript hash. Here thl" is

ref
the child hash recorded at checkpoint creation, which is used for reuse detection and epoch bookkeeping.

Checkpoint integrity. The integrity game is shown in Fig. 16. It is parameterized by 2 € {PCTXT,
CTXT, PTXT}. Variant-specific lines are marked INT-PCTXT-chkpt, INT-CTXT-chkpt, or INT-PTXT-chkpt.
In each group of such lines, only the line marked with the selected variant is active. That line says what
must match an honest send or checkpoint output: the record and ciphertext, the ciphertext alone, or
the record alone. In the INT-CTXT-chkpt variant, the matched record is only (i, j, ¢). Since the channel
is stateful, this variant authenticates the ciphertext as an honest transport object but does not fix the
epoch, counter, or message to which a valid ciphertext decrypts. The message-receive oracle also checks
openEpochs;: a successful decryption must report an epoch for which j already has receive secrets.

Checkpoint causal awareness. The causal-awareness game is shown in Fig. 17. It allows the adversary
to choose message and checkpoint ciphertexts directly. The notion is deliberately permissive: every suc-
cessful processing step is judged only by whether the receiver’s redacted local graph matches the required
restriction of the redacted global graph after adding the corresponding receive vertex.
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Game Geor o™ ™ (AcorR-m-chipt) RECV(i, j, ctr®™) // i, j € [n],i # j,ctr®™ € N
win  false require C[i, j, ctr™] £ 1|
game in-epoc ; require eventlnfolz, ctr S
(ctr? ,ctrlj "« (0,0) Vj € [n] . Infoli, ctr®®™] € S
- . ame
For all j € [n] do Cc+ C’l[z,],ctrg ] X l
IN-epoci . .
(thj,openEpochsj7 usedEpochsj) +— (e, {e},{€}) (stj, G5, m, th, ctr™P°T) GCCP~R¢CV(375tj7gj7%C)
(st1, gi)’ oy (stn, gi) +s GCcp.Init(n) If eventlnfolz, ctr®™] #£ (MSG, th, ctrin-epoch m) then
Aorrm-chipe (511, G1), - (stn, Gh)) win ¢ true .
ReturnmwcinIDt Y 7 Cli, j, ctr®®™] + L ; Return (gj-, m, th, ctri™eroch)
SEND(i,m) // i € [n],m € GCcp.MS APPLYCHKPT(4, j, ctr¥®™) // i, j € [n], ctr®®™ € N
Ctrg’ame « Ctrgame 4 1: Ctriﬁ_epOCh « Ctrirn_EPOCh + 1 require C[Z,], ctrgame} 75 1L
(sti, Gi, c) s GCcp.Send(i, sti, G}, m) require .ev.entlgaz)e[i,ctrgame} € {CHKPT} x {th;} x N x {0,1}*
eventlnfoli, ctr®™] « (MSG, th;, ctr™*P°" m) ¢ <= Cli, j, ctre™™]

in-epoch new - game
C[i,j, Ctr%ame] —c Vje [n} \ {Z} (CHKPT;’thre;’_:torc'ﬁf ne‘z\,thref ) — eventlnfo[z,ctr' ] .
Return (st;, G, ¢, ctre™) (stj,Gj, ctr™ PO th"e) GCcp.ApplyChth(j,stj,g]-,z,c)
c CHkPT(i) /i € 1] If eventlnfol[s, ctr®™m] #£ (CHKPT,th]-,ctr'"'ep"Ch,th”eW) then

REATECHKPT(i) // i€ [n :

/ win < true

Ctr®™ — ctr®™ 1 et e L1 If th!SY € used Epochs; then win < true
(sti, Gl c,th™) <—s GCcp.CreateChkPt(i, st;, G1) th; < thig"; openEpochs; < openEpochs; U {thrg"
eventlnfoli, ctr®™] < (CHKPT, th;, ctr™®°%" th"e) usedEpochs; < usedEpochs; U {thi"} ; ct|r'j"'e'DOCh 0
Cli,j,ctr¥® ™ < ¢ Vj € [n] Cli, j, ctr®™] < L ; Return (G, ctr™ePo the")
Return (st;, Gi, ¢, th™, ctr®™)

Fig. 15: Game GCORR-m-chket defining message correctness of GCcp with parameter n. Here O =
{SEND, RECV, CREATECHKPT, APPLYCHKPT} and S = {MSG} x openEpochs; x N x GCcp.MS.

Theorem 8. Let GCcp be a group chat with checkpoints. Let n € N with n > 1. Let redact be a redaction
function and restrict a restricted graph function on graph views. Let Aca-chkpt be an adversary against the
CA-chkpt security of GCcp with respect to n, restrict, and redact. Then we build adversaries BINT-PCTXT-chkpt
and BcoRR-G-chkpt Such that

CA-chkpt INT-PCTXT-chkpt CORR-G-chkpt
AdVEC L restrict redact (ACA-chkpt) S Advge o (BINT-PCTXT-chkpt) HAAVEC 1 restrict redact (BCORR-G-chkpt ) -

The proof and reduction games are in Appendix B.

8 Server-aided causal awareness

In the server-aided setting, message ciphertexts and causal evidence are delivered separately. A sender
gives the server both an in-band ciphertext and a corresponding evidence object. The server can fan out
the ciphertext immediately and store the evidence for later retrieval. A receiver can display the message
immediately and, if needed, fetch the evidence later to reconstruct the sender’s causal context.

The syntax in Fig. 18 makes this split explicit: Send returns an in-band ciphertext ¢ and delayed
evidence evidence, Recv returns the message, its send-counter value, and a verification token, and Verify
checks candidate evidence against that token. Thus, a receiver need not download the evidence merely
to display the message. If every receiver later fetches every evidence object, however, the asymptotic
worst-case communication cost is unchanged.

The split limits availability: the delivery service can withhold evidence and thereby delay causal
awareness. Withholding alone cannot create accepted evidence. It also requires evidence binding: each
ciphertext must bind its delayed evidence so that the service cannot substitute a different evidence object.
A construction can authenticate a commitment inside the encrypted plaintext or as authenticated sidecar
data; encrypting the evidence itself is optional. The proof appears in Appendix C.

We now formalize the server-aided setting and state its central implication: graph correctness and
INT-PCTXT security imply causal awareness. The proof appears in Appendix C.
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Game gg(?ciﬁ;zg,;:shtl:i?:tt,redact(ACORR'Q'Chth) R,ECV(i,j, ctrgame) /) i,5 € [TL], i # j,ctr®®™ e N
win < false ; G + InitGraph(n) require C[i, j, ctr®™] # L
(ctr?a"‘e7ctr‘],"'ef’°c") «(0,0) Vjeln)] require eventlnfo[i, ctr®™] € {MSG} x openEpochs; x N

.o ame in- h - ame
(th;, openEpochs;, usedEpochs;) < (¢, {e},{e}) Vj € [n] ¢ CZ[Z7J7Ctrg 15 (Mhscythrefﬂt"lrr;fepoc ) evelntlnfo[z,ctrg ]
(Stl, Qi), ey (Stn, QL) s GCcplnlt(n) (Stjv gj7 m, th7 ctriePec ) A GCCP.RGCV(]'7 Stjv gj7 i7 C)
AigNéjé{{;i\;ﬁ?EATECHKPT,APPLYCHKPT((stl7 gi% o (Stn, g7ll)) If m = 1 then return'J_‘ epoch
Return win G + AddRecvVrtx(G, 1, j, (thref, ctr "))

If redact(G}) # restrict(redact(G), j) then win <« true
Cli, j, ctr®®™] +— L ; Return (g;,m,th, ctr'"’ep"d‘)

APPLYCHKPT(, 4, ctr®™) // i,j € [n],ctr®™ € N

SEND(3,m) // i € [n],m € GCcp.MS

ctrd™ — ctrf ™ 4+ 1 ctrii"'e'mh — ctrii"’ePOCh +1
(sti,Gl, c) <= GCcp.Send(i, st;, GF, m)

G AddSendVre(G., (th, ) e, ) e Cligar 2L
.. game ., in-epoch require eventlnfo[i, ctr®™¢] € x {th;} x N x {0,1}"

eve'nFInfoLz%itri |+ '(MSG,th/L,(‘:tri ) ¢ Cli.j, ctre™]

C[Zvjyctri } —c V] € [n] \ {7/} - in-epoch new - ame

Return (sts, G, ¢, ctr®™) (CHKPT, theer, ctr P, thig") < eventlnfol[i, ctr®™]

o (stj,g]lv,ctr'"'e"“h,th"ew) < GCcp.ApplyChkPt(y, st]-,g;,i, c)

CREATECHKPT(?) // i e} [n] . IE th™™ — | then return L

CErE™® o ctrf™e 4 1 ctrmPON P 4 If thi" € usedEpochs; then win < true

(sti, G! e, th™™) s GCcp.CreateChkPt(s, st;, Gh G + AddRecWWrtx(G, i, j, (thyer, ctr:Po"))

G < AddSendVrtx(G, i, (th;, ctr'i"'e"“h_), (CHKPT, th"™, ¢))  If redact(G}) # restrict(redact(G), j) then win < true

eventlnfo[i, ctr®™] < (CHKPT, th;, ctr™°®" thmew) th; < thi&"; openEpochs; < openEpochs; U {th;g"

Cli, j,ctr¥™) «— ¢ Vj € [n] usedEpochs; < usedEpochs; U {thig"} ; ctr';"e""ch +~0

Return (st;, G, ¢, th"™", ctr®™) CTi, j,ctr®™] « L ; Return (G}, ctr™P°™ th"e")
Game Ggeooon" ™ (AiNToxcchion) RECV(3,j,¢) // 4,7 € [n],i # j,c € {0,1}"
win « false; (st1,Gl),..., (stn, GL) <3 GCcp.Init(n) (stj, G5, m, th, ctr™®°") « GCcp.Recv(], st;, G}, i, c)
(ctr'j"'ep“h,thj,openEpochsj) +— (0,e,{c}) Vje€|n] If m = L then return L

. ASEND,RECV,CREATECHKPT,A CHKPT | . If th E hs. th in <t
S « @7 AII\‘I:'II\il-)x-cEE;t REATECHKPT,APPLYCHK T7 Return win ¢ openkeEpoc SJ iir:p:)l\cl:‘n rue
) o msglnfo < (MSG, th, ctr ,m)

SEND(Z’m) ! € [n],m € GCcp.MS entry < (i, j, msglnfo, c) / INT-PCTXT-chkpt
crinePoeh o cyimepoch | g entry < (i,7,c¢) // INT-CTXT-chkpt
(sti, Gl c) «s GCcp.Send(i, sti, Gt,m) entry < (i, j, msglnfo) // INT-PTXT-chkpt
msglnfo < (MSG, th;, ctr™®° m) If entry ¢ S then win < true else S < S\ {entry}
S+ SU{(i,j, msginfo,c) | j € [n] \ {i}} // INT-PCTXT-chkpt Return (G}, m, th, ctr™e°")
S+ SU{(i,jg,c) | 5 € [n]\ {i}} /[ INT-CTXT-chkpt = AppryCHKPT(i,j,c) // i,j € [n],c € {0,1}"
S« SU{(4, 4, msglnfo) | j € [n] \ {i}} INT-PTXT-chkpt

(stj, g;, ctrimePech threw) < GCcep.ApplyChkPt(7, st;, g},i, c)

Ret !
eturn (G, ¢) If th"™" = 1 then return L

CREATECHKPT(i) // i € [n] chkptinfo < (CHKPT, th;, ctri™ePoch threw)

ctri PO POt 4 entry < (4, j, chkptInfo, ¢) // INT-PCTXT-chkpt
(sti, G, c, th"™) <—s GCcp.CreateChkPt(i, st;, G) entry < (4,7, ¢) / INT-CTXT-chkpt
chkptlnfo < (CHKPT, th;, ctri*P°", th"e) entry < (i, 4, chkptinfo) / INT-PTXT-chkpt
S + SU{(i,j,chkptinfo,c) | j € [n]} // INT-PCTXT-chkpt If entry ¢ S then win « true else S « S\ {entry}

S+ Su{(i,j,c)|je[n]} // INT-CTXT-chkpt th; < th™"; openEpochs; < openEpochs; U {th"*"}

S « S U{(i,],chkptinfo) | 5 € [n]} // INT-PTXT-chkpt ctrj"®°" <~ 0; Return (G}, ctr™ P>, th"")

Return (G, ¢, th")

Fig. 16: Top pane: Game G ORR-9-<hkpt defining graph correctness of GCcp with parameters n, restrict,
and redact. Bottom pane: Game G'NT*<"kPt defining integrity of GCcp with parameters n and = €
{PCTXT, CTXT,PTXT}.

Server-aided syntax. Fig. 18 gives the interface; Verify is deterministic and Boolean-valued and, on
rejection, leaves the state and local graph unchanged.

Delayed-evidence graph functions. An accepted Recv adds an ordinary receive vertex; a later accepted
Verify invokes AddEvidenceReceipt to append an evidence receipt. Fig. 19 declares the inherited base
functions and defines AddEvidenceReceipt.

In a server-aided group chat, the algorithm Recv can return a message before its causal evidence is
fetched and verified. An ordinary receive vertex records this delivery. A later successful verification is
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Game Gep et (Aca-chkpt) REcv(i,j,¢) // i,j € [n],i# j,ce {0,1}"

GCcp,n,restrict,redact

win < false; (st1, g{), ooy (St QL) 8 GCcp.Init(n) (stj, g;w m, th, Ctrin_EPOCh) + GCcp.Recv(y, st;, g;, i,c)
(Ctrl;_ePOCh,th]‘) « (07 E) V] c [n] If m = L then return L )
G < InitGraph(n) ; Ayl HATCIFRATIYCIET G AddRecWrtx( i, (th,ctr )

If redact(G!) # restrict(redact(G), j) then win « true
Return (G:, m, th, ctr'™ ")

AppLYCHKPT(7,7,¢) // 4,7 € [n],c € {0,1}"

Return win
SEND(z,m) // i € [n],m € GCcp.MS
Ctriin_epOCh = Ctriin_ep“h +1 1 in-epoch new . l
(sti,gf,c) s GCcp,Send(i,sti,_gf,m) (Stj,rgvz,ctr ,th ) — GCcp.AppIyChth(],stj,gj,z,c)
G « AddSendVrtx(G, i, (th;, ctr™°), (MSG, m, ¢)) IFth™ = L then return L =

) G + AddRecvVrtx(G, i, j, (th;, ctr'™ o))
Return (G;, ¢) . . ) .
o If redact(Gj) # restrict(redact(G), j) then win « true
CR-EATECHKP”‘F(’L) /) 1€ [71} thj — thnew; dl:rlp—epoch «0
ctrimePoch  cgyinepoch 4 g Return (G, ctr™ePoh thev)
(sti, Gi, ¢, th™") s GCcp.CreateChkPt(i, sti, Gi)
G + AddSendVrtx(G, i, (th;, ctr™P°™") (CHKPT, th"*", c))
Return (G}, ¢, th™")

Fig. 17: Game G“A-<MkPt defining causal awareness of GCcp with parameters n, restrict, and redact.

(st1,GL), ..., (stn,GhL) <3 GCsa.lnit(n)

(sti, G!, c, evidence) <—s GCsp.Send(4, st;, GL, m)

(stj, g§-7m, ctr, verTok) <— GCsa.Recv(j, st;, g;, i,¢)
(stj, le-, acc) < GCsa.Verify(j, st;, gj-, verTok, evidence')

Fig. 18: Syntax of a server-aided group chat.

InitGraph(n)

nextCtr(V)

AddSendVrtx(G, i, eid, label)

AddRecvVritx(G, i, j, eid)

// All four functions are as in Fig. 3.
AddEvidenceReceipt(G, 1, j,eid) // i,j € [n]
(n,Vi,..., Vo, E) < G

U < {u € V; | u.type = SEND A u.eid = eid}

If |U| # 1 then return G

{u} «+U; R+ {veV;|(uv) €E}

R+ {v € R | v.type = RECV A v.eid = eid}

If |R| # 1 then return G

T + {r € V; | r.type = RECEIPT A r.eid = (i, eid)}
If |T| # 0 then return G

ctr « nextCtr(V;) ; r < (j, RECEIPT, ctr, (i, eid), true)
V; « V;U{r}; Return (n,V1,..., Vo, E)

Fig. 19: Delayed-evidence graph functions.

recorded separately by appending a matching evidence-receipt vertex at the receiver’s next local counter;
rejected verification adds no event. This records the order of delivery and verification without modifying
the earlier delivery record. The functions InitGraph, nextCtr, AddSendVrtx, and AddRecvVrtx are unchanged
from Fig. 3. Fig. 19 declares these inherited functions by reference and defines the new AddEvidenceReceipt
function.
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Game QGCSST?;LT”'SA(ACORR,WSA) SEND(4,m) // i € [n],m € GCsa.MS

win < false ctry <—ctr; + 1

ctrj <~ 0 Vj € [n] (sti,G!, c, evidence) «s GCsa.Send(i, st;, Gi, m)
(st1,G1), ..., (stn,GhL) <3 GCsa.lnit(n) sendEvidence[i, ctr;] < evidence
ALORRECOYIY (st1, GY), - .., (8tn, Gh)) 5 Return win  Mi, ctri] <= m

Cli,j,ctr;] + ¢ Vj € [n]\ {i}

VERIFY (3, j,ctr) // i,j € [n],ctr e N Return (sti, G, ¢, evidence)
require pendingToken[i, j, ctr] # L

verTok < pendingToken([i, j, ctr] M /] i,J € [n],i# j,ctr €N

evidence < sendEvidence][i, ctr] require C[i, j,ctr] # L

(stj, gj., acc) « GCsa.Verify(j, st;, g;,verTok, evidence) € < Cli, j, ctr]

If acc = true then (stj, Gt m,ctr’,verTok) <— GCsa.Recv(j, st;, Gl i, c)
pendingToken(, j, ctr] «— L If (ctr’,m) # (ctr, M[i, ctr]) then win < true

Else win < true If m = L then return L

Return (G}, acc) pendingToken[i, j, ctr] < verTok

Cli, j,ctr] + L; Return (G}, m,ctr’)

Fig. 20: Game G ORR-™-SA {efining message correctness of GCsa with parameter n.

In the server-aided setting, a delayed-evidence graph retains the base five-field vertex format, local
counter order, and delivery edges, but additionally permits vertices of type RECEIPT. Because send-event
identifiers are unique only per sender, the receipt vertex for sender i’s event eid uses (i, eid) as its event
identifier. The receipt vertex’s user field is j, the receiver whose timeline contains the receipt. The event
identifier includes the sender because the graph-label field may be removed by redaction. The receipt
vertex’s graph-label field is the fixed value true because AddEvidenceReceipt is called only after successful
verification. The receipt does not repeat the send label because it represents verification rather than
another delivery. This fixed value fills the common graph-label field; no algorithm branches on it. No
delivery edge is added for a receipt. The receipt’s counter places it after the corresponding receive on the
receiver’s local timeline without changing that earlier event.

We say a delayed-evidence graph G is valid if it can be obtained from InitGraph(n) by a finite sequence
of calls to the graph-update functions AddSendVrtx, AddRecvVrix, and AddEvidenceReceipt. The previously
defined local and causal orders, graph restrictions, and redactions apply unchanged.

Server-aided correctness. Message correctness is shown in Fig. 20. It checks that, for an honest in-
band ciphertext, Recv returns the corresponding message, counter, and verification token, and that Verify
accepts the evidence produced by the same Send call when given that token. Unlike the server-aided
graph-correctness game, the game in Fig. 20 neither initializes nor updates a global causality graph and
does not compare the receiver’s redacted local graph with a required subview of the redacted global graph.

For a query to the oracle SEND, the server-aided message-correctness game records the sent message
in M under the sender and send counter. The added check after the algorithm GCsa.Recv compares the
returned message and send counter with that record. The added check in the oracle VERIFY requires the
algorithm GCga.Verify to accept the delayed evidence produced by the honest send identified by (i, ctr)
when given the token previously returned by GCgsa.Recv.

Graph correctness is shown in Fig. 21. The receive oracle records a receive edge in the global graph.
The verify oracle records an evidence receipt when honest delayed evidence is accepted. After each update,
the receiver’s redacted local graph must match the required restriction of the redacted global graph.

Server-aided integrity. The integrity game is shown in Fig. 21. Parameter x € {PCTXT,CTXT,PTXT}
selects what an accepted Recv on adversarial in-band input must match to an honest send. In each group
of variant-specific lines, only the line marked with the selected variant is active. For a token returned by
Recv on an honest in-band ciphertext, evidence binding requires Verify(verTok, evidence’) to accept only
the evidence produced by the same Send call.
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Server-aided causal awareness. The causal-awareness game is shown in Fig. 21. The adversary chooses
the in-band component and later chooses candidate evidence. The verification token is returned by the
algorithm GCga.Recv for the delivered in-band component.

The game models outsider-style security: under the server-aided integrity condition used in the the-
orem, any accepted evidence must originate from an honest send. Modeling insider security would addi-
tionally require adversarial senders that can authenticate inconsistent claims; we leave that setting out
of scope.

Theorem 9. Let GCsp be a server-aided group chat. Let n € N with n > 1. Let redact be a redaction
function and restrict a restricted graph function on graph views. Let Aca.sa be an adversary against the
CA-SA security of GCsa with respect to n, restrict, and redact. Then we build adversaries BINT-pCTXT-SA
and Bcorr-g-sa such that

CA-SA INT-PCTXT-SA CORR-G-SA
AdVGCSA,n,restrict,redact(ACA-SA) < AdVGCSA,n (B|NT-PCTXT-SA) + AdVGCSA,n,restrict,redact(BCORR—Q-SA)'

Proof sketch. Game Gy records honest sends and their delayed evidence without changing the server-
aided causal-awareness game. Game G; aborts if an accepted message has no matching honest send or
if accepted evidence differs from the evidence produced by that send. Adversary BiNT_-pcTxT-sa answers
each query using the matching server-aided integrity oracle, so every badgy event makes BiNT.pcTxT-sA
win in that game. Game G2 suppresses wins caused when the receiver’s redacted local graph differs from
the receiver’s required view of the redacted global graph. If G; does not abort, each accepted message
or evidence object is associated with an honest send. Adversary Bcorr.g-sa evaluates the deterministic
receive-side algorithm locally and forwards the corresponding query to its graph-correctness game. State
preservation on rejection keeps the two executions synchronized until bad; is set, so every bad; event
makes this adversary win. The Fundamental Lemma bounds both hops, and G2 has no remaining win
condition.

9 Deployment costs and limitations

Worst-case communication costs. For a global causality graph G = (n,V, E), let |G| = |V| + |E|
denote the number of elements in G. Consider an execution with m sends. The global graph contains
exactly m send vertices and, since each send has at most n — 1 corresponding receives, at most m(n — 1)
receive vertices and m(n — 1) edges. Hence

|Gl <m+2m(n—1)=(2n — 1)m.

We now bound the per-send communication costs for each construction in Section 5. In GCaive-max,
every send carries the sender’s entire local graph, which in the worst case equals the global graph G;
the overhead is therefore (2n — 1)m = O(mn). The GCyax construction includes only a graph delta with
each send, omitting vertices and edges already acknowledged by every other user. GC,ax degrades to
GChaive-max in the worst case when no vertex or edge has been acknowledged by every user (e.g., when one
user never sends), so its overhead is again O(mn). In GCapop, each send includes a graph delta consisting
of the sender’s actions, omitting already acknowledged vertices and edges. In the same worst case as
for GCpax, let s denote the number of messages sent by a particular sender. That sender must include
its entire action history in each sent message: s send vertices for its own sends and, for each of the at
most m — s received messages, three elements (the receive vertex, its corresponding send vertex, and the
connecting edge), for an overhead of s + 3(m — s) = O(m). Chen and Fischlin observed similar costs in
the two-party setting [CF24].

Worst-case computational costs. We now bound the per-send and per-receive computational costs
for each construction in Section 5. We begin with the receive procedure, which is shared by all three
constructions. A receive computes the union QJL UGA of the receiver’s local graph and the received graph
delta, in time O(|G}| + |G2|). Both operands are bounded by the global-graph size (2n — 1)m, so the
worst-case per-receive computational cost is O(mn).
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The send procedures differ. In GCpaive-max, & send copies the sender’s entire local graph into G2, so its
cost matches the local-graph size, which is O(mn) in the worst case. In GCyax, a sender ¢ computes, for
each of the n — 1 other users, the portion of its local graph G! that user already has and subtracts it from
Gl. Each of these n — 1 iterations scans the whole local graph and subtracts the corresponding portion,
at cost O(|G!|) = O(mn), so the per-send cost is O(mn?). This complexity results from the notational
simplicity of Fig. 9 rather than an inherent cost: if each user maintains the already acknowledged subgraph
Gn and updates it on every receive, a send computes G2 = G! — G with a single subtraction, reducing
the cost to O(mn). In GCahop as written, a sender ¢ computes rG2Hop(G!, ) for each of the n — 1 other
users, at cost O(|G!|) = O(mn) each, so the per-send cost is O(mn?). Since G2 C G; and |G;| = O(m),
a sender that maintains G; and, for each other user, the latest send of 7 that the user has confirmed can
compute G2 with one pass over G;, reducing the per-send cost to O(m).

Whether the worst cases discussed above occur depends on the group’s messaging pattern and the
reliability of delivery. For both GC,,x and GCopop, the per-send delta contains events not yet acknowledged
by every member, so its size depends on how far the least up-to-date member lags. When all members
send regularly and messages are delivered reliably, every member continuously acknowledges messages,
so this lag stays within a small recent window. To reduce this dependence on communication patterns,
deployments can adopt the checkpoint or server-aided delivery variants.

Improvements via checkpoints and server-aided delivery. Checkpoints and server-aided delivery
offer conditional savings, though neither changes the asymptotic worst case. Once applied, a checkpoint
establishes a common baseline, allowing later messages to omit that shared component from their graph
deltas instead of transmitting it again. However, checkpoints do not change the asymptotic worst case,
which is reached when a checkpoint fails to establish a baseline shared across users (e.g., when the only
user to create checkpoints never receives any message, so no other party benefits from it). An application-
supplied checkpoint policy would determine when a user creates a checkpoint (e.g., when the user’s graph
delta reaches x elements or once per day). Each user would evaluate this policy after each receive and
before each send. Therefore, the per-message communication and computational overhead reduces to at
most the threshold specified in the checkpoint policy.

Server-aided delivery similarly offers conditional savings. For senders, server-aided delivery incurs the
same per-send overhead as the non-server-aided construction; a receiver’s costs, however, are lower when-
ever it does not fetch every evidence object. If a receiver fetches every evidence object, its communication
cost matches the non-server-aided cost and includes the additional in-band binding.

Scope and limitations. Our model assumes static groups and honest members, while the adversary
controls delivery. Extending the model to dynamic groups would require defining the global graph and the
restricted graph function with respect to membership. Adding a member requires a policy that determines
the new member’s baseline and how much pre-join history they may learn. Removing a member requires
policies for messages sent before the removal but delivered afterward and for retaining causal references
to the removed member. Moreover, group-messaging approaches such as TreeKEM [WPB25|, Sender
Keys [BCG23|, and per-recipient transmission over pairwise Double Ratchet channels [RMS18] handle
membership changes differently. Addressing dynamic groups would require treating each of these settings
individually, which is beyond the scope of our work. We believe that our core technique of sending the
relevant subgraph of the sender’s local graph would nonetheless apply.

Malicious members create a separate difficulty: they can lie about or omit observations, so a trans-
mitted subgraph need not represent what they actually knew when sending. Handling malicious members
remains outside our scope.

Our model also does not capture several features that deployed messengers provide. For example,
message edits and deletions allow modifications to a send event after it has been delivered, whereas a
vertex in our causality graphs cannot be updated once added. Deployed messengers also support multiple
devices per user, each of which would act as its own sending source; our model gives each user exactly
one local graph and one action counter. Capturing these features would require causality graphs whose
events can supersede earlier ones and whose vertex sets are indexed by device, together with restricted
graph functions that state what each device must know.
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Relatedly, our model treats communication between two users as a single long-term channel. In de-
ployment, this channel is itself realized by many pairwise sessions. Signal manages these with its Sesame
layer and stores up to 40 sessions per device: one is the current active session used to encrypt, the
remaining sessions are retained, and any session that can decrypt an incoming message becomes the
active one [CJN23]. Messages between two users may therefore arrive over several different sessions, and
a receiver must reconcile the causal information it derives from each. Our work does not model this
reconciliation.

Causal awareness authenticates a selected causal view; it neither forces all users’ transcripts to converge
nor imposes total-order delivery. It also does not by itself establish message confidentiality, forward
secrecy, post-compromise security, or metadata privacy. Our Graph-then-Encrypt construction simply
passes the graph-correct channel’s output as the plaintext payload to an encrypted channel. Therefore,
those properties must come from, and be preserved by, the surrounding encrypted channel.
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CORR-G-SA
GCgp ,n,restrict,redact

Game G (Acorr-g-sa)

win « false ; G « InitGraph(n)
ctrj <0 Vj € [n]

(st1,G1), ..., (stn,Gl) <3 GCsa.lnit(n)
AgEoNé)éf{gEngVERIFY((stl, g{), ooy (stn, gL)) ; Return win

VERIFY (3, j,ctr) // i,j € [n],ctr € N
require pendingToken[i, j, ctr] # L
verTok < pendingToken[i, j, ctr]

evidence « sendEvidence][i, ctr]

(stj, g;, acc) < GCsa.Verify(j, st;, g;, verTok, evidence)

If acc = true then
pendingToken([i, j, ctr] < L
G + AddEvidenceReceipt(G, 1, j, ctr)

If redact(G!) # restrict(redact(G), j) then win < true G« AddReCVVftX(Q%J&”)

Return (G}, acc)

SEND(i,m) // i € [n],m € GCsa.MS

ctr; < ctr; +1

(sti, G, ¢, evidence) «—s GCsp.Send (4, st;, G, m)
sendEvidence[i, ctr;] + evidence

G < AddSendVrtx(G, i, ctr;, (m, ¢))

Cli,jctri] — ¢ Vj € [n]\ {i}

Return (st;, Gl, c, evidence)
RECV(i,j,ctr) /) i,j € [n],i
require C[¢, j, ctr] # L

¢ < Ci, j,ctr]

(stj,gé,m, ctr’, verTok) < GCsa.Recv(j, st],gj, ,C)
If m = L then return L

pendingToken(, j, ctr] <— verTok

# j,ctr e N

If redact(G!) # restrict(redact(G), j) then win < true
Cli, j,ctr] < L; Return (G}, m,ctr)

INT-x-SA
Game GaConin

(AiNT-x-sA)

win « false; S « ()
ctrj - 0 Vj € n]

(st1,GY),. (stn, GL) <3 GCsa.lnit(n)
A,S,\?DX_RE“ Venry ; Return win

VERIFY (3, j, ctr, evidence’)

// i,j € [n],ctr € N, evidence’ € {0,1}"

require pendingToken([i, 7, ctr] # L

verTok < pendingToken([i, 7, ctr]

(stj, g;, acc) < GCsa.Verify(j, st;, g;-, verTok, evidence’)

If acc = true then
If evidence’ # sendEvidenceli, ctr] then win < true
pendingToken[i, 7, ctr] « L

Return (G}, acc)

SEND(i,m) //
ctr; <—ctr; +1
(sti, G, c, evidence) <—s GCsa.Send (4, st;, GL,m)
sendEvidence[i, ctr;] + evidence

i € [n],m € GCsp.MS

S« SU{(i,j,ctri,m,c) | j € [n]\ {i}} // INT-PCTXT
S+ SU{(i,j,c) | j€n\{i}} // INT-CTXT
S+ SU{(i,j,ctri,m) | j € [n]\ {i}} // INT-PTXT

Return (G}, ¢, evidence)
REcv(i,j,¢) /) i,j € [n],i# j,c€{0,1}"

(stj,gé-,m,ctr, verTok) < GCsa.Recv(y, st],gj, ,C)
If m = L then return L

entry — (7'5 j7 Ctl’, m, C) INT-PCTXT
entry < (4,7, ¢) // INT-CTXT
entry < (i, j,ctr,m) // INT-PTXT

If entry ¢ S then win <« true
Else S < S\ {entry}
pendingToken(, j, ctr] < verTok
Return (G}, m, ctr)

CA-SA
Game gGCSA,n restrict,redact

(Aca-sa)
win < false ; G + InitGraph(n)

ctrj <~ 0 Vj € [n

(st1,G1), ..., (stn,Gh) <5 GCsa.lnit(n)
AEZIYIS)ARHCV,VHI{I]“Y : Return win
RECV(i,j,¢) // i,j € [n],i # j,c € {0,1}"

(stj, gj, m, ctr, verTok) < GCsa.Recv(j, st;, g;,z’, c)
If m = L then return L
pendingToken(i, j, ctr] « verTok
G + AddRecvVrtx(G, 1, j, ctr)

If redact(G!) # restrict(redact(G),
Return (G}, m, ctr)

j) then win « true

SEND(i,m) // i € [n],m € GCsa.MS

ctr; < ctr; +1

(sti,Gl, c, evidence) «s GCsa.Send(i, st;, GL, m)
G < AddSendVrix(G, i, ctri, (m, c))

Return (G}, ¢, evidence)

VERIFY (i, j, ctr, evidence')

// i,j € [n],ctr € N, evidence’ € {0,1}*

require pendingToken([i, 7, ctr] # L

verTok < pendingToken([i, j, ctr]

(stj, Q;-, acc) + GCsa.Verify(j, st;, Q’;-,verTok7 evidence')
If acc = false then return (G}, false)
pendingToken[i, j, ctr] < L

G < AddEvidenceReceipt(G, i, j, ctr)

If redact(G!) # restrict(redact(G), j) then win < true
Return (G!, acc)

Fig.21: Top pane: Game G ORR-9-5A defining graph correctness of GCsa with parameters n, restrict,
and redact. Middle pane: Game G'NT*A defining integrity of GCsa with parameters n and z €
{PCTXT,CTXT,PTXT}. Bottom pane: Game G“*>* defining causal awareness of GCsp with parame-

ters n, restrict, and redact.
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Game G RECV(4,j,ctr) // 4,5 € [n],i # j,ctr e N

win < false require C[i, j, ctr] # L

G <+ InitGraph(n) p « Ci, j, ctr]

ctr; + 0 Vj € [n] (G2, m,ctr’) < p

st; + 0,G! < InitGraph(n) Vi € [n] G+ ghug?

AR ((st1,G1), ..., (stn, Gh)) Gl + AddRecvVrtx(G}, i, j, ctr’)
Return win If m = L then return L

Ms 9 < AddRecvVrtx(G, 1, j, ctr)
If redactLbl(G}) # rGMax(redactLbl(G), j) then
win < true

SEND(i,m) // i € [n],m € GChaive-max-
ctry < ctr; + 1

SiTR=astoE=l . Cli, j,ctr] « L
QiA<— AdldSendVrtx(gi,z,sti,J_) Return (g;7m, ctr')

p < (gd,m, sty)

G + AddSendVrtx(G, i, ctr;, (m, p))
Cliyj,ctr;] < p Vj € [n]\ {i}
Return (st;, G, p)

Fig. 22: Game G used in the proof of Theorem 1. The lines in gray were added by expanding GCpaive-max-Init,

. CORR-G
GChraive-max-Send, and GCive-max-Recv in the game GGCovemm 1, rGMax,redactLbl -

A Proofs for group chat constructions

A.1 Proof of Theorem 1

The game G in Fig. 22 is obtained by expanding multiple lines in gGanEifax,n,rGMax.redactLbl’ where the

expanded lines are marked in gray. To prove Theorem 1, we establish the following invariant throughout
this game:
redactLbl(G}) = rGMax(redactLbl(G),i) Vi € [n].

If this invariant holds, the win flag is never set in RECV and Pr[gga':iﬁx n.rGMax.redactLbl (AcORR-¢)] = 0.

Initialization. Both G! and G are initialized to the empty graph, so rtGMax(redactLbl(G), ) = redactLbl(G!)
holds trivially for all ¢ € [n].

Send. Consider any SEND(4,m) call. Let G! and G be i’s local graph and the global graph respectively
at the beginning of the current SEND call, and gf/ and G’ be the same graphs at the end of the SEND call.
Assuming the invariant at the beginning of the send call, we have rGMax(redactLbl(G), i) = redactLbl(G!).
We show that rGMax(redactLbl(G’), ) = redactLbl(G!).

In the current SEND call, the GCpaive-max-Send adds a new sending vertex u to gf with send-event identi-
fier st; and label L to obtain gél; the game adds the same vertex to G with label (m, p) to obtain G’. Since
redactLbl removes the graph label, the vertices added to G! and G are identical after redaction. The newly
added vertices now become v? . in gf’ and G'. After redaction, rGMax(redactLbl(G’), ) and redactLbI(gf/)
extend the two sides of the invariant by the same vertex. Hence rGMax(redactLbl(G’), ) = redactLbI(gél).
No edges or vertices were added for any j € [n]\ {i}, so rGMax(redactLbl(G),j) = redactLbI(gé) continues
to hold.

Receive. Counsider any RECV(4,j, ctr) call. Let g; and G be j’s local graph and the global graph
respectively at the beginning of the current RECV call, and gj.’ and G’ be the same graphs at the end of the
call. Assuming the invariant at the beginning of the call, we have rGMax(redactLbl(G), j) = redactLbI(g;»).
We show that rGMax(redactLbl(G’), j) = redactLbI(Qé-/).

Let u be i’s sending vertex with send-event identifier ctr and v be the new receive vertex of j. The
payload stores G2 = G! as captured during the matching SEND(7,m) call. By the invariant at the end of
that send call, redactLbl(G) equals rGMax(redactLbl(Gas send), 7), i.¢., G2 contains all vertices w € Gas send
such that w < u. Since the causal ancestors of any fixed vertex u are unchanged by later additions, G
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Game G SEND(¢,m) // i€ [n],m e {0,1}"

win < false ctry «—ctry +1

G < InitGraph(n) sty < st +1

ctrj < 0 Vj € [n] G! < AddSendVrtx(G!, 1, st;, L)
st; < 0,G! < InitGraph(n) Vi € [n] (n,V,E) + G!

AE%NQDS'QECV((SM, Gh,..., (stn,GL)) For all j € [n] \ {i} do

Return win Vhax < max(Vj, <g)

Vi+{veVv: v < vl

REcv(i, j,ctr) // i,5 € [n], ¢ j,ctr € N ;
(4, g,ctr) //i.j € [nli# ] B {(ny) € B vgeV)

require C[i, j,ctr] # L G« (n, V. E)
p + Cl[i, j,ctr] Ny J (Jg@_g.)
(G2, m,ctr’) < p jem\(i}Yi — Y

p < (gA7 m, Sti)

G + AddSendVrtx(G, i, ctr;, (m, p))
Cliyj,ctrs] < p V5 € n]\{i}
Return (st;, G, p)

gi + Gyuge

G' + AddRecvVrtx(G}, i, 5, ctr’)

If m = L then return L

G + AddRecvVrtx(G, 1, j, ctr)

If redactLbl(G}) # rGMax(redactLbl(G), j) then
win < true

Cli, j,ctr] + L

Return (G!, m,ctr’)

Fig.23: Game G used in the proof of Theorem 2. Lines in gray expand GCpax.Init, GCpax.Send, and
GC Recv in GSORR-9
max- gGCmax,n,rGMax,redactLbl'

still contains all the causal ancestors of w in the current G. By the assumption at the beginning of the
current RECV call, redactLbI(gé-) equals rGMax(redactLbl(G), j), i.e., gj. contains the causal ancestors of j’s
previous latest event Uf-;rev After g} — g; UGA and Add Rechrtx(g;», 1, J, ctr), the receive vertex v satisfies

v%mv < v and (u,v) € G'. The vertices causally preceding v in G’ are exactly the vertices preceding u,

the vertices preceding v{;rev, and the new vertex v itself. The corresponding edge set is the union of the

edges already induced by those two predecessor sets together with the new delivery edge (u,v). These

are exactly the vertices and edges in gj./ after redaction, so redactLbI(gé/) = rGMax(redactLbl(G’), ).
Since the invariant holds after every oracle call, the check in RECV is always false, win is never set,

CORR-G _
and Advge Y GMax redactLbl (ACORR-G) = 0.

A.2 Proof of Theorem 2

The game G in Fig. 23 is obtained by expanding multiple lines in gggji"% +GMax. redactLbls Where the expanded

lines are marked in gray. To prove Theorem 2, we establish the following invariant throughout this game:

redactLbI(gé) = rGMax(redactLbl(G),i) Vi € [n].

If this invariant holds, the win flag is never set in RECV and Pr[gGanRi'% +GMax. redactLbl (Acorr-g)] = 0.

Initialization, Send. These cases follow identically to the same cases in the proof of Theorem 1.
Receive. The GCax.Recv algorithm is identical to GCpaive-max-Recv: both schemes execute g; — QJL uga

followed by AddRecvVrtx; we established the invariant for GCpaive-max by substituting G2 = gf. To reuse
the argument we used in the proof of Theorem 1, it suffices to show that GCpax’s G2 = Ukepp iy (Gi —9)
yields the same updated graph after redaction, i.e., to show that

redactlbl | Gt U | J () — Gx) | = redactLbl(Gi U G)).
ke[n]\{i}

We can rewrite the graph inside the redaction on the left as
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Game G SEND(¢,m) // i€ [n],m e {0,1}"

win < false ctr; < ctr; + 1

G < InitGraph(n) sty < sti + 1

ctr; + 0 Vi€ [n] Gl < AddSendVrtx(G!, i, st;, 1)
sti + 0,G! « InitGraph(n) Vi € [n] (n,V,E) «+ G!

Acomig” (st1,G1),.. (stn, Gr) Gi ¢ (n, Vi, {})

Return win U (n,{},{(z,y) € E: yeVi})

Un {z: (z,y) € EAy e Vil {})

- — For all j € [n]\ {i} do
require .C.[Z,j, ctr] # L G; « rG2Hop(G', 5)
p < Cli, j, ctr] ey (Gi — G;)
(G2, m,ctr’) < p setm\ (i} \ Y1~ i
G <_: g7l. U oa ctr < st ; p < (G<,m,ctr)
gjl, — A]ddRechrtx( ki, g, ctr’) G < AddSendVrtx(G, 1, ctrq, (m, p))

! " Cli,j,ctri] < p Vj € [n]\ {i}

VRl
Return (st;, Gi,p)

RECV (%, j,ctr) // i, € [n],i # j,ctre N

If m = L then return L

G + AddRecvVrtx(G, 1, j, ctr)

If redactLbl(G!) # rG2Hop(redactLbl(G), j) then
win < true

Cli,j,ctr] + L

Return (G:, m, ctr’)

Fig.24: Game G used in the proof of Theorem 4. Lines in gray expand GCpop.Init, GConop.Send, and
GC Recv in GEORR-9
2Hop- GCatop,n,rG2Hop,redactLbl”

gé U Uke[n}\{i}(gé - gk)
=G UG} — (Niep iy 95))
= (g§ U gzl) - (mke[n]\{i} gk - gjl)

Now we show that (¢ (i Ik — G!) is empty after redaction. Since j € [n] \ {i}, the receiver j is
one of the parties indexed in the intersection, so

N 6 <6
ke[n]\{i}

It therefore suffices to show redactLbl(G;) C redactLbI(ng»). By the invariant at the matching SEND
call, redactLbl(G!) = rGMax(redactLbl(Gut send), i), which gives redactLbl(G!) C redactLbl(Gat send)- Since
redactLbl(G;) = rGMax(redactLbl(G!), j) and redactLbl(G!) C redactLbl(Gas sena) C redactLbl(G) (the global
graph is monotone), we have

redactLbl(G;) C rGMax(redactLbl(G), 7).

By the invariant at the beginning of the current RECV call, redactLbI(gjl-) = rGMax(redactLbl(G), j), so
redactLbl(G,;) C redactLbI(gé). Combining these inclusions after redaction shows that (¢, (i3 G5 \ g; is
empty after redaction.

A.3 Proof of Theorem 4

We prove Theorem 4 by showing that the invariant

redactLbl(G!) = rG2Hop(redactLbl(G),i) Vi € [n]

holds throughout the game in Fig. 24. Therefore the check in RECV is always false, the win flag is never
set, and

CORR-G —
Pr[gGCQHop,n,rG2Hop,redactLb| (‘ACORR-Q )] =0.
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Initialization and send. Initialization is immediate because all local graphs and the global graph are
empty. A send by i adds the same new i-vertex to G! and to the global graph, up to labels erased by
redactLbl, and does not change the restricted graph of any other user. Thus the invariant is preserved by
every SEND call.

Receive. Consider a receive query RECV(i, j,ctr). Let G and G’ be the global graph immediately
before and after the RECV call respectively. Let g; and gé-/ be j’s local graph immediately before and
after the RECV call respectively. Let v be the receiving vertex added to the global graph in this RECvV
execution and u be the matching sending vertex of 7. The global graph update during the RECV call gives
G =GU(n,{v} {(u,v)}) (note that v € G since the corresponding SEND query happened before this
RECV query).

Assuming redactLbl(G}) = rG2Hop(redactLbl(G), j), we need to show that

redactLbl(G!) = rG2Hop(redactLbl(¢"), )
This is equivalent to showing that
redactLbI(Q]l-l) - redactLbI(g;-) = rG2Hop(redactLbl(G"), j) — rG2Hop(redactLbl(G), j). (4)
We first rewrite the right hand side of Equation (4). Note that

rG2Hop(redactLbl(G"), j) = rG2Hop(redactLbl(G), j) U (n, {v}, {(u,v)})
U, ViU{w: (w,x) e EAxz eV}, {(w,x) € E: z € V;}).

By the construction of G; in the corresponding SEND call, we have
n,Viu{w: (w,z) e EAx € V;},{(w,x) e E: z€V;}) =G,

where (n,V,E) = G! is the local graph of i after the SEND call and V; is the set of all i-vertices in V.
Therefore,

rG2Hop(redactLbl(G’), j) —rG2Hop(redactLbl(G), j) = (n, {v}, {(u,v)})UG; —rG2Hop(redactLbl(G), 7). (5)
Now consider the left hand side of Equation (4). By the definition of GCanop.Recv, we have
redactLbl(G!) = redactLbl(G}) U (n, {v}, {(u,v)}) UG?
where G2 is defined as
G2 = Usepmp iy (Gi — rG2Hop(GL, k) = Gi — Ny g4y "G2Hop(G}, k).

Let 67 = Miep (i} rG2Hop(G!, k), so that G2 = G; — G". Since j € [n] \ {i},
G" C rG2Hop(GL, 7).

Moreover, since gf C redactLbl(G),

G"' C rG2Hop(redactLbl(G), j).

Finally, since rG2Hop(redactLbl(G), j) = redactLbI(gé) (this follows from our initial assumption),
G" C redactLbl(G}).

Now consider G2 — redactLbI(gj-). We have

G2 — redactLbl(G}) = (G; — G") — redactLbl(G}) = G; — (G" U redactLbl(G')).
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SEND,RECV
Games Go—Go Binr-perxr
win < false ; G < InitGraph(n) AE;“SENDSIMRECV ; Return L

(bado, bady, S) < (false, false, )

ctrj < 0 Vj € [n] SIMSEND (i, m)

(st1,G), ..., (stn, GL) < GC.Init(n) Return SEND(i,m)

AETD‘RECV ; Return win SIMRECV(4, 7, ¢)

SEND(i,m) // i € [n],m € GC.MS Return RECV (4, j, )

ctr; < ctr; +1

(sti, Gi, ¢) s GC.Send(i, sti, Gi, m) Biorea " ((st1,G1), ..., (stn,Gh))
G < AddSendVrtx(G, i, ctrs, (m, c)) S0

S« SU{igetrm) |7 €M\ | G o vie

Return (gf, C) ASIMSEND,SIMRECV
CA

RECV(i,j,¢) // i,j € [n],i # j,c € {0,1}"

(stj, Gt m,ctr) < GC.Recv(j, stj, G, i, ) ctr;  ctry + 1

If m = L then return L (sti, Gl ¢) « SEND(4,m)

entry < (i, j, ctr,m, c) S SU{(i, j,ctrim,c) | j € [n]\ {i}}

If entry ¢ S then 1
bado « true Return (G, ¢)

SIMSEND(Z, m)

abort(false) /) Gpiney | SIMRECV (i, j, €)
Else S < S\ {entry} (stj, g;., m, ctr) « GC.Recv(j, st;, g;, i,¢)
G < AddRecvVrtx(G, i, j, ctr) If m = L then return L
If redact(G!) # restrict(redact(G), ) then | entry < (i, j, ctr,m, c)
bad; < true If entry ¢ S then abort(Ll)
win < true // Goz2) | S < S\ {entry}
Return (g§, m, ctr) RECV (4, j, ctr)

Return (G}, m, ctr)

Fig. 25: Left pane: Games Gy—Go for the proof of Theorem 5. Right pane: Corresponding adversaries
Bint-pctxt (top) and Bcorr.g (bottom). Code added for game transitions is highlighted in green; the
adversaries’ calls to the oracles of their respective security games are highlighted in orange.

Using G" C redactLbl(G!) in the above gives
G* — redactLbl(G}) = G; — redactLbl(G}) = G; — rG2Hop(redactLbl(G), 5).

We now rewrite the left hand side of Equation (4) as

redactLbl(GL) — redactLbl(G}) = ((n, {v}, {(u,v)}) UG?) — redactLbl(G!)
= (n,{v}, {(u,v)}) U (G* — redactLbl(G})) (6)
= (n, {v}, {(u,v)}) U (G; — rG2Hop(redactLbl(G), j)).
Combining Equations (5) and (6) establishes the invariant via Equation (4).

A.4 Proof of Theorem 5

Overview. This proof uses the games and adversaries Biyt.pctxT and Bcorr.g in Fig. 25. We establish
the following claims.

Adv%é,n,restrict,redact (ACA) = PI‘[GO]

Pr[Go] — Pr[G1] < Pr[bad{']

rbad§'] < Adved P (Bint-peTxT)

r(G1] — Pr[Gs] < Pr[bad{?]

r[bad%] < AdyEORR-G (Bcorr-g)
[

GC,n,restrict,redact

O 0O O O O O

P
P
P
PI‘ GQ] :0
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Combining the claims gives
Advgé,n,restrict,redact(ACA)
= Pr[Go] < Pr[badf'] + Pr[gi]
< Pr[bad{'] + Pr[bad{?] + Pr[G.]
< AdVIGNcT;LPCTXT(BINT-PCTXT)

+ AdVCORR_g (BCORR-Q)-

GC,n,restrict,redact

Game Gy. Game Gy is the CA game augmented with a bookkeeping set S. For each honest send and
intended receiver, S stores an entry of the form (3, j,ctr;, m,c). This bookkeeping affects neither the
oracle responses nor the win flag. Hence Pr{Gy] = Advgén,rest,ict,redact(ACA).

Transition Gy — Gi. In game Gy, the oracle RECV (3, j, ¢) invokes the algorithm GC.Recv. If the algorithm
returns m # L, Gy forms entry = (4, j, ctr,m, ¢). If entry ¢ S, the game aborts with output false. Games
Go and G are identical until bady is set. By the Fundamental Lemma, Pr[Go] — Pr[G;] < Pr[badg'].

To bound Pr[badgl]7 BinT-peTxT runs Aca; see Fig. 25. For each oracle query made by Aca, BINT-PcTXT
invokes the matching integrity-game oracle and returns its response unchanged. Until bady becomes true,
this reproduces G;’s oracle interface for Aca. If Aca’s RECV query sets badg, Bint.pcTxT Wins in the
INT-PCTXT game because entry ¢ S.

Transition G; — G2. Game Gz omits the assignment win < true when the receiver’s redacted local graph
differs from the restriction of the redacted global graph for that receiver. Games G; and G are identical
until bad; is set. By the Fundamental Lemma, Pr[G,] — Pr[Ga] < Pr[bad{?].

To bound Pr[bad%], Beorr.g runs Aca; see Fig. 25. Bcorr.g uses the oracles of the CORR-G game to
simulate G2’s oracle interface for Aca. Whenever G» sets bad;, we have entry € S; otherwise the game
would already have aborted. Thus Bcorr.g calls the oracle RECV(i, j, ctr) of the graph-correctness game
for the same honest delivery, and that game sets win because the same two resulting graph views differ.

The state and local-graph pairs initially agree because the graph-correctness game supplies its ini-
tialized pairs to Bcorr.g- To answer Aca’s SEND(i,m) query, Bcorr.g’s SIMSEND procedure calls the
graph-correctness oracle SEND(i,m). The SIMSEND procedure stores the returned state and local graph,
uses the returned c to record the intended deliveries, and returns (G!, ¢) to Aca, preserving the agreement.

To answer Aca’s RECV(4, j, ¢) query, Bcorr.¢’s SIMRECV procedure runs the deterministic algorithm
GC.Recv on Bcorr-g’s copy of (st;, gj) If the algorithm returns m = 1, SIMRECV returns 1 and makes
no call to the graph-correctness oracle RECV. State-preserving rejection leaves both pairs unchanged. If
entry ¢ S, Bcorr.g terminates. Otherwise, entry identifies the same ciphertext in the graph-correctness
game’s table C. The SIMRECV procedure removes entry from S and calls the graph-correctness oracle
RECV(i, j,ctr). That oracle runs the same deterministic algorithm from the same pre-query pair on the
same ciphertext, so the updated pairs again agree. The SIMRECV procedure returns (g;, m,ctr) to Aca.

Game G,. Game G, never sets win, so Pr[G,] = 0.

A.5 Proof of Theorem 6

Overview. This proof uses the games in Fig. 26 and adversaries Bcorr.m and Beorr.g in Fig. 27. We
establish the following claims.

Advé?és_,rgestrict,redactLbI (ACORR-Q) = PI‘[GO]
Pr[Go] — Pr[61] < Pr[bad{']

Prbad§'] < Adveer™ (Bcorrom)
Pr[Gi] < AdvedR® (Bcorr-g)

GCg,n,restrict,redactLbl

O O O O
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Games Go—G1 RECV (3, j,ctr) // 4,7 € [n],i # j,ctr € N

(win,badg) <« (false, false) require C[i, j,ctr] # L

(st$,GY), ..., (stS,Gl) +s GCq.Init(n) ¢ < Cli, j, ctr]

(stE, L),..., (stE, L) < GCe.lnit(n) (st$, st5) « st;

sty (st$,st5),. .., sty < (stS, stE) (m,ctr’) « (L, 1)

ctrj <+ 0 Vj € [n] (575]E-7J_7 payload, ctrg) <— GCg.Recv(j, st]E-,J_,i,c)
G <+ InitGraph(n) If (ctrg, payload) # (ctr, Mg[i, ctr]) then
Ag%Néjéf{gCV'((stl, gi), oy (tn, QL)) ; Return win  bado < true

Return L // G[1.o0)
If payload # L then
(St?, Q;, m, CtrG) — GCG-ReCV(j7 St?y géy 7:7 payload)

SEND(z,m) // i € [n],m € GtE.MS
ctr; < ctr; +1

(st5, st5) + sts If m # L then

(st$, G, payload) s GCg.Send(7, st&, GL, m) st; (st?, stJE_) . ctr'  ctre

(st, L, c) «s GCg.Send(i, stt, L, payload) If m = L then return |

Mel[i, ctrzl — Igayload G + AddRecvVrtx(G, 4, , ctr)

sti « (st, st;) If redactLbl(G!) # restrict(redactLbl(G), j) then
G «+ AddSendVrtx(G, i, ctr;, (m, ¢)) win < true

Cli,j,ctri] <= ¢ Vj € [n]\ {i} Cli, j,ctr] + L; Return (G}, m,ctr’)

Return (st;, G, c)

Fig. 26: Games Gyp—G1 for the proof of Theorem 6. The gray-highlighted code is obtained by inlining the
bodies of GtE.Init, GtE.Send, and GtE.Recv into the starting game; code added for game transitions is
highlighted in green.

Combining the claims gives

CORR-G
AdVGtE,n,restricnredactLbI (‘ACORR-Q)

= Pr[Go] < Pr[badf'] + Pr(gi]
< AdvggsFﬁm(Bcor{R_m)

CORR-G
+ AdVGCG ,n,restrict,redactLbl (BCORR-Q ) .

Game Gy. Game Gy is obtained by inlining the algorithms defining GtE in Fig. 13 into the CORR-G game
for GtE. The table Mg records each payload passed from GCg.Send to GCg.Send. The flag badg records the
mismatch used for the transition. In Gy, this proof-only bookkeeping affects neither the oracle responses
nor the winning condition, establishing the initial-game equality above.

Transition Gy — Gi. In game G, the oracle RECV returns | when the algorithm GCg.Recv returns ctrg #
ctr or payload # M¢g|i, ctr]. Games Gy and G; are identical until bad is set, so the Fundamental Lemma
establishes the transition bound above. To bound Pr[badgl], Bcorrom runs Acorr.g; see Fig. 27. Bcorr-m
receives the initial encryption-layer states from its message-correctness game. It initializes and maintains
the graph-layer states and local graphs itself. It therefore has the information needed to reproduce Gi’s
oracle interface for Acorr.g until badg is set. On send queries, the oracle SEND returns the updated
encryption-layer pair. The oracle RECV does not return the updated encryption-layer state, but the
algorithm GCg.Recv is deterministic, so Bcorr.m can compute that state locally. On receive queries that
do not set badg, Bcorr.m calls the oracle only to keep the message-correctness game’s encryption-layer
execution synchronized with the simulated execution.

When the algorithm GCg.Recv recovers the counter and payload of the selected honest send, Bcorr-m
calls its oracle RECV only after the algorithm GCg.Recv accepts. The simulated game and the message-
correctness game then make the same encryption-layer state update and both record that the selected
honest send has been delivered. If the algorithm GCg.Recv rejects, Bcorr.m discards the encryption-
layer update it computed locally, returns |, and makes no oracle call. If the algorithm GCg.Recv instead
returns a counter or payload inconsistent with the selected honest send, badg is set and Bcorr.m calls
its oracle RECV immediately. From the same pre-query state and ciphertext, determinism reproduces the
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Biorim . ((st1, L), ..., (st 1)) Biomag  ((st§,G1),- -, (sts,Gn))
(st$,Gh), ..., (stS,GL) «s GCq.Init(n) (stS, 1), ..., (stE, L) < GCe.lnit(n)
sty (st$, st5), ..., sty « (st&, stE) sty (st$,st5), ..., sty < (stS, stE)
ctr; + 0 Vi € [n] ctr; <~ 0 Vi€ [n]
AESISETS,SIMRECV((Stl’ gi)’ s (Stn, gfl)) Ai]glssl_\lgD,SIMREGV((stl7 g§)7 o (Stn, gh))
Return L Return L
SIMSEND(7, m) SIMSEND(%, m)
ctr; < ctry +1; (st¥, stf) « st; ctry < ctry + 1; (st st5) « st
(st¢, G!, payload) «s GCg.Send(s, st&, G!, m) (st, G, payload) < SEND(%, m)
(stf, L, c) < SEND(4, payload) (stf, L, ¢) «s GCg.Send(i, st, L, payload)
Meli, ctr;] + payload ; st; « (st¥, stF) Meli, ctr;] + payload ; st; « (st, st5)
Cli, j,ctr;] <+ ¢ Vj € [n]\ {i} Cl[i, j,ctrs] « ¢ Vj € [n]\ {i}
Return (st;, G, c) Return (st;, G, ¢)
SIMRECV (i, 7, ctr) SIMRECV (4, j, ctr)
require C[i, j,ctr] # L require C[i, j,ctr] # L
¢+ Cli,j,ctr] ; (st$,st5) < st; ¢+ Cli, j,ctr] ; (st5,st5) < st;
(m,ctr’) « (L, 1) (myctr’) « (L, 1)
(st5, L, payload, ctrg) < GCg.Recv(j, st5, L, 4, c) (st5, L, payload, ctrg) + GCg.Recv(j, st5, L, 14, c)
If (ctre, payload) # (ctr, Mg[i, ctr]) then If (ctrg, payload) # (ctr, Mgl[i, ctr]) then return L
RECV (i, j, ctr) ; abort(L) If payload # | then
If payload # L then (51&5—37 g§7m7 ctrg) < GCg.Recv(y, 515;-37 Qé;i, payload)
(stf, Qé, m, ctrg) <+ GCg.Recv(j, stf, é, i, payload) RECV (3, j, ctr)
If m # L then If m # L then
RECV (4, §, ctr) sty (stf,st?) ; ctr’ < ctreg
sty < (stS,st5); ctr’ « ctre If m = L then return L
If m = L then return L Cli,j,ctr] + L ; Return (G}, m,ctr’)
Cli, j,ctr] < L; Return (G}, m,ctr)

Fig. 27: Adversaries Bcorr-m and Bcorr.g for the proof of Theorem 6. The adversaries’ calls to the oracles
of their respective correctness games are highlighted in orange.

inconsistency and sets win. Bcorr-m then terminates, so no simulation is needed after that query. This
establishes the bad-event bound above.

Game G;. In every receive query that continues in Gy, the algorithm GCg.Recv has recovered the counter
and payload associated with the selected honest send. To bound Pr[G1], Bcorr.g runs Acorr.g; see Fig. 27.
Bcorr.g receives the graph-layer states and local graphs from its graph-correctness game and initializes
the encryption layer itself. It therefore has the information needed to reproduce G;’s oracle interface.
On send queries, the oracle SEND returns the updated graph-layer pair, while Bcorr.g computes the
encryption-layer state itself. The oracle RECV does not return the updated graph-layer state, but the
algorithm GCg.Recv is deterministic, so Bcorr.g can compute that state locally. On continuing receive
queries, Bcorr.g calls the oracle only to keep the graph-layer execution in its graph-correctness game
synchronized with the simulated execution.

For a receive query, Bcorr-g calls its oracle RECV only after the algorithm GCg.Recv recovers the
selected counter and payload. Its local evaluation and the oracle’s evaluation of the algorithm GCg.Recv
then start from the same state and local graph on the same payload. Determinism and state-preserving
rejection ensure that the two evaluations either both reject, leaving the receiver’s graph-layer state and
local graph unchanged, or both accept, make the same update, and record the selected honest send as
delivered.

The global graphs in G; and the graph-correctness game agree except for labels: G; uses (m, ¢), whereas
the graph-correctness game uses (m, payload). Applying redactLbl therefore gives the same global view
in both games, and restrict selects the same target from that view. Every win in G; consequently makes
Bcorr.g win in its CORR-G game, establishing the final claim above.
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Games Go—Ga RECV(%,4,¢) // 1,5 € [n],i # j,c € {0,1}"

win < false (st5,st5) < st;
(st$,GY), ..., (stS,GL) «s GCq.Init(n) (m,ctr) « (L, 1)
(stE, L), ..., (stE, L) < GCe.lnit(n) (st5, L, payload, ctrg) < GCg.Recv(j, st5, L, i, c)
sty (st$,st5),. .., sty < (st&, stE) If payload # L then
ctry 0 Vj € [n] ee < (i, 7, ctrg, payload, )
(bado, bady, Sg) < (false, false, () If eg ¢ Sg then
S+ 0; AIS,\T?)PE%(”T ; Return win b;dl e(ft:'ue)
. , t(false) // G-
SEND(i,m) // i € [n],m € GtE.MS S //_J[2,00)
SEND(i,m) /i € [n,m (st2, Gt m, ctrg) + GCg.Recv(j, st5, G}, 4, payload)
ctrs < ctr; + 1 If bad; = false then
(sté, Stli)  sti o If m # Mgl[i, ctre] then
(st7, G;, payload) < GCg.Send(i, st;, G;,m) badg < true
Mgl[i, ctr;] <= m abort(false) // G,
(stf, L, c) +s GCe.Send(i, stt, |, payload) If m # L then
Se + SE g {(7;5, Jctri, payload, ¢) | j € [n] \ {i}} sty (stJG-, st]E) ; ctr < ctrg
sti + (st7, Stz) ' . Se < S\ {ee}
S« SuU {l(z,j,ctri,m,c) |7 € n]\{i}t} If m = L then return L
Return (G;, c) entry < (4, j,ctr,m, c)

If entry ¢ S then win « true else S < S\ {entry}
Return (G}, m, ctr)

Fig. 28: Games Gy—G2 for the proof of Theorem 7. The gray-highlighted code is obtained by inlining the
bodies of GtE.Init, GtE.Send, and GtE.Recv; code added to form and transition between the proof games
is highlighted in green.

A.6 Proof of Theorem 7

Overview. This proof uses the games in Fig. 28 and adversaries Bcorr.m and Bint-pctxT in Fig. 29. We
establish the following claims.

Adyv, Ig'\iT PCTXT (AinT-PcTxT) = Pr[Go]

o] — Pr[G1] < Pr[bad']

badf'] < Adveers,™ (Bcorr-m)
1] — Pr[ga] < Pr[badgz}

bad92] < AdvE T (Bint-perxr)

rlge] =

O O O O O O

Pr(G
Pr|
r[
Pr|
Pr|

Combining the claims gives

INT-PCTXT
Adveie, (AINT-PCTXT)

= Pr[Go] < Pr[bad$'] + Pr[Gi]
< Advgel ™ (Beorr-m) + Pr[bad{*] + Prga]

CORR- INT-PCTXT
< AdVGCG,nm(BCORR—nL) + AdVGCE,n (BlNT—PCTXT)~

Game Gy. Game Gy is obtained by inlining the algorithms defining GtE in Fig. 13 into the INT-PCTXT
game for GtE. The inherited set S records the outer GtE tuples tested by that game’s winning condition.
The proof-added set Sg records the corresponding encryption-layer tuples. The table Mg records the
messages supplied to the algorithm GCg.Send. The persistent flag bad; records whether an encryption-
layer tuple absent from Sg has occurred. Before this flag is set, badg records a graph-layer message
mismatch. These flags and the added bookkeeping affect neither the oracle responses nor win, so Gy is
equivalent to the INT-PCTXT game for GtE. This establishes the first claim. The reductions below omit
the outer set S because it affects neither the oracle responses nor the two bad events.
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Beorim (515,61, (st5, Gn))
(stf,L1),..., (st5, L) s GCe.Init(n)
sty (st$, st5), ..., sty «— (stS, stE)
ctr; < 0 Vi€ [n]

Se<+0; AF&,‘;?;EI%’EITMRHW ; Return L

SIMSEND(Z, m)

ctr; < ctry +1; (st¥, st5) « st;
(st$, G, payload) < SEND(i, m)
Mgli, ctr;] < m
(stf, L, c) «s GCe.Send(i, stt, 1, payload)
Se < Se U{(4, j, ctry, payload, ¢) | j € [n] \ {i}}
sti + (st¢, stf); Return (G, c)
SIMRECV(i, 7, ¢)
(st?’7 st';) «— stj; (myctr) « (L, 1)
(st5, L, payload, ctrg) < GCe.Recv(j, st5, L,4,c)
If payload # L then

ee + (1, ], ctre, payload, ¢)

If e ¢ Sg then abort(L)

VRS

RECV (4, j, ctre)

If m # Mcg][i, ctrg] then abort(L)

If m # L then

sty (stJG-7 st) 5 ctr + ctre

(stg-igé,m7 ctrg) < GCg.Recv(y, st%Ql 1, payload)

BSEND,RECV
INT-PCTXT

(st$,Gh), ..., (stS,GL) s GCq.Init(n)
ctr; < 0 Vi € [n]
St 03 ASpSESSIRE Regurn L
SIMSEND(Z, m)
ctr; < ctr; +1
(st$, G, payload) s GCg.Send(4, st&, GL, m)
Mgli,ctr;] < m
(L, c) « SEND(i, payload)
Se + Se U{(i, j, ctr;, payload, ¢) | j € [n] \ {i}}
Return (G, ¢)
SIMRECV(4, 7, ¢)
(m,ctr) « (L,1)
z + RECV(3, j, ¢)
If z # L then
(L, payload, ctrg) + z
ee + (4, ], ctre, payload, ¢)
If eg ¢ Sg then abort(l)
(stf7 g§7m7 ctrg) < GCg.Recv(y, st?7 g}i, payload)
If m # Mcg[i, ctrg] then abort(L)
If m # L then
Ctr < ctrg ; SE <+ SE \ {65}
If m = L then return L

Sg < St \ {ee} Return (G}, m, ctr)
If m = L then return L

Return (G}, m, ctr)

Fig. 29: Adversaries Bcorr-m and Bint-pctxt for the proof of Theorem 7. The adversaries’ calls to the
oracles of their respective security games are highlighted in orange.

Transition Gy — G1. Game G; aborts with output false when, before bad; has been set, the algorithm
GCg.Recv returns m # Mgli, ctrg], including m = L. This condition sets bady. Games Gy and G; are
identical until bady is set, so the Fundamental Lemma gives

Pr[Go] — Pr[G1] < Pr[bad§'].

To bound Plr[badgl]7 Bcorr-m Tuns ANT-pctxT; see Fig. 29. Bcorr-m uses the oracles of the message-
correctness game for GCg to supply the graph-layer behavior and maintains the encryption layer locally.
It returns the same responses as Gi for every query completed before either bady or bad; is set. On
send queries, the oracle SEND returns the updated graph-layer state and local graph. On receive queries,
determinism lets Bcorgr-m evaluate the algorithm GCg.Recv locally before invoking its oracle RECV on
the corresponding honest send.

If eg = (i, j, ctrg, payload, ¢) is absent from Sg, G; sets bad;. The persistent guard then prevents G;
from setting badg on this or any later query, so Bcorr.m may terminate. Otherwise, eg identifies the honest
graph-layer send indexed by ctrg. The locally evaluated algorithm and the oracle RECV therefore process
the same payload from the same pre-query state. A return value different from Mg, ctre], including L,
makes Bcorr.m Win in its message-correctness game under the condition that sets badg in G;. On every
continuing query, both executions make the same graph-layer update. This establishes the bady bound
above. The message-correctness game also sets its win flag if ctrg # ctrg; this additional way to win only
loosens the bound.

Transition G; — Ga. Game G, additionally aborts with output false when eg ¢ Sg, which is the condition
that sets bad;. Games G, and G, are identical until bad; is set, so the Fundamental Lemma gives

Pr[Gi] — Pr[Ga] < Pr[bad%].
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To bound Pr[bad%], BinT-pcTxT tuns AinT-pcTxT; see Fig. 29. Bint.pctxT uses the oracles of the
INT-PCTXT game for GCg to supply the encryption-layer behavior and maintains the graph layer locally.
After every simulated oracle call that returns to AnT-pcTxT, BINT-PCcTXT'S local set Sg equals the set
S in its encryption-layer INT-PCTXT game. Consequently, Bint_pcTxT gives AinT-pcTxT the same oracle
response whenever G, does not abort on the query. On send queries, Biyt.pcTxT evaluates the graph layer,
passes the resulting payload to its oracle SEND, and records the corresponding entry in Sg.

On a receive query, BinT.pcTxT calls its encryption-layer oracle RECV, which supplies the payload
and counter. If the oracle rejects, the simulated query also rejects. If the resulting eg is absent from
Sg, the same oracle call makes Bint_pcTxT Win under the condition that sets bad; in Ga, and Bint-pcTxT
terminates. Otherwise, BiNt-pcTxT evaluates the algorithm GCg.Recv. If the returned message differs from
Mgli, ctrg], Go aborts with output false and Bint_pcTxT terminates. After every continuing receive query,
BinT-pcTxT updates its graph-layer pair and Sg and returns the same response as Gs. This establishes the
bad; bound above.

Game G». Every execution that reaches the inherited test entry ¢ S has triggered neither abort in
G2. Thus eg identifies an honest encryption-layer send, and the returned message equals the message
recorded in Mg for the corresponding graph-layer send. The sets S and Sg are populated together, and
every earlier non-aborting accepted receive removes the corresponding entries from both sets. Hence,
when neither abort occurs, entry = (4, j, ctr,m, ¢) belongs to S. The inherited assignment win « true is
therefore unreachable in Gs, establishing the final claim above.

B Checkpoint-aided proofs (Proof of Theorem 8)

Overview. This proof uses the games in Fig. 30 and adversaries BiNT-pcTxT-chkpt ad BCORR-G-chkpt- 1heir

pseudocode appears in Figs. 31 and 32. We establish the following claims.

CA-chkpt —
o dVGCCp n,restrict, redact(ACA—Chth) - PI‘[gO]

o Pr[Go] — Pr[61] < Pr[bad']
o Pr[badf'] < Advec s T P (BiNT-pcTXT-chipt)
o Prlgi] — Pr[Go] < Prlbad{’]
[
[

G CORR-G-chkpt
o Pr bad{z] < Adv g-chkp (BCORR-G-chkpt)

GCcp n,restrict,redact

(e] Pr gz]

Proof sketch. Game Gy records honest sends and epoch state without changing the causal-awareness
game. Game G; aborts whenever bady is set. This happens if the algorithm invoked by RECvV or APPLYCHKPT
accepts without a matching honest Send or CreateChkPt call, or if GCcp.Recv reports an unopened epoch.
Adversary BiNT-pcTxT-chkpt answers each query using the matching checkpoint-integrity oracle, so ev-
ery bady event makes BiNT-pcTxT-chkpt Win in that game. Thus the probability of bady is bounded by
its INT-PCTXT-chkpt advantage. Game G» suppresses wins caused when the receiver’s redacted local
graph differs from the receiver’s required view of the redacted global graph, and rejects reused tran-
script hashes. Both changes occur only after bad; is set. If Gi does not abort, every accepting Recv or
ApplyChkPt evaluation matches an unused entry created by an honest Send or CreateChkPt call. Adversary
BCoRR-G-chkpt €valuates the corresponding deterministic algorithm locally and invokes the corresponding
graph-correctness oracle. This matching, together with state preservation on rejection, keeps the receiver
state, local graph, and epoch bookkeeping synchronized with the graph-correctness game until bad; is
set. Thus every bad; event makes Bcorr-g-chkpt Win. The Fundamental Lemma bounds both hops, and G
has no remaining win condition.

Game Gy. Game G is the CA-chkpt game augmented with the code highlighted in green. The set .S stores
the entries for honest message and checkpoint sends, while openEpochs; and usedEpochs; track receiver
epochs. The added code records these values and sets bady and bad; when the corresponding events
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Games Go—Go

(win,bado, bady ) < (false, false, false)

G « InitGraph(n)

(ctr';'ep“h,thj) +— (0,¢) Vje|n]

(openEpochs;, usedEpochs;) < ({e}, {e}) Vj € [n]
S<0; (st1,G}),...,(stn,GL) s GCcp.Init(n)

SEND,RECV,CREATECHKPT,APPLYCHKPT .
AcA.chkpt ; Return win

SEND(i,m) // i € [n],m € GCcp.MS

Ctriin-epoch — Ctriin»epm:h +1

(sti, Gi, ¢) < GCcp.Send(i, sti, G, m)

G + AddSendVrtx(G, i, (th;, ctr™P°™") (MSG, m, c))

CREATECHKPT(:) // i € [n]

Ctriinfepoch i Ctriinfepoch +1

(sti, Gi, ¢, th"™) <=s GCcp.CreateChkPt(i, sti, G})

G < AddSendVrtx(G, i, (th;, ctr;"®°®"), (CHKPT, th"", ¢))
chkptlnfo < (CHKPT, th;, ctr™®P°" th"e)

S « S U{(4, j,chkptlnfo, c) | j € [n]}

Return (G}, ¢, th™")

AppLYCHKPT(7,7,¢) // 1,7 € [n],c € {0,1}"

(stj, GL,ctr™ePo th"™) « GCcp.ApplyChkPt(j, st;, G, i, c)
If th"™ = 1 then return L

chkptlnfo < (CHKPT, th;;, ctri™ePoch thnew)

entry < (i, j, chkptlnfo, )

If entry ¢ S then
badg < true
abort(false)

Else S + S\ {entry}

If th™" € usedEpochs; then
bad; < true BCORR—Q—chkpt wins.
Return L /] Gi2,00)

G + AddRecvVrtx(G, i, §, (th;, ctr™ePoch))

If redact(G!) # restrict(redact(G), j) then

msglnfo < (MSG, th;, ctr™**°" m)

S« SU{(i,j, msglnfo,c) | j € [n] \ {i}}
Return (G}, ¢)
REcv(i,4,¢) /) i,j € [n],i# j,ce{0,1}"
(st]-,g;,m,th,ctri"'ep“h) + GCcp.Recv(y, st;, ;,i,c)
If m = L then return L
If th ¢ openEpochs; then
badg < true BINT—PCTXT—chkpt wins.
abort(false) _ /] Gi1,00)
msglnfo < (MSG, th, ctr™*P°h m)

// BINT-PCTXT-chkpt Wins.
/] Gl1,00)

=\ bad; < true BCORR—g—chkpt wins.
entry < (i, j, msginfo, c) win <— true /] Gro,2)
If entry ¢ S then th; « th""

bado + true
abort(false)
Else S < S\ {entry}
G < AddRecvVrtx(G, 1, 7, (th, Ctrin—epoch))
If redact(G}) # restrict(redact(G), j) then
bad; < true
win < true
Return (G!, m, th, ctri"ePoch)

// BINT-PCTXT-chkpt WinS. openEpochs; < openEpochs; U {th""}

usedEpochs; < usedEpochs; U {th™"}
in-epoch

ctr; ~—0

Return (Q; , ctrin-epoch th"")

// BCORR-G-chkpt Wins.
I/ Glo,2)

Fig. 30: Games Gy—Go for the proof of Theorem 8. Code added for game transitions is highlighted in green.

occur. The added code changes neither an oracle output nor the winning condition of Gy, establishing the
initial-game equality above.

Transition Gy — G;. Game G; aborts with output false under two added conditions. The oracle RECV(3, j, ¢)
invokes the algorithm GCcp.Recv. If the algorithm returns m # L and either th ¢ openEpochs; or
entry ¢ S, the game aborts. The oracle APPLYCHKPT(4, j, ¢) invokes the algorithm GCcp.ApplyChkPt.
If the algorithm returns th"® # L and entry ¢ S, the game aborts. Games Gy and G; are identical
until badg is set, so the Fundamental Lemma establishes the transition bound above. For the associated
bad-event bound, BiNT-pcTXT-chkpt TUDS Aca-chkpt and invokes the matching checkpoint-integrity oracle for
each query. Until bady is set, this reproduces G;’s oracle interface for Aca.chkpt- Whenever a query sets
badg in G, the corresponding checkpoint-integrity call lets Bint-pcTxT-chkpt Win in the INT-PCTXT-chkpt
game.

Transition G; — G2. Game G» suppresses wins caused when the receiver’s redacted local graph differs
from the receiver’s required view of the redacted global graph. It also makes APPLYCHKPT return |
when an accepted checkpoint application produces a previously used transcript hash. In both cases, bad;
is set before the games diverge, so the Fundamental Lemma establishes the fourth claim. For the fifth
claim, once bad is excluded, each accepted receive-side query identifies an entry created by a matching
honest Send or CreateChkPt call. Adversary Bcorr-g-chkpt then invokes the corresponding graph-correctness
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SEND,RECV,CREATECHKPT,APPLYCHKPT
Adversary BinNT-pCTXT-chkpt

ASIMSEND,SIMRECV,SIMCREATECHKPT,SIMAPPLYCHKPT
CA-chkpt

Return L

SIMSEND(%,m) SIMCREATECHKPT(3)

Return SEND(i,m) Return CREATECHKPT(7)

SIMRECV(i, 4, ¢) SIMAPPLYCHKPT(4, j, ¢)

Return RECV(i, j,¢) Return ApPPLYCHKPT(3, j, ¢)

Fig.31: Adversary BiNT-pcTxT-chkpt for the proof of Theorem 8. The adversary’s calls to the oracles of the
checkpoint-integrity game are highlighted in orange.

Adversary BEorr.g-chipt ((5t1,G1), - - -, (5tn, GL)) SIMCREATECHKPT(?)
S + 0 ; eventCtrOf + 0 ctrii"'ep“h — ctrii"‘ePOCh +1
(ctreP° th;) « (0,€) Vj € [n] (sti, GL, e, th™™ ctr®™) « CREATECHKPT(3)

(openEpochs;, usedEpochs,) < ({¢},{e}) Vj € [n]  chkptinfo + (CHKPT, thy, ctri™Po thnew)
ASIMSEND,SH\[REGV,SIMCREATECUKPT,SL\IAPPLYCIIKPT; Return L S« SuU {(7:,]'7 chkptlnfo, C) ‘] c [n}}

SI?\;\SC;Z:)(@m) eventCtrOf[i, th;, ctr™ "] < ctr®™ ; Return (G!, ¢, th"™")
ctrmePoch o cppinepoch | SIMAPPLYCHKPT(4, j, ¢)
(sti, G, c, ctr®®™) « SEND(i,m) (stj, Q;-, ctrinePoch thnew) . GCcp.ApplyChkPt(j, st;, le-,i, c)
msglnfo < (MSG, th;, Ctrii"’e”“h7 m) If th"™" = L then return L
S < SU{(i, 4, msgInfo,c) | j € [n]\ {i}} chkptInfo < (CHKPT, th;, ctr™*P°" th™")
eventCtrOf[i, th;, ctr™ "] < ctr®™ ; Return (G!,¢) entry < (4, J, chkptlnfo, c)

. If entry ¢ S then abort(L)
—SIMRECV(Z’J’ ©) _ S < S\ {entry} ; ctr®®™ < eventCtrOf[i, th;, ctr™P°c"]
(stj, Gj,m, th, ctr™P°") « GCcp.Recv(j, stj,Gj,i,¢)  APPLYCHKPT(i; j, Ctre™™e)
If m = L then return L If th"" € usedEpochs; then abort(L)
If th ¢ openEpochs; then abort(.L) th; < th™" Ctri;—epoc 0
msglnfo < (MSG, th, ctr™ " m) openEpochs; « openEpochs; U {th"*"}
entry < (3, j, msglnfo, c) usedEpochs; < usedEpochs; U {th""}
If entry ¢ S then abort(L) Return (G}, ctr™ePoch thnew)

S < S\ {entry} ; ctr¥®™ « eventCtrOf[i, th, ctr™P°"]
RECV(i, 7, ctr®™)
Return (g;-, m, th, ctri™ePoch)

Fig.32:  Adversary  Bcorr-g-chkpt ~ for  the  proof of  Theorem 8  Here O =
{SEND, RECV, CREATECHKPT, APPLYCHKPT}. The adversary’s calls to the oracles of the graph-
correctness game are highlighted in orange.

oracle. Until bad;, determinism and state preservation on algorithm rejection keep the receiver state, local
graph, and epoch bookkeeping synchronized, so every event setting bad; also wins the graph-correctness
game.

Game Gy. Game G, contains no reachable win condition, establishing the final claim above. In-

tegrity adversary. Adversary BiNT-pcTXT-chkpt TUns Aca-chkpt; See Fig. 31. For each oracle query made
by Aca-chkpt,; BINT-PCTXT-chkpt inVokes the matching checkpoint-integrity oracle and returns its response
unchanged. Until badg is set, this reproduces G;’s oracle interface for Aca chkpt- This direct simulation
gives the checkpoint-integrity bound stated above. Whenever a query made by Aca-chkpt Sets badg in G,
the identically named checkpoint-integrity call lets BiNT-pcTxT-chkpt Win in the INT-PCTXT-chkpt game.
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Graph-correctness adversary. Adversary BcoRrr-G-chkpt TUNS Aca chkpt; See Fig. 32. BcoRR-G-chkpt USES
the graph-correctness game’s oracles to simulate G»’s oracle interface for Aca chkpt until bad; is set. This
simulation gives the graph-correctness bound stated above.

eventCtrOf[i, 7, a] maps sender i’s send-event identifier (7, a) to the game-only event counter returned
by the corresponding oracle of the graph-correctness game, SEND or CREATECHKPT.

To answer Aca-chkpt’s RECV queries, Bcorr-g-chkpt’s SIMRECV procedure first runs the algorithm
GCcp.Recv on BcoRrr-g-chkpt's stored receiver state and local graph. To answer Aca-chkpt’s APPLYCHKPT
queries, Bcorr-g-chkpt Uses SIMAPPLY CHKPT. The SIMAPPLYCHKPT procedure first runs the algorithm
GCcp.ApplyChkPt on the same stored values. Both algorithms are deterministic, and rejection preserves
these inputs.

To answer Aca-chkpt’s SEND query, BcoRr-g-chkpt’s SIMSEND procedure calls the graph-correctness
oracle SEND. The SIMSEND procedure stores the returned state and local graph, records the honest-
send data, stores the event counter in eventCtrOf, and returns (gé, ¢) to Aca-chkpt- To answer Aca-chkpt's
CREATECHKPT query, Bcorr-g-chkpt’'s SIMCREATECHKPT procedure calls the graph-correctness oracle
CREATECHKPT. The SIMCREATECHKPT procedure stores the returned state and local graph, records
the checkpoint data, stores the event counter in eventCtrOf, and returns (Qf,c, th™") to Aca-chipt- The
SIMRECV and SIMAPPLYCHKPT procedures return L if the corresponding algorithm, GCcp.Recv or
GCcp.ApplyChkPt, rejects. If the algorithm GCcp.Recv accepts, SIMRECV aborts unless th € openEpochs;
and entry € S. If the algorithm GCcp.ApplyChkPt accepts, SIMAPPLYCHKPT aborts unless entry € S.
These are the forwarding conditions. When they hold, the matching entry in .S identifies the corresponding
honest graph send vertex. The eventCtrOf lookup then returns that vertex’s graph-correctness event
counter for the ensuing call to the graph-correctness oracle RECv or APPLYCHKPT. After the graph-
correctness oracle RECV returns, SIMRECV returns (gé,m,th,ctri"“;'p“h) to Aca-chkpt- After the graph-
correctness oracle APPLYCHKPT returns with a fresh transcript hash, SIMAPPLYCHKPT updates the
epoch bookkeeping and returns (G}, ctr™ePoh th™") to Aca_chpt-

Because the forwarding conditions hold, the event metadata returned by the corresponding receive-
side algorithm equals the honest metadata stored for the selected send vertex. Consequently, when-
ever Bcorr-g-chkpt calls the graph-correctness oracle RECV or APPLYCHKPT, the graph-correctness game
compares the receiver’s redacted local graph with the restriction of the redacted global graph. On an
APPLYCHKPT call, the game also checks whether a transcript hash is reused. These are also the condi-
tions that set bad; in Go.

More precisely, when SIMRECV begins, Bcorr-g-chkpt s Stored (st;, gj) equals the corresponding pair
maintained by the graph-correctness game for every j. The same invariant holds when SIMAPPLYCHKPT
begins. The transcript-hash values, action counters, and epoch sets stored by Bcorr-g-chkpt also equal
the corresponding values maintained by the graph-correctness game. The initial values agree because
the graph-correctness game supplies the state and graph pairs to Bcorr-g-chkpt; Which initializes the
same counter and epoch values. When Bcorr-g-chkpt answers Aca-chkpt’s SEND or CREATECHKPT query,
the send-side steps described above preserve this invariant. If Bcorr-g-chkpt's evaluation of either algo-
rithm, GCcp.Recv or GCcp.ApplyChkPt, rejects, the state and local graph remain unchanged. In that case,
BCcoRR-g-chkpt Makes no corresponding call to the oracle RECV or APPLYCHKPT of the graph-correctness
game. If a forwarding condition fails, Bcorr-g-chkpt terminates. After either algorithm accepts and the
forwarding conditions hold, the corresponding graph-correctness oracle evaluates the same deterministic
algorithm from the matching pre-query pair on the same ciphertext. After the graph-correctness ora-
cle RECV returns, the two state pairs agree again. They also agree after the graph-correctness oracle
ApPLYCHKPT returns with a fresh transcript hash. Bcorr-g-chkpt has removed the corresponding entry
from S, while the graph-correctness game clears the corresponding entry of the ciphertext table C'. On
a checkpoint application with a fresh transcript hash, Bcorr-g-chkpt and the graph-correctness game also
update the same transcript-hash and action-counter values and the same epoch sets. If a call to the
graph-correctness oracle APPLYCHKPT reuses a transcript hash, the graph-correctness game sets win.
BcoRRr-g-chkpt then aborts, so the invariant need not be re-established after that event.

Thus Bcorr-g-chkpt makes every graph-correctness RECV or APPLYCHKPT call from matching pre-
query receiver states and local graphs. Each call uses the graph-correctness event counter returned for
the matching honest send event. The graph-correctness game therefore sets win under the same two
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Games Go—Go

ctrj <0 Vj € [n]

ASEND ,RECV,VERIFY
CA-SA
Return win

If entry ¢ S then
bado < true
abort(false)

pendingToken[i, 7, ctr
badi « true

win < true
Return (G}, m, ctr)

win < false; G < Ini
(bado, bad1, S) « (false, false, 0)

G < AddRecvVrtx(G,
If redact(G!) # restrict(redact(G), 5)

tGraph(n)

// BINT-PCTXT-sA Wins.

(st1,G1), ..., (stn,GlL) <3 GCsa.lnit(n)

RECV(%, j,¢) // 1,5 € [n],i # j,c€ {0,1}"
(stj, Gh,m,ctr, verTok) < GCsa.Recv(j, st;, Gt i,c) //
If m = L then return L
entry < (i, j, ctr, m, c)

/) Gl1,00)

Else S « S\ {entry}

] < verTok
i, J, Cctr)

then

'/ Bcorr-g-sa wins.
'/ Glo,2)

SEND(i,m) // i € [n],m € GCsa.MS

ctr; < ctr; +1

(sti, G!, c, evidence) <—s GCsp.Send (3, st;, GL, m)
sendEvidenceli, ctr;] + evidence

S+ SU{(i,j,ctrim,c) | j € [n] \ {i}}

G « AddSendVrtx(G, i, ctr;, (m, ¢))

Return (G}, ¢, evidence)

VERIFY (4, j, ctr, evidence')

i,j € [n],ctr € N, evidence’ € {0,1}*
require pendingTokenl[i, j,ctr] # L
verTok < pendingToken([i, 7, ctr]
(stj, Gl acc) < GCsa.Verify(j, st;, G}, verTok, evidence’)
If acc = false then return (G, false)
If evidence’ # sendEvidenceli, ctr] then
badg < true BINT-PCTXT-5A Wins.
abort(false) /] Gl1,00)
pendingToken[i, j, ctr] < L
G + AddEvidenceReceipt(7, 1, j, ctr)
If redact(G!) # restrict(redact(G), j) then
bad; < true // Bcorr-g-sa wins.
win < true g[(J_Q)
Return (G}, acc)

Fig. 33: Games Gy—G for the proof of Theorem 9. Code added for game transitions is highlighted in green.

Adversary B,

SEND,RECV, VERIFY
INT-PCTXT-SA

ASIMSEND,SIMR,ECV,SIMVERIFY .
CA-SA

SIMSEND(Z, m)

Return SEND(z,m)

; Return L Return RECV(i,j, C)

SIMRECV(i, j, ¢)

SIMVERIFY (3, 7, ctr, evidence’)

Return VERIFY (i, j, ctr, evidence')

Fig. 34: Adversary Bint-pctxT-sa for the proof of Theorem 9. The adversary’s calls to the oracles of the

server-aided integrity game are highlighted in orange.

conditions that set bad;. These conditions are a difference between the receiver’s redacted local graph
and the restriction of the redacted global graph, and an ApPLYCHKPT call that reuses a transcript hash.

C Server-aided proofs (Proof of Theorem 9)

Overview. This proof uses the games in Fig. 33. The adversaries Bint_pcTxT-sa and Bcorr.g-sa appear

in Fig. 34 and Fig. 35, respectively. We establish the following claims.

b
Pr bad@] < AdvEL

Pr(g
Pr|
Pr(G
[
Pr(gs] =

VGCsa,n, restrict, redact('AC/-\ SA) = Pr[go]
o] — Pr[G1] < Pr[bad J
ad?] < AdvIVT- PCTX

o (BINT-PCTXT-5A)

1] — Pr[Gs] < Pr[badgz]

ORR-G- SA
sa,n,restrict,redact

(Bcorr-g-sa)
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Adversary ng“;}f;_cs\xvm”w((stl, Gh), ..., (stn,GL)) SIMSEND(3,m)

S« 0 ctr; ¢—ctr; +1

ctr; 0 Vj € [n] (sti, G, c, evidence) < SEND(i,m)
AiIA“fSSiNDvSI“REC“SI“VERIFY sendEvidenceli, ctr;] + evidence

Return L S SU{(i, g, ctri,m, ¢) | 7 € [n] \ {i}}

1 .
SIMRECY (G, j, ¢) Return (G, ¢, evidence)

SIMVERIFY (i, j, ctr, evidence')

(stj, g;,m, ctr, verTok) < GCsa.Recv(j, st;, gé,i c)

If m = L then return L require pendingToken[i, j, ctr] # L

If (i,4,ctr,m,c) ¢ S then abort(L) verTok <« pendingToken[i, j, ctr]

S+ S\ A{(i,j,ctr,m,c)} (stj, gj-, acc) « GCsa.Verify(j, st;, Qé,verTok, evidence')
RECV (4, j, ctr) If acc = false then return (G}, false)

pendingToken(, j, ctr] < verTok If evidence’ # sendEvidenceli, ctr] then abort(L)
Return (G}, m, ctr) VERIFY (%, j, ctr)

pendingToken[i, j, ctr] < L
Return (G}, acc)

Fig. 35: Adversary Bcorr.g-sa for the proof of Theorem 9. The adversary’s calls to the oracles of the
graph-correctness game are highlighted in orange.

Combining the claims gives
AdvER-SA (Aca-sa)

GCsp,n,restrict,redact
= PrGo] < Pr[bad{'] + Pr[G1]

< Pr[bad{'] + Pr[bad$*] 4 Pr[Ga]

INT-PCTXT-SA
< Advedy (BinT-PcTXT-5A)

+ Advggiﬁ;gr_essﬁrict,redact (BCORR-Q-SA) .
Game Gy. Game Gy is the CA-SA game augmented by the code highlighted in green. The set S stores
the entries for intended deliveries of honest sends, and sendEvidenceli, ctr] records the evidence object
returned by the corresponding honest GCsa.Send call. The added code records these entries and evidence
and sets badg and bad;. None of the added code changes oracle outputs or win in Gy, establishing the
initial-game equality above.

Transition Go — G1. Game G; aborts with output false under two added conditions. The oracle RECV (3, j, ¢)
invokes the algorithm GCsa.Recv. If the algorithm returns m # L and entry ¢ S, the game aborts. The
oracle VERIFY (3, j, ctr, evidence’) invokes the algorithm GCsa.Verify. If the algorithm returns acc = true
and evidence’ # sendEvidence[i, ctr], the game aborts. Games Gy and G; are identical until bady is set, so
the Fundamental Lemma establishes the transition bound above. For the associated bad-event bound,
BINT-PcTXT-5A Tuns Aca.sa; see Fig. 34. For each oracle query made by Aca-sa, BinT-pcTxT-sa invokes the
matching server-aided integrity oracle and returns its response unchanged. Until bady is set, this repro-
duces Gi’s oracle interface for Aca.sa. Whenever Aca sa’s RECV or VERIFY query sets badg in Gy, the
identically named server-aided integrity call lets BinT-pcTxT-sa Win in the INT-PCTXT-SA game.

Transition G; — G,. Game G» removes the win assignments made when a receiver’s redacted local
graph differs from the restriction of the redacted global graph for that receiver. Games G; and G are
identical until bad; is set, so the Fundamental Lemma establishes the transition bound above. For the
associated bad-event bound, Bcorr.g-sa runs Aca.sa; see Fig. 35. Bcorr.g-sa uses the graph-correctness
game’s oracles to simulate Go’s oracle interface for Aca_sa. To answer Aca sa’s RECV query, Bcorr.g-sa’s
SIMRECV procedure first evaluates the algorithm GCsa.Recv on Bcorr.g-sa’s stored receiver state and
local graph. To answer Aca_sa’s VERIFY query, Bcorr.g-sa’s SIMVERIFY procedure first evaluates the
algorithm GCsa.Verify. If either algorithm accepts, Bcorr-g-sa first associates the result with the corre-
sponding honest send in Go. Only then does Bcorr-g-sa call the corresponding graph-correctness oracle.
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By the server-aided syntax, the algorithms GCsa.Recv and GCsa.Verify are deterministic. A Recv rejec-
tion with m = 1 preserves the input state and local graph. A Verify rejection with acc = false does
the same. To answer Aca.sa’s SEND query, Bcorr.g-sa’s SIMSEND procedure calls the oracle SEND of
the graph-correctness game. The SIMSEND procedure stores the returned state and local graph, records
S and sendEvidence exactly as G» does, and returns (gé,q evidence) to Aca.sa. Bcorr.g-sa’s SIMRECV
procedure runs the algorithm GCsa.Recv on Bcorr.g-sa’s stored receiver values. If this evaluation pro-
duces m = L, Bcorr-g-sa’s SIMRECV returns L. If the resulting entry is absent from S, Bcorr.g-sa’s
SIMRECV aborts with L. Otherwise, Bcorr.g-sa’s SIMRECV removes the matching entry from S and
calls the oracle RECV (%, j, ctr) of the graph-correctness game. The SIMRECV procedure then stores the
verification token returned by the earlier evaluation of GCsa.Recv and returns (g},m,ctr) to Aca.sa.
Bcorr.g-sa’s SIMVERIFY procedure runs the algorithm GCsa.Verify on Bcorr.g-sa’s stored receiver val-
ues. If this evaluation produces acc = false, Bcorr.g-sa’s SIMVERIFY returns (gé, false). If evidence’ differs
from sendEvidencel[i, ctr], Bcorr.g-sa’s SIMVERIFY aborts with L. Otherwise, Bcorr.g-sa’s SIMVERIFY
calls the oracle VERIFY (4, j, ctr) of the graph-correctness game. On return, SIMVERIFY clears the stored
verification token and returns (gjl., acc) to Aca.sa. On each such oracle call, the graph-correctness game
compares the receiver’s redacted local graph with the restriction of the redacted global graph. A difference
is exactly the condition that sets bad; in Go.

More precisely, when SIMRECV begins, Bcorr.g-sa’s stored (stj,gé) equals the corresponding pair
maintained by the graph-correctness game for every j. The table pendingToken maintained by Bcorr-g-sa
also agrees with the corresponding table in the graph-correctness game. The same invariant holds when
SIMVERIFY begins. The graph-correctness game supplies its initial pairs to Bcorr.g-sa- When Bcorr.g-sa
answers Aca_sp’s SEND query as described above, Bcorr.g-sa stores the state and local graph returned
by the oracle SEND of the graph-correctness game. If either algorithm GCsa.Recv or GCga.Verify rejects,
Bcorr-g-sa’s stored state and local graph remain unchanged. In that case, Bcorr.g.sa makes no graph-
correctness-oracle call. A missing entry or evidence mismatch terminates Bcorr.g-sa.

Consider any RECV or VERIFY call that Bcorr.g-sa makes to the graph-correctness game. The invoked
oracle repeats Bcorr.g-sa’s preceding deterministic algorithm evaluation from the equal pre-query state.
For a receive, the entry in S supplies the same ciphertext and send counter. For a verification, Bcorr.g-sa
first checks evidence’ = sendEvidenceli, ctr]. Only if this equality holds does Bcorr.g-sa call the graph-
correctness oracle VERIFY. That oracle evaluates the algorithm GCsa.Verify with the evidence used in
Bcorr-g-sa’s first evaluation of that algorithm. Thus the resulting state pairs are equal, and both copies
of pendingToken undergo the same create-or-consume update.

Consequently, each call to the graph-correctness oracle RECV or VERIFY uses the same send-counter
value as the corresponding branch of Ga. The invoked oracle runs the corresponding receive-side algorithm
from the same pre-query receiver state st; and local graph g;. In the graph, that counter value serves as
the send-event identifier. Thus, any accepted receive or verification for which these two resulting graph
views differ sets bad;. On that event, Bcorr.g-sa wins in the CORR-G-SA game.

Game G». Game G, contains no active win condition, establishing the final claim above.

D Related work

Ordering in distributed systems. Causal ordering has long been studied in distributed systems. The
partial order imposed by our causality graphs is Lamport’s happened-before relation [Lam78|; however,
we derive it using causality graphs rather than logical clocks. Early work on causal broadcast [BSS91]
builds on Lamport’s logical clocks. In these systems, each party keeps a vector clock with one counter per
participant, recording the number of that participant’s messages the party has accepted so far. A sender
attaches its vector clock to each message it sends, so a receiver can compare the sender’s clock with its
own and determine whether it has already seen all messages that causally precede the received message.
If an earlier message is still missing, the receiver holds the new message until that predecessor arrives.
Causally consistent data stores [LFKA11,DIRZ14,ASB18] provide the same guarantees, but use different
techniques (explicit dependency lists [LFKA11], a single physical timestamp [DIRZ14], and mergeable
deltas [ASB18]). All these systems assume honest nodes and reliable (or eventual) delivery, so a receiver
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can trust the ordering data on each message. However, in messaging, the delivery service is untrusted, so
the protocol must guarantee integrity of ordering data and be resilient to dropped or reordered messages.
In settings with malicious participants, prior work [RG93,RB94]| shows that achieving the same guarantees
is expensive, requiring either blocking delivery or adding rounds of communication. Although that setting
differs from ours, achieving causal awareness in group messaging against malicious insiders would likely
incur similar costs.

Ordering in two-party messaging. Barooti et al. [BCC'23| study the detection of active attacks
under state compromise in the two-party setting and give a lower bound: any scheme achieving their
r — RID notion must include the entire conversation history (i.e., every prior send and receive) with each
message, so ciphertext size grows with the length of the conversation. Their goal is different from and
stronger than ours, so the bound does not apply to causal awareness.

Chen and Fischlin [CF24] extend Lamport’s happened-before relation to a two-party causality graph
and define causality preservation by requiring a party’s locally reconstructed causality graph to equal
the global graph restricted to that party’s view. In other words, a receiver should be able to reconstruct
all events that causally preceded its most recent receive action. They show that Signal does not achieve
their notion and give a generic compiler that turns any bidirectional channel into a causality-preserving
one. Extending Chen and Fischlin’s causality preservation notion to the group setting is nontrivial. The
strongest variant (rGMax) of our causal awareness notion extends their notion to the group setting. We
show that achieving this notion is impractical and suggest weaker, more efficient variants.

Chen and Fischlin also study causality for two-party message franking [CF24]. Namavari and Ris-
tenpart [NR25] extend this work to transcript franking, i.e., reports that contain several messages and
preserve their causal order, in a setting where the platform is trusted for ordering but clients may be
malicious.

Ordering in group messaging. Unger et al. [UDB™ 15| informally define three ordering goals for secure
messaging: speaker consistency, which guarantees that all users agree on the sequence of messages sent by
each user; causality preservation, which guarantees that a message is shown only after the messages that
causally precede it; and global transcript, which requires all users to see all messages in the same (total)
order. Causal awareness corresponds to none of these goals. It neither requires delaying the display of a
message until its predecessors arrive nor requires a total order over all messages. Instead, it requires that,
after a user accepts a message, the user can reconstruct its causal context.

Goldberg et al. [GUVCO09| informally define a consensus notion under which users who compare
their transcripts pairwise at the end of a chat must have the same set of messages with the same authors.
Their consensus notion does not provide any ordering guarantees and is achieved only after the chat ends.
Signal’s early group-chat design [Mar14] sketched a per-message ancestor-hash DAG to achieve Goldberg
et al.’s consistency notion [GUVC09]. Mobile Conversation With Privacy and Integrity (CoWPI) [SH19]
requires a total order over all messages, but each message must wait for approval from its order-enforcing
services, at least one of which must be honest.

Marson [Marl7]| defines communication graphs and channels that record a user’s causal history and
require that record to match the true order of events. Eugster, Marson, and Poettering [EMP18] build
causal broadcast channels that delay delivery of a message until its predecessors arrive. Neither considers
message loss or out-of-order delivery.

The Matrix Event Graph [JBHH21]| is a server-side DAG that links each event to its parent events
and is replicated across (room) servers. However, its architecture assumes honest servers, providing no
way for a client to authenticate the graph itself.

SYM-GOTR [SVH18] is a synchronous group-messaging protocol whose members run constant-size
checks to confirm that they share the same transcript and otherwise detect deviations. Liu-Zhang, Port-
mann, and Rito [LZPR24] formalize a consistency notion in the malicious insider setting. In their con-
struction, each message carries its causal predecessors, and a receiver accepts a message only after it has
received all its predecessors. Collectively, these works rely on assumptions we do not make: they trust
an ordering service [JBHH21], assume synchronicity [SVH18], or block messages until their predecessors
arrive [LZPR24].
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Ordering in CGKA and MLS. The Messaging Layer Security (MLS) standard [BBR™23,BRO*25|
defines a transcript consistency notion that requires all participants in a group chat to share the same
totally ordered transcript. However, it requires transcript consistency only for handshake messages, i.e.,
messages that evolve the cryptographic state of the group (when parties are added or removed, or a
party updates their keys), not for application messages. Related work studies concurrent group-state
changes [AANT22, AMT23| and decentralized variants that operate without a central ordering service
but assume causal broadcast, allowing missing predecessors to be fetched first [WKHB21,AANT24|. The
latter works address forks in group state in the style of fork-linearizable storage [CsS07]. None of these
works addresses ordering guarantees for application messages, which are our focus.

Ordering in message franking. Message franking lets the recipient of an abusive message report it to
the platform, which can then verify that the reported message was really sent without having seen the
plaintext at delivery time. Message franking assumes a trusted server but allows potentially malicious
participants. Chen and Fischlin [CF24] add causality to two-party message franking, so a report attests
not only to a message’s content but also to its causal position. Namavari and Ristenpart [NR25] extend
this guarantee from single messages to multi-message transcripts.

Attacks against ordering in deployed messengers. Schliep, Kariniemi, and Hopper [SKH17| show
that, in earlier implementations of Signal’s two-party and group protocols, a compromised server could
quietly reorder and drop messages and alter chat membership. Jaeger and Kumar [JK25] show reorder-
ing attacks against MLS and Session in the malicious insider setting. Rosler et al. [RMS18] find that a
malicious server can present different subsets or orderings of messages to different users in Signal, What-
sApp, and Threema without the users being able to detect it. Paterson et al. [PST23] and Albrecht et
al. [AMPS26] show that even per-sender ordering is not guaranteed in Threema and Telegram, respec-
tively. Gegenhuber et al. [GGG™26] show that malicious members can force different transcripts on honest
users in Signal, WhatsApp, Threema, and iMessage by exploiting the applications’ fallback behavior after
a decryption failure or sending distinct sender keys to different receivers.

49



	Causal Awareness in End-to-End Encrypted Group Messaging
	Introduction
	Preliminaries
	Causality graphs
	Group chats
	Correctness

	Unencrypted group chats
	Graph correctness with respect to rGMax
	Graph correctness with respect to rG2Hop

	Encrypted group chats
	Integrity of group chats
	Causal awareness
	Constructing causally aware group chats

	Checkpoint-aided causal awareness
	Server-aided causal awareness
	Deployment costs and limitations
	Proofs for group chat constructions
	Proof of Theorem 1
	Proof of Theorem 2
	Proof of Theorem 4
	Proof of Theorem 5
	Proof of Theorem 6
	Proof of Theorem 7

	Checkpoint-aided proofs (Proof of Theorem 8)
	Server-aided proofs (Proof of Theorem 9)
	Related work


