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Abstract

The HM-QCT protocol, presented by Mazzoncini et al. in 2025,
uses a unique feature of quantum information to achieve quantum
key distribution (QKD) with secret-key rates beyond standard con-
structions. The protocol has been designed in the hybrid quantum—
computational time-lock (QCT) security model which imposes two
independent (but related) restrictions on the attacker: (1) a compu-
tationally secure encryption scheme which a successful attacker
must break within a narrow timeframe and (2) an assumption that
the attacker can only store quantum information with low fidelity.

We first review the protocol and its two-assumption model by
presenting, in explicit form, the two natural “harvest now, decrypt
later” strategies against it, one using quantum memory and one
using classical memory. We show how each is excluded by exactly
one of the two assumptions, so that harvesting resistance rests on
their conjunction and on the presumed existence of a technological
gap: the adversary’s quantum memory must decohere much faster
than the time it takes to break the short-term encryption.

Finally, we introduce HM-PREF, a variant that replaces the short-
term encryption with a pseudorandom function (PRF), evaluated
locally. By eliminating the transmission of enciphered classical
information, the adversary does not need to race an impending
expiry event. We compare the security of our construction against
the original and argue that our PRF-based assumption yields a
more realistic adversary. It simply requires the existence of one-
way functions rather than a predicted lasting limitation of quantum
computation and memory technology.
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1 Introduction

Standard quantum key distribution (QKD) is a form of multi-party
computation whereby (usually) two communication partners ar-
rive at a common key used to secure subsequent communications.
QKD works differently from classical key agreement, preferring to
harness the behaviour of subatomic particles over security derived
from computationally hard problems. This has certain benefits: for
one, QKD schemes typically have everlasting security [10], meaning
the negotiated key cannot be recovered by an attacker once the
protocol completes, even if computational security is later broken.

The utility of QKD, however, is constrained by its inefficiency.
Known as the PLOB bound, the key rate achievable by a typical
protocol is limited to —logz (1 —#) bits per channel use [8]. This rate
decreases as the fractional loss of the channel (i.e., 1 — ) increases
with transmission distance. It is therefore not uncommon to see
transmissions at a rate of less than one bit per channel use even at
distances of only a few kilometres. A 56K dial-up modem transmits
around seven bits with each channel use, for context.

The thesis of Mazzoncini [6] presents a novel construction capa-
ble of exceeding the PLOB bound. This surprising result is made
possible by the hidden matching problem [1, 3] whereby information
about a particular graph is partitioned among two parties, one of
whom aims to find an edge belonging to the graph with only partial
knowledge thereof. A known quantum protocol has been shown to
be exponentially more efficient than any possible classical variant.
This is repurposed for QKD by the HM-QCT hybrid protocol [7]
which combines the usual quantum channel with an encrypted
classical one to partition the information about the chosen graph.
The increased efficiency allows the transmitted data to be repeated
which lowers the error rate and increases the key rate by a factor
O(+/n/logn) over BB84 [2].

Thanks to the information-theoretic properties of the hidden
matching problem, an attacker can only obtain the negotiated key
if they have both the vertex information transmitted over the quan-
tum channel and the edge information transmitted over the classical
channel. Security is achieved if either or both is inaccessible dur-
ing and after protocol execution. The secrecy of the classical edge
information of course hinges on the computational security of the
encryption scheme used. HM-QCT attempts to reduce this reliance
by allowing the scheme to be broken after a certain time tcomp
greater than the protocol’s execution time. The quantum vertex
information cannot therefore be available to the attacker after tcomp,
or security would be compromised. Any attacker is thus presumed
to only have access to imperfect quantum memory which degrades
to random noise by tcomp, an assumption imported from the noisy-
storage model (NSM) [13].
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This set of threat model assumptions together make up the
quantum—computational time-lock (QCT) model ! of Vyas and Al-
léaume [12]. Within these assumptions, however, there exists a
tension which may be uncomfortable to cryptographers. Conven-
tionally, as far as an attacker’s capabilities are concerned, restricted
computational power is traded for unlimited memory capacity, or
vice versa. This bargain is illustrated by Maurer’s original bounded-
storage model [5], the classical ancestor of the NSM and QCT models.
Conversely, the QCT model restricts the attacker in terms of both
computation and memory.

Contributions. The QCT model and HM-QCT protocol aim to
achieve efficient QKD by incorporating a computational assumption
and an assumption from the noisy-storage literature. We show that
these assumptions are not fundamental. By deriving each session’s
edge information from a shared long-term secret, the protocol no
longer requires delayed disclosure of the edge information and
therefore no longer relies on assumptions about the adversary’s
quantum storage capabilities or its ability to break encryption.

2 Background

2.1 The Hidden Matching Problem and the
Communication Complexity Gap

The hidden matching problem described by Bar-Yossef et al. [1] has a
curious property: no classical one-way protocol can solve it without
transmitting at least Q(+/n) bits, but O(log n) qubits are all that is
needed to do so quantumly. Gavinsky et al. [3] also showed this
to be the case for a boolean variant which [6] calls the f-partial
matching (BPM) problem.’

The problem. Alice has a string x € {0, 1}" representing the n
vertices of a graph. Bob has a sequence of fn edges represented
by pairs of unique vertex indices. This is called a matching. Taken
together, Bob’s matching M and Alice’s x form a graph where
each vertex is joined to at most one other. When all vertices are
joined (B = 0.5), the matching is said to be perfect. Otherwise, if
one or more vertices are left unconnected (f < 0.5), it is known
as a partial matching. Suppose that for each edge (i, j) € M we
computed x; ®x; and concatenated the resulting values to form a bit
string o of length Bn. In addition to M, Bob is also given w = v ®a’"
where a € {0, 1}. Bob’s goal is to determine whether he received w
equal to v or o, i.e., v with all bits flipped. If it were possible for Bob
to determine one bit of v, then he could check the corresponding
bit in w to arrive at the answera =0ora = 1.

Classical protocol. Bob cannot know anything about v without
learning something about x. Alice sends /n/f bits of x to Bob
which is likely to contain at least one of the edges in M due to the
birthday paradox. If so, this allows Bob to determine at least one
bit in v and thereby a.

Quantum protocol. If Alice can communicate with Bob over a
quantum network, she can simply encode x as the linear combi-
nation of n basis states such that |,) = !/ya 27, (—1) [i). For
example, |1001) = /73 (= [1) + [2) + |3) — [4)). These log(n)/2f
The NSM and QCT models are not adversarial models of the type typical in classical

cryptography but serve to enumerate the assumptions which apply to a given protocol.
2Originally referred to as the a-partial matching (@PM) problem by Gavinsky et al.
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qubits are sent to Bob who can then use his knowledge of M and w
to compute a. He does this by applying a projector |i) (i| + |j) (Jj|
to |¢x) for each (i, j)) € M. With probability 2f (which equals 1
when M is a perfect matching), this measurement reveals one of
the edges (i, j) in the graph described by M and x and collapses the
state to a simple combination of the two corresponding basis states.
Performing a further projective measurement in the Hadamard ba-
sis has the effect of XORing the two components together to obtain
a single bit of 0. Since the edge (i, j) which produced this bit x; ® x;
is known, Bob can check the corresponding bit in w to determine a.

2.2 The HM-QCT Protocol

x; — {0,1}" M; & Mgy,

;= (M, w; ci
Yi ( i Wl) Ean(yi) L

\ time-locked

N i y;

—» Decg(c;)

a; == fPM(xi, yi)

W/xi>®m 74> b,-

| Quantum channel |

Figure 1: One round of the HM-QCT protocol.
Adapted from Fig. 7.1 in [6] and Fig. 1in [7].

The hidden matching QCT (HM-QCT) protocol proceeds according
to a number of rounds where each round solves an instance of the
BPM problem to arrive at a single key bit (see Fig. 1). The protocol
is performed as follows:

Setup. The preconditions are:

o Alice and Bob each hold a pre-shared secret key k of length £
(established out of band or by prior key establishment run).

e A quantum channel and an authenticated classical channel
exists between them.

o The parties have agreed on a set of possible matchings Mg,
where each element is a f-matching of n vertices.

o The parties have also agreed on a number of copies m.

Protocol execution. In each round i:

(1) Alice selects a bit string x; < {0,1}" and a matching M; «
My, uniformly at random. She computes v; from M; and x;
and sets w; := v; or w; := ; by coin flip.

(2) Alice forms the message y; := (M;, w;) and sends Ency(y;) to
Bob over the classical channel.

(3) Alice encodes x; as a quantum state [fy,) and transmits m
copies of this state to Bob over the quantum channel. She also
evaluates a function SPM(x;, y;) which computes aiﬁ" =0;®w;
and returns a;, the key bit for the round.

(4) Bob computes his own copy of the round bit b; using the infor-
mation contained in y; to appropriately measure [i/y;). When
M is an imperfect matching, Bob obtains an edge (i, j) ¢ M
with probability 1 — 2 and outputs b; = L. Otherwise, b; = a;.

Post-processing. Alice and Bob perform reconciliation and privacy
amplification to arrive at a final key.
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2.3 Standard QKD Assumptions

As with all QKD schemes, the HM-QCT protocol (and our derivative
in Section 4) relies on the following basic assumptions [9]:

(1) The devices used by the parties and all communication chan-
nels between them are correctly and completely explained by
quantum theory.

(2) The parties have access to an authenticated channel on which
no message modified or injected by an attacker is accepted by
the receiving party.

(3) The devices used locally by the parties faithfully perform all
instructions given by the parties.

For a specific protocol, these base-level assumptions are com-
bined with certain additional threat model assumptions such as
those given by the NSM or QCT models.

2.4 OQCT Protocol Assumptions

A quantum—computational time-lock (QCT) protocol, a term coined
by Vyas et al. [12] for their MUB-QCT construction, achieves confi-
dential key agreement by combining two separate security mech-
anisms: (1) a computational mechanism to protect the negotiated
key up to a certain time and (2) the presumption of memory noise
meant to protect the key beyond that.

The set of assumptions applicable to QCT protocols such as
MUB-QCT and HM-QCT are described by what is alternately called
the quantum—computational hybrid (QCH) model [12] or the QCT
model [7]. These are twofold:

AssumPTION 1 (TiME-Lock ENCRYPTION). The chosen encryption
scheme has indistinguishable encryptions under a chosen ciphertext
attack (IND-CCA security) for a duration 2 teomp.

AssumPTION 2 (Noisy QUANTUM STORAGE). The adversary’s
quantum memory is a noisy channel ®; such that a state stored
Sfor time teomp is 6-indistinguishable from the output of the com-
pletely depolarising channel F. The choice of teomp is such that the
coherence time of available quantum memories teop, is much less (i.e.,
teoh << teomp), Tesulting ind < 1.

The scheme described by the first assumption could be seen as
a form of time-release encryption [11]. The second assumption
is lifted from the noisy-storage model (NSM) [4, 13], originally de-
scribed in the context of quantum oblivious transfer.

Notice that no assumption is made as to the “hardness” of the
PPM problem. This is because, in a given round i, the protocol
carries the information-theoretic guarantee that g; is unobtainable
'f" is either 04" or
1%7, only w; and a single bit from v; is required to derive a;. Still,
computing a single bit of v; requires measuring |/, ) with projectors
corresponding to M;. Therefore, as y; = (M;, w;), knowledge of y;
is required to derive a single bit of v; ® w; and thereby a;.

To see how the two assumptions of QCT combine, we now ex-
plain how HM-QCT achieves its security.

without y;. Recall that af" = v; ® w;. Since a

2.5 HM-QCT Security

Let A stand for the classical key bit Alice holds in a given round
(the value the protocol aims to keep secret from Eve) and Q for the
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information Alice transmits on the quantum channel (i.e., [{y;))
before it is subjected to the noise of the channel. Upon intercepting
Q, Eve can choose to measure or process the information in whole
or in part resulting in a new quantum state Qi, and classical mea-
surement outcome Z, both of which Eve will store in memory. Y is
the information obtained when Eve breaks the IND-CCA security
of the encryption scheme after time fcomp. This is shown in Fig. 2.

Measurement Memory Measurement

in out

0 —_— —_— —_

OQutcome 7

ty+ 1,

0% tcomp

Decrypted Y

Figure 2: Eve’s general attack strategy.
Adapted from Fig. 1 in [13], Fig. 6.2 in [6] and Fig. 4 in [7].

The quantity Pgyess (A | -) denotes the guessing probability: the
largest probability with which an optimal strategy recovers A, given
the information listed after the bar. Thus, upon the release of Y,
Pouess(A | YZ) is Eve’s success probability having measured ev-
erything immediately and kept only classical data, while Pguess(A |
YZ ®;(Qin)) is her success probability if she does not measure the
entire state and instead stores all or part of it in her (imperfect)
quantum memory ®,. Here ®,(+) is the completely positive map
which takes the state Eve stored and returns the degraded state that
survives after the storage time ¢.

Consider now the map F () which models worst-case decoher-
ence. It simply erases its input and outputs pure noise in the form of
the maximally mixed state. The diamond norm ||®; — ||, measures
how distinguishable the two maps are over all possible inputs. The
condition ||®; — F||, < § therefore says that any state Eve stores
in memory is at most § away from being useless after time ¢.

From theorem 6.4.1 in [6], the following result is obtained: if
1®seomp — Fllo < 8, then

Pguess (A | YZ q)tcomp(Qin)) < Pguess (A | YZ) +0. (1)

In simple terms, whatever Eve gains by keeping Qj, in her noisy
quantum memory is at most § better than what she could achieve
from measuring the state immediately, regardless of her choice of
measurement. If we choose our encryption scheme such that tcomp
occurs long after t.op, which is the point at which the data stored in
Eve’s memory is no longer useable (i.e., tcoh < tcomp), then § < 1.
With § near zero, the two sides are essentially equal, so storing
the quantum information buys her nothing: she may as well have
measured it the moment it arrived.

This is what lets the analysis reduce any attack to an immediate-
measurement strategy: instead of reasoning about the vast space of
actions Eve might take with a quantum memory over time, it suffices
to bound what she learns by measuring at once and keeping classical
records. Security then follows by lower-bounding the min-entropy,
Hpin (A |YZ Dteomp (Qin)), which quantifies how much genuine un-
certainty about A remains from Eve’s standpoint after tcomp.
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3 Two Harvesting Attacks

Due to its time-lock encryption, a successful attack on HM-QCT
necessitates capturing and storing transmissions until the encryp-
tion can be broken. Many permutations of this tactic are possible,
varying the information stored. The general strategy (Section 2.5) is
called an encoding attack in [6], but to simplify, it can be understood
by its two natural forms: one storing quantum states and one using
only classical memory (see Fig. 3). Only i.i.d. attacks are considered,
as in the original work, meaning that the attacker uses an identical
strategy in each round, i.e., for every negotiated key bit.

Alice Eve Bob
Ency(y:) N Enc,(») R |
[¥,> N ;> )
m copies ) Attack 2
[V;> I .
Attack 1 | Get Uj from ¥, | | Get Uj from ¥, | to:l

‘comp

b, = a;

Figure 3: The two harvesting attacks on a single round of the
HM-QCT protocol.

Attack 1. Harvest now, decrypt later (using quantum memory).
For each round i, Eve intercepts at least one copy of |¢/y;) which
encodes the classical bit string x; Bob uses to derive the negotiated
key bit a; at the end of the round. Simultaneously, she works on
breaking Enc (y;) and succeeds at a time after Zy + tcomp. Doing so,
she obtains y; and thereby the measurement U; which reveals a;.

To succeed, Eve must preserve coherence of the intercepted states
foratimet 2 tcomp > teoh- By Eq. (1), after that time, her register is
within & of fully depolarised noise, so measuring is no better than
guessing. Coherence of |i/,;) for duration ¢ is exactly what noisy
storage prevents and so the strategy is defeated by Assumption 2.

Attack 2. Harvest now, decrypt later (using classical memory).
In this variant, Eve does not store quantum information. Instead,
she chooses an arbitrary measurement U and applies this to the
intercepted |/, ) immediately, storing only the classical outcome b;
which suffers no decoherence. As a result, this attack is also referred
to as the immediate measurement strategy. Once y; is obtained after
time o + tcomp, Eve knows whether her guess of U was correct and
therefore whether b; corresponds to the negotiated key bit or a
random value.

Because y; is time-locked, the measurement basis must be com-
mitted to before it is known. As a wrong measurement irreversibly
destroys the information needed to recover the bit, it is necessary
to guess correctly with a non-negligible probability. The number
of measurement possibilities increases with n and the informa-
tion which can be extracted from m copies of |y, ) is limited by
the Holevo bound. To improve on this would require breaking the
BPM problem. As a result, Eve’s success probability reduces to the

Jean Snyman, loana Boureanu, and Daniel Gardham

classical information complexity of SPM: with y; hidden, Eve’s
stored classical record leaves her per-round probability of guess-
ing a; bounded away from 1 whenever m < O(\/n/logn) [6, 7].
Therefore, the strategy is defeated by the unconditional hardness
of the fPM problem and the existence of time-limited encryption
(Assumption 1).

Comparing the two attacks. The attacks are two sides of the same
dilemma: to use the intercepted quantum states, Eve must either
wait or measure blind. Neither threat model assumption (Section 2.4)
eliminates both attacks. Drop the noisy storage assumption (As-
sumption 2) and Attack 1 succeeds. Or drop the short-term encryp-
tion (Assumption 1) and Attack 2 succeeds. HM-QCT’s resistance
to eavesdropping is therefore a property of the conjunction of these,
hinging on the non-overlap of the two windows, t.oh < tcomp- This
isolates the cost: the guarantee is contingent on a predicted, lasting
technological gap between memory and computational capabilities.
Specifically, it assumes a ceiling exists on the coherence of future
quantum memory technology. Similar bets on the impracticality of
quantum computing have made “harvest now, decrypt later” attacks
on classical public-key cryptography an ever-present worry.

4 HM-PRF: From QCT to Pseudorandom
Function

x; < {0,1}"

ri
ri — {0,1}" > Fr(ri)

riL’ Fr(ri) ‘lyi lyi
)™ fH b

| Quantum channel |

a; = ﬁPM(Xi, y,)

Figure 4: One round of the HM-PRF protocol.

4.1 The Construction

The analysis above shows that the two QCT assumptions play very
different roles. The presence of time-limited encryption (Assump-
tion 1) is the operative assumption as it is what hides y; during
transmission. The noisy storage (Assumption 2) is purely reactive.
It exists only to plug the gap opened by the time-lock: namely At-
tack 1 in which Eve waits for the lock to expire before measuring
stored states. This suggests that a simplified protocol should target
the first assumption.

Of course, the reason the time-lock exists at all is that y; is trans-
mitted. One remedy therefore is to not transmit y; over any channel.
If y; is instead generated locally and identically by each party, there
is no encrypted transmission to protect. Thus, the short-term en-
cryption assumption is no longer needed, eliminating Attack 2. And
because there is no time-lock, the requirement for noisy storage also
disappears, eliminating Attack 1. The QCT assumptions therefore
become unnecessary for the security of the construction.

We call the resulting protocol HM-PRF (Hidden-Matching with
Pseudorandom Function). It replaces the short-term encryption of
Step 2 by a pseudorandom function (PRF) shared by Alice and Bob.
A run of the protocol proceeds as described below (see also Fig. 4):
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Setup. All preconditions are the same as in the HM-QCT protocol
described in Section 2.2. Notably, Alice and Bob have a preshared
key k and have agreed to a set of possible matchings Mg,,.

Protocol execution. In each round i:

(1) Alice selects a bit string r; of length ¢, uniformly at random.
This is sent to Bob over a classical channel.

2) Alice and Bob both a a publicly-known keyed function F :
(2) Al d Bob both apply a publicly-k: keyed fi
{0,1}% x {0, 1}% — {0, 1}’ to derive pseudorandom material

y; := F(k,r;). Evaluating the same pseudorandom function
on the same k and r;, the two devices agree on y; without
communicating.

(3) Alice samples x; uniformly from random, encodes it m times as
[, ), and transmits these states over the quantum channel. She
evaluates a; := fPM(x;, y;) to obtain the key bit for the round.

(4) Bob, having derived his own copy of y;, computes the round
bit. Reconciliation and privacy amplification are unchanged.

The quantum channel and the fPM-based key extraction are
exactly as in HM-QCT. The only change is the provenance of y;:
locally derived rather than transmitted using short-term encryption.

4.2 Harvesting Resistance of HM-PRF

Attack 1 and HM-PRF. In HM-PREF, y; is never transmitted over
any channel accessible to Eve and therefore does not require pro-
tection in transit. Without time-limited encryption that later lapses,
there is no expiry event after which Eve learns y;. Since Attack 1
has no target y; to wait for, the attack disappears in HM-PRF.

Indeed, in the original HM-QCT variant, Attack 1 pays the cost
of quantum storage in exchange for eventually learning y; once the
time-lock expires at tcomp. In HM-PREF, there is no benefit to storing
[{;) as y; only exists as the result of computation done at the two
endpoints and is never disclosed. Neither is k which gives y; its
pseudorandomness. The noisy storage assumption (Assumption 2),
whose sole role was to defeat the wait-for-y; strategy, becomes
superfluous and can be dropped.

Attack 2 and HM-PRF. An adversary performing Attack 2 chooses
not to store |{/y;) upon interception and must therefore measure
blind, an ineffectual strategy. In the original HM-QCT protocol, this
is because y; is not known for the duration of the protocol run. A
PRF achieves this at least as strongly as time-limited encryption (in
fact, it ensures y; is unavailable indefinitely rather than for tcomp).
Attack 2 therefore remains impractical in HM-PRF, even without
the existence of short-term encryption (Assumption 1).

Assumptions applicable in HM-PRF. Besides the universal QKD
assumptions given in Section 2.3, the security of HM-PRF rests on
the PRF and on the hardness of the fPM problem, i.e., the inability
to derive a; without y;. The later is unconditional, as it is in HM-
QCT, since a; is the result of an XOR with w; (contained in y;). Thus,
the SPM problem operates similarly to a one-time pad. Because the
existence of one-way functions implies the existence of PRFs, one
must only assume that one-way functions exist to trust that the
HM-PRF protocol is secure against harvesting attacks. As discussed
above, neither Assumption 1 or 2 of the QCT model need to hold,
thanks to the PRF.
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5 Security and Efficiency Evaluation of HM-PRF

Use of the SPM problem for QKD requires y; to be made known
to the legitimate endpoints without falling into the hands of any
other party. Whether this is done by transmitting an enciphered y;
across a communication link or by deriving y; locally, achieving this
necessitates a trusted setup. This means there is a trusted entity® at
each end pre-provisioned with key material.

One’s choice of trusted setup can affect the probability space
in which the parties, and the adversary, operate. In HM-QCT, the
round inputs x; € A’ and y; € ) are drawn from pgpy which is the
uniform distribution over X X V. We can say that pgpy is a joint
distribution of distributions yx and 1y, over X and ) respectively,
each independently uniform. The pre-shared key k € IC, sampled
from uniform distribution px, is used as input to probabilistic al-
gorithm Enc(k,y;) which performs short-term encryption of y;.
The output distribution of this algorithm is taken over the uniform
choices of k and y; as well as the randomness of Enc.

The main change introduced by HM-PRF is that the round input
y; is no longer drawn from true uniform distribution yy,. Instead,
it is drawn from pseudorandom distribution pr over KC X R where
IC is the key space of the pseudorandom function F, and R is the
space of all possible values of r;. The distribution of inputs given to
function SPM is thus no longer perfectly uniform. Rather, it is the
joint distribution of yy and pr. We call this distribution pgpy.

As an unbounded Eve could distinguish Enc(k,y;) or F(k,r;)
from uniform, both protocols rest on a computational assumption.
In the case of HM-PREF, F is assumed to be a pseudorandom func-
tion (PRF) secure against any efficient polynomial-time adversary.
HM-QCT conversely assumes IND-CCA security of the encryption
scheme but only against an adversary completing in time < tcomp.

Overall, our HM-PRF protocol (1) is no longer dependant on the
technological assumption of the NSM and (2) replaces the compu-
tational assumption of time-limited encryption with a PRF assump-
tion. The security of the overall construction is therefore no longer
parameterised on tcomp, as is required in the QCT model.*

5.1 Security Result

PROPOSITION 1 (EAVESDROPPER SECURITY OF HM-PRF). If we
accept that

(i) the function F is a PREF, i.e., the derived y; = F(k,r;) is dis-
tinguishable from a truly random y; sampled from a uniform
distribution with a negligible probability of eprr ; and

(ii) the standard QKD assumptions hold (see Section 2.3),

then, due to the hardness of the PM problem (i.e., the one-way
information complexity of fPM obeys the hidden-matching lower

bound ICL’;;IfL (BPM, €) = Q(+/n) where € is the average error and n

is the length of each x;), Eve’s per-round guessing probability for any
i.i.d. encoding attack and any n > 4 is bounded by

ng:sls(A|Z) < g+ 2(\’3—‘] + \/g) + epRr, (2

3This entity is entrusted not to reveal the long-term secret to an outside party even if
the result of computation using the secret is made known.

41t is best practice for the security of a scheme to be dependent on a security parameter
adjustable by the user, not a parameter controlled by the adversary.
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with p and q functions of n, the number of copies m and the matching
density 5, as given in Theorem 7.2.1 of [6].

PRrRoOF. The argument is a two-step reduction:

(1) we replace the PRF-derived inputs by truly random ones at
the cost of eprr; and

(2) we update the parameterised bounds given for HM-QCT to
reflect the decrease in available information.

Step 1: Randomisation of the trusted setup. Consider two experi-
ments, shown in Fig. 5, producing Eve’s view of a protocol round. In
the real experiment, value r; is drawn from uniform distribution yg .
The pre-shared key k is also chosen uniformly at random. Value y;
is generated by evaluating pseudorandom function F(k, r;), so y;
is chosen according to pseudorandom distribution pr. In the ideal
experiment, r; is chosen in the same way as before, but y; is instead
drawn from the true distribution yy of possible y; values, exactly
as it was in HM-QCT. No k is generated.

In both experiments, a fixed procedure D is performed, receiving
r; and y; as inputs. First, x; is drawn from the uniform distribu-
tion py. This is encoded quantumly m times as |y, )®". Then, a;
is obtained by evaluating a; := SPM(x;, y;). Finally, upon receiv-
ing r; and |¢/,)®™, Eve applies an arbitrary encoding attack and
produces b; as her guess of the negotiated key. D compares Eve’s
guess against its knowledge of the actual key bit, outputting 1 if
b; = a; and 0 otherwise.

As Eve never receives y; or k, and r; is always produced in the
same manner, the only way Eve’s success probability could differ
between the two experiments is if there were a difference in the
distribution of x;, which there is not (the method for encoding
x; as quantum information is also identical in both experiments).
Representing a; as random variable A and the outcome of an optimal
measurement performed on |y, )®™ as random variable Z, we can
therefore say that

| Phiass(A 1 Z) = Pt (A1 Z) | < epme- 3)

guess guess

Any gap larger than epgr would make D able to distinguish between
F(k,r;) and py violating (i) of Proposition 1.

Step 2: The HM-QCT bounds with reduced information. Theorem
7.2.1 of [6] bounds Eve’s success probability as follows:

Paess(A | Y 28y, (Qn)) < L+ 2(\3/?1 +\/§) N

However, in the Ideal experiment, there is no additional infor-
mation Y which is unlocked after time #.omp. Nor is any function
of QO (i.e.,, Qin) ever stored in quantum storage for tcomp , the result
of which is denoted by @, (Qin). As such, the knowledge of Eve
in the experiment is strictly less than if she were interacting with
the original HM-QCT protocol. We can therefore state that

Paal(AZ) < b+ z(m[) ®

Since we drop DPteomp (Qin) on the LHS, we can also drop § on the
RHS per Theorem 6.4.1 of [6].

Conclusion. By combining (3) and (5), we obtain bound (2). O
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a; = BPM(x;, y;)
Vi < luy
Tis Vi [V >™", 7,
> > Eve
< b

i

0ifb,=a, 1ifb, #a,
Figure 5: The HM-PREF security experiments.

5.2 Efficiency Result

ProposITION 2 (SECRET KEY RATE oF HM-PRF). If Proposition 1
holds and we take its assumptions (i) and (ii) as true, then the achiev-
able key rate is

RUMPRF 5 ysi&[_log(PReal (A Z)) - H,(QBER)|,  (6)

guess

where ygg is the sifting factor as described in Section 7.2.2 of [6],
Hy(x) is the binary Shannon entropy of x, and QBER is the observed
quantum bit-error rate.

The key-rate bound (6) follows from (2) as per Section 7.2.2 of [6]:
the extractable secret fraction per sifted round is the min-entropy
of A given Eve’s view, less the cost of error correction.

6 Everlasting Security of HM-PRF

Protocols with everlasting security [10] remain secure even if the at-
tacker becomes computationally unbounded upon completion. The
HM-QCT protocol achieves a form of this but only after tcomp Which,
given teomp > teoh, may occur long after execution is finished.

By removing the encryption scheme and associated expiry event,
HM-PRF eliminates fragile reliance on a gap between quantum
memory and quantum computational capabilities. Doing away with
the time-lock encryption and noisy-storage assumptions allows the
security of the protocol to rest instead on a single static assumption:
the existence of one-way functions plus a trusted setup. Guarding a
long-term secret in certified hardware is auditable, and potentially
more realistic, whereas the QCT model must predict a lasting ceiling
on quantum technology.

The trade-off with eliminating both assumptions is that the se-
crecy of the negotiated key (shown in Section 5.1) is not everlasting.
Because y; is only pseudorandomly hidden and |y;) can be stored
indefinitely, past key bits could be revealed if the adversary were to
break F after protocol execution. However, if one is willing to accept
the noisy storage assumption, HM-PRF does achieve everlasting
security after decoherence time f.op.

7 Conclusion

We recast HM-QCT’s guarantee as resistance to two harvest now, de-
crypt later strategies, showing its assumptions play connected roles:
short-term encryption hides the matching in transit, while noisy
storage closes the window this opens. In response, we proposed
HM-PRF which derives the matching locally via a pseudorandom
function, eliminating both the time-lock and (optionally) the storage
assumption, while retaining the beyond-BB84 key rate.
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