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Abstract

Batched threshold encryption (BTE) enables a committee of servers to jointly decrypt any
chosen subset of ciphertexts from a large pool, while all remaining ciphertexts stay private.
BTE is a key building block for encrypted mempools, where transactions are encrypted until
block inclusion to mitigate maximal extractable value (MEV). We give a new tree-based BTE
construction from two simple building blocks which support additive homomorphism: a symmetric-
key encryption scheme that is homomorphic over key and message space, and a thresholdizable
public-key encryption scheme that is homomorphic over message space. These building blocks
can be instantiated under a wide variety of assumptions including DDH, DCR, LWR and even
LWE for post-quantum security.

In our scheme, each ciphertext is associated with an index from an appropriate index space.
We implement the DDH-based instantiation. Given an aggregated batch of 1,000 messages over
a small 1024 sized index space, each server performs about 41 ms of single-thread computation,
including a 100-0f-300 threshold decryption. We also partially implement an RLWE-based
post-quantum instantiation over a 2'2® sized index space for negligible collision probability
among indices. A batch of 1024 messages uses approximately 0.89 MB per ciphertext and 20
seconds of single-thread decryption per server.

1 Introduction

Batched threshold encryption (BTE) enables a committee of servers to jointly decrypt an arbitrarily
chosen subset (batch) of ciphertexts from a large pool, while all remaining ciphertexts stay pri-
vate [CGPP24, AFP25, BFOQ24, BCFT25|. The defining feature of BTE is scalability: the total
server-to-server communication required for decryption grows sublinearly in the batch size and
is independent of the overall pool size. This makes BTE a natural building block for encrypted
mempools, where transactions are encrypted until they are included in a block. This is a key approach
to mitigate maximal extractable value (MEV) |[GBH25, LBM™|. Practical encrypted mempools
operate under tight latency budgets. Reducing both the communication and the computation of
batch decryption, while supporting large batch sizes, is therefore an important problem.

This note introduces a new method for designing BTE schemes that departs from current
practices. Our new approach draws on prior work about building succint encodings when garbling a
Boolean circuit [AIKW13]. At a high-level, our construction is built generically from two building
blocks: a symmetric encryption scheme which is message and key homomorphic, KMHE, and a
threshold (public-key) message homomorphic encryption scheme TMHE. In our scheme, for each



batch, the committee performs exactly one threshold decryption of an aggregated TMHE ciphertext,
hence making the communication cost independent of the batch size. If the TMHE is silent and/or
weighted, our BTE construction will inherit these properties. In Section 2, we describe the building
blocks and our construction.

In Section 3, we evaluate a DDH-based [AIKW13] and RLWE-based [BCGL™24| instantiations
which were implemented primarily using LLMs. As such we consider the implementation as purely
a proof of concept. For a batch size B = 1000 of 128-bit messages in a 1024-index domain, the
DDH prototype generates 7.7 KB ciphertexts and requires about 41 ms of single-thread computation
per server, including a 100-0f-300 threshold decryption. These measurements use 2 GB of reusable
public tables (for computing discrete logarithms of small exponents) and exclude batch construction
and network latency. For the RLWE instantiation, we consider a batch size of B = 1024 messages
over an exponentially large index space of 2'2%. With honestly sampled keys and errors, we estimate
0.89 MB client ciphertexts and about 20 seconds of local batch-decryption work. We also evaluate
larger parameters that accommodate worst-case sums of bounded keys and errors. By our estimates
this lattice-based instantiation will perform vastly better than other theoretical lattice based BTE
schemes [BLT25, XZC26|.

2 Technical Overview

2.1 Cryptographic Ingredients

Our BTE scheme relies on the following two cryptographic primitives.

Ingredient 1: Key and Message Homomorphic Encryption (KMHE). Consider two abelian
groups M and K. The KHME is a symmetric-key encryption scheme for message vectors in M?¥ for
some constant length L > 2. Keys lie in K. Adding a bounded! number of ciphertexts adds both
their keys and their messages (as vectors):

Dec(k‘l + ko, Add(Enc(k:l, ml), Enc(kg, mz))) =mq + ma.

For ease of illustration, we will assume that the key and message groups are the same, i.e., X = M
although our construction works even when they are different?. For security, we need IND-CPA
security only for a single message per key, since every key in our eventual BTE construction will be
used to encrypt exactly one message. There exists constructions for such a KMHE scheme under
different cryptographic assumptions such as DDH [AIKW13]|, LWR [KP24, LLPT23|, DCR |[LLPT23]
and (Ring) LWE [AIKW13, KP24, BCGL*24|. Note that a one-time pad encryption scheme is not
a KMHE as it only supports L = 1.

Ingredient 2: Thresholdizable Message Homomorphic Encryption (TMHE). It is a
public-key encryption scheme with messages in an abelian group G, whose secret key sk is shared
among N parties with threshold ¢. Ciphertexts can be added together resulting in a new ciphertext
encrypting the sum of underlying messages. Each party j can use its secret key share sk; to compute
a partial decryption share pd; := PartDec(sk;, ct) of a ciphertext, and any ¢ such valid partial
decryption shares can be combined to the decrypt the ciphertext ct to yield the underlying message
as m := Dec(ct, {pd,}jes), where S is any subset of parties of size . We require the standard

We require at most B additions to support a batch of size B.
When K # M, we will additionally require the existence of efficiently computable maps ¢: K — M and ¢: M — K.
These maps must preserve the group operation under the restriction of at most B additions.



IND-CPA security to hold even when the adversary corrupts fewer than ¢ parties.

2.2 Protocol Overview

In our BTE construction, each ciphertext is generated w.r.t a uniformly random index ¢ € D from
some domain D specified by the public parameters of the BTE scheme. We will start by describing
a scheme with a domain which is polynomial sized (in the security parameter A) and then describe a
mechanism to extend it to super-polynomial domain sizes using a recursive tree-based approach. We
summarize our approach in Figure 1.

KMHE

Key and Message
Homomorphic Encryption ——,

(symmetric-key) BTE recursive BTE
for vectors of length L Batched Threshold | yce approach | Batched Threshold
Encryption > Encryption
TMIE (p.olynomlal—s.lzed (e§ponentlal—§1zed
index domain) index domain)

Thresholdizable Message |
Homomorphic Encryption
(public-key)

Figure 1: High-level overview of our approach. The two building blocks, KMHE and TMHE, give
a BTE scheme for a polynomial-sized index domain (warm-up), which the recursive tree-based
approach extends to an exponential-sized index domain.

Warm-up (polynomial-sized index domain). Suppose the domain size is D = L. To encrypt
a message m, we sample a random index i < D and a KMHE key k& <~ KMHE.KeyGen (1) where X
is the security parameter. The ciphertext ct; is then formed as follows:

1
ct :== ¢ KMHE.Enc(k,m - €;)
TMHE.Enc(pk, k)

where e; denotes a unit vector of length L with 1 in coordinate i (0-indexed), and 0 everywhere else.
Thus, m - e; denotes the vector with m in coordinate ¢ and 0 everywhere else.

Suppose we want to decrypt a batch of B < L ciphertexts, ctg,...,ctp_1, where ct; encrypts the
message m; using index ¢ and KMHE key k;. To do so, the servers add the TMHE components of
the ciphertexts to derive a TMHE ciphertext ct, which encrypts the sum of the keys, K = Zf; _01 k;.
The committee then performs a threshold decryption operation on ct, to obtain K.

After this, each server can independently add the KMHE components of the ciphertexts to obtain
a KMHE ciphertext ct; which encrypts the sum of the vectors, i.e., the message (my, ..., mp), under
the aggregate key K. Using the key K, it is possible to decrypt ct; to obtain (my,...,mp). This
completes the decryption process for the batch.

Extending to an exponential-sized index domain. The issue with a polynomial-sized index
domain is that it introduces opportunities for index collisions, whereas the underlying BTE con-



struction can only decrypt batches containing unique indices. This issue has also been highlighted in
prior BTE works [BFOQ24, BLT25, ABD*25, ACADG26]. Next, we describe how we extend the
aforementioned approach to support an exponential-sized index domain.

Consider a tree arity L and depth D for some integer L, D. We start by mapping each index ¢ to
the 7*" leaf (0O-indexed) of this tree. This implies a domain size of L? equal to the number of leaves
in the tree. Thus, for L = O(1) and D = O()\) we get a domain size of 20N 0(2*). To encrypt a
message m w.r.t index ¢, the encryptor samples D KMHE keys, kO, ... k®P=D one for each node
along the path from the root to the i-th leaf. We will imagine the message m being at the leaf. We
illustrate this in Figure 2.

1(0) depth 0
L) depth 1

k(2 depth 2

m depth 3: leaves

Figure 2: The tree for arity L = 2 and depth D = 3, from the point of view of a client at index ¢ = 3,
written in binary as (i1,42,43) = (0,1,1). The client samples keys O kM £® for the nodes on the
path to leaf 3 (highlighted). The root encrypts kMW in coordinate i; = 0, the next node encrypts
k@ in coordinate is = 1, and the last node encrypts the payload m in coordinate i3 = 1; kO is
encrypted with TMHE. The client’s ciphertext involves no other node (grey).

Let (i1,...,ip) denote the base L representation of the index i, with i; and ip being the most
and least significant digits, respectively. Also, for each j € {1,..., D}, let e;; denote the unit vector
of length L with 1 in coordinate 7; and 0 elsewhere. We will form D independent KMHE ciphertexts
ctW, ... ctP) as follows. For each j € {1,...,D—1}, ct@) encrypts the key k), encoded as /f(j)eij7
under the key kU=, The leaf ciphertext ct®) encrypts the message m, encoded as m - e; p» under
the key k(P~1. Besides this, we will encrypt the root key k(©) under the committee’s public key
using TMHE. The overall ciphertext ct will be of the following form:

i
KMHE.Enc(k® kM) . e;,), ..., KMHE.Enc(kP~2 kP~D ., ) KMHE.Enc(kP~V m . ein)

ct(1) ct(D-1) ct(DP)

TMHE.Enc(pk, £©)

ct =

Suppose we want to decrypt a batch of B < LP ciphertexts, cto, ...,ctp_1, where ct; encrypts
the message m; using index ¢ and KMHE keys (k:Z(O), . .,k:Z(D*l))

following steps (see Figure 3 for an illustration):

. The servers will perform the

e Step 0 (decrypting the root): The servers add the TMHE components of the ciphertexts to

derive a TMHE ciphertext ct, that encrypts the sum of the root keys, K 0) = ZzB:_ol k:Z(O). The
committee then performs a threshold decryption operation on ct, to obtain K(©).
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Step 0: threshold-decrypt cty := Z(I’;Ol TMHE.Enc(pk, k,go)) to get K (0.
Step 1: locally decrypt and obtain K(1) = (K[()l)7 K’§l)) using K(0).
Step 2: locally decrypt and obtain K(()2> = (Ké?)),Ké?)) and K§2) = (Kl(g), Kﬁ)) using KSU and Kl(l), respectively.

Step 3: locally decrypt and obtain (mg,m1), (mz2, m3), (ma, ms), (me, m7) using Kéz), Ké?), KS), Kﬁ), respectively.

Figure 3: Illustration of the merged tree of arity L = 2 and depth D = 3 corresponding to a full
batch of B = 8 ciphertexts, ctg,...,cty, where ct; is formed w.r.t index i, binary decomposed as
(i1,12,13), and message m;. Each node holds the sum of the keys of the ciphertexts whose index
path passes through it. Adding the KMHE ciphertexts below a node gives an encryption, under that
node’s key, of the vector of its children’s keys. Servers decrypt the tree top-down starting from K(©).

e Step 1 (decrypting the first layer): Each server can independently add the first KMHE

component of the ciphertexts in the batch, ct(()l), .. ,ctgll, to obtain a KMHE ciphertext ct%l)

which encrypts the sum of the first-layer unit-vector encoded keys, K1) = Zf:ol k,L-(l) S €,

under the sum of the root keys K(©) = Zf; _01 k:i(o). The server locally decrypts ct](Ll) using K (©)
to recover an L length vector K1) := (Kél), . ,Kg_)l) where

_ (1 _ (1)

veelo,L-1], K= > k'

K2
i€[0,B—1]:i1=¢

In other words, Kél) corresponds to the sum of the first-layer keys k:zgl) for all i € [0, B — 1]
whose most significant digit ¢; is /.

e Step 2 (decrypting the second layer): For each ¢ € [0, L — 1], each server locally forms the
following aggregate KMHE ciphertext:

= Y al?
i€[0,B—1]:iy=¢

which encrypts the sum of the second-layer unit-vector encoded keys under the corresponding

) (2)

first-layer aggregate key K él . The server then locally decrypts ctyy using K, ,51) to recover a



vector Kl@ = (K%), e ,Kéa_l)) where
Ve e[0,L—1], K= 3 k?
iG[O,Bfl]:’h:@,’iQ:@/

In other words, K g,) corresponds to the sum of the second-layer keys k:Z(Q) for all 7 € [0, B — 1]
whose most significant and second most significant digits are ¢; = £ and i3 = £’ respectively.

e Step d (decrypting layer d): The aforementioned process is repeated for each layer d € [D]
until we reach the leaf layer, where the servers locally decrypt and obtain the payload messages
m; using the corresponding keys from the previous layer.

2.3 Analysis

Theorem 2.1 (informal). Assuming an IND-CPA secure KMHE scheme for vectors of length
L =0(1) and an IND-CPA secure TMHE scheme for N servers, there exists an IND-CPA secure
BTE scheme with depth parameter D = poly(\), batch size B = poly(\) and N servers with the
following properties:

o Ciphertext size: D x CiphertextSizexyne + CiphertextSizerppe = Ox(1) for D = O())

o Communication cost (per server): N x PartialDecryptionShareSizeryye = Oa(1) for N =
poly(})

e Computation cost (per server): (B + logy, %) x DecryptionTimexppe + D - B x KMHE.Add +
B x TMHE.Add + DecryptionTimerppyg = B - poly(A) for D = O())

Security proof (informal). Consider a ciphertext that is not part of the batch. Its root key is
encrypted only under TMHE, and no partial decryption of a sum containing it is ever released, so
security of TMHE hides its root key. Once the root key is hidden, it is a key that encrypts a single
message, namely the next key on the path, so security of KMHE hides that next key. Continuing
down the path hides every key and, finally, the payload message.

Corollary 2.2 (informal). Assuming an IND-CPA secure BTE scheme and a simulation-secure
NIZK proof system, there exists an IND-CCA secure BTE scheme, obtained using standard techniques.

3 Evaluation

We evaluate a proof-of-concept implementation of our approach where we use the encryption scheme
from [AIKW13| as our underlying KMHE scheme, and threshold ElGamal as our underlying TMHE
scheme. We develop our implemetation using LLM assistance. Additionally, we also provide perfor-
mance estimates for a (ring)-LWE-based construction based on the parameters from [BCGL™124].

3.1 DDH-based instantiation

Setup. The implementation supports arity L € {2,4,8,16} with L = 4 resulting the best running
time. We use depth D = 5 and thus the domain size is L” = 1024. > We use a batch consisting of
B = 1000 ciphertexts encrypted with distinct indices, each encrypting a 128-bit message.

3In future, we plan to evaluate this for a domain size of 2'?® or consider cuckoo-hashing based techniques to have
small collision probability on the index space.



The TMHE secret key sk is secret shared among N = 300 servers with threshold ¢ = 100. All
measurements use a single thread on one core of an AMD Ryzen 9 7950X, compiled with GCC 15.2.
We report local computation only, and exclude network latency as well as the generation of the
public parameters, of sk, and of the shares sk;.

Instantiation. We instantiate the DDH scheme over the ristretto255 group H and let ¢ € H be
its generator. Our KMHE encryption scheme is a direct instantiation of [AIKW13|: a message x is
encrypted under a key k as H¥g®, where H is a public group element obtained by hash to group.
We implement the Ristretto operations using eight-lane AVX-512 IFMA instructions. Decryption is
performed by removing H* and computing a bounded discrete logarithm to recover z from ¢* and
therefore x must be small, e.g. less than 232, Larger messages are supported by decomposing = into
chunks and encoding each with a distinct H chosen via a hash to group modeled as a random oracle.
For TMHE, we use threshold ElGamal encryption, (g", pk”g®), where pk = ¢g* and sk is threshold
secret-shared among the N servers. TMHE decryption follows the same discrete log approach. In
our parameterization we therefore split the key and message space of KMHE into 22-bit chunks
and encrypt each chunk separately. For B = 1000, the servers compute discrete logarithms whose
exponents have at most 32 bits. For these parameters the implementation performs a total of 10,080
discrete logarithms in Steps 1 to D.

For the fixed parameter, a ciphertext is 7,732 bytes: 6,912 bytes for ct™), ..., ct(P), 768 bytes for
the TMHE ciphertext, and 52 bytes for the index i and identifiers of the public parameters.

Batch aggregation. Upon selecting the batch, ciphertexts are deserialized and ciphertexts with
an overlapping path KMHE in the tree are added together as described in Steps 0 to D of Section 2.
The TMHE components are added to obtain ct.. Deserializing and validating that the ciphertexts
are on the curve took 118 ms. Adding the ciphertexts of the overlapping paths took only 10 ms.
Most deserialization time is spent computing inverse square roots during Ristretto decoding. Clients
can supply these values as hints, which the receiver checks using inexpensive field operations. This
brings the deserialization time down to 12 ms, a ~ 10x reduction, but at the expense of almost
doubling the size of the client ciphertext.

The aggregated batch contains one aggregate KMHE ciphertext per occupied internal node and one
aggregate TMHE ciphertext. When a constant fraction of the leaves is occupied, this representation
contains O(B) node ciphertexts. The builder can broadcast it instead of the individual client
ciphertexts. Assuming the aggregated batch is sent, we consider the optimization where the party
building the batch also includes the “Ristretto inverse square root” hint in the batch. Computing
these hints once took 4.8 ms. An aggregated batch with hints requires just 0.8 ms to deserialize and
is 659 KB in size. Serializing an aggregated batch with hints required 5 ms. Without hints a batch
requires 5.5 ms to deserialize and is 332 KB in size.

Server computation and communication. After broadcasting the aggregated batch, each server
(1) computes and broadcasts its partial decryption share pd; of ct., (2) receives and combines ¢ = 100
shares to obtain K (Step 0), (3) performs Steps 1 to D to recover the keys K1 ...  K(P=1) of
each layer and finally the messages my, ..., mp_1. Table 1 reports the cost of each part. Steps 1 to
D take about 21 ms, or about 21 us per message.

Each server sends a single partial decryption share of 420 bytes, which includes an identifier of
the batch and of the server; the ¢ = 100 shares needed to obtain K(©) occupy 42 KB.

We measured three batches and, for each batch, executed the computation of all 300 servers;
Table 1 reports medians over these 900 executions for the share computation and Steps 0 to D. The



Table 1: Single-thread computation (median, in milliseconds) of one server for the DDH-based
instantiation on an AMD Ryzen 9 7950X, for a batch of B = 1000 ciphertexts with arity L = 4
and depth D =5, and N = 300 servers with threshold ¢ = 100. Client ciphertexts are sent without
decoding hints, while the aggregated batch includes them. {The total excludes deserializing the
client ciphertexts and aggregating the batch.

Operation Median ms
Deserialize B = 1000 ciphertexts (w/o hints) 117.99
Batch aggregation 20.12
TMHE partial decryption 0.12
TMHE combine ¢ shares (Step 0) 19.30
KMHE decryption (Steps 1 to D) 21.78
Total computation per server! 41.20

servers were executed one after another on the same machine, which may make these measurements
optimistic. In every execution, the servers recovered the expected keys K@) and messages m;.

Our DDH-based KMHE decryption uses 2 GB of precomputed public data: 1.37 GB for a table
that speeds up the discrete logarithms, and 0.63 GB that speeds up computing the powers H¥. Tt is
generated once, in about 6.1 seconds, and reused for every batch; this cost is not included in the
tables above. The chunk size trades this memory against ciphertext size and decryption time: with
16-bit chunks, a table of about 84 MB suffices, but the D KMHE ciphertexts ct®), ... ct(?) of each
ciphertext grow from 6,912 to 9,216 bytes, and more discrete logarithms are needed.

3.2 Lattice-based instantiation

We instantiate KMHE and TMHE with Willow’s RLWE-based KAHE and AHE schemes, respec-
tively [BCGL*24|. Unlike our DDH based instantiation, for our RLWE-based instantiation, we use
an exponential size domain of L” > 2128 and batches of B = 1024 ciphertexts.

We measure single-thread timings on an Apple M4 Max using Google’s implementation? together
with a prototype of our tree on top of it. Our prototype builds the tree of Section 2, aggregates a
batch, and decrypts it top-down.

Schemes. For a power of two N and an integer g, let R, = Z,[X]/(X®" + 1). In the RLWE-based
KMHE, a key is an element k € R, whose Nj coefficients are sampled from a discrete Gaussian
distribution with standard deviation 4.5. Position b € [0, L — 1] of a node ciphertext encrypts
xp € Ry, as ¢y = ap - k+p1 - ey + xp, where a, € Ry, is public and e, has discrete Gaussian coefficients
with standard deviation 6.36; decryption under K returns (¢, — ap - K) mod py. Adding n ciphertexts
and decrypting under the sum K of their keys leaves p; > e + > x: the term a; - K cancels exactly,
so the error depends on the number of ciphertexts added and not on K. The key and message
groups differ, £ = R, and M = R, , and the maps of Section 2 are coefficient-wise: ¢ reduces a key
modulo py, and ¢ lifts each coefficient to (—p1/2,p1/2]. For keys k1, ..., k, with || >, kil < p1/2,
we have ¥ (>, ¢(k;)) = >, ki. Decryption of a batch is therefore correct if

p1>2maXHZkH and ¢ >p1(2maxHZe —}—1),

‘https://github.com/google/secure-aggregation, commit 24da9d2.



https://github.com/google/secure-aggregation

where the maxima range over the sums of at most B keys and errors that occur at a node. At the
last level, the 128-bit message is split into [128/log, p1| coefficients, and only these coefficients of
each position are sent, since decryption never reads the others.

The TMHE is Willow’s threshold AHE over R,, with Ny = 4096, ternary secrets, and flooding
noise added to each partial decryption. The root key k© occupies the first Ny of the Ny plaintext
coefficients, and the plaintext modulus py exceeds 2max || 3 k(D ||o.. A TMHE ciphertext (ctg, ct)
is sent with all Ny coefficients of cty, which the servers multiply by their key shares, and only the
first Ny coefficients of cto; a partial decryption pd; is likewise truncated to N; coeflicients.

Parameters. We consider two ways of bounding the sums above, for B = 1024. The probabilistic
bound assumes that keys and errors are sampled from the prescribed distributions, so that a sum of
n of them has standard deviation /n times that of a single one, and requires the bounds to hold
except with probability 2740 over all coefficients of a batch. The deterministic bound only assumes
that every key coefficient is at most 37 and every error coefficient at most 51 in absolute value (the
samplers cut the distributions off at eight standard deviations) and adds B such values; it holds for
every batch, including one that contains ciphertexts whose norms are only guaranteed by a proof,
as in the CCA-secure variant of Corollary 2.2. Table 2 lists the resulting parameters. We estimate
security with the lattice estimator [APS15|, reporting both its core-SVP model and its full estimate;
all parameter sets reach 128 bits under both.

Table 2: RLWE parameters B = 1024. For KMHE, Nj is the ring degree, g1 the ciphertext modulus,
and p; the plaintext modulus. TMHE is Willow’s RLWE-based threshold scheme with ring degree
Ny = 4096, ciphertext modulus ¢o, and plaintext modulus po. Security is in bits, estimated with the
lattice estimator as core-SVP / full estimate.

KMHE TMHE
Bound N1 logoq1 p1 Security log, o D2 Security
Probabilistic 1024 26 22 129 / 153 76 21341 157 /184
Deterministic 2048 35 217 204 /226 80 2T+1 147 /174

Ciphertext size. A ciphertext contains the index ¢, D — 1 internal KMHE, a last-level KMHE
ciphertext of, and the TMHE ciphertext. Its size in bits is

128

0gs P1

li| + (D — 1) L Ny logy g1 + L[l W logy ¢1 + (N2 + Ny) logs go.

The public elements a; and the TMHE public key are derived from a seed and are not part of the
ciphertext. Table 3 gives this size for L =4 and D = 64. The internal KMHE ciphertexts account
for over 94% of it, because every internal position carries a full child key of Nj coefficients.

Computation. Table 4 reports the cost of each operation. The timings include the overhead of
Willow’s implementation, which decodes plaintexts through 256-bit integers.

Choice of arity. Table 5 estimates costs for different arities, with D = [128/log, L]. Ciphertext
size grows with (D — 1)L and the number of occupied nodes in a batch is about B(D — log; B),
and the server decrypts L positions at each of them, so server time grows with L as well. Nodes of



Table 3: Client ciphertext size for 2128 leaves, L = 4, and D = 64, using the parameters of Table 2.
The last-level component ct(®) keeps only the coefficients needed for a 128-bit message.

Bound Index ct® ... ct®3) (69 TMHE Total
Probabilistic 16 B 838.7 KB 143 B 48.6 KB 887.5 KB
Deterministic 16 B 226 MB 140B 614 KB 2.32 MB

Table 4: Single-thread operation times using parameters of Table 2. A KMHE node ciphertext has
L = 4 positions, and decrypting an aggregated ciphertext costs the same as decrypting a single one.
'Measured with logy g2 = 96 and two shares instead of log, g2 = 80 and 100 shares.

Operation Probabilistic Deterministic
KMHE key generation 55 us 112 us
KMHE encryption of one node 280 us 560 us
KMHE decryption of one node 330 us 710 us
TMHE encryption 490 ps 500 pst
TMHE partial decryption pd; 21.7 ms 22.2 mst
Combine ¢t = 100 shares and recover K(©) 450 ps 140 pst

the same level are independent, so this work parallelizes across cores. Each server sends one partial
decryption of 9.7 KB in all cases, independently of B, and aggregating a batch takes about 0.16 s.

Table 5: Estimated RLWE-based instantiation cost for 2!?® leaves and B = 1024 for various arity
L and depth D = [128/logy L]. KMHE uses N; = 1024, a 26-bit ¢;, and p; = 2'2; TMHE uses
Ny = 4096 and a 76-bit ¢o; these parameters assume that keys and errors are sampled from the
prescribed distributions (failure probability at most 274° per batch). Ciphertext is the size of one
BTE ciphertext. Client encryption and server decryption are single-thread times; server decryption
time is per batch and includes threshold decryption and tree-traversal decryption time. We show the
number of occupied nodes in the fifth column. The L = 3 row is extrapolated from the per-position
costs measured for the other arities.

L D Ciphertext Client encryption Occupied nodes Server decryption

2 128 894 KB 26 ms 120,944 20.5s
3 81 847 KB 22 ms 76,365 19.4 s
4 64 887 KB 22 ms 60,216 204 s
8 43 1,167 KB 27 ms 40,316 273 s
16 32 1,700 KB 38 ms 29,838 404 s

With the deterministic bound and L = 4, we estimate 44 ms for client encryption and 43.0 s for
server decryption per batch on one core.

4 Discussions

e Instantiations of KMHE
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The instantiation of KMHE used in prior works on secure aggregation [KP24, LLPT23,
BCGL™24] need to rely on an extra leakage-resilience property to avoid leaking non-trivial
information about the individual items that are being aggregated. This extra property is
not needed for our BTE scheme as our goal is to reveal each item in the batch.

BEAT-MEV |BFOQ24] presents a BTE scheme for polynomial sized index space using
key-homomorphic punctured PRF (KHPPRF). Each ciphertext ct; in the batch has
an independent KHPPRF key k; and encrypts the message m; w.r.t an index ¢ from
a polynomial sized index space. An interesting property of their construction is the
following: Once the sum of all KHPPRF keys k; in the batch is revealed, anyone can
publicly recover all the individual messages m;. Moreover, if two ciphertexts ct; and
ct; have a colliding index %, then we instead end up recovering the sum of messages
m; +m;. In essence, their BTE scheme for domain size L has an implicit KMHE scheme
for vectors of length L with the useful property that the implied KMHE ciphertext size is
independent of L. This property can be leveraged by instantiating our tree-based idea
with a larger arity (e.g. 100 to 1000) and reducing the depth, thus leading to smaller
overall BTE ciphertext size.

e Index space and collisions.

The encryption scheme is easier to define and analyze by relying on one security parameter,
A. This value sets both key lengths and the index space. When using a tree with constant
arity and O(\) depth, the index space grows exponentially with A which helps in keeping
the index collision probability negligible. Some deployments may choose a smaller index
range to reduce the ciphertext size, at the cost of accepting a small but non-negligible
collision risk.

When using our BTE scheme for applications like encrypted mempool, where users send
BTE ciphertexts towards a public mempool, we need to additionally defend against
“index-copy” attacks. In such an attack, the attacker first observes the index i of a
ciphertext ct; generated by an honest user and then creates and sends a new ciphertext
ct; w.r.t the same index ¢ to force trigger a collision. Having an exponential-sized index
space only reduces inadvertent collision probability to negligible but doesn’t (directly)
address such a maliciously generated collision. However, this can be handled using the
techniques described in [AFP25, CGPP24].
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