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Abstract—Rising privacy concerns around large language
models have accelerated research in private Transformer
inference (PTI). Synthesizing the empirical claims in this
line of research, however, is hindered by multi-dimensional
cryptographic progress and inconsistent evaluation contracts.
In this work, we systematize the field by constructing an em-
pirical graph of 62 PTI systems, mapping system attributes to
node features and evaluation compatibility to edges. A three-
tiered analysis of this graph illuminates the state of private
inference. Node-level attribution shows that cryptographic
progress drives performance gains across most systems, yet
always co-occurs with other factors (model fidelity, hardware,
cost accounting). Edge-level auditing shows that only 1 of
1891 candidate system pairs is directly comparable under
shared assumptions. Finally, graph-level analysis shows that
the scaling frontier of private inference has plateaued at 13B
parameters and projects the cost of deploying current PTI
techniques on production-scale Transformers. Overall, this
graph-based framework equips the community to evaluate
PTI claims transparently and channel technical speedups
into deployment-scale private inference.

Index Terms—private transformer inference, private infer-
ence, privacy-preserving machine learning, secure inference,
transformers, secure multi-party computation, homomorphic
encryption, systematization

1. Introduction

Large language models (LLMs) increasingly process
sensitive user data, ranging from medical records and
legal filings to proprietary code [1]. In standard cloud
deployment, user inputs and intermediate activations are
fully exposed to the model provider. Private Transformer
Inference (PTI) [2], [3] aims to eliminate this exposure by
cryptographically protecting client inputs, model weights,
or both.

Modern PTI relies on three main cryptographic
paradigms: Secure Multi-Party Computation (MPC) [4]-
[6], Homomorphic Encryption (HE) [7]-[9], and hybrid
MPC-HE constructions [10]-[12]. These paradigms en-
force different trade-offs. MPC distributes computations
interactively across multiple parties, incurring high net-
work round-trips and massive communication volumes.
Conversely, HE permits non-interactive evaluation over
ciphertexts but shifts the burden to local compute and
ciphertext expansion. To mitigate these costs, recent
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work emphasizes algorithmic-cryptographic co-designs
that leverage polynomial approximations for non-linear
layers (e.g., Softmax, GELU) [6], [11], SIMD-friendly
tensor packing [7], [10], dynamic bootstrapping [13], and
protocol-level round reduction [12], [14]. Consequently,
reported private inference latencies and communication
costs have dropped by orders of magnitude from BERT-
scale models [6], [15] to 13B-parameter decoders [5].

Despite these impressive local gains, collective progress
in PTI is remarkably difficult to evaluate. A severe
disconnect persists between the cryptographic frontier
(=~13B parameters) and production models (e.g., LLaMA-
3, Kimi K2, GPT-5) operating at hundreds of billions to
trillions of parameters [16]. More fundamentally, published
PTI performance metrics are often incommensurable. For
example, reported latency may exclude preprocessing, as-
sume high-bandwidth LANs for WAN-motivated use cases,
rely on aggressive weight pruning, or protect only input
privacy while competing baselines enforce dual privacy.
Because these unstated variables dictate performance, a
result is uninterpretable without its underlying bundle
of assumptions, which we term the system’s evaluation
contract. Without auditing these contracts side by side,
individual improvements cannot be synthesized into a true
picture of the state of the field.

Objectives of systematization. While PTI research
has produced numerous systems, the field lacks a unified
empirical framework to determine if reported gains trans-
late to deployment-scale readiness. An SoK is essential
to systematize how evidence is reported and interpreted
across conflicting assumptions. Existing surveys and SoKs
do not address this need since they focus primarily on
taxonomizing cryptographic primitives [2], [3], [19], re-
benchmarking select systems in isolated environments [23],
or proposing reporting standards for future work without
auditing the record already published [24]. While valuable,
primitive taxonomies cannot explain whether published
numbers are methodologically sound to compare, and re-
benchmarking misses the broader systemic breakdown in
evaluation contracts across the literature.

This SoK directly addresses this gap by auditing the
published evidence across 62 PTI papers (2022-2026). We
reconstruct the evaluation contracts across these papers
to determine how many published claims can be directly
compared, where comparability breaks down, and what
factors truly drive reported speedups. Table 1 summarizes
how our evidence-auditing approach complements and
extends prior surveys and SoKs.



TABLE 1. COMPARISON BETWEEN THIS SOK AND PRIOR PTI SURVEYS AND SYSTEMATIZATIONS. WHEREAS EXISTING WORK TAXONOMIZES
MECHANISMS, THIS WORK AUDITS WHETHER PUBLISHED EVIDENCE IS MUTUALLY COMPARABLE AND DEMONSTRATES PROGRESS TOWARD
PRODUCTION-SCALE PRIVATE INFERENCE.

Work type

PTI scope Mechanism taxonomy Repro. re-bench. Scaling frontier Contract comparability Progress attribution

Private-ML/HE surveys [17], [18]
Cryptographic NN SoK [19]

Private Transformer surveys [2], [3]
HE/FHE feasibility SoKs [20]-[22]
Private Transformer SoK [23]
Approximate-HE SoK, incl. PLCS [24]
This work
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We center this SoK around four key research questions:

o Comparability (RQ1): What metadata must a result
declare to be interpretable, and how much of the existing
literature is directly comparable?

o Innovation attribution (RQ2): What factors drive
headline performance gains?

o Scalability and coverage (RQ3): How far has private
inference actually scaled and what cryptographic protec-
tion does it cover?

« Deployment practicality (RQ4): What is the cost
of deployment-scale private inference today, and what
would it cost to scale PTI to production-scale (405B)
models?

A novel graph-based approach. To address these
questions, we construct a graph-based framework modeling
62 published PTI systems as nodes and their pairwise
evaluation compatibility as edges. System specifications,
including privacy scope, Transformer architecture, deploy-
ment setting, and reporting practices, are encoded as node
features.

To answer RQ1, we evaluate every candidate edge
(system pair) through eight compatibility gates. Out of
395 system pairs that share a workload, only a single
pair remains directly comparable once fidelity, privacy
scope, threat model, cost scope, and reporting standards
must also align, and this lone pair represents a deliberate
reimplementation on the same benchmark.

To address RQ2, we analyze the graph edges con-
necting each system to its baselines. These edges re-
veal the drivers behind performance gains by isolating
protocol advances from lighter architectures, nonlinear
approximations, batching strategies, hardware differences,
and accounting choices. While protocol optimizations
contribute to reported gains in 49 of 62 papers and confirm
genuine cryptographic progress, no headline speedup stems
from protocol progress alone. Every claim depends on
concomitant changes in workload, fidelity, amortization,
hardware, or baseline selection.

We answer RQ3 by examining the entire graph to
record the largest model evaluated under each paper’s
privacy assumptions, threat model, and workload. Demon-
strated coverage concentrates heavily in semi-honest two-
party settings on BERT scale encoders. Furthermore,
the cryptographic frontier, defined as the largest model
evaluated under conventional protection, has plateaued
at 13B parameters while production models exceed one
trillion, creating a scaling gap of nearly two orders of
magnitude.

Finally, to answer RQ4, we fit a cost model within

@ partial or mechanism-specific

X not addressed.

each paper’s original contract and project it to larger scale.
Our projections show that a single private forward pass of
a 70B-class model requires minutes to hours of compute
time per token, gigabytes of runtime data movement, and
terabytes of communication for one-time setup.

Overall, the paper makes the following contributions:

1) A graph-based framework: A graph-based framework
modeling PTI systems as nodes and their pairwise
compatibility as edges. This framework enables a
comprehensive analysis of the state of PTL

2) The Private Inference Contract Card: A standardized
reporting scheme defining the essential fields required
to make PTI benchmarks interpretable and reproducible.
This card is used as node features in the graph.

3) A Comparability Gate Suite: A set of eight compati-
bility gates that decide whether two published claims
can be compared. These gates are used to label edges
in the graph.

4) A source-of-progress ledger. We attribute the gain
of each system to cryptographic advances and non-
cryptographic artifacts (workload, fidelity, hardware,
accounting).

5) A scaling frontier for PTI. A year-by-year scaling
comparison revealing a two-order-of-magnitude gap
between PTI models and frontier LLMs. An empirical
cost model then projects deployment overheads to fill
this gap.

2. Background and Preliminaries

2.1. Transformer Inference

A Transformer [25], the basic building block of modern
LLMs, stacks tens of identical layers consisting of multi-
head attention with feed-forward networks. Computation-
ally, these layers split into linear matrix multiplications
(GEMMs) and fine-grained non-linear operators: Softmax
in attention, GELU or ReLU in feed-forward sublayers,
and LayerNorm across feature dimensions. It is well docu-
mented that GEMMs incur the heavy computational burden
in plaintext inference [26], but cryptography radically
inverts the cost profile [6]. Figure 1 illustrates this by
mapping the cryptographic overhead on a Transformer
layer. GEMMs (blue) and residual connections cost little
multiplicative depth under HE and a single round under
MPC, though GEMM communication still grows with
model size. In contrast, non-linear operators (red) dominate
overhead by consuming multiplicative depth or requiring
multi-round interaction. Driven by this cryptographic cost
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Figure 1. Cryptographic cost breakdown of one Transformer encoder layer, drawn as in the BERT-family encoders most PTI systems evaluate.
Data flows left to right with the residual bypasses drawn below. The bars above and below each operation sketch its relative cost on the HE rail
(multiplicative depth, up) and the MPC rail (rounds and communication, down). Weight multiplications (blue) are comparatively cheap in depth and
rounds, less so when the weights are themselves secret shared, the activation products QK T and -V cost more, and the nonlinear steps (red: softmax,
GELU, LayerNorm) dominate. The two rails need not agree: GELU bites hardest in MPC communication but is a shallow polynomial under HE,
while LayerNorm’s inverse square root cuts deepest under HE. This op-level skew is why many reported speedups reshape the nonlinearities rather

than the protocol (RQ2).

inversion, the PTI literature overwhelmingly targets non-
linearity approximations over core protocol redesigns.
Transformer models come in various flavors:
(1) Encoder-only models (e.g., BERT) process fixed-
length inputs in a single pass [6], [15], (2) decoder-
only architectures (e.g., LLaMA) generate tokens
autoregressively [4], [5], [7], (3) encoder—decoder models
condition generation on input sequences [27], [28], and
(4) multimodal Transformers introduce distinct spatial and
textual tensor shapes [29]-[31]. Cryptographic execution
costs vary fundamentally across model families, rendering
performance metrics directly incomparable across them.

2.2. Cryptographic Backbones

PTI frameworks rely on three cryptographic paradigms.
Secure Multi-Party Computation (MPC) distributes secret
shares across two or more parties [4]-[6], where linear
GEMMs use preprocessed randomness (e.g., Beaver triples)
and cost a single online round, while non-linear opera-
tors (Softmax, GELU) require multi-round sub-protocols
whose communication dominates runtime. Homomorphic
Encryption (HE) schemes (e.g., BFV, BGV, CKKS) eval-
uate functions non-interactively over ciphertexts [7]-[9],
eliminating round complexity at the expense of massive
ciphertext expansion, bounded multiplicative depth, and
costly bootstrapping. Hybrid HE/MPC systems integrate
both paradigms by executing linear GEMMs under HE
and non-linearities under MPC [10]-[12]. Ultimately, each
paradigm pays for privacy along distinct axes: MPC in
round trips and network bandwidth, HE in computational
density, and hybrids across a combination of both.

2.3. Protected Assets

PTI systems protect one of three assets. Input privacy
hides the client’s input (prompt, document, image) from
the model server [4], [6]. Model privacy hides the server’s
weights and architecture from the client, motivated by

providers who treat their parameters as commercial assets.
Mutual privacy guarantees joint protection for both inputs
and model weights. As the most stringent threat model, it
incurs the highest cryptographic overhead and serves as the
standard paradigm when deploying proprietary models to
untrusted clients [10], [11]. Even with encrypted inputs and
weights, a system can still leak metadata such as sequence
length, batch size, token count, or communication volume.
Prior work treats such side-channel leakage inconsistently,
ranging from formal security modeling to explicit scope
exclusions or omissions.

2.4. Adversary Models

A privacy guarantee is meaningful only relative to
a threat model. Most PTI systems assume a semi-honest
(passive) adversary that adheres to protocol execution while
attempting to infer private state [4], [11], [12]. By contrast,
a malicious (active) adversary may arbitrarily deviate from
the protocol, incurring substantial cryptographic overhead
to mitigate. Equally critical is the party model. Two-
party (2PC) protocols compute directly between client
and server [10], [11], whereas three-party (3PC) or helper-
assisted schemes rely on non-colluding entities [4], [5],
[32]. Non-colluding helpers reduce non-linear protocol
overhead, meaning identical reported execution costs across
different party models mask distinct security promises.

2.5. Deployment Options and Evaluation

Deployment conditions govern the practical perfor-
mance of PTI systems, spanning heterogeneous hardware
platforms, network topologies, and evaluation regimes. For
instance, interactive protocols execute efficiently over high-
bandwidth LANs but degrade severely across high-latency
WANSs, whereas HE comfortably absorbs network round
trips [7], [11]. Similarly, reported overhead varies sharply
depending on query granularity (single versus batched
query) [7], offline setup reuse (one-time preprocessing



versus per-query maintenance) [5], and hardware ranging
from single CPUs to multi-GPU clusters [5], [7]. Finally,
empirical reporting across the PTI literature is diverse
and often fragmented. For example, latency alternates
between online, offline, and end-to-end execution, commu-
nication fluctuates across total, per-party, or online-only
volume, and interaction rounds are selectively disclosed.
Consequently, the same protocol can substantiate different
performance claims depending on its deployment context
and evaluation protocols.

3. Related Work

Surveys and mechanism systematizations.. Ear-
lier surveys of privacy-preserving machine learning and
secure neural-network computation [17]-[19] lay out
the cryptographic building blocks and warn that secure-
inference numbers are hard to compare without watching
the assumptions, the network, and the implementation.
Surveys aimed at private Transformer inference [2], [3],
a broader review across protocol, model, and system
levels [33], and feasibility SoKs on FHE libraries and
benchmarks [20]-[22] clarify the design space, but they
mostly categorize systems by cryptographic primitives and
compiling isolated performance metrics. Closest to our
aims, Al Badawi et al. [24] systematize private LLM
inference under approximate homomorphic encryption
across twenty CKKS frameworks. They observe, as we
do, that differences in packing, model fidelity, software
stacks, and reported metrics hinder direct comparison, and
they propose a Private LLM Card System to standardize
how future results are reported; they also place the runtime
gap to plaintext at roughly four orders of magnitude. Our
PIC card shares that instinct but runs in the opposite
direction: instead of specifying what future papers should
report, we reconstruct contracts retrospectively from the
published record of 62 systems spanning MPC, HE, and
hybrid protocols, and use them to measure how much
of that record is comparable today. Their systematization
sits alongside non-interactive CKKS frameworks such as
THOR [34], MOAI [35], and Powerformer [36]. We have
already compared and contrasted this SoK with prior work
in Table 1.

The closest prior systematization. The nearest work
to ours is a recent SoK on private Transformer inference
by Chen et al. [23], which curates 61 frameworks, catego-
rizes them by cryptographic primitive, and re-benchmarks
representative systems under standardized configurations
(including WAN environments). Our work and theirs are
complementary yet orthogonal. While Chen et al. map
and re-measure system mechanisms by generating fresh
benchmark data, we audit the published record itself by
evaluating whether reported metrics are mutually compara-
ble and tracking their combined scale. Consequently, rather
than introducing another benchmark suite, our contributions
establish a field-wide scaling frontier, a standardized Eval-
uation Contract Card, a pairwise comparability analysis.
The two studies are complementary, as their benchmarking
addresses existing experimental fragmentation, whereas
our contract framework keeps future results comparable
without requiring continuous re-runs.

Recent 2026 developments. To preserve systematic
consistency, our core corpus snapshot was frozen in July

2026, with subsequent literature evaluated as contextual
evidence. We observed three emerging trends in 2026.
First, private generation has surfaced as an explicit target,
managing encrypted KV-caches during decoding via hybrid
HE—secret sharing [37] or pure FHE with cache-aware
bootstrapping [13], exposing per-token latency costs that
discriminative benchmarks obscure. Second, architectural
scale is expanding through secure Mixture-of-Experts
inference [38], multi-GPU long-sequence execution [39],
hybrid kernel designs [40], and FHE scaled toward 8B
parameters [41]. Third, non-cryptographic split and per-
mutation schemes have suffered severe attacks, including
weight recovery against shuffling defenses [42] and input
reconstruction from split activations [43]. Other contem-
poraneous systems, such as truncation-only 2PC [44] and
speculative-decoding GPTs [45], reinforce these same
reporting patterns. These latest systems sharpen our core
thesis that generation length, expert routing, and sequence
length introduce new dimensions that no single metric can
represent.

4. Corpus Construction and Data Collection

Scope.. This SoK covers systems that perform
inference on Transformer-based models while keeping
the user’s input, the model’s parameters, or both hidden
behind cryptographic or protocol-level mechanisms. We
include a paper when it (i) targets privacy at inference time,
(ii) evaluates Transformer-based or closely related models
such as BERT-style encoders, GPT-style decoders, encoder—
decoder models, ViTs, and multimodal Transformers, (iii)
enforces privacy with MPC, HE, hybrid MPC-HE, secret
sharing, or an adjacent protocol-level mechanism, (iv)
presents a complete system or protocol rather than an
isolated primitive, and (v) reports enough evidence to
extract at least one model-scale point, contract field, or
progress claim. We exclude training-time methods such
as differential privacy and federated learning, TEE-only
systems that rely on hardware isolation rather than crypto-
graphic protocols, watermarking and ownership schemes,
and cryptographic kernels never integrated into an inference
pipeline.

Paper selection.. We assembled peer-reviewed pa-
pers and public preprints published between 2022 and
2026. We began with keyword searches for “private Trans-
former inference,” “secure Transformer inference,” “MPC
Transformer,” “homomorphic encryption Transformer,” and
“private LLM inference,” then followed citations backward
and cross-checked against recent surveys and systemati-
zations [2], [3], [19], [22]. We retain a preprint when
it introduces a system-level design that has shaped the
literature or served as a baseline for later work. The final
corpus contains 62 papers. Table 2 shows its composition
by cryptographic backbone and inference regime. This
collection was carried out through July 2026 and deliber-
ately folds in the 2025-26 wave of systems (for example
CryptoMoE, FLUTE, SMASH, Euston, and THOR), so
that the audit tracks the current frontier rather than a stale
snapshot; work appearing after our collection window is
discussed in Section 3 as context.

Units of analysis.. Our audit operates on two
distinct units of analysis. To map the scaling frontier,
the unit is the paper, recorded by the largest named



TABLE 2. COMPOSITION OF THE AUDITED CORPUS BY CRYPTOGRAPHIC BACKBONE AND EVALUATED INFERENCE REGIME. SYSTEMS MARKED

[MM] EVALUATE MULTIPLE REGIMES AND APPEAR IN BOTH COLUMNS. WE ALSO AUDITED THREE ENCODER-DECODER SYSTEMS: PPTIF [46],

PRIVFORMER [28], MERGE [27]. RHOMBUS [47] IS AUDITED AT THE PROTOCOL LEVEL: IT CONTRIBUTES A MATRIX-VECTOR MULTIPLICATION
KERNEL RATHER THAN AN EVALUATION IN A SPECIFIC INFERENCE REGIME, SO IT IS NOT PLACED IN EITHER COLUMN.

Backbone Encoder

Decoder

MPC-based MPCFormer [6], MPCVIT [29],

RNAVIT [48], Comet [55],

MARILL [56], SecureGPT [57],

SALVIT [30], SecBERT [15], SecFormer [49], PrivTF [50], SecureTLM [58], Curl [51][MM], Ditto [52] [MM],

Curl [51] [MM], Ditto [52] [MM], PUMA [4] [MM], PrivM- MERGE

[27]1[MM], PUMA [4][MM], PrivM-

LLM [31][MM], SHAFT [32] [MM], SIGMA [5][MM], LLM [31] [MM], SHAFT [32] [MM], SIGMA [5] [MM],

FuseFSS [53] [MM], Mosformer [54] [MM]

FLUTE [59], MPCache [60], FuseFSS [53][MM],
Mosformer [54] [MM]

HE-based

PowerSoftmax [61] [MM], AEGIS

EncryptionFriendlyLLM [9], THEX [8], NEXUS [7] [MM], ENSI [66], EncryptedLLM [67], HEDecoding [68],
[39], AT- PracticalLLM [69], NEXUS [7][MM], PowerSoft-

LAS [62][MM], ELLMo [63], Euston [64][MM], max [61][MM], ATLAS [62][MM], Cachemir [13], Eu-

Powerformer [36], PriTran [65], THOR [34]

ston [64] [MM], ScalingPPML [41]

Hybrid MPC-HE BOLT [11], CipherFormer [70],

East
Iron [10], LLMEncryptedPrompt [72], Nimbus [14], BLB

[71], AERO [77], CipherGPT [78],
[74][MM], BumbleBee [12][MM],

PermLLM [79],
Cipher-

Primer [73], BLB [74] [MM], BumbleBee [12][MM], Prune [75][MM], CryptoGen [37], CryptoMoE [80],

CipherPrune [75]1[MM],  EncFormer
SMASH [76] [MM], SecMoE [38] [MM]

[40]1[MM], EncFormer

[40] [MM],
SecMoE [38] [MM]

SMASH [76] IMM],

Other / adjacent  STIP [81][MM], CASCADE [82] [MM]

STIP [81][MM], CASCADE [82] [MM]

model empirically evaluated under a private inference
configuration. Models cited solely in motivation or related
work are excluded. For comparability and innovation
attribution, the unit is a progress claim paired with its
evaluation contract, defined as a reported gain in latency,
communication, interaction rounds, scale, or utility against
a baseline. When a paper reports multiple candidate claims,
we select the primary result highlighted in the abstract or
main comparison table.

Extraction rules.. We extract data from each paper
based on the following principles. (1) We rely exclusively
on published materials, including main text, tables, figures,
appendices, and released code artifacts. (2) Every extracted
attribute is strictly bound to the specific claim under audit,
and claims spanning several configurations are designated
as multi-setting rather than artificially reduced to a single
baseline. (3) We resolve ambiguity conservatively by
marking missing fields as unknown, classifying ambigu-
ous evaluations as descriptive, and not attributing mixed
performance gains to protocol progress. (4) We decouple
technical merit from comparison validity, recognizing that
a technically sound system may still lack an evaluation
contract that supports direct comparison.

Data validation.. Because the values of record are
extracted by hand, we stress-test them with an indepen-
dent blind re-extraction: for each paper a separate large-
language-model reader (GPT-5.6-Luna) re-derives every
contract-card field from the source text alone, blind to
the recorded value, and we compare the two readings
field by field. The model is only a second independent
reader of published text and never produces a value of
record, so what we measure is whether the recorded values
reproduce from the source, not whether a model could
replace the human auditor. Agreement is strong on exactly
the fields the gates lean on most (87-98% on cryptographic
backbone, privacy scope, adversary model, and end-to-end
status), with 70.0% raw agreement pooled across all factual
fields. We adjudicated every flagged disagreement against
the source papers: most trace to conversion losses or to

values the blind reader declines to infer, and, across the
two adjudication passes, 40 of 992 fields (4.0%) were
corrected in the corpus. The full per-field breakdown is in
Appendix A.3 (Table 8).

5. Systematization Methodology

This section establishes an analytical framework to
synthesize the cryptographic and evaluation contexts across
all 62 papers in our corpus. As illustrated in Figure 2, each
paper is first reduced to a structured record, termed a PIC
card, that captures its performance claims and underlying
operating assumptions. From these cards, we construct
a pairwise comparability graph where system pairs are
connected across a suite of evaluation gates. Together,
these cards and gates enable analysis at three distinct
levels: (1) evaluating cross-system comparability to answer
RQI; (2) isolating the precise drivers of reported speedups
to answer RQ2; and (3) tracing the field’s true scaling
trajectory longitudinally over time. The remainder of this
section details each stage of this pipeline.

5.1. The Private Inference Contract (PIC) Card

If we treat the corpus of PTI papers as a database
of reported results, its entities cannot be meaningfully
compared or aggregated without a schema defining what
each field means and under what conditions it holds. For
example, two papers reporting “latency” may differ in
threat models, preprocessing costs, or approximations, and
none of this is visible from the number itself. We formalize
the Private Inference Contract (PIC) card as a unified
schema defining the essential fields required to interpret
an individual PTT result and evaluate it side by side with
another.

Structure of the PIC card. To reflect the multidimen-
sional nature of PTI systems, the card is organized into five
categories, each containing several related fields. Table 3
details these five categories and their constituent fields. The
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Figure 2. An overview of the graph-based framework. (a) Every paper in the corpus enters the audit as a Private Inference Contract (PIC) card.
(b) Each pair of cards is evaluated through the comparability gates G1-Gg, which aggregate into a single edge type in the comparability graph (RQ1);
the same gates, read against a paper’s own baseline, identify its source of progress (RQ2). (c) Reading the per-year graphs together traces the private

scaling frontier against the public one (RQ3).

scale and workload group defines the exact computation
performed, recognizing that an autoregressive 7B decoder
generating individual tokens evaluates a fundamentally
different workload than a 110M encoder classifying fixed-
length sequences. The privacy and threat model group
establishes the security guarantees provided, distinguishing
a two-party semi-honest protocol from a three-party topol-
ogy with a non-colluding helper that may yield identical
latencies under fundamentally different trust assumptions.
Model privacy here means the weights: architecture, tensor
dimensions, and sequence length usually remain visible.
The mechanism and fidelity group separates cryptographic
advances from structural modifications to the underlying
model, ensuring that speedups from polynomial approxi-
mations or weight pruning are not misattributed to protocol
optimizations. The cost and deployment group specifies the
operational measurement conditions, differentiating end-
to-end latencies from online only execution, LAN from
WAN network topologies, and single-query measurements
from amortized batch figures. Finally, the baseline and
reporting group documents comparison baselines and field
completeness, establishing whether published evidence is
sufficient to enable a rigorous comparison.

Construction of a PIC card for a paper. We fill
one card per paper by manual extraction under the rules
of Section 4. A human auditor records a field only when
the manuscript states it explicitly, following the codebook
in Appendix C, and an independent LLM re-extraction
verifies the recorded values (Section 4). When a field
is absent or ambiguously stated in a paper, we record
it as unknown. This classification is not a penalty, but a
preserved signal that the published evidence cannot support
direct comparison along that dimension.

Example of a PIC card. Figure 3 demonstrates the
card instantiated for BumbleBee [12], a state-of-the-art PTI
system. The card explicitly captures the privacy contract,
Transformer architecture, and experimental context used
to evaluate BumbleBee. Hence, the card provides the
necessary operational context to interpret performance,
contextualizing performance numbers in ways an isolated
execution time cannot. Side-by-side card comparisons
expose where system assumptions align or diverge across
the literature, forming the foundation for the comparability
gates formalized in the next subsection.

PIC Card: BumbleBee (example instantiation)

Scale & workload LLaMA-7B (7B) largest; also BERT, GPT-
2, ViT; enc. + dec. [MM]

Privacy & threat input + model; semi-honest; 2PC

Mechanism & fidelity hybrid MPC-HE; approximate model

Cost & deployment end-to-end; LAN + WAN; not amortized

Baseline & reporting
(component-level)

latency v/, comm. ¢, rounds ®

Figure 3. The PIC card instantiated for BumbleBee [12], filled from the
source paper through the card in Table 3. A check marks a fully reported
field and a half-circle a partially reported one (here, rounds only at the
component level).

5.2. Comparability Graph and Gates

We model the audited corpus as a heterogeneous
multigraph G = (V| E), where each vertex v € V rep-
resents a paper defined by its PIC card. Because published
systems evaluate disparate architectures, threat models,
and accounting regimes, no single predicate can determine
overall comparability. Instead, two papers a and b are
connected by multiple typed edges, each representing a
specific dimension of evaluation compatibility. A typed
edge exists if and only if both papers satisfy compatibility
criteria along that dimension.

Refining PIC categories into comparability gates.
To provide diagnostic resolution, we refine the five PIC
card categories into eight comparability gates G, ...,Gs,
corresponding to distinct edge types in G. The map is one to
many: a category with several independently comparable
fields contributes several gates (privacy and threat into
G1-G, cost and deployment into G5—G'7), while the rest
contribute one each. A gate G;(a,b) evaluates a predicate
over the corresponding fields, returning pass when they
match, fail when values explicitly conflict, and unknown
when required metadata is omitted from either paper.
Table 4 lists the eight gates and their evaluation predicates.

Aggregating into a single comparability label. We
determine aggregate pair comparability by evaluating the
conjunction L(a,b) = /\fz1 G;(a,b) under three valued



TABLE 3. EVALUATION CONTRACT CARD USED TO INTERPRET PTI PROGRESS CLAIMS. A HEADLINE NUMBER IS DIRECTLY COMPARABLE ONLY
WHEN THE RELEVANT CONTRACT FIELDS ARE ALIGNED AND SUFFICIENTLY REPORTED.

Contract category Fields audited

Scale and workload
Privacy and threat model
Mechanism and fidelity
Cost and deployment
regime
Baseline and reporting
comparison

Largest evaluated model, parameter count, inference mode (encoder / decoder / encoder—decoder)
Protected asset, leakage scope, adversary model, party model

Mechanism (MPC / HE / hybrid), fidelity class (exact, approximate, architecture-modified, task-limited)
Latency, communication, rounds, cost scope (online / offline / end-to-end), amortization, network

Named baseline, in-corpus or external baseline, missing or limiting fields, sufficiency for cross-paper

TABLE 4. REFINEMENT OF THE FIVE PIC CARD CATEGORIES INTO EIGHT COMPARABILITY GATE TYPES.

Gate PIC category Evaluation predicate
G1: Privacy Privacy and threat model  Protected assets and leakage scope match
G2: Threat Privacy and threat model = Adversary model and party topology match

G3: Workload
G4: Fidelity
G5: Cost

Scale and workload
Mechanism and fidelity
Cost and deployment
only)
G6: Amortization
G7: Network
G8: Reporting

Cost and deployment
Cost and deployment
Baseline and reporting

Evaluated model architecture and workload match (e.g., encoder vs decoders)
Model preservation or approximation degree matches
Cost accounting boundaries and execution phases match (e.g., end-to-end vs online-

Batch and sequence amortization assumptions match
Network bandwidth and latency environments match (e.g., LAN vs WAN)
Report sufficient context for comparison (e.g., latency, communication, and rounds)

logic (fail < unknown < pass). A single failing gate
forces the aggregate label to fail, while missing fields yield
unknown in the absence of explicit failure. Collapsing the
multigraph via L(a,b) partitions paper pairs into three
operational relations: competitive (L = pass, indicating
complete contract alignment for direct headline compar-
ison), descriptive (L = unknown, where incomplete re-
porting prevents verification), and invalid (L = fail, where
explicit contract incompatibility renders direct comparison
misleading). These labels evaluate comparison validity
strictly and do not reflect technical merit.

A worked example. To illustrate the operational
mechanics of the comparability gates, consider BOLT [11]
and BumbleBee [12], two systems frequently compared in
the literature when evaluating BERT-base under two-party
hybrid HE and MPC. Although superficially comparable,
walking the gate hierarchy reveals subtle contract diver-
gences. Six gates pass: privacy scope (G1), threat model
(G3), workload (G3, since both evaluate BERT-base),
model fidelity (G4, both approximate), cost scope (Gs),
and network regime (G7). The pair still does not reach a
competitive relation, but for lack of reporting rather than
outright conflict: amortization (Gg) is unknown because
BOLT does not state whether its cost is amortized, and
reporting sufficiency (Gg) is unknown because BumbleBee
reports rounds only at the component level. With no explicit
contract incompatibility but two fields left unresolved, the
gate conjunction places these systems in a descriptive
relationship rather than a direct competitive ranking, a
comparison that can be described but not certified.

5.3. Progress Attribution

A reported performance gain reflects a relational com-
parison between a progress claim ¢ and a baseline con-
figuration cg. Because both ¢ and ¢( are fully instantiated
as PIC cards, progress attribution reduces to identifying

contract field discrepancies across the pair. We formalize
this process through the operational outcomes of the eight
comparability gates evaluated on (c, ¢p), isolating genuine
cryptographic progress from compound gains driven by
non-cryptographic factors.

1) Protocol progress: No non-cryptographic gate is in
explicit conflict, and the dominant discrepancy between
c and ¢ is the cryptographic primitive or subprotocol
mechanism; any residual non-protocol difference is
recorded as a secondary caveat.

2) Assumption tradeoff: Triggered when privacy scope
(G1) or threat model (G3) fails, indicating a relaxed
adversary model, altered party topology, or expanded
trust setup.

3) Workload or fidelity shift: Triggered when scale and
workload (G3) or mechanism and fidelity (G4) fails,
indicating altered model architectures, sequence lengths,
pruning, quantization, or non linear approximations.

4) Hardware or deployment shift: Triggered when
network regime (G7) fails or underlying hardware
specifications differ between c and cg.

5) Component progress: Represents a structural scope
mismatch where workload (G3) and cost scope (G5)
evaluate an isolated subprotocol or operator rather than
an end to end inference system.

6) Reporting artifact: Triggered when reporting suffi-
ciency (Gg=unknown) prevents verification of baseline
metadata.

When evaluating (c, ¢g) yields fail or unknown outcomes
across multiple gates, the claim receives a mixed attri-
bution label, recording all contributing gate discrepancies
as secondary caveats. This formulation enforces a strict
invariant: a claim receives a pure protocol progress label if
and only if every non cryptographic gate evaluates to pass.
Any co-occurring gate discrepancy disqualifies the claim
from pure protocol progress: it is recorded as a secondary



caveat and, when no single driver dominates, the claim is
labeled mixed attribution. As detailed in Section 6.3, while
49 of 62 audited papers demonstrate genuine cryptographic
progress, not a single headline speedup stems from protocol
advances alone.

5.4. Scaling Frontier Audit

The preceding sections establish three lenses on the
corpus where the PIC card describes what a single paper
claims, the gates describe whether two claims can be placed
side by side, and attribution describes what kind of change
produced a given gain. Taken together, over all 62 nodes
of G, they support a claim none of the three supports alone,
namely where the field’s demonstrated capability actually
stands.

To evaluate the scaling gap separating PTI from
unprotected LLMs, we benchmark the private inference
parameter envelope against unencrypted production models.
Let P(v) denote the maximum parameter count reported
in the PIC card for paper v. We define the PTI scaling
frontier Ppr1(y) as the largest protected model published

by year y:
Ppri(y) = max {P(v) ) v € Viony, Year(v) < y} (1)

where Viony C V represents the subset of articles that eval-
uate conventional cryptographic implementations, filtered
through gates G4 (model fidelity) and G5 (cost scope). We
benchmark this against Py,Mm(y), the parameter envelope
of unencrypted production transformer models published

by year y.
6. Audit Findings

This section presents our audit findings addressing RQ1
through RQ3, leaving RQ4 for Section 7. By synthesizing
comparability graphs alongside each node’s PIC card, we
demonstrate the SoK’s central thesis: direct cross-system
comparability remains severely constrained, and there is a
widening scaling gap between PTI frameworks and state-
of-the-art plaintext models.

6.1. Overview of PIC Cards

Before addressing our research questions, we syn-
thesize the overall landscape of the corpus using its
extracted PIC cards and comparability gates. Figure 9
in Appendix A.l details how the 62 audited papers dis-
tribute across key system fields. While the corpus exhibits
strong consensus around threat models (55 semi-honest, 4
malicious, 3 unclear) and privacy scopes (49 protecting
both input and model), it spans broad structural diversity
across remaining axes: cryptographic mechanism (24 MPC,
17 HE, 19 hybrid), model fidelity (40 approximate, 14
modified, 7 exact), party topology (27 2PC, 16 client-
server, 6 multi-server, 6 helper, 7 other), workload regime
(21 encoder-only, 21 both, 17 decoder-only), and reported
cost scope (42 end-to-end, 11 online-only, 9 offline/nar-
rower). This structural divergence makes the comparability
graph sparse, constraining direct cross-paper evaluations
as detailed in the following sections.

Bl conflict (fail) M8 unreported (unknown) WM aligned (pass)

G2 Threat model
G4 Fidelity

G8 Reporting

G1 Privacy scope
G5 Cost scope

G3 Workload regime
G7 Network

G6 Amortization

0 250 500 750 1000 1250 1500 1750
pairs of papers (of 1891)

Figure 4. Per-gate outcome across all system pairs. The threat and party
model (G2) and model fidelity (G4) drive most of the hard incompatibility,
while amortization (G6) and reporting sufficiency (G8) are dominated by
unreported fields.
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Figure 5. Pairwise comparability matrix across the 62 audited papers.
Cell color indicates the number of hard-conflicting gates (green: no
conflict; darker red: higher conflict). Rows and columns are ordered via
agglomerative clustering, with boxed blocks marking the two comparable
cohorts and the top bar tracking each paper’s count of conflict-free
partners. See Figure 10 in Appendix A.2 for the fully labeled matrix.

6.2. RQ1: Comparability Between Systems

Pairwise comparability. Figure 4 summarizes pairwise
agreement and conflict across all eight comparability gates.
Hard conflicts dominate threat and party models (G2: 1422
of 1891 pairs) and model fidelity (G4: 999 pairs), meaning
a random pair typically disagrees on trust assumptions
or model integrity. Conversely, amortization (G6) and
reporting sufficiency (G8) are bottlenecked by unreported
parameters rather than explicit conflicts.

Figure 5 illustrates pairwise conflict density across
all 1891 pairs, with comparable systems clustered along
the diagonal. We observe only two distinct, relatively
comparable cohorts: (1) a 14-system cluster (BLB, BOLT,
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Figure 6. The comparability collapse under cumulative gates (RQ1).
Competitive pairs fall from 395 under a compatible workload alone to
a single pair under the full contract, with most of the drop at the early
substantive gates rather than at reporting; invalid pairs rise to match, and
descriptive pairs are the residual.

BumbleBee, CipherGPT, CryptoMoE, East, EncFormer,
Euston, FLUTE, MPCFormer, NEXUS, Nimbus, SHAFT,
SecMoE) and (2) a 5-system cluster (AERO, CipherFormer,
CipherPrune, LLMs-Can-Understand-Encrypted-Prompt,
MPCViT). The remaining corpus is heavily fragmented,
with 32 papers sharing zero conflict-free pairings. As
highlighted by the top bar of Figure 5, the most con-
nected systems (BLB, BumbleBee, EncFormer, Euston,
NEXUS, SHAFT, and SecMoE) share no hard conflict
with about 20% of published works, explaining why they
appear most frequently as baselines in prior literature.

Cumulative comparability. Comparability across PTI
systems degrades rapidly under cumulative gate enforce-
ment (Figure 6). Isolated regime matching yields 395
compatible pairs (20.9%), but layering successive contract
constraints rapidly erodes this pool. Model fidelity drops
valid pairs to 277 (14.6%), threat model, privacy, and cost
narrow the count to 58 (3.1%). Factoring in other gates
isolates a single fully compliant pair. In total, camulative
gate filtering invalidates 1798 of 1891 candidate pairings
(95.1%), leaving just 92 descriptive and 1 competitive pair.
The sole pair surviving all gates succeeds only because
one system explicitly reimplemented the other.

Two checks prove this collapse reflects true contract
incompatibility rather than missing data. First, hard fails
eliminate 339 of 395 workload-compatible pairs (fidelity
removing 118 and threat models removing 208) compared
to just 55 unknown failures. Second, gate order and single-
gate relaxations do not change the outcome because threat
models (1422/1891) and fidelity (999/1891) independently
fail most pairs (Figure 4). We emphasize that we can still
benchmark systems under shared contracts, but current
published evidence cannot support a global leaderboard.

Finding 1: Comparability in PTT is not just rare (1 com-
petitive pair out of 1891) but structurally concentrated
in a small hub of systems, leaving most of the corpus
unable to be compared to anything at all.
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Figure 7. Primary progress-attribution labels over the 62-paper corpus.
These labels attribute the main source of each paper’s reported progress
claim; a primary protocol label marks the dominant driver, and every such
paper still carries at least one secondary non-protocol caveat (Section 6.3).
Each bar is split by our confidence in the assigned label: high when the
paper names its baseline and states the changed component explicitly,
medium when the label is clear but carries a stated secondary caveat,
and low when the label requires inference from indirect evidence or sits
near a category boundary. Dropping the low-confidence labels leaves the
same findings (Appendix A.5).

6.3. RQ2: What Drives Reported Progress?

As outlined in Section 5.3, we attribute progress by
identifying contract field discrepancies between a system
and its baselines. Figure 7 categorizes the primary drivers
of reported improvements: protocol progress (22/62), work-
load or fidelity shifts (17/62), mixed progress (11/62),
assumption tradeoffs (5/62), component progress (4/62),
and hardware or deployment shifts (3/62). A primary
protocol-progress label marks the protocol change as the
dominant driver, not the only one: all 22 such papers
carry at least one secondary non-protocol caveat. While
protocol progress contributes as a primary or secondary
factor in 49 of 62 papers, zero papers achieve pure
protocol progress, a protocol-primary label with no non-
protocol caveat. This is because every reported gain
co-occurs with non-protocol factors such as workload
choices, fidelity modifications, amortization, or reporting
scope. This reflects pervasive entanglement rather than a
lack of technical merit, demonstrating that performance
claims (e.g., “System A outperforms System B”) remain
incomplete without specifying the underlying contract and
source of gain.

Finding 2: Cryptographic progress in PTI is documented
(49 of 62 papers show it as a factor) but never isolated
(0 of 62 show it alone), so every reported speedup
is entangled with a change in model, workload, or
accounting.

6.4. RQ3: The PTI Scaling Frontier

Section 5.4 defines the annual PTI scaling frontier
using the maximum model parameter count reported in
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Figure 8. Public LLM inference scale versus the audited conventional
cryptographic PTI frontier, on a logarithmic parameter axis. The dense
frontier enters at 0.34B (Iron, 2022), reaches 13B (SIGMA, 2024),
and does not move through 2026, while public models pass a trillion
parameters, a gap of nearly two orders of magnitude. CryptoMoE’s 16.4B
mixture-of-experts (about 2.8B active per token) sits off the dense line,
and FLUTE’s 70B partial-encryption result is kept off the frontier as
a weaker contract. Each point carries its own contract (Table 10), so
the frontier is a scale-context upper bound, not a like-for-like capability
comparison.

PIC cards per year. As shown in Figure 8, the conventional
cryptographic frontier progressed from 0.34B parameters
in 2022 to 7B in 2023 and 13B in 2024. However, the
PTI frontier has since plateaued. Audited 2025-26 dense
systems (7-8B) remain below SIGMA’s 13B, while larger
audited points require structural trade-offs, such as Crypto-
MoE’s 16.4B mixture-of-experts or FLUTE’s 70B model
under partial encryption. Meanwhile, the unencrypted
public baseline surged from GPT-3 (175B in 2020) and
PalLM (540B in 2022) to ~1T parameters by 2025. Thus,
despite internal progress, PTI lags far behind public model
deployment.

This private frontier represents an optimistic enve-
lope compiled across heterogeneous evaluation contracts
(Table 10 in Appendix A.4). Specifically, 2022’s Iron
relies on a hybrid 2PC setup, 2023’s PUMA uses end-
to-end 3PC, and 2024’s SIGMA assumes an online-only
protocol. Therefore, this frontier merely tracks the largest
scale demonstrated under any conventional cryptographic
contract in a given year. Enforcing a single fixed contract
(e.g., end-to-end 2PC) would lower the private frontier
further, making the observed public—private scaling gap a
conservative lower bound.

Finding 3: The PTI frontier has plateaued at 13B
since 2024 while the plaintext frontier has passed
1T parameters. Because the private curve generously
aggregates non-comparable contracts, this gap is much
wider in practice.

7. RQ4: The Cost of Deployment-Scale PTI

As discussed in Section 6.4, the empirical PTI frontier
remains bounded at 13B, while production LLMs have
passed a trillion parameters. Given this gap, what would

it actually cost, in engineering terms, to run private
inference at the scale of models now in production? To
quantify the operational cost of deployment-scale private
inference, we extrapolate audited empirical metrics to 70B-
and 405B-class model backbones, projecting per-token
latency, communication volume, and offline preprocessing
requirements.

Fitting a cost model to the corpus. We construct a
calibration dataset of 256 empirical performance tuples
(latency, communication volume, rounds, and preprocess-
ing overhead alongside network, hardware, and accounting
contexts) spanning 20 systems from the audited corpus.
Measurements for each system are fitted to a power-law
curve strictly within its isolated paper environment under
a single evaluation contract.

When a paper reports cost at several model sizes (e.g.,
SIGMA spanning 0.124B to 13B parameters), we fit the
power law cost oc P? to those points, where cost is the
reported latency or communication, P is parameter count,
and [ is the fitted scaling exponent. Leave-one-out error
stays below 12% in every curve-fitting case. When a paper
reports cost at only one large model size, we scale that point
using analytical computation exponents (e.g., linear layer
compute scaling as P and activation communication scaling
as v/ P at fixed sequence length). To evaluate sensitivity to
this analytical exponent, we sweep [ across sub-linear to
super-linear regimes (5 € [0.8,1.2]) at 70B and 405B. The
projected cost shifts by only a multiplicative factor across
this range, so the order of magnitude of the projection
matches the model scales.

The projected cost at production scale. Table 5
translates our fitted projections into per-token deployment
costs. While plaintext inference for a 70B model on a
single GPU node executes in tens of milliseconds per token,
every private baseline exhibits a 3-to-5 order-of-magnitude
overhead. This gap widens with scale as communication
and preprocessing costs outpace compute. Evaluating the
four protocol families, each under its own published
contract (Table 5), reveals a sharp divergence, ranging
from roughly two minutes per token for the fastest online
family to several hours for the slowest. Appendix B stress-
tests these projections against held-out model sizes and
alternative scaling exponents; the order of magnitude holds
in both cases.

Three structural walls. To identify the underlying
drivers behind the stalled PTI scaling frontier, we ex-
amine the massive projected costs reported in Table 5.
We observe that PTI performance hits three structural
walls, representing fundamental physical and system limits
that protocol adjustments alone cannot overcome. First, a
preprocessing wall constrains FSS-based systems. While
FSS offers low online latency, key sizes scale at 5=0.72,
requiring ~1.4 TB of offline dealer keys per 70B inference
setup. Transporting this state requires ~20 minutes over a
9.4 Gbps LAN, dwarfing the 115-second online inference
phase itself. Second, a bandwidth floor is set by raw com-
munication volume (18-58 GB per token at 70B), imposing
an absolute physical throughput limit (24—77 minutes per
token on 100 Mbps links) regardless of compute speed
or round counts. Third, an amortization dependence
divides interactive and batched service contracts, as non-
interactive HE reaches minute-scale 70B projections (about
7.6 minutes per token) only by batching 32 queries, while



TABLE 5. WHAT ONE PRIVATE FORWARD PASS (ONE GENERATED TOKEN) WOULD COST AT DEPLOYMENT SCALE, EXTRAPOLATED PER FAMILY
FROM PUBLISHED EVIDENCE UNDER THAT FAMILY’S OWN CONTRACT. THE 3PC PER-TOKEN ANCHORS ARE THE MARGINAL SECOND TOKEN FROM
THE SOURCE’S OWN TABLE, SO PREFILL IS NOT CONSIDERED.

Family (env.) Contract caveat Metric 7-13B (published) 70B (proj.) 405B (proj.)
FSS, 2PC+dealer (SIGMA) online-only, GPU time/pass 23-38 s ~115 s ~384 s
comm/pass 12-19 GB ~58 GB ~188 GB
FSS key/query 255-419 GB ~1.4 TB ~4.9 TB
3PC secret sharing (PUMA) end-to-end, 20 Gbps LAN time/token 164 s ~27 min ~2.6h
comm/token 2.1 GB ~21 GB ~119 GB
Hybrid HE+MPC, 2PC (BumbleBee) end-to-end, CPU time/token 832 s ~2.3h ~13 h
comm/token 5.6 GB ~18 GB ~43 GB
HE non-interactive (NEXUS) batch-32 amortized, 4x A100 time/token 52's ~7.6 min ~44 min
single-query (de-amortized) time/token ~28 min ~4 h ~23 h

its single-query cost is roughly 30x worse.

Finding 4: Private inference at 70B costs three to five
orders of magnitude more than plaintext, and that gap
decomposes into three physical bottlenecks.

8. Discussion

8.1. What This SoK Adds to PTI Progress

Over just a few years, PTI has driven remarkable
cryptographic momentum, scaling protocols from small
encoders to billion-parameter decoders, slashing communi-
cation volumes by orders of magnitude, and establishing
theoretical primitives (non-interactive HE at scale, FSS
for non-linear activations, and dynamic MPC-HE hybrid
routing) as practical. Sixty-two systems since 2022 re-
flect a rapidly evolving field producing novel algorithms
and systems. This SoK provides a progress lens to this
rapidly evolving field. Because every paper reports under
an isolated evaluation contract, the field has lacked the
visibility to distinguish cumulative, composable advances
from disconnected empirical wins. Our diagnostics on
pairwise comparability (Section 6.2), progress attribution
(Section 6.3), and the PTI scaling frontier (Section 6.4)
contextualize each gain in the literature and translate these
diagnostics into concrete practice.

8.2. Report the Contract, Not Just the Number

Most articles already collect the core parameters re-
quired for their evaluation, including model parameters,
workload regimes, privacy bounds, and cost metrics. What
is missing is consolidating this data into a single, checkable
reference. We recommend attaching a standardized PIC
Card (Table 3), covering scale, threat model, fidelity,
deployment costs, and baselines. As Section 6.2 demon-
strates, assembling these fields at corpus scale establishes
the precise specification required for future cross-paper
comparisons. A similar principle governs performance
attribution. The contribution of a system is sharpened
when we dissect speedups across explicit sources (protocol
design, workload, relaxed security assumptions, hardware
accounting, or component kernels as shown in Section 5.3).

Transparent attribution enables future work to iterate on
verified modular advances rather than inheriting unisolated
performance numbers.

8.3. Measure Scaling Against a Moving Frontier

Section 6.4 illustrates both the advance of the PTI
frontier and the substantial distance remaining to plaintext
models. While frontier model evaluation is not required for
every system, authors should unambiguously scope their
contribution across four progress settings: (1) model-scale
progress reporting increasingly larger models under com-
parable privacy and cost bounds, (2) cost-scaling progress
characterizing latency, communication, or rounds as work-
load dimensions grow, (3) component-scaling progress
optimizing an isolated bottleneck operator without end-
to-end claims, and (4) deployment-scenario progress
justifying model scale and workload within a concrete
application context. This suggested guideline provides a
clear four-dimensional lens for evaluating system scaling.

8.4. Benchmark with Deployment Scenarios

Section 6.2 illustrates the challenges of unstandardized
evaluation. MPC, HE, and hybrid systems, each engineered
for distinct trade-offs, are flattened onto a single compari-
son. Hence, benchmarking should instead organize around
explicit deployment scenarios so that systems compete on
their intended settings: (a) Interactive WAN prioritizes
round complexity and tail latency under realistic network
bounds; (b) Batch analytics evaluates throughput and
amortization, provided accounting is fully transparent;
(c¢) Collaborative inference spotlights party topology
and explicit leakage boundaries; (d) Model-confidential
inference enforces equal protection for proprietary model
weights and user inputs; and (e) Component stress-
testing isolates bottleneck operators without conflating
microbenchmarks with full-system feasibility.

8.5. Matching Backbones to Deployments

A practical question follows: when facing a real-world
deployment, which cryptographic backbone should a practi-
tioner choose? Because each cryptographic family exhibits
a distinct cost profile, optimal selection requires mapping



these cost structures to a deployment’s primary bottleneck
(Table 9, Appendix A). We categorize the deployment
options as follows: Interactive WAN: Low-round HE or
few-round hybrids (minimizing round-trip latency over-
head); Batch throughput: SIMD-packed HE or amortized-
offline hybrids (maximizing parallel efficiency); Low-
latency LAN: MPC or hybrid schemes (leveraging cheap,
highly interactive rounds); Bandwidth-constrained links:
HE or communication-optimized protocols (minimizing
data transfer); Model confidentiality: Dual input-and-
model 2PC (ensuring weight privacy); and Helper-assisted
settings: 3PC or server-aided MPC (when a non-colluding
party is available).

These mappings reflect architectural trade-offs rather
than absolute rules. For instance, NEXUS leverages a
single-round design to minimize WAN latency, but pays
for it in heavy homomorphic computation. Conversely,
round-intensive MPC frameworks achieve exceptional
LAN throughput that degrades severely over a WAN.
Hence, selecting a cryptographic backbone requires first
formalizing the deployment settings, not the other way
around.

9. Limitations

This SoK audits published evidence rather than re-
producing performance on unified hardware. Hence, all
findings in the paper evaluate what the published record
actually supports. We summarize some limitations of our
approach.

Corpus scope. We strictly evaluate conventional cryp-
tographic PTI, excluding split-inference and statistical ap-
proaches. Scaling findings apply explicitly to cryptographic
setups rather than all private inference frameworks.

Contract labeling. Labeling relies on conservative
defaults (e.g., preferring unknown over inferred), backed by
blind re-extraction and sensitivity analysis (Appendix A.5).
The corpus maps empirical evidence rather than ranking
systems.

Gate granularity. Gate compliance certifies that a pair
is not provably incomparable rather than identical. Coarse
categorical fields (e.g., fidelity approximations, network
classes, and cost accounting bounds) can obscure subtle
reporting discrepancies. For instance, while Euston and
NEXUS clear every gate as a deliberate reimplementation,
the two papers dispute whether user-side preprocessing
belongs in end-to-end latency.

Scale as a capability proxy. We measure the PTI
frontier using parameter count. Although parameter count
omits architectural quality and context length, it directly
dictates cryptographic compute costs, making it highly
relevant for our scaling analysis.

10. Conclusions

This SoK asks whether PTI’s reported progress accumu-
lates toward deployment-scale private inference or merely
produces isolated points that cannot be assembled into
a trajectory. Our four analyses point to the same answer
from distinct perspectives. First, the scaling frontier shows
that demonstrated capability has plateaued well below
production scale, and that even this frontier is an optimistic

upper bound stitched from mutually incompatible contracts.
Second, the comparability audit explains why: virtually no
two published claims share enough evaluation context to
be directly compared, with aligning pairs clustering around
a few hub systems rather than spanning the corpus. Third,
the attribution analysis reveals what this fragmentation
obscures: while cryptographic progress is widespread, it is
never the sole driver of reported gains, meaning a headline
speedup does not inherently signify protocol advancement.
Finally, the cost projection shows how to close this gap:
it is not a single metric, but overcoming three distinct
structural walls, each demanding a dedicated resolution.

Taken together, these results reframe what constitutes
valid evidence of progress in this field. A faster system is
uninformative in isolation unless it explicitly specifies its
scale, governing contract, and exact source of performance
gain. Individual PTI studies have delivered remarkable
technical advances over the years. What the field needs
next is the reporting discipline to show that the speedups
are converging on deployment.



Ethical Considerations

This paper systematizes already-published research and
raises no ethical concerns of its own. It studies only the
public record: peer-reviewed papers, their publicly released
artifacts, and public model-scale references. It involves
no human subjects, no personal or sensitive data, and
introduces no attacks, exploits, or deanonymization tech-
niques. We name systems solely to analyze the evaluation
contracts behind their published results; our comparability
and attribution labels concern what the published evidence
can support, not the merit or conduct of any author. The
only automated processing in our pipeline is an LLM
verifier that re-reads the same published text as a second,
blind check on the human extraction; it processes no data
beyond the papers themselves, and its outputs are released
with the artifacts. We therefore see no risk of harm arising
from this work.
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attribution labels, the blind re-extraction records, the cost-
model calibration data, and the scripts that regenerate
every table and figure from these inputs. Together they let
a reader reproduce each reported number directly from the
released data. We do not redistribute the audited papers
or their full text, which remain under their publishers’
copyright; the corpus references each work by citation
and releases only derived metadata and the short evidence
quotes needed to audit each field.

The artifacts are archived at https://doi.org/10.5281/
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mously so that it remains usable alongside double-blind
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version of the same record, under the same concept DOI,
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Appendix A.
Additional Result Tables

This appendix collects the supporting result tables: the
reporting-sufficiency distribution over the 62-paper corpus
and the full sensitivity analysis behind the robustness
checks.

A.1. PIC-Card Field Distributions

Figure 9 shows how the 62 audited papers distribute
over the categorical PIC-card fields, complementing the
field statistics discussed in Section 6.1.

TABLE 6. REPORTING SUFFICIENCY FOR CLEAN CROSS-PAPER
LATENCY COMPARISON. THE RULE REQUIRES A HEADLINE CLAIM,
BASELINE, LATENCY, COMMUNICATION, END-TO-END ROUNDS,
NETWORK CONTEXT, COST SCOPE, AND AMORTIZATION CONTEXT.
THIS TABLE MEASURES SUFFICIENCY FOR COMPARISON, NOT PAPER

QUALITY.
Status Papers Share
Sufficient 1/62 1.6%
Partial 43/62  69.4%
Insufficient 18/62 29.0%
Mechanism Model fidelity
MPC 24 exact [I7
hybrid MPC-HE 19 approximate
HE 17 arch.-modified
other §2 task-limited
Adversary Party topology

. 2PC 27
semi-honest

client-server
malicious |4 multi-server |6

helper-assisted |46

unclear/other {3

other (3+ party) (7

Workload regime Cost scope
encoder-only 21 end-to-end 42
ine- 11
enc.+dec. 1 online-only
offline+online [§3
decoder-only 17
partial [|2
- 2
encoder-decoder headline-only |3
unstated |1 component-only |1

count across the 62 audited papers (each panel sums to 62)

Figure 9. Distribution of the 62 audited papers over the categorical
PIC-card fields. The corpus is near-constant on the threat axes that
rarely block comparison (55/62 semi-honest; 49/62 protect both input and
model) but spreads across mechanism, model fidelity, party topology, and
workload regime, the fields that carry the comparability gates. Long tails
are consolidated: “other” under party topology aggregates five settings
with three or more parties.

A.2. Full Comparability Matrix

Figure 10 is the fully labeled version of the compara-
bility graph summarized in Figure 5, with all 62 papers
named on both axes so individual pairings can be traced.

A.3. Blind Re-Extraction Agreement

Table 8 reports the per-field agreement between the
recorded values and the independent blind re-extraction
described in Section 4.

A.4. PTI frontiers over the year

Table 10 summarizes the largest PTI systems (by
parameter count) from 2022 through 2024. As shown,
these milestone models differ substantially across their un-
derlying cryptographic protocols, party topologies, model
fidelity, and cost scopes.

A.S. Robustness of the Findings

The three findings above rest on labels we assigned
by hand, so we close by recomputing the central numbers
under different labeling assumptions (Table 7, Appendix A).
The locked setting gives 1/1891 competitive relations
and 0/62 baseline-compatible primary claims, and the
strict setting matches it. The optimistic setting waves
every unknown gate through, and even then only 93/1891
relations turn competitive and only 2/62 claims become
baseline-compatible. The reviewer-favorable upper bound,
which stacks optimistic attribution, comparability, and
baseline compatibility together, lands on the same 93/1891
and 2/62, with non-protocol primary factors still present in
40/62 papers. Drop the moderate- and boundary-confidence
rows and 49 papers remain, telling the same story: 1/1891
competitive, 45/49 protocol-or-mixed, 31/49 non-protocol-
primary. The conclusions do not ride on a single pessimistic
call.

Put the three findings together and they say one thing:
PTI progress is real, but the published evidence does not
yet show cumulative progress toward deployment-scale
private LLM inference. The frontier sits far below public
LLM scale, comparability breaks at specific contract fields,
the gains come from many sources at once, and none of
it hinges on fragile labels. The next section steps past
the published record: Section 7 puts the scaling gap in
engineering units.

Appendix B.
Reliability of the Cost Projections

The production-scale figures in Section 7 are projec-
tions rather than measurements, so two checks tell us
how far to trust them. First, the power-law form holds
within the measured range: refit the SIGMA size series on
its three smaller models (0.124-7B), predict the held-out
13B point, and you land within 7.7% on time, 2.5% on
communication, and 5.3% on key size, with leave-one-
out error never above 12%. Second, the qualitative gap
survives whatever exponent we pick for the single-anchor
rows. Sweep the structural exponent from sub-linear (0.8)



TABLE 7. SENSITIVITY ANALYSIS FOR THE TWO CENTRAL CONCLUSIONS: DIRECT GLOBAL LEADERBOARD-STYLE COMPARISON IS UNSUPPORTED
UNDER PUBLISHED EVIDENCE, AND PROGRESS CLAIMS ARE MULTI-CAUSAL. Protocol/mixed COUNTS PAPERS WHOSE ATTRIBUTIONS INCLUDE
PROTOCOL PROGRESS (AS PRIMARY OR SECONDARY FACTOR) OR WHOSE PRIMARY LABEL IS MIXED; non-protocol primary COUNTS PAPERS WHOSE
PRIMARY LABEL IS ANY NON-PROTOCOL CATEGORY. THE REVIEWER-FAVORABLE ROW IS AN OPTIMISTIC UPPER BOUND, NOT THE LOCKED
RESULT.

Baseline-compatible claims

Protocol/mixed Non-protocol primary

Scenario Competitive relations
Locked labels 1/1891
Optimistic progress attribution 1/1891
Strict progress attribution 1/1891
Optimistic comparability 93/1891
Strict comparability 1/1891
Drop moderate/boundary confidence 1/1891
Reviewer-favorable upper bound 93/1891

0/62 52/62 40/62
0/62 52/62 40/62
0/62 52/62 40/62
2/62 52/62 40/62
0/62 52/62 40/62
0/62 45/49 31/49
2/62 52/62 40/62

TABLE 8. PER-FIELD AGREEMENT OF THE INDEPENDENT BLIND RE-EXTRACTION WITH THE RECORDED HUMAN VALUES, OVER THE 62-PAPER
CORPUS. Agree/Disagree ARE VALUE-VS-VALUE; V. silent 1S WHERE THE BLIND READER DECLINED TO EXTRACT A VALUE THE HUMAN TOOK FROM
CONTEXT (E.G., A PARAMETER COUNT IMPLIED BY A MODEL NAME); Both silent IS CONCORDANT AGREEMENT THAT THE PAPER STATES NOTHING;
H. silent 1S WHERE NO HUMAN VALUE WAS RECORDED (BOTH EXCLUDED FROM THE RATE). THE RATE IS
AGREE/(AGREE + DISAGREE + V. SILENT). THE FIELDS THE COMPARABILITY GATES LEAN ON MOST (CRYPTOGRAPHIC BACKBONE, PRIVACY
SCOPE, ADVERSARY MODEL, END-TO-END STATUS) AGREE IN 87-98% OF PAPERS, WITH 70.0% RAW AGREEMENT POOLED ACROSS ALL FACTUAL
FIELDS; LOWER RATES ARE DOMINATED BY VALUES THE BLIND READER DECLINES TO INFER AND BY CONCORDANT SILENCE. EVERY FLAGGED
CELL WAS ADJUDICATED AGAINST THE SOURCE PAPERS; ACROSS THE TWO ADJUDICATION PASSES, 40 OF 992 FIELDS WERE CORRECTED
CORPUS-WIDE. THE FINAL ROW IS THE JUDGMENT-LABEL INTER-RATER AGREEMENT, NOT A FACTUAL FIELD.

Contract field Agree Disagree V. silent Both silent H. silent Rate

Cryptographic backbone 61 1 0 0 0 98.4%
Inference regime 37 1 23 1 0 60.7%
Privacy scope 58 4 0 0 0 93.5%
Adversary model 54 2 6 0 0 87.1%
Party model 39 19 4 0 0 62.9%
Model fidelity 46 16 0 0 0 74.2%
Cost scope 38 20 4 0 0 61.3%
Amortization 12 7 0 43 0 63.2%
Network regime 26 9 7 20 0 61.9%
Largest private model 45 14 3 0 0 72.6%
Largest model, params (B) 22 8 32 0 0 35.5%
End-to-end status 54 8 0 0 0 87.1%
Latency reported 62 0 0 0 0 100.0%
Communication reported 42 20 0 0 0 67.7%
Rounds reported 10 52 0 0 0 16.1%
Progress attribution (label) 37 25 0 0 0 59.7%

to super-linear (1.2) and a projected 70B forward pass only
moves between tens of minutes (3PC) and a few hours
(hybrid 2PC), and a 405B pass between about an hour
and a day. The multiplier shifts; the order of magnitude
does not. They are still extrapolations, of course: 70B
and 405B sit 5x and 31x past the largest model we
measured, and no power law can see a regime change
coming, a bootstrapping threshold crossed, a packing or
ring-parameter switch, a memory ceiling. So we read the
result as a statement about scale, three to five orders of
magnitude away from plaintext, rather than as a specific
predicted runtime.

Appendix C.
Field Extraction Protocol and Codebook

This appendix documents the structured field-extraction
protocol behind the audit, included verbatim for repro-
ducibility. The codebook below is the instrument the
extractor works from: it lists the fields we attempt for
each paper, organized into priority tiers, and the prompt

spells out how each field is read off the source text.
Extraction is evidence-first throughout: every recorded
value is tied to an explicit statement in the source paper,
and anything missing is recorded as missing rather than
guessed at. Coverage therefore varies by field. The Tier-
0 contract fields are recorded for every paper and carry
the comparability, attribution, and scaling analyses; the
quantitative performance tuples feed the cost model on
its calibration subset (Section 7). Many Tier-1 and Tier-2
fields are only sporadically reported in the source papers,
so they are frequently marked NOT_REPORTED and are
not used in this paper’s results.

C.1. Quantitative Extraction Prompt

You are extracting quantitative performance metrics for a
privacy-preserving Transformer inference paper.

You will be provided:
(1) The paper text

(2) the Codebook -- Quantitative Performance Extraction (Raw Metrics)

CRITICAL INSTRUCTIONS —- READ CAREFULLY:
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Figure 10. Full comparability graph with all 62 papers labeled. As in Figure 5, each cell shades a pair by the number of comparability gates
that hard-conflict (green marks no hard conflict), with rows and columns ordered by agglomerative clustering and the top bar counting each paper’s
hard-conflict-free partners (hub systems in blue).

1) Output ONLY ONE valid JSON object. 5) Evidence requirements:
- No markdown, no backticks a) For every non-missing RAW numeric or boolean field, you MUST
- No explanations, no commentary include an entry in the "evidence" array.
- No text before or after JSON b) Each evidence entry MUST contain:
- field_path (must match the JSON hierarchy EXACTLY)
2) Use ONLY explicit statements from the paper (and the provided - evidence_quote (<=25 words)
Codebook) . - evidence_location (Table X / Fig Y / Sec Z / p.N)
- Never infer, never estimate, never approximate c) If a RAW numeric/boolean field lacks evidence, mark that field as
- Never compute unless the Codebook explicitly allows it NOT_REPORTED (or the correct missing token).

o

3) Missing tokens (case-sensitive): use EXACTLY one when needed: .1) FIELD_PATH STRICTNESS (MANDATORY) :

NOT_REPORTED

NOT_SEPARATED - The "field_path" value in each evidence entry MUST exactly match the
NOT_POSSIBLE schema path.
THROUGHPUT_ONLY - Use dot notation that mirrors the JSON structure, for example:
PER_LAYER_ONLY "Q0.1.model_name"
QUALITATIVE_ONLY "Q0.3.e2e_latency_value"
UNSPECIFIED "Ql.5.num_rounds"
"Q2.3.code_available"
4) All numeric values must be numbers (not strings) unless using missing - Do NOT prefix with an extra level (e.g., NOT "Q0.Q0.l1.model_name").

tokens. - Do NOT invent new paths.



TABLE 9. PRESCRIPTIVE BACKBONE GUIDANCE UNDER THE CONTRACT VIEW (SECTION 8.5). THESE ARE COST-STRUCTURE TENDENCIES
CONDITIONED ON THE DEPLOYMENT CONTRACT, NOT A UNIVERSAL RANKING: THE PREFERABLE BACKBONE IS THE ONE WHOSE COST
STRUCTURE MATCHES THE DOMINANT CONSTRAINT, WHICH IS ALSO WHY A SINGLE SPEED LEADERBOARD MISLEADS.

Dominant deployment con-
straint

Tends to favor

Why

Interactive, WAN / high
round-trip time

Batch / high throughput,
amortizable

LAN / high bandwidth, low
round-trip time

Bandwidth-constrained link

Model weights must stay pri-
vate

A non-colluding helper or

Low-round HE or few-round
hybrid

HE with SIMD packing;
amortized-offline hybrid
MPC or hybrid

HE or low-communication
designs
Input-and-model 2PC (HE
or hybrid); avoid weight-
revealing split or statistical
schemes

3PC or helper-assisted MPC

third party is acceptable

Each interaction round pays the round-trip, so round-heavy MPC
inflates wall-clock latency even when its LAN numbers look strong.
Ciphertext batching and reusable preprocessing amortize across
many queries, where per-query latency is secondary.

Cheap rounds make interactive protocols competitive or fastest;
HE ciphertext and compute overhead rarely pays off here.

MPC communication volume can dominate cost; HE trades bytes
for local computation.

Protecting weights is a hard constraint largely orthogonal to speed;
some fast schemes assume public weights.

A helper trusted for non-collusion unlocks cheaper nonlinear and
truncation protocols.

TABLE 10. THE CONVENTIONAL CRYPTOGRAPHIC PTI FRONTIER OF FIGURE 8, ANNOTATED WITH EACH FRONTIER POINT’S EVALUATION

CONTRACT. THE POINTS SPAN DIFFERENT PARTY MODELS (2PC, 3PC, HELPER-ASSISTED) AND COST SCOPES (END-TO-END, ONLINE-ONLY), SO

THE CUMULATIVE ENVELOPE IS A GENEROUS UPPER BOUND OVER HETEROGENEOUS CONTRACTS, NOT A SINGLE COMPARABLE TRAJECTORY.
TIGHTENING TO ONE FIXED CONTRACT COULD ONLY LOWER THE PRIVATE-INFERENCE FRONTIER.

Year System Params Mechanism Party model Model fidelity Cost scope
2022  Iron 0.34B  Hybrid MPC-HE 2PC exact end-to-end
2023 PUMA 7B MPC 3PC approximate end-to-end
2024 SIGMA 13B  MPC helper-assisted  approximate online-only

- The field_path must correspond exactly to an existing leaf field in
the provided schema.

- If you cannot match a field_path exactly, mark the field as
NOT_REPORTED.

6) Normalized fields policy:
- normalized_x fields may be filled ONLY if unit conversion is
unambiguous.
- Evidence is required for the RAW reported value.
- A separate evidence entry for the normalized field is NOT required
if the raw field is properly evidenced.

7) Choose EXACTLY ONE primary evaluation setting using the Codebook’s
selection rule.
Provide:
- setting_label (short identifier, no spaces)
- chosen_setting_rationale (1-2 lines referencing the selection rule)

8) Strict completeness rule:
- ALL fields in the schema MUST be present.
- Do NOT remove or add fields.
- Do NOT reorder structure.
- Use null only where explicitly allowed in the schema.
- Never leave a field empty.

9) If you cannot produce valid JSON, output EXACTLY:
{"error":"INVALID_JSON"}

Now extract according to the schema below.
Return ALL fields exactly as structured.

{
"paper_id": "<FILL>",
"setting_label": "<SHORT_LABEL_FOR_SELECTED_SETTING>",
"chosen_setting_rationale": "<1-2 lines>",

"Q0":

"Q0.1": {
"model_name": "UNSPECIFIED",
"num_parameters": "NOT_REPORTED",
"model_type": "UNSPECIFIED"

by

"Q0.2": {
"task_type": "UNSPECIFIED",
"sequence_length": "NOT_REPORTED",
"batch_size": "NOT_REPORTED",
"num_generated_tokens": "NOT_REPORTED",
"notes_on_setting": null

by

"Q0.3": {

"e2e_latency_value": "NOT_REPORTED",
"e2e_latency_unit": "NOT_REPORTED",
"e2e_latency_granularity": "UNSPECIFIED",
"includes_offline": "NOT_REPORTED",
"normalized_e2e_latency_ms": "NOT_POSSIBLE"

N

"Q0.4": {
"total_comm_value":
"total_comm_unit": "NOT_REPORTED",
"comm_direction": "NOT_REPORTED",
"normalized_total_ comm_MB": "NOT_POSSIBLE"

N

"Q0.5": {
"network_type": "NotSpecified",
"bandwidth_value": "NOT_REPORTED",
"bandwidth_unit": "NOT_REPORTED",
"rtt_latency_ms": "NOT_REPORTED"

I

"Q0.6": {
"server_hardware":

"NOT_REPORTED",

"NOT_REPORTED",

"client_hardware": "NOT_REPORTED",

"accelerator": "NotSpecified",
"deployment": "NotSpecified"
Bo

"Q0.x": {

"model_dependency": "NOT_REPORTED",
"phase_scope": "NOT_REPORTED",
"multi_client_scaling_evaluated": "NOT_REPORTED",
"comparability_limits_noted": "NOT_REPORTED",
"client_privacy_explicit": "NOT_REPORTED",
"server_privacy_explicit": "NOT_REPORTED"
}
b

"o1t: |

D@L ATy
"online_latency_value":
"online_latency_unit":
"online_latency_granularity":

I

"Ql.2": {
"offline_latency_value": "NOT_REPORTED",
"offline_latency_unit": "NOT_REPORTED",
"offline_amortized": "NOT_REPORTED"

I

TEi . 8V8  {
"server_compute_time_value":
"server_compute_time_unit":

I

"Ql.4": |
"client_compute_time_value":
"client_compute_time_unit":

I

TEi . BVg |
"num_rounds":

"NOT_SEPARATED",
"NOT_REPORTED",
"UNSPECIFIED"

"NOT_SEPARATED",
"NOT_REPORTED"

"NOT_SEPARATED",
"NOT_REPORTED"

"NOT_REPORTED",

"num_messages": "NOT_REPORTED"

I

"Ql.6": {
"peak_server_memory_value":
"peak_server_memory_unit":

"NOT_REPORTED",
"NOT_REPORTED",



"peak_client_memory_value": "NOT_REPORTED",

"peak_client_memory_unit": "NOT_REPORTED"
by
DEAL, 798 {
"throughput_value": "NOT_REPORTED",
"throughput_unit": "NOT_REPORTED",

"throughput_setting": null

by

"Ql.8": {
"utility_metric_name": "NOT_REPORTED",
"utility_value": "NOT_REPORTED",
"utility_unit": "NOT_REPORTED",
"utility_task_or_dataset™: "NOT_REPORTED",
"delta_vs_plaintext_value": "NOT_REPORTED",
"delta_unit": "NOT_REPORTED"

}

I

"Q2m: |

"Q2.1": |
"num_bootstraps": "NOT_REPORTED",
"multiplicative_depth": "NOT_REPORTED",
"num_ciphertext_mults "NOT_REPORTED",

"ciphertext_size_bytes": "NOT_REPORTED"
by
"Q2.2": |
"runtime_cost_usd": "NOT_REPORTED",
"pricing_context": "NOT_REPORTED"
by
"Q2.3": |
"code_available": "unknown",
"artifact_link": "NOT_REPORTED",
"runnable_claim": "unknown"

}
I

"extraction_warnings": [],
"evidence": []

C.2. Quantitative Performance Extraction Code-

book

the Codebook —- Quantitative Performance Extraction (Raw Metrics)

Scope: Transformer private inference systems (end-to-end or near
end-to-end) .

Strict rule: Use only explicitly stated numbers/claims. Never infer. If
missing —-> NOT_REPORTED.

Global extraction rules

1. Primary setting selection rule (when multiple settings exist):

o Prefer end-to-end over microbenchmarks.

o Prefer largest model evaluated.

o Prefer WAN setting over LAN if both are given.

o Prefer main headline benchmark used in the paper’s abstract/intro/eval
summary .

2. Units: Store as reported in raw fields + also store a normalized_x
field when conversion is unambiguous (e.g., s->ms, GB->MB).

3. Evidence required: every non-missing (i.e., not
NOT_REPORTED/NOT_SEPARATED/etc.) numeric/boolean field must
include evidence_quote and evidence_location.

4. If model name implies standard parameter count (e.g., ‘‘BERT-base’’,
“‘LLaMA-7B’’), you may fill num_parameters using the canonical
model size only if the paper explicitly uses that model name, and
include evidence pointing to the model name.

Tier-0 (must attempt)

Q0.1 —- Model Architecture

Extract fields

- model_name (string | UNSPECIFIED)

- num_parameters (integer | NOT_REPORTED)

- model_type in {Encoder, Decoder, Encoder-Decoder, VisionTransformer,
Other, UNSPECIFIED}

Q0.2 -- Workload / Input Configuration
- task_type in {NLP_classification, LLM_generation, Vision, Other,
UNSPECIFIED}

- sequence_length (int | NOT_REPORTED)

- batch_size (int | NOT_REPORTED)

- num_generated_tokens (int | NOT_REPORTED) only if generation
- notes_on_setting (short string | null)

Q0.3 -- End-to-End Latency (primary)
Definition: total time per inference query/batch including crypto
operations.

- e2e_latency_value (number | THROUGHPUT_ONLY | NOT_REPORTED)

- e2e_latency_unit in {ms, s, us, min, NOT_REPORTED}

e2e_latency_granularity in {per_query, per_batch, per_token,
UNSPECIFIED}

- includes_offline in {yes, no, unclear, NOT_REPORTED}

- normalized_e2e_latency_ms (number | NOT_POSSIBLE)

Q0.4 —- Total Communication (end-to-end)

- total _comm_value (number | PER_LAYER _ONLY | NOT_REPORTED)

- total_comm_unit in {B, KB, MB, GB, NOT_REPORTED}

- comm_direction in {bidirectional_total, client_to_server_only,

server_to_client_only, unknown, NOT_REPORTED}

- normalized_total comm_MB (number | NOT_POSSIBLE)

Q0.5 -- Network Setting

- network_type in {LAN, WAN, Simulated, NotSpecified}

- bandwidth_value (number | NOT_REPORTED)

- bandwidth_unit in {Mops, Gbps, NOT_REPORTED}

- rtt_latency_ms (number | NOT_REPORTED)

Q0.6 —- Hardware Configuration

- server_hardware (string | NOT_REPORTED)

- client_hardware (string | NOT_REPORTED)

- accelerator in {CPU, GPU, TPU, Mixed, NotSpecified}

- deployment in {Cloud, Local, NotSpecified}

Tier-1 (high-value diagnostics; attempt if available)
Q1.1 -- Online Latency
- online_latency_value, online_latency_unit, online_latency_granularity

- If not separated -> NOT_SEPARATED

Q1.2 -- Offline / Preprocessing Latency

- offline_latency_value, offline_latency_unit

- offline_amortized in {yes, no, unclear, NOT_REPORTED}

Q1.3 -- Server Compute Time

- server_compute_time_value, unit

- If not separated -> NOT_SEPARATED

Ql.4 -- Client Compute Time

- client_compute_time_value, unit

- If not separated -> NOT_SEPARATED

Q1.5 -- Interaction Depth

— num_rounds (int | NOT_REPORTED)

- num_messages (int | NOT_REPORTED)

Q1.6 -- Peak Memory Usage

- peak_server_memory_value, unit in {MB, GB, NOT_REPORTED}

- peak_client_memory_value, unit in {MB, GB, NOT_REPORTED}

Q1.7 -- Throughput (if reported)

- throughput_value (number | NOT_REPORTED)

— throughput_unit in {queries_per_s, tokens_per_s, seq per_s, img_per_s,
NOT_REPORTED }

- throughput_setting (string | null)

Q1.8 -- Utility / Accuracy (if evaluated)

— utility_metric_name (string | NOT_REPORTED)

- utility_value (number | NOT_REPORTED)

- utility_unit (string | NOT_REPORTED) (e.g., %, ppl)

— utility_task_or_dataset (string | NOT_REPORTED)

- delta_vs_plaintext_value (number | NOT_REPORTED)

delta_unit in {pp, absolute, relative_percent, NOT_REPORTED}

Tier-2 (optional / sparse / crypto-primitive-level)

Q2.1 -- Crypto primitive counts / depths (only if explicitly numeric)

— num_bootstraps, multiplicative_depth, num_ciphertext_mults,
ciphertext_size_bytes

- If described qualitatively only —> QUALITATIVE_ONLY

Q2.2 -- Monetary cost (only if explicit)

— runtime_cost_usd (number | NOT_REPORTED)

— pricing_context (string | NOT_REPORTED)

Q2.3 -- Reproducibility metadata (quantifiable)

- code_available in {yes, no, partial, unknown}

- artifact_link (string | NOT_REPORTED)

- runnable_claim in {docker, scripts, not_specified, unknown}

Standard output JSON skeleton (one paper)
{

"paper_id": "STRING",

"chosen_setting_rationale": "1-2 lines citing the selection rule used",
"Q0": { /% includes Q0.1-Q0.6 and Q0.x x/ },

"o1v: {3,

"Q2": { },

"extraction_warnings": ["..."],

"evidence": [

{
"field_path": "Q0.3.e2e_latency_value",
"evidence_quote": "<=25 words",
"evidence_location": "Table X / Fig Y / Sec Z / p.N"

Q0.x Technical synthesis tags (Pass A)

These fields are added to support technical (not just clarity) findings
and cross-paper synthesis. They are intentionally simple and
evidence-first: if not explicitly stated, mark NOT_REPORTED.

New categorical fields (Pass A)
— model_dependency: {MODEL_SPECIFIC, ARCHITECTURE_SPECIFIC,
MODEL_AGNOSTIC, NOT_REPORTED}

— phase_scope: {INFERENCE_ONLY, TRAINING_ONLY, BOTH, NOT_REPORTED}

multi_client_scaling_evaluated: {yes, no, NOT_REPORTED}

- comparability limits_noted: short free-text (1 sentence) or
NOT_REPORTED

client_privacy_explicit: {yes, no, unclear, NOT_REPORTED}

- server_privacy_explicit: {yes, no, unclear, NOT_REPORTED}

Notes: (i) MODEL_AGNOSTIC means the protocol is described as applicable
to multiple model families without retraining or per-architecture
retooling; (ii) ARCHITECTURE_SPECIFIC means it targets a class
(e.g., Transformers, CNNs) but not a single named model; (iii)
MODEL_SPECIFIC means the technique/evaluation is tied to a
specific model instance (e.g., BERT-base) or requires
model-specific engineering.

Appendix D.
Audit Case Studies

This section walks through four comparison patterns
that turn up again and again in the corpus, and shows
how the gates change the reading of each. The patterns
are schematic on purpose; they are not meant to call out
individual papers. Each one starts from a comparison that
looks perfectly natural at the headline level, and then shows
what the restored contract has to say about it. Table 11
gathers all four.

Two of these patterns carry a wider lesson. The encoder-
versus-decoder pattern is why the taxonomy in Table 2
cannot settle comparability on its own: the taxonomy tells
you two systems live in the same design space, while the
gates tell you whether their claims answer the same ques-




TABLE 11. FOUR RECURRING COMPARISON PATTERNS AND THEIR CONTRACT READING. EACH LOOKS LIKE A DIRECT COMPARISON AT THE
HEADLINE LEVEL; THE GATES IDENTIFY THE MISMATCHED OR MISSING FIELD THAT MAKES IT DESCRIPTIVE OR INVALID.

Pattern

Why it looks comparable

Contract issue

Gate

Sound reading

Online latency vs.
end-to-end cost

Both report private-inference
latency.

One number is online-only or
amortized; the other counts
more of the end-to-end cost
or assumes different reuse.

G5, G6

Not directly comparable un-
less cost scope and reuse as-
sumptions are aligned.

LAN result vs.
WAN claim

Both report latency for the
same broad model family.

The measurement is LAN, sim-
ulated, or unspecified while
the motivating deployment
is WAN-like; rounds convert
round-trip time into wall-clock
cost.

G7, G8

Supports a LAN or local-
deployment claim, not an un-
restricted WAN claim.

Encoder classifica-
tion vs. decoder gen-
eration

Both are Transformer systems
built on secure-computation
primitives.

The workloads differ in regime
and in sequence/generation se-
mantics (per-token vs. per-
sequence vs. per-batch).

G3
G4)

(often

Different comparison neigh-
borhoods unless workload and
fidelity are normalized.

Model-preserving
vs. model-modifying

Both target the same model
family or benchmark.

The faster result depends
on approximation, retraining,
pruning, distillation, quantiza-
tion, or architecture change.

G4

Possibly  workload/fidelity-
shift progress; not pure
protocol progress.

tion. The fidelity pattern is the bridge from comparability
to attribution. Modifying a model may well be the right
way to make private inference practical, but the paper
has to name that gain as fidelity-shift progress. Otherwise
a reader chalks the whole speedup up to cryptographic
protocol progress, and the literature ends up recording a
protocol advance the evidence never showed.

In every one of these patterns, the failure is not that a
paper measured the wrong thing. It happens at comparison
time, the moment a reader folds two numbers measured
under different contracts into a single ranking. What the
gates do is make that step visible, and auditable.
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